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Overview - Active Directory iDataAgent

TABLE OF CONTENTS WHERE TO GO NEXT
Introduction Install the Active Directory iDataAgent

Walks you through the process of installing the Active
Key Features Directory iDataAgent.

Comprehensive Data Protection and Recovery
Point-in-Time Recovery

Efficient Job Management and Recovery
Backup and Recovery Failovers

Deduplication

Add-On Components
Offline Mining

Terminology
INTRODUCTION

The Active Directory iDataAgent provides granular backup and restore of individual Active Directory attributes.

KEY FEATURES

The Active Directory iDataAgent offers the following key features:

‘COMPREHENSIVE DATA PROTECTION AND RECOVERY / @ 3
The Active Directory iDataAgent along with the Windows File System iDataAgent provides complete data (/ sommoos = \
protection for a domain controller and other computers in a domain. It can also secure LDS/ADAM s -

attributes. ENUN o S T

POINT-IN-TIME RECOVERY

In the event of a serious system failure, such as the breakdown of hardware, software, or operating i N
systems, the Active Directory iDataAgent provides point-in-time recovery of files at any given time. Y = D

|
= /

< Active Directory Server

EEFFICIENT JOB MANAGEMENT AND REPORTING s ot
You can view and verify the status of the backup and recovery operations from the Job Controller and

Event Viewer windows within the CommcCell Console. You can also track the status of the jobs using reports, which can be saved and easily distributed. Reports
can be generated for different aspects of data management. You also have the flexibility to customize the reports to display only the required data and save
them to any specified location in different formats. For example, you can create a backup job summary report to view at-a-glance the completed backup jobs.
In addition, you can also schedule these reports to be generated and send them on email without user intervention.

BACKUP AND RECOVERY FAILOVERS

In the event that a MediaAgent used for the backup or recovery operation fails, it is automatically resumed on alternate MediaAgents. In such cases, the
backup or restore job will not restart from the beginning, but will resume from the point of failure. This is especially useful for backups and restores on large
directory server databases.

In the event, that a network goes down, the backup and recovery jobs are resumed on alternate data paths. Similarly, in the event of a device failure, the jobs
are automatically switched to alternate disk and tape drives.

'DEDUPLICATION

Deduplication provides a smarter way of storing data by identifying and eliminating the duplicate items in a data protection operation.

Deduplication at the data block level compares blocks of data against each other. If an object (file, database, etc.) contains blocks of data that are identical to
each other, then block level deduplication eliminates storing the redundant data and reduces the size of the object in storage. This way dramatically reduces
the backup data copies on both the disk and tapes.

ADD-ON COMPONENT

OFFLINE MINING

The Active Directory Offline Mining enables you to browse multiple versions of the directory server database from different points in time. This is useful if you
want to compare different versions of a single object or attribute. The value of each attribute is visible in the offline copy, which allows you to easily compare
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attributes and recover the exact version you need.

TERMINOLOGY

The Active Directory documentation uses the following terminology:

The computer in which the iDataAgent is installed and contains the data to be secured.
CLIENT

A group of subclients which includes all of the data backed up by the iDataAgent.
BACKUPSET

The Active Directory Server data to be backed up.
SUBCLIENT
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New Features - Active Directory iDataAgent =

NEW FEATURES FOR ACTIVE DIRECTORY IDATAAGENT

DATA PROTECTION OPERATIONS

The Active Directory iDataAgent is now supported on Unix MediaAgents.

SUPPORT FOR ACTIVE DIRECTORY PARTITIONS

Active Directory iDataAgent now provides the ability to backup and restore the Configuration, Schema, and ForestDNSZones partitions with certain restrictions
on restore capability. For more information, see What Gets Backed Up.

NEwW COMMCELL FEATURES SUPPORTED FOR ACTIVE DIRECTORY IDATAAGENT

DEPLOYMENT
CUSTOM PACKAGE

The Custom Package feature is now extended to almost all products in the Calypso suite. Using Custom Packages, you no longer have to push the entire
software DVD through a network, which is especially useful for reducing WAN/LAN payload while installing remote clients.

It is also possible to create Custom Packages using a customized .xm1 file.

When used in conjunction with the Install Software from the CommcCell Console and Automatic Updates features, WAN bandwidth can be drastically reduced
during remote site installations. Learn more...

INSTALL FROM THE COMMCELL CONSOLE

The software installation for this component can be initiated and managed from the CommCell Console, which facilitates the building of your CommCell and
eliminates the need to manually install the software. Additionally, the installation of this component can be scheduled to occur at a time suitable for your
environment. For more information, see Install Software from the CommcCell Console.

UNINSTALL FROM THE COMMCELL CONSOLE

This component can be uninstalled using the CommCell Console. The Uninstall Software utility allows you to quickly see a list of the software packages installed
on the selected computer, from which you can then select the components to uninstall. With this, you can easily manage removing software components from
client computers and MediaAgents in your CommCell without having to directly access each computer. For more information, see Uninstall Components using
the CommCell Console.

SCHEDULE POLICY

A data protection schedule policy can now be created for this specific agent. For more information, see Agent-Specific Data Protection Schedule Policy.
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System Requirements - Active Directory iDataAgent

System Requirements Supported Features

The following requirements are for the Active Directory iDataAgent:

OPERATING SYSTEM

WINDOWS SERVER 2012
Microsoft Windows Server 2012 Editions
Microsoft Windows Server 2012 R2 Editions

WINDOWS SERVER 2008
Microsoft Windows Server 2008 32-bit and x64 Editions

WINDOWS SERVER 2003
Microsoft Windows Server 2003 32-bit, 64-bit and x64 Editions with a minimum of Service Pack 1

HARD DRIVE

1 GB minimum of hard disk space for installing the software.
256 MB of free disk space is required for job result directory.

256 MB of free disk space is required for log directory.

PROCESSOR

All Windows-compatible processors supported

PERIPHERALS
DVD-ROM drive

Network Interface Card

MISCELLANEOUS

NETWORK

TCP/IP Services configured on the computer.

SERVICES

It is recommended that your Active Directory server has DNS services configured.

The File System iDataAgent will be automatically installed during installation of this software, if it is not already installed. For System Requirements specific to
the File System iDataAgent, refer to System Requirements - Microsoft Windows File System iDataAgent.

DISCLAIMER

Minor revisions and/or service packs that are released by application and operating system vendors are supported by our software but may not be individually listed in our System
Requirements. We will provide information on any known caveat for the revisions and/or service packs. In some cases, these revisions and/or service packs affect the working of our software.
Changes to the behavior of our software resulting from an application or operating system revision/service pack may be beyond our control. The older releases of our software may not support
the platforms supported in the current release. However, we will make every effort to correct the behavior in the current or future releases when necessary. Please contact your Software
Provider for any problem with a specific application or operating system.

Additional considerations regarding minimum requirements and End of Life policies from application and operating system vendors are also applicable
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Supported Features - Active Directory iDataAgent

System Requirements Supported Features

The following table lists the features that are supported by this Agent.

Use MediaAgent

FEATURE SUB-FEATURE SUPPORT | COMMENTS
Data tab - Catalog v
ADVANCED BACKUP/ARCHIVE OPTIONS
Data tab - Create New Index v
Data tab - Verify Synthetic Full v
Job Retry tab v
Media tab - Allow other Schedule v
to use Media Set
Media tab - Mark Media Full on v
Success
Media tab - Reserve Resources v
Before Scan
Media tab - Start New Media v
Startup tab v
\VaultTracking tab v
Comments
Automatic File System Multi-
ADVANCED FILE SYSTEM IDATAAGENT Streaming
OPTIONS
On Demand Data Protection
Operation
Restore by Jobs
Restore Data Using a Map File
Comments
Global Alerts v
ALERTS AND MONITORING
Job-Based Alerts* v
Comments
Automatic Updates v
AUTOMATIC UPDATES
Comments
Differential Backup v
BACKUP/ARCHIVE OPTIONS
Full Backup v
Incremental Backup v
Other Backup Types
Synthetic Full Backup v
Comments
\Version 7 v
BACKWARD COMPATIBILITY
\Version 8 v
Version 9
Comments
Browse from Copy Precedence v
BROWSE
Browse the Latest Data v
Exclude Data Before v
Find v
Full Backup Transparent Browse v
Image Browse v
No Image Browse v
Page Size v
Specify Browse Path
Specify Browse Time v
Subclient Browse v
v,

View All Versions

Comments

Netware cluster
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CLUSTERING

Unix Cluster

Windows - Microsoft Cluster
(MSCS)

Windows - Non-Microsoft Cluster

Comments

Command Line Interface v
COMMAND LINE INTERFACE

Comments

Qcreate - Backup set/SubClient
COMMAND LINE INTERFACE - SPECIFIC

COMMANDS

Qcreate - Instance

Qdelete - Backup set/Subclient

Qdelete - Client/Agent v

Qlist globalfilter

Qmodify - instance

Qoperation - Backup v

Qoperation - move

Qoperation - Restore

Comments

CommCell Migration v
COMMCELL MIGRATION

Comments

Offline Content Indexing
CONTENT INDEXING

Comments

Basic Retention Rules v
DATA AGING

Extended Retention Rules v

Unique Data Aging Rules

Comments

Data Classification Enabler
DATA CLASSIFICATION ENABLER

Comments

Client Compression v
DATA COMPRESSION

Hardware Compression v

MediaAgent Compression v

Comments

Data Encryption Support v

DATA ENCRYPTION

Third-party Command Line
Encryption Support

Comments

Multiplexing v
DATA MULTIPLEXING

Comments

MediaAgent Deduplication
DEDUPLICATION

Source Deduplication

Comments

Erase Data by Browsing
ERASE BACKUP/ARCHIVED DATA

Erase Stubs

Comments

Global Filters
GLOBAL FILTERS

Comments

Custom Package v
INSTALLATION

Decoupled Install

Remote Install v

Restore Only Agents

Silent Install v

Comments

Install 32-bit On x64
INSTALLING 32-BIT COMPONENTS ON A

MICROSOFT WINDOWS X64 PLATFORM

Comments

Not Restartable
JOB RESTART - DATA PROTECTION
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Restarts from the Beginning

Restarts from the Beginning of
the Database

Restarts from the Point-of-
Failure

Comments

JOB RESTART - DATA RECOVERY

Not Restartable

Restarts from the Beginning

Restarts from the Beginning of
the Database

Restarts from the Point-of-
Failure

Comments

LIST MEDIA

List Media Associated with a
Specific Backup Set or Instance

List Media Associated with Index

List Media Associated with
Specific Files and/or Folders

List Media Associated with
Specific Jobs

Comments

MULTI INSTANCING

Multi Instance

Comments

PRE/POST PROCESSES

Pre/Post Process with Data
Protection and Recovery

Comments

RESTORE/RECOVER/RETRIEVE
DESTINATIONS

Cross-Application Restores
(Different Application version)

Cross-Platform Restores -
Different Operating System

Cross-Platform Restores - Same
Operating System - Different
\Version

In-place Restore - Same path/
destination - Same Client

Out-of-place Restore - Different
path/ destination

Out-of-place Restore - Same
path/ destination - Different
Client

Restore Data Using a Map File

Restore to Network Drive /NFS-
Mounted File System

Comments

The Active Directory iDataAgent allows you to perform in-
place restores of Active Directory attributes and objects. You
cannot restore an Active Directory attribute or object to a
different tree path.

RESTORE/RECOVER/RETRIEVE OPTIONS

Automatic Detection of Regular
Expressions

Filter Data From Recover
Operations

Rename/ Redirect Files on
Restore

Restore Data Using Wildcard
Expressions

Restore Data with Pre/Post
Processes

Restore from Copies

Skip Errors and Continue

Use Exact Index

Use MediaAgent

Comments

RESTORE/RECOVER/RETRIEVE
OVERWRITE OPTIONS

Overwrite Files

Overwrite if file on media is
newer

Restore only if target exists

Unconditional Overwrite

Unconditionally overwrite only if

target is a DataArchiver stub
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Comments

SCHEDULE POLICY

Agent Specific Data Protection v
Schedule Policy

All Agent Types Schedule Policy v

Comments

STORAGE POLICIES

Incremental Storage Policy* v

Standard Storage Policies v

Comments

STORAGE POLICY COPIES

<

Data Verification

Job Based Pruning

Manual Retention

Mark Job Disabled

<) < <] <

Selective Copy

Comments

SUBCLIENT POLICIES

SubClient Policy

Comments

UPGRADE

Netware - Local

Unix - Remote (Push)

Unix/Linux/Macintosh - Local

Unix/Linux/Macintosh - Silent

Upgrade from CommcCell Console

Windows - Local

Windows - Remote (Push)

<] <] <] <

Windows - Silent

Comments

USER ADMINISTRATION AND SECURITY

<

Backup Set/Archive Set

Subclient v

Comments

Additional features are listed below:

Activity Control

Auxiliary Copy

CommCell Console

Deconfiguring Agents

GridStor Languages

Log Files MediaAgent

Operation window QR Volume Creation Options
Robust Network Layer Scheduling

SnapProtect Backup

Snapshot Engines

\VaultTracker Enterprise

VaultTracker

Report Output Options

Restore/Recover/Retrieve - Other Options

Cloud Storage

Job Restart - Data Collection
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Getting Started - Active Directory Deployment

Maxt »

WHERE TO INSTALL

Install the software on a computer where Active Directory Server resides and which satisfies the minimum requirements specified in the System Requirements.

Follow the steps given below to install the Active Directory iDataAgent.

INSTALLATION BEFORE YOU BEGIN

The software can be installed using one of the following methods: Download Software Packages

Download the latest software package to perform the install.
METHOD 1: INTERACTIVE INSTALL

Verify System Requirements

Verify that the computer in which you wish to install the
software satisfies the System Requirements.

Use this procedure to directly install the software from the installation package or a
network drive.

METHOD 2: INSTALL SOFTWARE FROM COMMCELL CONSOLE

Use this procedure to install remotely on a client computer.

METHOD 1: INTERACTIVE INSTALL

1. Run Setup.exe from the Software Installation Package.
2. Select the required language.
Click Next.
Select the language you will use during installation
3. Select the option to install software on this computer.

The options that appear on this screen depend on the computer in which
the software is being installed.

= Install Software on this computer

= Advanced options

2 View documentation website
2 Yiew Install Duick Start Guide (Requires Adobe Acrobat Reader)
2 Install Adobe Aciobat Reader

& Exit

Click Next. License Agreement

Please read the following License Agreement. Press
the PAGE DOW/N key to view the entire agreement

4. Select I accept the terms in the license agreement.

End User License and Limited Warranty Agreement

Software Release 9.0.0

(including MicrosoR® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)

Dol Tenas T mnsirn & mmanssd
(& | accept the terms in the license agreement

" 1 do not accept the terms in the license agreement.

Installer

< Back Next > Cancel
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5. Expand Client Modules | Backup & Recovery | File System and select Active
Directory iDataAgent

Click Next.

Windows File System iDataAgent is installed by default when you install
the Active Directory iDataAgent.

6. Click YES to install Microsoft .NET Framework package.

e This prompt is displayed only when Microsoft .NET Framework is not
installed.

o Once the Microsoft .NET Framework is installed, the software
automatically installs the Microsoft Visual J# 2.0 and Visual C++
redistributable packages.

7. If this computer and the CommServe is separated by a firewall, select the Configure
firewall services option and then click Next.

For firewall options and configuration instructions, see Firewall Configuration and
continue with the installation.

If firewall configuration is not required, click Next.

8. Enter the fully qualified domain name of the CommServe Host Name.
Click Next.

Do not use space and the following characters when specifying a new
name for the CommServe Host Name:

\I"~@#$%N8X () +=<>/7,[1{}:;"

9. Click Next.

10. Select Add programs to the Windows Firewall Exclusion List, to add CommCell

programs and services to the Windows Firewall Exclusion List.

Select Platforms
Select the platforms you want to configure.

= Q A | Move the pointer over a
= © Common Technology Engine platform name to see a
@ CommSenve Mockies desciiption of the platform and
e reasons why it may be
# 0 CommCel Console disabled.
+ @ Mediadgent Modules
= Q2 Clent Modules .
# 0 Backup & Recovery Sapoce
# 2 Content Indexing and Search (Req/Recommended)
# 02 Web Based Search & Browse Installation Folder:
# Q2 Archive Management 0MB/0MB
# Q1 ContinuousDataReplicator
T ca
# 0 SAM d
+ 02 Supporting Modules R
# Q2 Tools v
Special Registry Keys In Use
Installer

I Install Agents for Restore Only <Back | | cancel |

\t,/ Setup will now install Micrasoft NET Framework for the selected platforms.
»

Click “Yes' to continue. Choosing Mo’ will exit the Setup. In such a caze, you may resume

Setup later at any time.
HNo
Installer.

Firewall Configuration
Configure firewall services

If there is a firewall between this machine and the CommServe, configure firewall services below.

I™ Configure firewall services

“

Installer

Installer g|

CommServe Name
Specity the CommS erve computer rame and host

Comméerve Client Name

CommServe Host Name
[Enter a walid, fuly-qualfied, IP host name; for example:
myeampuler. mycampany. com]

[mpcamputer mpcompany. com

Installer

< Back Hext » Carcel |
Installer &|
Communication Interface Name
Setup will configure the communication paths.
Select a client name
Select an interface name that this computer will use to
communicate with the CommS erve:
audi. mycompany.com ~|
IP Addresses] for the selected host
Irstaller
< Back Next » Caricel

Page 11 of 25



Quick Start Guide - Active Directory iDataAgent

Click Next. pooter . _______________K]

Windows Firewall Exclusion List

. . . . . Allow programs to communicate through Windows
This option enables CommCell operations across Windows firewall by Firewal

adding CommcCell programs and services to Windows firewall exclusion

list.

Windows Firewall is ON

It is recommended to select this option even if Windows firewall is
disabled. This will allow the CommCell programs and services to function
if the Windows firewall is enabled at a later time.

[V Add programs to the Windows Firewall Exclusion List

1f you plan on using Windows Firewall it is recommended to add the software programs to the

exclusion list.
Installer
<Back [ New> | Cancel |
11. Verify the default location for software installation. Installer X
Click Browse to change the default location. Destination Folder

Select the destination folder to install the program files.

Click Next.

e Do not install the software to a mapped network drive.

e Do not use the following characters when specifying the destination S
path: estination Folder

JiX?2N <> | #

Click Nest to accept the default location, or click Browse to choose an altemate location.

EBrowse..

It is recommended that you use alphanumeric characters only.

Drive List Space Required / Recammended
C a2BMB - 1394 ME /1670 ME
Installer

< Back Wt > concel |

12. Select a Client Group from the list. Installer 3]

Click Next Client Group Selection

: Select a client group for the client
This screen will be displayed if Client Groups are configured in the
CommCell Console. The Client Group is alogical grouping of client machines

wihich havs the same associations at various lsvels ke
Schedule Policy, Activity Cantiol. Security and Reports

Client aroup:

Wene Selected
client_gioup

Installer

< Back Hewt s cancel |

13. Click Next. Installer, El
Schedule Install of Automatic Updates

Chaose when you want to schedule an install of the
downloaded updates

¥ Schedule Install of Automatic Updates

" Once
Time: 083112 FM

 ‘Weskly
& Monday  Tussday
© ‘Wednesday © Thursday
 Friday " Satuday
© Sunday

Installer

< Back Next » Caricel

14. Click Next.

Page 12 of 25



Quick Start Guide - Active Directory iDataAgent

Installer g|
Select Global Filter Options
Select the Global Filter Options for the Agent

Global Filters provides the ahility to set exclusions within a CommiCell to filter out data from data
protection operations on all agents of a certain type

& Use Cel level policy
" Always use Global Fiters

Do not use Global Filters

Installer
<Back Next> cancel |
15. Select a Storage Policy from the drop-down list. Click Next. Installer X
. . . Storage Policy Selection
Select the Configure for Laptop or Desktop Backup option to install )
Backup Monitor utility. This utility allows you to view the backup job et 5 morage peley forthe defal subcfent to be
summary from the client computer without opening the CommcCell

Console. See Monitor - Laptop User for more information. [ Cenfigue for Laplop or Deskiop Backup:

Select a starage policy from the pull-down list,

Irstaller

< Back Wt > concel |

If you do not have Storage Policy created, this message will be displayed. e omey Dot
Click OK.

T Ll 1o Lo 0 Beskion Sk

You can create the Storage Policy later in step 21.

PPV S Te— | e —

16. Enter the account information which will be used to verify the rights to backup and
restore data and then click Next to continue. Active Directory
Enter the following &ctive Directary information

e Enter the account information associated with an account that has

.. . . . Enter the account information that has Administrator rights as defined in Active Directory
Administrator rights in Domain Controller. Users and Computers. T his accaunt will be used to contact and authenticale against the
. i . Agtive Directary domain cantroller for backups and restorss
e If you are using the Chinese language, you must manually type in
Administrator in English language if you are using the default value. User Name:
Fassword: [

Confiim Password: I

Hewts LCancel

17.  Click Next. 1 |
Change Active Directory Schema
The ADLDAPTool will modify the Active Directory Schema to enable Change fctive Directory Schema By Runring
restore of passwords. For more information about this tool, refer to
Enabling Restore of Passwords.

Schema changss for Active Directory backup are necessary to protect user names and
passwords, Without these changes, usamames and passwords will ot be backed up

and you will not be able ko restore them. |t is recommended you make these changes prior to
your frst backup. Setup can nn ADLDAPT ool exe to make these changes for you, |fyou
‘chause not make the changes now, see the documentation on haw to un the ADLDAPT ool

£ Run ADLDAPT ool now

' Do not run this toal now

Cancel

18. Click Next.
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19.

20.

9

CHOICE

21.

Click Next.

Click Finish.

If you already have a storage policy selected in step 15, Click Next » button available

at the bottom of the page to proceed to the Configuration section.

If you do not have Storage Policy created, continue with the following step.

Create a Storage Policy:

1. From the CommCell Browser, navigate to Policies.

2. Right-click the Storage Policies and then click New Storage Policy.

3. Follow the prompts displayed in the Storage Policy Wizard. The required options
are mentioned below:

o

o]
o]

Select the Storage Policy type as Data Protection and Archiving and click
Next.

Enter the name in the Storage Policy Name box and click Next.
From the Library list, click the name of a disk library to which the primary
copy should be associated and then click Next.

Ensure that you select a library attached to a MediaAgent operating in the
current release.

From the MediaAgent list, click the name of a MediaAgent that will be used
to create the primary copy and then click Next.

For the device streams and the retention criteria information, click Next to
accept default values.

Select Yes to enable deduplication for the primary copy.

From the MediaAgent list, click the name of the MediaAgent that will be used
to store the Deduplication store.

Installer

Summary
Surmmary of install selectiors

Setup has snough information to start copying the program fiss. If you are satisfied with the
install settings, cick Next to begin capying files.

~

Destination Path = C:\Program Filesh

CommServe Host = mycomputer mycompany. com

Interface Mame = audi. mycompary. com

Client =audi

Job Results Path = C:\Program Filest obResults 3

Global Filkers = Use Cell level policy 3

Installer
< Back Hext » carcel |

Installer &|

Schedule Reminder
Jaob schedule creation reminder

Please nate:

“You still need to create a Job Schedule for each iDatadgent that has been installed on
this client computer.

Job Schedules are required to allows the iD atabgents to perform automated backup
and restors operations.

Job Schedule creation can be accomplished through the CommCel Consals
administration interface.

Irstaller
Installer g|
Completion Report
Setup complste
Software installation complsted succassfully B
Wisit the website below to download latest Updates and Service Packs.
Click Finish to complete Setup.

Installer

Technical Suppar Website

apple - Commell Console:
Fle vew Took Wedows Heb

2R

mcel Bomser 2

- it

5 storage Poliies x ive

@ cars.en apple. > [ Poides » & Storago ol > soa
(o 48 Clere Comer Groups L L

© 03 Cict Comptrs are Topn No.cfSte.. WoofCoies | Incamerts,. Doserpton b teag.. v
5 searty o emsto dplay a
(089 Storage Rosarces

&8 s

o e ks
b Proemiiion
1 S
o ot oy

‘@Vaﬂmd«- 2 e Gl Ded pleationgley
s el St e
3

Croato Storage Policy Viizard

Create Storage Policy Wizard
“This wizard uides you trough the creaton of
By

a Storage Polcy and s Primary Coy

Prass Nada contnue.

2]

£ CommCel Browser
5 agents

2| [ conent | B surmay

cars_en | s
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Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

O Review the details and click Finish to create the Storage Policy.

METHOD 2: INSTALL SOFTWARE FROM COMMCELL CONSOLE

1. From the CommCell Browser, select Tools | Add/Remove Software | Install
Software.

murphy - CommCell Console

5 summary

Browse & Recaver.

3Job Controller @ murphy x Job Controller x 4 b E
Scheduler, murphy 2 rOa
Event viewsr
& o °© o
| Reports Client Client Securly
Control Panel ‘Computer Computers
Groups

Data Replication Moritor

2 ; ~
k4 inl =)
(5 Add[Remave Software D Instal Updates ntent

frector

Remove Updates 3
Uparade Software
Download Software

Copy Software

IR

Software Configuration

& CommCell Browser

' Agents

murphy | admin

2. Click Next. Installer 3]

Instali Wizard

This wizard guides you through the steps required ta install software on computers.

Click Next to continue.

G=) » o | (e )

3. Select Windows.

Click Next.

Installer X

) Unix and Linux

»

4. Select Manually Select Computers.
Click Next.

Installer, X

Select how to discover the computers for installing the software

@ Fianuialy s2lect earipiitars
Software wil be installed arly on the selected lst of computers,

© Automatically discover computers
Computers wil be discowered when the job runs,

Ce=1) oo | =)
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5. Enter the fully qualified domain name of the client computer.
For example: apple.domain.company.com

Click Next.

6. Click Next.

7. Specify UserName and Password that must be used to access the client computer.

Click Next.

8. Select Active Directory iDataAgent.
Click Next.

Windows File System iDataAgent is installed by default when you install
the Active Directory iDataAgent.

e Select Client Group from Available and click Add.
e Select a Storage Policy from the drop-down list. Click Next.

Select the Configure for Laptop or Desktop Backup option to install

Installer X

Enter the host names of the computers

Flease enter the host names of the computers, one per line

spple.domain.company.con| )

Import from File
Import From Active Directory
Select from existing clents

Installer X

Select Software Cache

To use current: it or Client Group Software Cache settings, dick Next. To overide Software Cache settings check
Overtide Scftriars Cache and sslect the Softwars Cache to be used,

[] Override Software Cache

murphy domain . company.com

»

Installer 3]

Enter Account Information

The specified account should have administrative access o the computer, If you are instaling
multiple: clients, the user should have access ta all dlients.

User Name: ]

Example:domainiusername

Password: ‘ ‘

Confirm Password: ‘ ‘

>

Installer. &)

Select Package(s) to Install

|5 simpana

15 Client Modules

125 Backup & Recovery

{55 Fie System

indows File System Datangent
[ PrasyHest ibatahgent

[ mage Level ProxyHost iDataAgent

I>

[ File System NDMP Restore Enabler

[ 1mags Level Datarigent

[ Data Protection Manager L
[ virtusl Server Agent

{53 Database

[ bB2 iDataAgent

[ oracle Datasgent

[ 5L Server Datangent

[ 5 for Orade

[ 54P for MaxDB

O sybass iDataAgent

[ My5el Datatgent

[ Documentum Agent

{5 Exchange

[ Exchange Datsbase iDatahgent

[ Exchange Mailbox Datasgent

O Exchange Public Folder iDataAgent

[ Exchange Web Folder Datangent

[ Exchange Offline Mining Teel

5 Lotus Notes ~

Coi) (] »
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Backup Monitor utility. This utility allows you to view the backup job
summary from the client computer without opening the CommcCell
Console. See Monitor - Laptop User for more information.

10. e Enter the account information associated with an account that has Administrator
rights in Domain Controller.
e Click Next.
11. Click Next.
12. Select Immediate.

Click Next.

13. Click Finish.

Installer

®
Enter Recommended Settings for the seiected Software
Recommended Settings.
Avallable; Selected:
Global Filters Use Cell level policy b/
] Configure For Laptap Backups

Installer

Enter the Install Options for the selected Software

&

Agent Speciic Settings
= Components

= Active Directory

User Accourt:

| (Cchonee )

Enter User Name and Password. [

User Name:

Example:domainiusername

Password:

L

Cacel | hep |

G ] @

Enter Adaitiona instalf Options

ol Updotes

Advanced Options.

oot pckages At raest
1 tomare Clanost ame Canfict
et R Lo Locaban
st Agerks For Restre Only.
Optionsi Sertings

= 20k Result Directory

patn

w0l
vzt

e

Installer,

Flease Select When To Run The Job

Job Initiation

(%) Immediate

Run this job now

O Schedule

®
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nstaller X

Summary

Please verify al the selected options and click Finish to run the job immediately or click Save As Seript to save the
job options a5 & script,

Client Install Option =
Select Type Of Installation: Windows

Select Type Of Client Discovery: Manually select computers

Reuse Active Directory credentials: No

Client Authertication for Job

User Name: admirietrator

Password: ™

Install Flags

Install Updates: Tes

Reboot (if required): Yes

Kill Browser Processes (if required): Mo

Ignore Running Jobs: No

Stop Oracle Services (f required): No

Skip clients that are already part of the CommCell component: No
Delete Packages After Install: Yes

b Contrler e

13. You can track the progress of the job from the Job Controller or Event Viewer

window.

s *oa

e g e

) et ver i o bty v
[Er "o
Sy £ bD oas + sgan gt B | ossrpran

e ]® |

st of
e 1130 s woh  ma el s ogedon

ok s s ek s ]

e D] ormatn, e, Hep, Gk, Hasa vess st 20

14. Once the job is complete, right-click the CommServe computer, click View and then
click Admin Job History.

idol.testlab.commvault.com - CommCell Console

Job Hitory Q o [ [
in Job History Clent Searty  Storage Polcies
e 3| comouters Resources v
Users Logged In ]
-4 Schedues LE=F
i Fio 36D | Operaten ClenkCo..._AgentType Subclert T Typer 1 phas v|
% 108 Vitusl Server 2 Detadgng Na A
@ Securty =
« 89 < >
0 polcies | mpase prayng  Rumn
e-fl Reports
% £ Content Drector 2] Event viewer | 3 Admin JobHstory x ivm
[ Event viewer L=
Sevety EvetD | JbID | Date + Progam Computer | Evy
23 2108/31/201012:00:23 JobManager aople 1994
a 22 210831/201012:00:08 JobMansger apple 19:
= a 21 08/31/2010 11152142 EvMrS apple as:
a 28 200831/2010 11:46:15 DistributeSoftwere  apple s
5' Agents . PP S ) LU s SR 0. ¥
| >
% | W Pause | Playing]  Informetion, Minor, Major, ritcal, Maxinum events shown: 200
8 object(s) apple | sdnin

15. Select Install/Upgrade/Remove Software.
Click OK. o

Qual O Data Aging O Export Media
© Auwlary Copy © Inventory © Disaster Recovery Backup
© Data Verification © ffine Content Indexing © Erase Media
O Erase Backup/Archived Data O Drive Validation O Drive Cleaning
O Stamp Media O InstalRemove Updates O DownloadjCopy Software
Disk Library Maintenance © SRM ReportsfActions
O Information Management © CommCell Export © CommCell Import
©) Media Refreshing O Recover Store
[] Specify Time Range
Start Time End Time.

Job Status
@Al O Completed O Faled O Killed

Number of Jobs

@ View All Jobs
©) Desired Number of Jobs :|
2
ok ) conel
16. You can view the following details about the job by right-clicking the job: I B, e x =2
° Items that Succeeded during the _]Ob "W b Status Start Tine End Time. UserN... EmorC.. Storag.. Autom.. Legal.. qa\ -?‘

View ob Detals
Resubrit Job.

View Events

e Items that failed during the job
e Details of the job

ViewLogs
Send Logs

e Events of the job
e Log files of the job

Total records count : 9
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Getting Started - Active Directory Configuration

« Pravious | MNext »

CONFIGURATION

Once installed, follow the steps given below to assign a storage policy with the default subclient:

1 % CommCel Browser a @ defaultBackupset x

e From the CommCell Browser, navigate to Client Computers | <Client> | Active Bt & hepovo1 > 3 Cient Computors > B superway > DA Actve D1
Directory | defaultBackupSet. SR e o Skt N e
. . . . . & defaul E ed
e Right-click the default subclient and then click Properties. Backup
Browse Backup Data
List Media
]
[ R Sackup Hstory
) {B Fie System cohoduss
& B wilaw
() Security
2 B storogoresurces Operation Window
& 1l Reports Propertes
TR
2. e Click the Storage Device tab. Subclient Properties of default E|
e In the Storage Policy box, select a Storage Policy name. Activity Control Open Files Falure Actions
Click OK Gereral | Content | Filkers Pre/Post Process Security Storage Device
e Clic .
Click Mext » ti Data Storage Policy | Data Transfer Option || Deduplication
ic o continue.
. . torage Policy:
If you do not have Storage Policy created, follow the step given below to create a
storage policy. = W
[[ox ][ concel | [ e |
3 . ‘Subclient Properties of defauit
1. Click Create Storage Policy.
2. Follow the prompts displayed in the Storage Policy Wizard. The required options s o oncy
are mentioned below: Groats torage Polcy Wizard
O Select the Storage Policy type as Data Protection and Archiving and click
NeXt. = Prass Nextto canfinue.
O Enter the name in the Storage Policy Name box and click Next. —
O From the Library list, click the name of a disk library to which the primary
copy should be associated and then click Next. = R

Ensure that you select a library attached to a MediaAgent operating in the
current release.

o From the MediaAgent list, click the name of a MediaAgent that will be used
to create the primary copy and then click Next.

O For the device streams and the retention criteria information, click Next to
accept default values.

O Select Yes to enable deduplication for the primary copy.

O From the MediaAgent list, click the name of the MediaAgent that will be used
to store the Deduplication store.

Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

O Review the details and click Finish to create the Storage Policy.

« Pravious | MNext »
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Getting Started - Active Directory Backup

Once the storage policy is configured, you are ready to perform your first backup.

« Pravious | MNext »

Active Directory iDataAgent can backup the following data types, modifiable, and non-modifiable attributes of an object.

SUPPORTED DATA TYPES

NON-MODIFIABLE ATTRIBUTES OF AN OBJECT

Attributes on each supported Windows object
Computer

Contact

Group
IntetOrgPerson
MSMQ Queue Alias
Organizational Unit
Printer

User

Shared Folder
Configuration
Schema

ForestDNSZones

ObjectGUID
ObjectSid
PrimaryGroupID
BadPasswordTime
LastLogoff
LastLogon
MemberOf
PwdLastSet (only if adldaptool.exe was executed before the backup)
USNChanged
USNCreated
WhenChanged
WhenCreated
DistinguishedName
UserAccountControl
Delete Objects
rootDSE object

The following section provides step-by-step instructions for performing your first backup:

1.
Directory | defaultBackupSet.

e Right-click the default subclient and click Backup.

e Click OK.

3. You can track the progress of the job from the Job Controller window of the

CommCell console.

e From the CommCell Browser, navigate to Client Computers | <Client> | Active

e Click Full as backup type and then click Immediate.

@y hapryo1
B ‘% Client Computer Groups
= Client Computers

i3 autumn_4

- heppyo!

o B sco-2Erzm 3

o B <o suselinngd

B2 startrek

defaultBackupSet;

1) Security

S g Storage Resources
w13 Policies

& Reports
-4 Content Director

Backup Options
Select Backup Types
1
() Incremental
(O Differential

O Synthetic Ful

£ CommCel Browser 7

" defaultBackupSet
s happyol > @Y Client Computers > B2 superway > 08 Active D
Subelent Name
Brovse Backup Data
List Media
Find

Backup History

Schedules

Operation Window

Froperties

Backup Options for Subclient: default @

Job Iritistion

:

Run this job now

) schedule

3 ([ o ] conesl | [Codvanced | [ @rsovepssormt | [Crih |

% 2ob Contraller

5 2ob ctoler

J WL ool | OnCoopur | AgrtTe
6 B b e Diedory

Skdert  obome  Fhse | Sarmgen. Meduknl Stas
clut Rl hoismdn bl g

Fregess | Eras

4. Once the job is complete, view the job details from the Backup History. Right-click
the Subclient and select Backup History.
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5.

Click OK.

You can view the following details about the job by right-clicking the job:

e Items that failed during the job

e Items that succeeded during the job
e Details of the job

e Events of the job

e Log files of the job

e Media associated with the job

& CommCell Browser s " defaultBackupSet x
@ happy01 % happyor > I client Computers > B tiger > DA Active Directory >

% Clent Computer Groups
Cient Computers
2 B2 autumn_¢
B2 happyot
6 datndpmzoto
B2 sde-2karzvm 3
B2 se-suseinuxed
B2 startrek
B2 supernay
& B toer
T DR Active Diroctory
H defautBackupset
DA File System
B2 wilow
O Seurty
g Storage Resources
Poliies
Tl Reports
L Contert Director

Backup Type
[cl:13

(O Incremental

Job Status

[ specify Time Range

Skark: Time

5 default

O Ful
O synthetic full

@Al () Completed

Subclert: Hame

() Falled

End Time

Storage Fo

Backup
Brawse Backup Data
List Pecia

Find

Schedules,

Operation Window

Properties

Backup History Filter for: default X

() Differential

(O Automated System Recovery

O Killed

o |

[ cancel

| [(Advanced | [ Heb ]

Cenpeted 3:chp n
Bosse

Frd

enFaledtens

Restbrit 1o,

el

TenErrts

eulogs

sorc s

OsrtonTupe | StoagePolcy | XbType | FaiedFobkr]
T

Tewkbosas )~ |

ol | Acenpts | Jobpecevin

&l

1D
et
Datohgen
Bakp e
Skdirt
X osastrers
IoaSarted By
Soage P
Bk Ty
Sovere npresi:
S

aeasonler ohfelr=

&
toer

st Drectry
cofeuBrcpset
e
Iteazihe
ann

an

Rl

oFF

Conglzed

(<P
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Getting Started - Active Directory Restore

After your first backup, you are ready to perform your first restore.

« Previous

WHAT GETS RESTORED

WHAT DOES NOT GET RESTORED

Attributes on each supported Windows object
Computer

Contact

Group
IntetOrgPerson
MSMQ Queue Alias
Organizational Unit
Printer

User

Shared Folder
Configuration
Schema

ForestDNSZones

ObjectGUID
ObjectSid
PrimaryGroupID
BadPasswordTime
LastLogoff
LastLogon

MemberOf

PwdLastSet (only if adldaptool.exe was executed before the backup)

USNChanged
USNCreated
WhenChanged
WhenCreated
DistinguishedName
UserAccountControl
Delete Objects
rootDSE object

PERFORM A RESTORE

It is recommended that you perform a restore operation immediately after your first full backup to understand the process. Keep in mind that any object or

attribute is restored to the same location from where it is backed up. The following section explains how to restore the Common Name (CN) Guests.

e From the CommCell Browser, navigate to Client Computers| <Client> | Active

e Right-click the default subclient and then click Browse Backup Data.

1.

Directory | defaultBackupSet
2. Click OK.
3.

e Select the CN Guest.

e Expand the defaultBackupSet and navigate to the required Domain Component.

All the attributes of the object are selected by default.

For the first restore job, select any object with smaller data size.

A CommCell Bromser o
@, happyo1

&g Cient Computer roups
{3 Client Computer=
e I auturn

- B2 happy0!
(B2 idat0dpmzo1o
o B sde-2kerzvm_3
B sde-suselinuxee
(B startrek
ee- B superway
= Tgen)
=
e auEackupSet >
) {0A Flle System
willow
) Securlty
g Storage Resources
Palicies.
] Reports
W Content Director

Subclient Name

Browse Options

(O Specify Browse Time

Client Computer:

Use MediaAgent | ayy MEDIAAGENT >

[ Show Deleted Ttems

10004

Page Size:

" defaultBackupSet x | % Client: tiger ( Latest Da... x

@ hapov0l > @ Client Computers > B2 tiger > B8 Active Directory

Storage b
Jgom

Browse Backup Data
List Media

Find

Backup Hitary

Schedules

Operation Window

Praperties

ok ][ cancel

][ Advanced ][ List Media H Help
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e Click Recover All Selected.

ot Ji2

4. By default, the object and its attributes are restored to the same location from where

Restore Options for All Selected ltems &\
they are backed up. —

General | Job Initiation

If you have modified the object or attribute after the first backup, you may loose the
changes. Restore Job detals:

[ gOK H Cancel H Advanced I[ @SaveAsSmpt H Help ]

5. e Click the Job Initiation tab. Restore Options for All Selected ltems X

e Select Immediate to run the job immediately. Genspsl || Tob Initistion |
e Click OK. Job Tritiation

@ Inmediate

Run this job now

O Schedule

£ ok | [ concel | [ advanced | [ [@rsavesssoim | [ rel |

6. You can monitor the progress of the restore job in the Job Controller window of the [7) oconmler

53 305 Controler

CommcCell Console. ‘gm CoorainCloneConptor | ety Seder i M Sy Newsen ms | oges s

6 femoe AcvoDrectory Rostore Rurnis

7. Once the restore job has completed, right-click the defaultBackupSet , point to £ ComnCel Browsr defaultBackupset x
View and then click Restore History. 4 hapey0t & hepoyor > I clent Computers > B2 toer > DA actve Diectory >

Client Computer Groups
Clint Computers Subelent Name Storage Po

= default dpm

B sde-2karzvm 3
B sde-suselnuxed
B startrek
-8 supermay
=B tiger
=+{DA Active Directory

- defaultBackupset

{D Fils System WTaks b

58} willow

Backup Histor:
) Security E i

g Storage Resources Properties (Restare History )

Palicies Schedules

i Reports

{7 Content Director

8. Click OK.
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Restore History Filter for: defaultBackupSet &

Destination Client Computer:

[] Specify Time Rangs

Start Time End Time

Job Type

RecoveryRetrieve Shub Recal

Job Status
& Al () Completed () Failed ) Killed
[ (a4 ] [ Cancel I [ Adwvanced ] [ Help
9. You can view the following details about the job by right-clicking the job: " defautBacupser 49 Restore Job History of de.. x
e View Restore Items [ Recover Jobs [sub Rcall 1bs
You can view them as Successful, Failed, Skipped or All. — — me ;.mm e ‘
e View Job Details View Job Detais
e View Events of the restore job. ::WMEW
e View Log files of the restore job ——
Resubmit Job. ..
10. Once the restore jobs complete successfully, verify that the restored
objects/attributes are available in the domain controller.
CONGRATULATIONS - YOU HAVE SUCCESSFULLY COMPLETED YOUR FIRST BACKUP AND RESTORE.
If you want to further explore this Agent's features read the Advanced sections of this documentation.
| < Pravious |
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