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Overview - Active Directory iDataAgent

TABLE OF CONTENTS WHERE TO GO NEXT
Introduction Install the Active Directory iDataAgent

Walks you through the process of installing the Active
Key Features Directory iDataAgent.

Comprehensive Data Protection and Recovery
Point-in-Time Recovery

Efficient Job Management and Recovery
Backup and Recovery Failovers
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Add-On Components
Offline Mining

Terminology
INTRODUCTION

The Active Directory iDataAgent provides granular backup and restore of individual Active Directory attributes.

KEY FEATURES

The Active Directory iDataAgent offers the following key features:

‘COMPREHENSIVE DATA PROTECTION AND RECOVERY / @ 3
The Active Directory iDataAgent along with the Windows File System iDataAgent provides complete data (/ sommoos = \
protection for a domain controller and other computers in a domain. It can also secure LDS/ADAM s -

attributes. ENUN o S T

POINT-IN-TIME RECOVERY

In the event of a serious system failure, such as the breakdown of hardware, software, or operating i N
systems, the Active Directory iDataAgent provides point-in-time recovery of files at any given time. Y = D

|
= /

< Active Directory Server

EEFFICIENT JOB MANAGEMENT AND REPORTING s ot
You can view and verify the status of the backup and recovery operations from the Job Controller and

Event Viewer windows within the CommcCell Console. You can also track the status of the jobs using reports, which can be saved and easily distributed. Reports
can be generated for different aspects of data management. You also have the flexibility to customize the reports to display only the required data and save
them to any specified location in different formats. For example, you can create a backup job summary report to view at-a-glance the completed backup jobs.
In addition, you can also schedule these reports to be generated and send them on email without user intervention.

BACKUP AND RECOVERY FAILOVERS

In the event that a MediaAgent used for the backup or recovery operation fails, it is automatically resumed on alternate MediaAgents. In such cases, the
backup or restore job will not restart from the beginning, but will resume from the point of failure. This is especially useful for backups and restores on large
directory server databases.

In the event, that a network goes down, the backup and recovery jobs are resumed on alternate data paths. Similarly, in the event of a device failure, the jobs
are automatically switched to alternate disk and tape drives.

'DEDUPLICATION

Deduplication provides a smarter way of storing data by identifying and eliminating the duplicate items in a data protection operation.

Deduplication at the data block level compares blocks of data against each other. If an object (file, database, etc.) contains blocks of data that are identical to
each other, then block level deduplication eliminates storing the redundant data and reduces the size of the object in storage. This way dramatically reduces
the backup data copies on both the disk and tapes.

ADD-ON COMPONENT

OFFLINE MINING

The Active Directory Offline Mining enables you to browse multiple versions of the directory server database from different points in time. This is useful if you
want to compare different versions of a single object or attribute. The value of each attribute is visible in the offline copy, which allows you to easily compare
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attributes and recover the exact version you need.

TERMINOLOGY

The Active Directory documentation uses the following terminology:

The computer in which the iDataAgent is installed and contains the data to be secured.
CLIENT

A group of subclients which includes all of the data backed up by the iDataAgent.
BACKUPSET

The Active Directory Server data to be backed up.
SUBCLIENT
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New Features - Active Directory iDataAgent =

NEW FEATURES FOR ACTIVE DIRECTORY IDATAAGENT

DATA PROTECTION OPERATIONS

The Active Directory iDataAgent is now supported on Unix MediaAgents.

SUPPORT FOR ACTIVE DIRECTORY PARTITIONS

Active Directory iDataAgent now provides the ability to backup and restore the Configuration, Schema, and ForestDNSZones partitions with certain restrictions
on restore capability. For more information, see What Gets Backed Up.

NEwW COMMCELL FEATURES SUPPORTED FOR ACTIVE DIRECTORY IDATAAGENT

DEPLOYMENT
CUSTOM PACKAGE

The Custom Package feature is now extended to almost all products in the Calypso suite. Using Custom Packages, you no longer have to push the entire
software DVD through a network, which is especially useful for reducing WAN/LAN payload while installing remote clients.

It is also possible to create Custom Packages using a customized .xm1 file.

When used in conjunction with the Install Software from the CommcCell Console and Automatic Updates features, WAN bandwidth can be drastically reduced
during remote site installations. Learn more...

INSTALL FROM THE COMMCELL CONSOLE

The software installation for this component can be initiated and managed from the CommCell Console, which facilitates the building of your CommCell and
eliminates the need to manually install the software. Additionally, the installation of this component can be scheduled to occur at a time suitable for your
environment. For more information, see Install Software from the CommcCell Console.

UNINSTALL FROM THE COMMCELL CONSOLE

This component can be uninstalled using the CommCell Console. The Uninstall Software utility allows you to quickly see a list of the software packages installed
on the selected computer, from which you can then select the components to uninstall. With this, you can easily manage removing software components from
client computers and MediaAgents in your CommCell without having to directly access each computer. For more information, see Uninstall Components using
the CommCell Console.

SCHEDULE POLICY

A data protection schedule policy can now be created for this specific agent. For more information, see Agent-Specific Data Protection Schedule Policy.
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System Requirements - Active Directory iDataAgent

System Requirements Supported Features

The following requirements are for the Active Directory iDataAgent:

OPERATING SYSTEM

WINDOWS SERVER 2012
Microsoft Windows Server 2012 Editions
Microsoft Windows Server 2012 R2 Editions

WINDOWS SERVER 2008
Microsoft Windows Server 2008 32-bit and x64 Editions

WINDOWS SERVER 2003
Microsoft Windows Server 2003 32-bit, 64-bit and x64 Editions with a minimum of Service Pack 1

HARD DRIVE

1 GB minimum of hard disk space for installing the software.
256 MB of free disk space is required for job result directory.

256 MB of free disk space is required for log directory.

PROCESSOR

All Windows-compatible processors supported

PERIPHERALS
DVD-ROM drive

Network Interface Card

MISCELLANEOUS

NETWORK

TCP/IP Services configured on the computer.

SERVICES

It is recommended that your Active Directory server has DNS services configured.

The File System iDataAgent will be automatically installed during installation of this software, if it is not already installed. For System Requirements specific to
the File System iDataAgent, refer to System Requirements - Microsoft Windows File System iDataAgent.

DISCLAIMER

Minor revisions and/or service packs that are released by application and operating system vendors are supported by our software but may not be individually listed in our System
Requirements. We will provide information on any known caveat for the revisions and/or service packs. In some cases, these revisions and/or service packs affect the working of our software.
Changes to the behavior of our software resulting from an application or operating system revision/service pack may be beyond our control. The older releases of our software may not support
the platforms supported in the current release. However, we will make every effort to correct the behavior in the current or future releases when necessary. Please contact your Software
Provider for any problem with a specific application or operating system.

Additional considerations regarding minimum requirements and End of Life policies from application and operating system vendors are also applicable
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Supported Features - Active Directory iDataAgent

System Requirements Supported Features

The following table lists the features that are supported by this Agent.

Use MediaAgent

FEATURE SUB-FEATURE SUPPORT | COMMENTS
Data tab - Catalog v
ADVANCED BACKUP/ARCHIVE OPTIONS
Data tab - Create New Index v
Data tab - Verify Synthetic Full v
Job Retry tab v
Media tab - Allow other Schedule v
to use Media Set
Media tab - Mark Media Full on v
Success
Media tab - Reserve Resources v
Before Scan
Media tab - Start New Media v
Startup tab v
\VaultTracking tab v
Comments
Automatic File System Multi-
ADVANCED FILE SYSTEM IDATAAGENT Streaming
OPTIONS
On Demand Data Protection
Operation
Restore by Jobs
Restore Data Using a Map File
Comments
Global Alerts v
ALERTS AND MONITORING
Job-Based Alerts* v
Comments
Automatic Updates v
AUTOMATIC UPDATES
Comments
Differential Backup v
BACKUP/ARCHIVE OPTIONS
Full Backup v
Incremental Backup v
Other Backup Types
Synthetic Full Backup v
Comments
\Version 7 v
BACKWARD COMPATIBILITY
\Version 8 v
Version 9
Comments
Browse from Copy Precedence v
BROWSE
Browse the Latest Data v
Exclude Data Before v
Find v
Full Backup Transparent Browse v
Image Browse v
No Image Browse v
Page Size v
Specify Browse Path
Specify Browse Time v
Subclient Browse v
v,

View All Versions

Comments

Netware cluster
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CLUSTERING

Unix Cluster

Windows - Microsoft Cluster
(MSCS)

Windows - Non-Microsoft Cluster

Comments

Command Line Interface v
COMMAND LINE INTERFACE

Comments

Qcreate - Backup set/SubClient
COMMAND LINE INTERFACE - SPECIFIC

COMMANDS

Qcreate - Instance

Qdelete - Backup set/Subclient

Qdelete - Client/Agent v

Qlist globalfilter

Qmodify - instance

Qoperation - Backup v

Qoperation - move

Qoperation - Restore

Comments

CommCell Migration v
COMMCELL MIGRATION

Comments

Offline Content Indexing
CONTENT INDEXING

Comments

Basic Retention Rules v
DATA AGING

Extended Retention Rules v

Unique Data Aging Rules

Comments

Data Classification Enabler
DATA CLASSIFICATION ENABLER

Comments

Client Compression v
DATA COMPRESSION

Hardware Compression v

MediaAgent Compression v

Comments

Data Encryption Support v

DATA ENCRYPTION

Third-party Command Line
Encryption Support

Comments

Multiplexing v
DATA MULTIPLEXING

Comments

MediaAgent Deduplication
DEDUPLICATION

Source Deduplication

Comments

Erase Data by Browsing
ERASE BACKUP/ARCHIVED DATA

Erase Stubs

Comments

Global Filters
GLOBAL FILTERS

Comments

Custom Package v
INSTALLATION

Decoupled Install

Remote Install v

Restore Only Agents

Silent Install v

Comments

Install 32-bit On x64
INSTALLING 32-BIT COMPONENTS ON A

MICROSOFT WINDOWS X64 PLATFORM

Comments

Not Restartable
JOB RESTART - DATA PROTECTION

Page 9 of 85




User Guide - Active Directory iDataAgent

Restarts from the Beginning

Restarts from the Beginning of
the Database

Restarts from the Point-of-
Failure

Comments

JOB RESTART - DATA RECOVERY

Not Restartable

Restarts from the Beginning

Restarts from the Beginning of
the Database

Restarts from the Point-of-
Failure

Comments

LIST MEDIA

List Media Associated with a
Specific Backup Set or Instance

List Media Associated with Index

List Media Associated with
Specific Files and/or Folders

List Media Associated with
Specific Jobs

Comments

MULTI INSTANCING

Multi Instance

Comments

PRE/POST PROCESSES

Pre/Post Process with Data
Protection and Recovery

Comments

RESTORE/RECOVER/RETRIEVE
DESTINATIONS

Cross-Application Restores
(Different Application version)

Cross-Platform Restores -
Different Operating System

Cross-Platform Restores - Same
Operating System - Different
\Version

In-place Restore - Same path/
destination - Same Client

Out-of-place Restore - Different
path/ destination

Out-of-place Restore - Same
path/ destination - Different
Client

Restore Data Using a Map File

Restore to Network Drive /NFS-
Mounted File System

Comments

The Active Directory iDataAgent allows you to perform in-
place restores of Active Directory attributes and objects. You
cannot restore an Active Directory attribute or object to a
different tree path.

RESTORE/RECOVER/RETRIEVE OPTIONS

Automatic Detection of Regular
Expressions

Filter Data From Recover
Operations

Rename/ Redirect Files on
Restore

Restore Data Using Wildcard
Expressions

Restore Data with Pre/Post
Processes

Restore from Copies

Skip Errors and Continue

Use Exact Index

Use MediaAgent

Comments

RESTORE/RECOVER/RETRIEVE
OVERWRITE OPTIONS

Overwrite Files

Overwrite if file on media is
newer

Restore only if target exists

Unconditional Overwrite

Unconditionally overwrite only if

target is a DataArchiver stub
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Comments

SCHEDULE POLICY

Agent Specific Data Protection v
Schedule Policy

All Agent Types Schedule Policy v

Comments

STORAGE POLICIES

Incremental Storage Policy* v

Standard Storage Policies v

Comments

STORAGE POLICY COPIES

<

Data Verification

Job Based Pruning

Manual Retention

Mark Job Disabled

<) < <] <

Selective Copy

Comments

SUBCLIENT POLICIES

SubClient Policy

Comments

UPGRADE

Netware - Local

Unix - Remote (Push)

Unix/Linux/Macintosh - Local

Unix/Linux/Macintosh - Silent

Upgrade from CommcCell Console

Windows - Local

Windows - Remote (Push)

<] <] <] <

Windows - Silent

Comments

USER ADMINISTRATION AND SECURITY

<

Backup Set/Archive Set

Subclient v

Comments

Additional features are listed below:

Activity Control

Auxiliary Copy

CommCell Console

Deconfiguring Agents

GridStor Languages

Log Files MediaAgent

Operation window QR Volume Creation Options
Robust Network Layer Scheduling

SnapProtect Backup

Snapshot Engines

\VaultTracker Enterprise

VaultTracker

Report Output Options

Restore/Recover/Retrieve - Other Options

Cloud Storage

Job Restart - Data Collection
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Getting Started - Active Directory Deployment

Maxt »

WHERE TO INSTALL

Install the software on a computer where Active Directory Server resides and which satisfies the minimum requirements specified in the System Requirements.

Follow the steps given below to install the Active Directory iDataAgent.

INSTALLATION BEFORE YOU BEGIN

The software can be installed using one of the following methods: Download Software Packages

Download the latest software package to perform the install.
METHOD 1: INTERACTIVE INSTALL

Verify System Requirements

Verify that the computer in which you wish to install the
software satisfies the System Requirements.

Use this procedure to directly install the software from the installation package or a
network drive.

METHOD 2: INSTALL SOFTWARE FROM COMMCELL CONSOLE

Use this procedure to install remotely on a client computer.

METHOD 1: INTERACTIVE INSTALL

1. Run Setup.exe from the Software Installation Package.
2. Select the required language.
Click Next.
Select the language you will use during installation
3. Select the option to install software on this computer.

The options that appear on this screen depend on the computer in which
the software is being installed.

= Install Software on this computer

= Advanced options

2 View documentation website
2 Yiew Install Duick Start Guide (Requires Adobe Acrobat Reader)
2 Install Adobe Aciobat Reader

& Exit

Click Next. License Agreement

Please read the following License Agreement. Press
the PAGE DOW/N key to view the entire agreement

4. Select I accept the terms in the license agreement.

End User License and Limited Warranty Agreement

Software Release 9.0.0

(including MicrosoR® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)

Dol Tenas T mnsirn & mmanssd
(& | accept the terms in the license agreement

" 1 do not accept the terms in the license agreement.

Installer

< Back Next > Cancel
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5. Expand Client Modules | Backup & Recovery | File System and select Active
Directory iDataAgent

Click Next.

Windows File System iDataAgent is installed by default when you install
the Active Directory iDataAgent.

6. Click YES to install Microsoft .NET Framework package.

e This prompt is displayed only when Microsoft .NET Framework is not
installed.

o Once the Microsoft .NET Framework is installed, the software
automatically installs the Microsoft Visual J# 2.0 and Visual C++
redistributable packages.

7. If this computer and the CommServe is separated by a firewall, select the Configure
firewall services option and then click Next.

For firewall options and configuration instructions, see Firewall Configuration and
continue with the installation.

If firewall configuration is not required, click Next.

8. Enter the fully qualified domain name of the CommServe Host Name.
Click Next.

Do not use space and the following characters when specifying a new
name for the CommServe Host Name:

\I"~@#$%N8X () +=<>/7,[1{}:;"

9. Click Next.

10. Select Add programs to the Windows Firewall Exclusion List, to add CommCell

programs and services to the Windows Firewall Exclusion List.

Select Platforms
Select the platforms you want to configure.

= Q A | Move the pointer over a
= © Common Technology Engine platform name to see a
@ CommSenve Mockies desciiption of the platform and
e reasons why it may be
# 0 CommCel Console disabled.
+ @ Mediadgent Modules
= Q2 Clent Modules .
# 0 Backup & Recovery Sapoce
# 2 Content Indexing and Search (Req/Recommended)
# 02 Web Based Search & Browse Installation Folder:
# Q2 Archive Management 0MB/0MB
# Q1 ContinuousDataReplicator
T ca
# 0 SAM d
+ 02 Supporting Modules R
# Q2 Tools v
Special Registry Keys In Use
Installer

I Install Agents for Restore Only <Back | | cancel |

\t,/ Setup will now install Micrasoft NET Framework for the selected platforms.
»

Click “Yes' to continue. Choosing Mo’ will exit the Setup. In such a caze, you may resume

Setup later at any time.
HNo
Installer.

Firewall Configuration
Configure firewall services

If there is a firewall between this machine and the CommServe, configure firewall services below.

I™ Configure firewall services

“

Installer

Installer g|

CommServe Name
Specity the CommS erve computer rame and host

Comméerve Client Name

CommServe Host Name
[Enter a walid, fuly-qualfied, IP host name; for example:
myeampuler. mycampany. com]

[mpcamputer mpcompany. com

Installer

< Back Hext » Carcel |
Installer &|
Communication Interface Name
Setup will configure the communication paths.
Select a client name
Select an interface name that this computer will use to
communicate with the CommS erve:
audi. mycompany.com ~|
IP Addresses] for the selected host
Irstaller
< Back Next » Caricel
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Click Next. pooter . _______________K]

Windows Firewall Exclusion List

. . . . . Allow programs to communicate through Windows
This option enables CommCell operations across Windows firewall by Firewal

adding CommcCell programs and services to Windows firewall exclusion

list.

Windows Firewall is ON

It is recommended to select this option even if Windows firewall is
disabled. This will allow the CommCell programs and services to function
if the Windows firewall is enabled at a later time.

[V Add programs to the Windows Firewall Exclusion List

1f you plan on using Windows Firewall it is recommended to add the software programs to the

exclusion list.
Installer
<Back [ New> | Cancel |
11. Verify the default location for software installation. Installer X
Click Browse to change the default location. Destination Folder

Select the destination folder to install the program files.

Click Next.

e Do not install the software to a mapped network drive.

e Do not use the following characters when specifying the destination S
path: estination Folder

JiX?2N <> | #

Click Nest to accept the default location, or click Browse to choose an altemate location.

EBrowse..

It is recommended that you use alphanumeric characters only.

Drive List Space Required / Recammended
C a2BMB - 1394 ME /1670 ME
Installer

< Back Wt > concel |

12. Select a Client Group from the list. Installer 3]

Click Next Client Group Selection

: Select a client group for the client
This screen will be displayed if Client Groups are configured in the
CommCell Console. The Client Group is alogical grouping of client machines

wihich havs the same associations at various lsvels ke
Schedule Policy, Activity Cantiol. Security and Reports

Client aroup:

Wene Selected
client_gioup

Installer

< Back Hewt s cancel |

13. Click Next. Installer, El
Schedule Install of Automatic Updates

Chaose when you want to schedule an install of the
downloaded updates

¥ Schedule Install of Automatic Updates

" Once
Time: 083112 FM

 ‘Weskly
& Monday  Tussday
© ‘Wednesday © Thursday
 Friday " Satuday
© Sunday

Installer

< Back Next » Caricel

14. Click Next.
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Installer g|
Select Global Filter Options
Select the Global Filter Options for the Agent

Global Filters provides the ahility to set exclusions within a CommiCell to filter out data from data
protection operations on all agents of a certain type

& Use Cel level policy
" Always use Global Fiters

Do not use Global Filters

Installer
<Back Next> cancel |
15. Select a Storage Policy from the drop-down list. Click Next. Installer X
. . . Storage Policy Selection
Select the Configure for Laptop or Desktop Backup option to install )
Backup Monitor utility. This utility allows you to view the backup job et 5 morage peley forthe defal subcfent to be
summary from the client computer without opening the CommcCell

Console. See Monitor - Laptop User for more information. [ Cenfigue for Laplop or Deskiop Backup:

Select a starage policy from the pull-down list,

Irstaller

< Back Wt > concel |

If you do not have Storage Policy created, this message will be displayed. e omey Dot
Click OK.

T Ll 1o Lo 0 Beskion Sk

You can create the Storage Policy later in step 21.

PPV S Te— | e —

16. Enter the account information which will be used to verify the rights to backup and
restore data and then click Next to continue. Active Directory
Enter the following &ctive Directary information

e Enter the account information associated with an account that has

.. . . . Enter the account information that has Administrator rights as defined in Active Directory
Administrator rights in Domain Controller. Users and Computers. T his accaunt will be used to contact and authenticale against the
. i . Agtive Directary domain cantroller for backups and restorss
e If you are using the Chinese language, you must manually type in
Administrator in English language if you are using the default value. User Name:
Fassword: [

Confiim Password: I

Hewts LCancel

17.  Click Next. 1 |
Change Active Directory Schema
The ADLDAPTool will modify the Active Directory Schema to enable Change fctive Directory Schema By Runring
restore of passwords. For more information about this tool, refer to
Enabling Restore of Passwords.

Schema changss for Active Directory backup are necessary to protect user names and
passwords, Without these changes, usamames and passwords will ot be backed up

and you will not be able ko restore them. |t is recommended you make these changes prior to
your frst backup. Setup can nn ADLDAPT ool exe to make these changes for you, |fyou
‘chause not make the changes now, see the documentation on haw to un the ADLDAPT ool

£ Run ADLDAPT ool now

' Do not run this toal now

Cancel

18. Click Next.
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19.

20.

9

CHOICE

21.

Click Next.

Click Finish.

If you already have a storage policy selected in step 15, Click Next » button available

at the bottom of the page to proceed to the Configuration section.

If you do not have Storage Policy created, continue with the following step.

Create a Storage Policy:

1. From the CommCell Browser, navigate to Policies.

2. Right-click the Storage Policies and then click New Storage Policy.

3. Follow the prompts displayed in the Storage Policy Wizard. The required options
are mentioned below:

o

o]
o]

Select the Storage Policy type as Data Protection and Archiving and click
Next.

Enter the name in the Storage Policy Name box and click Next.
From the Library list, click the name of a disk library to which the primary
copy should be associated and then click Next.

Ensure that you select a library attached to a MediaAgent operating in the
current release.

From the MediaAgent list, click the name of a MediaAgent that will be used
to create the primary copy and then click Next.

For the device streams and the retention criteria information, click Next to
accept default values.

Select Yes to enable deduplication for the primary copy.

From the MediaAgent list, click the name of the MediaAgent that will be used
to store the Deduplication store.

Installer

Summary
Surmmary of install selectiors

Setup has snough information to start copying the program fiss. If you are satisfied with the
install settings, cick Next to begin capying files.

~

Destination Path = C:\Program Filesh

CommServe Host = mycomputer mycompany. com

Interface Mame = audi. mycompary. com

Client =audi

Job Results Path = C:\Program Filest obResults 3

Global Filkers = Use Cell level policy 3

Installer
< Back Hext » carcel |

Installer &|

Schedule Reminder
Jaob schedule creation reminder

Please nate:

“You still need to create a Job Schedule for each iDatadgent that has been installed on
this client computer.

Job Schedules are required to allows the iD atabgents to perform automated backup
and restors operations.

Job Schedule creation can be accomplished through the CommCel Consals
administration interface.

Irstaller
Installer g|
Completion Report
Setup complste
Software installation complsted succassfully B
Wisit the website below to download latest Updates and Service Packs.
Click Finish to complete Setup.

Installer

Technical Suppar Website

apple - Commell Console:
Fle vew Took Wedows Heb

2R

mcel Bomser 2

- it

5 storage Poliies x ive

@ cars.en apple. > [ Poides » & Storago ol > soa
(o 48 Clere Comer Groups L L

© 03 Cict Comptrs are Topn No.cfSte.. WoofCoies | Incamerts,. Doserpton b teag.. v
5 searty o emsto dplay a
(089 Storage Rosarces

&8 s

o e ks
b Proemiiion
1 S
o ot oy

‘@Vaﬂmd«- 2 e Gl Ded pleationgley
s el St e
3

Croato Storage Policy Viizard

Create Storage Policy Wizard
“This wizard uides you trough the creaton of
By

a Storage Polcy and s Primary Coy

Prass Nada contnue.

2]

£ CommCel Browser
5 agents

2| [ conent | B surmay

cars_en | s

Page 16 of 85



User Guide - Active Directory iDataAgent

Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

O Review the details and click Finish to create the Storage Policy.

METHOD 2: INSTALL SOFTWARE FROM COMMCELL CONSOLE

1. From the CommCell Browser, select Tools | Add/Remove Software | Install
Software.

murphy - CommCell Console

5 summary

Browse & Recaver.

3Job Controller @ murphy x Job Controller x 4 b E
Scheduler, murphy 2 rOa
Event viewsr
& o °© o
| Reports Client Client Securly
Control Panel ‘Computer Computers
Groups

Data Replication Moritor

2 ; ~
k4 inl =)
(5 Add[Remave Software D Instal Updates ntent

frector

Remove Updates 3
Uparade Software
Download Software

Copy Software

IR

Software Configuration

& CommCell Browser

' Agents

murphy | admin

2. Click Next. Installer 3]

Instali Wizard

This wizard guides you through the steps required ta install software on computers.

Click Next to continue.

G=) » o | (e )

3. Select Windows.

Click Next.

Installer X

) Unix and Linux

»

4. Select Manually Select Computers.
Click Next.

Installer, X

Select how to discover the computers for installing the software

@ Fianuialy s2lect earipiitars
Software wil be installed arly on the selected lst of computers,

© Automatically discover computers
Computers wil be discowered when the job runs,

Ce=1) oo | =)
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5. Enter the fully qualified domain name of the client computer.
For example: apple.domain.company.com

Click Next.

6. Click Next.

7. Specify UserName and Password that must be used to access the client computer.

Click Next.

8. Select Active Directory iDataAgent.
Click Next.

Windows File System iDataAgent is installed by default when you install
the Active Directory iDataAgent.

e Select Client Group from Available and click Add.
e Select a Storage Policy from the drop-down list. Click Next.

Select the Configure for Laptop or Desktop Backup option to install

Installer X

Enter the host names of the computers

Flease enter the host names of the computers, one per line

spple.domain.company.con| )

Import from File
Import From Active Directory
Select from existing clents

Installer X

Select Software Cache

To use current: it or Client Group Software Cache settings, dick Next. To overide Software Cache settings check
Overtide Scftriars Cache and sslect the Softwars Cache to be used,

[] Override Software Cache

murphy domain . company.com

»

Installer 3]

Enter Account Information

The specified account should have administrative access o the computer, If you are instaling
multiple: clients, the user should have access ta all dlients.

User Name: ]

Example:domainiusername

Password: ‘ ‘

Confirm Password: ‘ ‘

>

Installer. &)

Select Package(s) to Install

|5 simpana

15 Client Modules

125 Backup & Recovery

{55 Fie System

indows File System Datangent
[ PrasyHest ibatahgent

[ mage Level ProxyHost iDataAgent

I>

[ File System NDMP Restore Enabler

[ 1mags Level Datarigent

[ Data Protection Manager L
[ virtusl Server Agent

{53 Database

[ bB2 iDataAgent

[ oracle Datasgent

[ 5L Server Datangent

[ 5 for Orade

[ 54P for MaxDB

O sybass iDataAgent

[ My5el Datatgent

[ Documentum Agent

{5 Exchange

[ Exchange Datsbase iDatahgent

[ Exchange Mailbox Datasgent

O Exchange Public Folder iDataAgent

[ Exchange Web Folder Datangent

[ Exchange Offline Mining Teel

5 Lotus Notes ~

Coi) (] »
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Backup Monitor utility. This utility allows you to view the backup job
summary from the client computer without opening the CommcCell
Console. See Monitor - Laptop User for more information.

10.

rights in Domain Controller.
e Click Next.

11. Click Next.

12. Select Immediate.

Click Next.

13. Click Finish.

e Enter the account information associated with an account that has Administrator

Installer

Enter Recommended Settings for the selected Software

Recommended Settings

 Client Groups

Avallable; Selected:
| e

Use Celllevel polcy

] Configure For Laptop Backups

Storage Polcy ta use:

B s

Installer

Enter the Install Options for the selected Software

&

Agent Speciic Settings
= Components

= Active Directory

User Accourt:

| (Cchonee )

Enter User Name and Password. [

User Name:

Example:domainiusername

o [ concel [ Hem |

G ] @

Enter Adaitiona instalf Options

ol Updotes

Advanced Options.

oot pckages At raest
1 tomare Clanost ame Canfict
et R Lo Locaban
st Agerks For Restre Only.
Optionsi Sertings

= 20k Result Directory

patn

w0l
vzt

e

Installer,

Flease Select When To Run The Job

Job Initiation

(%) Immediate

Run this job now

O Schedule

®
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nstaller X

Summary

Please verify al the selected options and click Finish to run the job immediately or click Save As Seript to save the
job options a5 & script,

Client Install Option =
Select Type Of Installation: Windows

Select Type Of Client Discovery: Manually select computers

Reuse Active Directory credentials: No

Client Authertication for Job

User Name: admirietrator

Password: ™

Install Flags

Install Updates: Tes

Reboot (if required): Yes

Kill Browser Processes (if required): Mo

Ignore Running Jobs: No

Stop Oracle Services (f required): No

Skip clients that are already part of the CommCell component: No
Delete Packages After Install: Yes

b Contrler e

13. You can track the progress of the job from the Job Controller or Event Viewer

window.

s *oa

e g e

) et ver i o bty v
[Er "o
Sy £ bD oas + sgan gt B | ossrpran

e ]® |

st of
e 1130 s woh  ma el s ogedon

ok s s ek s ]

e D] ormatn, e, Hep, Gk, Hasa vess st 20

14. Once the job is complete, right-click the CommServe computer, click View and then
click Admin Job History.

idol.testlab.commvault.com - CommCell Console

Job Hitory Q o [ [
in Job History Clent Searty  Storage Polcies
e 3| comouters Resources v
Users Logged In ]
-4 Schedues LE=F
i Fio 36D | Operaten ClenkCo..._AgentType Subclert T Typer 1 phas v|
% 108 Vitusl Server 2 Detadgng Na A
@ Securty =
« 89 < >
0 polcies | mpase prayng  Rumn
e-fl Reports
% £ Content Drector 2] Event viewer | 3 Admin JobHstory x ivm
[ Event viewer L=
Sevety EvetD | JbID | Date + Progam Computer | Evy
23 2108/31/201012:00:23 JobManager aople 1994
a 22 210831/201012:00:08 JobMansger apple 19:
= a 21 08/31/2010 11152142 EvMrS apple as:
a 28 200831/2010 11:46:15 DistributeSoftwere  apple s
5' Agents . PP S ) LU s SR 0. ¥
| >
% | W Pause | Playing]  Informetion, Minor, Major, ritcal, Maxinum events shown: 200
8 object(s) apple | sdnin

15. Select Install/Upgrade/Remove Software.
Click OK. o

Qual O Data Aging O Export Media
© Auwlary Copy © Inventory © Disaster Recovery Backup
© Data Verification © ffine Content Indexing © Erase Media
O Erase Backup/Archived Data O Drive Validation O Drive Cleaning
O Stamp Media O InstalRemove Updates O DownloadjCopy Software
Disk Library Maintenance © SRM ReportsfActions
O Information Management © CommCell Export © CommCell Import
©) Media Refreshing O Recover Store
[] Specify Time Range
Start Time End Time.

Job Status
@Al O Completed O Faled O Killed

Number of Jobs

@ View All Jobs
©) Desired Number of Jobs :|
2
ok ) conel
16. You can view the following details about the job by right-clicking the job: I B, e x =2
° Items that Succeeded during the _]Ob "W b Status Start Tine End Time. UserN... EmorC.. Storag.. Autom.. Legal.. qa\ -?‘

View ob Detals
Resubrit Job.

View Events

e Items that failed during the job
e Details of the job

ViewLogs
Send Logs

e Events of the job
e Log files of the job

Total records count : 9
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Getting Started - Active Directory Configuration

« Pravious | MNext »

CONFIGURATION

Once installed, follow the steps given below to assign a storage policy with the default subclient:

1 % CommCel Browser a @ defaultBackupset x

e From the CommCell Browser, navigate to Client Computers | <Client> | Active Bt & hepovo1 > 3 Cient Computors > B superway > DA Actve D1
Directory | defaultBackupSet. SR e o Skt N e
. . . . . & defaul E ed
e Right-click the default subclient and then click Properties. Backup
Browse Backup Data
List Media
]
[ R Sackup Hstory
) {B Fie System cohoduss
& B wilaw
() Security
2 B storogoresurces Operation Window
& 1l Reports Propertes
TR
2. e Click the Storage Device tab. Subclient Properties of default E|
e In the Storage Policy box, select a Storage Policy name. Activity Control Open Files Falure Actions
Click OK Gereral | Content | Filkers Pre/Post Process Security Storage Device
e Clic .
Click Mext » ti Data Storage Policy | Data Transfer Option || Deduplication
ic o continue.
. . torage Policy:
If you do not have Storage Policy created, follow the step given below to create a
storage policy. = W
[[ox ][ concel | [ e |
3 . ‘Subclient Properties of defauit
1. Click Create Storage Policy.
2. Follow the prompts displayed in the Storage Policy Wizard. The required options s o oncy
are mentioned below: Groats torage Polcy Wizard
O Select the Storage Policy type as Data Protection and Archiving and click
NeXt. = Prass Nextto canfinue.
O Enter the name in the Storage Policy Name box and click Next. —
O From the Library list, click the name of a disk library to which the primary
copy should be associated and then click Next. = R

Ensure that you select a library attached to a MediaAgent operating in the
current release.

o From the MediaAgent list, click the name of a MediaAgent that will be used
to create the primary copy and then click Next.

O For the device streams and the retention criteria information, click Next to
accept default values.

O Select Yes to enable deduplication for the primary copy.

O From the MediaAgent list, click the name of the MediaAgent that will be used
to store the Deduplication store.

Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

O Review the details and click Finish to create the Storage Policy.

« Pravious | MNext »
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Getting Started - Active Directory Backup

Once the storage policy is configured, you are ready to perform your first backup.

« Pravious | MNext »

Active Directory iDataAgent can backup the following data types, modifiable, and non-modifiable attributes of an object.

SUPPORTED DATA TYPES

NON-MODIFIABLE ATTRIBUTES OF AN OBJECT

Attributes on each supported Windows object
Computer

Contact

Group
IntetOrgPerson
MSMQ Queue Alias
Organizational Unit
Printer

User

Shared Folder
Configuration
Schema

ForestDNSZones

ObjectGUID
ObjectSid
PrimaryGroupID
BadPasswordTime
LastLogoff
LastLogon
MemberOf
PwdLastSet (only if adldaptool.exe was executed before the backup)
USNChanged
USNCreated
WhenChanged
WhenCreated
DistinguishedName
UserAccountControl
Delete Objects
rootDSE object

The following section provides step-by-step instructions for performing your first backup:

1.
Directory | defaultBackupSet.

e Right-click the default subclient and click Backup.

e Click OK.

3. You can track the progress of the job from the Job Controller window of the

CommCell console.

e From the CommCell Browser, navigate to Client Computers | <Client> | Active

e Click Full as backup type and then click Immediate.

@y hapryo1
B ‘% Client Computer Groups
= Client Computers

i3 autumn_4

- heppyo!

o B sco-2Erzm 3

o B <o suselinngd

B2 startrek

defaultBackupSet;

1) Security

S g Storage Resources
w13 Policies

& Reports
-4 Content Director

Backup Options
Select Backup Types
1
() Incremental
(O Differential

O Synthetic Ful

£ CommCel Browser 7

" defaultBackupSet
s happyol > @Y Client Computers > B2 superway > 08 Active D
Subelent Name
Brovse Backup Data
List Media
Find

Backup History

Schedules

Operation Window

Froperties

Backup Options for Subclient: default @

Job Iritistion

:

Run this job now

) schedule

3 ([ o ] conesl | [Codvanced | [ @rsovepssormt | [Crih |

% 2ob Contraller

5 2ob ctoler

J WL ool | OnCoopur | AgrtTe
6 B b e Diedory

Skdert  obome  Fhse | Sarmgen. Meduknl Stas
clut Rl hoismdn bl g

Fregess | Eras

4. Once the job is complete, view the job details from the Backup History. Right-click
the Subclient and select Backup History.
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5.

Click OK.

You can view the following details about the job by right-clicking the job:

e Items that failed during the job

e Items that succeeded during the job
e Details of the job

e Events of the job

e Log files of the job

e Media associated with the job

& CommCell Browser s " defaultBackupSet x
@ happy01 % happyor > I client Computers > B tiger > DA Active Directory >

% Clent Computer Groups
Cient Computers
2 B2 autumn_¢
B2 happyot
6 datndpmzoto
B2 sde-2karzvm 3
B2 se-suseinuxed
B2 startrek
B2 supernay
& B toer
T DR Active Diroctory
H defautBackupset
DA File System
B2 wilow
O Seurty
g Storage Resources
Poliies
Tl Reports
L Contert Director

Backup Type
[cl:13

(O Incremental

Job Status

[ specify Time Range

Skark: Time

5 default

O Ful
O synthetic full

@Al () Completed

Subclert: Hame

() Falled

End Time

Storage Fo

Backup
Brawse Backup Data
List Pecia

Find

Schedules,

Operation Window

Properties

Backup History Filter for: default X

() Differential

(O Automated System Recovery

O Killed

o |

[ cancel

| [(Advanced | [ Heb ]

Cenpeted 3:chp n
Bosse

Frd

enFaledtens

Restbrit 1o,

el

TenErrts

eulogs

sorc s

OsrtonTupe | StoagePolcy | XbType | FaiedFobkr]
T

Tewkbosas )~ |

ol | Acenpts | Jobpecevin

&l

1D
et
Datohgen
Bakp e
Skdirt
X osastrers
IoaSarted By
Soage P
Bk Ty
Sovere npresi:
S

aeasonler ohfelr=

&
toer

st Drectry
cofeuBrcpset
e
Iteazihe
ann

an

Rl

oFF

Conglzed

(<P
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Getting Started - Active Directory Restore

After your first backup, you are ready to perform your first restore.

« Previous

WHAT GETS RESTORED

WHAT DOES NOT GET RESTORED

Attributes on each supported Windows object
Computer

Contact

Group
IntetOrgPerson
MSMQ Queue Alias
Organizational Unit
Printer

User

Shared Folder
Configuration
Schema

ForestDNSZones

ObjectGUID
ObjectSid
PrimaryGroupID
BadPasswordTime
LastLogoff
LastLogon

MemberOf

PwdLastSet (only if adldaptool.exe was executed before the backup)

USNChanged
USNCreated
WhenChanged
WhenCreated
DistinguishedName
UserAccountControl
Delete Objects
rootDSE object

PERFORM A RESTORE

It is recommended that you perform a restore operation immediately after your first full backup to understand the process. Keep in mind that any object or

attribute is restored to the same location from where it is backed up. The following section explains how to restore the Common Name (CN) Guests.

e From the CommCell Browser, navigate to Client Computers| <Client> | Active

e Right-click the default subclient and then click Browse Backup Data.

1.

Directory | defaultBackupSet
2. Click OK.
3.

e Select the CN Guest.

e Expand the defaultBackupSet and navigate to the required Domain Component.

All the attributes of the object are selected by default.

For the first restore job, select any object with smaller data size.

A CommCell Bromser o
@, happyo1

&g Cient Computer roups
{3 Client Computer=
e I auturn

- B2 happy0!
(B2 idat0dpmzo1o
o B sde-2kerzvm_3
B sde-suselinuxee
(B startrek
ee- B superway
= Tgen)
=
e auEackupSet >
) {0A Flle System
willow
) Securlty
g Storage Resources
Palicies.
] Reports
W Content Director

Subclient Name

Browse Options

(O Specify Browse Time

Client Computer:

Use MediaAgent | ayy MEDIAAGENT >

[ Show Deleted Ttems

10004

Page Size:

" defaultBackupSet x | % Client: tiger ( Latest Da... x

@ hapov0l > @ Client Computers > B2 tiger > B8 Active Directory

Storage b
Jgom

Browse Backup Data
List Media

Find

Backup Hitary

Schedules

Operation Window

Praperties

ok ][ cancel

][ Advanced ][ List Media H Help
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e Click Recover All Selected.

4. By default, the object and its attributes are restored to the same location from where

Restore Options for All Selected ltems
they are backed up.

General | Job Initiation

ot Ji2

If you have modified the object or attribute after the first backup, you may loose the
changes. Restore Job detals:

[ gOK H Cancel H Advanced I[ @SaveAsSmpt H Help ]

5. e Click the Job Initiation tab. Restore Options for, All Selected Items

e Select Immediate to run the job immediately. Genspsl || Tob Initistion |

X

e Click OK. Job Iniiation

@ Inmediate

Run this job now

O Schedule

£ ox | [ cancel | [ Advanced | |

[ Save As Script I

6. You can monitor the progress of the restore job in the Job Controller window of the [7) oconmler

53 305 Controler

6 femoe AcvoDrectory Rostore

CommCell Console. ‘gm ) RN

7. Once the restore job has completed, right-click the defaultBackupSet , point to % ComnCal tromser ki ' defaultBackupset x

Stoagefdey | Modaigor S Proges s
Rurnis %

View and then click Restore History. 4 hapey0t & hepoyor > I clent Computers > B2 toer > DA actve Diectory >

Client CompLters Subclient Mame:
= default

% Clierk Carmputer Groups

B sde-2karzvm 3
B sde-suselnuxed
B startrek
-8 supermay
=B tiger
=+{DA Active Directory

- defaultBackupset

{D Fils System WTaks b

Storage Po
dm

58} willow

Backup Histor:
) Security E i

g Storage Resources Properties (Restare History )

Palicies Schedules

i Reports

{7 Content Director

8. Click OK.
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Restore History Filter for: defaultBackupSet &

Destination Client Computer:

[] Specify Time Rangs

Start Time End Time

Job Type

RecoveryRetrieve Shub Recal

Job Status
& Al () Completed () Failed ) Killed
[ (a4 ] [ Cancel I [ Adwvanced ] [ Help
9. You can view the following details about the job by right-clicking the job: " defautBacupser 49 Restore Job History of de.. x
e View Restore Items [ Recover Jobs [sub Rcall 1bs
You can view them as Successful, Failed, Skipped or All. — — me ;.mm e ‘
e View Job Details View Job Detais
e View Events of the restore job. ::WMEW
e View Log files of the restore job ——
Resubmit Job. ..
10. Once the restore jobs complete successfully, verify that the restored
objects/attributes are available in the domain controller.
CONGRATULATIONS - YOU HAVE SUCCESSFULLY COMPLETED YOUR FIRST BACKUP AND RESTORE.
If you want to further explore this Agent's features read the Advanced sections of this documentation.
| < Pravious |
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Advanced - Active Directory Configuration

TABLE OF CONTENTS

Understanding the CommcCell Console

Creating a Subclient to Backup Specific Organizational Units
Modifying User Accounts for Active Directory

Enabling Restore of Passwords

Configuring Pre/Post Processing for Backups
Setting up Pre/Post Processes
Setting up Pre/Post Processes to Run During Failures
Changing User Account for Executing Pre/Post Commands

Modifying an Agent, BackupSet or Subclient
Deleting an Agent, BackupSet or Subclient

UNDERSTANDING THE COMMCELL CONSOLE

Active Directory iDataAgent uses following main components to perform backup and {2k CommCel Browser 7 Iob Controllr . g defaultBackupset x

restore operations from the CommcCell Console. i hanoy0t B happyot > ) Cient Computers » (B tiger » 08 Activ
e % Client Computer Groups

Backup Set - collective information of all the data that needs to be backed up for the = 1 et Computers Subcert Name

client. = B auum ¢

% B dratan_3

Subclient - defines the data to be backed up. :%mﬁlmm
+ E?;sde-zkﬂrzvm_ﬁ
H ﬁ@sd&susel\nuxm

e @) startrek.

st B supervay

08 Adjve D

& Directy
defaultBackupSet
¥

e @EW\I\UW

() Security

® g Storage Resources
#-3 Policies

i \n‘ Reports

#-{_g Content Directar

CREATING A SUBCLIENT TO BACKUP SPECIFIC ORGANIZATIONAL UNITS

The default subclient contains the entire active directory database. You can create user defined subclient to manage and back up specific Domain Components
(DC), Organizational Units (OU) or Common Names (CN).

Subelisnt Properties of

1. From the CommcCell Browser, navigate to Client Computers | <Client> | Active
Directory | Backup Set.

Right-click the Backup Set, point to All Tasks and then click New Subclient.
In the Subclient Name box, type a name.
Click the Storage Device tab.

In the Storage Policy list, click a storage policy name.

5 |cn-siaurie

Click the Content tab. D =)

Click Browse.

© N o u & W N

Select the organizational unit to be backed up and click Add.
Repeat this step to include all the organizational units to be backed up.

When you add an organizational unit to a subclient, it is automatically excluded from
the default subclient.

9. Click Close.
10. Click OK.

MODIFYING USER ACCOUNT FOR THE ACTIVE DIRECTORY SERVER

The Active Directory account information is used to verify the rights to back up and restore data from the Active Directory Server. During the deployment you
can specify the user account information. However, if the user account information for the active directory server changes, you must update the user account
information.

1. From the CommcCell Browser, navigate to Client Computers | <Client>.
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. . ) ; . ) o =l
Right-click the Active Directory and click Properties. Gerero Yo | nd | Socurty | Aty Gl |
. O — —
Click Change Account. D ey Cronge sr Aot =
Installed date:  Monday, March 21, 2011 User Account:  NeAdministrator, CNeUsers, DC=Mars, DCmloc|
Enter the username and password for the user account which has rights to back up (e @R T T —

and restore data from the Active Directory Server. » ’_ r

Confirm Password:

Description

Click OK. o) (oo ) [ )
Click OK.

o Cancel Heb

ENABLING RESTORE OF PASSWORDS

You must run adLdapTool.exe on the client before your first backup to enable restores of passwords for Users and Computers. Follow the steps given below to
run this utility:

1.

2.

Login to client computer using the user account, which has administrative privileges for the domain and Active Directory Schema.
Open the Command Prompt and navigate to the following location:
<Install Directory>\Base

Enter the following command:

adLdapTool.exe <domain name\domain administrator user name> <password> -hostserver <fully qualified directory host server name> -

port 389 <LDAP port number> -setschema 1

If you are running the adLdapTool.exe utility on a ADAM or LDS Server, enter the following command:

adLdapTool.exe <domain_name\domain_administrator_ user_ name> <password> -hostserver <fully qualified directory host_server name> -

port <instance_ LDAP_port number> -adam -setschema 1

The adLdapTool sets following values to the searchFlags attributes of "Unicode-Pwd" and "sID-History" found under CN=Schema and Cn=Configuration:
Value for Unicode-Pwd - 0x00000008

Value for sID-History - 0x00000009

Due to this setting, Active Directory will preserve these two attributes on deletion.

CONFIGURING PRE/POST PROCESSING FOR BACKUPS

SETTING UP PRE/POST PROCESSES

You can add and modify Pre/Post processes for a subclient. These are batch files or shell scripts that you can run before or after certain job phases. For
example, you can use an echo command to check the level of a backup. Similarly, you can include a case statement within a script to run specific operations

based on the level of the backup job.

A Save As Script file can also be run as a pre/post process, if you include the absolute path of the associated input file in the script file.

Subclient Properties of &‘

From the CommCell Browser, navigate to Client Computers | <Client> | Active
Directory | BackupSet.

General | Content | PrejPast Frocess | Sscurity | Storage Devics | Activity Control

PreBackup process:

Right-click the <Subclient> in the right pane, and then click Properties.
Click the Pre/Post Process tab. PostBackup process:

Depending on the process you want to set up, click the corresponding Browse
button.

Select the batch file or shell script and then click OK. Runfis: - Mot Selected

[[] Run Past Backup Process for all attempts.

oK H Cancel ][ Help

SETTING UP POST PROCESSES TO RUN DURING FAILURES

By default, a specified post process command is executed only on successful completion of the scan or backup operation or if the job is killed.

Use the following steps to run a post process even if the scan or backup operation did not complete successfully. For example, this may be useful to bring a
database online or release a snapshot.

From the CommCell Browser, navigate to Client Computers | <Client> | Active
Directory | BackupSet.
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Right-click the <Subclient> in the right pane, and then click Properties.
Click the Pre/Post Process tab.

Select the Run Post Backup Process for all attempts check box.

oA WN

Click OK.

Subclient Properties of

General | Content | PrefPost Process | Security | Storage Device | Activity Contral

PreBackup process:

PostBackup process:

Run Post Backup Process For &l attemp@

Run As:

Mot Selected

£

Browise
Browse

oK

H Cancel ][ Help

CHANGING USER ACCOUNTS FOR EXECUTING PRE/POST COMMANDS

You must specify the user account and password required for executing the Pre/Post commands.

Subclient Properties of test 3]

Run As: Not Seected

General Fiters

PrefPost Process.

Contert

Securty | Storage Deviee

Breackup process:

PostBackup process

[C]Ru Post Backup Proces or 1 ates.

User Account

1. From the CommCell Browser, navigate to Client Computers | <Client> | Active

Directory | BackupSet.

2. Right-click the <Subclient> in the right pane, and then click Properties.
3. Click the Pre/Post Process tab.

4. Click Change.

5. Select one of the following user accounts:

O Use Local System Account - Select this option to use the local system account
on the MediaAgent for executing the Pre/Post Process commands.

o Impersonate User - Select this option to use an authenticated user account for
executing Pre/Post commands. However, if the specified user account is not
available on the MediaAgent, backup jobs using Pre/Post commands will fail.

6. Click OK.

MODIFYING AN AGENT, BACKUPSET OR SUBCLIENT

The following table describes the properties that can configured from the agent, backup set and

subclient levels.

when you perform a browse and restore operation, the default
most recent full backup. To browse and restore older data you
browse before or between specific dates.

displays all data in the entire retention period; not just one full

the individual backups when initiating the job.

browse displays data up to the
have to use the options to

When disabled, Full or On Demand backups may be slower. However, the default browse

backup cycle.

Use the following steps to configure this option for all subclients. This option can also be set for

1. From the CommCell Browser, navigate to Client Computers | <Client>.
2. Right-click the Active Directory and click Properties.

3. Click the Index tab.

4. Select the Create new index on Full Backup check box.

5. Click OK.

OPTION DESCRIPTION RELATED TOPICS
g;ecell(i;epNew Index on Full This option accelerates Full or On Demand backups and is enabled by default. Subsequently,

Convert to Full Backup

on Indexing Failure disabled, the backup will fail if the index is irretrievable.

Use this option to ensure that the backup does not fail if the index is irretrievable. When

check box.

1. From the CommCell Browser, navigate to Client Computers | <Client>.
2. Right-click the Active Directory and click Properties.

3. Click the Index tab.

4. Select the Convert to full backup on indexing failures

5. Click OK.

Change Storage Policies
e To include a different media for the backup operation.
e To use a storage policy with a different retention criteria.

[You can change the storage policies from the subclient level.
1.
2.

From the CommCell Browser, right-click the subclient.

Click Properties.

[You can modify the storage policies in any of the following situations:

Refer to Storage Policies.
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3. Click Storage Device.
4. Select the Storage policy from the drop-down menu.

5. Click OK.

Rename a Backup Set or
Subclient

You can rename backup sets and subclients.
Renaming BackupSet:

1. From the CommCell Browser, navigate to Client Computers | <Client> | Active
Directory.

2. Right-click the <Backup Set>, and then click Properties.
3. In the Backup Set box, type a name.

4. Click OK.

Renaming subclient:

1. From the CommCell Browser, navigate to Client Computers | <Client> | Active
Directory | <Backup Set>.

2. Right-click the <user-defined Subclient>, and then click Properties.
3. In the Storage Policy list, click a storage policy name.

4. Click OK.

Data Transfer Options

You can efficiently configure the available resources for transferring data secured by data
protection operations from the subclient level. This includes the following:

e Enable or disable Data Compression either on the client or the MediaAgent.

e Configure the transfer of data in the network using the options for Network Bandwidth
Throttling and Network Agents.

You can configure the data transfer options.

1. From the CommCell Browser, navigate to Client Computers | <Client> | Active
Directory | BackupSet.

Right-click the <Subclient> in the right pane, and then click Properties.
Click the Storage Device tab.
Click the Data Transfer Option tab.

Choose the appropriate software compression option for this subclient.

o hr w N

Select the Throttle Network Bandwidth check box, and set the required bandwidth.
7. Click OK.

Refer to Data Compression and
Network Bandwidth Throttling.

View Data Paths

You can view the data paths associated with the primary storage policy copy of the selected

priority from the subclient level.

1. From the CommCell Browser, navigate to Client Computers | <Client> | Active
Directory | BackupSet.

2. Right-click the <Subclient> in the right pane, and then click Properties.
3. Click the Storage Device tab.
4. In the Storage Policy list, click a storage policy name.

5. Click Data Paths.

storage policy or incremental storage policy. You can also modify the data paths including their

Configure Activity
Control

You can enable backup and restore operations from the agent and subclient level. However,
you can enable restore operations only from the agent level.

1. From the CommcCell Browser, navigate to Client Computers | <Client>

3. Click the Activity Control tab and select or clear option(s) as desired.

4. Click OK.

2. Right-click the <Client> or <Subclient> in the right pane, and then click Properties.

Refer to Activity Control.

Configure User Security

You can configure user security from the agent or subclient level.
'You can perform the following functions:

e Identify the user groups to which this CommCell object is associated.
e Associate this object with a user group.
e Disassociate this object from a user group.

1. From the CommCell browser, right-click the subclient.
2. Click Properties.

3. Click Security.
4

from the Available Groups pane, and then move the user group to the Associated
Groups pane.

Select the appropriate user groups to which you want to associate to the CommCell object

Refer to User Administration
and Security.
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5. Click OK.

Enable/Disable Data
Encryption

level prior to configuring any instances residing on that client.
1. From the CommCell browser, right-click the subclient.

2. Click Properties.

3. Click Encryption.

4. Select the desired encryption.

5. Click OK.

You can enable data encryption from the suclient level.Encryption must be enabled at the client|Refer to Data Encryption.

View Software Version
and Installed Updates

The Version tab, at the Agent level displays the software version and post-release service
packs and updates installed for the component.

1. From the CommCell browser, right-click the agent.
2. Click Properties.

3. Click Version.

4. Click OK.

CommcCell Configuration
Report

selected filter criteria.
1. From the CommcCell Browser, double-click Reports icon.

2. Select CommcCell Configuration.

3. Click Run.

The CommcCell Configuration Report provides the properties of the CommServe, MediaAgents, |Refer to CommCell
clients, agents, SRM agents, subclients, and storage policies within the CommCell based on the [Configuration.

DELETING AN AGENT, BACKUPSET OR SUBCLIENT

The following sections describe the steps involved in deleting an agent, backupset or subclient.

When you delete an instance or backupset, the associated data is logically deleted and you can no longer access the corresponding data from
CommCell Console for recovery purposes.
Refer to the troubleshooting article on Recovering Data Associated with Deleted Clients and Storage Policies for information on how to recover data
if you accidentally delete an entity.

'DELETING AN AGENT

You need to uninstall or DeConfigure the agent software from the client computer before deleting from CommCell Browser. After you delete the client software,
you can either leave the corresponding data intact for appropriate action or you can remove the data immediately. If you choose to remove the data

immediately, you must delete the agent from the CommCell Browser. If you delete the agent, all of the agent's data is irretrievably lost.

o You cannot delete an agent while operations for that agent are running.

1. From the CommCell Browser, navigate to Client Computers | <Client>.

2. Right-click the <Agent>,

and then click Delete.

3. A confirmation message is displayed with the following message:

This operation will permanently delete the data backed up from this level and it cannot be restored.

4. Click OK to continue with the deletion operation., or click No to abort the deletion.

DELETING A BACKUPSET

Consider the following before deleting a Backup Set:

o You cannot delete a default Backup Set.

o Schedules associated with the Backup Set are also automatically deleted.

1. From the CommCell Browser, navigate to Client Computers | <Client> | <Agent>.

2. Right-click the <Backup Set>, and then click Delete.

3. A confirmation message is displayed, asking if you want to delete the Backup Set.

Click No to cancel the deletion and retain the Backupset, or click Yes to continue the deletion.

DELETING A SUBCLIENT

Consider the following before deleting a subclient:

e You cannot delete a default subclient.
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o Schedules associated with the subclient are also automatically deleted.

1. From the CommcCell Browser, navigate to Client Computers | <Client> | <Agent> | <Backup Set>.

2. Right-click the <subclient> that you want to delete, and then click Delete.

3. A confirmation message is displayed, asking if you want to delete the subclient.

Click No to cancel the deletion and retain the subclient, or click Yes to continue the deletion.

Back to Top

Page 33 of 85



User Guide - Active Directory iDataAgent

Advanced - Active Directory Backup

TABLE OF CONTENTS RELATED TOPICS

Full Backup Scheduling
Incremental Backups Provides comprehensive information on scheduling jobs.
. . Job Management
Differential Backups Provides comprehensive information on managing jobs.
Synthetic Full Backups
Running Synthetic Full Backups
Running an Incremental Backup Before or After a Synthetic Full Backup
Verifying Synthetic Full Backups
Ignoring Errors in Synthetic Full Backups
Accelerated Synthetic Full Backups (DASH Full)

Scheduling a Backup

Managing Jobs
Restarting Jobs
Controlling Jobs

Additional Options

FuLL BACKUP

Full backups provide the most comprehensive protection of data.

1. From the CommCell Browser, navigate to <Client> | Active Directory |

defaultBackupSet. Batkup Options

Select Backup Types Job Iritition

2. Right click the <Subclient> and click Backup.
° P @ G *
3. Select Full as backup type and Immediate to run the job immediately. — Rt ob now
4. Click OK. O Diferential ) schedule
You can track the progress of the job from the Job Controller or Event Viewer O Syntheti Ful

window. When the backup has completed, the Job Controller displays Completed.

3 ([ o ] conesl | [Codvanced | [ @rsovepssormt | [Crih |

INCREMENTAL BACKUP

An incremental backup contains only data that is new or has changed since the last Backup # R xoo2
. . e Full I [l I ses I Full
backup, regardless of the type. On average, incremental backups consume less media and | "™ ™' e e e
use less resources than full backups. A A
The illustration on the right clarifies the nature of full and incremental backups. B, B
Follow steps given below to perform an incremental backup: K C1
File Syst: — —
A ]
E, Ey
Fol Fy

L] - v/ =File Changed

Backup Options for Subclient: default X

1. From the CommcCell Browser, navigate to <Client> | Active Directory | P
defaultBackupSet. Select Backup Type 3ab Initiation
2. Right click the <Subclient> and click Backup. [eLT
A . ) . Run this job nore
3. Select Incremental as backup type and Immediate to run the job immediately. R N
4. Click OK. © synthetic Ful

You can track the progress of the job from the Job Controller. When the backup
has completed, the Job Controller displays Completed.
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DIFFERENTIAL BACKUP

Backup #

A differential backup contains only the data that is new or has changed since the last full Backup Type Fan
backup. Like incremental backups, differential backups also consume less media and use
less resources than full backups. Differential backups are cumulative. This means that
each differential backup contains all changes accumulated since the last full backup. Each
successive differential backup contains all the changes from the previous differential
baCkup- Flle System 4

(Files A -F)
The illustration on the right demonstrates the nature of differential backups. For simplicity,
assume there is a file system that contains six files as represented in the figure.

| I R T P

il
)

+/ =File Changed

Backup Options for Subclient: default 9]

1. From the CommCell Browser, navigate to <Client> | Active Directory | St Opfiors
defaultBackupSet. S stz
2. Right click the <Subclient> and click Backup. Cru
O Ineremenkal Run this job nowe
3. Select Differential as a backup type and Immediate to run the job immediately. st
4. Click OK. © Synthetic Ful

You can track the progress of the backup job from the Job Controller. When the
backup has completed, the Job Controller displays Completed.

SYNTHETIC FULL BACKUP

A synthetic full backup is a synthesized backup, created from the most recent full backup and subsequent incremental and/or differential backups. The resulting
synthetic full backup is identical to a full backup for the subclient.

Unlike full, incremental, and differential backups, a synthetic full backup does not actually transfer data from a client computer to the backup media. Therefore,
they do not use any resources on the client computer.

Synthetic full backups are media-based; they read backup data from one media and simultaneously write (restore) the result to the new active media within
the same media group. As a result, synthetic full backups require that at least two media drives for the same storage policy be available at the time the job is
started. Synthetic full backups cannot be performed on subclients where the storage policy is associated with a stand-alone drive.

'RUNNING SYNTHETIC FULL BACKUPS

Synthetic full backups can either be started manually or scheduled to occur at regular intervals. Do not concurrently run more than one synthetic full backup,
especially synthetic full backups with multiple streams.

Backup Options for Subclient: default 3

1. From the CommCell Console, navigate to <Client> | Active Directory | ey
defaultBackupSet.

Select Backup Type Job Initiation

Right click the <Subclient> and click Backup. OFul ® Inmedate
From the Backup Options window, select Synthetic Full for Backup Type. O Ineremertal R
() Differential () schedule

Select Immediate for Job Initiation.
Click OK.

You can track the progress of the backup job from the Job Controller. When the
backup has completed, the Job Controller displays Completed.

oA WN

@ Before Synthetic Ful

O After synthetic Ful

[ ox_ | [ concel ) [ advenced | [ [rsavessserpr | [ reb |

§RUNNING AN INCREMENTAL BACKUP BEFORE OR AFTER A SYNTHETIC FULL BACKUP
An incremental backup can be run either before or after a synthetic full backup.

e Running an incremental backup before the synthetic full ensures that any new or recently changed data is included in the synthetic full.

e Running an incremental backup after the synthetic full ensures that any new or recently changed data since the backup that occurred prior to the synthetic
full, but was not included in the synthetic full, is backed up by the incremental.

The sections below describe the steps to run an incremental backup before or after a synthetic full backup:

1. From the CommCell Console, navigate to <Client> | Active Directory |
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defaultBackupSet.

2. Right click the <Subclient> and click Backup. I

Select Backup Type: Job Initiation

3. From the Backup Options window, select Synthetic Full for Backup Type.

O Ful (@) Immediste:
4. Select Run Incremental Backup and then select Before Synthetic Full or After O Ineremental Bl
Synthetic Full options. O Differential © schedie
5. Select Immediate for Job Initiation. © Buthete il
You can track the progress of the backup job from the Job Controller. When the @A S

backup has completed, the Job Controller displays Completed.

[ ox ] [Concel | [Cavanced | [ @ save s serpe | [relp |

VERIFYING SYNTHETIC FULL BACKUPS

This option ensures that files that have not backed up by incremental jobs since the last Baop ‘2 ‘3 "" o
full backup are backed up by the next incremental. fackipType SR UL e e e e e esee 0 ST

‘/ "

For example: If you perform the conventional full backup only once for a given subclient
and then perform incremental (or differential) backups and periodic synthetic full backups.
After the conventional full backup, a file is added to the subclient and the file has a time N
stamp older than the time of full backup. In such scenario, the file will never get backed suclent
up. Eventually, such files may be pruned and no backup of such files will be available. (Flesh-P)

B
Gy
D

The illustration on the right explains the necessity of verifying synthetic full backups. Bl X=Pewn
W stampis
In order to overcome this problem, it is recommended to verify the synthetic full backups x L ,,:;,“e“@ﬁm,ged

job periodically as follows:
1. From the CommCell Console, navigate to <Client> | Active Directory |
defaultBackupSet.
Right click the <Subclient> and click Backup.
From the Backup Options dialog box, select Synthetic Full.
Click Advanced.

In the Advanced Backup Options dialog box, click the Data tab.
Select Verify Synthetic Full. Click OK to continue.

N o o s w N

Click OK.

IGNORING ERRORS IN SYNTHETIC FULL BACKUPS

Errors encountered in synthetic full backups can be ignored, even if backup media is partially corrupted. Errors such as inability to read data (bad tape, files
missing on disk media, etc.) will be ignored when this option is enabled.

1. From the CommCell Console, navigate to <Client> | Active Directory |
defaultBackupSet.

Right click the subclient and click Backup.
From the Backup Options dialog box, select Synthetic Full.

Click Advanced.

In the Advanced Backup Options dialog box, click the Data tab.

Select Verify Synthetic Full and then select Ignore Error in Synthetic Full.
Click OK to close the Advanced Backup Options dialog box.

Click OK .

® N o kN

‘ACCELERATED SYNTHETIC FULL BACKUPS (DASH FULL)

When a storage policy copy is deduplicated, synthetic full backups can be created in an accelerated mode to significantly reduce the copy duration. This is done
by identifying and transferring the data signatures (instead of the data itself) to the target wherever possible.

Learn more...

SCHEDULING A BACKUP

Follow the steps given below to schedule a data protection operation:
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1. . . . . s CommCell Browser 3 @i defaultBackupset x
e From the CommCell Console, navigate to <Client> | Active Directory | Bl Pyl P ————
defaultBackupSet 4 v
e Right-click the Subclient and click Backup oo E
e onse secup Daks
@ stavtrek List Media
B -
B Backup History
/- {08 File System Schedules
e B wilow
€9 Security
kS gstavage Resources Operation Window
+ olicies
e Prpertes
- Conkert Director
2. Backup Options for Subclient: default 5]
e Select the Backup type. =
Sacap Optons
b ClICK SChedUIe' Select Backup Typs Job Initiation
e Click the Configure button. OFdl O tmmedats
@ Incremental
(O Differential ® EifediE
© Synthetic Full Configure Schedule Pattern
3. Select the appropriate scheduling options.
For example, use the following steps to create a weekly schedule: EHELANTTD
. © One Time vt T .
e Type a name for the schedule in the Schedule Name box. oy SO oo 5]
o Click Weekly. © Weekly
- . O Month
e In the Start Time box type or select the schedule start time. g
i Olrearty Onthese davs 7] Monday Tuesday Wednesday
e Click and select the days to run the schedule. ] Thrsday [Friday [ Saturday
e Click OK [¥] Sunday
[ ok [ concel [ Heb ] [Coptins>> ]
4. When the schedule is run, the Job Controller window will display the job as shown in X s x
the sample image. e
5. Once the job is complete, you can view the job details from the Backup History. 1 ottt < B St o0l 5 ackpdeb

e Right-click the Subclient and select View Job Details.

Boase iert: tger
Barkp et cefeulBacpset
Fnd
et ﬂ Joa Stated Frer: Theahe
Yowedia Barkg Type: Full

So-vere pressr: OFF
S

TenErrts
Conglzed

2easonfer obelrz:

eulogs

serc s

=)

MANAGING JOBS

Jobs can be managed in a number of ways. The following sections provide information on the different job management options available:

RESTARTING JOBS

Jobs that fail to complete successfully are automatically restarted based on the job restartability configuration set in the Control Panel. Keep in mind that
changes made to this configuration will affect all jobs in the entire CommcCell.

To Configure the job restartability for a specific job, you can modify the retry settings for the job. This will override the setting in the Control Panel. It is also
possible to override the default CommServe configuration for individual jobs by configuring retry settings when initiating the job. This configuration, however,

will apply only to the specific job.

Backup jobs for this Agent are resumed from the point-of-failure.

CONFIGURE JOB RESTARTABILITY AT THE COMMSERVE LEVEL
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1. From the CommCell Browser, click Control Panel icon. Job Management X
2 Select Job Management General | Job Priorities | Job Restarts | Job Updates
' Job Restart
3. Click Job Restarts tab and select a Job Type. A
O Select Restartable to make the job restartable. it
. . Dowinload/Copy Updat
O Change the value for Max Restarts to change the maximum number of times the e
Job Manager will try to restart a job. (
[ Presmetabls
o Change the value for Restart Interval (Mins) to change the time interval e o) ]
R [ Enable Total Running Time:
between attempts for the Job Manager to restart the job. Install Updates
Lokus Motes DB (Data Protection) j j
. Media Refresh
4. Click OK. M:SEL (ED.::Pmletlmn)
OFfline Conkent Indexing
Crline Cortent Indexing
Oracle DB (Data Protection)
(Other (Data Protection)
SGL DE {Data Probection) @
Statt Phase Retry Interval (Mins) 104
(=)
CONFIGURE JOB RESTARTABILITY FOR AN INDIVIDUAL JOB
1. From the CommcCell Console, navigate to <Client> | Active Directory | <Backup
Set>. hdvanced Backup Options ®
2. Right-click the Subclient and select Backup. O o[
ockap Opions o suetiont: gt [SL 4
3. Click Advanced. .
4. In the Advanced Backup Options dialog box, click the Job Retry tab. e
5.

Select Enable Total Running Time and specify the maximum elapsed time before a
job can be restarted or killed.

Select Kill Running Jobs When Total Running Time Expires to kill the job after
reaching the maximum elapsed time. o ) (o ) (o )

6. Select Enable Number Of Retries and specify the number of retries.

7. Click OK.

‘CONTROLLING JOBS

The following controls are available for running jobs in the Job Controller window:

Temporarily stops a job. A suspended job is not terminated; it can be restarted at a later time.
SUSPEND

Resumes a job and returns the status to Waiting, Pending, Queued, or Running. The status depends on the availability of
RESUME resources, the state of the Operation Windows, or the Activity Control setting.

Terminates a job.
KILL

SUSPENDING A JOB

1. From the Job Controller of the CommCell Console, right-click the job and select Suspend.

2. The job status may change to Suspend Pending for a few moments while the operation completes. The job status then changes to Suspended.
RESUMING A JOB

1. From the Job Controller of the CommCell Console, right-click the job and select Resume.

2. As the Job Manager attempts to restart the job, the job status changes to Waiting, Pending, or Running.
KILLING A JOB

1. From the Job Controller of the CommCell Console, right-click the job and select Kill.

2. Click Yes when the confirmation prompt appears if you are sure you want to kill the job. The job status may change to Kill Pending for a few moments
while the operation completes. Once completed, the job status will change to Killed and it will be removed from the Job Controller window after five
minutes.

ADDITIONAL OPTIONS

The following table describes the available additional options to further refine your backup operations:

OPTION DESCRIPTION RELATED TOPICS
Startup Options

Refer to Job Priority and

The Startup Options are used by the Job Manager to set priority for resource allocation. This is
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useful to give higher priority to certain jobs. You can set the priority as follows:

1. From the CommCell Browser, navigate to Client Computers | <Client> | Active
Directory | Backup Set.

2. Right-click the Subclient in the right pane and click Backup.

3. Click Advanced and click Startup tab.

4. Select the Change Priority checkbox.

5. Enter a priority number - 0 is the highest priority and 999 is the lowest priority.

6. Select the Start up in suspended State check box to start the job in a suspended state.
7. Click OK.

Priority Precedence.

Alerts

This option enables users or user groups to get automatic notification on the status of the data
protection job. Follow the steps given below to set up the criteria to raise notifications/alerts:

1. From the CommCell Browser, navigate to Client Computers | <Client> | Active
Directory | Backup Set.

Right-click the Subclient in the right pane and click Backup.
Click Advanced and select the Alert tab.
Click Add Alert.

v A wWN

From the Add Alert Wizard dialog box, select the required threshold and notification
criteria and click Next.

6. Select the required notification types and click Next.
7. Select the recipients and click Next.
8. Click Finish.

9. Click OK.

Refer to Alerts.

Command Line Backups

Command Line Interface enables you to perform backups or restore from the command line.
The commands can be executed from the command line or can be integrated into scripts.

You can also generate command line scripts for specific operations from the CommCell Browser
using the Save As Script option.

Refer to Command Line
Interface.

CommcCell Readiness
Report

The CommCell Readiness Report provides you with vital information, such as connectivity and
readiness of the Client, MediaAgent and CommServe. It is useful to run this report before
performing the data protection or recovery job. Follow the steps given below to generate the
report:

1. From the Tools menu in the CommCell Console, click Reports.
Navigate to Reports | CommServe | CommCell Readiness.

Click the Client tab and click the Modify button.

Rl

In the Select Computers dialog box, clear the Include All Client Computers and All
Client Groups check box.

Select the client from the Exclude list.
Click the Include > button.

Click OK.

Click the MediaAgent tab.

W ® N oW

Clear the Include All MediaAgents checkbox.
Select the MediaAgent from the Exclude list.
Click Include >.

Click Run.

The generated report is displayed.

Refer to CommcCell Readiness
Report.

Backup Job Summary
Report

The Backup Job Summary Report provides you with information about all the backup jobs that
are run in last 24 hrs for a specific subclient. You can get information such as status, time,
data size etc. for each backup job. It is useful to run this report after performing the backup.
Follow the steps given below to generate the report:

1. From the Tools menu in the CommCell Console, click Reports.
Navigate to Reports | Jobs | Job Summary.

Click Data Management on the General tab in the right pane.

Click Subclient and select the Edit tab.

2

3

4. Select the Computers tab.

5

6. Navigate to Client Computers | <Client> | File System | Backup Set | Subclient.
7

Click Run.

Refer to Backup Job Summary
Report.

Data Path Options

Data Protection operations use a default Library, MediaAgent, Drive Pool, and Drive as the Data

Refer Change Data Path.
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Path. You can use this option to change the data path if the default data path is not available.
Follow the steps given below to change the default data path:

1. From the CommCell Browser, navigate to Client Computers | <Client> | Active
Directory | Backup Set.

2. Right-click the Subclient in the right pane and click Backup.
3. Click Advanced and select the Data Path tab.

4. Select the MediaAgent and Library.

5. Select the Drive Pool and Drive for optical and tape libraries.

6. Click OK.

Index Cache Server

Index Cache Server provides the facility to automatically continue data protection operations
when there are job failures due to loss of connectivity to the index. You can configure the
Index Cache Server as follows:

1. From the CommCell Browser, navigate to Storage Resources | MediaAgent.
2. Right-click the <MediaAgent> and click Properties.

3. Click the Catalog tab and ensure that the Index Cache Server is configured.
4

From the CommCell Browser, navigate to Client Computers | <Client> | Active
Directory | Backup Set.

Ul

Right-click the Subclient in the right pane and click Backup.
6. Click Advanced.

7. Make sure that the Use shared profile if present with transaction logging option is
selected.

8. Click OK.

Refer to Index Cache Server
for more information.

Start New Media

The Start New Media option enables you to start the data protection operation on a new media.
This feature provides control over where the data physically resides. Use the following steps to
start the data protection operation on a new media:

1. From the CommCell Browser, navigate to Client Computers | <Client> | Active
Directory | Backup Set.

2. Right-click the Subclient in the right pane and click Backup.
3. Click Advanced and select the Media tab.

4. Select the Start New Media check box.

5. Click OK.

Refer to Start New Media.

Mark Media Full

This option marks the media as full, two minutes after the successful completion of the data
protection job. This option prevents another job from writing to this media. Follow the steps
given below:

1. From the CommCell Browser, navigate to Client Computers | <Client> | Active
Directory | Backup Set.

2. Right-click the Subclient in the right pane and click Backup.
3. Click Advanced and select Media tab.

4. Select the Mark Media Full on Success check box.

5. Click OK.

Refer to Export Media.

Allow other Schedules to
use Media Set

The Allow Other Schedules to use Media Set option allows jobs that are part of the schedule or
schedule policy and using the specific storage policy to start a new media. It also prevents
other jobs from writing to the same set of media.

1. From the CommCell Browser, navigate to Client Computers | <Client> | Active
Directory | Backup Set.

2. Right-click the Subclient in the right pane and click Backup.

3. Click Advanced and select the Media tab.

4. Select the Allow Other Schedules To Use Media Set check box.
5. Click OK.

Refer to Creating an
Exportable Media Set.

Reserve Resources
Before Scan

Media is reserved for a job when the job is ready to write data. You can use this option to
reserve the media during the initial phase of the job. Follow the steps given below to reserve
media:

1. From the CommCell Browser, navigate to Client Computers | <Client> | Active
Directory | Backup Set.

2. Right-click the Subclient in the right pane and click Backup.
3. Click Advanced and select the Media tab.

4. Select the Reserve Resources before Scan check box.
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5. Click OK.

Extended Data Retention

This option allows you to extend the expiration date of a specific job. This will override the

default retention set at the corresponding storage policy copy. Follow the steps given below to

extend the expiration date:

1. From the CommCell Browser, navigate to Client Computers | <Client> | Active
Directory | Backup Set.

2. Right-click the Subclient in the right pane and click Backup.
3. Click Advanced and select the Media tab.
4. Select one of the following options:

o Infinite - Select this option to extend the expiration date by infinite number of days

O Number of day - Select this option to specify the number of days to extend the
expiration date and then enter the number of days.

5. Click OK.

Refer to Extended Retention
Rules.

Vault Tracker

This feature provides the facility to manage media that is removed from a library and stored in

offsite locations. Depending on your VaultTracker setup, select the required options. Use the
following steps to access and select the VaultTracker options.

1. From the CommCell Browser, navigate to Client Computers | <Client> | Active
Directory | Backup Set.

Right-click the Subclient in the right pane and click Backup.
Click Advanced and select the VaultTracking tab.

Select the required options.

A

Click OK.

Refer to VaultTracker or
\VaultTracker Enterprise.
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Browse Data - Active Directory

TABLE OF CONTENTS RELATED TOPICS
Understanding the Browse Window List Media

Provides comprehensive information on media management
Browse Data and prediction.

Latest Data
Data Before a Specified Time
Data Between a Specified Time

Browse from Copies

List Media

Full Backup Transparent Browse
Find a File or Directory
Image/No-Image Browse

Establish the Page Size for a Browse
Browse Using Media Agent

UNDERSTANDING THE BROWSE WINDOW

Browse provides an easy-to-use convenience to search and restore data.

You can open the browse window from client, agent, backup-set or subclient level. The sub levels
displayed in the browse window is based on where you start the browse operation.

SELECTING OBJECTS FROM THE BROWSE WINDOW FOR RESTORE
The browse window displays objects and consists of two parts:

e The left pane displays the object tree at the selected level.

e The right pane displays the contents of the selected object.

Recover Aisdected| [ Latvedawdses ] [ noweromse

Note that the window displays only the data that was obtained by a backup. Data that is excluded by a
filter, or data which did not exist as of the specified browse time does not appear in the window.
Selections follow these rules:

e All selections are recursive.

e Clicking a box again causes the selection to be cleared.

e If you select an object in the left pane, then all of its contents are selected.

e You can select a specific object in the right pane.

Selection status is revealed by the selection icons as follows:

O Indicates that the object is not selected for restoration.
(d Indicates that a portion of the object is selected for restoration. i.e., only some of the child object(s) within the selected object.
B Indicates that the entire object, including all of its child objects, are selected for restoration.

BROWSE DATA

The option to browse the backup data provides the facility to view and restore the data that was backed up. The following sections explain how to browse the
backup data.

LATEST DATA

Follow the steps given below to view the latest data backed up by a backup set:

1. From the CommCell Browser, navigate to Client Computers | <Client> | Active
Directory.

2. Right-click a Backup Set and click All Tasks | Browse/Browse Backup Data.
3. Click OK.

The latest data backed up by all the subclients is displayed in the Client Browse tab.
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‘DATA BEFORE A SPECIFIED TIME

You can initiate multiple browse operations to compare objects and attributes from different point-in-time. Follow the steps given below to browse the data

backed up before specified time:

1. From the CommCell Browser, navigate to Client Computers | <Client> | Active
Directory.

Right-click a Backup Set and click All Tasks | Browse/Browse Backup Data.
Select Specify Browse Time.

Select a date and time to Browse Data Before it.

v A wWN

Click OK.

Browse Options g‘

() Browse the Latest Data

Browse Data Before:

Wed 07/13{2011 —~] 02 : 03PM j

Time Zone: (GMT-05:00) Eastern Time (US & Canads) v

Clienit Camputer:
Use MediaAgent | oy MEDIAAGENT v
[] Show Deleted Items

Page Sizz: | 1000

ok ] [ Cancel ] [ Advanced ] [ List Media ][ Help

DATA BETWEEN A SPECIFIED TIME

You can initiate multiple browse operations to compare objects and attributes from different point-in-time. Follow the steps given below to browse data

between specified time:

1. From the CommCell Browser, navigate to Client Computers | <Client> | Active
Directory.

Right-click a Backup Set and click All Tasks | Browse/Browse Backup Data.
Select Specify Browse Time.

Select a date and time to Browse Data Before it.

Click Advanced.

In the Advanced Browse Options dialog box, select Exclude Data Before.
Select the date and time to exclude the data before it from the browse operation.

Click OK in the Advanced Browse Options dialog box .

W P N LA WN

Click OK in the Browse Options dialog box.

BROWSE FROM COPIES

Browso Options

Oeronse the Lotes D22

T

s et

T T AL |

o e [(@-0500) Exten T Us o Cnade) V)

wed oo =0 wem o
T 2
(@1-0sc0) st T (5 & )

Gt Computer

Use edshent | cany vepiaacenr> v

Dstom oeeed ens

Pogesize: | 1000}

) o) () ] ()

By default, when a browse operation is requested, the software attempts to browse from the storage policy copy with the lowest copy precedence. If the data
that you want to browse was already pruned from the primary copy, the software searches the other copies of the storage policy, starting from the copy with

the lowest copy precedence to a copy with the highest copy precedence.

This feature is useful in the following conditions:

e The media containing protected data for a particular copy has been removed from the storage library, you can choose to browse from a copy whose media

are inside the library.

o Allows browsing from a copy that accesses faster disk media rather than slower tape media.

e When media drives used by a particular copy are busy with another operation, this helps in browsing from a different copy to avoid resource conflicts.

1. From the CommCell Browser, navigate to Client Computers | <Client> | Active
Directory.

2. Right-click a Backup Set and click All Tasks | Browse/Browse Backup Data.
3. From the Browse Options dialog box, click Advanced.

4. In the Advanced Browse Options dialog box select the Browse from copy
precedence option.

If you specify a copy precedence number for a browse
operation, the software searches only the storage policy copy
with that precedence number in all storage policies used for

Advanced Brawss Options

Cinchte ot

[escide aaseore:
et Corputer

Use Mesabnt | any EDIAAGENT>
0] show Daees ors.

Pagosis: | 1000
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securing the data. If data does not exist in the specified
copy, the browse operation fails even if the data exists in
another copy of the same storage policy.

5. Specify the precedence number in Copy Precedence.
6. Click OK in the Advanced Browse Options dialog box .
7. Click OK in the Browse Options dialog box.

LIST MEDIA

List media option is useful to predict media required to restore the index required to browse data. This is useful when the index is not available in the index
cache.

The following section describes how to perform this operation.

1. From the CommcCell Browser, navigate to Client Computers | <Client> | Active ( mem) oot
Directory. o e

2. Right-click a Backup Set and click All Tasks | Browse/Browse Backup Data. o =

3. From the Browse Options dialog box, if required, select the following options:

O Click Browse the Latest Data to list media associated with the most recent data
protection cycle. UseModahen [ o EDAAGENT> 9

Clent. Computer

[ how Dekted Rems

O Click Specify Browse Time to list media associated with data protection
operations up to the specified date and time range. Use the Browse Data Before
box to specify the end date and time.

o Click Advanced and then click Exclude Data Before and then select the date and
time from which you wish to list media associated with data protection operations.

a1t

Note that you can use the Specify Browse Time and Exclude Data Before options
to list media between a specified date and time range.

4. Click List Media.

5. From the List Media dialog box, click List Media for restore within specified time
range.

6. Click OK.

The appropriate media is listed in the Media dialog box.

FuLL BACKUP TRANSPARENT BROWSE

The browse searches described so far are confined to one full backup cycle, either the most recent (by default) or some previous cycle. Usually, this provides
the desired results because generally you may want to restore either the latest version or the latest version as of some specified date.

If, however, you want to view all available versions that has not yet been pruned, then the browse cannot access data beyond it in a single operation.

Full backup transparent browses enable you to browse all the data within the entire retention period, not just one full backup cycle. When you use the View All
Versions option, the browse operation displays all versions available in the backup.

By default, the Full Backup Transparent Browse is not enabled. Use the following steps to enable this option on a client before performing a backup:

1. From the CommcCell Browser, navigate to Client Computers | <Client>. —
General | Version | Index | security | Activity Control

2. Right-click the Agent and click Properties. O B ST B

3. Click Index and then clear Create new index on Full Backup. [T Convert to full backup on indexing Failres

4. Click OK.

FIND A FILE OR DIRECTORY

Use Find to find a file or directory name or a name pattern. Find has the capability to browse multiple indexes which allows you to find beyond the last full
backup (or new index) as long as the data resides on an index that exists within the retention period.
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bl System)deauBackupSet [Sstem Satl Seices e
. Search et St e

1. From the CommCell Browser, navigate to Client Computers | <Client> | Active
Directory.

Hsove Clenal @t 7

Mot

2. Right-click a Backup Set and click All Tasks | Browse/Browse Backup Data.

3. Click OK. The latest data backed up by all the subclients is displayed in the Client
Browse tab.

4. Right-click the selected content and click Find.

O0000000000000000000C7

5. Enter the file name and the location of the file to be searched in the Name/Pattern
and Folder fields and click Search.

IMAGE/NO-IMAGE BROWSE

Image browse displays the structure of the entity as it existed as of some specified time. When you browse data in the image mode, the system by default
returns the requested data based on the latest image available. The image browse can only restore the latest version. If the requested version was deleted
before the most recent full backup, the default browse will not find the data.

The no-image browse is useful for retrieving data that may have been deleted at some unknown time. It is also useful to retrieve a previous backup version.

1. From the CommCell Browser, navigate to Client Computers | <Client> | Active Drowse Options &

Directory. (&) Browse the Latest Data
edfy Browse Time
2. Right-click a Backup Set and click All Tasks | Browse/Browse Backup Data. O spectyroree
3. From the Browse Options dialog box, select one of the following options: -4
O Click and select the Show Deleted Items option to perform a no-image browse of
the data.
O Clear the Show Deleted Items option to perform an image browse of the data.
Client Computer:
4. Click OK.
Use Mediafgent | any MEDIARGENT > -
|
Page Size: | 1000
oK ] [ Cancel ] |_Advanced | [ List Media ] [ Help

ESTABLISH THE PAGE SIZE FOR A BROWSE

The Page Size option allows you to specify the number of objects to be displayed in the browse window. You can browse through each page list by selecting the
appropriate page number in the Browse window. This field reverts back to the default setting after use.

! . . . B Opti
1. From the CommCell Browser, navigate to Client Computers | <Client> | Active it &
Directory. (%) Browse the Latest Data
. i i O Specify Browse Time
2. Right-click a Backup Set and click All Tasks | Browse/Browse Backup Data.
3. From the Browse Options dialog box, enter a value for Page Size. =
4. Click OK.
Clisnt Computer:
Use MediaAgent | apy MEDIAAGENT > v
[ Show Deleted Trems
ok | [ cancel | [ advanced | [ Lsteda | [ Hen

BROWSE USING MEDIA AGENT

Data can be restored from any compatible library and drive type in the CommCell. By default, the system automatically identifies and restores data from any
configured library in the CommcCell, even if the media is not available in the original library in which the data protection operation was performed. Use this
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procedure to Browse using a specific MediaAgent.

1. From the CommcCell Browser, navigate to Client Computers | <Client> | Active
Directory.

2. Right-click a Backup Set and click All Tasks | Browse/Browse Backup Data.

3. From the Browse Options dialog box, choose the MediaAgent that must be used to
perform the browse.

4. Click OK.

Browse Options
@ Browse the Latest Data

Specify Browse Time

Browse Data Before:

Client Computer: [ grones

Use MediaAgent | any MEDIAAGENT>

- 11: 42AM j

: < TAAGENT >
[T] show Delete(
lcobraz2v_2

Page Size: | 10]devi-bmaix03
|devi-bmaix04
ldogenes
drone9
[DroneMA

) » e
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Advanced - Active Directory Restore

TABLE OF CONTENTS

Restoring Objects

Restoring Attributes
Restoring Attributes of a Deleted Object

Scheduling a Restore

Managing Restore Jobs
Restarting Jobs
Controlling Jobs

Additional Restore Options

RESTORING OBIJECTS

Follow the steps given below to restore an active directory object:

1. From the CommcCell Browser, navigate to Client Computers | <Client> | Active
Directory | <Backup Set>.

2. Right-click the <Subclient> in the right pane and then click Browse Backup Data.
3. Click OK.

4. Select the object that you want to restore. All the attributes of the object are selected
automatically.

The object and its attributes will be restored to the same location from where it is
backed up. Ensure that the Organization Unit (OU) of the object still exists on the
source computer.

5. Click Recover All Selected.
6. Click OK

RESTORING ATTRIBUTES

RELATED TOPICS

Scheduling
Provides comprehensive information on scheduling jobs.

Job Management
Provides comprehensive information on managing jobs.

List Media

Provides comprehensive information on media management
and prediction.

You can restore attributes of an existing object in the active directory tree. You can perform an in-place restore of the attribute.

1. From the CommCell Browser, navigate to Client Computers | <Client> | Active
Directory | <Backup Set>.

Right-click the <Subclient> in the right pane and then click Browse Backup Data.
Click OK.

Navigate to the object for which you want to restore the attribute.

v AW N

Select the attributes that you want to restore and click Recover All Selected.

The attributes will be restored to the same location from where they are backed up.
6. Click Recover All Selected.

7. Click OK.

RESTORING ATTRIBUTES OF A DELETED OBJECT

You can restore attributes of a deleted object in the active directory tree. You can perform an in-place restore of the attribute.

1. From the CommCell Browser, navigate to Client Computers | <Client> | Active
Directory | <Backup Set>.

Right-click the <Subclient> in the right pane and then click Browse Backup Data.
Click OK.

Navigate to the object for which you want to restore the attribute.

oA WN

Select the attributes that you want to restore and click Recover All Selected.

The attributes will be restored to the same location from where they are backed up.
The object will be recreated while restoring the attributes. Ensure that the
Organization Unit (OU) of the object still exists on the source computer.

6. Click Recover All Selected.
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7. Click OK.

SCHEDULING A RESTORE

Follow the steps given below to schedule a restore job:

1. e From the CommCell Console, navigate to Client Computers | <client> | Active e ]
Directory + Browse the Latest Data
e Right-click a backup set and click All Tasks | Browse Backup Data. Gzl
° C“Ck OK Erowse Data Beforer
= | 03 : 36PH :‘
Time Zane; I(UTC'US:UU) Eastern Time (US & Canada) |
Cllrk Computer:  [rilerey =
Wi Gzteig e [ <anv meDIAAGENT> =
I~ Specify Browse Path: |
I~ Show Deleted Items
Page Size: 1000 j
ok | cancel | advanced List Media Help
2 . ‘S Chent: submay ( Latest Dota ) T
. e Select a file to restore. T —— =
i atiiupset T p— ]
e Click Recover All Selected. 5 @
[EE 1
3. Select the name of the client computer from the Destination Client list. Restore Options for, All Selected ltems ®
. General | Job Initiation
Click OK.
(O Restore ACLs Only () Restore Data Only (&) Restore Both Data and ACLs
[[] Unconditionally overwrite only F target is a Datarchiver stub
avermrite Files
(3 Overwrite FFle onmediais newer () Unconditional Overwrice
[Restore only f target exists
Recraate Mount Points
Allons Authoritative For Cluster Databass
Restore Destination
Destination clent |5 bway 3
Restore to same Folder
Specify destination path
[
Preserve Source Paths
H
[ |
(o | [ora ] [rovars ) [Bmemsent ] (e ]
4.

e Click Job Initiation tab and click Schedule.
e Click Configure.
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5. Select the appropriate scheduling options. For example:

Click Weekly.

Check the days you want the run the restore job.
Change the Start Time to 9:00 PM

Click OK to close the Schedule Details dialog
Click OK to close the Restore Options dialog

The restore job will execute as per the schedule.

MANAGING RESTORE JOBS

Restore Options for All Selected Items @

General | Job Initiation
Jobs Initiation

O Immediate

® Eehy

Configure Schedule Pattern

[ @OK H Cancel H Adwvanced H @'Savanssmpt H Help ]

Schedule Name

O One Time
O baiy

@ weekly
© Monthly

Schedule Details X

Start Time 91 00PM

O vearly Onthesedays  [] Monday
Thursday
Sunday

=

Tuesday Wednesday
[ Friday [] saturday

C=

(e J[ e ] [omom>

Once you initiate the restore operation, a restore job is generated in the Job Controller. Jobs can be managed in a number of ways. The following sections

provide information on the different job management options available:

RESTARTING JOBS

Jobs that fail to complete successfully are automatically restarted based on the job restartability configuration set in the Control Panel. Keep in mind that

changes made to this configuration will affect all jobs in the entire CommcCell.

To Configure the job restartability for a specific job, you can modify the retry settings for the job. This will override the setting in the Control Panel. It is also
possible to override the default CommServe configuration for individual jobs by configuring retry settings when initiating the job. This configuration, however,

will apply only to the specific job.

Backup jobs for this Agent are resumed from the point-of-failure.

CONFIGURE JOB RESTARTABILITY AT THE COMMSERVE LEVEL

From the CommCell Browser, click Control Panel icon.

Select Job Management.

Click Job Restarts tab and select a Job Type.
O Select Restartable to make the job restartable.

O Change the value for Max Restarts to change the maximum number of times the

Job Manager will try to restart a job.

O Change the value for Restart Interval (Mins) to change the time interval
between attempts for the Job Manager to restart the job.

Click OK.
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Job Management Xl

General | Job Priorities | Job Restarts | Job Updates
Job Restart
Job Type Max Restatts
Disaster Recovery backup ~
Dacumentum (Data Protection) Restart Interval (Mins)
Downlosd/Capy Updates
Exchange DE (Data Protection) Restartable
[ Ereemptable
Information Management
Informix DB (Data Frotection) ] Enable Total Running Time:
Install Updates
Lokus Motes DB (Data Protection) j j
Mediia Reefresh
M¥SQL (Data Protection)
Offine Content Indexing
Grline Cortent Indexing
Oracle DB (Data Protection)
Cther {Data Frotection]
501 DB {Data Pratection) 2
>
Start Phase Retry Interval (Mins) 104
(=)

ICONTROLLING JOBS

The following controls are available for running jobs in the Job Controller window:

Temporarily stops a job. A suspended job is not terminated; it can be restarted at a later time.

SUSPEND

Resumes a job and returns the status to Waiting, Pending, Queued, or Running. The status depends on the availability of
RESUME resources, the state of the Operation Windows, or the Activity Control setting.

Terminates a job.
KILL

SUSPENDING A JOB

1. From the Job Controller of the CommCell Console, right-click the job and select Suspend.

2. The job status may change to Suspend Pending for a few moments while the operation completes. The job status then changes to Suspended.

RESUMING A JOB

1. From the Job Controller of the CommCell Console, right-click the job and select Resume.

2. As the Job Manager attempts to restart the job, the job status changes to Waiting, Pending, or Running.

KILLING A JOB

1. From the Job Controller of the CommCell Console, right-click the job and select Kill.

2. Click Yes when the confirmation prompt appears if you are sure you want to kill the job. The job status may change to Kill Pending for a few moments

while the operation completes. Once completed, the job status will change to Killed and it will be removed from the Job Controller window after five

minutes.

ADDITIONAL RESTORE OPTIONS

The following table describes the available additional options to further refine your restore operations:

OPTION

DESCRIPTION

RELATED TOPIC

Skip Errors and Continue

This option enables you to to continue the restore job regardless of media errors and create a
file that lists the full path names of the files that failed to get restored. Follow the steps given

below to set this option:

1. From the CommCell Browser, click Client Computers | Active Directory.

2. Right-click the <Backup set> that contains the data you want to restore, point to All

Tasks and then click Browse Backup Data.

3. In the Browse Options dialog box, click OK.

»

Selected.

In the Client Browse tab, select the data to be restored and click Recover all

In the Restore Options for All Selected Items dialog box, click Advanced.

5
6. In the Advanced Restore Options dialog box, click General.
7

On the General tab, select the Skip errors and continue check box.

8. Click OK.

Startup Options

The Startup Options are used by the Job Manager to set priority for resource allocation. This is
useful to give higher priority to certain jobs. You can set the priority as follows:

Refer to Job Priority and
Priority Precedence.
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1. From the CommCell Browser, click Client Computers | Active Directory.

2. Right-click the <Backup set> that contains the data you want to restore, point to All
Tasks and then click Browse Backup Data.

3. In the Browse Options dialog box, click OK.

4. 1Inthe Client Browse tab, select the data to be restored and click Recover all
Selected.

5. In the Restore Options for All Selected Items dialog box, click Advanced.

6. Inthe Advanced Restore Options dialog box, click Startup.

7. On the Startup tab, select Change Priority.

8. Enter a priority number - 0 is the highest priority and 999 is the lowest priority.

9. Select the Start up in suspended State check box to start the job in a suspended state.
L0. Click OK.

Copy Precedence

By default, the system retrieves data from the storage policy copy with the lowest copy
precedence. If the data was pruned from the primary copy, the system automatically retrieves
data from the other copies of the storage policy in the lowest copy precedence to highest copy
precedence order. Once the data is found, it is retrieved, and no further copies are checked.

You can retrieve data from a specific storage policy copy (Synchronous Copy or Selective
Copy). If data does not exist in the specified copy, the data retrieve operation fails even if the
data exists in another copy of the same storage policy. Follow the steps given below to retrieve
the data from a a specific storage policy copy:

1. From the CommCell Browser, click Client Computers | Active Directory.

2. Right-click the <Backup set> that contains the data you want to restore, point to All
Tasks and then click Browse Backup Data.

3. In the Browse Options dialog box, click OK.

»

In the Client Browse tab, select the data to be restored and click Recover all
Selected.

5. In the Restore Options for All Selected Items dialog box, click Advanced.

6. In the Advanced Restore Options dialog box, click Copy Precedence.

7. On the Copy Precedence tab, select the Restore from copy precedence check box.
8. Enter the copy precedence number.

9. Click OK.

Refer to Recovering Data From
Copies.

Data Path Options

The data recovery operations use a default Library, MediaAgent, Drive Pool, and Drive as the
Data Path. You can use this option to change the data path if the default data path is not
available. Follow the steps given below to change the default data path:

1. From the CommCell Browser, click Client Computers | Active Directory.

2. Right-click the <Backup set> that contains the data you want to restore, point to All
Tasks and then click Browse Backup Data.

3. In the Browse Options dialog box, click OK.

»

In the Client Browse tab, select the data to be restored and click Recover all
Selected.

In the Restore Options for All Selected Items dialog box, click Advanced.
In the Advanced Restore Options dialog box, click Data Path.
On the Data Path tab, select the MediaAgent and Library.

Select the Drive Pool and Drive for optical and tape libraries.

v ® N o un

Select the name of the Proxy server if you wish to restore using a proxy server.

You can select the Proxy server only when you are restoring from a snapshot. This option
is not available for a regular restore.

0. Click OK.

Refer to Change Data Path.

Encryption

If the client's data is encrypted with a pass phrase, you must enter the pass-phrase to start the
data recovery operation. Follow the steps given below to enter the pass-phrase:

1. From the CommCell Browser, click Client Computers | Active Directory.

2. Right-click the <Backup set> that contains the data you want to restore, point to All
Tasks and then click Browse Backup Data.

3. In the Browse Options dialog box, click OK.

4. 1Inthe Client Browse tab, select the data to be restored and click Recover all
Selected.

Refer to Data Encryption.

5. In the Restore Options for All Selected Items dialog box, click Advanced.
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6. In the Advanced Restore Options dialog box, click Encryption.
7. Enter the Pass Phrase.

8. Click OK.

Browse Options

Deleted files can be manually restored by the user. You can specify the time range for the
deleted items to be restored.

1. From the CommCell Browser, click Client Computers | Active Directory.

2. Right-click the <Backup set> that contains the data you want to restore, point to All
Tasks and then click Browse Backup Data.

3. In the Browse Options dialog box, click OK.

4. 1Inthe Client Browse tab, select the data to be restored and click Recover all
Selected.

5. In the Restore Options for All Selected Items dialog box, click Advanced.
6. From the Browse Options tab, select Restore deleted items option.

7. Select Specify Time Range option to specify the time zone, start time and end time for
the deleted items to be restored.

8. Click OK.

Refer to Job Management.

Alerts

This option enables users or user groups to get automatic notification on the status of the data
recovery job. Follow the steps given below to set up the criteria to raise notifications/alerts:

1. From the CommCell Browser, click Client Computers | Active Directory.

2. Right-click the <Backup set> that contains the data you want to restore, point to All
Tasks and then click Browse Backup Data.

3. In the Browse Options dialog box, click OK.

4. 1Inthe Client Browse tab, select the data to be restored and click Recover all
Selected.

5. In the Restore Options for All Selected Items dialog box, click Advanced.

6. In the Advanced Restore Options dialog box, click Alerts.

7. Click Add Alert.

8. From the Add Alert Wizard dialog box, select the required threshold and notification

criteria and click Next.
9. Select the required notification types and click Next.
10. Select the recipients and click Next.
L1. Click Finish.
2. Click OK.

Refer to Alert.

CommcCell Readiness
Report

The CommCell Readiness Report provides you with vital information, such as connectivity and
readiness of the Client, MediaAgent and CommServe. It is useful to run this report before
performing the data protection or recovery job. Follow the steps given below to generate the
report:

1. From the Tools menu in the CommCell Console, click Reports.
Navigate to Reports | CommServe | CommCell Readiness.

Click the Client tab and click the Modify button.

.

In the Select Computers dialog box, clear the Include All Client Computers and All
Client Groups check box.

Select the client from the Exclude list.
Click the Include > button.

Click OK.

Click the MediaAgent tab.

v ® N o U

Clear the Include All MediaAgents checkbox.
L0. Select the MediaAgent from the Exclude list.
L1. Click Include >.

12. Click Run.

The generated report is displayed.

Refer to CommCell Readiness
Report.

Restore Job Summary
Report

The Restore Job Summary Report provides you with information about all the data recovery
ljobs that are run in last 24 hours for a specific client and agent. You can get information such
as failure reason, failed objects, job options etc. It is useful to run this report after performing
the restore. Follow the steps given below to generate the report:

1. From the Tools menu in the CommCell Console, click Reports.

Refer to Restore Job Summary
Report.
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2. Navigate to Reports | Jobs | Job Summary.
3. Click Data Recovery on the General tab in the right pane.

4. On the Computers tab, select the client and the agent for which you want to run the
report.

5. Click Run.
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Data Aging - Active Directory /iDataAgent

TABLE OF CONTENTS

Getting Started
Extended Retention Rules

GETTING STARTED

Data Aging is the process of removing old data from secondary storage to allow the associated media to be reused for future backups.

By default, all backup data is retained infinitely. However, you should change the retention of your data based on your needs. Note that if you continue to have

infinite retention, you will also need infinite storage capacity.
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File View Tool
& D
2 CommCell Browser & Storage Policies x b
(3 idol Al & idol > @ Poicies > & Storage Policies > rO0a
¢ Client Computer Groups.
- IQ¥ Client Computers Name Type = No.... No... Incr.. Des.. Hid.. ﬂ
&€y Security @ cC... Disast... 1 2 auo... [ a
3 ipb-stanage Regources .. stand... 1 1 ago... [
% L. Stand... 1 1
Agentless SRM Policies .::' G g
B N... Stand... 1 1 O
) Monitoring Policies
# 5 Replication Policies. @ te... Stand... 1 1 O
- IB -SchoduleRolicie @ T.. Stand... 1 1 O
E (Y torace Poicies
5 Co EDRapple_3_cr)
& Virtuallib 2
& Laptop SP 8
< >
12 CommCell Browser
= Agents e
2| @ content| @ Summary
6 object(s) idol | admin
& Commeell Browser 2 B test-data-aging

2. Highlight the Storage Policy. e 2 1ol > M polcies > B storage
WER o oo e

=8 murehy_n
File Archiver
< B g Syt
defaultackupset
B8 1mage Level
DA Sharepoirk Server
B8 virtual Server
< Security
g Storage Resources
Paiicies
@ Agentiess SRM Policies
5 Replication Palcies
Schedule Palicies
= | Storage Policies
& erveDR(apple_3_cn)
b Z(apple_3_cm) (2

[ vaultTracker Policies

i Reports

L Content Director

K SRM Enterprise Viewer
Cost Anslysis

3. From the right pane, right-click the Storage Policy Copy and click the Properties. :;””‘*”’“W“’ : aifa:;:":;mgwmsmmsmmw

E % Client Computer Groups

Cliert: Computers 1 Copy Typs Defouk Lbrary Medioh
& B2 opple. 3 n = = v
§ Qe m

L apple_4.
# Btidol -
DA Fie Archiver

=R Fils System
- defoultBackupSet
T8 Image Level
i@ Sharepaint Server
DA Virtual Server
€ Securty
g Storage Resaurces
=0 polices
<@ Agentless SRM Policies
- =3 Replcation Polces
o [l Schedule Polcies
=l Storage Policies
CommserveDR{apple_3_er)
g Commivault WirtualLib 2(apple_3_cn)_(2)
B Laptop_sP
g test-daka-aging
i B8 subelent Polcies
I& vaukTracker Poies

| Reports
4 Content Director
SR Enterprise Viewsr
. .
4. Click the Retention tab. Gereral Retention Ootapathe e era path Configuration

(2] Ensble Data Acng

Click the Retain For in the Basic Retention Rules for All Backups area.
Enter number of days to retain the data.

Enter number of cycles to retain the data.

Click OK.

[2] Enable Managed Disk Space for Disk Library

tals and differentisls before & new differential

100 ot rotain interm

© Spool Copy (No Retention)

Ties for DatalCompiance Archiver Date

© Retain for 4
e
(= £l

Clrer i

Page 54 of 85



User Guide - Active Directory iDataAgent

apple - CommCell Console

From the CommCell Browser, click the Reports icon. T v T ORI
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8. The report will display the data to be pruned when a data aging job is run. Data Retention Forecast and Compliance Report
To ensure only data intended for aging is actually aged, it
is important to identify the data that will be aged based :
on the retention rules you have configured. Hence, =
ensure this report includes only the data you intend to TET T
age. S
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Once you run a data aging job, the data will be lost.
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10. Select Immediate in the Job Initiation section and click OK.

Data Aging Options

Job Initiation |

Job Initiation

(&) Immediate

Run this job nows

() Schedule
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7)o oot e

11. You can track the progress of the job from the Job Controller window. When the job  =L20™" - - : vos
has completed, the Job Controller displays Completed. S e e e e s G 8 e e s

Make sure that the job completes successfully. If the job did not complete
successfully, re-run the job.

Wrase s iy G Poriny 0 Vi 2 om0 Sparied 8T e o Sy W

EXTENDED RETENTION RULES
Extended retention rules allow you to keep specific full (or synthetic full) backups for longer periods of time.
Extended retention rules can be used in the following circumstances:

e If you have a single drive tape library

e If you want to create a hierarchical retention scheme (grandfather-father-son tape rotation)

In all other cases, it is recommended that the Auxiliary Copy feature be used for extended storage as it actually creates another physical copy of the data,
thereby reducing the risk of data loss due to media failure.

UNDERSTANDING EXTENDED RETENTION RULES
Extended retention allows you to retain a specific full (or synthetic full) backup for an additional period of time. For example, you may want to retain your
monthly full backups for 90 days.

Extended retention rules allow you to define three additional "extended" retention periods for full (or synthetic full) backups. For example:

e You may want to retain your weekly full backups for 30 days.
e You may want to retain your monthly full backup for 90 days.

e You may want to retain your yearly full backup for 365 days.

A backup job will be selected for extended retention based on its start time. For example: If a backup job starts at 11:55 pm on August 31st and ends at 1 am
on September 1st, then it will be selected as the last full backup for the month of August and will be picked up for extended retention.

SETTING UP EXTENDED RETENTION RULES

Use the following steps for setting up the extended retention rules:

1. Right-click the storage policy copy and click Properties. = —
R . General Retention Data Paths Data Path Configuration
2. Click the Retention tab.
Enable Data Aging
3. Set the basic retention rules by clicking Retain for and entering the number of days and cycles 7] i g il e o ik iy
appropriate for your organization. B e e oo o el = 1 o e
4. Set the extended retention rules as follows: © spool Copy (o Retetion)
R Basic Retention Rule For All Backups
Click the For button. Ofinke
Enter the number of Days Total to retain the backup. ©nesener o] e Hf cres
Basic Retention Rules for Data/Compliance Archiver Data
Click the Keep drop-down list, and select the desired backup criteria (e.g., Monthly Full). O e
. . (® Retain for 365 || Days
Click the Grace Days drop-down list and select the number of days (e.g., 2). 1
Extended Retention Rules for Full Backups
5. Repeat Step 4 to configure additional extended retention. @ @ G vty (RN | s L
For  [ifinite] 503 ays TotelKeep Moty Ful | Grace Days -
6. Click OK. PFor Clinfinte) | 365\ DaysTotelkeep [vearyFul | Grace Days -
[ Select the jobs From previous tier
For wieekly Full Rule the Week starts on: | Friday -
For Monthly Full Rule the Month starts on: | 1 -
For al rules keep the:
() First full backup of time period
(5) Last Full backup of time period

ADVANCED TOPICS

Data Aging - Advanced
Provides comprehensive information on additional Data Aging capabilities.
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Disaster Recovery - Active Directory

TABLE OF CONTENTS

Planning for a Disaster Recovery

Creating a Checklist
What Gets Restored

What Does Not Get Restored

Full System Restore of a Domain Controller on Windows Server 2003
Replicating Active Directory Data to all the Domain Controllers in a Domain

Full System Restore of a Domain Controller on Windows Server 2008
Replicating Active Directory Data to all the Domain Controllers in a Domain

PLANNING FOR A DISASTER RECOVERY

The Active Directory can be fully restored only through a full restore of the Windows File System iDataAgent.

Before you begin a disaster recovery, make sure to do the following:

o Perform regular backups of the Windows file system or schedule the backups to run at regular intervals.

e On any Windows operating system, perform a restore to the same platform that you used for performing the backup. For example, you cannot do a full
system restore on an x64 platform if you are using a 32-bit iDataAgent for backup.

CREATING A CHECKLIST

If the operating system of your client is corrupted, you need to re-build the operating system.

During the rebuild you will be prompted for the following system information. Since the computer will be down during the operating system rebuild, you may
not be able to access necessary information about the system. It is important to record such information before a disaster occurs.

SYSTEM INFORMATION

HOW TO GET IT

Windows Operating System

Use Windows installation discs, CD, required service packs (SPs) and Hot fixes to install the Windows Operating System.

Windows File System
iDataAgent

Use Windows File System iDataAgent installation disc to install the Windows File System iDataAgent.

Drives

Use the Disk Management utility to record the volumes and sizes of the hard drives in the system, which are needed to
recreate the disk configuration in case of hard drive failure. Hard drives must be configured before restoring System State or
file system data.

Computer name

Use the same computer name and avoid changing other configuration settings.

Network Interface Card
configuration and settings

1. Click Start | Programs | Accessories | System Information.
2. In the System Information dialog box, click Components | Network |Adapter.

3. Note down the Network Adapter and Drivers information.

TCP/IP Settings

On the command prompt give following commands:
e hostname - Note down the fully qualified network name

e ipconfig - Note down the IP address, Subnet mask, TCP/IP domain name for the network, IP address of the domain name
server (DNS) settings.

Video settings

Note down the video settings if the resolution and color depth are important.

Domain information

Note down the domain in which this computer resides.

Domain password

Note down this information if you are restoring a domain controller.

Local admin password

Note down this information to log on to the computer once it is restored.

WHAT GETS RESTORED

You can restore any one or all of the following components during full system restore:

e File System

e System State

e Office Communications Server

WHAT DOES NOT GET RESTORED

By default, the Calypso files and registry entries are excluded from the restore. After the full system restore, when you install Calypso, all the latest patches will

be available.

If the backup contains all the latest patches, create the nDisableGalaxyMerge registry key and set the value to 1 to restore the registry entries for Calypso.
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FULL SYSTEM RESTORE OF A DOMAIN CONTROLLER ON WINDOWS SERVER 2003

10.

11.
12.
13.
14.

15.

16.

17.

18.
19.

20.

21.

Rebuild the system hardware if necessary.

Configure hardware devices such as disk arrays and ensure connectivity to all drives.

Using the instructions provided with the software, install Windows operating system and include any previously installed Service Packs and Hot Fixes.
Do not install IIS Services. These services will be restored automatically during the restore.

Do not include the server in the domain. Keep it in the workgroup.

Format and partition the hard drives to match their previous configurations.

When recreating partitions, you can Browse the backup data to determine the previous size of the partitions. When you browse the
backup set, each drive letter will have its size noted in the Browse window.

If the client was installed with a fully qualified domain name, perform the following tasks, otherwise, skip to the next step.
O Change the Computer name to the fully qualified domain name to avoid a naming resolution conflict when the client is restored.

O Add the IP address and the fully qualified domain name and a short name of the Client, MediaAgent and CommServe to the host file of the client in the
following format:

<ip address> <fully qualified domain name> <short name>

Until the DNS server is restored, there is no domain name resolution and the client will be unable to communicate with the CommServe and MediaAgent
computers unless this information is added to the host file.

Similarly, add the CommServe, MediaAgent and Client names and their IP addresses to the Host file of the MediaAgent, and CommServe when restoring
a Domain Name Server.

Enable and configure TCP/IP support.
Configure the Network Interface Card(s).

Ensure that the Network Interface Card used is the first card listed in the network binding order when restoring a client with multiple Network Interface
Cards.

Run the following command to verify network communications between the client computer and the CommServe:

ping <CommServe name>

Run the following command to verify network communications between the client computer and the MediaAgent:

pPing <MediaAgent name>

Install the Windows File System iDataAgent all applicable updates on the default install partition of the client computer.

Restart the computer in Directory Services mode after installing Windows File System iDataAgent.

rollr B startrek x
@ Clenk Conputers > B startrek >

Open the CommCell Console.

From the CommcCell Browser, right-click the <Client> and select Properties.
Click the Activity Control tab.

Clear the Enable Data Management check box. This will disable backup jobs for the
client and any scheduled backup jobs for the client will not start during the full
system restore.

Click OK.

s

From the CommCell Browser, navigate to Client Computers| <Client> | File
System.

Right-click the <Backupset> that contains the system state data and all the drives 8=
and then click Browse Backup Data.

Select the required options from the Browse Options dialog box and click OK.

Select the <BackupSet> box from the Client Browse tab which contains system
state data and all the drives.

Click Recover All Selected.
Select one of the following from the Restore option for SYSVOL list:

O Primary - Select this option when you are restoring for a standalone domain
controller or the first domain controller restored in the network
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O Non-Authoritative - Select this option to restore the domain controller without
replicating any changes to the other domain controllers on the network

O Authoritative - Select this option to restore the domain controller and also
replicate any changes to the other domain controllers on the network. You must
run the ntdsutil to replicate the changes to the other domain controllers.

If the hardware of the destination computer is drastically different than the hardware
of the source computer, do not select Unconditional Overwrite option.

Select the other required options and click OK.

22. Click Compare to view the Service Pack information of source and destination
computer.

23. Note down the service packs that are not installed on the destination computer and
click Close.

The Include Hotfix check box will be available for the source computer if you have
chosen the Include Hotfix Information option during the backup.

24. Click No if the source computer and the destination computer has different service
packs. Install the required service packs and hot fixes on the destination computer.
Click Yes if all the service packs on the source and destination computer are same.
The full system restore starts.

25. Click OK to restart the computer.

26. Re-install any agents that were previously installed on the restored client computer.

27. Enable the backup jobs for the client by selecting the Enable Data Management

check box from the Activity Control tab of the Client Properties dialog box.
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REPLICATING ACTIVE DIRECTORY DATA TO ALL THE DOMAIN CONTROLLERS IN A DOMAIN

The system performs a non-authoritative restore of the Active Directory by default, ensuring that any Active Directory data that has changed since the last
backup is not replicated to other domain controllers. However, you can force an authoritative restore of the Active Directory and replicate all the restored data

to all the remaining domain controllers in the domain by running the ntdsutil.

It is recommended that you review all Microsoft instructions and methods before replicating the data to all domain controllers.

Follow the steps given below to run the ntdsutil :

1. Perform the Authoritative full system restore of a domain controller.
2. Restart the computer in the Directory Services mode.

3. From the Command Prompt, type ntdsutil.

4. Atthe ntdsutil prompt, type Authoritative Restore.

5. At the Authoritative Restore prompt, type Restore Database.

6. Click Yes to confirm this operation.

7. Type quit to exit the Authoritative Restore prompt.

8. Type exit to end the ntdsutil session.

9. Type exit to exit the command prompt.

10. Restart the computer in normal mode and wait for replication to complete.

If you are performing an Authoritative restore of the SYSVOL without performing the full system restore, you must run the ntdsutil. When you run this utility,

the policies and scripts will be accessible from Active Directory Users and Computers.
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FULL SYSTEM RESTORE OF A DOMAIN CONTROLLER ON WINDOWS SERVER 2008

10.

11.
12.
13.
14.

15.

16.

17.

18.
19.

20.

21.

Rebuild the system hardware if necessary.

Configure hardware devices such as disk arrays and ensure connectivity to all drives.

Using the instructions provided with the software, install Windows operating system and include any previously installed Service Packs and Hot Fixes.
Do not install IIS Services. These services will be restored automatically during the restore.

Do not include the server in the domain. Keep it in the workgroup.

Format and partition the hard drives to match their previous configurations.

When recreating partitions, you can Browse the backup data to determine the previous size of the partitions. When you browse the
backup set, each drive letter will have its size noted in the Browse window.

If the client was installed with a fully qualified domain name, perform the following tasks, otherwise, skip to the next step.
O Change the Computer name to the fully qualified domain name to avoid a naming resolution conflict when the client is restored.

O Add the IP address and the fully qualified domain name and a short name of the Client, MediaAgent and CommServe to the host file of the client in the
following format:

<ip address> <fully qualified domain name> <short name>

Until the DNS server is restored, there is no domain name resolution and the client will be unable to communicate with the CommServe and MediaAgent
computers unless this information is added to the host file.

Similarly, add the CommServe, MediaAgent and Client names and their IP addresses to the Host file of the MediaAgent, and CommServe when restoring
a Domain Name Server.

Enable and configure TCP/IP support.
Configure the Network Interface Card(s).

Ensure that the Network Interface Card used is the first card listed in the network binding order when restoring a client with multiple Network Interface
Cards.

Run the following command to verify network communications between the client computer and the CommServe:

ping <CommServe name>

Run the following command to verify network communications between the client computer and the MediaAgent:

pPing <MediaAgent name>

Install the Windows File System iDataAgent all applicable updates on the default install partition of the client computer.

Restart the computer in Directory Services mode after installing Windows File System iDataAgent.

rollr B startrek x
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Open the CommCell Console.

From the CommcCell Browser, right-click the <Client> and select Properties.
Click the Activity Control tab.

Clear the Enable Data Management check box. This will disable backup jobs for the
client and any scheduled backup jobs for the client will not start during the full
system restore.

Click OK.

s

From the CommCell Browser, navigate to Client Computers| <Client> | File
System.

Right-click the <Backupset> that contains the system state data and all the drives 8=
and then click Browse Backup Data.

Select the required options from the Browse Options dialog box and click OK.

Select the <BackupSet> box from the Client Browse tab which contains system
state data and all the drives.

Click Recover All Selected.
Select one of the following from the Restore option for SYSVOL list:

O Primary - Select this option when you are restoring for a standalone domain
controller or the first domain controller restored in the network.
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22,

23.

24,

25.
26.
27.

O Non-Authoritative - Select this option to restore the domain controller without
replicating any changes to the other domain controllers on the network.

O Authoritative - Select this option to restore the domain controller and also
replicate any changes to the other domain controllers on the network. You must
run the ntdsutil to replicate the changes to the other domain controllers.

If the hardware of the destination computer is drastically different than the hardware
of the source computer, do not select Unconditional Overwrite option.

Select the other required options and click OK.

Restore Options for All Selected ltems
General | performance Test Options | Job Initiation

(O Restare ACLs Only () Restore Data Only.

(%) Restare Both Data and ACLs
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Overwrite Files
(%) Overwrite if file on media is newer
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Note down the service packs that are not installed on the destination computer and
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aurce. Print | Save ta File
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click Close.

The Include Hotfix check box will be available for the source computer if you have
chosen the Include Hotfix Information option during the backup.

Click No if the source computer and the destination computer has different service
packs. Install the required service packs and hot fixes on the destination computer.

Click Yes if all the service packs on the source and destination computer are same.
The full system restore starts.

Click OK to restart the computer.
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E20794013-SecLrity Update(2008R2_YH_ANK)
B:2124261-SecLrity Update(2005R2_YH_ANN)
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B:2183461-SecLrity Update(2005RZ_YH_ANN)
KB2207559-5ecurity Update(2008R2_VM_ANN)
KB:2207566-Security Lpdate(2008R2_VM_ANK)
) B:2249857-Lipdate{2005R2_H_ANK)
2271 195-Sec ity Lipdats(2008R2_VM_ANN)
B:2272691-Lipdate{200ER2_UM_ANN)
KB2286198-Security Update(2008R2_YM_ANN)
E229601 1-SecLrity Update(2008R2_YH_ANN)
R e o)

4

indowss Server 2008 R2 EnterprissMajor. 6, Minor. i 1~

Re-install any agents that were previously installed on the restored client computer.

Close

Enable the backup jobs for the client by selecting the Enable Data Management
check box from the Activity Control tab of the Client Properties dialog box.

REPLICATING ACTIVE DIRECTORY DATA TO ALL THE DOMAIN CONTROLLERS IN A DOMAIN

The system performs a non-authoritative restore of the Active Directory by default, ensuring that any Active Directory data that has changed since the last
backup is not replicated to other domain controllers. However, you can force an authoritative restore of the Active Directory and replicate all the restored data
to all the remaining domain controllers in the domain by running the ntdsutil.

It is recommended that you review all Microsoft instructions and methods before replicating the data to all domain controllers.

Follow the steps given below to run the ntdsutil :

1.

2.

Perform the Authoritative full system restore of a domain controller.

Restart the computer in the Directory Services mode.

From the Command Prompt, type ntdsutil.

At the ntdsutil prompt, type Activate instance NTDS.

At the ntdsutil prompt, type Authoritative Restore.

At the Authoritative Restore prompt, type Restore Subtree DistinguishedName.
where DistinguishedName is the name of the subtree that is to be marked authoritative.
For example: Restore subtree: DC=DomainName,DC=COM Will restore domainname.com.

Click Yes to continue.

The restore process will complete and a message confirming the creation of one text and 2 LDAP Data Interchange Format (LDIF) files will be displayed.

Restart the computer in normal mode and allow time for replication to complete.

To run an LDIF file to recover back-links, type the following command at the command prompt.
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ldifde -i -k -f FileName (Where the FileName is the name of the LDIF file)

10. Repeat step 5 and 6 for each additional domain.
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Additional Operations - Active Directory iDataAgent

TABLE OF CONTENTS
Audit Trail
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Global Filters

License Administration
Online Help Links
Operating System and Application Upgrades
Operation Window
Schedule Policy

Storage Policy

Subclient Policy
Uninstalling Components

Advanced Topics

AUDIT TRAIL

The Audit Trail feature allows you to track the operations of users who have access to the CommcCell. This capability is useful if a detrimental operation was
performed in the CommCell and the source of that operation needs to be determined.

Audit Trail tracks operations according to four severity levels:

e Critical: This level records operations that will result in imminent loss of data.

e High: This level records operations that may result in loss of data.

e Medium: This level records changes to the general configuration of one or more entities. Such changes may produce unintended results when operations
are performed.

e Low: This level records changes to status, addition of entities, and other operations that have minimal impact on existing CommCell functions.
To set Audit Trail retention periods:

1. From the Tools menu in the CommCell Console, click Control Panel, and then select Audit Trail.

2. From the Audit Trail dialog box, select the desired retention time (in days) for each severity level.

3. Click OK.

AUXILIARY COPY

An auxiliary copy operation allows you to create secondary copies of data associated with data protection operations, independent of the original copy.
1. Expand the Policies node, right-click storage policy for which you want to perform an auxiliary copy, click All Tasks, and then click Run Auxiliary Copy.
2. If you are starting the auxiliary copy operation from the CommServe level, select the storage policy for which you wish to perform the auxiliary copy.

If you are starting the auxiliary copy operation from the Storage Policy level, the Storage Policy field is already
populated with the name of the Storage Policy you selected.

3. If the source copy is configured with a shared library, select the Source MediaAgent for the auxiliary copy.

4. Click OK to start the auxiliary copy operation. A progress bar displays the progress of the operation.

GLOBAL FILTERS

Global Filters are exclusions that filter data from backups across all Agents in a CommCell that support the feature. Global Filters serve as a template for files,
folders, and entities that should always be excluded from all (or most) backups in a CommcCell, such as temporary data a computer does not retain or data that
is recoverable by means other than a restore. This saves space on media and enhances backup performance.

By default, filters configured for a particular subclient override any Global Filters configured for the CommCell. You can, however, configure subclients to include
global filters along with any filters already configured for the subclient.

CONFIGURE GLOBAL FILTERS

1. From the CommCell Browser, right-click the CommServe, click Control Panel, and then click Global Filters.
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2. Select Use Global Filters on All Subclients.

3. Click Browse to locate the files or folders to be excluded from backups and click OK.

4. Click OK to save your changes.

EENABLE/DISABLE GLOBAL FILTERS FOR A SUBCLIENT
1. From the CommCell Browser, right-click the subclient for which you want to enable Global Filters and click Properties.
2. Click the Filters tab.

3. Select one of the following values from the Include Global Filters list:
O ON to enable Global Filters for this subclient.

O OFF to disable Global Filters for this subclient.

4. Click OK.

LICENSE ADMINISTRATION

'REQUIRED LICENSES

The Active Directory iDataAgent requires the iDataAgent for Active Directory license.

‘CONVERTING EVALUATION LICENSES TO PERMANENT LICENSES

If you installed the software using an Evaluation License, you can upgrade to a Permanent License as follows:
1. From the CommCell Browser, right-click the CommServe icon, click Control Panel, and then click License Administration.
2. Select the Update License tab and then click Convert.
3. Check the box that corresponds to the evaluation license you would like to upgrade and then click Convert.

The license information is updated in the License Administration window.

USING CAPACITY-BASED LICENSING
License Usage by Capacity is a licensing mechanism that allows you to obtain licenses based on the amount of data you back up. It provides the following

features:
e Flexibility of usage on all agents, rather than being tied to number of server, agents, etc.
e Allows you to purchase licenses based on your data protection needs

Both Core and Enterprise license types are available. Refer to License Usage by Capacity for comprehensive information on utilizing this method.

'RELEASING A LICENSE

If you no longer require a license on a computer, such as cases where the computer is being retired, you can release the license and use it later for another
computer. Backup data from the retired computer can still be restored after the license is released provided the data is not aged.

1. From the CommCell Browser, right-click the name of the client from which you want to release a license, click All Tasks, and then click Release License

for Client.
2. Click OK to continue releasing the license

3. Click Yes to confirm you want to release the license or No to abort.

ONLINE HELP LINKS

Use the following links to view the online help for the corresponding tabs in the CommCell Console:

OPERATIONS ENTITY ONLINE HELP LINKS SUB LINKS
Agent Active Directory Properties (General) Change Account

CONFIGURATION
Active Directory Properties (Version)

Active Directory Properties (Index)
Active Directory Properties (Security)

Active Directory Properties (Activity Control)
Subclient Active Directory Subclient Properties (General)

Active Directory Subclient Properties (Content)
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Active Directory Subclient Properties (Pre/Post Process)
Active Directory Subclient Properties (Security)
Active Directory Subclient Properties (Storage Device)

Active Directory Subclient Properties (Activity Control)
BackupSet Active Directory BackupSet (General)

Active Directory BackupSet (Security)

Backup Options Active Directory Backup Options Save As Script
BACKUP

Advgnced Backup Active Directory Advanced Backup Options (Data)
Options Active Directory Advanced Backup Options (Startup)
Active Directory Advanced Backup Options (Job Retry)
Active Directory Advanced Backup Options (Media)

Active Directory Advanced Backup Options (Data Path)
Active Directory Advanced Backup Options (VaultTracking)

Active Directory Advanced Backup Options (Alert)
Restore Options Active Directory Restore Options (General) Save As Script

RESTORE
Active Directory Restore Options (Job Initiation)

Advanced Restore Active Directory Advanced Restore Options (General)
Options

Active Directory Advanced Restore Options (Startup)

Active Directory Advanced Restore Options (Copy Precedence)
Active Directory Advanced Restore Options (Data Path)

Active Directory Advanced Restore Options (Browse Options)

Active Directory Advanced Restore Options (Alert)
Operation Window Operation Window Active Directory Operation Window Operation Rule Details

OPERATING SYSTEM AND APPLICATION UPGRADES

Operating system upgrades are only supported when upgrading from one version of an OS to a different version of the same OS (e.g., Win2003 to Win2008).
The two methods of upgrading are:

e Seamless Upgrade - This involves uninstalling the Agent software, upgrading the operating system, and then re-installing the Agent software.

e Full OS Replacement - This involves performing a clean install of a new version of the OS, re-installing any application software, then re-installing the
CommServe, MediaAgent, and/or Agent software.

For Full OS Replacement, the client computer must be configured to have the CommServe, MediaAgent, and/or Client software re-installed to the same
location, the same Fully Qualified Domain Name or short domain name, the same partitions, disk drive format (FAT, NTFS, et. al.), and IP configuration as
previously.

If it is necessary to remove Agent software to facilitate an operating system or application upgrade, do not delete the icon for the Agent from the
CommCell Console, or all associated backed up data will be lost.

Use the following strategy to upgrade the operating system software:

e Identify the computers you want to upgrade and the CommcCell components installed on each of these computers.
o Choose the type of upgrade procedure you want to use on each computer: seamless or full replacement.

e CommServe, MediaAgent, and Client computers can be upgraded in any order.

OPERATION WINDOW

By default, all operations in the CommCell can run for 24 hours. To prevent certain operations from running during certain periods of the day, you can define
operation rules so that these operations are disabled during those times.

When operation rules are configured, operations that are started within the time window specified will go to a queued (as opposed to pending) state. Once the
time window specified in the operation rule has elapsed, these queued or running operations will resume automatically.
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4.

In the CommcCell Browser, right-click the appropriate entity, click All Tasks, and then click Operation Window.

Click Add.

From the Operation Window dialog box:

O Enter the name of the rule in the Name field.

O Select either an administration, data protection (either full or non-full), and/or a data recovery operation from the Operations pane.

Click OK.

SCHEDULE PoLICY

An agent specific data protection schedule policy can be used as a scheduling template for data protection operations for Backup iDataAgents in a CommCell.

This type of data protection policy is useful when there are many clients or subclients within the CommCell that require same schedules for specific data
protection operations. Additionally this policy provides the ability to granularly define advanced data protection options specific to the Backup iDataAgents.

Use the steps given below to create a data protection schedule policy:

H>wonN

W ® N U’

13.
14.

15.

From the CommCell Browser, navigate to Policies.
Right-click Schedule Policies and click Add.
Type a name for the schedule policy in the Name field.

From the Agent Type list, expand Files | Protected Files and select the specific
agent.

Type an appropriate description in the Description field.
Click the Add button.

Type a name in the Schedule Name box.

Select the appropriate scheduling options.

Type the Start Time to start the schedule.

Click the Backup Options tab and click Incremental.

Optionally, click the Advanced button to define advanced backup options for the
agents.

Click Ok.

Click the Associations tab.

Click and select the Client Computers that you wish to associate with the schedule

policy.

Note that you can associate the schedule policy from the client, backup set and
subclient level as well.

Click Ok.

itore

EBackup process for

General | pssoci

Nams

Type

Agent Type

Description

Tasks

Schedule Ma

[d all agents

Z-[] Database

L1+

¥ ALY File System

il Content Indexing agent
§ Content Store

il oPm

-] DBz

-[] Exchange D&
[ GroupWise DB
- InFarmix

(- [] Lotus Kotes DB
-] Lotus Nokes DB {Transaction Log Subclients)
B[ MysaL

#-[] oracle

#-[] PostgresqL
-] 5P For Cracle
O saL Server
O sybase

[ Documentum
[ Exchange Mail
[ Files

FreeBSD

HP-U¥, File System

Image Level

Image Level On Unix

Image Level ProxyHost

Image Level ProxyHost on Unix
Linux File System

MAC FileSystem

§ HAS HDMP

§ Hetiware File System

¥ Hovell Directary Services
i Cbiject store

¥ CES File System on Linux
i Cther External Agent

¥ ProxyHost on Unix

§ SGI FileSystem

¥ Solaris 4bit File Systsm
¥ Solaris Fils System

Unizz Truée 6e-bit File System
virtual Server

Windows 2000 File Syskem
Windows 2003 32-bit File System
Windows 2003 &4-bit File System
Windows File System

Windows %P 64-bit File System
Workstation Baclup

[ Lotus Notes
[ Domino Mailbox Archiver
[ Lotus Notes Document

= sharePaint

[ Archived Documents

- [] Protected Documents
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New Schedule Policy

General Associations | Alert I

lient Cormputer Groups
a Client Computers

B ks

Select Al | Clear Al |

OF I Cancel | B’SaveAsScript | Help |

STORAGE PoOLICY

A Storage policy defines the data lifecycle management rules for protected data. Storage policies map data from its original location to a physical storage media
and determine its retention period.

1. Expand the Policies node, right-click Storage Policies, and select New Storage Policy.
2. Click Next.

3. Select Data Protection and Archiving to create a regular storage policy or CommServe Disaster Recovery Backup to backup the CommServe
database and click Next.

4. Click Next.

5. Enter the name of storage policy and click Next.

6. Enter the name of the primary copy and click Next.

7. From the drop down box, select the default library for the primary copy and click Next.

8. From the drop down box, select the MediaAgent and click Next.

9. Enter number of data streams and set the retention period for the policy and click Next.
10. Click Next.
11. Click Browse, browse to your designated deduplication store location and click Next.

12. Confirm your selections and click Finish.

SUBCLIENT PoLICY

Subclient policies allow you to configure multiple subclients within a CommCell from a centralized template. This alleviates the need to manually configure each
subclient that shares a similar configuration.

1. Expand the Policies node, right-click Subclient Policies and click New Subclient Policy.
2. Enter policy name in the Name entry field, then select the appropriate file system type from the iDataAgent drop-down list.
3. In the Subclient pane, assign a storage policy for each subclient template by clicking in the drop down box under the Storage Policy column.

4. Click OK.

UNINSTALLING COMPONENTS

You can uninstall the components using one of the following method:

Method 1: Uninstall Components Using the CommCell Console

Method 2: Uninstall Components from Add or Remove Programs
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‘METHOD 1: UNINSTALL COMPONENTS USING THE COMMCELL CONSOLE

1. From the CommCell Browser, right-click the desired Client Computer and click All Tasks -> Add/Remove Programs and click Uninstall Software.
2. Uninstall Software Options dialog will appear.

3. In the Uninstall Software tab, select Uninstall All to uninstall all the software packages.

4. In the Job Initiation tab, select Immediate to run the job immediately.

You can track the progress of the job from the Job Controller or Event Viewer.

§METHOD 2: UNINSTALL COMPONENTS FROM ADD OR REMOVE PROGRAMS
1. Click the Start button on the Windows task bar and then click Control Panel.
2. Double-click Add/Remove Programs.
For Windows Vista/Windows 2008, click Uninstall a Program in the Control Panel.
3. Click Remove to uninstall the components in the following sequence:
1. <Agent>
2. File System iDataAgent

3. Base Software

ADVANCED TOPICS

Provides comprehensive information about additional capabilities for the following features:
Audit Trail

Auxiliary Copy

Global Filters

License Administration

License Usage by Capacity

Operation Window

Schedule Policy

Storage Policies

Subclient Policies

Uninstalling Components

Provides comprehensive information about additional capabilities for the following features:

Back to Top
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Offline Database Restore

System State Method Replication Method SnapProtect Method FAQs Next »

The Active Directory offline mining enables you to browse and recover directory server database objects and their attributes from an offline copy of the
directory databases. This feature is useful when you want to restore specific objects or attributes from a live active directory database without restoring the
entire database. You can browse multiple versions of the database to compare values of attributes and then recover the required version of the attribute.

The system state method of creating an offline copy of the directory server database consists of following steps:
1. Ensure that the source and destination computer satisfy the prerequisites.
2. Create an Offline Copy.

3. Mine and Restore the required attributes and objects from the offline batabase to the live active directory (source) database.

PREREQUISITES

Before creating the offline copy, ensure that the source and destination clients satisfy the following requirements:

SOURCE COMPUTER DESTINATION COMPUTER

Ensure that the computer has one of the following Windows operating systems:|Ensure that the Microsoft Windows Server 2008 and Active Directory
. . iDataAgent are installed on the destination computer.
e Microsoft Windows Server 2003

e Microsoft Windows Server 2008 Do not run the adLdapTool.exe utility on the destination computer.

Do not turn off the LDS role on the destination computer.

LICENSE REQUIREMENTS

The Active Directory Offline Mining feature requires the Offline Mining Enabler for Active Directory license. See License Administration for more
information.

CREATING AN OFFLINE COPY OF THE DATABASE

You can use the Windows File System iDataAgent to backup the system state on the Active Directory Server. The system state data includes the active
directory component. You can use this component to create an offline copy of the directory server database. Follow the steps given below to create an offline
copy on the destination computer.

CONFIGURING SYSTEM STATE BACKUP

By default, system state data is backed up along with file system data by the default subclient. You can also create a separate subclient to back up the system
state. Within any backup set, however, only one subclient can back up the system state. Follow the steps given below to configure a subclient for system state

backup:
1 . . . . & CommCel Browser 1 " defaultBackupSet >
. e From the CommcCell Console, navigate to Client Computers | <Client> | File & spervay > ) ClentComputers > (B subway > B e System > (f defe
System | defaultBackupset. Subcient o
T default
e Right-click default subclient and select Properties.
- dwiviined Backup History
- Schedules
Operation Window

2. e Click the Content tab.

o Clear the Backup System State check box.

e Click OK.
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e From the CommcCell Console, navigate to Client Computers | <Client> | File

System.

e Right-click the defaultBackupset and then click All Tasks | New Subclient.

e Enter the name of the new subclient
e Select Use VSS for System State check box.

e Click the Storage Device tab.

e In the Storage Policy box, select a Storage Policy name.

e Click OK.

Subclient Properties of default &|
Activi
General | Content | Filters Pre{Post Process Security Storage Device

Conkents of subclient:

1

Add Paths

[ o H Cancel ][ Help ]

1 CommCell Browser B " defaultBackupSet x

i@ sunerway

%

= iClert Computers
e gtartrek

& superway > QY Client Computers > B startrek > DA

1 Subclient Name:

P 5 defauk
[+-4DA Active Directory = test1
s 3
- defautEadanEen
B superway Al Tasks ) 5 0 Backup &l Subclisnts
7 Security View »

2P Storage Resources Browse Backup Data

‘ Palicies Properties e
3l Reports

[#-{_f Content Director Restore

3 warkdlows Restore by Jobs

Operation Window

(Mew subclienty 6

Subclient Properties of

ice Activity Control
Generd | Content Filters Pre/Post Process Security
Clignt Name: doclocalvm
iDatadgent: File System
Backup Set: defaultBackupget

Subclient name:

Humber of Data Readers:

[] Allaw multiple data readers within a drive or mount point.

[Juse ¥ss

[[]Use ¥55 For System State

Description

oK ][ Cancel ][ Help
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Subclient Properties of default El
Actiwity Control Open Files Fa
Gereral | Content | Filkers Pre/Post Process Security | Storage Device

Data Storage Policy | Data Transfer Option || Deduplication

torage Pol

Data Paths

Create Storage Policy

[[ox ][ concel | [ e |

5. e Click the Content tab. Subclient Properties of E\
e Select the Backup System State check box. Activl
) General ‘ Content | Filters PrefPost Process Security Storage Device
e Click OK.

Contents of subclient:*

This new subclient will be used to backup the system state.

*subclient content in italics uses regular expressions

ok | [ concel | [ Heb
PERFORMING THE SYSTEM STATE BACKUP
Follow the steps given below to backup the system state data:
2 Conmeel Browser 2 " defaultBackupset x

6. e From the CommCell Browser, navigate to Client Computers | <Client> | File B @, superuey > B ClentConputers > B statek. > IR il system > o defker

System | defaultBackupSet. B* St Nare ‘

e Right-click the subclient that you have configured to backup the system state and :5':““
click Backup. g R ) 4 e

List Media

Find

Backp History
Schedues

& vakons
Delete

Operation Window

Properties

7. e Click Full as backup type and then click Immediate. Backup Options for Subclient: default X
e Click OK. Backup Optiors |
Select Backup Type Job Initistion

You can track the progress of the job from the Job Controller window of the
CommCell console.

1 =

Run ths job now

Q Incrementsl
() Differential O Schedule

() Synthetic Ful Configure:

Fun Incremental Backup
Befors Syrthetic Ful

After Syrthetic Ful

3 ([8%ox |} concel | [ advanced | [ @ save pssarpt | [ Hep |

RESTORING THE ACTIVE DIRECTORY COMPONENT

Follow the steps given below to create an offline copy of the directory server database on the destination computer:
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e From the CommCell Browser, navigate to Client Computers| <Client> | File
System | defaultBackupSet

e Right-click the default subclient and then click Browse Backup Data.

9. Click OK.

10. e Expand the defaultBackupSet and navigate to System State | Components
e Select Active Directory component.
e Click Recover All Selected.

11.

e Select the Destination client.

Ensure that the source client and the destination client are in the same CommCell
and the destination computer has the Windows 2008 and Active Directory
iDataAgent installed on it.

e Clear the Restore to same folder check box.

e Click Browse and select a folder on the destination client where you want to store
the offline copy of the database.

e Click OK.
e Click OK to start the restore.

You can monitor the progress of the restore job in the Job Controller window of the
CommCell Console.

MINING AND RESTORING FROM THE OFFLINE DATABASE

You can browse the offline copy of directory server database on the destination computer and then restore the required attributes and objects to the source

computer (live active directory server).

12. e From the CommCell Browser, navigate to Client Computers| <Destination
Client>.
e Right-click Active Directory and select Properties.
e Select the Enable Offline Mining check box.
e Click OK.
13.

e From the CommCell Browser, navigate to Client Computers| <Destination

& CommCell Browser L 5 defaultBackupSet x
& sy 8 sperway > 3 Cient Computers > B subway > 08 e System > |
68
B2 Subclient Name
H — - default
e E p—
e | 3
B2 superway’ Disk Performance Test
B s reoes
) Policies List Media
1ol Reports Find
Content Director
5 Warkions Backup History
Schedules
Operation Window
Properties
Browse Options &‘
& Brawse the iatd
) Specify Browse Time
\ L= I
Client Computer:
Use Mediadgent ‘ <ANY MEDIAAGENT> v
[[] show Deleted Items
pageses:| 10004
[ oK ] [ Cancel ] [ Advanced ] [ List Media ] [ Help

= sy S Chent: dasavae_ScomH (.
By it et Sctt(Lates D)

a-

03 et oveczzy Appicanon vade
00 com Darsbase:

Orns

O ety

O svsvd

G s )Y atetamises ] [amerven-. )

Acsonl ORsstreaory @ Restors bth Dta nd s

Clncsnsand oxesats oy e s 20t

Flow

+ Otnesntbend Ovenrts

[t o g i

[Cpem——

Rt ptanfer SI0L [ Nen- atortae V)

i
ol

& Conncel rowser 2 M e =
& B hotub ] =
o Bt o2 Gorera v ndex | Sscarty | Actimy Corl
i
(B p———
B o0y iDatargent: Active Directory.
gy pfy
() Enable Offine Mining

Desaption

> (=) N

Page 72 of 85



User Guide - Active Directory iDataAgent

14.

15.

16.

17.

Client> | Active Directory.
e Right-click the defaultBackupSet and then click Browse Backup Data.

e Select the Browse/Restore Directory server data from Database
(ntds.dit/admntds.dit) file check box.

e Click Browse and navigate to the folder on the destination client where you have
restored the Active Directory components.

e Select the ntds.dit file and click OK.
e Click OK.

Click Yes to continue.

e Select the required objects and attributes from the offline database.
e Click Recover All Selected.

e Select the client where you want to restore the selected objects and attributes
from the Destination client list.

e Click Edit and enter the username and password for a user account on the
destination computer.

The user account must be the domain controller administrator account. Enter the
username in the following format:

<domain_name>\<domain_controller administrator user_ name>

e Click OK.
e Click OK to start the restore.

T R Py & defaultBackupSet x
= ez
6 et A @ scantones > §Y Clent Computers > (B s38-2kespt > BB Actve Drectory >
& ar3erondnone Subclert Name
idazt B default
B idazrm?

g: idadl-08cs-64
a1 2005 54
BREse-205D>
EE 2

B
) B8 File System CallTesks y 30 Badup Al subdlients
& Storage Devices ow »

ida3oumelustefs Properties Restore

B amumcustert o

B dasmeuster2

[ —
B trepidz2

New Subclient

Browse Options E|
(3 Browse the Latest Data

© Specify Browss Time

Client Computer:

Use Mediadgent | <ANY MEDIAAGENT > 5

[ Show Deleted Items

Pags Size: j

T

File Path: | | [Erowss |

[ oK ][ Cancel ][ Advanced ][ List Media ][ Help ]

Note 5]

§ ) Intiling the Diectory Server may take some time depending onthe size of the datshese. Do you wank £ contiue?

Note: It s recommended that: you do not shutdown the services ar rebaat the machine while the database is being maunted
asit may leave the database n a cortupted state and the database may have to be restored again,

Ves

& ottt S e ida30 240591 (Low
% ot o Ao (Lot ota)

D oswesun
0 ssonetcs

. 0 scrtsencees.
O o

=

Restore Options for All Selected Items

General | Job Intiation

Restore Job details:

Source DB

Cffling DB Fils Path: ‘C:\AG_AD\Active Directoryintds, dit

[

Destination Admin Accounk:

Restore Destination

Destination client

Destinstion [DAPPort: | 3]

£ ok | [ cancel | [ advanced | [ [@ save as script
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Offline Database Restore

System State Method Replication Method SnapProtect Method FAQs « Pravious | MNext »

The Replication Method provides the facility to mine directory database objects and attributes from replicated copies of the directory database. The Replication
Method utilizes the ContinuousDataReplicator to provide continuous replicated copies of the directory database to the destination computer. This method is
useful if you are already using ContinuousDataReplicator for data replication in your environment. This method consists of the following steps:

1. Ensure that the source and destination computer satisfy the prerequisites.
2. Create an Offline Copy.

3. Mine and Restore the required attributes and objects from the Offline Database to the live active directory (source) database.

PREREQUISITES

Before creating the offline copy, ensure that the source and destination clients satisfy the following requirements:

SOURCE COMPUTER DESTINATION COMPUTER

Ensure that the computer has one of the following Windows operating systems:|Ensure that the Microsoft Windows Server 2008 and Active Directory

o Microsoft Windows Server 2003 iDataAgent are installed on the destination computer.

e Microsoft Windows Server 2008 Do not run the adLdapTool.exe utility on the destination computer.

Ensure that the Volume Shadow Services (VSS) are installed on the source Do not turn off the LDS role on the destination computer.
computer.

LICENSE REQUIREMENTS

e The Offline Mining Enabler for Active Directory license.

e The ContinuousDataReplicator license. See License Administration for more information.

CREATING AN OFFLINE COPY OF THE DATABASE

Follow the steps given below to create a replicated copy of the directory database:

2 CommCell Browser % 2ob Controller x [ Continuous Data Replicato...
1. e From the CommcCell Console, navigate to Client Computers | <Source Client>. ot r c,g,‘em,w“m,,sﬂ ®
e Right-click ContinuousDataReplicator and select All Tasks | Add Replication e ok e eon s O e v ok e ]
N CT D W
Set. s

e Enter the Name of the replication set.

e From the Destination Host list, select the destination computer where you want
to replicate the offline copy of the database.

e Click OK.

User Name: Eat

Data Replcation Type
® Continuous Replication
O Disk Library Replication

If the source computer contains more than one ADAM Server instance, create
separate replication sets for each instance.

7
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18 50 o Vi e Syt i )
& storoge Devicss AddRephcation e From Polcy
3 idetmckstd's Properties Repication set Creaton Wizard
) dasomchsterl
& B datomchster2
o @ ntrepz rowse Destinaticn Voumes
& Bt enes Data Replcation ontor

Browse.

& B kapow
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2 . . . % CommCell Browser 2 Job Controller % ¥ ad_data x
' o From the CommcCell Console, navigate to Client Computers | <Source Client> | BT onene B <ot > R e Computers > B oo 5ot > L C
ContinuousDataReplicator. o Source P sems
. . . ) ; B idaz7um? CAWINDOWSINTDS
e Right-click the <Replication Set> and select All Tasks | Manage Pairs. R
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IJ midohio LEED
Bemilersa

3. e Click Add.
e Click Browse on the Add Replication Pair dialog box.
e Select the folder that contains the directory server database.
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Click OK.
Click Apply
Click Close.

From the CommCell Console, navigate to Client Computers | <Source Client> |
ContinuousDataReplicator | <Replication Set>.

Right-click the <Replication Pair> in the right pane and select Start.
Click Yes on the Confirmation dialog box.

All the data is replicated from the Source Path to the Destination Path.

Note down the Destination Path.

MINING AND RESTORING FROM THE OFFLINE DATABASE

You can browse the offline copy of directory server database on the destination computer and then restore the required attributes and objects to the source

(live active directory server) database.

5.

From the CommCell Browser, navigate to Client Computers| <Destination
Client>.

Right-click Active Directory and select Properties.
Select the Enable Offline Mining check box.
Click OK.

From the CommCell Console, navigate to Client Computers | <Source Client> |
Active Directory.

Right-click the <defaultBackupSet> and click All Tasks | Browse Backup
Data.

Select the Browse/Restore Directory server data from Database
(ntds.dt/admntds.dit) file check box.

Click Browse and navigate to the folder on the destination client where you have
replicated the data from the source computer. Refer to the Destination Path that
you noted down in step 4.

Select the ntds.dit file and click OK.
Click OK.

Click Yes to continue.
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§ ) Intiling the Diectory Server may take some time depending onthe size of the datshese. Do you wank £ contiue?

Note: It s recommended that: you do not shutdown the services ar rebaat the machine while the database is being maunted
asit may leave the database n a cortupted state and the database may have to be restored again,

° ) ) ) ) e
’ e Select the required objects and attributes from the offline database. e
e Click Recover All Selected. s
oot
et
o,
< "] e i
10. e Select the client where you want to restore the selected objects and attributes Restore Options for All Selected Items X
from the Destination client list. General | Job Intiation
e Click Edit and enter the username and password for a user account on the Restare Job details:

destination computer.

The user account must be the domian controller administrator account. Enter the
username in the following format:

<domain_name>\<domain_controller administrator user_ name>

Source DB

e Click OK.
e Click OK to start the restore.

Cffling DB Fils Path: ‘C:\AG_AD\Active Directoryintds, dit
Destrtion semincconts | ]

Restore Destination

Destination client

Destinstion [DAPPort: | 3]

L)

£ ok | [ concel | [ advanced | [ @ saveassernt | [ neb |

[« Previous | Mext » )
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Offline Database Restore

System State Method Replication Method SnapProtect Method FAQs « Pravious | MNext »

The Snapshot Method provides the facility to mine directory database objects and attributes using the SnapProtect backup. This method is useful if you are
already using the SnapProtect backup in your environment. Perform the following to restore the Active Directory data from the SnapProtect backup:

1. Ensure that the source and destination computer satisfy the prerequisites.
2. Create an Offline Copy.

3. Mine and Restore the required attributes and objects from the Offline Database to the live active directory (source) database.

PREREQUISITES

Before creating the offline copy, ensure that the source and destination clients satisfy the following requirements:

SOURCE COMPUTER DESTINATION COMPUTER

Ensure that the computer has one of the following Windows operating systems:|Ensure that the Microsoft Windows Server 2008 and Active Directory

. . iDataAgent are installed on the destination computer.
e Microsoft Windows Server 2003

e Microsoft Windows Server 2008 Do not run the adLdapTool.exe utility on the destination computer.

Do not turn off the LDS role on the destination computer.

LICENSE REQUIREMENTS

e The Offline Mining Enabler for Active Directory license.

CREATING AN OFFLINE COPY OF THE DATABASE

You can take a snapshot of the live active directory database and restore it to the destination computer to create the offline database

ICREATING A SNAPSHOT
Follow the steps given below to create database snapshots:

e Configure the Microsoft Windows File System iDataAgent <Client>. See Microsoft Windows File Configuration for more details.
e Configure the available arrays. See Storage Array Configuration for more details.

o Perform a SnapProtectW backup of the Windows File System iDataAgent. See Windows File System iDataAgent Backup for more information.

RESTORING THE SNAPSHOT

Once you have the database snapshot, you can select from either one of the methods to create offline copy of the database:

METHOD 1: MOUNT AND COPY FILES
METHOD 2: PERFORM OUT-OF-PLACE RESTORE

METHOD 1: MOUNT AND COPY FILES

From the CommCell Browser, right-click the entity that contains the snapshots.
Click All Tasks | List Snaps.

Right-click the snapshot that you wish to mount and click Mount.

Click Yes.

ok Ny

In the Mount Path dialog box, specify the destination client and the path on the
client in the Destination Client and Destination Path fields.

On a Windows platform, enter a CIFS Share Name for the Agent.

6. If you do not wish to save any changes made to the mounted snapshot after the
snapshot is unmounted, select Protect Snapshot during mount.

7. Click OK.

8. Click Close on the Snaps created during SnapProtect operation dialog box.

If you do not select Protect Snapshot during mount, the changes made to
snapshot when it is mounted will be retained after the snapshot is unmounted
and the snapshot can no longer be used for restore.
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METHOD 2. PERFORM OUT-OF-PLACE RESTORE

1.

4.

You can also use a different copy for performing the operation. For the copy that
you want to use, set the copy precedence as 1.

e Click OK.

e From the CommCell Browser, navigate to Client Computers | <Client> | File

System | defaulBackupSet.

e Right-click the default subclient and then click Browse Backup Data.

Click OK.

e Expand the defaultBackupSet and navigate to System State | Components
e Select Active Directory component.

e Click Recover All Selected.
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From the CommCell Console, navigate to Policies | Storage Policies.
Right-click the <storage policy> and click Properties.

Click the Copy Precedence tab.

By default, the snapshot copy is set to 1 and is used for the operation.
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e Select the Destination client.

Ensure that the source client and the destination client are in the same CommCell
and the destination client has the Active Directory iDataAgent installed on it.
e Clear the Restore to same folder check box.

e Click Browse and select a folder on the destination client where you want to store
the offline copy of the database.

e Click OK.
e Click OK to start the restore.

You can monitor the progress of the restore job in the Job Controller window of the
CommCell Console.

MINING AND RESTORING FROM THE OFFLINE DATABASE

© overmio s s oot

[t o g i

O et vt

[ recove Atssoces.. ]

Totreds e ) [ Rewarowe. ]

[ e

You can browse the offline copy of directory server database on the destination computer and then restore the required attributes and objects to the source

computer (live active directory server).

1.

e From the CommCell Browser, navigate to Client Computers| <Destination
Client>.

e Right-click Active Directory and select Properties.
e Select the Enable Offline Mining check box.
e Click OK.

e From the CommCell Console, navigate to Client Computers | <Source Client> |
Active Directory.

e Right-click the <defaultBackupSet> and click All Tasks | Browse Backup
Data.

e Select the Browse/Restore Directory server data from Database
(ntds.dt/admntds.dit) file check box.

e Click Browse and navigate to the folder on the destination client where you have
mounted the snapshot of the source computer. Refer to the Destination Path
that you entered in step 5.

e Select the ntds.dit file and click OK.
e Click OK.
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Browse Options E|
(3 Browse the Latest Data

© Specify Browss Time

Client Computer:

Use Mediadgent | <ANY MEDIAAGENT > 5

[[] Show Deleted Items
e :

&

File Path: |

[ Bromss |

[ oK ][ Cancel ][ Advanced ][ List Media ][ Help ]

4. Click Yes to continue. riote 5]
j) Initializing the Directory Server may take some time depending on the size of the database. Do you wank to continus?
Note: It is recommended that: you do not shutdown the services or reboot the machine while the database is being mounted
as it may leave the database in a corrupted state and the database may have to be restored again,
5 . . R . @ defoutiackipter xSy Clientsidad-2kdspl (Law, %
. e Select the required objects and attributes from the offline database. )
e Click Recover All Selected. : oo =
o
sttt
6. e Select the client where you want to restore the selected objects and attributes Restore Options for All Selected Items X
from the Destination client list. General | Job Intiation
e Click Edit and enter the username and password for a user account on the Restare Job details:
destination computer.
The user account must be the domian controller administrator account. Enter the
username in the following format:
<domain_name>\<domain_controller administrator user_ name>
e Click OK soureebe
Cffling DB Fils Path: ‘C:\AG_AD\Active Directoryintds, dit

e Click OK to start the restore.
Destination Admin Account: | |

Restore Destination

Destination client

Destinstion [DAPPort: | 3]
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Offline Database Restore - Frequently Asked Questions

System State Method Replication Method SnapProtect Method FAQs « Previous

CAN I PERFORM OFFLINE MINING FOR ADAM AND AD LDS DATABASES?

You can perform the offline mining for a ADAM or AD LDS database using the replication method or SnapProtect method. Before performing the offline mining,
perform the following:

® Run the adLdapTool.exe utility on the source computer separately for each ADAM/LDS instance.
e Each ADAM/LDS instance must include the domain administrator account as a local instance administrator.

If the ADAM/LDS Administrator credentials are different than the domain administrator credentials, then each ADAM/LDS instance must be configured to
include the domain administrator account as an administrator for the instance. This account must then be added to the ADAM/LDS database.

Objects and attributes can only be restored to an ADAM database if the original partition from which they were backed up exists. Data from partitions that have
been deleted cannot be restored.

Parent and child domains, as well as other domains within the same forest, share schema and configuration partitions. However, within a forest there is only
one domain controller that serves as the schema/configuration owner. Only this owner can make changes or write to a schema or configuration partition. Thus,
to restore any objects in schema or configuration partitions, the restore must be conducted by the domain controller serving as the schema or configuration
partition owner.

WHAT IS THE DEFAULT LOCATION OF THE DIRECTORY SERVER DATABASES?

By default, the directory server databases are always located in the following location on the source computer:
Active Directory Server Database:

<drive letter>:\WINDOWS\NTDS\ntds.dit

ADAM/LDS Directory Server Database:

<drive letter>:\Program Files\Microsoft ADAM\<instance name>\DATA\adamntds.dit

HOW MUCH TIME IS REQUIRED TO MOUNT THE DATABASE ON THE DESTINATION COMPUTER FOR OFFLINE
MINING?

The following table specifies the required mount time based on the size of the database and available memory on the destination computer:

DATABASE SIZE IAVAILABLE MEMORY ON THE DESTINATION ESTIMATED DATABASE MOUNT TIME
COMPUTER
3.5 GB 1GB [Approximately 4 minutes
7 GB 2 GB Approximately 8 minutes
15 GB 4 GB [Approximately 16 minutes
« Previous
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Best Practices

DISTRIBUTING SUBCLIENT CONTENT FOR AN ACTIVE DIRECTORY CLIENT

Distributing the client data using user defined subclients can improve backup performance as well as facilitate efficient storage resource billing by department.
A useful way to distribute the subclient content of an Active Directory client is by departments, corresponding to Organizational Units, as shown in the example
below:

Client-A contains the following departments that are set up as Organizational Units in the Active Directory database:

e Accounting

e IS

e HR

e Customer Service

After installing the Active Directory iDataAgent, the default subclient content included all of these OU's. The data can then be distributed across subclients to

better balance the backup load. For example, three new user-defined subclients were created, each containing backup data for a particular department,
resulting in the following subclient content configuration for the client:

SUBCLIENT CONTENT

User-defined subclient: IS ,0U=IS,DC=generic,DC=company,DC=com
User-defined subclient: HR ,0U=HR,DC=generic,DC=company,DC=com
User-defined subclient: Customer Service ,0U=CS,DC=generic,DC=company,DC=com

default subclient

’

The comma indicates that this subclient's content contains all portions of the
database on the client not assigned to other subclients. In this example, the
comma (,) represents the following LDAP paths:

,CN=Computers,DC=generic,DC=company,DC=com

,CN=Users,DC=generic,DC=company,DC=com

,0U=Accounting-Department,DC=generic,DC=company,DC=com

RECONFIGURING DEFAULT SUBCLIENT

It is recommend that you do not re-configure the content of a default subclient because this would disable its capability to serve as "catch-all" entity for client
data. As a result, some data may not get backed up.

OFFLINE MINING

Do not perform offline mining on a live production database. Offline mining should always be performed with offline copies of the database.
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Frequently Asked Questions - Active Directory

iCAN I RESTORE ACTIVE DIRECTORY PARTITIONS?

You can restore active directory partitions. However, while restoring the objects and attributes within a Schema partition, keep in mind the restrictions on the
schema extension. For more information about restrictions on the schema extensions, refer to http://msdn.microsoft.com/en-us/library/ms677924
(v=vs.85).aspx.

%CAN I RESTORE THE ACTIVE DIRECTORY APPLICATION MODE (ADAM) AND ACTIVE DIRECTORY LIGHTWEIGHT
DIRECTORY SERVICES (ADLDS)?

During installation of the software, any existing ADAM attributes are automatically discovered and assigned to the default subclient, provided the credentials for
each instance are identical. Instances may then be added or removed at a later time as you would any other instance.

‘HOW TO RESTORE BACK-LINKS FOR AUTHORITATIVELY RESTORED OBJECTS?

If you have authoritatively restored objects that have back-links in another domain, you need to create LDAP Data Interchange Format (LDIF) file and then run
the LDIF file on any domain controller in the same domain. Do not run the LDIF file on the same domain controller where you created the file. For more
information on how to create and run the LDIF file, refer to http://technet.microsoft.com/en-us/library/cc778643(WS.10).aspx.
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Troubleshooting

TIMEOUT ERROR

SYMPTOM

The restore job for a directory server object or attribute stops with a time out error.

‘SOLUTION

Increase the timeout value for page search APIs using PageTimeout registry key.

RESET PASSWORD PROMPT ON WINDOWS SERVER 2003

SYMPTOM

When you restore attribute of an undeleted object on Windows Server 2003 and then try to log on to the client, a prompt appears to reset password.

‘CAUSE

When restoring the attributes of an undeleted object on Windows Server 2003, the system brings back the user account as enabled, but the operating system
security marks it as disabled.

SOLUTION

You must run the adldaptool.exe utility prior to backing up the Active Directory. The passwords will be restored and there will be no need to reset them. For
more information, refer to Enabling Restore of Passwords.

RECOVERING DATA ASSOCIATED WITH DELETED CLIENTS AND STORAGE POLICIES

The following procedure describes the steps involved in recovering data associated with the following entities:

o Deleted Storage Policy

e Deleted Client, Agent, Backup Set or Instance

BEFORE YOU BEGIN
This procedure can be performed when the following are available:

e You have a Disaster Recovery Backup which contains information on the entity that you are trying to restore. For example, if you wish to recover a storage
policy (and the data associated with the storage policy) that was accidentally deleted, you must have a copy of the disaster recovery backup which was
performed before deleting the storage policy.

o Media containing the data you wish to recover is available and not overwritten.

e If a CommcCell Migration license was available in the CommServe when the disaster recovery backup was performed, no additional licenses are required. If
not, obtain the following licenses:

O IP Address Change license

O CommcCell Migration license
See License Administration for more details.

o A standby computer, which will be used temporarily to build a CommServe.

‘RECOVERING DELETED DATA

1. Locate the latest Disaster Recovery Backup which contains the information on the entity (Storage Policy, Client, Agent, Backup Set or Instance) that you
are trying to restore.

O You can check the Phase 1 destination for the DR Set or use Restore by Jobs for CommServe DR Data to restore the data.

o If the job was pruned and you know the media containing the Disaster Recovery Backup, you can move the media in the Overwrite Protect Media
Pool. See Accessing Aged Data for more information. You can then restore the appropriate DR Set associated with the job as described in Restore by
Jobs for CommServe DR Data.

o If the job is pruned and you do not know the media containing the Disaster Recovery Backup, you can do one of the following:

If you regularly run and have copies of the Data on Media and Aging Forecast report you can check them to see if the appropriate media is available.

2. On a standby computer, install the CommServe software. For more information on installing the CommServe, see CommServe Deployment.
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3. Restore the CommServe database using the CommServe Disaster Recovery Tool from the Disaster Recovery Backup described in Step 1. (See Restore a
Disaster Recovery Backup for step-by-step instructions.)

4. Verify and ensure that the Bull Calypso Client Event Manager Bull Calypso Communications Service (EvMgrS) is running.

5. If you did not have a CommCell Migration license available in the CommServe when the disaster recovery backup was performed, apply the IP Address
Change license and the CommCell Migration license on the standby CommServe. See Activate Licenses for step-by-step instructions.

6. Export the data associated with the affected clients from the standby CommServe as described in Export Data from the Source CommcCell.

When you start the Command Line Interface to capture data, use the name of the standby CommServe in the -
commcell argument.

7. Import the exported data to the main CommServe as described in Import Data on the Destination CommCell.

This will bring back the entity in the CommServe database and the entity will now be visible in the CommCell Browser. (Press F5 to refresh the CommcCell
Browser if the entity is not displayed after a successful merge.)

8. If you have additional data that was backed up after the disaster recovery backup and before the deletion of the entity, use the procedure described in
Import Metadata from a Tape or Optical Media to obtain the necessary information.

9. You can now browse and restore the data from the appropriate entity.

As a precaution, mark media (tape and optical media) associated with the source CommCell as READ ONLY before
performing a data recovery operation in the destination CommCell.
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