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Overview - Microsoft Data Protection Manager
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INTRODUCTION

DPM server creates and maintains replicas or full copies of a selected data sources and then synchronizes the replica with the changes that occur on the
protected servers on a recurring schedule. The replica is created only once, and thereafter it is updated with the changes from the protected server. During the
data replication, DPM uses Volume Shadow Copy Services (VSS) to produce snapshots of the data on the protected servers, enabling multiple point-in-time
recovery points to be stored on the DPM server.

The Microsoft Data Protection Manager iDataAgent enables you to selectively back up and/or restore data that resides on the DPM Server. To provide flexible
data management, the DPM iDataAgent allows backup and/or restoration of data in-place or out-of-place.

As a replica is created by DPM Server for every unique volume being protected, you need to create a subclient for each replica created. For example, if the DPM
Server has 25 clients and one volume protected per client, then you need 25 separate subclients to protect them.

KEY FEATURES

The Microsoft Data Protection Manager iDataAgent offers the following key features:

POINT-IN-TIME RECOVERY

In the event of a serious system failure, such as the breakdown of hardware, software, or operating
systems, the Microsoft Data Protection Manager iDataAgent provides point-in-time recovery of files at any ;"
given time. /

SYSTEM STATE

The Windows File System system iDataAgent gets installed along with Microsoft Data Protection Manager
iDataAgent. The system state is made up of many components and services that are critical to recovery
of the Windows operating system. The system state is backed up and restored as part of Windows File
System iDataAgent.

DATABASE BACKUP AND RESTORE OPTIONS

The SQL Server iDataAgent gets installed along with Microsoft Data Protection Manager iDataAgent. It
provides the flexibility to backup the SQL database from different environments. You can perform a full or incremental backup of the entire instance, individual
databases or files and file groups, and the transaction logs at any point of time.

Both the system and user-defined databases can be backed up. You can comprehensively backup all the databases in an instance or schedule backups for the
individual databases. You can also auto-discover new databases to comprehensively manage the backup of all databases in your environment.

The SQL Server iDataAgent provides the ability to recover tables, databases or entire applications from the CommCell Console. There is no mounting, no
recovery wizards, no extra steps needed - the software takes care of it all. This includes the following abilities:

o Restore full or partial databases

o Restore and replay transaction logs

e Perform offline and other recovery states

e Point-in-time recovery options simplified with automated log playback

BACKUP AND RECOVERY FAILOVERS

In the event that a MediaAgent used for the backup or recovery operation fails, it is automatically resumed on alternate MediaAgents. In such cases, the
backup or restore job will not restart from the beginning, but will resume from the point of failure. This is especially useful for backups and restores of large
amount of file system data.
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In the event, that a network goes down, the backup and recovery jobs are resumed on alternate data paths. Similarly, in the event of a device failure, the jobs
are automatically switched to alternate disk and tape drives.

EFFICIENT JOB MANAGEMENT AND REPORTING

You can view and verify the status of the backup and recovery operations from the Job Controller and Event Viewer windows within the CommCell Console. You
can also track the status of the jobs using reports, which can be saved and easily distributed. Reports can be generated for different aspects of data
management. You also have the flexibility to customize the reports to display only the required data and save them to any specified location in different
formats. For example, you can create a backup job summary report to view at-a-glance the completed backup jobs. In addition, you can also schedule these
reports to be generated and send them on email without user intervention.

§BLOCK LEVEL DEDUPLICATION
Deduplication provides a smarter way of storing data by identifying and eliminating the duplicate items in a data protection operation.

Deduplication at the data block level compares blocks of data against each other. If an object (file, database, etc.) contains blocks of data that are identical to
each other, then block level deduplication eliminates storing the redundant data and reduces the size of the object in storage. This way dramatically reduces
the backup data copies on both the disk and tapes.

TERMINOLOGY

The Microsoft Data Protection iDataAgent documentation uses the following terminology:

CLIENT The computer in which the iDataAgent is installed and contains the data to be secured.
BACKUPSET A group of subclients which includes all of the data backed up by the iDataAgent.
SUBCLIENT The DPM Server data to be backed up.

METADATA The DPM server metadata to be backed up.
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New Features - Microsoft Data Protection Manager =

NEwW COMMCELL FEATURES SUPPORTED FOR MICROSOFT DATA PROTECTION MANAGER

DEPLOYMENT
CUSTOM PACKAGE

The Custom Package feature is now extended to almost all products in the Calypso suite. Using Custom Packages, you no longer have to push the entire
software DVD through a network, which is especially useful for reducing WAN/LAN payload while installing remote clients.

It is also possible to create Custom Packages using a customized .xm1 file.

When used in conjunction with the Install Software from the CommcCell Console and Automatic Updates features, WAN bandwidth can be drastically reduced
during remote site installations. Learn more...

INSTALL FROM THE COMMCELL CONSOLE

The software installation for this component can be initiated and managed from the CommCell Console, which facilitates the building of your CommCell and
eliminates the need to manually install the software. Additionally, the installation of this component can be scheduled to occur at a time suitable for your
environment. For more information, see Install Software from the CommcCell Console.

UNINSTALL FROM THE COMMCELL CONSOLE

This component can be uninstalled using the CommCell Console. The Uninstall Software utility allows you to quickly see a list of the software packages installed
on the selected computer, from which you can then select the components to uninstall. With this, you can easily manage removing software components from
client computers and MediaAgents in your CommCell without having to directly access each computer. For more information, see Uninstall Components using
the CommCell Console.
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System Requirements - Microsoft Data Protection Manager

System Requirements Supported Features

The following requirements are for the Microsoft Data Protection Manager iDataAgent:

APPLICATION

Microsoft Data Protection Manager Server 2006 Editions up to the latest Service Pack
Microsoft Data Protection Manager Server 2007 Editions up to the latest Service Pack
Microsoft Data Protection Manager Server 2010 Editions up to the latest Service Pack

OPERATING SYSTEM

WINDOWS SERVER 2008
Microsoft Windows Server 2008 32-bit and x64 Editions*

*Core Editions not supported

WINDOWS SERVER 2003
Microsoft Windows Server 2003 Editions with a minimum of Service Pack 1

HARD DRIVE
111 MB minimum of hard disk space for software/ 498 MB recommended
100 MB of additional hard disk space for log file growth

727 MB of temp space required for install or upgrade (where the temp folder resides)

MEMORY

32 MB RAM minimum required beyond the requirements of the operating system and running applications

PROCESSOR

All Windows-compatible processors supported

PERIPHERALS
DVD-ROM drive

Network Interface Card

MISCELLANEOUS

When you select the Microsoft Data Protection Manager iDataAgent for installation, the appropriate Windows File System iDataAgent and the SQL Server
iDataAgent are automatically selected. The Windows File System iDataAgent is mandatory, however, the SQL Server iDataAgent is optional. It is recommended
that you install the SQL Server iDataAgent to fully protect the Data Protection Manager database for disaster recovery purposes.

For System Requirements and install information specific to these agents, refer to:

e System Requirements - Microsoft Windows File System iDataAgent
e System Requirements - Microsoft SQL Server iDataAgent

NETWORK

TCP/IP Services configured on the computer.

“NET FRAMEWORK

.NET Framework 2.0 is automatically installed. Note that .NET Framework 2.0 can co-exist with other versions of this software.

‘MICROSOFT VISUAL C++

Microsoft Visual C++ 2008 Redistributable Package is automatically installed. Note that Visual C++ 2008 Redistributable Package can co-exist with other
versions of this software.

DISCLAIMER

Minor revisions and/or service packs that are released by application and operating system vendors are supported by our software but may not be individually listed in our System
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Requirements. We will provide information on any known caveat for the revisions and/or service packs. In some cases, these revisions and/or service packs affect the working of our software.
Changes to the behavior of our software resulting from an application or operating system revision/service pack may be beyond our control. The older releases of our software may not support
the platforms supported in the current release. However, we will make every effort to correct the behavior in the current or future releases when necessary. Please contact your Software
Provider for any problem with a specific application or operating system.

Additional considerations regarding minimum requirements and End of Life policies from application and operating system vendors are also applicable
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Supported Features - Microsoft Data Protection Manager

System Requirements Supported Features

The following table lists the features that are supported by this Agent.

FEATURE

SUB-FEATURE

SUPPORT

COMMENTS

ADVANCED BACKUP/ARCHIVE OPTIONS

Data tab - Catalog

Data tab - Create New Index

Data tab - Verify Synthetic Full

Job Retry tab

Media tab - Allow other Schedule to use Media
Set

Media tab - Mark Media Full on Success

Media tab - Reserve Resources Before Scan

Media tab - Start New Media

Startup tab

<

VaultTracking tab

Comments

ADVANCED FILE SYSTEM IDATAAGENT OPTIONS

Automatic File System Multi-Streaming

On Demand Data Protection Operation

Restore by Jobs

Restore Data Using a Map File

Comments

ALERTS AND MONITORING

Global Alerts

Job-Based Alerts*

Comments

AUTOMATIC UPDATES

Automatic Updates

Comments

BACKUP/ARCHIVE OPTIONS

Differential Backup

Full Backup

Incremental Backup

Other Backup Types

Synthetic Full Backup

Comments

BACKWARD COMPATIBILITY

Version 7

Version 8

Version 9

Comments

BROWSE

Browse from Copy Precedence

<

Browse the Latest Data

Exclude Data Before

Find

Full Backup Transparent Browse

Image Browse

No Image Browse

AN ENENENEN

Page Size

Specify Browse Path

Specify Browse Time

Subclient Browse

Use MediaAgent

View All Versions

AN EN RN N

Comments

CLUSTERING

Netware cluster

Unix Cluster

Windows - Microsoft Cluster (MSCS)

Windows - Non-Microsoft Cluster
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Comments
Command Line Interface v

COMMAND LINE INTERFACE

Comments
Qcreate - Backup set/SubClient

COMMAND LINE INTERFACE - SPECIFIC COMMANDS

Qcreate - Instance

Qdelete - Backup set/Subclient
Qdelete - Client/Agent

Qlist globalfilter

Qmodify - instance

Qoperation - Backup v
Qoperation - move
Qoperation - Restore
Comments
CommCell Migration v

COMMCELL MIGRATION

Comments
Offline Content Indexing

CONTENT INDEXING

Comments

Basic Retention Rules v
DATA AGING

Extended Retention Rules v

Unique Data Aging Rules

Comments

Data Classification Enabler
DATA CLASSIFICATION ENABLER

Comments

Client Compression v
DATA COMPRESSION

Hardware Compression v

MediaAgent Compression v

Comments

Data Encryption Support v

DATA ENCRYPTION

Third-party Command Line Encryption
Support
Comments

Multiplexing v

DATA MULTIPLEXING

Comments
MediaAgent Deduplication v

DEDUPLICATION

Source Deduplication v
Comments
Erase Data by Browsing

ERASE BACKUP/ARCHIVED DATA

Erase Stubs
Comments
Global Filters

GLOBAL FILTERS

Comments
Custom Package v

INSTALLATION

Decoupled Install
Remote Install v
Restore Only Agents
Silent Install v
Comments

Install 32-bit On x64

INSTALLING 32-BIT COMPONENTS ON A MICROSOFT
WINDOWS X64 PLATFORM

Comments
Not Restartable

JOB RESTART - DATA PROTECTION

Restarts from the Beginning

Restarts from the Beginning of the Database
Restarts from the Point-of-Failure v
Comments

Not Restartable

JOB RESTART - DATA RECOVERY

Restarts from the Beginning
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Restarts from the Beginning of the Database

Restarts from the Point-of-Failure

Comments

LIST MEDIA

List Media Associated with a Specific Backup
Set or Instance

List Media Associated with Index

List Media Associated with Specific Files
and/or Folders

List Media Associated with Specific Jobs

Comments

MULTI INSTANCING

Multi Instance

Comments

PRE/POST PROCESSES

Pre/Post Process with Data Protection and
Recovery

Comments

RESTORE/RECOVER/RETRIEVE DESTINATIONS

Cross-Application Restores (Different
Application version)

Cross-Platform Restores - Different Operating
System

Cross-Platform Restores - Same Operating
System - Different Version

In-place Restore - Same path/ destination -
Same Client

Out-of-place Restore - Different path/
destination

Out-of-place Restore - Same path/ destination
- Different Client

Restore Data Using a Map File

Restore to Network Drive /NFS-Mounted File
System

Comments

See Restore Destinations for
this iDataAgent.

RESTORE/RECOVER/RETRIEVE OPTIONS

Automatic Detection of Regular Expressions

Filter Data From Recover Operations

<

Rename/ Redirect Files on Restore

Restore Data Using Wildcard Expressions

Restore Data with Pre/Post Processes

Restore from Copies

Skip Errors and Continue

Use Exact Index

Use MediaAgent

AN ENEN RN RN

Comments

RESTORE/RECOVER/RETRIEVE OVERWRITE OPTIONS

Overwrite Files

<

Overwrite if file on media is newer

<

Restore only if target exists

<

Unconditional Overwrite

Unconditionally overwrite only if target is a
DataArchiver stub

Comments

SCHEDULE POLICY

Agent Specific Data Protection Schedule Policy

All Agent Types Schedule Policy

Comments

STORAGE POLICIES

Incremental Storage Policy*

Standard Storage Policies

Comments

STORAGE POLICY COPIES

Data Verification

<

Job Based Pruning

Manual Retention

Mark Job Disabled

Selective Copy

AN INEN RN

Comments

SUBCLIENT POLICIES

SubClient Policy

Comments

UPGRADE

Netware - Local
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Unix - Remote (Push)
Unix/Linux/Macintosh - Local
Unix/Linux/Macintosh - Silent
Upgrade from CommcCell Console v
Windows - Local v
Windows - Remote (Push)
Windows - Silent

Comments
Backup Set/Archive Set v
USER ADMINISTRATION AND SECURITY
Subclient v
Comments
Additional features are listed below:
Activity Control Auxiliary Copy
CommCell Console Deconfiguring Agents
GridStor Languages
Log Files MediaAgent
Operation window QR Volume Creation Options
Robust Network Layer Scheduling
SnapProtect Backup Snapshot Engines
\VaultTracker Enterprise VaultTracker
Report Output Options Restore/Recover/Retrieve - Other Options
Cloud Storage Job Restart - Data Collection
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Getting Started - Data Protection Manager Deployment

Maxt »

WHERE TO INSTALL

Install the software on a client computer that you want to protect and satisfies the minimum requirements specified in the System Requirements.

Follow the steps given below to install the Data Protection Manager.

INSTALLATION RELATED TOPICS

The software can be installed using one of the following methods: Download Software Packages

Download the latest software package to perform the install.
METHOD 1: INTERACTIVE INSTALL

System Requirements
Verify that the computer in which you wish to install the
software satisfies the System Requirements.

METHOD 2: INSTALL SOFTWARE FROM COMMCELL CONSOLE Firewall . . .

Provides comprehensive information on firewall.

Use this procedure to directly install the software from the installation package or a
network drive.

Use this procedure to install remotely on a client computer.

METHOD 1: INTERACTIVE INSTALL

1. Run Setup.exe from the Software Installation Package.
2. Select the required language.
Click Next.
Select the language you will use during installation
3. Select the option to install software on this computer.

The options that appear on this screen depend on the computer in which
the software is being installed.

= Install Software on this computer

= Advanced options

2 View documentation website
2 Yiew Install Duick Start Guide (Requires Adobe Acrobat Reader)
2 Install Adobe Aciobat Reader

& Exit

Click Next. License Agreement

Please read the following License Agreement. Press
the PAGE DOW/N key to view the entire agreement

4. Select I accept the terms in the license agreement.

End User License and Limited Warranty Agreement

Software Release 9.0.0

(including MicrosoR® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)

Dol Tenas T mnsirn & mmanssd
(& | accept the terms in the license agreement

" 1 do not accept the terms in the license agreement.

Installer

< Back Next > Cancel
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5. Expand Client Modules | Backup & Recovery and select Data Protection _

Manager. Select Platforms

Select the platforms you want to configure.
When you select the Microsoft Data Protection Manager iDataAgent for
installation, the Windows File System iDataAgent and the SQL Server

N h 2 & | Move the pointer over a
iDataAgent are automatically installed. = & Common Technology Engine platform name to see a
5 @ ComnServe Mocles FEsEibton e Bl g
The Windows File System iDataAgent is mandatory, however the SQL B g mgﬁiﬁmaes disabled.
Server iDataAgent is not mandatory, but it is recommended that you = O Client Modules »
: . . RAN N Backiart Recoved Disk Space
install it or create a new instance (if it is already installed) to protect the = Q " v
. R # 2 Content Indexing and Search (Req/Recommended)
Data Protection Manager database for disaster recovery purposes. © (2 Web Based Search & Browse IPea o Fohiey
+ O Archive Management 0MB/0MB
. Cy DataRepli
Click Next. »: g S;::mumus ataReplicator
% 1 Supporting Modules
+ O Tools v O
Installer Special Registry Keys In Use
I~ Install Agents for Restore Only <Back | | cancel |

6. If this computer and the CommServe is separated by a firewall, select the Configure

firewall services option and then click Next. Firewall Configuration

Configure firewall services

For firewall options and configuration instructions, see Firewall Configuration and
continue with the installation.

If there is a firewall between this machine and the CommServe, configure firewall services below.

If firewall configuration is not required, click Next.

I Configure firewall services

5

Installer

7. Enter the fully qualified domain name of the CommServe Host Name.

f CommServe Hame
Click Next. S pecily the CommServe computer name and hast
name

Do not use space and the following characters when specifying a new
name for the CommServe Host Name: CommServe Client Name
\ @SB+ =<>/2, (103" e
ommServe Host Name

{Enter a walid, fuly-qualiied, IF host name; for example:
TyCOmpUte! MyGompany. com)

‘mycnmpulel MPCOmpany. com

Irstaller

< Back Wt > cancel |

8. Click Next. Installer X
Communication Interface Name
Setup wil configurs the communication pathe
Select a client name
=l
Select an interface name that this computer will use to
communicate with the CommServe
sudi. mycompany.com |
IP Address{es] for the selected hast,
Installer
< Back Next > Cancel
9. Select Add programs to the Windows Firewall Exclusion List, to add CommCell
programs and services to the Windows Firewall Exclusion List.
Click Next.

This option enables CommCell operations across Windows firewall by
adding CommcCell programs and services to Windows firewall exclusion
list.

It is recommended to select this option even if Windows firewall is
disabled. This will allow the CommCell programs and services to function
if the Windows firewall is enabled at a later time.
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Installer.

Windows Firewall Exclusion List

Allow programs to communicate through Windows
Firewa

Windows Firewall is ON
[V Add programs to the Windows Firewall Exclusion List

1f you plan on using Windows Firewall it is recommended to add the software programs to the

exclusion list.
Installer
<Back [ New> | Cancel |
10. Verify the default location for software installation. Installer X
Click Browse to change the default location. Destination Folder

Select the destination folder to install the program files.

Click Next.

e Do not install the software to a mapped network drive.

e Do not use the following characters when specifying the destination S
path: estination Folder

Click Nest to accept the default location, or click Browse to choose an altemate location.

EBrowse..

JiX?2N <> | #

It is recommended that you use alphanumeric characters only.

Drive List Space Required / Recammended
C a2BMB - 1394 ME /1670 ME
Installer

< Back Wt > concel |

11. Select a Client Group from the list. Installer 3]

Click Next Client Group Selection

: Select a client group for the client
This screen will be displayed if Client Groups are configured in the
CommCell Console.

The Client Group is alogical grouping of client machines
wihich havs the same associations at various lsvels ke
Schedule Policy, Activity Cantiol. Security and Reports

Client aroup:

Wene Selected
client_gioup

Installer

< Back Hewt s cancel |

12. Click Next. Installer, El

Schedule Install of Automatic Updates

Chaose when you want to schedule an install of the
downloaded updates

¥ Schedule Install of Automatic Updates

" Once
Time: 083112 FM

 ‘Weskly
& Monday  Tussday
© ‘Wednesday © Thursday
 Friday " Satuday
© Sunday

Installer

< Back Next » Caricel

13. Click Next.
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Installer g|

Select Global Filter Options
Select the Global Filter Options for the Agent

Global Filters provides the ahility to set exclusions within a CommiCell to filter out data from data
protection operations on all agents of a certain type

& Use Cel level policy
" Always use Global Fiters

Do not use Global Filters

Installer
<Back Next> cancel |
14. Select a Storage Policy from the drop-down list. Installer X
Click Next. Storage Policy Selection
Select a storage policy for the default subclient to be
backed up.

I~ Configue for Laptop or Deskiop Backup

Select a starage policy from the pull-down list,

Irstaller

< Back Wt > concel |

If you do not have Storage Policy created, this message will be displayed. e omey Dot =
Click OK.

T Ll 1o Lo 0 Beskion Sk

You can create the Storage Policy later in step 19.

PPV S Te— | e —

15. Click Next. Installen El

- . . SOL Auto Discovery Option
When Auto Discover Instances is enabled, new instances are Select auta discovery option for SOL

automatically discovered every 24 hours.

¥ Auto discover instances

Installer

<Back Hext » Cancel |

16.  Click Next. Installer X
Summary

Summary of install selections

Setup has snough information to start copying the program fiss. If you are satisfied with the
install settings, cick Next to begin capying files.

-~
Destination Path = C:\Program Filesh

CommServe Host = mycomputer.mycompany.com

Interface Name = sudi.mycompany.com

Client =audi

Job Results Path = C:\Program Filest obResults 3
Global Filkers = Use Cell level policy 3

Installer

< Back Next > Cancel

17. Click Next.
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18. Click Finish.

5 If you already have a storage policy selected in step 14, Click Mext » putton available

cnoice At the bottom of the page to proceed to the Configuration section.

If you do not have Storage Policy created, continue with the following step.

19. Create a Storage Policy:

1. From the CommCell Browser, navigate to Policies.

2. Right-click the Storage Policies and then click New Storage Policy.

3. Follow the prompts displayed in the Storage Policy Wizard. The required options
are mentioned below:

o

o

Select the Storage Policy type as Data Protection and Archiving and click
Next.

Enter the name in the Storage Policy Name box and click Next.
From the Library list, click the name of a disk library to which the primary
copy should be associated and then click Next.

Ensure that you select a library attached to a MediaAgent operating in the
current release.

From the MediaAgent list, click the name of a MediaAgent that will be used
to create the primary copy and then click Next.

For the device streams and the retention criteria information, click Next to
accept default values.

Select Yes to enable deduplication for the primary copy.
From the MediaAgent list, click the name of the MediaAgent that will be used
to store the Deduplication store.

Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

Review the details and click Finish to create the Storage Policy.

METHOD 2: INSTALL SOFTWARE FROM COMMCELL CONSOLE

1. From the CommCell Browser, select Tools | Add/Remove Software | Install
Software.

Installer

Schedule Reminder
Job schedule creation remindsr

Flease note:

iz client computer.

and restore operations.

administration interface.

Installer

“You still need to create a Job Schedule for each iDatafgent that has been installed on

Jab Schedules are required to allows the iD atabgents 1o perfom automated backup

Job Schedule creation can be accomplished through the CommCel Console

Installer

Completion Report
Setup complete

3]

Software installation completed successfully.

Click Finish to complete Setup.

Irstaller

Technical Support Websits

Wigit the website below to download latest Updates and Service Packs.

apple - Commell Console

 oove
Nane | Tyee
o s o dloy

Strage Poley

- 3

> B poices > @ storage polces > E=r)

Create Storage Policy Wizard

1vE

o T of Cols_incementl | Oostpn e S ¥|

Create Storage Policy Wizard.
Tnis wizard uides you hrauh he creation of

a Storage Policy and s Primary Copy.

Press Nedta contnue.

2 ComncalBronser.
5 agents

B Cortont | B Surenary

Cors_cn | i
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2.

3.

4.

5.

Click Next.

Select Windows.

Click Next.

Select Manually Select Computers.

Click Next.

Enter the fully qualified domain name of the computer on which SQL Server resides.

For example: apple.domain.company.com

Click Next.

murphy - CommCell Console

Summary

Browse & Recaver.

Remove Updates 3
Uparade Software
Download Software

Copy Software
IR

Software Configuration
& CommCell Browser

3Job Contraller @ murphy < Job Controller x 4@
Scheduer, murphy > EY=]
Event viewer
i) o °© o
il Reports £ Cliont Cliont Security
Cortrol Panel Computer  Computers
Groups
&8 Data Replication Monitor
Report 2
& Corter k-4 fnl =]
(i) _AddjRemove Software D Tnstal Updates, ntent
lrector

' Agents

murphy | admin

Installer

Instali Wizard

Click Next to continue.

= -

This wizard guides you through the steps required ta install software on computers.

Installer

) Unix and Linux

»

Installer

Select how to discover the computers for installing the software

@ Fianuialy s2lect earipiitars
Software wil be installed arly on the selected lst of computers,

© Automatically discover computers
Computers wil be discowered when the job runs,

»
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Installer X

Enter the host names of the computers

Flease enter the host names of the computers, one per line

spple.domain.company.com ) Impart from File
Import From Active Directory
Select from existing clents

6. Click Next. Installer, 3]

Select Software Cache

To use current: it or Client Group Software Cache settings, dick Next. To overide Software Cache settings check
Overtide Scftriars Cache and sslect the Softwars Cache to be used,

[] Override Software Cache

murphy domain . company.com

[2
7. Specify User Name and Password that must be used to access the client computer. Installer 3]
Click Next. Enter Account Information

The specified account should have administrative access o the computer, If you are instaling

The user must be an Administrator or a member of the Administrator e et the user showd hae 2ccess 2 al lents.
group on that computer.

User Name: ]

Example:domainiusername

Password: ‘ ‘

Confirm Password: ‘ ‘

3
8. Select Data Protection Manager-. [ ——

Select Package(s) to Install

When you select the Microsoft Data Protection Manager iDataAgent for ¥ Soowa e ]

)L ClentModues

installation, the Windows File System iDataAgent and the SQL Server i
iDataAgent are automatically installed. s P

D] mage LevelProxyriost Datagent

0] Actve Drectory DataAgent

The Windows File System iDataAgent is mandatory, however the SQL H ——
Server iDataAgent is not mandatory, but it is recommended that you et

install it or create a new instance (if it is already installed) to protect the fla=reraa,

0 Orade Datagent

Data Protection Manager database for disaster recovery purposes. |l sene Daieen

[0 Sybase DataAgent

H 0 MysQ iDataAgent

Click Next. 0 Dot Agent

& Scrrte
[0 Exchange Database iDataAgent
[0 Exchange Mailbox DataAgent
{0 Exchange Public Folder iDataAgent
[0 Exchange Web Folder DataAgent
{0 Exchange Offiine Mning Tool

) =) s

e Select Client Group from Available and click Add.
e From Storage Policy to use list, click storage policy.
e Click Next.
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10. Click Next.

When Auto Discover Instances is enabled, new instances are
automatically discovered every 24 hours.

11. Click Reboot (if required) and then click Next.

When Reboot (if required) is selected, the install program will
automatically reboot the client computer if a reboot is required during
installation.

12. Click Immediate.
Click Next.

13. Click Finish.

Installer X

Enter Recommended Settings for the selected Software

Recommended Settings

 Client Groups

Avalable: Selected;
Laptop eE) Laptop Backup

<Remove

dd Al >>
<<Remave Al

iobal Fiters Use Celllevel polcy b

] Configure For Laptop Backups

Storage Polcy ta use: v

B sweresan | [

Installer 3]

Enter the Install Options for the selected Software
‘Agent Specic Settngs
= Components.
= SQL Agent Information

futo discove nstances

T poen R

5]

Enter Adaitiona instalf Options

Advanced Options.

oot pckages At raest
1 tomare Clanost ame Canfict
et R Lo Locaban
st Agerks For Restre Only.
Optionsi Sertings

= 20k Result Directory

patn

vopar o002
emarc e oozl

Insell Oiectory

O @ED) B

Flease Select When To Run The Job

Job Initiation

(%) Immediate

Run this job now

O Schedule
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14. You can track the progress of the job from the Job Controller or Event Viewer

window.

Summary
Plese verty
Client Install Option 8

Select Type Of Installation: Windows
Select Type Of Client Discovery: Manually select computers

installed: Yes

Reuse Active Directory credentials: No
Client Authentication for Job

User Name: IDCLAB\administrator
Password: *+**

Install Flags

Install Updates: Ves

Reboot (if required): No

Kill Browser Processes (f required): No
Ignore Running Jobs: No

Stop Oracle Services (f required): No
Skip clients that are already part of the CommCell component: No
Delete Packages After Install: No
Ignore Client/Host Name Conflict: Yes
Install Agents For Restore Only: No
Client Compostion

Override Software Cache: No al

b () ()

) 20b Contraler

va
= oo os
f D | O Getco Aoty bt | b Ted hme S edot| sais | poges  bros — odormesn 1]

o0 114507 D
sopiio 157
S0 114159 £y

W I Flgna]  ormatn, Vo, Weps, G, W et i 20
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Getting Started - Data Protection Manager Configuration

CONFIGURATION

Once installed, follow the steps given below to create a new subclient and assign a storage policy with the newly created subclient:

1.

o From the CommcCell Browser, navigate to Client Computers | <Client> | DPM.
e Right-click the defaultBackupSet | All Tasks and click New Subclient.

e Enter the Subclient Name.
e Click the Content tab.

Click Add Path and enter content path, then click OK.

1 CommCell Browser

5| cemitmscusset x

@ hepoyot

sde-suseliunG?
8 speray
=8 wilow

 mRoem

| g8 Client Computer Groups
1 S48 clent computers

& detaitsacupset

« Previous

Whats new? @ defaultBackupSet. X

@ hapoy01 > @ Clent Computers > B wilow > {08 0P > g cefauitBscapse

Subcient Name:

Polices
i Reports
23 ContentDrector

DA File 5y B

B At

Seaity A i Browse Backup Data
StorageResaf  Properties find

Backup All Subclients

Restore
Restore by Jobs
Operation Window

New Subclient

Client Name:
DataAgent:
Backup Set:

Subdiient name:

Description

Subclient Properties of

Storace Device Activity Control |
General  (_content )  Fiters_|

Number of Data Readers:

(==
Pre/Post Process Security
willow
DPM
defaultBackupSet

user_defined| ) 1
2l

Allow multiple data readers within a drive or mount point.

OK Cancel Help

Maxt »
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e Click the Storage Device tab.
e In the Storage Policy box, select a Storage Policy name.
e Click OK.

Click Mext » to continue.

If you do not have Storage Policy created, follow the step given below to create a
storage policy.

1. Click Create Storage Policy.
2. Follow the prompts displayed in the Storage Policy Wizard. The required options
are mentioned below:

O Select the Storage Policy type as Data Protection and Archiving and click
Next.

O Enter the name in the Storage Policy Name box and click Next.
O From the Library list, click the name of a disk library to which the primary
copy should be associated and then click Next.

Ensure that you select a library attached to a MediaAgent operating in the
current release.

o From the MediaAgent list, click the name of a MediaAgent that will be used
to create the primary copy and then click Next.

Subclient Properties of user_defined

=]

[ storageDeviee | Activity Contral

General Content | Filters

| Pre/Post Process | seaity

Contents of subdient:

\lida32.testiab Badkuplabt. com\Badkup Using Savet|

Browsing content for user_defined

=

. ida40dpm2010
(& Deskiop

A Music
Pictures
Videos

-8

{L) Documents

. ida11.testiab Backupiabt.com
| ida32. testlab Backuplabt.com
- |, Backup Using Saved State-IDA32(3XE5LCS\

W5=ciup Using Saved State-IDA32VMS)|

Subclient Properties of default ==
| General | Content | Fiters | Pre/Post Process | security

Storage Device Activity Control |
Data Storage Poicy | Data Transfer Option | Deduplication|

Storage Polcy:

dpm - Data Paths
In N/A
Create Storage Policy
Co Do
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O For the device streams and the retention criteria information, click Next to

accept default values.
O Select Yes to enable deduplication for the primary copy.

O From the MediaAgent list, click the name of the MediaAgent that will be used

to store the Deduplication store.

Type the name of the folder in which the deduplication database must be

located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

O Review the details and click Finish to create the Storage Policy.

‘Subclient Properties of default =

Geoeral | Content | Fiters | prefostprocess Seanty
Storage Device | Actwity Control I

e Sirooe oy | oo Tanse Opon | Dedcaton

storagepkcy:
dom - [(oatapats |

[ Greste Storage poicy |

Create Storage Policy Wizard

What will this storage policy be used for?

Storage Polcy Type

o Data Protecton and Archving

Press Nextto continue.

o) (e

o) o) o)

As the Data Protection Manager iDataAgent works in conjunction with the Microsoft Windows File system iDataAgent and Microsoft SQL Server iDataAgent, you
need to configure the Microsoft Windows File system iDataAgent and Microsoft SQL Server iDataAgent as well in order to perform concurrent backup and
restores that can be used for Disaster Recovery in future.

Use the following steps to configure the Microsoft Windows File system iDataAgent:

Once installed, follow the steps given below to assign a storage policy with the default subclient:

1.

e From the CommCell Browser, navigate to Client Computers | <Client> | File

System | defaultBackupSet.
e Right-click the default subclient and then click Properties.

e Click the Storage Device tab.
e In the Storage Policy box, select a Storage Policy name.
e Click OK.

Click Mext » to continue.

If you do not have Storage Policy created, follow the step given below to create a

storage policy.

1. Click Create Storage Policy.

2. Follow the prompts displayed in the Storage Policy Wizard. The required options

are mentioned below:

O Select the Storage Policy type as Data Protection and Archiving and click

Next.
O Enter the name in the Storage Policy Name box and click Next.

O From the Library list, click the name of a disk library to which the primary

copy should be associated and then click Next.

Ensure that you select a library attached to a MediaAgent operating in the

current release.

o From the MediaAgent list, click the name of a MediaAgent that will be used

to create the primary copy and then click Next.

O For the device streams and the retention criteria information, click Next to

accept default values.
O Select Yes to enable deduplication for the primary copy.

O From the MediaAgent list, click the name of the MediaAgent that will be used

to store the Deduplication store.

2 Comncel Browser I 2

x

Y=

Clent Computer Grouwps

@ heopy01 > @) Cient Computers > B ida0cpmz010 > I8 Fe System >

4 pretpiok prva—
ey
-

atewayproxy
1

P EDED

R ida0dom20 10
B
8 cefaitscupset

{08 Fie System
8 cefaitscupset
& BaSQ Server
ToAswDRv010
IDASDRMOIOWSDPHZD 10
0 @ screen
@G sdedaram 3
& @ sdesuseinues

aysta AlTasks >
2 dratan 3 View

3

% happyo: Properties

Subclient Properties of default El
Activity Control Open Files Failure Actions
General | Content | Filkers Pre/Post Process Security | Storage Device
Dats Storage Policy | Data Transfer Option || Deduplication
tarage Pal
~ Data Paths
[ QK ] [ Cancel ] [ Help ]

Create Storaga Policy Vizard

Create Storage Policy Wizard

Press Mo carinte,

Cx ] Com ) CH

= ()
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Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

O Review the details and click Finish to create the Storage Policy.

Use the following steps to configure the Microsoft SQL Server iDataAgent:

1.

3.

e From the CommCell Browser, navigate to Client Computers | <Client> | SQL
Server | <Instance>.

e Right-click the default subclient and then click Properties.

e Click the Content tab.
e Click Configure.

Click Discover.

e Hold down CTRL and click each database listed in the Database Name list.
Ensure you have at least one user-created database
selected as depicted in the image on the right.

e In the Change all selected databases to list, click default.
e Click OK.

£ Comcel Bronser £

X Whatenen? x

ot
-

8o o
o

‘AR
1 APV OWSOPM 10
£ e seram 3

B sde-suseinunss.

 hoowi01 > @ Gient Corputers > B e epm20 0 > 08 5L server > 5, DAHDPUDLOSDP!

Subcientame e

Subclient Properties of default

Database List:

Storage Device Activity Control |
General | 1 (Content) Backup Rules

=

Security l SQL Settings
PrejPost Process

Total: 0 database(s).

NG

oK Cancel Help

Database Configuration

Database Name

» 1 Subclient Mame ﬂ

“hange all selected databases to:

Ok

I [ Cancel ]Q Discaver ‘D[ Help
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Database Configuration (=23
Database Name ~1 Subdient Name ﬂ
msdb default -
model default
master default
ReportServer SMSDPM20 10TempDB default
ReportServer $MSDPM2010 default
e -
Change all selected databases to:
OK ] [ Cancel ] [ Discover ] [ Help ]
5. e Click the Storage Device tab. Subclient Properties of default ()
H H EDeLa Content I Backup Rules PrefPost Process
e In the Storage Policy box, select a Storage Policy name. 1 ity Contolae] \ prr |

e Click OK.

Data Storage Polcy | Log Storage Policy | Data Transfer Option | Deduplication

Click Mext > to continue. If you do not have Storage Policy created, follow the step 2
given below to create a storage policy. F

torage Policy:
k v Data Paths
Shonan e it

Create Storage Folicy

Number of streams for data backup: 2|4

oK Cancel Help

5| B Storegepoliies x | uhatsnen? x

6. Create a Storage Policy:

& s > B s > s sersgopces >

1. From the CommCell Browser, navigate to Policies.  ed— -

What will this storage policy be used for?

2. Right-click the Storage Policies and then click New Storage Policy.

3. Follow the prompts displayed in the Storage Policy Wizard. The required options
are mentioned below:

O Select the Storage Policy type as Data Protection and Archiving and click
Next.

O Enter the name in the Storage Policy Name box and click Next.

O From the Library list, click the name of a disk library to which the primary
copy should be associated and then click Next.

Press Nt contre.

G ] [ <o P

Ensure that you select a library attached to a MediaAgent operating in the
current release.

o From the MediaAgent list, click the name of a MediaAgent that will be used
to create the primary copy and then click Next.

O For the device streams and the retention criteria information, click Next to
accept default values.

O Select Yes to enable deduplication for the primary copy.
O From the MediaAgent list, click the name of the MediaAgent that will be used
to store the Deduplication store.

Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

O Review the details and click Finish to create the Storage Policy.

| € Previous | Mext » |
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Getting Started - Data Protection Manager Backup

« Pravious | MNext »

WHAT GETS BACKED UP WHAT DOES NOT GET BACKED UP

DPM server.

e Individual files and folders protected by the Protection Manager iDataAgent
Data Protection Manager. o File System data

O System State data

contains the DPM metadata.

metadata.

e Replicas of selected data source created by [e Data Protection Manager protection groups are not backed up.
e The following data backed up on the Data Protection Manager Server does not get backed up using the Data

Use the Microsoft Windows File System iDataAgent to back up the database that

e Data Protection Manager Server Metadata is not backed up by the Data Protection Manager iDataAgent.

Use the SQL Server iDataAgent to back up the database that contains the DPM

1. e From the CommCell Browser, navigate to Client Computers | <Client> | DPM |
<BackupSet>.

e Right-click the subclient you created while configuring the agent and click Backup.

2. Click OK.

3. You can track the progress of the job from the Job Controller window of the
CommCell console.

4. Once the job is complete, view the job details from the Backup History. Right-click
the Subclient and select Backup History.

5. Click OK.

& Comncel Brovser B defautBackupSet x | sodup oo Hstoryofuse..
@ hapoyor & heppy01 > Q) Cient Computers > B ida0com2010 > {08 DPM > g defauitBacupset >
@ %clen(cmww Groups
@ Conputers Sibdenthane Storage Poey
B et eon
= e sefined
5
3 Browse Backup Data
ListMedia
EraseData
Find
Backup History
Schechles
Delete
Operation Window
Properties
Backup Options for Subclient: user_defined
Backup Optons
Select Backup Type Job Initiation
Ful © Inmediate
© Incremental Run this job now
Differential Schedule
Synthetic Ful
[ &k ] [ concel Advanced ] [ (B save Assapt | [_reb
%] Job Controler o®x
{5 30b Controller
V [0bD  operston  ChentCo.. AgentType Subdent  JobType  Phase  StorageP.. Medahgent|Stats  Progres .
| WPase [pplaying  Running: 1 Pendng: 0 Waitng: © Queved: 0 Suspended: 0 Total Jbs: 1 19 Sreams: 1 igh Watermark: 100
& Comnel sronser [ " defoultBackupset x | 49 Sacup b Hstory of se...
Y happy01 . & happyo1 > ) Client Computers > (B} ida0dpm2010 > {BA DPM > (ff® defauitBackupset >
e ops
R cient computers Sudentiiame Storage |
@ B avtrn_+ .
s g
& B dasocoma010
= D8 oPM Backup
P cefautacupset Browse Backup Data

DA Fle systen List Media

Erase Data

1 B sde-suselinuxe4 Find

= B startrek

B amer CowprieD,
g tiger Schedules
el

& @ Security Deete

4 o
@ il Reports

Operation Window

Properties

(4 Content Drector
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6. Right-click the job to:

Browse the data that was backed up.

Find a Files or Directories that were backed up.

View items that failed, if any, during the job.
Resubmit the job.

View job details.

View media associated with the job.

View events associated with the job.

View backup items.

View or send the log file that is associated with the job.

Time Zone:

Start Time

04/2011

Backup History Filter for: user_defined
Backup Type
o Aif Full Differential
Incremental Synthetic full
Job Status
oAl Completed Faied Kiled
[] Specify Time Range

S ) e

You must also backup the File System Data and System State of the data backed up by DPM Server using the Microsoft Windows File System iDataAgent.

Use the following steps to backups the file system data and system state data of DPM Server using the Microsoft Windows File System iDataAgent:

e Right-click the default subclient and click Backup.

e From the CommCell Browser, navigate to Client Computers | <Client> | File

System | defaultBackupSet.

e Click Full as backup type and then click Immediate.

Click OK.

£ Conmeel Browser

ks (F defaultBackupSet

& happy01
Client Computer Groups
Client Computers

B ovmn 4

blue
aystal
draten_3
g: gatewayproxy
happy01
18: ida40dpm2010
-8 DPM
8 defaultBadupset
o user
DA File System
o .gf® defaultBackupSet
E-{BA SQL Server
2 DA%0DPMZ010

saeen
() sde-2@ram_3

Backup Options \

I pA%0DPM2010WMSDPM2010

& happyot > ) Cient Computers > BR ida40dpm2010 > |

Subclient Name:

Backup
Browse Backup Data
List Media

Erase Data

Find

Backup History
Schedules

Operation Window

Properties

Backup Options for Subclient: default &‘

Select Backup Types

1
() Incremental
(O Differential

O Synthetic Ful

Job Iritistion

:

Run this job now

) schedule

Configure

You can track the progress of the job from the Job Controller window of the

CommCell console.

Once the job is complete, view the job details from the Backup History. Right-click

the Subclient and select Backup History.

Run Incremental Backup
Befors Synthetic Ful

Aftzr Synthetic Ful

3 ([ ok |} concdl | [Cadvonced ] [ @ sovens st | [ty |

55 b Controler |

) b Conter

a haretpe | sibcoe e
T smewar Gxp  sbuy  mwrRsmen Sk Al San oehbe. apeay  Arneg 03
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2 Comcelsronser B defauitsackupset x|

(. superway superway ilent Computers subway > DR Fie System efaul
%chemcwvuwarwps & spevay > @ Gt Computrs > B subway > B Hesyaten > ff defot
&K9 Gient Computers Subclent Name
=2 ﬂ:wav
© {58 Fie System
@ cerosocset e
| &8 swpernay Disk Performance Test
€ security Browse Backup Data
| o L e
Policies
ol Reports Find
% Content Director

5 workfons

Schedules.

Gperation Window

Properties

5. Click OK. Backup History Filter for: default X

Backup Type
(o} O Ful () Differential
() Incremental O synthetic full (O Automated System Recovery
Job Status
@Al () Completed () Falled O Killed
[ specify Time Range
Stark Time End Time,

oK | [ concel ] [ Advenced | [ Heb
6. You can view the following details about the job by right-clicking the job: Tﬁ;:;"’"”
e Items that failed during the job T oo i liod e ;"’:"‘ d_”’f’_‘f et
e Items that succeeded during the job y
e Details of the job '.'; i
e Events of the job .
e Log files of the job o
Detail.
e Media associated with the job Ml Job Contel
Also, the SQL Server metadata of DPM Server needs to be backed using the Microsoft SQL Server iDataAgent.
R R A, CommCell Browser 7 {7 IDA40DPM2010\MSDPI2010 %
1. e From the CommCell Browser, navigate to Client Computers | <Client> | SQL B ot rome & rempro1 > @ Cient Computrs > B edodprnz0i0 > A S Serv
Server | <Instance>. ﬁchen;u;amm:frs Subdentiane e
e Right-click the default subclient and click Backup. E‘E‘Y:S checp |
g: el Backup History
ﬁ:wdawdvm?mw Schedules
= maoom Opertion Window
 defauitBackupset
broperies

-8 e system
defotsacupset

98 50t server
‘DADZO10
IDA40DPM2010WMSDPM2010

®

e Click Full as backup type and then click Immediate.
e Click OK. el s Ty Job Iniaton

G Ful @) Immediate
(@ TS e Run this job now

O Schedule
© Differentia

(& o ) (e | (advaead | [ saveseseom |

3. You can track the progress of the job from the Job Controller window of the oeEy
CommcCell console. = =

4. Once the job is complete, view the job details from the Backup History. Right-click
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5.

the Subclient and select Backup History.

Click OK.

Right-click the job to:

o Browse the databases that were backed up.
e View items that failed, if any, during the job.
e Resubmit the job.

View job details.

View media associated with the job.

View events associated with the job.

.mdf, .1df).

e View or send the log file that is associated with the job.

A CommelErowser 7 napvor [ 00 Whatsnew x | €9 Baciup Job Hitory o defouk x | 8
@ coaniat > @ Clent Conputers > B haopyot > B8 sQL server > B HAFPYOL >
Storege Pocy
=
=
G i s parete D
0 108 Fle System
i
# eorron Shedder

& O securty ‘Operation Window
& B9 Storage Resources
it f
& Tl Reports

Backup History Filter for: default &|

Backup Type

@ it O Ful () Differential

(O Transaction Log

Tob Status

@al O Completed O Failed O xiled

[[] Speify Time Range

Skart Time End Tirme:
\ = | C=
oK ] [ Cancel ] [ Advanced ] [ Help

View backup items (you can view the database files that were backed up e.g.,

|« Previous | Mext » |
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Getting Started - Data Protection Manager Restore

« Previous

PERFORM A RESTORE

It is recommended that you perform a restore operation immediately after your first full backup to understand the process. The following section explains how
restore DPM Server data to a new location.

1 . . . & CommCel Browser 3 " defaultBackupSet x | 4 Badwp Job History of use... X
e From the CommcCell Browser, navigate to Client Computers| <Client> | DPM | ‘.‘,é“é*.ii.wmm & re0t > @ Cent Comuies > B co0ma0i0 > 58 0 > (F ceimiacusset >
g e P

defaultBackupSet
e Right-click the subclient you backed up and then click Browse Backup Data.

 defat
< user_defied

om
Backup

3 Browse Backup Dot 5

List Media

Erase Data
Find

Backup History
Schedules

Delete

Operation Window

Properties

2. Click OK.
o
Client Computer:  [ida40dpm2010
Use MediaAgent <ANY MEDIAAGENT > —
Show Deleted Items
oK ] [ Cancel ] [ Advanced ] [ List Media ] [ Help
3 S ey —
e Select any folder with smaller data size. E .
e Click Recover All Selected. - " i
Recover Al Selected... ] [ LtMedaandSae | [ NewBronce,
4. e Clear the Overwrite Files and Restore to same folder options. ﬂ‘mmﬂm =
e Specify the destination path by clicking Browse button. o =
This will ensure that the existing files are not overwritten.
e Click OK.
(B s (s ) [ s ] [0
5. e Click the Job Initiation tab.
e Select Immediate to run the job immediately.
e Click OK.
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Restore Options for All Selected items =
General | Job Initaton |

Job Initiation
© Immediate
Run this job now
Schedule

Configure Schedule Pattern Configure

[gok J[WH Advanced ]l [ save Assapt ]

et CrFs

6. You can monitor the progress of the restore job in the Job Controller window of the ~ fFz== —
CommocCell Console.

Wrnoe [BHE v i W Gt G S oo o £ 3% v S s

7. Once the restore job has completed, right-click the defaultBackupSet , point to e A e e o
View and then click Restore History. TS =

8. Click OK. Restore History Filter for: defaultBackupSet (3]
Destination Client Computer:
[] Spedify Time Range
Time Zone: (GMT-05:00) Eastern Time (US & Canada)
Start Time End Time
Je 07/05/2011 w jed 07/06/2011 -
11:01AM - 11:01AM o
Job Type

Recovery/Retrieve Stub Recall

Job Status
@ Al *) Completed () Failed ) Kiled
ok | [ cancel | [ Advanced | [ Hep
9. You can view the following details about the job by right-clicking the job: i I -
e View Restore Items B O by e F
You can view them as Successful, Failed, Skipped or All. [ f—

e View Job Details
e View Events of the restore job. E
e View Log files of the restore job

10. Once the DPM Server data is restored, verify that the restored files/folders are
available in the restore destination provided during step 4.
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- Conputer ~ Local Dsk (€3 ~ Restore

Fe B Yew Lok teb
Orgsrize  chdeinibrary v Sharewth v Newfolder

R Nane. Dt modfied e

see

TIstoriasss . FleFlder
LI Fiofolder

5 etk

You must also restore the File System Data and System State data of the DPM Server backed up by the Microsoft Windows File System iDataAgent and the

SQL Server metadata of DPM backed up by Microsoft SQL Server iDataAgent

Use the following steps to restore the file system data backed up by the Microsoft Windows File System iDataAgent:

1. e From the CommcCell Browser, navigate to Client Computers| <Client> | File
System | defaultBackupSet
e Right-click the default subclient and then click Browse Backup Data.
2. Click OK.
3. e Expand the defaultBackupSet and navigate to Windows folder.
e Select the Temp folder.
For the first restore job, select any folder with smaller data size.
e Click Recover All Selected.
4.

e Clear the Overwrite Files and Restore to same folder options.
e Specify the destination path by clicking Browse button.

This will ensure that the existing files are not overwritten.

o Click OK.

B | defouBackupset x | Whatsrewt x

Sibdentiane

B roopy01 > ) Glent Computers > (B addon201 > i FieSystn > f? defatsschpset >

Storage poley

(O Specify Browse Time

E3

Client Computer:

Eeslieetoa ‘ <AHY MEDIAAGENT >

[ Show Deleted Ttems

Page size: | 10004

[ oK ][ Cancel ][ Advanced ][ List Media ][ Help
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8.

e Click the Job Initiation tab.
e Select Immediate to run the job immediately.

e Click OK.

You can monitor the progress of the restore job in the Job Controller window of the

CommCell Console.

Once the restore job has completed, right-click the defaultBackupSet , point to
View and then click Restore History.

Click OK.

0 Restore ACsCny () PestoreDataOnly 9 RestareBoth Dk arAcls

[ ncendticnaly verwrke el terget 2 datahrctivr sib

Ovenurie f fle o1 madie s newer Unconciionsl Overwitz

Restore oy et exsts

[7] Recreste Maurt: Peirts:

Restore Destvation

[ sibner
ef1c
%] Docnents anc Sehgs
FLM
3 phoncathe
3] Progean Flles
F | RECH

4
] syslen Voume Ifamtion
] ey
3] WINDOWS
b

Closz

There o s tos1 A

Destnationdent gy

Specty dstivatin pah

Q[ Yestore ) §

Presetve Scurcs aths

©Peserse Tevelon ol the soucepat-

o T e e

Cancel

ns for All Selected Items

Gensral || Job Initiation |

Job Initiation
@ Inmediate

Run this job now

O Schedule

Configure

£ ox | [ cancel | [ Advanced | [ [B save as serpt

1% CommCell Erowser 7 i defaultBackupSet x

. satishp

b, satishp > §J Client Computers > B2 doclocabm > @

g,g Client Computer Groups

Client Computers Subclient: Mame

B atom [ test1
B svatarind

B break

B breszer

B chid

B directeh3

B dmw2kabaz

B doclocabem
(DA File Archiver
-{DA File System

(L3 accsliDspz (=5 default

B italymagexsz
B italymagexed
B axdb
B postaz

o def -
B esxslesio All Tasks »
Beoar 4 Backup History
ganga ;
B qanges Properties (Restore History )
B hukc Sthedes
B ide_doc_vm
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9. You can view the following details about the job by right-clicking the job:
e View Restore Items
You can view them as Successful, Failed, Skipped or All.
e View Job Details
e View Events of the restore job.
e View Log files of the restore job

10. Once the File System is restored, verify that the restored files/folders are available in

the restore destination provided during step 4.

Restore History Filter for: defaultBackupSet _

[] Specify Time Rangs
Start Time End Time
- L=
Job Type
RecoveryRetrieve Shub Recal
Job Status
& Al () Completed () Failed ) Killed
[ (a4 ] [ Cancel I [ Adwvanced ] [ Help
& ossachzse x % Restore Job istoryof
Recovr e |36 et ks
WD Sas  iaxe  whose  Satdtee
ook =
X Fod
Skipped.
u
& restore
Fie Edit Wiew Favorites Tools Help >

@k - () (T D search [T Folders

Address |I) Cirestore

File and Folder Tasks

=¥ Make a new Folder
& Fublish this folder to the
=

Other Places

e Local Disk (C:)

() My Documents
% My Computer
83 My Network Places

Details

Use the following steps to restore the SQL Server Metadata backed up by the Microsoft SQL Server iDataAgent:

1. e From the CommCell Browser, navigate to Client Computers | <Client> | SQL
Server.
e Right-click the instance and then click All Tasks | Browse Backup Data.
2. Click OK.

& Cormce o 7| T masoDPH2010\SOPN010 X | Whatsnen? x
4 hesorot & hooo01 > ) Cient Computers > B} iaodom2010 > DA 5L Seve
) lent Computer Groups
0 gent compters SidentNome e
ot et Database
sl
daan 3
sateuayprony
hepoy01
B2 ida40dom2010
© DADPM
T cefoutsacupset
& D Fe sysen
U aeroutsacupset
B850 server
DAsDRDI0
IDA40DPM20110\MSDPM2010
%:gﬁ;ﬂm AllTasks > Saclap All Sabelents
Brcsensan|  View » | browse BacupDote
B srver NewSubelint >
. Detete
supernay Properties T —
b= Operationindow ||
o seneme T
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Browse Options &
(o)

() Spedify Browse Time

Client Computer:

(& Database (O FilefFile Group

oK ][ Cancel ][ Advanced ][ List Media ][ Help

i Client: happy01 (Latest .. % 1v

s
e In the right pane of the Browse window, select the database you want to restore. e e s e
e Click Recover All Selected. e z

e ——
SR

>

mocel
maer
-

o
o
o
(=]
O
o
o

4. Click Advanced.

General | Job Intiation|

General
Destinaton Server; | HAPPYOL 0
Seurce Server: HAPPYOL
DatgbaseName;  Resources
Dotohase State;  Hormal

Restore Types
(@ Databass Restore Step Restore (©) Recover Only
[JPaintin-tine Transaction Log arks L] Patiel Restore

[] Latest Backup Data Roply Logbacupsonly 1 SKP RllBackp

Restore Time and Time zone

Restore Time: | Tuesday, Aprl 26, 2011 1:26:30 PM FLLL v/

Time Zone [(M-05:00) Eastern Time (U5 & Canada) vl

Recovery Types and UndoPath

@ Recovery (O Morscovery (O Stand by

Undo File Path | o

Restors Optiens
[] Unconditionally ovenwrite existing database or fies
[] Leave Database in DEO Lse only stake
[ Preserve Replication Settings

[ keep Change Data Capture

[ 8ok | [Cconcel {[advanced |} [ save as st

Click the Options tab. Advanced Restore Opt

dvanced General | Startup | PrefPost | Copy Precedence | Data Path | Ercrypticr: || Alert | Options |

Rename the database name under the Database column. 1

Change the path of the database and log files under the Physical Path column.
Click OK.

Fie Name

resources_log restore_testDATAresources_log. ldF

v

Find & Replace

6. Click OK.
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SOL Restare Options &3]

General | 1ob Initiation

General

Destinaton Server: | HAPPYOL v
HAPFYOL

Source Server
—Databa;e Name: Resources_1
Database State: NOTEXIST
Restore Types

(@) Database Restore: © Recover Only

[[] Paint-in-time [] Partial Restore.

[[]Latest Backup Data [ Skip Full Backup

Restore Time and Time 20ne

Restore Tine: | Tuesday, Aprll 26, 2011 1:26:30 PM FULL v

Time Zone: |(GMT-05:00) Eastern Time (US & Canada) v

Recovery Types and LindoPath

(@ Recovery (O Morecovery () Stand by

Restors Options
[ unconditionally overvrice existing database or files
[[] teave Database in DBO use orly state
[ Preserve Replication Settings

[ keep Change Data Capture

([ #ox Concel | [_advanced | [ B Save Asserpr | [ vep_|

7. You can monitor the progress of the restore job in the Job Controller. e e

Floz andF... Tranzacn

hapoyot

.
N T T

E ri0l  Pendng |
T T

W Rosse WPlying  Rurviog: 1 Pendg: | Waitng: 0 Queved; 0 Suspended: 0 Tota Jobs: 2 Job Streams: 1 High Watermark 100

8. Once the restore job has completed, right-click the agent and click View | Restore Aancoliey R A 5QL Server x
History e Conputer s @ docntot > ) Clent Computers > B hoppy01 > DA 0L Server
& % :“SS B HaPPYOL 10.0.2531
focintdl
=B heppyot

DA File System
4 €530A 50L Server

~ B HR] alTasks >
Security
view >
g Storage Resources| 2 Backup History
Poicies Properties 3 (Flestore Hiskory )
L Reports Schedues
# Content Girector

E Content | B Summary

J0b Controller
Jab Controler
| Fl..| JbID  Operaton  ClencCo..| AgsntType| Subclent 3

5

9. Click OK.

Restore History Filter for: SOL Server

Destination Client Computer:

[] Specify Time Range

Start Time: End Timg

Job Type

Recovery/Retrieve

Job Status

& Al () Completed () Failed () Killed

[ (s[4 ] [ Cancel ] [ Advanced ] I Help

10. You can view the following details about the job by right-clicking the job: B et rbuson o0 % T
e View Restore Items = R - T M

You can view them as Successful, Failed, Skipped or All. Torsbets '
e View Job Details . M»:E K

e View Events of the restore job.
e View Log files of the restore job
e View Job Path
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e Send Logs
e Resubmit Job
11. Once the database is restored, verify that the restored database and log files are E‘;‘—’% =TT =

available in the restore destination provided during step 5.

| [BEY [olses [efvope |
e

Y — pe
Premarcernd | Y201 1LGS AN QL servr Dasbase vy Dtare x
Dresouces g )\ W0 ILOSAN SO Server Do TrorsaciontogFle 1G24

CONGRATULATIONS - YOU HAVE SUCCESSFULLY COMPLETED YOUR FIRST BACKUP AND RESTORE.

If you want to further explore this Agent's features read the Advanced sections of this documentation.
| < Previous |
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