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Overview - Microsoft Exchange Server iDataAgents
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Desktop Browse

Terminology
Customized Features for Your Exchange Version

INTRODUCTION

The Exchange Server iDataAgents provide a unified protection and recovery vehicle for all Exchange data in your enterprise. In addition to complete protection
of entire Exchange databases for disaster recovery, more granular backup and recovery options are available for mailboxes and public folders. Added options
for Outlook integration, deduplication, content indexing, and advanced reporting help ensure all your Exchange data is easily traceable and retrievable
whenever the need arises.

KEY FEATURES

The Exchange Server iDataAgents offer the following key features:

DATABASE PROTECTION FOR DISASTER RECOVERY

The Exchange Database iDataAgent backs up each Exchange database, which includes 2 '7\
the following key components: :\‘

e Information Stores containing individual user mailboxes Sy StoregeDesice

e Public Folder Stores containing data shared among multiple users ]

e Transaction Logs

In the event of a serious system failure, such as the breakdown of hardware, software, Exchange Databese Datangent

or operating systems, the Exchange Database iDataAgent provides point-in-time
recovery of a given database, ensuring that the state of the Exchange Database as it
existed at any given time is ready for use whenever necessary.

Exchange Server

'GRANULAR PROTECTION OF MESSAGES AND MAILBOX ITEMS

The Exchange Mailbox iDataAgent backs up individual mailboxes for quick retrieval of individual mailbox data, such as messages and attachments, that may
have been lost from a user's Outlook mailbox. Regular backups of mailboxes also provide the facility to quickly restore entire mailboxes without requiring
restores of the Exchange database.

‘GRANULAR PUBLIC FOLDER PROTECTION FOR SHARED INFORMATION

The Exchange Public Folder iDataAgent backs up public folders for quick retrieval of shared data between Exchange users, such as group documents, messages,
attachments, and calendars. As with the Exchange Mailbox iDataAgent, regular backups of mailboxes also provide the facility to quickly restore any number of
public folders without requiring restores of the Exchange database.

ADD-ON COMPONENTS

SNAPPROTECT BACKUP

SnapProtect Backup enables you to create a point-in-time snapshot by temporarily quiescing the data, taking a snapshot, and then resuming live operations.
SnapProtect backups work in conjunction with hardware snapshot engines.

‘'OUTLOOK ADD-IN
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Outlook Add-In fully integrates with Microsoft Outlook to provide users with a convenient Outlook Add-In
way to browse, search and restore mailbox items directly from Outlook. All mailbox et
entities, including messages, attachments, calendar items, and notes, are retrievable from
either the locally installed Outlook application or the Outlook Web Access web browser

application. sk =
\
==

‘'OFFLINE DATABASE RESTORE

Offline Database Restore using the Exchange Offline Mining Tool provides Exchange users Offline Database

with the ability to restore mail messages, attachments, and other mailbox entities from an '\ﬁ_,v\,‘ff’ﬁ””

offline copy of the Exchange database. This capability is especially useful in environments o

where the Exchange Server experiences significant day-to-day overhead. By providing . b

users with an offline copy of the Exchange database to retrieve their data, the Exchange i

Server does not experience the reduction in performance it otherwise would if users -~ s

retrieved their data from it directly. :
- =3

Production Exchange Server

ot Copy ot
Excharge Duao

'DESKTOP BROWSE

Desktop Browse enables users to browse and restore data from a Web Browser, which provides the facility to access and restore data from anywhere.

CONTENT INDEXING AND SEARCH

Content Indexing and Search enables users to content index their data and later search the data from a user-friendly web interface. The users can also perform
restore operations or other advanced actions on the searched data.

TERMINOLOGY

The Microsoft Exchange Server iDataAgent documentation uses the following terminology:

Includes all operational elements of the Exchange Server, such as Stores, Transaction Logs, Patch Files, and Exchange Organizational
DATABASE Data.
A computer other than the Exchange Server on which the Mailbox and Public Folder iDataAgents may be installed. Using a non-

NON-EXCHANGE Exchange Server often results in less overhead on the Exchange Server during backup and restore operations.
SERVER

An association between two entities used in Automatic Discovery scenarios. For example, automatic discovery of mailboxes by
AFFINITY database affinity implies the mailbox is included in the selected database.

‘CUSTOMIZED FEATURES FOR YOUR EXCHANGE VERSION

The Advanced pages of this documentation outline the features applicable for your version of Exchange in a tabular format for quick access to the
documentation you need as shown below:

EXCHANGE 2010 EXCHANGE 2007 EXCHANGE 2003

Sections not listed for a particular version of Exchange are not applicable or supported for that Exchange version.
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System Requirements - Exchange Database iDataAgent

System Requirements Supported Features

The following requirements are for the Microsoft Exchange Database iDataAgent:

APPLICATION

Microsoft Exchange 2003 32-bit Server up to the latest service pack
Microsoft Exchange 2007 64-bit Server up to the latest service pack
Microsoft Exchange 2010 64-bit Server up to the latest service pack
Microsoft Exchange 2013 64-bit Server up to the latest service pack

OPERATING SYSTEM

WINDOWS SERVER 2012
Microsoft Windows Server 2012 Editions

WINDOWS SERVER 2008
Microsoft Windows Server 2008 x64 Editions*

*Core Editions not supported

WINDOWS SERVER 2003
Microsoft Windows Server 2003 32-bit and x64 Editions with a minimum of Service Pack 1

CLUSTER - SUPPORT
The software can be installed on a Cluster if clustering is supported by the above-mentioned operating systems.

For information on supported cluster types, see Clustering - Support.

HARD DRIVE

1 GB of minimum disk space is required for installing the software.
256 MB of free disk space is required for job result directory.

256 MB of free disk space is required for log directory.

MEMORY

32 MB RAM minimum required beyond the requirements of the operating system and running applications

PROCESSOR

All Windows-compatible processors supported

SUPPORTED COMPONENTS

EEXCHANGE OFFLINE MINING TOOL

The Exchange Offline Mining Tool is supported on any Windows Server platform.

NOTES ON EXCHANGE OFFLINE MINING TOOL INSTALLATION

The following additional software packages must be installed on the same computer where the Exchange Offline Mining Tool is installed, if they are not already
present on the computer:

e .NET Framework 4.0 (will be automatically installed during Offline Mining Tool installation, if needed)
e Microsoft Outlook 2003 (or later)

o For Exchange Server 2010 Editions, the Exchange Offline Mining Tool is supported only with 32-bit versions of Outlook.
e For Exchange Server 2013, the Exchange Offline Mining Tool is supported only with 32-bit versions of Outlook.
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PERIPHERALS
DVD-ROM drive

Network Interface Card

MISCELLANEOUS

NETWORK

TCP/IP Services configured on the computer.

The File System iDataAgent will be automatically installed during installation of this software, if it is not already installed. For System Requirements specific to
the File System iDataAgent, refer to System Requirements - Microsoft Windows File System iDataAgent.

DISCLAIMER

Minor revisions and/or service packs that are released by application and operating system vendors are supported by our software but may not be individually listed in our System
Requirements. We will provide information on any known caveat for the revisions and/or service packs. In some cases, these revisions and/or service packs affect the working of our software.
Changes to the behavior of our software resulting from an application or operating system revision/service pack may be beyond our control. The older releases of our software may not support
the platforms supported in the current release. However, we will make every effort to correct the behavior in the current or future releases when necessary. Please contact your Software

Provider for any problem with a specific application or operating system.

Additional considerations regarding minimum requirements and End of Life policies from application and operating system vendors are also applicable

Page 7 of 208



Administration Guide - Exchange Database iDataAgent

Deployment - Exchange Server Agents

PLANNING YOUR INSTALLATION

The Microsoft Exchange Server Agents can be installed individually or in any combination. However, your installation options will differ depending on your
environment and the combination of Agents you intend to install.

To ensure you select the appropriate installation option for your environment, first compile the following information:

EXCHANGE AGENTS TO BE INSTALLED

For complete protection, it is recommended all Agents be installed in your

environment.

EXCHANGE SERVER VERSION
The Exchange Server Version can be 2010, 2007, or 2003.

WILL THE AGENTS BE INSTALLED ON THE EXCHANGE

SERVER?

You can install Agents on the Exchange Server or another computer

(Non-Exchange Server). The Database iDataAgent, however, must be
installed on the Exchange Server.

IS THE COMPUTER 32-BIT OR 64-BIT?

Whether installing on the Exchange Server or a Non-Exchange Server,
the bit-rate can be 32-bit or 64-bit.

WHAT VERSION OF OUTLOOK IS INSTALLED ON THE

COMPUTER?

Outlook must be installed on the computer for all Agents except the
Database iDataAgent and can be version 2010 or 2007.

IS THE OUTLOOK VERSION 32-BIT OR 64-BIT?
The Outlook bit-rate can be 32-bit or 64-bit.

WILL YOU BE INSTALLING THE AGENTS IN A
CLUSTERED ENVIRONMENT?

INSTALLATION OPTIONS

Once you have compiled the above information, choose the appropriate installation procedure as described in the tables below.

EXCHANGE SERVER 2013

SERVER SETUP

OUTLOOK
VERSION

INSTALLATION PROCEDURE

SUPPORTED AGENTS

INSTALLING ON THE

EXCHANGE SERVER

64-bit Exchange
Server

N/A

Install the 64-bit Exchange Agents for Exchange Server 2013

Database Agent for Database Availability

Group (DAG) Configuration

EXCHANGE SERVER 2010

SERVER SETUP

OUTLOOK
VERSION

INSTALLATION PROCEDURE

SUPPORTED AGENTS

INSTALLING ON THE

EXCHANGE SERVER

64-bit Exchange
Server

Outlook 2010 64-bit

Install the 64-bit Exchange Agents for Exchange Server 2010
or 2007

Database, Mailbox, and Public Folder
iDataAgents

Compliance, Mailbox, and Public Folder
Archivers

64-bit Exchange
Server

Outlook 2010/2007
32-bit

Install the 32-bit Exchange Agents for Exchange Server 2010
or 2007

Database, Mailbox, and Public Folder
iDataAgents

Compliance, Mailbox, and Public Folder
Archivers
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64-bit Exchange
Server

N/A

Install the 64-bit Exchange Agents for Exchange Server 2010
or 2007

Database Agent for Database Availability
Group (DAG) Configuration

INSTALLING ON A NON-EXCHANGE SERVER

32-bit Non-Exchange
Server

Outlook 2010/2007
32-bit

Install the 32-bit Exchange Agents on a Non-Exchange Server

Mailbox and Public Folder iDataAgents

Compliance, Mailbox, and Public Folder
Archivers

64-bit Non-Exchange
Server

Outlook 2010/2007
32-bit

Install the 32-bit Exchange Agents for Exchange Server 2010
or 2007

Mailbox and Public Folder iDataAgents

Compliance, Mailbox, and Public Folder
Archivers

64-bit Non-Exchange
Server

Outlook 2010 64-bit

Install the 64-bit Exchange Agents for Exchange Server 2010
or 2007

Mailbox and Public Folder iDataAgents

Compliance, Mailbox, and Public Folder
Archivers

EXCHANGE S

ERVER 2007

SERVER SETUP

OUTLOOK
VERSION

INSTALLATION PROCEDURE

SUPPORTED AGENTS

INSTALLING ON THE

EXCHANGE SERVER

64-bit Exchange
Server

Outlook 2010 64-bit

Install the 64-bit Exchange Agents for Exchange Server 2010
or 2007

Database, Mailbox, and Public Folder
iDataAgents

Compliance, Mailbox, and Public Folder
Archivers

64-bit Exchange
Server - Cluster

Outlook 2010 64-bit

Install the 64-bit Exchange Agents for Exchange Server 2010
or 2007 - Clustered Environment

Database, Mailbox, and Public Folder
iDataAgents

Compliance, Mailbox, and Public Folder
Archivers

64-bit Exchange
Server

Outlook 2010/2007 32-
bit

Install the 32-bit Exchange Agents for Exchange Server 2010
or 2007

Database, Mailbox, and Public Folder
iDataAgents

Compliance, Mailbox, and Public Folder
Archivers

64-bit Exchange
Server - Cluster

Outlook 2010/2007 32-
bit

Install the 32-bit Exchange Agents for Exchange Server 2010
or 2007 - Clustered Environment

Database, Mailbox, and Public Folder
iDataAgents

Compliance, Mailbox, and Public Folder
Archivers

INSTALLING ON A NON-EXCHANGE SERVER

32-bit Non-Exchange
Server

Outlook 2010/2007
32-bit

Install the 32-bit Exchange Agents on a Non-Exchange Server

Mailbox and Public Folder iDataAgents

Compliance, Mailbox, and Public Folder
Archivers

64-bit Non-Exchange
Server

Outlook 2010/2007
64-bit

Install the 64-bit Exchange Agents for Exchange Server 2010
or 2007

Mailbox and Public Folder iDataAgents

Compliance, Mailbox, and Public Folder

Archivers

EXCHANGE S

ERVER 2003

SERVER SETUP

OUTLOOK VERSION(INSTALLATION PROCEDURE

SUPPORTED AGENTS

INSTALLING ON THE

EXCHANGE SERVER

Exchange Server

Not Required

Install the Exchange Agents on Exchange Server 2003

Database, Mailbox, and Public Folder
iDataAgents

Compliance, Mailbox, and Public Folder
Archivers

Exchange Server -
Cluster

Not Required

Install the Exchange Agents on Exchange Server 2003 -
Clustered Environment

Database, Mailbox, and Public Folder
iDataAgents

Compliance, Mailbox, and Public Folder
Archivers

INSTALLING ON A NON-EXCHANGE SERVER

Non-Exchange Server

Outlook 2010/2007 32-
bit

Install the Exchange Agents for Exchange Server 2003 on a
Non-Exchange Server

Mailbox and Public Folder iDataAgents

Compliance, Mailbox, and Public Folder
Archivers
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Install the 64-bit Exchange Agents for Exchange Server 2010
or 2007

Follow the steps given below to install Exchange Agents on one of the following:

® 64-bit Exchange Server 2010
e 64-bit Exchange Server 2007

® 64-bit Non-Exchange Server

WHERE TO INSTALL

The Exchange Agents can be installed in one of two ways:

« Previous | Mext »

e Directly onto the Exchange Server. This method is referred to as an on-host installation and is useful if you want to preserve hardware resources.

e On a separate computer with connectivity to the Exchange Server. This method is referred to as an Non-Exchange Server installation and is useful if you

want to offload the memory and processing resources required for backups and restores from the Exchange Server.

Install the Exchange Agents on all the nodes on which backups have to be run in a DAG configuration.

INSTALLATION RELATED TOPICS

The software can be installed using one of the following methods: Download Software Packages
Provides step-by-step procedure to download the latest

METHOD 1: INTERACTIVE INSTALL packages for software install.

Use this procedure to directly install the software from the installation package or a System Requirements

network drive. Verify that the computer in which you wish to install the
software satisfies the System Requirements.

METHOD 2: INSTALL SOFTWARE FROM COMMCELL CONSOLE Firewall

Use this procedure to remotely install the software on a client computer. Provides comprehensive information on firewall.

PREREQUISITES

If you are installing the Exchange Agents on a 64-bit off-host proxy computer, perform the following pre-requisite task before installing these agents:

Ensure that the proxy computer has been added to the same Domain in which the Exchange Server 2007 resides.

e Install Microsoft Outlook 2007 or higher on the off-host proxy computer in order to supply the software drivers necessary for Exchange-based agents to

function in an off-host proxy configuration.

FOR EXCHANGE SERVER 2010

o Ensure that the mail-enabled user is a member of the Local Administrator Group and have rights to all mailboxes on the server.

Ensure that the service account is a member of Organization Management group.

To assign full access follow the steps given below:

Using ADSIEDIT navigate to Configuration | Services | Microsoft Exchange.

Right-click your organization name, click Properties | Securities and click the Advanced tab.
Click Edit to modify the permissions set for Organization Management group.

Click to select Full Control, Receive As and Send As permissions and wait for replication.
Click the Effective Permission tab and Select the name of the backup account.

The backup account should display the following as selected:
Full Control

All Extended Rights

Send As

Receive As

Start the PowerShell and type the following to add the backup account so it has full control over all the databases:

Get-MailboxDatabase -server (server name) | Add-ADPermission -user "backup account" -ExtendedRights Receive-As

Run the above PowerShell every time a new database is added.
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e Navigate to the Exchange Management Console, right-click the <mailbox> and click Manage Full Access Permissions to view the mailbox listed under Full
Access Permissions.

FOR EXCHANGE SERVER 2007
e Service account should be a member of Exchange Organization Administrators group.

o Ensure that the mail-enabled user is a member of the Local Administrator Group and have rights to all mailboxes on the server.

METHOD 1: INTERACTIVE INSTALL

1. Log on to the computer using an account with the following privileges:
e Administrator of the local computer
e Administrator of the Exchange Server

Run Setup.exe from the Software Installation Package.

3. Select the required language.
Click Next.
Select the language you will use during installation.
4. Select the option to Install Calypso on this 64-bit computer.
Your screen may look different from the example shown.

= Install Software on this 64-bit computer

= Advanced options

€ View Install Quick Start Guids (Requires Adobe Actobat Rleadsr]
€ Install Adobe Acrabat Fieader

S Exit

5. Select I accept the terms in the license agreement. _

i License Agreement
Click Next. Please read the following License Agreement. Press
the PAGE DOWN key to view the entire agreement

End User License and Limited Warranty Agreement

Software Release 9.0.0

(including Microsoft® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)

NP D D VR

(& | accept the terms in the license agreement

" 1 do not accept the terms in the license agreement.
Installer

< Back Next > Cancel

6. To install the Exchange iDataAgents expand Client Modules | Backup &
Recovery | Exchange, and select one or more of the following:

o Exchange Database iDataAgent

e Exchange Mailbox iDataAgent

o Exchange Public Folder iDataAgent

To install the Exchange Archiver Agents, expand Client Modules | Archive
Management, and select one or more of the following:

o Exchange Compliance Archiver

o Exchange Mailbox Archiver Agent

e Exchange Public Folder Archiver Agent
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Click Next. pooter ____________K]

Select Platforms
Select the platforms you want to configure.

For Non-Exchange Server, Exchange Database iDataAgent will not be

applicable.
= Q A | Move the pointer over a
= © Common Technology Engine platform name to see a
description of the platform and
* @ CommServe Modules e o N B
# © CommCell Console disabled.
+ @ Mediadgent Modules
= @ Client Modules :
¥ O Backup & Recovery DiskSpace
# 2 Content Indesing and Search (Req/Recommended)
# 0 Web Based Search & Browse Installation Folder:
# © Archive Management 0MB/ 0MB
# O ConfinuousDataReplicator = "
# 0 SAM .
# O Supporting Modules EE
% 0 Tools v
e Special Registry Keys In Use
I Install Agents for Restore Only <Back | | cancel |

7. If this computer and the CommServe is separated by a firewall, select the Configure

firewall services option and then click Next. Firewall Configuration

Configure firewall services

For firewall options and configuration instructions, see Firewall Configuration and
continue with the installation.

If there is a firewall between this machine and the CommServe, configure firewall services below.

If firewall configuration is not required, click Next.

I™ Configure firewall services

.
.
~
Installer
8. Enter the fully qualified domain name of the CommServe Host Name. Installer X
Click Next CommServe Name

Specify the CommServe computer name and host
name

Do not use space and the following characters when specifying a new
name for the CommServe Host Name: CommServe Client Name

\I" ~@#$% &> ()+=<>/?,[1{};"

CommServe Host Name

{Enter a walid, fuly-qualiied, IF host name; for example:
TyCOmpUte! MyGompany. com)

‘mycnmpulel MPCOmpany. com

Irstaller

< Back Wt > cancel |
5. CickNext

Communication Interface Name
Setup wil configurs the communication paths.

Select a client name

=

Select an interface name that this computer will use to
communicate with the CommServe

audi. mycompany. com j

P Address{es for the selected host,

Installer

< Back Next > Cancel

10. Select Add programs to the Windows Firewall Exclusion List, to add CommCell
programs and services to the Windows Firewall Exclusion List.

Click Next.
This option enables CommCell operations across Windows firewall by

adding CommcCell programs and services to Windows firewall exclusion
list.

It is recommended to select this option even if Windows firewall is
disabled. This will allow the CommCell programs and services to function
if the Windows firewall is enabled at a later time.

Page 12 of 208



Administration Guide - Exchange Database iDataAgent

Windows Firewall Exclusion List

Allow programs to communicate through Windows
Firewa

Windows Firewall is ON
[V Add programs to the Windows Firewall Exclusion List

1f you plan on using Windows Firewall it is recommended to add the software programs to the

exclusion list.
Installer
<Back [ New> | Cancel |
11. Verify the default location for software installation. Installer X
Click Browse to change the default location. Destination Folder

Select the destination folder to install the program files.

Click Next.

e Do not install the software to a mapped network drive.

e Do not use the following characters when specifying the destination S
path: estination Folder

Click Nest to accept the default location, or click Browse to choose an altemate location.

EBrowse..

JiX?2N <> | #

It is recommended that you use alphanumeric characters only.

Drive List Space Required / Recammended
C a2BMB - 1394 ME /1670 ME
Installer

< Back Wt > concel |

12. Select a Client Group from the list. Installer 3]

Click Next Client Group Selection

: Select a client group for the client
This screen will be displayed if Client Groups are configured in the
CommCell Console.

The Client Group is alogical grouping of client machines
wihich havs the same associations at various lsvels ke
Schedule Policy, Activity Cantiol. Security and Reports

Client aroup:

Wene Selected
client_gioup

Installer

< Back Hewt s cancel |

13. Click Next. Installer, El

Schedule Install of Automatic Updates

Chaose when you want to schedule an install of the
downloaded updates

¥ Schedule Install of Automatic Updates

" Once
Time: 083112 FM

 ‘Weskly
& Monday  Tussday
© ‘Wednesday © Thursday
 Friday " Satuday
© Sunday

Installer

< Back Next » Caricel

14. Select a Storage Policy.
Click Next.
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Installer g|

Storage Policy Selection

Select a starage policy for the default subclient to be
backed up.

I Configure for Laptop or Deskiop Backup

Select a storage polioy from the pulldown list

Installer

< Back Nest > Cancel

If you do not have Storage Policy created, this message will be displayed.
Click OK.

You can create the Storage Policy later in step 24.

e If you are installing the Exchange Database iDataAgent on the Exchange Server, click Configure Exchange Database Specific Information.
e If you are installing the Exchange Agents on the Non-Exchange Server, skip to Configure Exchange Agents Specific Information.

‘CONFIGURE EXCHANGE DATABASE SPECIFIC INFORMATION

15. Select the backup type for Exchange Database backups. Choose either of the Installer X

following options, then click Next. Exchange Backup Options
o Differential - Specifies that each non-full Exchange Database backup secures all Flease select a default backup type

data that has changed since the last full backup. Transaction lobs are not purged.
e Incremental - Specifies that each non-full Exchange Database backup secures € Differenial Backs up changes b the Infarmation

only that data that has changed since the last backup of any type. Committed i 2nd Dipctow Seice shos thelast

transaction logs are purged. bansactioniogs

& Incremental Backs up changes in the Information

Store and Ditectoy Service since the last
Full backup or Incremental backup. The
cammitted Iransaction logs are then
puged.

Irstaller

< Back Wt > concel |

16. Enter the user credentials to access the Exchange Server to perform the backup
operation. Enter Administrator account information

Enter Sdministrator account information

o The User Account must have Exchange Administrator privileges.

e The installation detects the domain name. If necessary, you can Pl
modify the domain name by specifying Windows domain that the |
Exchange Server resides in.

Account Password:

Domain
|E><EH

17. Click Next.
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Installer g|

Summary
Surmmary of install selectiors

Setup has snough information to start copying the program fiss. If you are satisfied with the
install settings, cick Next to begin capying files.

Destination Path = C:\Program Filesh
CommServe Host = mycomputer mycompany. com
Interface Mame = audi mycompary.com

Client =audi

Job Results Path = C:\Progiam Files\obRiesults
Global Filters = Use Cell level policy

Installer

< Back Hest > carcel |

18.  The install program displays a reminder to verify that Circular Logging is disabled [ statler.

before performing any database backup operations. To verify that Circular Logging is a

h i Flzase venfy that Greular Logaing is disabled befare performing any database
disabled: \) backup operations
e From Exchange System Manager, navigate to and expand the server that the

Database iDataAgent is being installed on.

e Verify that the Circular Logging check box has not been selected for each Storage
Group. If Circular Logging has been enabled for a Storage Group, disable it at this
time.

Click OK.

e If you are installing the Exchange Agents, then click Configure Exchange Agents Specific Information.
e If you are installing the Exchange Database iDataAgent, skip to Verify Summary of Install Options.

‘CONFIGURE EXCHANGE AGENTS SPECIFIC INFORMATION

19. Select Exchange Server Name and Exchange Server Version from drop-down
list. Exchange Server Name

Please provids Exchange server name

Click Next.

This screen will appear when you are installing Exchange Agents on Non-
Exchange Server.

Exchange Server

Exchange Server Mame:

Erchange_Server

Exchange Server Yersion

Imstaller

<Back [ Hets | Concel |

20. Click Next. Installer X
Summary
Summary of install selections

Setup has snough information to start copying the program fiss. If you are satisfied with the
install settings, cick Next to begin capying files.

Destination Path = C:\Program Filesh
CommServe Host = mycomputer mycompany.com
Interface Mame = audi mycompary.com

Client =audi

Job Results Path = C:\Progiam Files\obRiesults
Global Filters = Use Cell level policy

Installer

< Back Next > Cancel

21. Enter the following Exchange Administrator information then click Next.

e Account Name - Domain user account created with the exchange server
administrator permissions. Do not include the domain name here.

e Account Password - The password assigned to the domain user.
e Mailbox Name for this Account - Mailbox associated with the user above.

o Profile Name - Specify profile name to be created during agent install. This profile
is associated with the domain user's mailbox.
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o Exchange Server Name - Name of the Exchange Server that the agent will
communicate with for data protection and recovery operations.

Enter the Mailbox Role Server name (NetBIOS). After installation configure the
roles as described in Configure Mailboxes in Database Availability Group (DAG)
Servers.

e Domain - The installation detects and enters a domain name. If necessary, modify
the domain name by specifying Windows domain that the Exchange Server resides

in.

Installer

Exchange Administrator Account
Information
Mailbox and Profile information

the information suppied

Account Name:

Please enter the Exchange account information required below. & news profile will be created with

Profile Name:

Account Password:

Exchange Server Name:

Mailbox Name for this Account: Damain:
Installer
< Back Mext > Cancel
VERIFY SUMMARY OF INSTALL OPTIONS
22. Click Next. Installer X
Schedule Reminder
Job schedule creation reminder
Flease note:
*You still need to create a Job Schedule for each iDatatgent that has been installed on
this client computer.
Job Schedules are requited to allow the iDatahgents to perform automated backup
and restore operations,
Job Schedule creation can be accomplished through the CommCel Console
administration interface.
Installer
23. Click Finish. Installer El
Completion Report
Setup complete
Soltware: installation completed successfully. =l
Wisit the website below to download latest Updates and Service Packs.
Click. Finish to complete Setup.
|
Installer
Technical Support Websits
J4E3-  If you already have a storage policy selected in step 14, Click Mext » button available
cnoice At the bottom of the page to proceed to the Configuration section.
If you do not have Storage Policy created, continue with the following step.
24. Create a Storage Policy: appl - ConmCelComole

1. From the CommCell Browser, navigate to Policies.

2. Right-click the Storage Policies and then click New Storage Policy.

3. Follow the prompts displayed in the Storage Policy Wizard. The required options
are mentioned below:

O Select the Storage Policy type as Data Protection and Archiving and click
Next.

O Enter the name in the Storage Policy Name box and click Next.
O From the Library list, click the name of a disk library to which the primary
copy should be associated and then click Next.

Ensure that you select a library attached to a MediaAgent operating in the
current release.

o From the MediaAgent list, click the name of a MediaAgent that will be used
to create the primary copy and then click Next.

O For the device streams and the retention criteria information, click Next to
accept default values.

8 Storage polces

@ sppe > [ poices > B storage oles >

1vE

E=r)

Home e

o T of Cols_incementl | Oostpn e S ¥|
o emsto degoy A

5 Replication Polcies
& Schedulepolcies

e el
@ B0 sibcent Strage Poley

1

‘Eathrrm 2 Mﬁ\nba\nml:&N‘ ‘
(5 1 Repors
e vl S Asosstors

- 3

Create Storage Policy Wizard

Create Storage Policy Wizard

This wizard guidesyou hough e cration of
aStorage Poliyand s rmary Copy
Press Nedto contue

2 ComncalBronser.

5 agents

2| @ cortont | B surmary

Cors_cn | i
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25.

O Select Yes to enable deduplication for the primary copy.
O From the MediaAgent list, click the name of the MediaAgent that will be used
to store the Deduplication store.

Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

O Review the details and click Finish to create the Storage Policy.

Enable the following registry key to create job specific profiles:

e From the CommCell Browser, navigate to Client Computers.

e Right-click the <Client> in which you want to add the registry key, and then click
Properties.

e Click the Registry Key Settings tab.

e Click Add.

e Enter CreateProcessSpecificProfile in the Name field.

e Enter MSExchangeMBAgent in the Location field. (For Exchange Mailbox
iDataAgent).

Enter MSExchangeDMAgent in the Location field. (For Exchange Mailbox
iDataAgent).

e Enter REG_DWORD in the Type filed.

e Enter 1 to enable and 0 to disable the key in the Value field.

e Click OK.

METHOD 2: INSTALL SOFTWARE FROM COMMCELL CONSOLE

1.

2.

From the CommCell Browser, select Tools, point to Add/Remove Software, and
then click Install Software.

Click Next.

Select Windows.

Click Next.

murphy - CommCell Console

File  View (( Tools

Instail Wizard

Click Next to continue.

CG=) »

- Summary
=
il m Browse & Recover,
£ Commcel Job Contraller |# murphy x Job Controller X 4P
Era— s Y=
Scheduer.. murphy >
o B scheduler,
& @ Cliert (2] Event viewer 8 & @ o
= C"‘-’”ﬂfu lnl Reports... dlent dent Securty
Computer computers
- secury] @ ControlPanel et
& gitmag E 4
13 Policies| @ bt Replication Moritor
& 4| Report 2
& 4 Conter Ty ol =]
() AddRemove Software », Tnstall Lipdates ntert
rector
Remove Updates 3
Inztal Scftwars
Upgrade Software
Download Software
Copy Software
AddjRemave Software Configuration
& CommeCell Browsar
% Agents
murphy | adin
Installer X

This wizard guides you through the steps required ta install software on compiters.
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Installer X

O Unix and Linux

B 5ave As Script Finish

4. Select Manually Select Computers. Installer X
Click Next. Select how fo discover the computers for instailing the software

© Hanually select computers
Software wil be installed orly on the selected lit of computers.,

© dutomatically discover computers
Computers wil be discovered when the job runs,

5. Enter the fully qualified domain name of the computer on which you have Exchange

Server. Enter the host names of the computers
st th ot e o thecoukrs, o o o
For example: win08ex07.idclab.loc it

Click Next.

o> ] [ @ swessa ;

6. Click Next. Installer =
Seject Software Gache

To use current Client or Clisnt Group Softwars Cache settings, dlick Next. To override Software Cache ssttings check.
Override Softare Cache and select the Software Cache to be used,

[C] Override Software Cache

murphy. domain, company.com

P rson | [rom

7. Specify User Name and Password that must be used to access the computer.

Click Next.
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10.

11.

To install the Exchange iDataAgents expand Client Modules | Backup &
Recovery | Exchange, and select one or more of the following:

o Exchange Database iDataAgent
o Exchange Mailbox iDataAgent
e Exchange Public Folder iDataAgent

Click Next.

For Non-Exchange Server, Exchange Database iDataAgent will not be

applicable.

e Select Client Group from Available and click Add.
e Select a Storage Policy from the drop-down list. Click Next.

NOTES:

e Select the Configure for Laptop or Desktop Backup option to install Backup
Monitor utility. This utility allows you to view the backup job summary from the
client computer without opening the CommCell Console. See Monitor - Laptop User

for more information.

Type the Agent Specific Settings information.
Click Next.

Click Next.

aller

Enter Account Information

multple: clients, the user should have access to al dients.

The speified account should have administrative access ta the computer. IF you are instaling

User Name:

Example: domainusername

Passwiord: [

Confirm Password: ‘

»

Cancel

Installer

Select Package(s) to Install

0] 501 Server Datangent

0 WSt Datangent
3 Documentum Agent:
Bl
8 Echonge Database Dataagert
8 Exchange b Datagent
8 Exchange Pubic Folder Dataagert
(0 Exchange Wieb Fkder Datahgent
3 Exchange Offne tiing Tcl
=3 Lotus Notes
[ Lotus Notes Database iDataAgent
[ Lotus Notes Document Datadgent
=6 Sharepet
[ Sharepcint Dtagent
=63 Cantent Indesing and search
O online Content Indexing
[ Online Cantent Indexing For Exchange.
= 3 Avcive anagement:
0 harepcnt achiver gent
3 Domino o rchiver Agent:
O Lotus Notes Add-In Chent
0 Exchange Conlnce rchiver
0 Exchange Weberoxy Archiver Agert
(3 Exchange Pule Flder chiver Agent
3 Exchange Malbox Archiver Agent

(o) (5] »

Installer

Enter Recommended Settings for the selected Software

Recommended Settings
 Client Groups

Avalable: Selected;

Laptop Laptop Backup

dd Al >>
<<Remave Al

iobal Fiters Use Celllevel polcy

] Configure For Laptop Backups

Storage Polcy ta use:

e

Installer

Enter the Install Options for the selected Software
Aoent SpecicSatigs
= Components
= ExchangeServer Information (Optional)
Servertane | winogenci?
= Exchange Profile (Optional)
UseeAccont
o Name:
ot e
= Exchange Database (Optional)
s g |
O Diferental Backup.

© tnaremertalBackup

oo ] [, (3
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12,

13.

14.

15.

Select Immediate.
Click Next.

Click Finish.

You can track the progress of the job from the Job Controller or Event Viewer

window.

Once the job is complete, right-click the CommServe computer, click View and then

click Admin Job History.

Installer.

Enter Additional Install Options

= Installer Flags
nsall Updtes
[ Reboot (Frequiec)
[CJKil Browser Processs (F required)
[Jignore Running Jobs.
] stop Orece Services (F required)
T skipclents thatare eady prtofthe CommCellcompanent

Advanced Options

eete Packages After Instal

lnore CientjHost Name Confict

Install et Log Losation

[ install Agents For Restore Only
Optional Settings

= JobResult Directory

Path

cpat

w0l

EvmarcPort

szl

TnsallDirectery

Log Fle Location

Commserve HostName.

Installer,

Please Select When To Run The Job

Job Initiation

(&) Immediate

Rur this job now

) schedule

]

Summary

ease verly E s tarur the job imedizely orc it 0 <ave the jb cptions 25 3 scrpl,

Ctint nstal Option

Select Type Of Installation: Windows
Select Type Of Client Discovery: Manialy ssect corputers

installed: Yes

op
Reuse Active Directory credentials: No
Client Anthentication fo Job

User Name: IDCLAP\adtuiisestor
Password: ++*

Install Fags

Tnstall Updates: Yes

Reboot (if required): 1o

Kill Browser Processes (if required): No
Ignore Running Jobs: o

$top Oracle Services (I required): No
Skip cliens that are already part o the CommCell component: No
Delete Packages After Install: No

Ignore Cliznt/Host Name Conflict: Ve

Install Agents For Restore Only: No

Clint Cormpostion

Override Software Cache: No

tex: > B save s seript Fiish Cancel

) 20b Contraler

ve
5 s ool Foa
fl D opan Gl o Bt Tpe St | 3bTroe | Pime  Soan Mhdet Sas  Powes  ies  Oderiemn 3|

20307310114615 0o

o
I B P

@ 3 o0 114507 D o
@ s sopiio 157 e
@ = S0 114159 £y e

i) o
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idol.testlab.commvault.com - CommCell Console

& apple x @
& opple > *Og
Job History Q o [ [
Cortra el Gt sty e bokes
g . ooTis 3| Computers Resources v
) A File System Users Logged In [}
L a“‘f ;;':;"‘ e Schedes E-E)
B T Flo 3ystem Pl b1 Operation Clert Co... AgentType  Sublert b Typer ¢ Phas 3
& A Virtual Server 2 Data Aging NA &
# O Security _
K ﬂv” < ¢
&l Polcies [ 1 Pause P Playing Runnin
- lal Reports
i {# Content Director [ Event Viewer x | §i§ Admin Job History x 4> @
7 v viwer (-
Severty EventID JbID  Date 1 Program Computer | Ev ¥
a =) 2108/31/2010 12:00:23 JobManager apple 1954
~ a E=-3 2108/31/2010 12:00:08 JobManager apple. 19:
ac. a 231 08/31/2010 11:52:42 EvMgrS apple. 3s:
| a 228 2008/31/2010 11:46:15 DistributeSoftware  apple. 68
i — 5
W Pause PPlaying  Information, Minor, Major, Critical, Maximum events shown: 200
8 object(s) apple | admin
16. Select Install/Upgrade/Remove Software. Admin Job History Filter ®
. Job Type
Click OK.
Qual O Data Aging O Export Media
O Auxiliary Copy O Inventory O Disaster Recovery Backup
O Data Verification O Offline Content Indexing O Erase Media
O Erase Backup/Archived Data O Drive Validation O Drive Cleaning
© Stamp Media O InstaljRemove Updates O Download/Copy Software
JO Disk Library Maintenance © SRM ReportsfActions
O Information Management © CommCell Export O CommCell Import
O Media Refreshing O Recover Store
[] Specify Time Range
Start Time End Time
Job Status
@Al © Completed O Failed O Killed
Number of Jobs
@ View All Jobs
©) Desired Number of Jobs :|
2
oK
1 H H 1 1 H H 1 . ‘Admin Job History apple % 4@
17. You can view the following details about the job by right-clicking the job: B i 3 v et
. s 2ob Type JbID  Sah Start Time. End Time: UserN... ErrorC... Storag.. Autom... Legal Legal ﬂ
e Items that succeeded during the job I T —— R TS TS T ~
. . . et b,
e Items that failed during the job Vewtvens
e Details of the job
senons a
e Events of the job T

e Log files of the job

18.
Enable the following registry key to create job specific profiles:

e From the CommCell Browser, navigate to Client Computers.
e Right-click the <Client> in which you want to add the registry key, and then click

Properties.
e Click the Registry Key Settings tab.
e Click Add.

e Enter CreateProcessSpecificProfile in the Name field.

e Enter MSExchangeMBAgent in the Location field. (For Exchange Mailbox
iDataAgent).

Enter MSExchangeDMAgent in the Location field. (For Exchange Mailbox
iDataAgent).

e Enter REG_DWORD in the Type filed.
e Enter 1 to enable and 0 to disable the key in the Value field.
e Click OK.

| € Previous | Mext » |
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Install the 64-bit Exchange Agents for Exchange Server 2007 -
Clustered Environment

« Previous | Mext »

Follow the steps given below to install the 64-bit Exchange Agents on Exchange Server 2007 or on Non-Exchange Server in a clustered environment.

WHERE TO INSTALL RELATED TOPICS

The Exchange Agents can be installed in one of two ways:
: . . . . Download Software Packages
e Directly onto the Exchange Server. This method is referred to as an on-host installation and  p. .\ ides step-by-step procedure to download the latest

is useful if you want to preserve hardware resources. packages for software install.

e On a separate computer with connectivity to the Exchange Server. This method is referred System Requirements
to as an Non-Exchange Server installation and is useful if you want to offload the memory Verify that the computer in which you wish to install the
and processing resources required for backups and restores from the Exchange Server. softvx)lare satisfies the System Requyirements.

Firewall
Provides comprehensive information on firewall.

PREREQUISITES
If you are installing the Exchange Agents on a 64-bit off-host proxy computer, perform the following pre-requisite task before installing these agents:

e Ensure that the proxy computer has been added to the same Domain in which the Exchange Server 2007 resides.
e Install Microsoft Outlook 2007 or higher on the off-host proxy computer in order to supply the software drivers necessary for Exchange-based agents to
function in an off-host proxy configuration.

The below mentioned prerequisites are for Mailbox Agents only. Ensure that you have the following:

e Service account is a member of Exchange Organization Administrators group.
e The mail-enabled user is a member of the Local Administrator Group and have rights to all mailboxes on the server.

e Ensure that you assign full access to all mailboxes on the server. For details, see How do I Assign Full Access to All Mailboxes on a Server.

INSTALL PROCEDURE

1. Log on to the computer using an account with the following privileges:
e Administrator of the local computer
e Administrator of the Exchange Server

2. Run Setup.exe from the Software Installation Package.
3. Select the required language.
Click Next.
Select the language you will use during installation
4. Select the option to Install Calypso on this 64-bit computer.
NOTES:

e Your screen may look different from the example shown.

= Install Software on this B4-hit computer

= Atvanced options

€ View Install Quick Start Guide (Requires Adobe Acrobat Reader)
2 Install Adobe Acrobat Readsr

S Exit
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5. Select I accept the terms in the license agreement. _

i License Agreement
Click Next. Please read the following License Agreement. Press
the PAGE DOWN key to view the entire agreement

End User License and Limited Warranty Agreement

Software Release 9.0.0

(including Microsoft® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)

Tl Thanas T dmmmern & mammssenned

(& | accept the terms in the license agreement

" 1 do not accept the terms in the license agreement.
Installer

<Back | New> | Cancel |

6. Select Configure a Virtual Server. Installer 3]

H Cluster Type Selection
Click Next. Configure the Physical Node or a Vitual Server

Configuation Op
" Configure the Physical nods

' Canfigure aXitual server

¢Back Concel |

7. Select the disk group in which the virtual server resides. Installer 3]

Click Next. Virtual Server Selection

Select the witual server you would like to configure

Chase from the following list of disk graups
configured on this chister.

<Back [ Mews | Concel |

8. To install the Exchange iDataAgents expand Client Modules | Backup & _

Recovery | Exchange, and select one or more of the following: Select Platforms
. Exchange Database iDataAgent Select the platforms you want to configure.
o Exchange Mailbox iDataAgent .
-0 | Move the pointer over a
e Exchange Public Folder iDataAgent = @ Common Technology Engine sl et
+ @ CommServe Modules teasons why it may be
. - - - # 1 CommCell Console disabled.
To install the Exchange Archiver Agents, expand _Cllent Modules | Archive 5 @ ModaAgent Modkles eable
Management, and select one or more of the following: = O Client Modules e
# 0 Backup & Recovery B "mpm —
i i # 2 Content Indexing and Search STecunenUe
M EXChange compllance ArChlver # [ Web Based Search & Browse Installation Folder:
e Exchange Mailbox Archiver Agent ) Q Archive Management L
% 0 ContinuousDataReplicator T
e Exchange Public Folder Archiver Agent & & SAM '
% 1 Supporting Modules OME OME
. + O Tools v
Click Next. Special Registty Keys In Use
Installer
For Non-Exchange Server, Exchange Database iDataAgent will not be I Install Agents for Restore Only <Back Cancel
applicable.
9. If this computer and the CommServe is separated by a firewall, select the Configure

firewall services option and then click Next.

For firewall options and configuration instructions, see Firewall Configuration and
continue with the installation.

If firewall configuration is not required, click Next.
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Installer. g]

Firewall Configuration
Configure firewall services

If there is a firewall between this machine and the CommServe, configure firewall services below.

I™ Configure firewall services

5
~
-
Installer
__Next D) Cancel
10. Enter the fully qualified domain name of the CommServe Host Name. Installer X
Click Next CommServe Name

Specify the Commervs computer name and hast
name

Do not use space and the following characters when specifying a new
name for the CommServe Host Name: CommServe Client Mame
A" @ #$9% A& ()= <>/2, (13, ‘
CammServe Host Name

[Enter a walid, fuly-qualfied, IP host name; for example:
myeampuler. mycampany. com]

[mpcamputer mpcompany. com

Installer

< Back Hest > Carcel |

11. Click Next. Installer, El

Communication Interface Name
Setup will configure the communication paths.

Select a client name

=

Select an interface name that this computer will use to
communicate with the CommS erve:

audi. mycompany.com ~|

P Adcess{es) for the selected host

Irstaller

< Back et » concel |
12.  Select Add programs to the Windows Firewall Exclusion List, to add CommCell _

programs and services to the Windows Firewall Exclusion List. Windows Firewall Exclusion List
Allow programs to communicate through Windows
Click Next Fi
ic ext. irewall

This option enables CommCell operations across Windows firewall by Windows Firewallis ON
adding CommcCell programs and services to Windows firewall exclusion
list IV Add programs to the Windows Firewall Exclusion List
It is recommended to select this option even if Windows firewall is 1f you plan on using Windows Firewall it recommended to add the software programs to the
disabled. This will allow the CommCell programs and services to function cichton ft

if the Windows firewall is enabled at a later time.

Installer

< Back I Next > I Cancel

13. Verify the default location for software installation.
Click Browse to change the default location.

Click Next.

e Do not install the software to a mapped network drive.

e Do not use the following characters when specifying the destination
path:

[ <> | #
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taller El

It is recommended that you use alphanumeric characters only. Destination Folder

Select the destination folder ta instal the program files.

Click Next to acoept the default location, or click Browse to choose an altenate location.

Destination Folder

Browse

Drive List Space Required ¢ Recommendad
C S2EME - 1394 ME /1670 MB
Installer

< Back Hewt s cancel |

14. Select a Client Group from the list. Installer X
Click Next. Client Group Selection

Select a client group for the client

This screen will be displayed if Client Groups are configured in the
CommCell Console.

The Client Graup s alagical grauping of client machines
which have the same associations at various levels ke
Schedule Policy, &etivity Control, Security and Reports

Dliert arougs:
Mo Soleoted
chent_aroup
Irstaller
< Back Wt > concel |
15. Click Next. Installer X

Schedule Install of Automatic Updates

Choose when you want to scheduls an install of the
downloaded updates

Iv Scheduls Install of Automatic Lpdates

© Dnce
Time: 083112 PM

& weekly
& Monday © Tuesday
" ‘Wednesday © Thursday
 Fiiday © Saturday
' Sunday

Installer

< Back Hewt s cancel |

16. Select a Storage Policy. Installer X

Click Next. Storage Policy Selection

Select a starage policy for the default subclient to be
backed up.

I~ Configure for Laptop or Deskiop Eackup

Select a starage policy from the pull-down list,

Irstaller

< Back Wt > concel |

If you do not have Storage Policy created, this message will be displayed. vy =
Click OK.

You can create the Storage Policy later in step 31.

PPV S Te— | e —

e If you are installing the Exchange Database iDataAgent on the Exchange Server, click Configure Exchange Database Specific Information.

Page 25 of 208



Administration Guide - Exchange Database iDataAgent

e If you are installing the Exchange Agents on the Non-Exchange Server, skip to Configure Exchange Agents Specific Information.

‘CONFIGURE EXCHANGE DATABASE SPECIFIC INFORMATION

17. Select the backup type for Exchange Database backups. Choose either of the Installer X

following options, then click Next. Exchange Backup Options
o Differential - Specifies that each non-full Exchange Database backup secures all Flease select a default backup type

data that has changed since the last full backup. Transaction lobs are not purged.
e Incremental - Specifies that each non-full Exchange Database backup secures € Differenial Backs up changes b the Infarmation

only that data that has changed since the last backup of any type. Committed B o gt Serice snee thelast

transaction logs are purged. bansactioniogs

& Incremental Backs up changes in the Information

Store and Ditectoy Service since the last
Full backup or Incremental backup. The
cammitted Iransaction logs are then
puged.

Irstaller

< Back Wt > concel |

18. Enter the user credentials to access the Exchange Server to perform the backup

operation. Enter Administrator account information

Enter &dministrator account information
e The User Account must have Exchange Administrator privileges.

e The installation detects the domain name. If necessary, you can Account Name:
modify the domain name by specifying Windows domain that the |
Exchange Server resides in.

Account Password:

Domain
|E><EH

Summary
Summary of install selections

Setup has enough information to start copying the program fies. If you are satisfied with the
install seftings, ick Next to begin copying fles.

Destination Path = C:\Program Files
CommServe Host = mycanputer mycompany. com
Interface Mame = audi.mycompany. com

Client =audi

Job Results Path = C:\Program FilestJ obResults
Global Filkers = Use Cell level policy

Irstaller

< Back Wt > cancel |

20. The install program displays a reminder to verify that Circular Logging is disabled e

before performing any database backup operations. To verify that Circular Logging is o

§ ) Plesse verfy that Greular Logaing is deabled before performing any database

disabled: backup operations

e From Exchange System Manager, navigate to and expand the server that the
Database iDataAgent is being installed on.

e Verify that the Circular Logging check box has not been selected for each Storage
Group. If Circular Logging has been enabled for a Storage Group, disable it at this
time.

Click OK.

e If you are installing the Exchange Agents, then click Configure Exchange Agents Specific Information.
e If you are installing the Exchange Database iDataAgent, skip to Install Remaining Cluster Nodes.

‘CONFIGURE EXCHANGE AGENTS SPECIFIC INFORMATION

21. Select Exchange Server Name and Exchange Server Version from drop-down
list.
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Tnstaller [ ]

Exchange Server Name
Please provide Exchange server name

Click Next.

This screen will appear when you are installing Exchange Agents on Non-
Exchange Server.

Exchange Server

Exchangs Server Name:

Exchange_Server

Exchange Server Yersion

Installer

¢Back | Hets | Cancdl |

22, Click Next. Installer El

Summary
Summary of install selections

Setup has enough information to start copying the program fies. If you are satisfied with the
install seftings, ick Next to begin copying fles.

Destination Path = C:\Program Files
CommServe Host = mycanputer mycompany. com
Interface Mame = audi.mycompany. com

Client =audi

Job Results Path = C:\Program FilestJ obResults
Global Filkers = Use Cell level policy

Irstaller

< Back Wt > cancel |

23. Enter the following Exchange Administrator information then click Next. Installer X
e Account Name - Domain user account created with the exchange server IExfchanu_e Administrator Account
nformation

administrator permissions. Do not include the domain name here.

Mailbox and Profile information

e Account Password - The password assigned to the domain user.

Please enter the Exchange account information required below. & news profile will be created with

e Mailbox Name for this Account - Mailbox associated with the user above. the information suppled.
o Profile Name - Specify profile name to be created during agent install. This profile Account Name Profils Name
is associated with the domain user's mailbox. | |
e Exchange Server Name - Name of the Exchange Server that the agent will Account Password: Exchange Server Name:
communicate with for data protection and recovery operations. | |
e Domain - The installation detects and enters a domain name. If necessary, modify Mailbox bame for this Account Dornain:
the domain name by specifying Windows domain that the Exchange Server resides
in.

Installer

< Back Next > Cancel

INSTALL REMAINING CLUSTER NODES

24.  To install the software on the remaining nodes of the cluster, click Yes. _

To complete the install for this node only, click No. 9 wauld pau like to install the software o remaining nades an the cluster?
=7
25. Select cluster nodes from the Preferred Nodes list and click the arrow button to Installer 3]
move them to the Selected Nodes list. Cluster Node Selection

Select cluster nades to canfigure

Once you complete your selections, click Next.

~ Prefemed Nodes ~ Selected Nodes: i~ Configured Modes

e The list of Preferred Nodes displays all the nodes found in the fmclier? | E VMCLUSTERT -]
cluster; from this list you should only select cluster nodes configured
to host this cluster group server.

e Do not select nodes that already have multiple instances installed.

>

ElE ==

<
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26. Specify User Name and Password for the Domain Administrator account Installer X
Information to perform the remote install on the cluster nodes you selected in the Domain administrator account inf
previous step. Please provide domain administrator aceount
Click Next.

Domain Account Infarmation

User Name [<DOMAINSUSERS |

ILAB\Admin\slralm

Aceount Password:

cBack [ mes | Cancel

27. The progress of the remote install for the cluster nodes is displayed; the install can be [FTG_c- X
interrupted if necessary. —
You can stop remate install at any time. Installed clients will nat be uninstalled. Clients in

progress will continue installation, but their results will nat show comectiy.

Click Stop to prevent installation to any nodes after the current ones complete.

Click Advanced Settlngs to spe<:|fy any of the folIowmg: Clignt Marme Client Status | Start Time | End Time | Result Description
resl2

e Maximum number of nodes on which Setup can run simultaneously.
e Time allocated for Setup to begin executing on each node, after which the install
attempt will fail.

e Time allocated for Setup to complete on each node, after which the install attempt . 0
will fail.
Installed successully: IT Left ta install |1—
If, during the remote install of a cluster node, setup fails to complete or is Faled toinstal [0 hpogess [0 Max[1 5
interrupted, you must perform a local install on that node. When you do, Elapsedtime:  0sec Estimated timeleft 10 min 0 sea
the install begins from where it left off, or from the beginning if [

necessary. For procedures, see Manually Installing the Software on a el

Passive Node. _ _
Advanced Settings

Mumber of simul:aneous remate machines ka run Setup: | 10 3: machines

Time to wait for Setup to start on each remaote machine: 3 3: minutes

Time ta wait For Setup ka complete on each remate maching: | 15 3: minutes

28.  Read the summary for remote installation to verify that all selected nodes were
installed successfully. Results

Remote install results

Click Next.

Summary of remate instal

e If any node installation fails, you must manually install the software on
that node once the current installation is complete. See Manually [Mwmmmm Tiete selacten (0 b installsd =]
4

Installing the Software on a Passive Node for step-by-step instructions.  Lommbell

o The message displayed on your screen will reflect the status of the
selected nodes, and may look different from the example.

REALZ: Install succeeded.

29, Click Next.

Schedule Reminder
Jaob schedule creation reminder

Please nate:

“You still need to create a Job Schedule for each iDatadgent that has been installed on
this client computer.

Job Schedules are required to allows the iD atabgents to perform automated backup
and restors operations.

Job Schedule creation can be accomplished through the CommCel Consals
administration interface.

Irstaller

30. Click Finish.
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Installer g|

Completion Report
Setup complste

Sottware installstion cemplste suscssshull =]

Wisit the website below to download latest Updates and Service Packs.

Click Finish to complete Setup

]

Installer

Technical Suppart Websie

If you already have a storage policy selected in step 16, Click Mext » button available
cnoice At the bottom of the page to proceed to the Configuration section.

9

If you do not have Storage Policy created, continue with the following step.

apple - Commell Console:

31. Create a Storage Policy:

1. From the CommCell Browser, navigate to Policies.

2 ConncelBromser ive

§j'fgg« S & spple > [ poices > & Storage Poiies > roa
2. Right-click the Storage Policies and then click New Storage Policy. > m T O |
3. Follow the prompts displayed in the Storage Policy Wizard. The required options & o
are mentioned below: s a«r;w;"??i::f,\ ‘
O Select the Storage Policy type as Data Protection and Archiving and click 2 st 3
Next. Creeto Storage Policy Vizard
O Enter the name in the Storage Policy Name box and click Next. Create Storage Policy Wizard
o From the Library list, click the name of a disk library to which the primary e s B e oot
copy should be associated and then click Next. B b

Prass Nada contnue.

Ensure that you select a library attached to a MediaAgent operating in the
current release.

o From the MediaAgent list, click the name of a MediaAgent that will be used Lol
to create the primary copy and then click Next. A ol

5 hgents

O For the device streams and the retention criteria information, click Next to i JEETLET
accept default values.

O Select Yes to enable deduplication for the primary copy.

O From the MediaAgent list, click the name of the MediaAgent that will be used
to store the Deduplication store.

Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

O Review the details and click Finish to create the Storage Policy.

32.
Enable the following registry key to create job specific profiles:

e From the CommCell Browser, navigate to Client Computers.

e Right-click the <Client> in which you want to add the registry key, and then click
Properties.

e Click the Registry Key Settings tab.

e Click Add.

o Enter CreateProcessSpecificProfile in the Name field.

e Enter MSExchangeMBAgent in the Location field. (For Exchange Mailbox

iDataAgent).

Enter MSExchangeDMAgent in the Location field. (For Exchange Mailbox
iDataAgent).

e Enter REG_DWORD in the Type filed.
e Enter 1 to enable and 0 to disable the key in the Value field.
e Click OK.

« Pravious | MNext »
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Install the 32-bit Exchange Agents for Exchange Server 2010
or 2007

Follow the steps given below to install Exchange Agents on one of the following:

® 64-bit Exchange Server 2010
e 64-bit Exchange Server 2007

® 64-bit Non-Exchange Server

WHERE TO INSTALL

The Exchange Agents can be installed in one of two ways:

« Previous | Mext »

e Directly onto the Exchange Server. This method is referred to as an on-host installation and is useful if you want to preserve hardware resources.

e On a separate computer with connectivity to the Exchange Server. This method is referred to as an Non-Exchange Server installation and is useful if you

want to offload the memory and processing resources required for backups and restores from the Exchange Server.

Install the Exchange Agents on all the nodes on which backups have to be run in a DAG configuration.

INSTALLATION RELATED TOPICS

The software can be installed using one of the following methods: Download Software Packages
Provides step-by-step procedure to download the latest

METHOD 1: INTERACTIVE INSTALL packages for software install.

Use this procedure to directly install the software from the installation package or a System Requirements

network drive. Verify that the computer in which you wish to install the
software satisfies the System Requirements.

METHOD 2: INSTALL SOFTWARE FROM COMMCELL CONSOLE Firewall

Use this procedure to remotely install the software on a client computer. Provides comprehensive information on firewall.

PREREQUISITES

If you are installing the Exchange Agents on a 64-bit off-host proxy computer, perform the following pre-requisite task before installing these agents:

Ensure that the proxy computer has been added to the same Domain in which the Exchange Server 2007 resides.

e Install Microsoft Outlook 2007 or higher on the off-host proxy computer in order to supply the software drivers necessary for Exchange-based agents to

function in an off-host proxy configuration.

The below mentioned prerequisites are for Mailbox Agents only. Ensure that you have the following:

FOR EXCHANGE SERVER 2010

o Ensure that the mail-enabled user is a member of the Local Administrator Group and have rights to all mailboxes on the server.

Ensure that the service account is a member of Organization Management group.

To assign full access follow the steps given below:

Using ADSIEDIT navigate to Configuration | Services | Microsoft Exchange.

Right-click your organization name, click Properties | Securities and click the Advanced tab.
Click Edit to modify the permissions set for Organization Management group.

Click to select Full Control, Receive As and Send As permissions and wait for replication.
Click the Effective Permission tab and Select the name of the backup account.

The backup account should display the following as selected:
Full Control

All Extended Rights

Send As

Receive As

Start the PowerShell and type the following to add the backup account so it has full control over all the databases:

Get-MailboxDatabase -server (server name) | Add-ADPermission -user "backup account" -ExtendedRights Receive-As
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Run the above PowerShell every time a new database is added.
Navigate to the Exchange Management Console, right-click the <mailbox> and click Manage Full Access Permissions to view the mailbox listed under Full

[ ]
Access Permissions.

FOR EXCHANGE SERVER 2007
e Service account should be a member of Exchange Organization Administrators group.

o Ensure that the mail-enabled user is a member of the Local Administrator Group and have rights to all mailboxes on the server.

METHOD 1: INTERACTIVE INSTALL

INSTALL THE EXCHANGE DATABASE /DATAAGENT

The Exchange Database iDataAgent must be installed first. Follow the steps described below to install Exchange Database iDataAgent.

1. Log on to the computer using an account with the following privileges:
o Administrator of the local computer

e Administrator of the Exchange Server

Run Setup.exe from Software Installation Package.

Select the required language.

Select the language you will use during installation,

Click Next.

Select the option to Install Calypso on this 64-bit computer

Your screen may look different from the example shown
= Install Software on this B4-hit computer

= Atvanced options

€ View Install Quick Start Guide (Requires Adobe Acrobat Reader)

2 Install Adobe Acrobat Readsr

S Exit

5. Select I accept the terms in the license agreement.
i License Agreement
Click Next. Please read the following License Agreement. Press
the PAGE DOWN key to view the entire agreement.
a

End User License and Limited Warranty Agreement

Software Release 9.0.0

(including Microsoft® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)

v

Tl Thanae T dmmn & mammssenned

(& | accept the terms in the license agreement
" 1 do not accept the terms in the license agreement.

Cancel

Installer
Next >

< Back

Expand Client Modules | Backup & Recovery | Exchange | File System and

6.
select Exchange Database iDataAgent.
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7. If this computer and the CommServe is separated by a firewall, select the Configure
firewall services option and then click Next.

For firewall options and configuration instructions, see Firewall Configuration and
continue with the installation.

If firewall configuration is not required, click Next.

8. Enter the fully qualified domain name of the CommServe Host Name.
Click Next.
Do not use space and the following characters when specifying a new
name for the CommServe Host Name:
\I" ~@#$%N*()+=<>/?,[1{}:;"

9. Click Next.

10. Select Add programs to the Windows Firewall Exclusion List, to add CommCell
programs and services to the Windows Firewall Exclusion List.

Click Next.

This option enables CommCell operations across Windows firewall by
adding CommcCell programs and services to Windows firewall exclusion
list.

It is recommended to select this option even if Windows firewall is
disabled. This will allow the CommCell programs and services to function
if the Windows firewall is enabled at a later time.

Select Platforms
Select the platforms you want to configure.

= Q A | Move the pointer over a
= © Common Technology Engine platform name to see a
@ CommSenve Mockies desciiption of the platform and
e o reasons why it may be
# 0 CommCel Console disabled.
+ @ Mediadgent Modules
= Q2 Clent Modules .
# 0 Backup & Recovery Sapoce
# 2 Content Indexing and Search (Req/Recommended)
# 02 Web Based Search & Browse Installation Folder:
# Q2 Archive Management 0MB/ 0MB
# Q1 ContinuousDataReplicator . .
# 0 SAM .
+ 02 Supporting Modules
# Q2 Tools v LA
e Special Registry Keys In Use
I Install Agents for Restore Only <Back | | cancel |

Installer.

Firewall Configuration
Configure firewall services

If there is a firewall between this machine and the CommServe, configure firewall services below.

I™ Configure firewall services

¢
-
-
Installer
Installer &|

CommServe Hame

Specify the CommServe computer name and host
name

CommServe Client Name

CommServe Host Name
{Enter a walid, fuly-qualiied, IF host name; for example:
TyCOmpUte! MyGompany. com)

‘mycnmpulel MPCOmpany. com

Irstaller

<Back Hext > cancel |
Installer, =]

Communication Interface Name
Setup wil configurs the communication paths.

Select a client name

=

Select an interface name that this computer will use to
communicate with the CommServe

audi. mycompany. com j

P Address{es for the selected host,

Installer

< Back Next > Cancel
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Windows Firewall Exclusion List

Allow programs to communicate through Windows
Firewa

Windows Firewall is ON
[V Add programs to the Windows Firewall Exclusion List

1f you plan on using Windows Firewall it is recommended to add the software programs to the

exclusion list.
Installer
<Back [ New> | Cancel |
11. Verify the default location for software installation. Installer X
Click Browse to change the default location. Destination Folder

Select the destination folder to install the program files.

Click Next.

e Do not install the software to a mapped network drive.

e Do not use the following characters when specifying the destination S
path: estination Folder

Click Nest to accept the default location, or click Browse to choose an altemate location.

EBrowse..

JiX?2N <> | #

It is recommended that you use alphanumeric characters only.

Drive List Space Required / Recammended
C a2BMB - 1394 ME /1670 ME
Installer

< Back Wt > concel |

12. Select a Client Group from the list. Installer 3]

Click Next Client Group Selection

: Select a client group for the client
This screen will be displayed if Client Groups are configured in the
CommCell Console.

The Client Group is alogical grouping of client machines
wihich havs the same associations at various lsvels ke
Schedule Policy, Activity Cantiol. Security and Reports

Client aroup:

Wene Selected
client_gioup

Installer

< Back Hewt s cancel |

13. Click Next. Installer, El

Schedule Install of Automatic Updates

Chaose when you want to schedule an install of the
downloaded updates

¥ Schedule Install of Automatic Updates

" Once
Time: 083112 FM

 ‘Weskly
& Monday  Tussday
© ‘Wednesday © Thursday
 Friday " Satuday
© Sunday

Installer

< Back Next » Caricel

14. Select a Storage Policy.
Click Next.
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Installer g|

Storage Policy Selection

Select a starage policy for the default subclient to be
backed up.

I Configure for Laptop or Deskiop Backup

Select a storage polioy from the pulldown list

Installer

< Back Hewt s cancel |

If you do not have Storage Policy created, this message will be displayed.
Click OK.

You can create the Storage Policy later in step 21.

15. Select the backup type for Exchange Database backups. Choose either of the Installer X

following options, then click Next. Exchange Backup Options
o Differential - Specifies that each non-full Exchange Database backup secures all Flease select a default backup type

data that has changed since the last full backup. Transaction lobs are not purged.
e Incremental - Specifies that each non-full Exchange Database backup secures € Differenial Backs up changes b the Infarmation

only that data that has changed since the last backup of any type. Committed i 2nd Dipctow Seice shos thelast

transaction logs are purged. bansactioniogs

& Incremental Backs up changes in the Information

Store and Ditectoy Service since the last
Full backup or Incremental backup. The
cammitted Iransaction logs are then
puged.

Irstaller

< Back Wt > concel |

16. Enter the user credentials to access the Exchange Server to perform the backup I
operation. Enter Administrator account information

Enter Sdministrator account information

e The User Account must have Exchange Administrator privileges.

e The installation detects the domain name. If necessary, you can Pl
modify the domain name by specifying Windows domain that the |
Exchange Server resides in.

Account Password:

Domain
|E><EH

17. Click Next. Installer El

Summary
Summary of install selections

Setup has enough information to start copying the program fies. If you are satisfied with the
install seftings, ick Next to begin copying fles.

Destination Path = C:\Program Files
CommServe Host = mycanputer mycompany. com
Interface Mame = audi.mycompany. com

Client =audi

Job Results Path = C:\Program FilestJ obResults
Global Filkers = Use Cell level policy

Irstaller

< Back Next » Caricel

18. The install program displays a reminder to verify that Circular Logging is disabled
before performing any database backup operations. To verify that Circular Logging is
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disabled:
e From Exchange System Manager, navigate to and expand the server that the § j Floase verfy that Oreuler Logging is dsabled before performing any database
. . . backup operations,
Database iDataAgent is being installed on. "
e Verify that the Circular Logging check box has not been selected for each Storage
Group. If Circular Logging has been enabled for a Storage Group, disable it at this
time.
Click OK.
19. Click Next. Installer El
Schedule Reminder
Job schedule creation reminder
Please note:
“rou still need to create a Job Schedule for each iDatadgent that has been installed on
this client computer.
Job Schedules are required to allovs the iDatafgents to perom automated backup
and rastors operations
Job Schedule creation can be accomplished through the CommCel Conzole
administration interface.
Installer
20.  Click Finish. Installer X

Completion Report
Setup complste

Sottware installstion cemplste suscssshull =]

Wisit the website below to download latest Updates and Service Packs.

Click Finish to complete Setup

]

Installer

Technical Suppart Websie

5 If you already have a storage policy selected in step 14, Click Mext » button available
cnmce  at the bottom of the page to proceed to the Configuration section.

If you do not have Storage Policy created, continue with the following step.

apple - Commell Console:

21. Create a Storage Policy:

1. From the CommCell Browser, navigate to Policies.

2 Conncel rowse e
@ cas.en
(5 g e Compuer Grops

2. Right-click the Storage Policies and then click New Storage Policy. @ et coners

soa

3. Follow the prompts displayed in the Storage Policy Wizard. The required options
are mentioned below:

Strage Poley

& VadkTracket 2 ey Gl Ded pleationgiey
O Select the Storage Policy type as Data Protection and Archiving and click o ool ‘m\ ‘
Next. CreatsStorage palicy Wiz
O Enter the name in the Storage Policy Name box and click Next. Create Storage Policy Wizard
o From the Library list, click the name of a disk library to which the primary e s B e oot
copy should be associated and then click Next. B b

Prass Nada contnue.

Ensure that you select a library attached to a MediaAgent operating in the
current release.

o From the MediaAgent list, click the name of a MediaAgent that will be used =0
to create the primary copy and then click Next. D comcdtyes |
O For the device streams and the retention criteria information, click Next to 2 (5 comet]@ 3y

accept default values.
O Select Yes to enable deduplication for the primary copy.

O From the MediaAgent list, click the name of the MediaAgent that will be used
to store the Deduplication store.

Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

O Review the details and click Finish to create the Storage Policy.

e If you want to install Exchange Agents (such as Exchange Mailbox iDataAgent, Exchange Public Folder iDataAgent, Exchange Mailbox Archiver
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and/or Exchange Public Folder Archiver), click Create the Registry Keys.

e If you are installing the Exchange Database iDataAgent, click Mext » button available at the bottom of the page to proceed to the
Configuration section.

CREATE THE REGISTRY KEYS

Create the bAllowMultiInstances and bAllow32BitInstallOn64Bit registry keys.

22,

23.

24.
25.

26.

27.

Create the bAllowMultilnstances registry key. To create the registry key, see the following steps:
1. Start the Registry Editor (Regedit.exe or Redegt32.exe)

2. Locate the directory under which you want to create a
key, e.g., HKEY LOCAL MACHINE\SOFTWARE\.

3. Right click the soFTWARE and click New -> Key.
4. Name the key as GalaxyInstallerFlags.

5. Right click the GalaxyInstallerFlags and select New -
> DWORD value, name it as bAllowMultiInstances
and by double clicking the bAllowMultiInstances key
modify the Value data to 1.

Create the bAllow32BitInstallOn64Bit registry key. To create the registry key, see the following steps:
1. Start the Registry Editor (Regedit.exe or Regedit32.exe)

2. Locate the directory under which you want to create a
key, e.g., HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node.

3. Right click the sorTwarE and click New -> Key.
4, Name the key as GalaxyInstallerFlags.

5. Right click the GalaxyInstallerFlags and select New -
> DWORD value, name it as
bAllow32BitInstallOn64Bit and by double clicking the
bAllow32BitInstallOn64Bit key modify the Value
data to 1.

Run Setup.exe from Software Installation Package.

Select the required language.

Click Next.

Select the language you will use during installation,

Select the Calypso 32-bit Software install options to install software.
NOTES
e This screen will only appear when the bAllow32BitInstallOn64Bit registry key
has been created and enabled on this computer.
= Software install options
= 32-hit Software install options
S Exit

Select I accept the terms in the license agreement.

Click Next.
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28. Select Create a new instance option to install the Exchange Agents on separate
instance.

NOTES

e This screen will appear when the bAllowMultiInstances registry key has enabled on
this computer.

e This screen will not appear if no other software components are installed on the
computer.

29. To install the Exchange iDataAgents expand Client Modules | Backup &
Recovery | Exchange, and select one or more of the following:

e Exchange Mailbox iDataAgent
o Exchange Public Folder iDataAgent

To install the Exchange Archiver Agents, expand Client Modules | Archive
Management, and select one or more of the following:

o Exchange Compliance Archiver
o Exchange Mailbox Archiver Agent
e Exchange Public Folder Archiver Agent

Click Next.

Note that the Exchange Database iDataAgents must be installed on the
Exchange Server, see Install the Exchange Database iDataAgent for step-
by-step procedure.

30. If this computer and the CommServe is separated by a firewall, select the Configure
firewall services option and then click Next.

For firewall options and configuration instructions, see Firewall Configuration and
continue with the installation.

If firewall configuration is not required, click Next.

31. Enter the fully qualified domain name of the CommServe Host Name.

Click Next.

Do not use space and the following characters when specifying a new
name for the CommServe Host Name:

\I" ~1@#$% A 8*()+=<>/7,[1{}:;"

License Agreement

Please read the following License Agreement. Press
the PAGE DOWN key to view the entire agieement.

~
End User License and Limited Warranty Agreement
Software Release 9.0.0
(including Microsoft® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)
NP D D VR b4
1 accept the terms in the license agreement
" 1 do not accept the terms in the license agreement.
Installer
<Back | New> | Cancel |

Installer. @

Install Instance Selection
Please specify the instance you want to use during

instal
Instance Selection
% Create a new instance (Not recommended)
€ Install to existing instance

Select an installed instance.

Client Name:
Client Host Name:
CommServe Name

Installer

<Back [ New> | Cancel |

Select Platforms
Select the platforms you want to configure.

= Q A | Move the pointer over a
= © Common Technology Engine platform name to see a
@ CommSenve Mockies desciiption of the platform and
e reasons why it may be
# 0 CommCel Console disabled.
+ @ Mediadgent Modules
= Q2 Clent Modules .
# 0 Backup & Recovery Sapoce
# 2 Content Indexing and Search (Req/Recommended)
# 02 Web Based Search & Browse Installation Folder:
# Q2 Archive Management 0MB/ 0MB
+# Q1 ContinuousDataReplicator )
Y Q SAM Temporary on C: diive:
+ 02 Supporting Modules
# Q2 Tools v LA
e Special Registry Keys In Use
I Install Agents for Restore Only <Back | | cancel |

Installer. g]

Firewall Configuration
Configure firewall services

If there is a firewall between this machine and the CommServe, configure firewall services below.

I™ Configure firewall services

5

Installer
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Installer g|

CommServe Name
Specity the CommS erve computer rame and host

Comméerve Client Name

CommServe Host Name
[Enter a walid, fuly-qualfied, IP host name; for example:
myeampuler. mycampany. com]

[mpcamputer mpcompany. com

Installer

< Back Hest > Carcel |

32. Click Next. Installer, El

Communication Interface Name
Setup will configure the communication paths.

If there is any other instance installed on the computer, make sure that

the host name does not match the client name entered in the Select a
client name field in the previous instance.

Select a client name

=

Select an interface name that this computer will use to
communicate with the CommS erve:

audi. mycompany.com ~|

P Adcess{es) for the selected host

Irstaller

< Back et » concel |

33.  Select Add programs to the Windows Firewall Exclusion List, to add CommCell _
programs and services to the Windows Firewall Exclusion List.

Windows Firewall Exclusion List

i Allow programs to communicate through Windows
Click Next. Firewall

This option enables CommCell operations across Windows firewall by Windows Firewallis ON

adding CommcCell programs and services to Windows firewall exclusion

list.

[V Add programs to the Windows Firewall Exclusion List

It is recommended to select this option even if Windows firewall is 1f you plan on using Windows Firewall it i recommended to add the software programs o the
disabled. This will allow the CommCell programs and services to function cichton ft
if the Windows firewall is enabled at a later time.

Installer
<Back [ New> | Cancel |
34 Verify the default location for software installation. Installer X
i . Destination Folder
Click Browse to Change the default location. Select the destination folder ta instal the program files.
Click Next.

e Do not install the software to a mapped network drive.
e Do not use the following characters when specifying the destination

Click Next to acoept the default location, or click Browse to choose an altenate location.

path: Destination Folder
Browse.
/XN <> | #
It is recommended that you use alphanumeric characters only. Drive Lt Spmoe Fecaios  ocommentod
[ceame  ~| 1394 MB /1670 MB

Installer

< Back Nest > Cancel

35. Select a Client Group from the list.
Click Next.

This screen will be displayed if Client Groups are configured in the
CommCell Console.
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taller El

Client Group Selection
Select a cliert group for the client

The Client Group is alogical grouping of client machines
wihich havs the same associations at various lsvels ke
Schedule Policy, Activity Cantiol. Security and Reports

Client aroup:

Wene Selected
client_gioup

Installer

< Back Hewt s cancel |

36. Click Next. Installer, El
Schedule Install of Automatic Updates

Chaose when you want to schedule an install of the
downloaded updates

¥ Schedule Install of Automatic Updates

" Oncs
Time: 0g3IZPM
& weekly
* Morday " Tussday
 wednesday " Thursday
" Friday " Saturday
" Sunday
Installer
< Back Next» concel |
37. Select a Storage Policy. Installer K

Click Next. Storage Policy Selection

Select a starage policy for the default subclient to be
backed up.

I Configure for Laptop or Deskiop Backup

Select a storage polioy from the pulldown list

Installer

< Back Hewt s cancel |

If you do not have Storage Policy created, this message will be displayed. —
Click OK.
You can create the Storage Policy later in step 43.
e o conen |
38. Select Exchange Server Name and Exchange Server Version from drop-down

list. Exchange Server Name
Plaase provids Exchange server name

Click Next.

This screen will appear when you are installing Exchange Agents on Non-
Exchange Server. Exchange Server

Exchange Server Mame:

Erchange_Server

Exchange Server Yersion

Imstaller

< Back I Mext > I LCancel

39. Click Next.
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40.

41.

42.

i

CHOICE

43.

Enter the following Exchange Administrator information then click Next.

e Account Name - Domain user account created with the exchange server
administrator permissions. Do not include the domain name here.

e Account Password - The password assigned to the domain user.
e Mailbox Name for this Account - Mailbox associated with the user above.

o Profile Name - Specify profile name to be created during agent install. This profile
is associated with the domain user's mailbox.

e Exchange Server Name - Name of the Exchange Server that the agent will
communicate with for data protection and recovery operations.

Enter the Mailbox Role Server name (NetBIOS). After installation configure the
roles as described in Configure Mailboxes in Database Availability Group (DAG)
Servers.

e Domain - The installation detects and enters a domain name. If necessary, modify
the domain name by specifying Windows domain that the Exchange Server resides
in.

Click Next.

Click Finish.

If you already have a storage policy selected in step 37, Click Mext » putton available
at the bottom of the page to proceed to the Configuration section.

If you do not have Storage Policy created, continue with the following step.
Create a Storage Policy:

1. From the CommCell Browser, navigate to Policies.

2. Right-click the Storage Policies and then click New Storage Policy.

3. Follow the prompts displayed in the Storage Policy Wizard. The required options

Installer g|

Summary
Surmmary of install selectiors

Setup has snough information to start copying the program fiss. If you are satisfied with the
install settings, cick Next to begin capying files.

Destination Path = C:\Program Filesh
CommServe Host = mycomputer mycompany.com
Interface Name = audi.mycompany. com

Client =audi

Job Results Path = C:\Progiam Files\obRiesults

Global Filkers = Use Cell level policy

Installer

< Back

Next >

carcel |

Installer E|

Exchange Administrator Account
Information
Mailbox and Profile information

Please enter the Exchange acoount infomation required below. 4 new profile will be created with
the information suppicd,

Account Name:; Profile Name:

Account Password Exchange Server Mame:

Mailbox Name for this Account: Domair:

Irstaller

< Back

Next »

cancel |

Installer g|

Schedule Reminder
Job schedule creation remindsr

Flease note:

*fou stil nesd to create a Job Schedule for sach iDatatgent that has been installed on
iz client computer.

Jab Schedules are required to allows the iD atabgents 1o perfom automated backup
and restore operalions,

Job Schedule creation can be accomplished through the CommCel Console
administration interface.

Installer

Installer E|

Completion Report
Setup complete

Software installation completed suscesshuly. =l

Wigit the website below to download latest Updates and Service Packs.

Click Finish to complete Setup.

Irstaller

Technical Support Websits
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44.

are mentioned below:

O Select the Storage Policy type as Data Protection and Archiving and click
Next.

O Enter the name in the Storage Policy Name box and click Next.
O From the Library list, click the name of a disk library to which the primary
copy should be associated and then click Next.

Ensure that you select a library attached to a MediaAgent operating in the
current release.

o From the MediaAgent list, click the name of a MediaAgent that will be used
to create the primary copy and then click Next.

O For the device streams and the retention criteria information, click Next to
accept default values.

O Select Yes to enable deduplication for the primary copy.
O From the MediaAgent list, click the name of the MediaAgent that will be used
to store the Deduplication store.

Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

O Review the details and click Finish to create the Storage Policy.

Enable the following registry key to create job specific profiles:

e From the CommCell Browser, navigate to Client Computers.

e Right-click the <Client> in which you want to add the registry key, and then click
Properties.

e Click the Registry Key Settings tab.

e Click Add.

e Enter CreateProcessSpecificProfile in the Name field.

e Enter MSExchangeMBAgent in the Location field. (For Exchange Mailbox
iDataAgent).

Enter MSExchangeDMAgent in the Location field. (For Exchange Mailbox
iDataAgent).

e Enter REG_DWORD in the Type filed.

e Enter 1 to enable and 0 to disable the key in the Value field.

e Click OK.

METHOD 2: INSTALL SOFTWARE FROM COMMCELL CONSOLE

1.

2.

From the CommCell Browser, select Tools, point to Add/Remove Software, and
then click Install Software.

Click Next.

apple - CommCell Conss

st 2

ole

 oove
ane e
o s o dloy

Strage Poley

Sublent Assoctions

1 = o starage b
c N Globl Do pictioWWgiey
3

> @ poldes > @ storage Polices >

Create Storage Policy Wizard

1vE
roa

o e, o of Copes | incenent.| Cosapten eS|

Create Storage Policy Wizard.

“This wizard guides you through the creaton of
 Storage Policy and s Primary Copy.

Press Nedta contnue.

2 ComncalBronser.
5 agens

2| [0 cortont | B sumenary

Cors_cn | i

1

5 m

%
£ Commeell

sy

a Comml E
g% clent 4 ]
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- O Seeurit
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& 4| Report

murphy - CommCell Console

5 Summary

File  View (( Tools |}

Bromse & Recaver.
Job Contraller
Stheduler, .
Event Viewsr
Reports. .

Control Panel

Data Replcation Manitor

2
14 Conter
(h Add[Remave Software: D

ld murphy x Job Controller X 4 pE
murphy > a0d
& & ] L

dlent dent Securty

Computer
Groups

Computers

5 Agents

& CommeCell Browsar
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Instal Updlates ntert
Irector
Remove Updates 3
Install Software

Uparade Software
Dawrioad Software

Copy Software

AddjRemove Software Configuration

murphy | admin
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Installer &3

Instail Wizard
This wizard guides you through the steps required to install software on computers.
Click Next to continue.
<ot () Bz | | rn
3. Select Windows.
Click Next.
() Unix and Linux
Browoassop | | Fnsn
4. Select Manually Select Computers. Installer X
Click Next. Select how fo discover the computers for instailing the software
© Hanally zslest computars
Software will be installed only on the selected list of computers,
() Automatically discover computers
Computers will be discovered when the job runs,
5. Enter the fully qualified domain name of the computer on which you have Exchange tallr
Server. Enter the host names of the computers
e e s e e o o pr i
For example: win08ex07.idclab.loc it
)
Click Next.
Rot> ] | e G
6. Click Next.

Page 42 of 208



Administration Guide - Exchange Database iDataAgent

Installer X
Seiect Software Cache

To use current Clent or Client Group Software Cache sektings, dick Next. Ta averride Software Cache settings check
Overtide Software Cache and select the Software Cathe o be used.

0] Gverrids Softwars Cache

murphy domain campany.cam

’

7. Specify User Name and Password that must be used to access the computer. Installer 3]
Click Next.

Enter Account Information

The specified account should have administrative access ta the computer. IF you are instaling
multple clients, the user should have access to al dients.

User Name: ‘

Example: domainjusername

Password: ‘ ‘

Confirm Password: ‘ ‘

»
8. To install the Exchange iDataAgents expand Client Modules | Backup & I

Recovery | Exchange, and select one or more of the following: Seloct Package(s) to Install
0 5QL Server iDataAgent al
o Exchange Database iDataAgent 0 stpterrece

e Exchange Mailbox iDataAgent Qe oasiges

. X cogmEm
o Exchange Public Folder iDataAgent | e

@ Exchance Pubic Folder iDatagent:
Click Next. B et ™™
=L Lotus Notes

] Lotus Notes Database iDatsAgent
. (1] Lotus Notes Document Datahgent
For Non-Exchange Server, Exchange Database iDataAgent will not be [ S S

applicable. - O G

] Online Content Indexing For Exchange.

=3 Archive Management

] SharePoint Archiver Agent

] Dormino Mailbox Archiver Agent

] Lotus hotes Add-In Clent.

0] Exchange Compliance Archiver

] Exchange Webroxy Archiver Agent

0] Exchange Public Folder Archiver Agent.

0] Exchange Maibox Archiver Agent

»
9. e Select Client Group from Available and click Add. D &
e Select a Storage Policy from the drop-down list. Click Next. neerRecommencen Sewingsfo the ssecten Somyare
NOTES: = Client Groups
e Select the Configure for Laptop or Desktop Backup option to install Backup P Comesis
Monitor utility. This utility allows you to view the backup job summary from the
client computer without opening the CommCell Console. See Monitor - Laptop User
for more information. [<<removen ]
Global Fiters Use Cellevel policy ~
] Configure For Laptop Backups

o) ] (B

10. Type the Agent Specific Settings information.
Click Next.
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11. Click Next.

12. Select Immediate.

Click Next.

13. Click Finish.

Enter the Install Options for the selected Software
‘Agent Specic Settings
= Components.

= Exchangeserver Information (Optional)

ServerName [uinosexck?

= Exchange Profile (Optional)

User Account

Corfigue Password

Matbox Name.

Profle ame:

= Exchange Database (Optional)

r—

([Corpeprmord

O Diferential Backup

® Incremental Backup.

Installer:

Enter Additional instalf Options

= Installe Flags
IstalUpdates
[CIRebook (¢ requred)
K Ercmse Processes (f requred)
[ ignore Runring obs
[ 5ton Orack Services (¢ requred)
5k centstha ae akeady part o the Commel comparent

Advanced Options

Deete Packages After Instal

[Z]tgnore ClentHost Name Corflt

nstal Resu Log Location
st Agerts For Restore rly
Optional Settings
= Job ResultDirectory.
path |

cpat

w0l

EvmgrcPort
InsallDirectery
Log Fle Location

Commserve Host Name.

w2l

Installer,

Flease Select When To Run The Job

Job Initiation

(%) Immediate

Run this job now

O Schedule

Corfigure Schedule Patter

®

Corfigue

B 5ave Ais Soript

Finish
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14.

15.

16.

17.

You can track the progress of the job from the Job Controller or Event Viewer

window.

Once the job is complete, right-click the CommServe computer, click View and then

click Admin Job History.

Select Install/Upgrade/Remove Software.

Click OK.

You can view the following details about the job by right-clicking the job:
e Items that succeeded during the job
e Items that failed during the job

e Details of the job

Summary

ease verly E s tarur the b inmedizely or ci it 0 save the

Clint nstall Ogtion

Select Type Of Installation: Windows
Select Type Of Client Discovery: Manialy sdert coriguters

I

op
Reuse Active Directory credentiak: No
Ctiet Avhentication fo Job

User Name: IDCLAP\adimiistralor
Password: *+*

Instal Fags

Install Updates: Yes

Reboot (if required): 1o

Kill Browser Processes (if equired): o
Ignore Running Jobs: Mo

Stop Oracle Services (i required): No

Delete Packages After Install: No
Ignore Clizn/Host Name Conlict: Ve
Tnstall Agents For Restore Only: No

Cliet Commposition
Override Software Cache: No

installed: Yes

Skip cliens that are already part of the CommCell component: No

Hex: > (B sare b script Finist Cancel

Job Comtroter

soios s e

= st s
a = s s o7 oD wh s
a 21 e 1130 s I

e D] ormatn, e, Hep, Gk, Hasa vess st 20

idol.testlab.commvault.com - CommCell Console

e
o 3o o ko o it bt e | S i 3ok o | rws bdremn 3
< >
oo i
9 e ¢ 8 o oty v
[Ere i
Soaty_cotn | BB o4s o ot | B | oo 3l
ompo s oo &

b cenplod el
]

m e
It f s st g e lon ] ot szl
It f s o5t tangre o th e [t i
e

ok s s ek s ]

30b History Q o [ 'S
“Adimin Job History Clert Searty  Storage Polcies
e 3| comouers Resources v
Users Logged In 8
Schedes [Y=F)
i Fio 36D | Operaten ClenkCo..._AgentType Subclert T Typer 1 phas v|
D& Virtual Server 21 DataAgng NA A
& O Securky L
i < >
@ polcies | mpase prayng  Rumn
e-fl Reports
& {1 Content Director [ Event Viewer x | 3 Admin Job Hitory x 4« > @
[ Event viewer L=
Severky  EventID JbID  Date + Progiam Computer | Ev ¥
) 233 2108/31/2010 12:00:23 JobManager apple 1968
a 232 2108/31/2010 12:00:08 JobManager apple 19:
— a 21 08/31/2010 11:52:42 EvMg'S apple
a 228 2008/31/2010 11:46:15 DistrbuteSoftware  apple
5 Agents . P 0001 1A 14 AE A Pt e
M | — E
= | “WPause |pPlaying.  Information, Mincr, Mefor, Critica, Maxinum events shown: 200
8 object(s) apple | admin

Job Status
forl O Completed O Faled O Kiled

Number of Jobs
@ View All Jobs

©) Desired Number of Jobs :|

Admin Job History Filter

Job Type
oal © Data Aging © Export Media
© Auwlary Copy © Inventory © Disaster Recovery Backup
© Data Verification © ffine Content Indexing © Erase Media
O Erase Backup/Archived Data O Drive Validation O Drive Cleaning
O Stamp Media O InstalRemove Updates O DownloadjCopy Software
isk Library Maintenance © SRM ReportsfActions
O Information Management © CommCell Export O CommCell Import
©) Media Refreshing O Recover Store
[] Specify Time Range
Start Time End Time.

oK Cancel

Page 45 of 208



Administration Guide - Exchange Database iDataAgent

) 9 Admin Job History x | @ apele x )
e Events of the job ST s T [T e e T R T T
e Log files of the job = o S 7 T

Total records count :9

18.
Enable the following registry key to create job specific profiles:

e From the CommCell Browser, navigate to Client Computers.

e Right-click the <Client> in which you want to add the registry key, and then click
Properties.

e Click the Registry Key Settings tab.

e Click Add.

e Enter CreateProcessSpecificProfile in the Name field.

e Enter MSExchangeMBAgent in the Location field. (For Exchange Mailbox
iDataAgent).

Enter MSExchangeDMAgent in the Location field. (For Exchange Mailbox
iDataAgent).

e Enter REG_DWORD in the Type filed.
e Enter 1 to enable and 0 to disable the key in the Value field.
e Click OK.

« Previous | Mext »
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Install the 32-bit Exchange Agents on Exchange Server
2007 /2010 or 64-bit Non-Exchange Server - Clustered
Environment

« Previous | Mext »

The Exchange Agents are designed to protect an entire Exchange Server database. Follow the steps given below to install the 64-bit Exchange Agents on
Exchange Server 2007/2010 or on Non-Exchange Server.

WHERE TO INSTALL RELATED TOPICS

The Exchange Agents can be installed in one of two ways:
) ) ) ) ) Download Software Packages
o Directly onto the Exchange Server. This method is referred to as an on-host installation and  p.o\ides step-by-step procedure to download the latest

is useful if you want to preserve hardware resources. packages for software install.

o On a separate computer with connectivity to the Exchange Server. This method is referred System Requirements

to as an Non-Exchange Server installation and is useful if you want to offload the memory Verify that the computer in which you wish to install the

and processing resources required for backups and restores from the Exchange Server. software satisfies the System Requirements.
Make sure the computer satisfies the minimum requirements specified in the System Firewall
Requirements. Provides comprehensive information on firewall.
PREREQUISITES

The below mentioned prerequisites are for Mailbox Agents only. Ensure that you have the following:

FOR EXCHANGE SERVER 2010

o Ensure that the service account is a member of Organization Management group.

o Ensure that the mail-enabled user is a member of the Local Administrator Group and have rights to all mailboxes on the server.
To assign full access follow the steps given below:

e Using ADSIEDIT navigate to Configuration | Services | Microsoft Exchange.

e Right-click your organization name, click Properties | Securities and click the Advanced tab.
e Click Edit to modify the permissions set for Organization Management group.

e Click to select Full Control, Receive As and Send As permissions and wait for replication.

e Click the Effective Permission tab and Select the name of the backup account.

o The backup account should display the following as selected:
Full Control
All Extended Rights
Send As
Receive As
e Start the PowerShell and type the following to add the backup account so it has full control over all the databases:

Get-MailboxDatabase -server (server name) | Add-ADPermission -user "backup account" -ExtendedRights Receive-As

Run the above PowerShell every time a new database is added.

e Navigate to the Exchange Management Console, right-click the <mailbox> and click Manage Full Access Permissions to view the mailbox listed under Full
Access Permissions.

FOR EXCHANGE SERVER 2007

e Service account should be a member of Exchange Organization Administrators group.

o Ensure that the mail-enabled user is a member of the Local Administrator Group and have rights to all mailboxes on the server.

EXCHANGE AGENTS IN X64 CLUSTERS

When installing 32-bit agents on a x64 virtual server, the 32-bit File System /DataAgent must
be installed on each physical node in the cluster prior to installing the 32-bit agents on the
virtual server.

For example, to support a two-node cluster with one Exchange virtual server instance
supporting both x64 and 32-bit Agents, a minimum of two installation instances (one 32-bit
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and one x64) are required on the virtual server and each physical node. This configuration will

result in six client objects in the CommCell console; three x64 instances and three 32-bit iDA B4
instances. &
iDA 32

The sample image shown on the right illustrates the required configuration for installing 32-bit
Exchange Agents in an x64 cluster.

VIRTUAL
iDA 64 iDA64
iDA 32 iDA32
NODE1 NODE2

INSTALL THE EXCHANGE DATABASE iDATAAGENT

The Exchange Database iDataAgent must be installed first. Follow the steps described below to install Exchange Database iDataAgent.
1. Log on to the computer using an account with the following privileges:
o Administrator of the local computer
e Administrator of the Exchange Server

2. Run Setup.exe from Software Installation Package.
3. Select the required language.
Click Next.
Select the language you will use during installation
Lancel
4. Select the option to Install Calypso on this 64-bit computer.
NOTES:

e Your screen may look different from the example shown.

= Install Software on this B4-hit computer

= Atvanced options

€ View Install Quick Start Guide (Requires Adobe Acrobat Reader)
2 Install Adobe Acrobat Readsr

S Exit

5. Click Next. Installer X

Welcome

The Installer wil quide you thiough the
setup process for Saftware

This program wil install Softwars on your computer.

It is strongly recommended that you exit all Windows pragrams before running this
Setup program.

Click Cancel to quit Setup and then close any programs pou have running. Click
et to continue with Setup.

WARNING: This program is protected by copyright law and intemational reaies.

Unautharizsd repraduction or distribution of this program. ar any pottion of it may
result in severe civil and criminal penaliss, and will e prasecuted ta the masimum
exient possible under the law

Installer

6. Click ok, R

\-!) Itis stwongly recommended that any and all vius scanning software be disabled

i

irnmediately before continuing with this Software instalation. Failure to do so may result in
file-locking by the wiius scanmer and subsequent failure for setup ta install its own files.

Click OK once you have disabled them and setup will continue.
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7.

8.

10.

11.

Select I accept the terms in the license agreement.

Click Next.

Select Configure a Virtual Server.

Click Next to continue.

Select the disk group in which the cluster group resides.

Click Next to continue.

Expand Client Modules | Exchange | File System and select Exchange Database

iDataAgent.

If this computer and the CommServe is separated by a firewall, select the Configure

firewall services option and then click Next.

For firewall options and configuration instructions, see Firewall Configuration and

continue with the installation.

If firewall configuration is not required, click Next.

License Agreement

Please read the following License Agreement. Press
the PAGE DOWN key to view the entire agieement.

~
End User License and Limited Warranty Agreement
Software Release 9.0.0
(including Microsoft® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)
NP D D VR b4
" 1 accept the terms in the license agreement.
" | do not accept the terms in the license agreement.
Installer
<Back | MNew> | Cancel |

Installer E|

Cluster Type Selection
Configure the Physical Node or = Virtusl Server

Configuation Op
" Configure the Physical nods

' Canfigure aXitual server

¢Back Concel |

Installer E|

Virtual Server Selection
Select the witual server you would ke to configurs

Chase from the following list of disk graups
configured on this chister.

<Back [ Mews | Concel |

Installer.

Select Platforms
Select the platforms you want to configure.

= a A | Move the pointer over a
= @ Common Technology Engine platform name to see a
CommServe Modues description of the platform and
& reasons why it may be
# © CommCell Console disabled.
+ @ Mediadgent Modules
= C2 Client Modules —
% 1 Backup & Recovery e apace
# O Content Indexing and Search (Req/Recommended)
# [0 WebBased Search & Browse Installation Folder:
# 0 Archive Management 0MB/0MB
# 0 ContinuousDataReplicator .
% [ SAM Temporaty on C: drive:
+ O Supporting Modules OMB/OME
+ 0 Tools v
| Registry Keys |
[ Special Registry Keys In Use
I~ Install Agents for Restore Only < Back T

Page 49 of 208



Administration Guide - Exchange Database iDataAgent

Installer. g]

Firewall Configuration
Configure firewall services

If there is a firewall between this machine and the CommServe, configure firewall services below.

I™ Configure firewall services

5
~
-
Installer
__Next D) Cancel
12, Enter the fully qualified domain name of the CommServe Host Name. Installer X
Click Next CommServe Name

Specify the Commervs computer name and hast
name

Do not use space and the following characters when specifying a new
name for the CommServe Host Name: CommServe Client Mame
A" @ #$9% A& ()= <>/2, (13, ‘
CammServe Host Name

[Enter a walid, fuly-qualfied, IP host name; for example:
myeampuler. mycampany. com]

[mpcamputer mpcompany. com

Installer

< Back Hest > Carcel |

13. Click Next. Installer, El

Communication Interface Name
Setup will configure the communication paths.

Select a client name

=

Select an interface name that this computer will use to
communicate with the CommS erve:

audi. mycompany.com ~|

P Adcess{es) for the selected host

Irstaller

< Back et » concel |
14.  Select Add programs to the Windows Firewall Exclusion List, to add CommCell _

programs and services to the Windows Firewall Exclusion List. Windows Firewall Exclusion List
Allow programs to communicate through Windows
Click Next Fi
ic ext. irewall

This option enables CommCell operations across Windows firewall by Windows Firewallis ON
adding CommcCell programs and services to Windows firewall exclusion
list IV Add programs to the Windows Firewall Exclusion List
It is recommended to select this option even if Windows firewall is 1f you plan on using Windows Firewall it recommended to add the software programs to the
disabled. This will allow the CommCell programs and services to function cichton ft

if the Windows firewall is enabled at a later time.

Installer

< Back I Next > I Cancel

15. Click Next.
NOTES

e It is recommended to select the Download latest update pack(s) option to
automatically install the available updates during installation.
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Installer g|

Download and Install Latest Update Packs

Download and Install the latest service pack and post
pack from the saftware provider website.

I~ Download latest update pack(s]

Make sure vou have intemet cannestivity at this time. This process maytake some tme
depending on download spee

Installer

< Back Hest > Carcel |

16. Verify the default location for software installation. Installer X

Click Browse to change the default location. "l;ﬂ'"a"ﬂ" Folder
elect the destination folder to install the program files.
Click Next.

e Do not install the software to a mapped network drive.

e Do not use the following characters when specifying the destination S
path: estination Folder

Click Nest to accept the default location, or click Browse to choose an altemate location.

EBrowse..

JiX?2N <> | #

It is recommended that you use alphanumeric characters only.

Drive List Space Required / Recammended
C a2BMB - 1394 ME /1670 ME
Installer

< Back Wt > concel |

17. Select a Client Group from the list. Installer 3]

Click Next Client Group Selection

: Select a client group for the client
This screen will be displayed if Client Groups are configured in the
CommCell Console.

The Client Group is alogical grouping of client machines
wihich havs the same associations at various lsvels ke
Schedule Policy, Activity Cantiol. Security and Reports

Client aroup:

Wene Selected
client_gioup

Installer

< Back Hewt s cancel |

18. Click Next. Installer, El

Schedule Install of Automatic Updates

Chaose when you want to schedule an install of the
downloaded updates

¥ Schedule Install of Automatic Updates

" Once
Time: 083112 FM

 ‘Weskly
& Monday  Tussday
© ‘Wednesday © Thursday
 Friday " Satuday
© Sunday

Installer

< Back Next » Caricel

19. Select a Storage Policy.
Click Next.
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Installer g|

Storage Policy Selection

Select a starage policy for the default subclient to be
backed up.

I Configure for Laptop or Deskiop Backup

Select a storage polioy from the pulldown list

Installer

< Back Hewt s cancel |

If you do not have Storage Policy created, this message will be displayed.

Click OK.
You can create the Storage Policy later in step 31.
e o conen |
20. Select the backup type for Exchange Database backups. Choose either of the Installer X
following options, then click Next. Exchange Backup Options
o Differential - Specifies that each non-full Exchange Database backup secures all Flease select a default backup type
data that has changed since the last full backup. Transaction lobs are not purged.
e Incremental - Specifies that each non-full Exchange Database backup secures € Differenial Backs up changes b the Infarmation
only that data that has changed since the last backup of any type. Committed i 2nd Dipctow Seice shos thelast
transaction logs are purged. bansactioniogs
& Incremental Backs up changes in the Information

Store and Ditectoy Service since the last
Full backup or Incremental backup. The
cammitted Iransaction logs are then
puged.

Irstaller

< Back Wt > concel |

21. Enter the user credentials to access the Exchange Server to perform the backup I
operation. Enter Administrator account information

Enter Sdministrator account information

e The User Account must have Exchange Administrator privileges.

e The installation detects the domain name. If necessary, you can Pl
modify the domain name by specifying Windows domain that the |
Exchange Server resides in.

Account Password:

Domain
|E><EH

22, Click Next. Installer El

Summary
Summary of install selections

Setup has enough information to start copying the program fies. If you are satisfied with the
install seftings, ick Next to begin copying fles.

Destination Path = C:\Program Files
CommServe Host = mycanputer mycompany. com
Interface Mame = audi.mycompany. com

Client =audi

Job Results Path = C:\Program FilestJ obResults
Global Filkers = Use Cell level policy

Irstaller

< Back Next » Caricel

23. The install program displays a reminder to verify that Circular Logging is disabled
before performing any database backup operations. To verify that Circular Logging is
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24,

25.

26.

27.

28.

disabled:

e From Exchange System Manager, navigate to and expand the server that the
Database iDataAgent is being installed on.

e Verify that the Circular Logging check box has not been selected for each Storage
Group. If Circular Logging has been enabled for a Storage Group, disable it at this
time.

Click OK.
To install the software on the remaining nodes of the cluster, click Yes.

To complete the install for this node only, click No.

Select cluster nodes from the Preferred Nodes list and click the arrow button to
move them to the Selected Nodes list.

Once you complete your selections, click Next.

e The list of Preferred Nodes displays all the nodes found in the
cluster; from this list you should only select cluster nodes configured
to host this cluster group server.

e Do not select nodes that already have multiple instances installed.

Specify User Name and Password for the Domain Administrator account
Information to perform the remote install on the cluster nodes you selected in the
previous step.

Click Next.

The progress of the remote install for the cluster nodes is displayed; the install can be
interrupted if necessary.

Click Stop to prevent installation to any nodes after the current ones complete.
Click Advanced Settings to specify any of the following:

e Maximum number of nodes on which Setup can run simultaneously.

e Time allocated for Setup to begin executing on each node, after which the install
attempt will fail.

e Time allocated for Setup to complete on each node, after which the install attempt
will fail.

If, during the remote install of a cluster node, setup fails to complete or is
interrupted, you must perform a local install on that node. When you do,
the install begins from where it left off, or from the beginning if
necessary. For procedures, see Manually Installing the Software on a
Passive Node.

Read the summary for remote installation to verify that all selected nodes were

§ ) Plesse verfy that Greular Logaing is deabled before performing any database
backup operations.

3/ “Would you like to install the software: on remaining nodes on the cluster?
-

No

Cluster Node Selection
Select cluster nodes to configure

r~ Prefered Nodes r~ Selected Nodes:

Femesterd A | =]

- Configured Nodes
WMCLLOSTERT =]

EERIE

L ;IJ g =] L] |
Installer g|

Domain administrator account i
Please provide domain administrator account

Domain Account Infarmation

User Name [<DOMAINAUSER |
ILAB\Admin\slralm

Aceount Password:

cBack [ mes | Cancel

Installer Wl

You can stop remate install at any time. Installed clients will nat be uninstalled. Clients in
progress will continue installation, but their results will nat show comectiy.

| Start Time | End Time | Result Description

Clignt Name Client Status

resl2

1 D
Installed successully: 0 Left ta install 1
Failed ta install ] In progress: 0 Max| 1 3

Elapzed time: 0sec Estimated time left: - 10 min 0 sec

Installer

Advanced Settings

Mumber of simul:aneous remate machines ka run Setup: | 10 3: machines

Time to wait for Setup to start on each remaote machine: 3 3: minutes

Time ta wait For Setup ka complete on each remate maching: | 15 3: minutes
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installed successfully. Installer X
. Results
Click Next. Femote install results

e If any node installation fails, you must manually install the software on
that node once the current installation is complete. See Manually
Installing the Software on a Passive Node for step-by-step instructions. T ey S e et e e B ol |

+ CommCell

o The message displayed on your screen will reflect the status of the
selected nodes, and may look different from the example.

Summary of remate instal

REALZ: Install succeeded.

29. Click Next. Installer El

Schedule Reminder
Jaob schedule creation reminder

Please nate:

“You still need to create a Job Schedule for each iDatadgent that has been installed on
this client computer.

Job Schedules are required to allows the iD atabgents to perform automated backup
and restors operations.

Job Schedule creation can be accomplished through the CommCel Consals
administration interface.

Irstaller

30. Click Finish. Installer X

Completion Report
Setup complste

Sottware installstion cemplste suscssshull =]

Wisit the website below to download latest Updates and Service Packs.

Click Finish to complete Setup

]

Installer

Technical Suppart Websie

If you already have a storage policy selected in step 19, Click Next » button available
cnoice At the bottom of the page to proceed to the Configuration section.

9

If you do not have Storage Policy created, continue with the following step.

apple - Commell Console:

31. Create a Storage Policy:

vew Tods

1. From the CommCell Browser, navigate to Policies. e = T
Bana i & opple > ) Pocis > [ Strage Polces > soa
2. Right-click the Storage Policies and then click New Storage Policy. ] N e e

3. Follow the prompts displayed in the Storage Policy Wizard. The required options
are mentioned below:

O Select the Storage Policy type as Data Protection and Archiving and click

O Enter the name in the Storage Policy Name box and click Next. Create Storage Policy Wizard
o From the Library list, click the name of a disk library to which the primary e s B e oot
o

a Storage Polcy and s Primary Coy

copy should be associated and then click Next.

Ensure that you select a library attached to a MediaAgent operating in the
current release.

o From the MediaAgent list, click the name of a MediaAgent that will be used
to create the primary copy and then click Next. D comcdtyes |

O For the device streams and the retention criteria information, click Next to &
accept default values.
O Select Yes to enable deduplication for the primary copy.

O From the MediaAgent list, click the name of the MediaAgent that will be used
to store the Deduplication store.

B Corent | B surmay
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32.

Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

O Review the details and click Finish to create the Storage Policy.

Enable the following registry key to create job specific profiles:

From the CommCell Browser, navigate to Client Computers.

Right-click the <Client> in which you want to add the registry key, and then click
Properties.

Click the Registry Key Settings tab.

Click Add.

Enter CreateProcessSpecificProfile in the Name field.

Enter MSExchangeMBAgent in the Location field. (For Exchange Mailbox
iDataAgent).

Enter MSExchangeDMAgent in the Location field. (For Exchange Mailbox
iDataAgent).

Enter REG_DWORD in the Type filed.

Enter 1 to enable and 0 to disable the key in the Value field.

Click OK.

INSTALL THE EXCHANGE AGENTS

The Windows File System iDataAgent must be first installed onto all of the physical nodes of the cluster. See Install the Microsoft Windows File System
iDataAgent if you have not installed it on all of the physical nodes.

Once it has been installed onto the physical nodes, the Exchange Agents (such as Exchange Mailbox iDataAgent, Exchange Public Folder iDataAgent, Exchange
Mailbox Archiver and/or Exchange Public Folder Archiver) and Windows File System iDataAgent can be installed from the active node to the virtual server using
the following steps described below to install Exchange Agents.

The software can also be automatically installed on all available passive nodes when the software is installed onto the virtual server, or you can choose to
install any passive node(s) separately.

CREATE THE REGISTRY KEYS

Before installing the Exchange Agents, create the bAllowMultiInstances and bAllow32BitInstallOn64Bit registry keys.

1.

Create the bAllowMultilnstances registry key.

Create the bAllow32BitInstallOn64Bit registry key.

INSTALL PROCEDURE

1.

Log on to the computer using an account with the following privileges:
e Administrator of the local computer

To create the registry key, see the following steps:

1.
2.

Start the Registry Editor (Regedit.exe or Redegt32.exe)

Locate the directory under which you want to create a
key, e.g., HKEY LOCAL MACHINE\SOFTWARE\.

Right click the sorFTwARE and click New -> Key.
Name the key as GalaxyInstallerFlags.

Right click the GalaxyInstallerFlags and select New -
> DWORD value, name it as bAllowMultiInstances
and by double clicking the bAllowMultiInstances key
modify the Value data to 1.

To create the registry key, see the following steps:

1.
2.

Start the Registry Editor (Regedit.exe or Regedit32.exe)

Locate the directory under which you want to create a
key, e.g., HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node.

Right click the sorFTwaARE and click New -> Key.
Name the key as GalaxyInstallerFlags.

Right click the GalaxyInstallerFlags and select New -
> DWORD value, name it as
bAllow32BitInstallOn64Bit and by double clicking the
bAllow32BitInstallOn64Bit key modify the Value
data to 1.
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4.

5.

6.

7.

8.

e Administrator of the Exchange Server
Run Setup.exe from Software Installation Package.
Select the required language.

Click Next.

Select the Calypso 32-bit Software install options to install software.

NOTES

e This screen will only appear when the bAllow32BitInstallOn64Bit registry key

has been created and enabled on this computer.

Click Next.

Click OK.

Select I accept the terms in the license agreement.

Click Next.

Select Create a new instance option to install the Exchange Agents on separate

instance.

Select the language you will use during installation.

Cancel

= Software install options

= 32-hit Software install options

S Exit

Installer %]

Welcome
The Installer will quide you through the
setup process for Software

This program wil install Softwars on your computer.

Itis stronaly recommended that pou ext all Windows proarams befors runring this
Setup program,

Click Cancel to quit Setup and then close any programs pou have running. Click
et to continue with Setup.

WARNING: This program s protected by copyright law and intemational reaties
Unauthorized reproduction or distibution of this program. or any portion of it may

result in severe civil and criminal penaliss, and will e prasecuted ta the masimum
exient possible under the law

Installer

i Itis stwongly recommended that any and all vius scanning software be disabled
.N) irnmediately before continuing with this Software instalation. Failure to do so may result in
file-locking by the wiius scanmer and subsequent failure for setup ta install its own files.

Click OK once you have disabled them and setup will continue.

License Agreement
Please read the following License Agreement. Press
the PAGE DOWN ke to view the entire agreement.

~
End User License and Limited Warranty Agreement
Software Release 9.0.0
(including Microsoft® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)
Dol Tenas T mnsirn & mmanssd b4
& | accept the terms in the license agreement
" 1 do not accept the terms in the license agreement.
Installer
< Back Next > Cancel
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NorES

Install Instance Selection
e This screen will appear when the bAllowMultiInstances registry key has enabled on Fotnstediviskaisnce U MeE tes G
this computer.

e This screen will not appear if no other software components are installed on the Inetonce Sokecton
computer. @ Create a new instance (Not recommended)

" Installto existing instance

Select an installed instance.

Client Name:
Client Host Name:
CommServe Name

Installer

<Back [ New> | Cancel |

9. Select Configure a Virtual Server. Installer 3]

Click Next to continue. Cluster Type Selection

Configure the Physical Node or a Vitusl Server

Configuation Op
" Configure the Physical nods

' Canfigure aXitual server

¢Back Concel |

10. Select the disk group in which the cluster group resides. Installer X

Click Next to continue. Virtual Server Selection

Select the witual server you would like to configure

Chase from the following list of disk graups
configured on this chister.

<Back [ Mews | Concel |

11.  To install the Exchange iDataAgents expand Client Modules | Exchange, and _

select one or more of the following: Select Platforms
. Exchange Mailbox iDataAgent Select the platforms you want to configure.
e Exchange Public Folder iDataAgent

-0 -~ N:O\:ethepoinlev over a
. - - - = platform name to see a
To install the Exchange Archiver Agents, expand Client Modules | Archive e e Sscipton o e s s
A (easons why it map be
Management, and select one or more of the following: # 0 CommCel Console Gt T
+ @ MediaAgent Modules
e Exchange Compliance Archiver He g*’;:ﬂi::'fnemew Disk Space
i i # 2 Content Indexing and Search (Req/Recommended)
® EXChange Mallbox ArChlver Agent + 0 Web Based Search & Browse Installation Folder:
e Exchange Public Folder Archiver Agent : g ‘c‘mxﬂ’:‘:;:f:::";cam 0MB/0MB
) + 0 SAM = Temporary on C: drive:
Click Next. # O Supporting Modules 0MB/OMB
+ O Tools v
Note that the Exchange Database iDataAgents must be Installr St lls
installed on the Exchange Server, see Install the I liretei Acre o Festons Oray T ==

Exchange Database iDataAgent for step-by-step
procedure.

12, If this computer and the CommServe is separated by a firewall, select the Configure
firewall services option and then click Next.

For firewall options and configuration instructions, see Firewall Configuration and
continue with the installation.

If firewall configuration is not required, click Next.
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Installer. g]

Firewall Configuration
Configure firewall services

If there is a firewall between this machine and the CommServe, configure firewall services below.

I™ Configure firewall services

5
~
-
Installer
__Next D) Cancel
13. Enter the fully qualified domain name of the CommServe Host Name. Installer X
Click Next CommServe Name

Specify the Commervs computer name and hast
name

Do not use space and the following characters when specifying a new
name for the CommServe Host Name: CommServe Client Mame
A" @ #$9% A& ()= <>/2, (13, ‘
CammServe Host Name

[Enter a walid, fuly-qualfied, IP host name; for example:
myeampuler. mycampany. com]

[mpcamputer mpcompany. com

Installer

< Back Hest > Carcel |

14. Click Next. Installer, El
Communication Interface Name

If there is any other instance installed on the computer, Setup wil configure the communication paths,

make sure that the host name does not match the client
name entered in the Select a client name field in the
preViOUS inStanCe. Select a client name

=

Select an interface name that this computer will use to
communicate with the CommS erve:

audi. mycompany.com ~|

P Adcess{es) for the selected host

Irstaller

< Back et » concel |
15.  Select Add programs to the Windows Firewall Exclusion List, to add CommCell _

programs and services to the Windows Firewall Exclusion List. Windows Firewall Exclusion List

Allow programs to communicate through Windows

Click Next. Firewal
This option enables CommCell operations across Windows firewall by Windows Firewallis ON
adding CommcCell programs and services to Windows firewall exclusion
list [V Add programs to the Windows Firewall Exclusion List
It is recommended to select this option even if Windows firewall is 1f you plan on using Windows Firewall it recommended to add the software programs to the
disabled. This will allow the CommCell programs and services to function cichton ft

if the Windows firewall is enabled at a later time.

Installer

< Back I Next > I Cancel

16. Click Next.
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Installer g|

Download and Install Latest Update Packs

Download and Install the latest service pack and post
pack from the saftware provider website.

I~ Download latest update pack(s]

Make sure vou have intemet cannestivity at this time. This process maytake some tme
depending on download spee

Installer

< Back Hest > Carcel |

17. Verify the default location for software installation. Installer X

Click Browse to change the default location. "l;ﬂ'"a"ﬂ" Folder
elect the destination folder to install the program files.
Click Next.

e Do not install the software to a mapped network drive.

e Do not use the following characters when specifying the destination S
path: estination Folder

Click Nest to accept the default location, or click Browse to choose an altemate location.

EBrowse..

JiX?2N <> | #

It is recommended that you use alphanumeric characters only.

Drive List Space Required / Recammended
C a2BMB - 1394 ME /1670 ME
Installer

< Back Wt > concel |

18. Select a Client Group from the list. Installer 3]

Click Next Client Group Selection

: Select a client group for the client
This screen will be displayed if Client Groups are configured in the
CommCell Console.

The Client Group is alogical grouping of client machines
wihich havs the same associations at various lsvels ke
Schedule Policy, Activity Cantiol. Security and Reports

Client aroup:

Wene Selected
client_gioup

Installer

< Back Hewt s cancel |

19. Click Next. Installer, El

Schedule Install of Automatic Updates

Chaose when you want to schedule an install of the
downloaded updates

¥ Schedule Install of Automatic Updates

" Once
Time: 083112 FM

 ‘Weskly
& Monday  Tussday
© ‘Wednesday © Thursday
 Friday " Satuday
© Sunday

Installer

< Back Next » Caricel

20. Select a Storage Policy.
Click Next.
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21.

22,

23.

24.

If you do not have Storage Policy created, this message will be displayed.
Click OK.

You can create the Storage Policy later in step 31.

Select Exchange Server Name and Exchange Server Version from drop-down
list.

Click Next.

This screen will appear when you are installing Exchange
Agents on Non-Exchange Server.

Click Next.

Enter the following Exchange Administrator information then click Next.

e Account Name - Domain user account created with the exchange server
administrator permissions. Do not include the domain name here.

e Account Password - The password assigned to the domain user.
e Mailbox Name for this Account - Mailbox associated with the user above.

o Profile Name - Specify profile name to be created during agent install. This profile
is associated with the domain user's mailbox.

o Exchange Server Name - Name of the Exchange Server that the agent will
communicate with for data protection and recovery operations.

For Exchange Server 2010, enter the Client Access Role. After installation
configure the roles as described in Configure Mailboxes in Database Availability
Group (DAG) Servers.

e Domain - The installation detects and enters a domain name. If necessary, modify
the domain name by specifying Windows domain that the Exchange Server resides
in.

To install the software on the remaining nodes of the cluster, click Yes.

Installer g|

Storage Policy Selection

Select a starage policy for the default subclient to be
backed up.

I Configure for Laptop or Deskiop Backup

Select a storage polioy from the pulldown list

Installer

cancel |

Installer [x]

Exchange Server Name
Please provide Exchange server nams

Exchange Server

Exchange Server Mame:

Erchange_Server

Exchange Server Yersion

Imstaller

I Mext > I

<Back Concel |

Installer g|

Summary
Surmmary of install selectiors

Setup has snough information to start copying the program fiss. If you are satisfied with the
install settings, cick Next to begin capying files.

Destination Path = C:\Program Filesh
CommServe Host = mycomputer mycompany.com
Interface Name = audi.mycompany. com

Client =audi

Job Results Path = C:\Progiam Files\obRiesults

Global Filkers = Use Cell level policy

Installer

Next >

< Back carcel |

Installer E|

Exchange Administrator Account
Information
Mailbox and Profile information

Please enter the Exchange acoount infomation required below. 4 new profile will be created with
the information suppicd,

Account Name:; Profile Name:

Account Password Exchange Server Mame:

Mailbox Name for this Account: Domair:

Irstaller

< Back Cancel

Next »
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To complete the install for this node only, click No. _

\l:) ‘would you like ta install the software on remaining nodes on the cluster?
4

No

25. Select cluster nodes from the Preferred Nodes list and click the arrow button to Installer 3]
move them to the Selected Nodes list. Cluster Node Selection

Select cluster nades to canfigure

Once you complete your selections, click Next.

~ Prefemed Nodes ~ Selected Nodes: i~ Configured Modes
e The list of Preferred Nodes displays all the nodes found in the fmclier? | E VMCLUSTERT -]
cluster; from this list you should only select cluster nodes configured

to host this cluster group server.
e Do not select nodes that already have multiple instances installed.

>

<

e N e sin| W |omsin

ElE ==

26.  Specify User Name and Password for the Domain Administrator account

Information to perform the remote install on the cluster nodes you selected in the Domain administrator account inf
previous step. Please piovide domain adminishiator account
Click Next.

Domain Account Information

User Name [<DOMAINAUSERS |
[Legtadminstator

Account Password;

< Back I Mest » I Cancel

27. The progress of the remote install for the cluster nodes is displayed; the install can be [ X
interrupted if necessary. o

You can stop remate install at any time. Installed clients wil not be uninstalled. Clients in

Click StOp to prevent installation to any nodes after the current ones complete. pragress will continue installation. but their results will not show canrectly.
Click Advanced Settings to specify any of the following: Client Name | Client Status | Start Time_ | End Time | Result Desciption
e Maximum number of nodes on which Setup can run simultaneously. red?
e Time allocated for Setup to begin executing on each node, after which the install
attempt will fail.
e Time allocated for Setup to complete on each node, after which the install attempt 1 0
will fail.
Installed sucoesshully |T Left ta install |1_
If, during the remote install of a cluster node, setup fails to complete or is Failed ta nstal [ pogess: [0 Mac[1 5
interrupted, you must perform a local install on that node. When you do, Elapsed tine. Usec Estimated tine left. 10 min 0 sec
the install begins from where it left off, or from the beginning if [

necessary. For procedures, see Manually Installing the Software on a
Passive Node.

Installer

Advanced Settings

Number of simulkaneous remate machines ko run Setups | 10 =] machines

Time to wait For Setup to stark on each remate maching: z 3: minutes
Time to wait For Setup ko complete on each remote machine: | 15 3: minutes

28. Read the summary for remote installation to verify that all selected nodes were
installed successfully.

Click Next.

e If any node installation fails, you must manually install the software on
that node once the current installation is complete. See Manually
Installing the Software on a Passive Node for step-by-step instructions.

o The message displayed on your screen will reflect the status of the
selected nodes, and may look different from the example.
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29.

30.

9

CHOICE

31.

Click Next.

Click Finish.

If you already have a storage policy selected in step 20, Click Next » button available

at the bottom of the page to proceed to the Configuration section.

If you do not have Storage Policy created, continue with the following step.

Create a Storage Policy:

1. From the CommCell Browser, navigate to Policies.

2. Right-click the Storage Policies and then click New Storage Policy.

3. Follow the prompts displayed in the Storage Policy Wizard. The required options
are mentioned below:

o

o]
o]

Select the Storage Policy type as Data Protection and Archiving and click
Next.

Enter the name in the Storage Policy Name box and click Next.
From the Library list, click the name of a disk library to which the primary
copy should be associated and then click Next.

Ensure that you select a library attached to a MediaAgent operating in the
current release.

From the MediaAgent list, click the name of a MediaAgent that will be used
to create the primary copy and then click Next.

For the device streams and the retention criteria information, click Next to
accept default values.

Select Yes to enable deduplication for the primary copy.

From the MediaAgent list, click the name of the MediaAgent that will be used
to store the Deduplication store.

Installer

Results
Remote install results

Summary of remate instal

The following software [Version ] were selected (o be installed

REALZ: Install succeeded.

Installer

Schedule Reminder
Jaob schedule creation reminder

Please nate:

“You still need to create a Job Schedule for each iDatadgent that has been installed on

this client computer.

Job Schedules are required to allows the iD atabgents to perform automated backup
and restors operations.

Job Schedule creation can be accomplished through the CommCel Consals
administration interface.

Irstaller
Installer g|
Completion Report
Setup complste
Software installation complsted succassfully B
Wisit the website below to download latest Updates and Service Packs.
Click Finish to complete Setup.

Installer

Technical Suppar Website

apple - Commell Console:
Wodows Heb

2R

mcel Bomser 2

Fle vew Took

- it

B Storage Policies x

I @ ople > 18 i > G troe e >
ik Compiers R
secny [ S
9 S s
s
o 2 esleatan ks
b Proemiiion
1 R
o 50 et
& Vet
(o Reots
& onvent orc

Mo cf S, o, of Copies | Irarametal.. | Descrpin

Strage Poley

2 e Global Do plca ey
Subclent Assecitions
3

Croato Storage Policy Viizard

Create Storage Policy Wizard

“This wizard uides you trough the creaton of
a Storage Polcy and s Primary Copy.

Prass Nada contnue.

=z]

ive
soa

do s, 3|

£ CommCel Browser
5 agents

2| [ conent | B surmay

cars_en | s
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32.

Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

O Review the details and click Finish to create the Storage Policy.

Enable the following registry key to create job specific profiles:

From the CommCell Browser, navigate to Client Computers.

Right-click the <Client> in which you want to add the registry key, and then click
Properties.

Click the Registry Key Settings tab.

Click Add.

Enter CreateProcessSpecificProfile in the Name field.

Enter MSExchangeMBAgent in the Location field. (For Exchange Mailbox
iDataAgent).

Enter MSExchangeDMAgent in the Location field. (For Exchange Mailbox
iDataAgent).

Enter REG_DWORD in the Type filed.

Enter 1 to enable and 0 to disable the key in the Value field.

Click OK.

« Pravious | MNext »
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Install the Exchange Agents on Exchange Server 2003

« Pravious | MNext »

Follow the steps given below to install the Exchange Agents on Exchange Server 2003.

WHERE TO INSTALL

Install the software directly on the Exchange Server you wish to protect

INSTALLATION RELATED TOPICS
The software can be installed using one of the following methods: Download Software Packages
Provides step-by-step procedure to download the latest
METHOD 1: INTERACTIVE INSTALL packages for software install.

Use this procedure to directly install the software from the installation package or a System Requirements

network drive. Verify that the computer in which you wish to install the
software satisfies the System Requirements.

METHOD 2: INSTALL SOFTWARE FROM COMMCELL CONSOLE Firewall

Use this procedure to remotely install the software on a client computer. Provides comprehensive information on firewall.

PREREQUISITES

The below mentioned prerequisites are for Mailbox Agents only. Ensure that you have the following:

o The mail-enabled user is a member of the Local Administrator Group and have rights to all mailboxes on the server.
e Using the Exchange System Manager snap-in, right-click the organization object and delegate control.

e Using the Wizard, assign the MailboxAdmin user Exchange Full Administrator privileges.

e Ensure that you assign full access to all mailboxes on the server. For details, see How do I Assign Full Access to All Mailboxes on a Server.

METHOD 1: INTERACTIVE INSTALL

1. Log on to the computer using an account with the following privileges:
e Administrator of the local computer
e Administrator of the Exchange Server

2. Run Setup.exe from the Software Installation Package.
3. Select the required language.
Click Next.
Select the language you will use during installation
4. Select the option to install software on this computer.

The options that appear on this screen depend on the computer in which
the software is being installed.

= Install Software on this computer

= Advanced options

2 View documentation website
2 Yiew Install Duick Start Guide (Requires Adobe Acrobat Reader)
2 Install Adobe Aciobat Reader

& Exit

5. Select I accept the terms in the license agreement.
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8.

9.

Click Next.

To install the Exchange iDataAgents expand Client Modules | Backup & Recovery
| Exchange, and select one or more of the following:

¢ Exchange Database iDataAgent
¢ Exchange Mailbox iDataAgent
e Exchange Public Folder iDataAgent

To install the Exchange Archiver Agents, expand Client Modules | Archive
Management, and select one or more of the following:

e Exchange Compliance Archiver
o Exchange Mailbox Archiver Agent
e Exchange Public Folder Archiver Agent

Click Next.

If this computer and the CommServe is separated by a firewall, select the Configure
firewall services option and then click Next.

For firewall options and configuration instructions, see Firewall Configuration and
continue with the installation.

If firewall configuration is not required, click Next.

Enter the fully qualified domain name of the CommServe Host Name.

Click Next.

Do not use space and the following characters when specifying a new
name for the CommServe Host Name:

\I" M @#$%N8X () +=<>/7,[1{}:;"

Click Next.

License Agreement

Please read the following License Agreement. Press
the PAGE DOWN key to view the entire agieement.

~
End User License and Limited Warranty Agreement
Software Release 9.0.0
(including Microsoft® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)
NP D D VR b4
1 accept the terms in the license agreement
" 1 do not accept the terms in the license agreement.
Installer
<Back | New> | Cancel |

Select Platforms
Select the platforms you want to configure.

= Q A | Move the pointer over a
= @ Common Technology Engine platform name to see a
description of the platform and
+ @ CommServe Modules s W T bo
# 0 CommCell Console cisabled,
+ [ Mediahgent Modules
= ©2 Client Modules :
@ (2 Backup & Recovery Disk Space
# 02 Content Indexing and Search (Req/Recommended)
# [ Web Based Search & Browse Installation Folder:
# 2 Archive Management 0MB/0MB
# 0 ContinuousDataReplicator )
% [ SAM Temporary on C: drive:
# 0 Supporting Modules R
+ 0 Tools v
e Special Registry Keys In Use
I™ Install Agents for Restore Only <Back | | T |

Installer.

Firewall Configuration
Configure firewall services

If there is a firewall between this machine and the CommServe, configure firewall services below.

I™ Configure firewall services

“

Installer

Installer %]

CommServe Name
Specity the CommS erve computer rame and host

Comméerve Client Name

CommServe Host Name
[Enter a walid, fuly-qualfied, IP host name; for example:
myeampuler. mycampany. com]

[mpcamputer mpcompany. com

Installer

< Back Next > Cancel
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10. Select Add programs to the Windows Firewall Exclusion List, to add CommCell
programs and services to the Windows Firewall Exclusion List.

Click Next.

This option enables CommCell operations across Windows firewall by
adding CommcCell programs and services to Windows firewall exclusion
list.

It is recommended to select this option even if Windows firewall is
disabled. This will allow the CommCell programs and services to function
if the Windows firewall is enabled at a later time.

11. Verify the default location for software installation.
Click Browse to change the default location.
Click Next.

e Do not install the software to a mapped network drive.

e Do not use the following characters when specifying the destination
path:

JiX?2N <> | #

It is recommended that you use alphanumeric characters only.

12, Select a Client Group from the list.
Click Next.

This screen will be displayed if Client Groups are configured in the
CommCell Console.

13. Click Next.

Installer g|
Communication Interface Name
Setup wil configurs the communication paths.

Select a client name

=

Select an interface name that this computer will use to
communicate with the CommServe

audi. mycompany. com j

P Address{es for the selected host,

Installer

< Back Newt > cancel |

Windows Firewall Exclusion List

Allow programs to communicate through Windows
Firewa

Windows Firewall is ON
[V Add programs to the Windows Firewall Exclusion List

1f you plan on using Windows Firewall it is recommended to add the software programs to the
exclusion ist

Installer

<Back [ New> | Cancel |

Installer E|
Destination Folder
Select the destination folder to install the program files.

Click Nest to accept the default location, or click Browse to choose an altemate location.

Destination Folder

EBrowse..

Drive List Space Required / Recommendsd
C: 928MB - 1394 ME / 1670 ME
Irstaller
<Back Hext > concel |
Installer g|

Client Group Selection
Select a cliert group for the client

The Client Group is alogical grouping of client machines
wihich havs the same associations at various lsvels ke
Schedule Policy, Activity Cantiol. Security and Reports

Client aroup:

Wene Selected
client_gioup

Installer

< Back Nest > Cancel
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Installer g|
Schedule Install of Automatic Updates
Choose when you want to schedule an install of the
downloaded updates.
Iv Schedule Install of Automatic Updates
" Once
Time: 08:31:12 PM —|
& weekly
* Monday " Tuesday
" Wednesday " Thursday
" Friday " Saturday
" Sunday
Installer
<Back Next> cancel |
14. Select a Storage Policy. Installer X
Click Next. Storage Policy Selection
Select a storage policy for the default subclient to be
backed up.
[ Canfigure for Laptop or Deskiop Backup
Select a storage palicy from the pull-dawn list,
Installer
< Back Next» concel |
If you do not have Storage Policy created, this message will be displayed. —
Click OK.
You can create the Storage Policy later in step 25.
P=ETy | E—T— Carwmt |
e If you are installing the Exchange Database iDataAgent, click Configure Exchange Database Specific Information.
e If you are installing the Exchange Agents, skip to Configure Exchange Agents Specific Information.
.CONFIGURE EXCHANGE DATABASE SPECIFIC INFORMATION
15. Select the backup type for Exchange Database backups. Choose either of the Installer X

following options, then click Next.

o Differential - Specifies that each non-full Exchange Database backup secures all
data that has changed since the last full backup. Transaction lobs are not purged.

e Incremental - Specifies that each non-full Exchange Database backup secures
only that data that has changed since the last backup of any type. Committed
transaction logs are purged.

16. Enter the user credentials to access the Exchange Server to perform the backup

operation.

o The User Account must have Exchange Administrator privileges.

o The installation detects the domain name. If necessary, you can
modify the domain name by specifying Windows domain that the
Exchange Server resides in.

Exchange Backup Options
Please select a default backup type

" Differential Backs up changes in the Infamation
Store and Directory Servics snce thelast
Full backup. Dags rat purge the

transaction lags.

Backs up changes i the Infarmation

tore and Direclory Service since thelsst
Full backup of Incremental backup. The
camrmitted ransaction lags e then
purged.

 Incremental

Installer

< Back Cancel

Nest >
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Enter Administrator account information
Enter Sdministrator account information

Account Mame:

Account Password:

Domain
|E><EH

17. Click Next. Installer El
Summary
Summary of install selections

Setup has enough information to start copying the program fies. If you are satisfied with the
install seftings, ick Next to begin copying fles.

Destination Path = C:\Program Files
CommServe Host = mycanputer mycompany. com
Interface Mame = audi.mycompany. com

Client =audi

Job Results Path = C:\Program FilestJ obResults
Global Filkers = Use Cell level policy

Irstaller

< Back Wt > cancel |

18.  The install program displays a reminder to verify that Circular Logging is disabled [ svater |
before performing any database backup operations. To verify that Circular Logging is €| o B e s T 0 TS T s
disabled: backup operations.

e From Exchange System Manager, navigate to and expand the server that the
Database iDataAgent is being installed on.

e Verify that the Circular Logging check box has not been selected for each Storage
Group. If Circular Logging has been enabled for a Storage Group, disable it at this
time.

Click OK.

e If you are installing the Exchange Agents, then click Configure Exchange Agents Specific Information.
e If you are installing the Exchange Database iDataAgent, skip to Verify Summary of Install Options.

‘CONFIGURE EXCHANGE AGENTS SPECIFIC INFORMATION

19. Select Exchange Server Name and Exchange Server Version from drop-down
list. Exchange Server Name

Please provide Exchange server name

Click Next.

This screen will appear when you are installing Exchange Agents on Non-
Exchange Server.

Exchange Server

Exchangs Server Name:

Exchange_Server

Exchange Server Yersion

Installer

< Back, | Next > | LCancel

20. Click Next.
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Installer g|

Summary
Surmmary of install selectiors

Setup has snough information to start copying the program fiss. If you are satisfied with the
install settings, cick Next to begin capying files.

Destination Path = C:\Program Filesh
CommServe Host = mycomputer mycompany.com
Interface Name = audi.mycompany. com

Client =audi

Job Results Path = C:\Progiam Files\obRiesults

Global Filkers = Use Cell level policy

Installer
< Back Hest > carcel |
21. Enter the following Exchange Administrator information then click Next. Installer X
o Account Name - Domain user account created with the exchange server IExf-:hﬂmlx_e Administrator Account
nformation

administrator permissions. Do not include the domain name here.
e Account Password - The password assigned to the domain user.

Mailbox and Profile information

Please enter the Exchange acoount infomation required below. 4 new profile will be created with

e Mailbox Name for this Account - Mailbox associated with the user above. the informalion supplied
o Profile Name - Specify profile name to be created during agent install. This profile Accaunt Name Fiafile Name
is associated with the domain user's mailbox. | |
e Exchange Server Name - Name of the Exchange Server that the agent will Acoount Password: Exchange Server Name:
communicate with for data protection and recovery operations. [ [
e Domain - The installation detects and enters a domain name. If necessary, modify Mailbox Name for this Account Dorain
the domain name by specifying Windows domain that the Exchange Server resides | |
in.
Installer

< Back Next » Caricel

VERIFY SUMMARY OF INSTALL OPTIONS
22, Click Next. Installer El

Summary
Summary of install selections

Setup has enough information to start copying the program fies. If you are satisfied with the
install seftings, ick Next to begin copying fles.

Destination Path = C:\Program Files
CommServe Host = mycanputer mycompany. com
Interface Mame = audi.mycompany. com

Client =audi

Job Results Path = C:\Program FilestJ obResults
Global Filkers = Use Cell level policy

Irstaller

< Back Wt > cancel |
23.  Click Next.

Schedule Reminder
Job schedule creation remindsr

Flease note:

*fou stil nesd to create a Job Schedule for sach iDatatgent that has been installed on
iz client computer.

Jab Schedules are required to allows the iD atabgents 1o perfom automated backup
and restore operalions,

Job Schedule creation can be accomplished through the CommCel Console
administration interface.

Installer

24, Click Finish.

Page 69 of 208



Administration Guide - Exchange Database iDataAgent

Installer g|

Completion Report
Setup complste

Sottware installstion cemplste suscssshull =]

Wisit the website below to download latest Updates and Service Packs.

Click Finish to complete Setup

]

Installer

Technical Suppart Websie

9

If you already have a storage policy selected in step 14, Click Mext » button available
cnoice At the bottom of the page to proceed to the Configuration section.

If you do not have Storage Policy created, continue with the following step.

25. Create a Storage Policy:

1. From the CommCell Browser, navigate to Policies.

ez > G Storage Pokies > soa

2. Right-click the Storage Policies and then click New Storage Policy.

T A |

3. Follow the prompts displayed in the Storage Policy Wizard. The required options
are mentioned below: i T
O Select the Storage Policy type as Data Protection and Archiving and click e
Next. Croato Storage Policy Viizard

O Enter the name in the Storage Policy Name box and click Next. Create Storage Policy Wizard

O From the Library list, click the name of a disk library to which the primary
copy should be associated and then click Next.

“This wizard uides you trough the creaton of
a Storage Poly and s Pi

Prass Nadta contue.

Ensure that you select a library attached to a MediaAgent operating in the
current release.

o From the MediaAgent list, click the name of a MediaAgent that will be used C=r]
to create the primary copy and then click Next. D comcdtyes |
O For the device streams and the retention criteria information, click Next to 2 (5 comet]@ 3y

accept default values.

O Select Yes to enable deduplication for the primary copy.

O From the MediaAgent list, click the name of the MediaAgent that will be used
to store the Deduplication store.

Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

O Review the details and click Finish to create the Storage Policy.

26.
Enable the following registry key to create job specific profiles:

e From the CommCell Browser, navigate to Client Computers.

Right-click the <Client> in which you want to add the registry key, and then click
Properties.

Click the Registry Key Settings tab.
Click Add.
Enter CreateProcessSpecificProfile in the Name field.

Enter MSExchangeMBAgent in the Location field. (For Exchange Mailbox
iDataAgent).

Enter MSExchangeDMAgent in the Location field. (For Exchange Mailbox
iDataAgent).

e Enter REG_DWORD in the Type filed.
e Enter 1 to enable and 0 to disable the key in the Value field.
e Click OK.

METHOD 2: INSTALL SOFTWARE FROM COMMCELL CONSOLE

1. From the CommCell Browser, select Tools, point to Add/Remove Software, and
then click Install Software.
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murphy - CommCell Console

m" Summary

Bromse & Recaver.

2 Commcel Job Contraller ld murphy x Job Controller X 4 pE
Era— s Y=
Scheduer.. murphy >
o B scheduler,
cliert: 4 f71]  Event viewer & @ ¢
& C"e:u Inl Reports... Client Client Securty
Computer computers
@ Seeure] @ Control Panel e

g sorsol B
Policies| E

Data Replication Monitor
Jol Report

A Conter ka4 =
£ AddIRemove Software Tnstal Updates ntent

rector
Remove Updates 3

Instal Softrare

Uparade Software

Dawrioad Software

Copy Software

LU Software Configuration

& Commeell Browser

5 Agents

murphy | admin

2. Click Next. Installer K

Instail Wizard

This wizard guides you through the steps required ta install software on compiters.

Click Next to continue.

(Ce==]) @

3. Select Windows. Installer

Click Next.

) Unix and Linux

3

4. Select Manually Select Computers. Installer ]

Click Next. Select how 10 disCOVEF the Computers for installing the software

Manualy select computers
b ¥, puters
Software wil be installed only on the selected list of computers.

() Automatically discover computers
Computers wil be discovered when the job runs.

5. Enter the fully qualified domain name of the computer on which you have Exchange
Server.
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[ e x|

Enter the host names of the computers

For example: win08ex07.idclab.loc

. e o th ot e o h et o e e
Click Next. it

Inport From Active Drectory
Select from existog dients

) =) »

6. Click Next. Installer =

Sefect Software Gache

To use current Client or Clisnt Group Softwars Cache settings, dlick Next. To override Software Cache ssttings check.
Override Softare Cache and select the Software Cache to be used,

[C] Override Software Cache

murphy. domain, company.com

»

7. Specify User Name and Password that must be used to access the computer.

aller E|

Click Next. Enter Account Information

The speified account should have administrative access ta the computer. IF you are instaling
multple: clients, the user should have access to al dients.

User Mame: ‘ ‘

Excampleidomainlusernanme

Passwiord: [ |

Confirm Password: ‘ ‘

»

8. To install the Exchange iDataAgents expand Client Modules | Backup & Instaler 5]
Recovery | Exchange, and select one or more of the following: Seloct Package(s) to Install

[ 50t Server Dstargent |
e Exchange Database /DataAgent BE
[ Sybase DataAgent.
e Exchange Mailbox iDataAgent Bl
. . =)
e Exchange Public Folder iDataAgent | R
@8 Exchange Pubic Folder Datangert
. [ Exchange Web Folder iDataAgent
Click Next. ] Exhars e g o
=3 Lotus Notes
[ Lotus Notes Database DataAgent
[ Lotus Notes Document iDataigent
= £ SharePoint.
[ sharePoint DataAgent
= Content Indexing and Search
O online Content Indexing
[ orline Contert: Indexing For Exchange.
= £ Archive Management
O sharePont Archiver Agent.
O Domino Mailbox Archiver Agent.
[ Lokus Notes Add-In Chent
O Exchange Compliance Archiver
O Exchange WebProxy Archiver Agent
[0 Exchange Public Folder Archiver Agent
O Exchange Maibox Archiver Agent: @

w5 | B

e Select Client Group from Available and click Add.
e Select a Storage Policy from the drop-down list. Click Next.

NOTES:

e Select the Configure for Laptop or Desktop Backup option to install Backup
Monitor utility. This utility allows you to view the backup job summary from the
client computer without opening the CommCell Console. See Monitor - Laptop User
for more information.
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10.

11.

12,

13.

Type the Agent Specific Settings information.
Click Next.

Click Next.

Select Immediate.
Click Next.

Click Finish.

aller

Enter Recommended Settings for the selected Software

Recommended Settings

 Client Groups

Avalable: Selected;

Laptop eE) Laptop Backup

<Remove

dd Al >>
<<Remave Al

iobal Fiters Use Celllevel polcy

] Configure For Laptop Backups

Storage Polcy ta use:

B Sove s st

Finish

Installer

Enter the install Options for the selected Software

‘Agent Specic Settngs
 Components.
= Exchangeserver Information (Optional)
ServerName | windgexci?
= Exchange Profile (Optional)

User ccount

Corfigue Password

o Name:
ot e

= Exchange Database (Optional)
s g |
O Diferental Backup.

© tnaremertalBackup

[ B 5ve s Scrp

pstalle

Enter Additional Install Options

= Installer Flags

instal Updates

[ Reboot (Frequiec)

Kl romser Processes (f recured)

[ ignore Runming Jobs

] stop Orece Services (F required)

T skipclents thatare eady prtofthe CommCellcompanent
Advanced Options

Deete Packages After Instal

Tgnore ClenHost Name Corflct

Install Resut Log Losation

[Jinstall Agents For Restore Only
Optional Settings

= JobResult Directory

rath |

cpat

w0l

EvmarcPort

szl

TnsallDirectery

Log Fle Location

Commserve HostName.

nstaller

Please Select When To Run The Job

Job Initiation

(&) Immediate

Rur this job now

O schedule

]
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14.

15.

16.

17.

You can track the progress of the job from the Job Controller or Event Viewer

window.

Once the job is complete, right-click the CommServe computer, click View and then

click Admin Job History.

Select Install/Upgrade/Remove Software.

Click OK.

You can view the following details about the job by right-clicking the job:
e Items that succeeded during the job
e Items that failed during the job

e Details of the job

Summary

ease verly E s tarur the b inmedizely or ci it 0 save the

Clint nstall Ogtion

Select Type Of Installation: Windows
Select Type Of Client Discovery: Manialy sdert coriguters

I

op
Reuse Active Directory credentiak: No
Ctiet Avhentication fo Job

User Name: IDCLAP\adimiistralor
Password: *+*

Instal Fags

Install Updates: Yes

Reboot (if required): 1o

Kill Browser Processes (if equired): o
Ignore Running Jobs: Mo

Stop Oracle Services (i required): No

Delete Packages After Install: No
Ignore Clizn/Host Name Conlict: Ve
Tnstall Agents For Restore Only: No

Cliet Commposition
Override Software Cache: No

installed: Yes

Skip cliens that are already part of the CommCell component: No

Hex: > (B sare b script Finist Cancel

Job Comtroter

soios s e

= st s
a = s s o7 oD wh s
a 21 e 1130 s I

e D] ormatn, e, Hep, Gk, Hasa vess st 20

idol.testlab.commvault.com - CommCell Console

e
o 3o o ko o it bt e | S i 3ok o | rws bdremn 3
< >
oo i
9 e ¢ 8 o oty v
[Ere i
Soaty_cotn | BB o4s o ot | B | oo 3l
ompo s oo &

b cenplod el
]

m e
It f s st g e lon ] ot szl
It f s o5t tangre o th e [t i
e

ok s s ek s ]

30b History Q o [ 'S
“Adimin Job History Clert Searty  Storage Polcies
e 3| comouers Resources v
Users Logged In 8
Schedes [Y=F)
i Fio 36D | Operaten ClenkCo..._AgentType Subclert T Typer 1 phas v|
D& Virtual Server 21 DataAgng NA A
& O Securky L
i < >
@ polcies | mpase prayng  Rumn
e-fl Reports
& {1 Content Director [ Event Viewer x | 3 Admin Job Hitory x 4« > @
[ Event viewer L=
Severky  EventID JbID  Date + Progiam Computer | Ev ¥
) 233 2108/31/2010 12:00:23 JobManager apple 1968
a 232 2108/31/2010 12:00:08 JobManager apple 19:
— a 21 08/31/2010 11:52:42 EvMg'S apple
a 228 2008/31/2010 11:46:15 DistrbuteSoftware  apple
5 Agents . P 0001 1A 14 AE A Pt e
M | — E
= | “WPause |pPlaying.  Information, Mincr, Mefor, Critica, Maxinum events shown: 200
8 object(s) apple | admin

Job Status
forl O Completed O Faled O Kiled

Number of Jobs
@ View All Jobs

©) Desired Number of Jobs :|

Admin Job History Filter

Job Type
oal © Data Aging © Export Media
© Auwlary Copy © Inventory © Disaster Recovery Backup
© Data Verification © ffine Content Indexing © Erase Media
O Erase Backup/Archived Data O Drive Validation O Drive Cleaning
O Stamp Media O InstalRemove Updates O DownloadjCopy Software
isk Library Maintenance © SRM ReportsfActions
O Information Management © CommCell Export O CommCell Import
©) Media Refreshing O Recover Store
[] Specify Time Range
Start Time End Time.

oK Cancel
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) 9 Admin Job History x | @ apele x )
e Events of the job ST s T [T e e T R T T
e Log files of the job = o S 7 T

Total records count :9

18.
Enable the following registry key to create job specific profiles:

e From the CommCell Browser, navigate to Client Computers.

e Right-click the <Client> in which you want to add the registry key, and then click
Properties.

e Click the Registry Key Settings tab.

e Click Add.

e Enter CreateProcessSpecificProfile in the Name field.

e Enter MSExchangeMBAgent in the Location field. (For Exchange Mailbox
iDataAgent).

Enter MSExchangeDMAgent in the Location field. (For Exchange Mailbox
iDataAgent).

e Enter REG_DWORD in the Type filed.
e Enter 1 to enable and 0 to disable the key in the Value field.
e Click OK.

« Previous | Mext »
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Install the Exchange Agents on Exchange Server 2003 -
Clustered Environment

« Previous | Mext »

Follow the steps given below to install the Exchange Agents in clustered environment on the following:

o Exchange Server 2003

o Non-Exchange Server

WHERE TO INSTALL RELATED TOPICS
The following procedure describes the steps involved in installing the Exchange Agents for
Exchange Server 2003 on the following: Dowr!load Software Packages
. . Provides step-by-step procedure to download the latest

e Direct install on a Exchange Server or packages for software install.
e On an Non-Exchange Server computer. This may be used for the following circumstances: System Requirements

o In the configuration where a single non-Exchange client is used to backup multiple Verify that the computer in which you wish to install the

Exchange Servers. software satisfies the System Requirements.
O To off-load the backup of Exchange Server, so that the performance of the Exchange Firewall

Server will not be effected. Provides comprehensive information on firewall.

PREREQUISITES

The below mentioned prerequisites are for Mailbox Agents only. Ensure that you have the following:

o The mail-enabled user is a member of the Local Administrator Group and have rights to all mailboxes on the server.
e Using the Exchange System Manager snap-in, right-click the organization object and delegate control.

e Using the Wizard, assign the MailboxAdmin user Exchange Full Administrator privileges.

e Ensure that you assign full access to all mailboxes on the server. For details, see How do I Assign Full Access to All Mailboxes on a Server.

INSTALL PROCEDURE

1. Log on to the computer using an account with the following privileges:
e Administrator of the local computer
e Administrator of the Exchange Server

2. Run Setup.exe from the Software Installation Package.
3. Select the required language.
Click Next.
Select the language you will use duing installation.
4. Select the option to install software on this computer.

The options that appear on this screen depend on the computer in which
the software is being installed.

= Install Software on this computer

= Advanced options

& View documentation websits
€ View Install Quick Start Guide [Requiies Adabe Acrobat Feader]
£ Install Adobe Acrobat eader

2 Exit

5. Select I accept the terms in the license agreement.
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6.

7.

Click Next.

Select Configure a Virtual Server.
Click Next.

Select the disk group in which the virtual server resides.
Click Next.

To install the Exchange iDataAgents expand Client Modules | Exchange, and select
one or more of the following:

¢ Exchange Database iDataAgent

¢ Exchange Mailbox iDataAgent

e Exchange Public Folder iDataAgent

To install the Exchange Archiver Agents, expand Client Modules | Archive
Management, and select one or more of the following:

e Exchange Compliance Archiver

e Exchange Mailbox Archiver Agent

e Exchange Public Folder Archiver Agent

Click Next.

For Non-Exchange Server, Exchange Database iDataAgent will not be
applicable.

If this computer and the CommServe is separated by a firewall, select the Configure
firewall services option and then click Next.

For firewall options and configuration instructions, see Firewall Configuration and
continue with the installation.

If firewall configuration is not required, click Next.

License Agreement

Please read the following License Agreement. Press
the PAGE DOWN key to view the entire agieement.

~
End User License and Limited Warranty Agreement
Software Release 9.0.0
(including Microsoft® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)
NP D D VR b4
& | accept the terms in the license agreement
" 1 do not accept the terms in the license agreement.
Installer
<Back | New> | Cancel |
Installer E|
Cluster Type Selection
Configure the Physical Node or a Vitual Server
Configuration Ot
" Configure the Physical nods
" Configure aYitual server
¢Back Concel |
Installer E|

Virtual Server Selection
Select the witual server you would ke to configurs

Chase from the following list of disk graups
configured on this chister.

<Back [ Mews | Concel |

Select Platforms
Select the platforms you want to configure.

= a A | Move the pointer over a
= @ Common Technology Engine platform name to see a
CommServe Modues description of the platform and
+ @ teasons why it may be
# © CommCell Console disabled.
+ @ Mediadgent Modules
= C2 Client Modules —
% 1 Backup & Recovery e apace
# O Content Indexing and Search (Req/Recommended)
# [0 WebBased Search & Browse Installation Folder:
# 01 Archive Management 0MB/ 0MB
# 0 ContinuousDataReplicator .
% [ SAM Temporaty on C: drive:
# [ Supporting Modules EE
+ 0 Tools v
| Registry Keys |
[ Special Registry Keys In Use
I~ Install Agents for Restore Only < Back T
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Installer. g]

Firewall Configuration
Configure firewall services

If there is a firewall between this machine and the CommServe, configure firewall services below.

I™ Configure firewall services

5
~
-
Installer
__Next D) Cancel
10. Enter the fully qualified domain name of the CommServe Host Name. Installer X
Click Next CommServe Name

Specify the Commervs computer name and hast
name

Do not use space and the following characters when specifying a new
name for the CommServe Host Name: CommServe Client Mame
A" @ #$9% A& ()= <>/2, (13, ‘
CammServe Host Name

[Enter a walid, fuly-qualfied, IP host name; for example:
myeampuler. mycampany. com]

[mpcamputer mpcompany. com

Installer

< Back Hest > Carcel |

11. Click Next. Installer, El

Communication Interface Name
Setup will configure the communication paths.

Select a client name

=

Select an interface name that this computer will use to
communicate with the CommS erve:

audi. mycompany.com ~|

P Adcess{es) for the selected host

Irstaller

< Back et » concel |
12.  Select Add programs to the Windows Firewall Exclusion List, to add CommCell _

programs and services to the Windows Firewall Exclusion List. Windows Firewall Exclusion List
Allow programs to communicate through Windows
Click Next Fi
ic ext. irewall

This option enables CommCell operations across Windows firewall by Windows Firewallis ON
adding CommcCell programs and services to Windows firewall exclusion
list IV Add programs to the Windows Firewall Exclusion List
It is recommended to select this option even if Windows firewall is 1f you plan on using Windows Firewall it recommended to add the software programs to the
disabled. This will allow the CommCell programs and services to function cichton ft

if the Windows firewall is enabled at a later time.

Installer

< Back I Next > I Cancel

13. Verify the default location for software installation.
Click Browse to change the default location.

Click Next.

e Do not install the software to a mapped network drive.

e Do not use the following characters when specifying the destination
path:

[ <> | #
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taller El

It is recommended that you use alphanumeric characters only. Destination Folder

Select the destination folder ta instal the program files.

Click Next to acoept the default location, or click Browse to choose an altenate location.

Destination Folder

Browse

Drive List Space Required ¢ Recommendad
C S2EME - 1394 ME /1670 MB
Installer

< Back Hewt s cancel |

14. Select a Client Group from the list. Installer X
Click Next. Client Group Selection

Select a client group for the client

This screen will be displayed if Client Groups are configured in the
CommCell Console.

The Client Graup s alagical grauping of client machines
which have the same associations at various levels ke
Schedule Policy, &etivity Control, Security and Reports

Dliert arougs:
Mo Soleoted
chent_aroup
Irstaller
< Back Wt > concel |
15. Click Next. Installer X

Schedule Install of Automatic Updates

Choose when you want to scheduls an install of the
downloaded updates

Iv Scheduls Install of Automatic Lpdates

© Dnce
Time: 083112 PM

& weekly
& Monday © Tuesday
" ‘Wednesday © Thursday
 Fiiday © Saturday
' Sunday

Installer

< Back Hewt s cancel |

16. Select a Storage Policy. Installer X

Click Next. Storage Policy Selection

Select a starage policy for the default subclient to be
backed up.

I~ Configure for Laptop or Deskiop Eackup

Select a starage policy from the pull-down list,

Irstaller

< Back Wt > concel |

If you do not have Storage Policy created, this message will be displayed. vy =
Click OK.

You can create the Storage Policy later in step 32.

PPV S Te— | e —

e If you are installing the Exchange Database iDataAgent on the Exchange Server, click Configure Exchange Database Specific Information.
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e If you are installing the Exchange Agents on the Non-Exchange Server, skip to Configure Exchange Agents Specific Information.

‘CONFIGURE EXCHANGE DATABASE SPECIFIC INFORMATION

17. Select the backup type for Exchange Database backups. Choose either of the Installer X

following options, then click Next. Exchange Backup Options
o Differential - Specifies that each non-full Exchange Database backup secures all Flease select a default backup type

data that has changed since the last full backup. Transaction lobs are not purged.
e Incremental - Specifies that each non-full Exchange Database backup secures € Differenial Backs up changes b the Infarmation

only that data that has changed since the last backup of any type. Committed B o gt Serice snee thelast

transaction logs are purged. bansactioniogs

& Incremental Backs up changes in the Information

Store and Ditectoy Service since the last
Full backup or Incremental backup. The
cammitted Iransaction logs are then
puged.

Irstaller

< Back Wt > concel |

18. Enter the user credentials to access the Exchange Server to perform the backup

operation. Enter Administrator account information

Enter &dministrator account information
e The User Account must have Exchange Administrator privileges.

e The installation detects the domain name. If necessary, you can Account Name:
modify the domain name by specifying Windows domain that the |
Exchange Server resides in.

Account Password:

Domain
|E><EH

Summary
Summary of install selections

Setup has enough information to start copying the program fies. If you are satisfied with the
install seftings, ick Next to begin copying fles.

Destination Path = C:\Program Files
CommServe Host = mycanputer mycompany. com
Interface Mame = audi.mycompany. com

Client =audi

Job Results Path = C:\Program FilestJ obResults
Global Filkers = Use Cell level policy

Irstaller

< Back Wt > cancel |

20. The install program displays a reminder to verify that Circular Logging is disabled e

before performing any database backup operations. To verify that Circular Logging is o

§ ) Plesse verfy that Greular Logaing is deabled before performing any database

disabled: backup operations

e From Exchange System Manager, navigate to and expand the server that the
Database iDataAgent is being installed on.

e Verify that the Circular Logging check box has not been selected for each Storage
Group. If Circular Logging has been enabled for a Storage Group, disable it at this
time.

Click OK.

e If you are installing the Exchange Agents, then click Configure Exchange Agents Specific Information.
e If you are installing the Exchange Database iDataAgent, skip to Install Remaining Cluster Nodes.

‘CONFIGURE EXCHANGE AGENTS SPECIFIC INFORMATION

21. Select Exchange Server Name and Exchange Server Version from drop-down
list.
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Tnstaller [ ]

Exchange Server Name
Please provide Exchange server name

Click Next.

This screen will appear when you are installing Exchange Agents on Non-
Exchange Server.

Exchange Server

Exchangs Server Name:

Exchange_Server

Exchange Server Yersion

Installer

¢Back | Hets | Cancdl |

22, Click Next. Installer El

Summary
Summary of install selections

Setup has enough information to start copying the program fies. If you are satisfied with the
install seftings, ick Next to begin copying fles.

Destination Path = C:\Program Files
CommServe Host = mycanputer mycompany. com
Interface Mame = audi.mycompany. com

Client =audi

Job Results Path = C:\Program FilestJ obResults
Global Filkers = Use Cell level policy

Irstaller

< Back Wt > cancel |

23. Enter the following Exchange Administrator information then click Next. Installer X
e Account Name - Domain user account created with the exchange server IExfchanu_e Administrator Account
nformation

administrator permissions. Do not include the domain name here.

Mailbox and Profile information

e Account Password - The password assigned to the domain user.

Please enter the Exchange account information required below. & news profile will be created with

o Mailbox Name for this Account - Mailbox associated with the user above. the information suppied

o Profile Name - Specify profile name to be created during agent install. This profile Account Name Profils Name
is associated with the domain user's mailbox. | |

e Exchange Server Name - Name of the Exchange Server that the agent will Account Password: Exchange Server Name:
communicate with for data protection and recovery operations. | |

For Exchange Server 2010, enter the Client Access Role. After installation iaibebamellorliccon Bem=g
configure the roles as described in Configure Mailboxes in Database Availability | |
Group (DAG) Servers.

Installer

e Domain - The installation detects and enters a domain name. If necessary, modify
the domain name by specifying Windows domain that the Exchange Server resides
in.

< Back Next > Cancel

INSTALL REMAINING CLUSTER NODES

24, To install the software on the remaining nodes of the cluster, click Yes.

To complete the install for this node only, click No. "H Would you like ta install the saftware on 1emaining nodes o the chuster?

No

25, Select cluster nodes from the Preferred Nodes list and click the arrow button to
move them to the Selected Nodes list.

Once you complete your selections, click Next.
e The list of Preferred Nodes displays all the nodes found in the

cluster; from this list you should only select cluster nodes configured
to host this cluster group server.

e Do not select nodes that already have multiple instances installed.
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Installer g|

Cluster Node Selection
Select cluster nodes to configure

[~ Prefened Nodes [~ Selected Nodes - Configured Nodes
Eumeiusters | ] WMELUSTERT <]

e

s | OO (| O s

26. Specify User Name and Password for the Domain Administrator account Installer X
Information to perform the remote install on the cluster nodes you selected in the Domain administrator account inf
previous step. Please piovide domain adminishiator account
Click Next.

Domain Account Information

User Name [<DOMAINAUSERS |
[Legtadminstator

Account Password;

< Back I Mest » I Cancel

27. The progress of the remote install for the cluster nodes is displayed; the install can be [ X
interrupted if necessary. o

You can stop remate install at any time. Installed clients wil not be uninstalled. Clients in

Click StOp to prevent installation to any nodes after the current ones complete. progiess will continue installation, but their results will not show comecty.
Click Advanced Settings to specify any of the following: Ciont Name__| Client Stalus (TR
resal2

e Maximum number of nodes on which Setup can run simultaneously.

e Time allocated for Setup to begin executing on each node, after which the install
attempt will fail.

e Time allocated for Setup to complete on each node, after which the install attempt 1 0
will fail.
Installed sucoesshully |T Left ta install |1_
If, during the remote install of a cluster node, setup fails to complete or is Failed ta nstal [ pogess: [0 Mac[1 5
interrupted, you must perform a local install on that node. When you do, Benciiie Qs Estimated time left. 10 min 0 sec
the install begins from where it left off, or from the beginning if [

necessary. For procedures, see Manually Installing the Software on a
Passive Node.

Installer

Advanced Settings

Number of simulkaneous remate machines ko run Setups | 10 =] machines

Time to wait For Setup to stark on each remate maching: z 3: minutes
Time to wait For Setup ko complete on each remote machine: | 15 3: minutes

28. Read the summary for remote installation to verify that all selected nodes were Installer X
installed successfully. Results
) Remote install results
Click Next.
e If any node installation fails, you must manually install the software on Surnmary of remate instal
that node once the current installation is complete. See Manually M e e e e =]
Installing the Software on a Passive Node for step-by-step instructions. oot

. . REALZ: Instal ded.
e The message displayed on your screen will reflect the status of the el suczeede

selected nodes, and may look different from the example.

29. Click Next.
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30.

31.

9

CHOICE

32.

Click Next.

Click Finish.

If you already have a storage policy selected in step 16, Click Next » button available

at the bottom of the page to proceed to the Configuration section.

If you do not have Storage Policy created, continue with the following step.

Create a Storage Policy:

1. From the CommCell Browser, navigate to Policies.

2. Right-click the Storage Policies and then click New Storage Policy.

3. Follow the prompts displayed in the Storage Policy Wizard. The required options
are mentioned below:

o

o]
o]

Select the Storage Policy type as Data Protection and Archiving and click
Next.

Enter the name in the Storage Policy Name box and click Next.
From the Library list, click the name of a disk library to which the primary
copy should be associated and then click Next.

Ensure that you select a library attached to a MediaAgent operating in the
current release.

From the MediaAgent list, click the name of a MediaAgent that will be used
to create the primary copy and then click Next.

For the device streams and the retention criteria information, click Next to
accept default values.

Select Yes to enable deduplication for the primary copy.

From the MediaAgent list, click the name of the MediaAgent that will be used
to store the Deduplication store.

Installer

Summary
Surmmary of install selectiors

Setup has snough information to start copying the program fiss. If you are satisfied with the
install settings, cick Next to begin capying files.

~

Destination Path = C:\Program Filesh

CommServe Host = mycomputer mycompany. com

Interface Mame = audi. mycompary. com

Client =audi

Job Results Path = C:\Program Filest obResults 3

Global Filkers = Use Cell level policy 3

Installer
< Back Hext » carcel |

Installer &|

Schedule Reminder
Jaob schedule creation reminder

Please nate:

“You still need to create a Job Schedule for each iDatadgent that has been installed on
this client computer.

Job Schedules are required to allows the iD atabgents to perform automated backup
and restors operations.

Job Schedule creation can be accomplished through the CommCel Consals
administration interface.

Irstaller
Installer g|
Completion Report
Setup complste
Software installation complsted succassfully B
Wisit the website below to download latest Updates and Service Packs.
Click Finish to complete Setup.

Installer

Technical Suppar Website

apple - Commell Console:
Fle vew Took Wedows Heb

2R

mcel Bomser 2

- it

5 storage Poliies x ive

@ cars.en apple. > [ Poides » & Storago ol > soa
(o 48 Clere Comer Groups L L

© 03 Cict Comptrs are Topn No.cfSte.. WoofCoies | Incamerts,. Doserpton b teag.. v
5 searty o emsto dplay a
(089 Storage Rosarces

&8 s

o e ks
b Proemiiion
1 S
o ot oy

‘@Vaﬂmd«- 2 e Gl Ded pleationgley
s el St e
3

Croato Storage Policy Viizard

Create Storage Policy Wizard
“This wizard uides you trough the creaton of
By

a Storage Polcy and s Primary Coy

Prass Nada contnue.

2]

£ CommCel Browser
5 agents

2| [ conent | B surmay

cars_en | s
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33.

Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

O Review the details and click Finish to create the Storage Policy.

Enable the following registry key to create job specific profiles:

From the CommCell Browser, navigate to Client Computers.

Right-click the <Client> in which you want to add the registry key, and then click
Properties.

Click the Registry Key Settings tab.

Click Add.

Enter CreateProcessSpecificProfile in the Name field.

Enter MSExchangeMBAgent in the Location field. (For Exchange Mailbox
iDataAgent).

Enter MSExchangeDMAgent in the Location field. (For Exchange Mailbox
iDataAgent).

Enter REG_DWORD in the Type filed.

Enter 1 to enable and 0 to disable the key in the Value field.

Click OK.

« Pravious | MNext »
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Getting Started - Exchange Database iDataAgent Configuration

Once installed, verify your backup type and configure a subclient as follows.

1.

e From the CommCell Console, navigate to Client Computers | <Client> |

Exchange Database.

e Right-click the Exchange Database and click Properties.

Verify or change the backup type that was selected during installation:

o Differential - Specifies that each non-full Exchange Database backup secures
all data that has changed since the last full backup. Transaction lobs are not
purged.

o Incremental - Specifies that each non-full Exchange Database backup secures
only that data that has changed since the last backup of any type. Committed
transaction logs are purged.

Click OK.

From the CommCell Console, navigate to Client Computers | <Client> |
Exchange Database.

Right-click the default subclient and then click Properties.

Click Contents tab.
Click Configure.

& CommCell Browser

Client Computers

9 avocado

| bluearcl

| celerra_dmz

| celerra_dmd

Iz cobradzv_2

daisy

Bl drone

B2 oronema

g: euryale
ex2010-1

B ex2010-2

B2 exz010castz
(] excht_2

B ExcHs

B exddag-1

[ exproxy1
[ exproxyl 2
[ exproxy2_2
B2 exprowys_z
B2 exproxys 2
B2 exproxysxes
Bt exproxy7xed

DA Exchange Databass,
T DA FilE Systen

Client Computer Graups A

licatar

All Tasks »

View »

(( Properties )

« Pravious | MNext »

iDA Exchange Database x
& drones > I Cient Computer
Subclient Name

DOR

DOR-MP.
default

Exchange Database Properties X

Client Name:

Billng Department
iDataAgent:

Installed:

General | version | Security | Activity Control | Data Classification

ex2010-2

Not Defined/Not Defined
Exchange Database

Wednesday, September 22, 2010

Backup Type:
(® Incremental

O Differential

Exchange Server Name:
[] Copy backup

[] Enable SRM feature

Description

EX2010-2

& ConncolErauser

8| 108 Exchange Database x

]| @ dores > @ clentConputers > B8 20102 > B8 Exchange otabese >

Subcient e

Storage Poey

[
st vidia

Bachup Hstory
Schediies
Operaton Window

perties of, default

PrefPast Process | Storage Device | Activicy Control

Contents of subclient:

( corfiare )
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5. Click Discover.

want to back up.
e Click OK.

For your first backup, select just one database. Otherwise the
backup will take longer when multiple databases are selected.

7. Click Yes.

8. Verify that the database appears under Contents of subclient.

e Click the Storage Devices tab.
e Select a Storage Policy.
e Click OK.

Click Mext » to continue.

If you do not have Storage Policy created, click Create Storage Policy and proceed

to the next step.

Add/Modify Subclients for Exchange Database: &

Storage Group Narme subclient

13|«

[ ok oscover ) [[comeal | [

e Select a database to be backed up from the Display Name column.
o Select the Default Subclient from the Subclient column for the database you

Add/Modify Subclients for Exchange Database: 3
Storage Group Name: Subelient =
Microsoft Information Store\DDR L ~

Microsoft Information Store{DDRZ

default i( v )

Microseft Irformation StoreitPa
Microseft Iformation StoreipP4
Microseft Iformation StoreipPs

(o Y[ omcover | [ Concel ][ reb |

Warning, E|

€ Thers ars storage groups that have nok vk bisn associated with any subdlient, Thess
\"/‘ storage groups will be backed up as part of the default subclisnt the next time it is
backed up. Do you wish ta continue?

Subclient Properties of default E‘

General | Contents | PrefPost Process | Storage Device | Activity Control

Contents of subclent:

Micrasoft Information StoreiipL
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Subclient Properties of default El
General Cantent Filkers Pre/Post Process
Storage Device | Auto-discovery Activity Control Security

Data Storage Policy | Data Transfer Option | Deduplication

Storage Policy:

denise_snap_mag A
¥TLise_tape

Drone NO WRITE ¥TL

Drone WRITE VTL

ELi¥TL_Snap b
lexchz snap

Forencrypt 4

10. . ) I x|
1. Click Create Storage Policy. i e e R e
2. Follow the prompts displayed in the Storage Policy Wizard. The required options : e
are mentioned below: ot ooy
O Select the Storage Policy type as Data Protection and Archiving and click ‘ e Create Storage Folcy Wizard
Next. (e ] e >

T wizad uidos sou tough h croaton of
5098 Poley and 12 P Cop.

O Enter the name in the Storage Policy Name box and click Next.

O From the Library list, click the name of a disk library to which the primary
copy should be associated and then click Next.

Press e o contnve,

Ensure that you select a library attached to a MediaAgent operating in the
current release.

o From the MediaAgent list, click the name of a MediaAgent that will be used
to create the primary copy and then click Next.

O For the device streams and the retention criteria information, click Next to
accept default values.

O Select Yes to enable deduplication for the primary copy.
O From the MediaAgent list, click the name of the MediaAgent that will be used
to store the Deduplication store.

Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

O Review the details and click Finish to create the Storage Policy.

| € Previous | Mext » |
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Getting Started - Exchange Database /iDataAgent Backup

« Pravious | MNext »

WHAT GETS BACKED UP

WHAT DOES NOT GET BACKED UP

Exchange Database data
Information and Public Folder stores
Transaction Logs

Recovery Databases

System State Dataa

Active Directory Data
Personal Information Stores
Personal Address Books

Offline Folders

To avoid backup failure Recovery
Databases should be filtered. For
details see: Configuring to Filter
Recovery Databases from Backups

Recovery Storage Groups

To avoid backup failure Recovery
Storage Groups should be filtered.
For details see: Configuring to Filter
Recovery Databases from Backups

Use the Windows File System iDataAgent to back up the above mentioned data types.

PERFORM A BACKUP

1. Ensure that Circular Logging has been disabled on the Exchange Server.

2.
Exchange Database.

e Right-click the default subclient and click Backup. e

6. Click OK.

e From the CommCell Console, navigate to Client Computers | <Client> |

/& ConmCel Browser ) 8 Exchange Database
@ muroc z

Client Computer Groups
client Computers

& moioc > K Clent Computers > (B exchs.cn > A Exchonge Database >

Stbelent Name: Storage Poiicy

B2 slocrakss

B =sfordesn

8% brahmanizz_cN

Bieavinzm =
Bexchi o

B exchs_n

-G Exchange Compliance Archiver

)

41D Exchange Malbox

TR Exchange Madbor Archiver

List Media
Backup History
Schedules
Operation Window

Propeties

‘B Exchange PF Archver
{BA Exchange Public Folder
DA File System

3. e Select Full as backup type and Immediate to run the job immediately. Bockup Options for. Subclient: defau't &)
Backup Options.
e Click OK.
Select Backup Type: Job Initition
o Type Run this job now
© Schedule
[(Fox ) (el ] [advanced ) [ @roove posam | (1o ]

4. You can track the progress of the job from the Job Controller window of the =

CommcCell console. i
5. Once job is complete, view the details of job from the Backup History. Right-click o | FEroay Yo e r—

the Subclient and select Backup History. & B e compuer e

Storage Policy

Backup
List Media

Backup History) 3

Operation Window
4 tathange Camplance Archver

;

B8 Exchange Mabox Archiver

38 Exchance PF Avchiver

{DA Exchange Public Folder

DA Fie System

Properties
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Backup History Filter for: default g\
Backup Type

(O} OFul ) Differential

) Incremental Synthetic Full

Jab Status

@ al O Completed O Falled O killed

[] Specify Time Range

Start Time End Time

[redosozizon: | ~ [roomee | -

[ =N =
oK ] [ Cancel ] [ Advanced ] [ Help

7. Right-click the job to:
e View job details, such as the number of mailboxes backed up.
e View media associated with the job.
e View events associated with the job.
e Resubmit the job.
e View messages that were backed up.
e Send the log file that is associated with the job.

([« Previous | Mext » |
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Getting Started - Exchange Database iDataAgent Restore

PERFORM A RESTORE

| < Pravious |

As restoring your backup data is very crucial, it is recommended that you perform a restore operation immediately after your first full backup to understand the

process. The following section explains the steps for performing an out-of-place restore of a single database to a different client computer.

1.
Exchange Database.

e Right-click the Agent and then click All Tasks | Browse Backup Data.

2. Click OK.

pane.
e Click Recover All Selected.

This client should not be the same client on which the database originally resided.

e Click ... under Out of Place Location column.

e Select a folder on the destination client.

o Click OK.

6. You can monitor the progress of the restore job in the Job Controller window of the

CommCell Console.

e From the CommCell Console, navigate to Client Computers | <Client> |

e Select the database in the left pane. The data and logs will be selected in the right

e Select the name of the client computer from the Destination Client list.

e Select Immediate from the Job Initiation tab.

4 CommCell Browser . A Exchange Database X
@ murloc = mutoc > 3 Clent Computers > B exchs_n > 08 Exchange Databsse >
% Cient Computer Groups: a @ = Bt ors.on > oA <
Client Computers Subdlient Name: Storage Policy
82 dagnaktt.n default Pyre Magnetc
B2 aies_ g
S anen exchs s
£ bonetegs_cn
8 bratmanizz_on
B ez L
Blexchin
B2 exchs_n
A Exchange Compliance Archiver
DA Exchange Database
é,,‘_ e AllTasks) * Backup All Subelents
B ergemabors] VoW
EExmange s it =
B8 e System Jb  Configure
B2 expoxy1n i New Subclient Clent Computer Agent Type
B exronyioaon rered] | rtmets
B eronBsn elesse Licenze
Bifa Operation Window
B ronet
Browse Options B3 |
@) Browse the Latest Dats
() Spedfy Browse Time

[ [ ]
Client: Computer:
Use MediaAgent | any MEDIAAGENT > -

ok | [ cancel ] [ Advanced | [ LstMedia | [ Help

G =) Ceme]

Gensral || Job Initiation |

Restare Options for All Selected ltems Fg

Job Initiation
@ Inmediate

Run this job now

O Schedule

£ ok | [ concel | [ advanced | [ [@rsavesssoim | [ rel |
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7. Once the restore job has completed, right-click the agent and click View | Restore

History.

8. Click OK.

9. You can view the following details about the job by right-clicking the job:

e View Restore Items

You can view them as Successful, Failed, Skipped or All.

e View Job Details
e View Events of the restore job.
e View Log files of the restore job.

10. The database is restored to the directory and client that was specified.

% CommCell Browser

’a murloc
Client Computer Groups
Client Computers
B slagnaks4_cn
(B2 aries_cn
[BR: ashfords4_n
-IJ bonetes4_cn
[BR: brahmanizz_cn
B ex2010-2 cn
B exchin

B exchs_en

T Exchange Compliance Archiver

m

DA Exchange Database x | Clie

S murloc > 3 Client Computers > B

Subdlient Name
default
snap

-iDA Exchange Database
{DA Exchange Mailbox
D Exchange Mailbox Ar
DA Exchange PF Archive
DA Exchange Public Fold

All Tasks  *

4 Backup History

Propes

Tties Restore Histor

{0A File System
B exproxy1 on
@ exproxy7x64_m

Destination Client Computer:

Schedules

Restore History Filter, for: Doc-Backupset ['5_<|

[] Specify Time Range
Stark Tine: End Tirne
[~ [~
Job Status
@ all () Completed () Failed ) killed
[ QK ] [ Cancel ] [ Advanced ] [ Help
D8 xchange Database | By Cenk ex2010-2 Latest.. 5 |y Clents x20102 (Latest... | %9 Restore Job History of Ex...
2D status Stat...| EndTime No.of .. Destnat.. User Name nor Code Desarption
S i botrare o lexnio-1__[acnn
VewRestore ems b
e b Detais
paths
ViewEverts
vewlogs
Send Logs
Resubrit 1o
 Corr = oalOuKG) <o =

- s vt

B — |
=-0e
| =

e T————

| e

CONGRATULATIONS - YOU HAVE SUCCESSFULLY COMPLETED YOUR FIRST BACKUP AND RESTORE.

If you want to further explore this Agent's features read the Advanced sections of this documentation.

sz 335

| < Pravious |
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Advanced - Exchange Database iDataAgent Configuration

TABLE OF CONTENTS

FEATURES FOR EXCHANGE 2010 FEATURES FOR EXCHANGE 2007

FEATURES FOR EXCHANGE 2003

COMMAND LINE
OPERATIONS

gnderlstanding the CommcCell Understanding the CommcCell Console
onsole
Pre-Selecting a Backup Type
Pre-Selecting a Backup Type } ) ;
Creating User-Defined Subclients
Creating User-Defined Subclients ) ; }
Configuring Event Check During
Configuring Event Check During Backups
Backups ) .
Configuring Backups of Locked
Configuring Database Availability Databases
Group (DAG) Backups A )
Prevent Log Truncation During
Modifying an Agent or Subclient Backups
Deleting an Agent or Subclient Configuring Cluster Continuous
) : ; Replication (CCR) Backups

Configuring to Filter Recovery
Modifying an Agent or Subclient

Databases from Backups
Deleting an Agent or Subclient

Configuring to Filter Recovery Storage
Groups from Backups

Understanding the CommcCell
Console

Pre-Selecting a Backup Type

Creating User-Defined
Subclients

Configuring Event Check
During Backups

Configuring Backups of
Locked Databases

Prevent Log Truncation
During Backups

Modifying an Agent or
Subclient

Deleting an Agent or
Subclient

Log on to the
CommServe

Configure Subclients

List Schedule Policy
Association

UNDERSTANDING THE COMMCELL CONSOLE

The Exchange Database iDataAgent uses one main component to perform backup
and restore operations from the CommCell Console.

Agent - defines the Exchange Server to be backed up. %

Subclient - defines the database to be backed up.

PRE-SELECTING A BACKUP TYPE

2 CommCell Broviser

20102

EXCH-DAG

excht o

% exchs_en
T4 Exchangs Compliance frchiver
iDA Exchange Database

i0A Exchange Mailbox

DA Exchangs Mailbox Archiver

DA File System

DA Exchange Database x

@ murloc_cn > 3 client Computers > B2 exchS_cn > DA Exchange Database >

Subclent Name

I Sorage polcy

default

jsnapt

ot Assigned

The backup type that was selected during installation can be changed. However, after it is run, note that the next backup must be a Full backup.

From the CommCell Browser, right-click the Exchange Database agent in which you
need to change the backup type, and then click Properties.

Click Incremental or Differential and click OK.

o Differential - Specifies that each non-full Exchange Database backup secures all

data that has changed since the last full backup. Transaction lobs are not purged.
Incremental - Specifies that each non-full Exchange Database backup secures
only that data that has changed since the last backup of any type. Committed
transaction logs are purged.

o

Right-click the Exchange Database agent and click All Tasks | Backup All
Subclients.

Click Pre-Selected Backup Type and click OK.

The next backup that is run must be a Full backup.

General | v,

Client Name: ex2010-1

Billng Department Mot Defined Not Defined

iDataAgent: Exchange Database

Installed:

jackup Type:
Incremental

Exchange Server Name:

Thursday, February 3, 2011

@ leferemD

ex2010-1

7] Copy backup

Enable SRM feature

Description

oK

| [ cancel | [ Heb

CREATING USER-DEFINED SUBCLIENTS

By default, all databases are automatically assigned to the default subclient. However, you can divide databases across one or more user-defined subclients to
leverage your backups efficiently. Note, however, that once a database is assigned to a user-defined subclient, it is automatically removed from the default

subclient.

From the CommCell Browser, right-click the Exchange Database agent on the source
client, and click All Tasks | New Subclient.

Click the Contents tab and then click Configure.

From the Add/Modify Subclients window, click the subclient entry for the database
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that you want to add to the new subclient.
Click Discover to display all databases.

4. Alternatively, you can select and assign a range of databases to the new or existing
subclient using the Change all selected databases/storage groups to list.

5. Click OK.

CONFIGURING EVENT CHECK

Subclient Properties of ===
Srotect Gomations | swace Do | Achuty ontal | s optone
— = reposproess
Contents of mbcent
= o St XS DR
Mot nfomatin Sto¥XCHE AADE2
Conigre
o) (oo ) [0 )|
'Add/Modify Sublients for Exchange Database: ==
‘Storage Group Name Subdient v
Microsoft Information Store\ExchS DB1 defauit
Microsoft Information Store\ExchS DB2 default
MirosoftInfomaton Sore Exchs 63 defat
Microsoft Information Store\Exch DB4 defauit
Microsoft Information Store\ExchS DBS defauit
Mosoft Informaton Stre XCHS A0 sp
Cvsqﬁ Infornation SreEICHSNADBL snap

The Event Check option can examine the event logs for the Exchange application to ensure that these errors have not occurred before initiating a backup of the
database. Any of these errors occurring in the Exchange application event log before the specified date and time will be ignored, and any found after the

specified date and time will cause the backup to fail.

This option can scan for the following file-level damage errors prior to continuing with the backup:

® -1018 JET_errReadVerifyFailure

® -1022 JET_errDiskIO.

Follow the steps below to enable the event check option:

1. From the CommCell Browser, right-click the subclient you want to configure for Event
Check, then click Properties.

2. Click Use Event Check.

3. Specify the date and time in the Last Event Check Time field. This will serve as the
starting point to begin checking the Exchange application event log.

4. Click OK.

Subclient Propertie of default T

Storace Device I Activity Control L I SRM Options
General Contents__| Pre Post Process I SnapProtect Operatons

Cllent Name: exchs_en
Dataagent: Exchange Database
Subdhent name: pefauit

Bilable Entity: Not Defined -

7] Use Event Check
LastEvent Check Time  [wed 12/08/2010 =)
01:58PM =

of Data Readers for Bac Copy: | 115

Number

Allow multiple data readers for Backup Copy

Note: This is a default subdient.

Description

ok | [ Concel | [_Hep

CONFIGURING DATABASE AVAILABILITY GROUP (DAG) BACKUPS

Prior to using the Exchange Database iDataAgent in Database Availability Group (DAG) environments, you must configure a master client and select the

appropriate server as follows:

1. From the CommcCell Browser, right-click the Client Computers node and select New
Client.

2. Select Exchange 2010 DAG Client.

3. Click Discover and enter the Active Directory credentials in the AD Server
Credentials dialog. These credentials can be either for the current domain or a pre-
configured external domain.

Click OK. DAG Member Servers are listed with their fully qualified domain name and
will appear highlighted if the Exchange Database iDataAgent of the current software
release is installed.
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. Exchange 2010 DAG Client Creation Dialog [
4. Select a server from the DAG Servers drop-down list.
<iZ AD Domain Name :  gp.cv.commvault.com -
5. Enter the Client Name.
B2 DAG Servers : <
6. Click OK. Q3 Member servers: AT~ BL X0+ msexiab.lo
The master client is created. All configuration, backup and restore operations will be g%ﬁﬁﬁﬁ:fﬂi::ﬁ:
initiated from the master client. [ B EXDG-N3.msexlab.
| selectal || Clearal |
Cancel | Help
. . \ . . . [ Prefpostprocess | storage Device tivity Cantral | [ srm ontion:
7. From the CommCell Browser, navigate to the Master Client's subclient, right-click and | General [ Contents | Server Selection
select Properties. e
|
8. Click the Server Selection tab. ) AuleE ez
Manual selection
9. Select Auto or Manual.
. - . . DAG Optic
o If selecting Auto, then select Backup from passive copy. If a passive copy is e
not available, then select Backup from Active copy if no passive copy is (e SR 2
available. Backup from Active copy if no passive copy is available
o If selecting Manual, a list of all discovered databases will be listed under Server = -
Associations. Select the server to which you want to backup the databases. Database Server =
10 C|' k oK [Microsoft Information Store|DAG Databass 1 B expact »
. ic .

CONFIGURING BACKUPS OF LOCKED DATABASES

In some cases, it may be desirable to allow write operations on data being backed up to continue while the backup runs. Enabling VSS for backups provides this
capability.

During a VSS backup, the free space needed on a volume for the shadow copy is related to the duration of the backup and the amount of changes being made
to the data objects (files, databases) that are being backed up. VSS snapshots capture and copy disk blocks that are being changed by other processes while
the backup for a particular object is running. If the backup runs longer, or there is a lot of disk activity (files or databases being changed). This causes VSS to
copy more data blocks and therefore, use more disk space.

VSS can be enabled for backups of local volumes in both clustered and non-clustered environments. If the operating system fails to create a shadow copy of
the data a traditional backup of the data will be performed, and a corresponding message will appear in the Event Viewer. A consistency check of the database
integrity will be performed by the system prior to backing up the data, and if the integrity check fails then the backup will fail.

Exchange Database Properties ===
1. Ensure the Exchange database is mounted. General | version | Security | Actity Control | Data Classification
Chent Name: xch7
2. From the CommCell Browser, navigate to Client Computers | Exchange Database Dataagent: Exchange Database
I Subclient Installed: Wednesday, December 8, 2010
. Tt
3. Click Properties. @ trcremental Oifferentil
Exchange adminisrator account:  EXCH\adminstrator
4. Select Use VSS. [ hergeacemns ]
v vy
5. Click OK. E=e—
e
e exar
Description
ok ] [ Cancel ] [ Heb

PREVENTING LOG TRUNCATION DURING BACKUPS

By default, log files are truncated during backups. However, it may be desirable to keep log files from being truncated to preserve their original state if needed
during a restore. This can be accomplished using the Copy Backup feature.
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Exchange Database Properties o]
r

1. From the CommcCell Browser, right-click the Agent for the Exchange Database , and Generel | version | seaurity [ Acthity Control
then click Properties. e S

Biling Department Not Defined/Not Defined

Exchange Database

2. Click Copy Backup.

Oifferental

3. Click OK.

Exchange administrator account:  exch\administrator

7] use vss
ccR Options.

Backup from replica

e12003

\ —

CONFIGURING CLUSTER CONTINUOUS REPLICATION (CCR) BACKUPS

CCR backups continuously replicate the Exchange Database transaction logs residing on the active node of a CCR cluster to the passive node. In the event of
failover, the replicated database will be available to users, which reduces the frequency at which full backups must be taken and the volume of backup data and
media usage, as well as shortening the time it takes to recover from failure. No resources are shared and and only one virtual server is used.

Follow the steps below to enable cluster continuous replication backups:

1. From the CommcCell Browser, right-click the Agent for the Exchange 2007 Database o [ Seauriy [ Actvity Conwel
that you want to configure for CCR backups, and then click Properties. e o
2. Click the Use VSS and Backup from replica check-boxes. ——— T

Backup Type:

® Incre Orfferental

Select Backup on active node if passive node is unavailable if appropriate for

your environment and if you intend to use backups from the active node to perform a Seen e e —_—
CCR seeding operation of data to the passive node. Vuse vss
3. Click OK. P Bk il

7] Backup

e node if passive node is unavailable

CCR options are configured. Subsequent backups for the agent will use VSS to Exchange Server Name: ernaes
perform a Shadow Copy backup of the replica database on the passive node of a CCR Copy beckup
cluster. Enable sAM feature

Description

o [ Concel Heo |

MODIFYING AN AGENT OR SUBCLIENT

There are several configurable properties available for your agent that can be modified from the agent or subclient level as per need.

It is recommended that that you do not modify the properties of a subclient when a job is in progress for that specific subclient. If a job is in progress, either
wait for the job to complete or kill the job from the Job Controller.

The following table describes the properties that can configured from the agent and subclient levels.

OPTION DESCRIPTION RELATED TOPICS
Change the Exchange You can modify the name of the Exchange Server. However, the exchange server name should
Server Name not be the same as Client or Host Name.

1. From the CommCell browser, right-click the Exchange Database Agent.
2. Click Properties.

3. Select General.

4. Type the Exchange Server Name.

5. Click OK.
Enable SRM Feature You can enable the SRM feature to generate the Exchange Database Summary Reports. Refer SRM Exchange

1. From the CommCell browser, right-click the Exchange Database Agent.
2. Click Properties.

3. Select General.

4. Select Enable SRM Feature.

5. Click OK.
Change Storage Policies [You can modify the storage policies in any of the following situations: Refer to Storage Policies.
e To include a different media for the backup operation.

e To use a storage policy with a different retention criteria.

[You can change the storage policies from the subclient level.
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From the CommCell Browser, right-click the subclient.
Click Properties.
Click Storage Device.

Select the Storage policy from the drop-down menu.

v AW N

Click OK.

Rename a Subclient

You can rename a subclient:

1. From the CommCell Browser, right-click the subclient.
2. Click Properties.

3. Type the new name in the Subclient name field.

4. Click OK.

Data Transfer Options

You can efficiently configure the available resources for transferring data secured by data
protection operations from the subclient level. This includes the following:

e Enable or disable Data Compression either on the client or the MediaAgent.

e Configure the transfer of data in the network using the options for Network Bandwidth
Throttling and Network Agents.

[You can configure the data transfer options.

1. From the CommCell Browser,right-click the subclient.
Click Properties.

Click Storage Device.

Click Data Transfer Option tab.

Choose the appropriate software compression option for this subclient.

ok w N

Select Throttle Network Bandwidth and set the required bandwidth.
7. Click OK.

Refer to Data Compression and
Network Bandwidth Throttling.

View Data Paths

You can view the data paths associated with the primary storage policy copy of the selected

priority from the subclient level.

1. From the CommCell browser, right-click the subclient.
2. Click Properties.

3. Click Storage Device.

4. Select Storage Policy from the drop-down menu.

5. Click Data Paths.

storage policy or incremental storage policy. You can also modify the data paths including their

Number of Data Readers
for a Backup Copy

Use this option to specify the number of simultaneous backup data streams allowed for this
subclient. You can specify multiple data readers for backup copy from this subclient.

1. From the CommCell browser, right-click the subclient.
2. Click Properties

3. Select the Number of Data Readers.

4. Select Allow multiple data readers for Backup Copy
5. Click OK.

Refer to Streams.

Configure a Subclient for
Pre/Post Processing of
Data Protection

scripts that you can run before or after certain job phases.
1. From the CommCell browser, right-click the subclient.
2. Click Properties.

3. Click Pre/Post Process.

4

Click one of the following phases and type the full path of the process that you want to
execute during that phase. Alternatively, click Browse to locate the process (applicable
only for paths that do not contain any spaces).

o PreBackup Process
O PostBackup Process
O PreSnap Process
O PostSnap Process

5. Click OK.

attempts.
7. For subclients on Windows platforms, Run As displays Not Selected.

If you want to change the account that has permission to run these commands, click

Change.

You can add, modify or view Pre/Post processes for the subclient. These are batch files or shell

6. Select Run Post Backup Process for all attempts to run a post backup process for all

Refer to Pre/Post Processes.
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a. In the User Account dialog box, select Use Local System Account, or select
Impersonate User and enter the user name and password. Click OK.

b. If you selected Local System Account, click OK to the message advising you that
commands using this account have rights to access all data on the client computer.

Configure Activity
Control

You can enable backup and restore operations from the agent and subclient level. However,
you can enable restore operations only from the agent level.

1. From the CommCell browser, right-click the subclient.
2. Click Properties.
3. Click Activity Control, select or clear option(s) as desired.

4. Click OK.

Refer to Activity Control.

Configure User Security

You can configure user security from the agent or subclient level.
'You can perform the following functions:

e Identify the user groups to which this CommCell object is associated.
e Associate this object with a user group.
e Disassociate this object from a user group.

1. From the CommCell browser, right-click the subclient.
2. Click Properties.

3. Click Security.
4

Select the appropriate user groups to which you want to associate to the CommCell object
from the Available Groups pane, and then move the user group to the Associated
Groups pane.

5. Click OK.

Refer to User Administration
and Security.

Enable/Disable Data
Encryption

You can enable data encryption from the suclient level.Encryption must be enabled at the client
level prior to configuring any instances residing on that client.

1. From the CommCell browser, right-click the subclient.
2. Click Properties.

3. Click Encryption.

4. Select the desired encryption.

5. Click OK.

Refer to Data Encryption.

View Software Version

The Version tab, at the Agent level displays the software version of the component.
1. From the CommCell browser, right-click the agent.

2. Click Properties.

3. Click Version.

4. Click OK.

CommcCell Configuration
Report

The CommCell Configuration Report provides the properties of the CommServe, MediaAgents,
clients, agents, SRM agents, subclients, and storage policies within the CommCell based on the
selected filter criteria.

1. From the CommCell browser, click Reports icon.

2. Select CommcCell Configuration.

3. Click Run.

Refer to CommcCell
Configuration.

DELETING AN AGENT OR SUBCLIENT

The following sections describe the steps involved in deleting an agent or subclient.

When you delete an instance or backupset, the associated data is logically deleted and you can no longer access the corresponding data from
CommCell Console for recovery purposes.

Refer to the troubleshooting article on Recovering Data Associated with Deleted Clients and Storage Policies for information on how to recover data
if you accidentally delete an entity.

DELETING AN AGENT

You need to uninstall or DeConfigure the agent software from the client computer before deleting from CommCell Browser. After you delete the client software,
you can either leave the corresponding data intact for appropriate action or you can remove the data immediately. If you choose to remove the data
immediately, you must delete the agent from the CommCell Browser. If you delete the agent, all of the agent's data is irretrievably lost.

o You cannot delete an agent while operations for that agent are running.

1. From the CommCell Browser, navigate to Client Computers | <Client>.

2. Right-click the <Agent>, and then click Delete.
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3. A confirmation message is displayed with the following message:

This operation will permanently delete the data backed up from this level and it cannot be restored.

4. Click OK to continue with the deletion operation., or click No to abort the deletion.

§DELETING A SUBCLIENT
Consider the following before deleting a subclient:

e You cannot delete a default subclient.

o Schedules associated with the subclient are also automatically deleted.

1. From the CommCell Browser, navigate to Client Computers | <Client> | <Agent> | <Backup Set>.
2. Right-click the <subclient> that you want to delete, and then click Delete.

3. A confirmation message is displayed, asking if you want to delete the subclient.

Click No to cancel the deletion and retain the subclient, or click Yes to continue the deletion.

CONFIGURING TO FILTER RECOVERY DATABASES FROM BACKUPS

By default the Recovery Databases are auto discovered along with the other databases, but they should not be backed up as the backups will fail. To filter
Recovery Databases from backups follow the steps given below:

1. From the CommCell Browser, right-click the Exchange Database agent on the source client, and click All Tasks | New Subclient.

2. Click the Contents tab and then click Configure.

3. From the Add/Modify Subclients window, click the subclient entry for the database that you want to add to the new subclient.
Click Discover to display all databases.

4. Select the Recovery Databases and assign to the new subclient using the Change all selected databases/storage groups to list.

5. Click OK.

Ensure that the subclient with Recovery Databases as its content is not scheduled for backups.

CONFIGURING TO FILTER RECOVERY STORAGE GROUPS FROM BACKUPS

By default the Recovery Storage Groups are auto discovered along with the other databases, but they should not be backed up as the backups will fail. To filter
Recovery Storage Groups from backups follow the steps given below:

1. From the CommCell Browser, right-click the Exchange Database agent on the source client, and click All Tasks | New Subclient.
2. Click the Contents tab and then click Configure.
3. From the Add/Modify Subclients window, click the subclient entry for the database that you want to add to the new subclient.
Click Discover to display all databases.
4. Select the Recovery Storage Groups and assign to the new subclient using the Change all selected databases/storage groups to list.
5. Click OK.

Ensure that the subclient with Recovery Storage Groups as its content is not scheduled for backups.

COMMAND LINE OPERATIONS
You can add, modify or delete several configurable properties for the Exchange Database iDataAgent from command line.
Command line configuration enables you to:

e configure the same properties across multiple clients simultaneously.

e reuse the same configurations for additional entities.

The following sections describe the available command line configurations:

LOG ON TO THE COMMSERVE

To run command line operations you must first login to the CommServe as follows:
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e From Command prompt, navigate to <Software_Installation_Directory>/Base and run the following command:
glogin -cs <commserve name> -u <user name>
e For example, to log on to CommServe 'serverl' with username 'userl':

glogin -cs serverl -u userl

CONFIGURE SUBCLIENTS
CREATE SUBCLIENT

Use the following steps to create subclients from the command line. This operation is not supported for DAG configuration.

1. Download the create_subclient_template.xml file and save it on the computer from where the command will be executed.

2. Execute the following command from the <Software_Installation_Directory>/Base folder after substituting the parameter values.

goperation execute -af create subclient template.xml -appName 'Exchange Database' -clientName xxxxx -subclientName

KXXXX

GET SUBCLIENT PROPERTIES

1. Download the get_subclient_properties_template.xml file and save it on the computer from where the command will be executed.

2. Execute the following command from the <Software_Installation_Directory>/Base folder after substituting the parameter values.

goperation execute -af get subclient properties template.xml -appName 'Exchange Database' -clientName xxXXX -

subclientName xxxxx

MODIFY SUBCLIENT

1. Download the update_subclient_add_template.xml file and save it on the computer from where the command will be executed.

2. Execute the following command from the <Software_Installation_Directory>/Base folder after substituting the parameter values.

gqoperation execute -af update subclient add template.xml -appName 'Exchange Database' -clientName xxxxx -subclientName

HXXXXX

DELETE SUBCLIENT

1. Download the delete_subclient_template.xml file and save it on the computer from where the command will be executed.

2. Execute the following command from the <Software_Installation_Directory>/Base folder after substituting the parameter values.

goperation execute -af delete subclient template.xml -appName 'Exchange Database' -clientName xxxxx -subclientName

XXXXX

AVAILABLE COMMAND PARAMETERS

The following table displays all the parameters you can use with the commands mentioned in the above sections. To add a parameter to your command, use

the following syntax: (Some examples are provided at the end of the table.)

goperation execute -af <template XML file> -<parameter name> <value>

PARAMETER DESCRIPTION OF PARAMETER VALUES

clientName Name of the client computer.

backupsetname Name of the backup set.

appName Name of the application. In this case it would be 'Exchange Database'.
subclientname Name of the subclient.

enableBackup Option to enable/disable backup.

Valid values are True/False.

encryptionFlag Option to set the encryption points during backups. Valid values are:

e ENC_MEDIA_ONLY, to encrypt the backup data after transmission and prior to storage on the media.
e ENC_NETWORK_AND_MEDIA, to encrypt the backup data before transmission. The data is stored encrypted on the media.
e ENC_NETWORK_ONLY, to encrypt the backup data for transmission and then decrypt the data prior to storage on the

media.
e ENC_NONE, to disable data encryption.
networkAgents Number of Network Agents.
softwareCompression Option to enable compression on the Client or MediaAgent computer. Valid values are:

o ON_CLIENT, to enable software compression on the client.
e ON_MEDIAAGENT, to enable software compression on the MediaAgent.
o OFF, to disable software compression.

throttleNetworkBandwidth Enhancing backup performance by reducing network bandwidth overhead.
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\Valid values are 0/1.

enableDeduplication

Option to enable deduplication on subclient.

Valid values are True/False.

generateSignature

A component of deduplication performed on the client or MediaAgent computer. Valid values are:
o ON_CLIENT, to enable signature generation on the client.

e ON_MEDIA_AGENT, to enable signature generation on the MediaAgent.

e OFF, to disable signature generation.

storagePolicyName

Name of the Storage Policy to be associated for backup.

useGlobalFilters

Option to enable the use of global filters. Valid values are:
o ON, to enable global filters for the subclient.

e USE_CELL_LEVEL_POLICY, to enable the use of global filters if the Use Global Filters on All Subclients option is enabled
on the Control Panel (Global Filters) dialog. If the option is disabled, USE_CELL_LEVEL_POLICY will disable global filters for
the subclient.

e OFF, to disable global filters.

useVSS Option to enable/disable VSS for backing up the file system data.
Valid values are True/False.
useVSSForSystemState Option to enable/disable VSS for backing up the system state.
Valid values are True/False.
backupSystemState Option to enable/disable back up of the system state.
\Valid values are True/False.
postBackupCommand Path to the post process script that will be run after the backup.
postScanCommand Path to the post process script that will be run after the scan phase
preBackupCommand Path to the pre process script that will be run before the backup.
preScanCommand Path to the pre process script that will be run before the scan phase
runAs Option to specify the user name who has permissions to run the pre/post process scripts. Valid values are:
o USE_IMPERSONATION, to specify a user with enough privileges to run the scripts. When using this value, you also need to
provide the user credentials:
-prepostUserName/userName <user name> -prepostUserName/password <password>
e USE_LOCAL_SYS_ADMIN, to use the administrator account to run the scripts.
content/path Location of the content to be backed up. This parameter must be used along with the contentOperationType parameter, for

example:

-contentOperationType <value> -content/path '<path value>'

content/excludepath

Location of the content to be excluded from backup. This parameter must be used along with the contentOperationType
parameter, for example:

-contentOperationType <value> -content/excludepath '<path value>'

content/includepath

Location of the content to be included in the backup from the excluded list. This parameter must be used along with the
contentOperationType parameter, for example:

-contentOperationType <value> -content/includepath '<path value>'

contentOperationType

Modification type. Valid values are
e ADD, to add content to the subclient
e OVERWRITE, to overwrite contents to the subclient.

e DELETE, to delete the contents from the subclient.

The following examples show how to add a parameter for a command:

Adding Content

To update the location for the subclient content use the following command:

goperation execute -af update subclient add template.xml -appName 'Exchange Database' -
clientName clientl -subclientName subclientl

Setting a Storage Policy

To assign a storage policy to a subclient, add the 'storagePolicyName' parameter to the following command:

goperation execute -af update subclient add template.xml -appName 'Exchange Database' -
clientName clientl -subclientName subclientl -storagePolicyName spl

For detailed information on the Subclient parameters see Subclient Properties.

CHANGE THE EXCHANGE ADMINISTRATIVE DETAILS

User credentials are required for Exchange database restore. Execute the following command from the <Software_Installation_Directory>/Base folder after
substituting the parameter values.

goperation execscript -sn SetExchangeDBIDAProp -si @clientName=’clientl' -si @userName=’domain\userl’ -p2
@password='"password’ @backupType="'Incremental' -si @QuseVss='true' -si @backupFromReplica='true' -si
@backupOnActiveNode="'true' -si @serverName=’serverl' -si QcopyBackup='true'

where:

ClientName is the short name of the Exchange Server.
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UserName and Password are the user credentials that you want to define for the account.

LIST SCHEDULE POLICY ASSOCIATION

1.

2.

gqoperation execute —af sched policy association template.xml -taskName mypolicy

Download the sched_policy_association_template.xml file and save it on the computer from where the command will be executed.

Execute the following command from the <Software_Installation_Directory>/Base folder after substituting the parameter values.

PARAMETER

DESCRIPTION OF PARAMETER VALUES

taskName

Name of the Schedule Policy to be associated.
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Advanced - Microsoft Exchange Database iDataAgent Backup

TABLE OF CONTENTS

Full Backups

Incremental Backups

Differential Backups

Pause Consistency Checks During Backups
Scheduling A Backup

Managing Jobs
Restarting Jobs
Controlling Jobs

Command Line Backups
Log on to the CommServe
Perform the Backup
Generate the Command Line Script from the CommcCell Console

Additional Options

FuLL BACKUP

Full backups provide the most comprehensive protection of data.

From the CommCell Browser, navigate to <Client> | Exchange Database.
Right click the <Subclient> and click Backup.

Select Full as backup type and Immediate to run the job immediately.

A w N H

Click OK.

You can track the progress of the job from the Job Controller. When the backup
has completed, the Job Controller displays Completed.

INCREMENTAL BACKUP

An incremental backup contains only data that is new or has changed since the last
backup, regardless of the type. On average, incremental backups consume less media and
use less resources than full backups.

The illustration on the right clarifies the nature of full and incremental backups.

Follow steps given below to perform an incremental backup:

To perform an incremental backup, the Pre-selected Backup
Type must have been configured for incremental backups
during installation.

1. From the CommCell Browser, navigate to <Client> | Exchange Database.
2. Right click the <Subclient> and click Backup.

3. Select Pre-Selected Backup Type as backup type and Immediate to run the job
immediately.

4. Click OK.

You can track the progress of the job from the Job Controller. When the backup
has completed, the Job Controller displays Completed.

RELATED TOPICS

Scheduling
Provides comprehensive information on scheduling jobs.

Job Management
Provides comprehensive information on managing jobs.

Backup Options for Subclient: default E

Backup Options
Select Backup Types Job Iritition
& Eli 1 (&) Immediate ) 2
(@ lisame] Run this job now
(O Differential () Schedule
(O Synthetic Ful
3 ([ o ] coneel | [Cadvanced | [ savess st |
Backup # 1 1 2 3 X 2
Backup Type  Ful Inc  Inc  Inc ses Inc  Ful
o v v H v A
e v H B
c v |
File System < H —
Y
(Flles A - F) L V o)
Ef v v E)
Fol Fyl
- - v/ =File Changed
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Backup Options for Subclient: default

Backup Options |
Select Backup Type Job Initiation
Rl & Imediate

¥ Bre-Selected Backup Typei Run this job now

{ Schedule

Configure Schedule Patterm Corfigure:

£ ox Cancel | Advanced | [ save As Soript | Help

DIFFERENTIAL BACKUP

Backup #

A differential backup contains only the data that is new or has changed since the last full Backup Type
backup. Like incremental backups, differential backups also consume less media and use
less resources than full backups. Differential backups are cumulative. This means that
each differential backup contains all changes accumulated since the last full backup. Each
successive differential backup contains all the changes from the previous differential
baCkuP- Flle System 4

(Files A - F)
The illustration on the right demonstrates the nature of differential backups. For simplicity,
assume there is a file system that contains six files as represented in the figure.

To perform a differential backup, the Pre-selected Backup
Type must have been configured for differential backups
during installation.

(- v/ =File Changed

. )
1. From the CommcCell Browser, navigate to <Client> | Exchange Database. S Ot |
2. Right click the <Subclient> and click Backup. Select Backup Type Job Intiaton
3. Select Pre-Selected Backup Type as backup type and Immediate to run the job Sl 9 st
immediately. fun this b now
4. Click OK. (" Schede
You can track the progress of the job from the Job Controller. When the backup Carfigre shedePattam CanFire

has completed, the Job Controller displays Completed.

Bok | ol | admemt | @savesssont | Help

PAUSE CONSISTENCY CHECKS DURING BACKUPS

Pause points allow Exchange system resources to be made available periodically to other processes (e.g. send and receive e-mail messages) during the
following:

e Prolonged consistency checks of large databases

e High load on the Exchange Server

. ) Advanced Backup Options =)
1. From the CommcCell Browser, navigate to <Client> | Exchange Database.
Data [ Startup | Job Retry | Media [ Data Path | vaultTracking | Alert
2. Right click the <Subclient> and click Backup. e e
3. Click Advanced. ) fivottie check for 1second
4. Click the Data tab and select the Perform Consistency Check option. e | P
5. Select the Throttle check for 1 second option and enter the number of I/0 CIEsiEERchE Copyme Lo
operations to complete before the throttle check is performed' Note: Creation of backup copy depends on the Storage Policy - Snapshot configuration
6. Click OK.

oK Cancel Help
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SCHEDULING A BACKUP

1. e Navigate to <Client> | Exchange Database.

e Right-click the
o Right-click the Subclient and click Backup.

e Click Schedule to schedule the backup for a specific time.

e Click Configure to set the schedule for the backup job. The Schedule Details dialog
displays.

3. Select the appropriate scheduling options. For example:
o Click Weekly.

Check the days you want the run the backup job.

Change the Start Time to 9:00 PM

Click OK to close the Schedule Details dialog

Click OK to close the Backup Options dialog

The backup job will execute as per the schedule.

MANAGING JOBS

(s CommCell Browser

2 mtoc

§

% Clent Computer Groups
Cionk Computers
8 slonsks_cn

8 Exchange Conplarce Archiver

D8 Exchange Databese
D8 Exchange Maibox

8 Exchange Mo Arciver

DA Cxchange P vchiv
08 Exchange Publc Folder
8 Fle ystem
8 eroroxyt
B2 croroxy7et_en
B2 croroxyoet_en
=3
8 rowel
B8 e
£ bmaixto_cn
ida0
8 dat9_n
% a0 52 cn
B2 dazs

0% Enchange Database X

@ muroc > Q) Clent Compuers > (B excts_an > 0B Exchangs Datsbase >

Scbclent Name

jsnap Backup exchs_snap

Lit Media

Backup History
Schedules

Operation Window

Properties

& Cortent| @ Summary |

Job Controller

[ 3910 [ Comncel | operaon [clenk Com-| ost Type | _subdien._| 306
6 mabe  Sadup Wl Crade Dot defak Pl

08 mrbe  swp Wk oradeDat. defak Rl

Backup Options for Subclient: default [x]

Backup Options |

Select Backup Type

& Rl

" Bre-Selected Backup Type Run £ job now

Job Inikiation
© Inmediste

& beheduls

Configure Sthedl Patterm Configure

G ok Cancel Advanced | [ save fs Script | Help

schedule mame [

© 2ne Time
Dy,

= weskly

~ monehly
© xsarly

StartTme [ siooem =

©nthese davs [~ monday I Tuesasy I wednesday
I Thursdey % Cridey I Saturday
I Sundoy

x| caes | vem

Once you initiate the backup operation, a backup job is generated in the Job Controller. Jobs can be managed in a number of ways. The following sections

provide information on the different job management options available:

‘RESTARTING JOBS

Jobs that fail to complete successfully are automatically restarted based on the job restartability configuration set in the Control Panel. Keep in mind that

changes made to this configuration will affect all jobs in the entire CommcCell.

To Configure the job restartability for a specific job, you can modify the retry settings for the job. This will override the setting in the Control Panel. It is also
possible to override the default CommServe configuration for individual jobs by configuring retry settings when initiating the job. This configuration, however,

will apply only to the specific job.

Backup jobs for this Agent are resumed from the point-of-failure.

CONFIGURE JOB RESTARTABILITY AT THE COMMSERVE LEVEL

1. From the CommCell Browser, click Control Panel icon.
2. Select Job Management.

3. Click Job Restarts tab and select a Job Type.
O Select Restartable to make the job restartable.

O Change the value for Max Restarts to change the maximum number of times the
Job Manager will try to restart a job.

O Change the value for Restart Interval (Mins) to change the time interval
between attempts for the Job Manager to restart the job.
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4. Click OK. Job Management X
General | Job Priorities | Job Restarts | Job Updates
Job Restart
Job Type
Max Reestart:
Disaster Recovery backup ~ e
Documentum (Data Protection) Restart Interval (Mins)
Dowinload/Copy Updates
_
: [ Presmetabls
Information Management
Informix DB (Data Protection) ] Enable: Tatal Running Time:
Install Updates
Lokus Motes DB (Data Protection)
Media Refresh :' j
MYSGL (Data Protection)
OFfline Conkent Indexing
Crline Cortent Indexing
Oracle DB (Data Protection)
(Other (Data Protection)
SGL DE {Data Probection) @
Statt Phase Retry Interval (Mins) 104
(=)
CONFIGURE JOB RESTARTABILITY FOR AN INDIVIDUAL JOB
1. From the CommcCell Console, navigate to <Client> | Exchange Database
Advanced Backup Options X
2. Right-click the Subclient and select Backup 0 £ ) ) [ (T 2
i 0 e i 4 B
3. Click Advanced. [ e ¥
oo
4. In the Advanced Backup Options dialog box, click the Job Retry tab. e
5. Select Enable Total Running Time and specify the maximum elapsed time before a 2 e
: b
job can be restarted or killed.
Select Kill Running Jobs When Total Running Time Expires to kill the job after
reaching the maximum elapsed time.
6. Select Enable Number Of Retries and specify the number of retries. = e ) e ] ()
7. Click OK.

ICONTROLLING JOBS

The following controls are available for running jobs in the Job Controller window:

Temporarily stops a job. A suspended job is not terminated; it can be restarted at a later time.
SUSPEND

Resumes a job and returns the status to Waiting, Pending, Queued, or Running. The status depends on the availability of
RESUME resources, the state of the Operation Windows, or the Activity Control setting.

Terminates a job.

KILL

SUSPENDING A JOB

1. From the Job Controller of the CommCell Console, right-click the job and select Suspend.

2. The job status may change to Suspend Pending for a few moments while the operation completes. The job status then changes to Suspended.
RESUMING A JOB

1. From the Job Controller of the CommCell Console, right-click the job and select Resume.

2. As the Job Manager attempts to restart the job, the job status changes to Waiting, Pending, or Running.
KILLING A JOB

1. From the Job Controller of the CommCell Console, right-click the job and select Kill.

2. Click Yes when the confirmation prompt appears if you are sure you want to kill the job. The job status may change to Kill Pending for a few moments
while the operation completes. Once completed, the job status will change to Killed and it will be removed from the Job Controller window after five
minutes.

COMMAND LINE BACKUPS

You can perform backups of Exchange Databases from the command line interface.

Command line backups enable you to perform backup operation on multiple clients simultaneously. In order to run the backups from command line, you need
an input xml file which contains the parameters for configuring the backup options. This input xml file can be obtained from one of the following ways:

e Download the input xml file template and save it on the computer from where the backup will be performed.
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o Generate the input xml file from the CommCell Console and save it on the computer from where the backup will be performed.

LOG ON TO THE COMMSERVE

To run command line operations you must first login to the CommServe as follows:

e From Command prompt, navigate to <Software_Installation_Directory>/Base and run the following command:

glogin -cs <commserve name> -u <user name>

e For example, to log on to CommServe 'serverl' with username 'userl':

glogin -cs serverl -u userl

PERFORM THE BACKUP

1. Download the backup_template.xml file and save it on the computer from where the command will be executed.

2. Execute the saved .xml script using qoperation execute command.

gqoperation execute -af backup template.xml -backupLevel FULL -subclientName xxxxx -clientName xxxxx

3. Verify the status of the job using the following command:
glist job -j JOBID
4. Once the job completes, logout from the CommServe using the glogout command.

glogout [-cs commserver] [-all] [-tf tokenfile] [-tk token] [-h]

EXAMPLES

Performing a Full Backup

clientName clientl

goperation execute -af backup template.xml -backupLevel

FULL -subclientName subclientl -

Performing an Incremental
Backup

subclientl -clientName clientl

goperation execute -af backup template.xml -backupLevel INCREMENTAL -subclientName

‘GENERATE THE COMMAND LINE SCRIPT FROM THE COMMCELL CONSOLE

In addition to the parameters provided in the template xml file, if you want to include additional options for the backup, you can do so by selecting the required

options from the CommCell Console and generate the command line xml script for the backup.

Follow the steps given below to generate a script which you can use to perform a backup from the command line interface:

1. From the CommCell Console, navigate to <Client> | Exchange Database
iDataAgent | defaultBackupSet.

2. Right click the default subclient and click Backup.
3. Select the required backup options which you want to execute using the script.

4. Click Save as Script.

Backup Options for, Subclient: default
Backup Options

Select Backup Type ok Initiation

Fuli
@ B Sleeriats
© mneremental Run this job naw

Differential
< © scheduls

© synthetic Full

]

(& ox_] [ cancel | [ Advancea | [{ B save A= serpt 3] [_reln ]

5. Enter the location where you want to save the script or click Browse and navigate to
the location.

The script will be saved as a .xml file and a .bat file is created.

If a file with the same name already exists in the specified location, the .xml file will
be created with a timestamp. However, the .bat file will overwrite the existing file.

6. Enter the username and password for the user account which you want to use to
perform the backup.

By default, the user account which you have used to login to CommCell console is
used for performing the backup. However, if the user account does not have access to
any application or database, click Use a different account.

7. Click OK.
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Client | ashai64

Path

Mode

Asynchronous

Specify user account to run the script

@ Use the currently logged in user account

User Name: | 3dmin

Use a different user account

@ Synchronous

v

=

ADDITIONAL OPTIONS

Several additional options are available to further refine your backup operations. The following table describes these options, as well as the steps for

configuring them.

Be sure to read the overview material referenced for each feature prior to using them.

OPTION

DESCRIPTION

RELATED TOPICS

Startup Options

The Job Manager will use the startup priority setting when allocating the required resources.
This is useful if you have jobs that are very important and must complete, or jobs that can be
moved to a lower priority.

From the CommCell Browser, navigate to <Client> | Exchange Database.
Right-click the Subclient and click Backup.
Click OK.

1

2

3

4. Click Advanced.
5. Select Startup.
6

Select Default Priority. You can select Change Priority for a job, between 0 (highest
priority) and 999 (lowest priority).

7. Select Start up in suspended State to specify the selected job to start in the Job
Controller in a suspended state.

8. Click OK.

Refer to Job Priority and
Priority Precedence.

Job Retry Options

The Job Retry option helps in configuring the retry behavior of the backup jobs. You can specify
the maximum elapsed time before a job can be restarted or killed and the maximum number of
restart attempts.

1. From the CommCell Browser, navigate to <Client> | Exchange Database.
Right-click the Subclient and click Backup.

Click OK.

Click Advanced.

Select Job Retry.

o r w N

Select Enable Total Running Time and specify the maximum elapsed time in hours and
minutes.

7. Select Number Of Retries and specify the number of retries. Based on this number, the
Job Manager attempts to restart the job.

8. Select Kill Running Jobs When Total Running Time Expires. The job will be killed
when the job is still in running status even after reaching the maximum elapsed time.

9. Click OK.

Refer to Job Management.

Start New Media

The Start New Media option helps in starting the backup/archive operation on a new media.

This media management feature provides a degree of control over where the data physically
resides.

1. From the CommCell Browser, navigate to <Client> | Exchange Database.

Refer to Start New Media.
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Right-click the Subclient and click Backup.
Click OK.

Click Advanced.

Select Media.

I

Select Start New Media.
7. Click OK.

Mark Media Full

The Mark Media Full on Success option marks the Media as Full, 2 minutes after the successful
completion of the backup/archive. This feature prevents any other data being written to the
same media.

1. From the CommCell Browser, navigate to <Client> | Exchange Database.
Right-click the Subclient and click Backup.

Click OK.

Click Advanced.

Select Media.

o kM wn

Select Mark Media Full on Success.

7. Click OK.

Refer to Export Media.

Allow other Schedules to
use Media Set

The Allow Other Schedules to use Media Set option allows jobs that are part of the schedule or
schedule policy and using the specific storage policy to start a new media. It also prevents
other jobs from writing to the same set of media.

1. From the CommCell Browser, navigate to <Client> | Exchange Database.
Right-click the Subclient and click Backup.

Click OK.

Click Advanced.

Select Media.

Select Allow Other Schedules To Use Media Set.

7. Click OK.

o~ w N

Refer to Creating an
Exportable Media Set.

Extend Job Retention

This option allows you to extend the retention end time of the selected job. You can extend the
retention period to infinite period or for a specified number of days. You can also extend to
storage policy default period.

1. From the CommCell Browser, navigate to <Client> | Exchange Database.
Right-click the Subclient and click Backup.

Click OK.

Click Advanced.

Select Media.

o v~ w N

Select any of the following Extend Job Retention period options: Infinite/Number of
days/Storage Policy default.

7. Click OK.

Data Path Options

Data Protection operations use a specific data path (Library, MediaAgent, Drive Pool, and
Drive) to perform the backup operations as configured in the CommCell. By default, the system
automatically identifies the data path for the backup operations.

The following are some of the important situations where you may need to change the data
path:

o When the preferred MediaAgent, library or drive pool is not available during the backup

e When you need to use a different MediaAgent, library or drive pool for load balancing
purposes.

e When you need to direct that backup to a particular location for compliance purposes.

1. From the CommCell Browser, navigate to <Client> | Exchange Database.
2. Right-click the Subclient and click Backup.

3. Click OK.

4. Click Advanced.

5. Select Data Path.

6. Select the MediaAgent and Library.

7. Select the Drive Pool and Drive for optical and tape libraries.

8. Click OK.

Refer Change Data Path.

Vault Tracker

The VaultTracker feature provides the facility to manage media that are removed from a library
and stored in offsite locations. The VaultTracker function provides the following capabilities in
your day-to-day operations:

Refer to VaultTracker or
\VaultTracker Enterprise.

Page 108 of 208



Administration Guide - Exchange Database iDataAgent

e Identifies media that must be sent off-site for storage or brought back from off site
locations.

e Automatically moves the media in sequence in the library and provides a pick-up list for the
operators.

Identifies and tracks the media during transit.
Records and tracks the movement of media not used by all MediaAgents or Foreign Media.

1. From the CommCell Browser, navigate to <Client> | Exchange Database.
2. Right-click the Subclient and click Backup.

3. Click OK.

4. Click Advanced.

5. Select VaultTracking.

6. Select the necessary options.

7. Click OK.

Alerts

The Alert option is used for setting up the criteria to raise notifications/alerts for job statuses
such as failure, success, or any other conditions triggered by the backup job. Adding alerts
helps the user or the user group to get the notification automatically about the status of the
backup job.

1. From the CommCell Browser, navigate to <Client> | Exchange Database.
2. Right-click the Subclient and click Backup.
3. Click OK.

4. Click Advanced.

5. Select Alert.

6. Click Add Alert.

7

From the Add Alert Wizard window, select the Threshold and Notification Criteria.
Click Next.

8. Select the Notification Types. Click Next.

9. Select the Users and User Groups. Click Next.

L0. Verify the Summary.
L1. Click Finish.
2. Click OK.

Refer to Alerts.

Command Line Backups

Command Line Interface enables you to perform backups from the command line. The
commands can be executed from the command line or can be integrated into your own scripts
or scheduling programs. In addition, you can also generate scripts for specific operations from
the CommCell Console using the Save As Script option. These scripts can later be executed
using the commands from the command line interface.

Refer to Command Line
Interface.

CommcCell Readiness
Report

The CommCell Readiness Report provides you with vital information about the condition of your
CommCell.

Refer to CommcCell Readiness
Report.

Backup Job Summary
Report

The Backup Job Summary Report provides the details of all the backup jobs of clients.

Refer to Backup Job Summary
Report.
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Advanced - Microsoft Exchange Database iDataAgent Restore
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EXCHANGE 2013

EXCHANGE 2010

EXCHANGE 2007

EXCHANGE 2003

COMMAND LINE OPTIONS
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Disk Location

Exchange Server 2013
DAG Out-of-Place
Restores

Keep Existing
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Loss Restore)
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Browsing Data Before a
Specified Time

Browsing Data Between a
Specified Time
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Listing Media
Listing Media for a
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Managing Restore

Jobs
Restarting Jobs
Controlling Jobs

Additional Restore
Options

Restoring a Database
Performing an Out-of-
Place Restore

Restoring to a Storage
Group

Restoring to a Different
Disk Location

Exchange Server 2010
DAG Out-of-Place
Restores

Keep Existing
Transaction Logs (No
Loss Restore)
Browsing Data
Browsing the Latest Data

Browsing Data Before a
Specified Time

Browsing Data Between a
Specified Time
Scheduling a Restore

Listing Media
Listing Media for a
Subclient

Managing Restore

Jobs
Restarting Jobs
Controlling Jobs

Additional Restore
Options

Restoring a Database

Performing an Out-of-Place

Restore For VSS-Enabled
Backups

Restoring to a Storage Group

Restoring to a Different Disk
Location

Restoring Logs

Restoring Logs To a Separate

Location

Restoring Logs From the Last

Backup

Restoring Logs and Databases

Simultaneously

Keep Existing Transaction

Logs (No Loss Restore)

Enhancing Restore
Performance from Tapes
(One-Pass Restore)
Browsing Data

Browsing the Latest Data

Browsing Data Before a
Specified Time

Browsing Data Between a
Specified Time
Scheduling a Restore

Listing Media
Listing Media for a Subclient
Managing Restore Jobs
Restarting Jobs
Controlling Jobs

Additional Restore Options

Restoring a Database

Restoring Logs

Restoring Logs To a Separate
Location

Restoring Logs From the Last
Backup

Restoring Logs and Databases
Simultaneously

Keep Existing Transaction
Logs (No Loss Restore)

Enhancing Restore
Performance from Tapes
(One-Pass Restore)

Automatically Mount
Database After Restore
Browsing Data

Browsing the Latest Data

Browsing Data Before a
Specified Time

Browsing Data Between a
Specified Time

Scheduling a Restore
Listing Media
Listing Media for a Subclient

Managing Restore Jobs
Restarting Jobs
Controlling Jobs

Additional Restore Options

Command Line
Restores

Log on to the CommServe
Perform the Restore

Generate the Command
Line Script from the
CommCell Console

RESTORING A DATABASE

By default the database is restored to the same client from which it is backed up. Follow the steps given below to perform the in-place restore:

1. Ensure the database is marked for overwrite on the Exchange Server prior to

performing the restore.

Click OK.

A W

From the CommCell Console, navigate to Client Computers | <Client>.

Right-click Exchange Database and click All Tasks | Browse Backup Data.

In the left pane of the Client Browse window, navigate to Exchange Database |

Microsoft Information Store | <Storage Group>.

]

6. Click OK to start the restore.

7. Manually mount the stores after the restore.

Select the database to be restored in the right pane and click Recover All Selected.

S Cllent: enchl ( Latest Da..

s Do)

Detiationte | ot lce Lo

PERFORMING AN OUT-OF-PLACE RESTORE FOR VSS-ENABLED BACKUPS

Use one of the methods below to restore VSS-Enabled backups for Exchange Server 2007 and 2010. When restoring VSS-enabled backups, the options No
Loss Restore and Mount database after restore do not apply.

RESTORING TO A STORAGE GROUP

You can restore the database stores to a different storage group (including Recovery Storage Groups) on the same Exchange Server, or to a different Exchange
Server within the same Exchange organization.
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1. Ensure the database you want to restore is dismounted and marked for overwrite.
2. From the CommCell Console, navigate to Client Computers | <Client>.
3. Right-click Exchange Database and then click All Tasks | Browse Backup Data.
4. Click OK. —
5. In the left pane of the Client Browse window, navigate to Exchange Database |
Microsoft Information Store | <Storage Group>.
6. Select the database to be restored in the right pane and click Recover All Selected.
7. Select the Destination client. ;
8. Select the Source DB and double-click in the Destination DB column. E:“
9. Click .. and select a Storage Group. L

10. Click OK. s
11. Click OK to start the restore.

12. Manually mount the stores after the restore.

RESTORING TO A DIFFERENT DISK LOCATION

You can restore the database stores to be a physically different location on disk (i.e., non-Exchange location) with a choice of whether or not to replay the logs.

From the CommCell Console, navigate to Client Computers | <Client>.
Right-click Exchange Database and then click All Tasks | Browse Backup Data.
Click OK.

H>w N

In the left pane of the Client Browse window, navigate to Exchange Database |
Microsoft Information Store | <Storage Group>.

Select the database to be restored in the right pane and click Recover All Selected.
Select the Destination client.

Select the Source DB and double-click in the Destination DB column.

o) o) e [ o ) ()

© N o v

Click .. and select one of the following options in the Storage Group dialog box:

O Restore to Non-Exchange Location <Out of Place> - The database will be
restored to the specified location and the logs will be replayed.

O Restore to Non-Exchange Location <Out of Place, No Recover> - The
database will be restored to the specified location and the logs will not be
replayed.

9. Double click in the Out of Place Location column and click .. to specify the fully-
qualified destination.

10. Select the destination folder from the Destination client.
11. Click OK.
12. Click OK to start the restore.

13. Manually mount the stores after the restore.

AUTOMATICALLY MOUNT DATABASE AFTER RESTORE

This option does not apply when restoring VSS-enabled backups.

You can automatically mount a database after a restore as follows:

1. From the CommcCell Browser, navigate to Client Computers | <Client>.

2. Right-click the Exchange Database and click All Tasks | Browse Backup Data.

3. Click OK.

4. 1In the left pane of the Client Browse window, navigate to Exchange Database |
Microsoft Information Store | <Storage Group>.

5. Select the database to be restored in the right pane and click Recover All Selected.

6. Select Mount database after restore.

7. Select the Source DB and double-click in the Destination DB column.

8. Click .. and select a storage group.

9. Click OK to start the restore.
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RESTORING LOGS

£

Restore Options for All Selected ltems
General | Job Initiation
Options For Microsoft Information Stare
[IMo Loss Restore

[ Dismount database before restore

Reestore Destination

Destination client | exchl v

Source DB Destination DB Qut of Place Location
=4 Microsaft Infar...
—_) First Starag...
L Mailbox: ...

I gOK H Cancel ][ Advanced ][ B’SavaAsScript H Help ]

When you have not enabled VSS before performing a backup, you can choose the restore destination for database and logs as follows:

RESTORING LOGS TO A SEPARATE LOCATION

v e N o v

H> W

From the CommCell Browser, navigate to Client Computers | <Client>.
Right-click the Exchange Database and click All Tasks | Browse Backup Data.
Click OK.

In the left pane of the Client Browse window, navigate to Exchange Database |
Microsoft Information Store | <Storage Group>.

Select the database to be restored in the right pane and click Recover All Selected.

Select the Source DB and double-click in the Destination DB column.
Click .. and select a storage group.

Click Advanced.

Click the Exchange Options tab.

Select Restore logs to separate location.

Click Browse and select a destination folder for logs.

Click OK.

Click OK to start the restore.

General & D
Encryption Pre/Post Exchange Option:

Restore Destination (Qnly valid for nen-ys5 restoresh

@ Restore logs to separate location

(71 Restore all the logs in cyde

() Restore DBs and Logs in separate location

Destination folder:

[ oK ][ Cancel l[ Help ]

RESTORING LOGS FROM THE LAST BACKUP

Follow the steps given below to restore only the log files backed up in the current cycle to a specified out-of-place location:

(9]

H> W

From the CommCell Browser, navigate to Client Computers | <Client>.
Right-click the Exchange Database and click All Tasks | Browse Backup Data.
Click OK.

In the left pane of the Client Browse window, navigate to Exchange Database |
Microsoft Information Store | <Storage Group>.

Select the database to be restored in the right pane and click Recover All Selected.

Click Advanced.
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7. Click the Exchange Options tab. =
. General | Copy Precedence | Data Path ‘
Select Restore all the logs in cycle. Encrypton | Prefost | Starwp |  Exchange Options Alert
Click OK. Destination (Only valid for nu@
10. Click OK to start the restore. *) Restore logs to separate location
*) Restore DBs and Logs in separate location
Destination folder:
QK J { Cancel J I Help
'RESTORING LOGS AND DATABASES SIMULTANEOUSLY
Follow the steps given below to restore both the database and log files to a specified out-of-place location.:
1. From the CommCell Browser, navigate to Client Computers | <Client>. ==
2. Right-click the Exchange Database and click All Tasks | Browse Backup Data. Enf,i;ij PreJPost £ ;:;e:en - Exmangaopm i
3. Click OK. Emﬁm (Orly vaid for @
4. 1In the left pane of the Client Browse window, navigate to Exchange Database | 7 Restore logs to separate location
Microsoft Information Store | <Storage Group>.
() Restore all the logs in cyde
5. Select the database to be restored in the right pane and click Recover All Selected.
@ Restore DBs and Logs in separate locatiort
6. Click Advanced. D ————— @
7. Click the Exchange Options tab.
8. Select Restore DBs and Logs in separate location.
9. Click Browse and select a destination folder for logs and databases.
10. Click OK.
11. Click OK to start the restore.
oK ] [ Cancel l [ Help

EXCHANGE SERVER 2010 DAG OUT-OF-PLACE RESTORES

For Exchange Server 2010 DAG, follow the steps given below to perform Out-of-Place restores:

RESTORING TO A STORAGE GROUP

You can restore the database stores to a different storage group (including Recovery Storage Groups) on the same Exchange Server, or to a different Exchange
Server within the same Exchange organization.

o

v A W

Ensure the database you want to restore is dismounted and marked for overwrite.
From the CommcCell Console, navigate to Client Computers | <Client>.
Right-click Exchange Database and then click All Tasks | Browse Backup Data.
Click OK.

In the left pane of the Client Browse window, navigate to Exchange Database |
Microsoft Information Store | <Storage Group>.

Select the database to be restored in the right pane and click Recover All Selected.
Select the Destination client.

Select the Source DB and double-click in the Destination DB column.
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10.
11.
12.

Click .. and select a Storage Group.
Click OK.
Click OK to start the restore.

Manually mount the stores after the restore.
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'RESTORING TO A DIFFERENT DISK LOCATION

You can restore the database stores to be a physically different location on disk (i.e., non-Exchange location) with a choice of whether or not to replay the logs.

©® N o u

10.
11.
12.
13.

A

From the CommCell Console, navigate to Client Computers | <Client>.
Right-click Exchange Database and then click All Tasks | Browse Backup Data.
Click OK.

In the left pane of the Client Browse window, navigate to Exchange Database |
Microsoft Information Store | <Storage Group>.

Select the database to be restored in the right pane and click Recover All Selected.
Select the Destination client.
Select the Source DB and double-click in the Destination DB column.

Click .. and select one of the following options in the Storage Group dialog box:

O Restore to Non-Exchange Location <Out of Place> - The database will be
restored to the specified location and the logs will be replayed.

O Restore to Non-Exchange Location <Out of Place, No Recover> - The
database will be restored to the specified location and the logs will not be
replayed.

Double click in the Out of Place Location column and click .. to specify the fully-
qualified destination.

Select the destination folder from the Destination client.
Click OK.
Click OK to start the restore.

Manually mount the stores after the restore.

EXCHANGE SERVER 2013 DAG OUT-OF-PLACE RESTORES

ol 01033

'RESTORING TO A DATABASE

You can restore the database stores to an active copy to a different database on the same Exchange Server, or to an active copy in a different Exchange Server
within the same Exchange organization. For more details, see KB article number Backup, Restore, and Disaster Recovery.

o N

v AWM

Ensure the database you want to restore is dismounted and marked for overwrite.
From the CommcCell Console, navigate to Client Computers | <Client>.
Right-click Exchange Database and then click All Tasks | Browse Backup Data.
Click OK.

In the left pane of the Client Browse window, navigate to Exchange Database |
Microsoft Information Store | <Storage Group>.

Select the database to be restored in the right pane and click Recover All Selected.

Select the Destination client.

Select the Source DB and double-click in the Destination DB column.
Click .. and select a Storage Group.

Click OK.
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11. Click OK to start the restore.

12. Run the following defragmentation command, in case the database fails to mount:
Eseutil /d [edb file path]
Example: Eseutil /d “E:\Mailbox\MDB01\MDBO01.edb”

13. Manually mount the stores after the restore.

'RESTORING TO A DIFFERENT DISK LOCATION

You can restore the database stores to be a physically different location on disk (i.e., non-Exchange location) with a choice of whether or not to replay the logs.

From the CommcCell Console, navigate to Client Computers | <Client>. G 8 pen

optons

(=%

Right-click Exchange Database and then click All Tasks | Browse Backup Data.
Click OK.

AW

In the left pane of the Client Browse window, navigate to Exchange Database |
Microsoft Information Store | <Storage Group>.

Select the database to be restored in the right pane and click Recover All Selected.

ol 01033

Select the Destination client.

Select the Source DB and double-click in the Destination DB column.

© N o u

Click .. and select one of the following options in the Storage Group dialog box:

O Restore to Non-Exchange Location <Out of Place> - The database will be
restored to the specified location and the logs will be replayed.

O Restore to Non-Exchange Location <Out of Place, No Recover> - The
database will be restored to the specified location and the logs will not be
replayed.

9. Double click in the Out of Place Location column and click .. to specify the fully-
qualified destination.

10. Select the destination folder from the Destination client.
11. Click OK.
12. Click OK to start the restore.

13. Manually mount the stores after the restore.

KEEP EXISTING TRANSACTION LOGS (NO LOSS RESTORE)

This option does not apply when restoring VSS-enabled backups.

A No Loss Restore appends the log files created since the last database backup to a restored database, thus bringing the database to the most current possible
state. To perform a No Loss Restore, the database to be restored must be from the latest backup.

] . . Restore Options for All Selected It
1. From the CommCell Browser, navigate to Client Computers | <Client>. SEIGIR UDHRNE Ol 08 BETe L e )
. . . General | Jab Initiation
2. Right-click the Exchange Database and click All Tasks | Browse Backup Data.
Options for Microsoft Information Store
> clecok
[ Mo Loss Restare
4. From the Browse window, select the data to be restored in the right pane and click [ Dismount: dakabase before restore
Restore Current Selected.
[[] Mount database after restare
5. From the General tab, select No Loss Restore.
6. Click OK. Restare Destination
Destination client |exchi £
Source DB Destination DB Ot of Place Location
=7 Microsoft Infor. ..
=t-l_3 Firsk Storag...
sl Mailbox L
[ £ ox ] [ Cancel ] [ Advanced ] [ [ save As Script ] [ Help ]
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ENHANCING RESTORE PERFORMANCE FROM TAPES (ONE-PASS RESTORE)

The One-pass Restore feature provides a performance-enhancing solution for conducting non-VSS restores of data from backups on tape. Restoring data from
tapes is generally less efficient and more time consuming to accomplish than restoring data from other types of media. With this feature, only one-pass through
the media is required to gather all the information on the data to be restored and then execute the restore.

One-pass Restores can also improve performance of non-multiplexed backups on tape. However, using One-pass Restores for non-tape media, which use a
random access methodology for gathering the information and data to be restored, generally does not yield any performance improvement.

Before performing a browse and One-Pass restore, it is strongly recommended to assign one storage group per subclient as the proper configuration for
supporting this type of restore as No Loss Restore capabilities are not provided (data will be overwritten for all stores within a storage group).

1. From the CommcCell Browser, navigate to Client Computers | <Client>.
2. Right-click the Exchange Database and click All Tasks | Browse for One-Pass
Restore.

3. Click OK.

4. In the left pane of the Client Browse window, navigate to Exchange Database |
Microsoft Information Store | <Storage Group>.

5. Select the database to be restored in the right pane and click Recover All Selected.
6. Click OK to start the restore.
BROWSING DATA

Browse and Restore from the CommCell Console allows you browse and restore mailboxes and mailbox items that were backed up. The browse option can also
be invoked from the client, agent, backup set, or subclient level.

BROWSING THE LATEST DATA

1. From the CommcCell Browser, navigate to Client Computers | <Client>.
2. Right-click the Exchange Database and click All Tasks | Browse Backup Data.
3. Click OK.

The browse option can also be invoked from the client, agent, backup set, or subclient
level.

BROWSING DATA BEFORE A SPECIFIED TIME

From the CommCell Browser, navigate to Client Computers | <Client>.

1.
() Browse the Latest Data
2. Right-click the Exchange Database and click All Tasks | Browse Backup Data.
3. Select Specify Browse Time and the Time Zone. Browse Data Befare:
4. Click OK. Tue 02/01/2011 [~ 03 : 30AM -
Time Zone: (GMT+05:30) Chennai, Kolkats, Mumbai, M., v
Client Computer:
Use Mediahgent | oy mEDTARGENT> v

Page size: | 10004

oK ][ Cancel ][ Advanced ][ List Media ][ Help

BROWSING DATA BETWEEN A SPECIFIED TIME

1. From the CommcCell Browser, navigate to Client Computers | <Client>.
2. Right-click the Exchange Database and click All Tasks | Browse Backup Data.

3. Select Specify Browse Time and the Time Zone.
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4. Click Advanced.

5. Select Exclude Data Before, select the date and time from which you wish to view T T e T
the data in the browse window. Toeten, [T b o e 8
6. Click OK.

UseMedshomt | vEDIAGEIT>

pogesee: [ 10001

o) o) (G o) () S AN
SCHEDULING A RESTORE
1. e From the CommCell Browser, navigate to Client Computers | <Client>. Browse Options X
e Right-click the Exchange Database and click All Tasks | Browse Backup Data.
e Click OK. () Specify Browse Time
\ || =
Client Computer:
Use MediaAgent ‘(ANV MEDIAAGENT = v
Page siee: | 10004
[ oK ] [ Cancel ] [ Advanced ] [ List Media ] [ Help
2. e Select one or storage groups in the left pane. The mailbox items (e.g., calendars,
journals, etc.) will be selected in the right pane.
e Click Recover All Selected.
3. e Click Job Initiation tab and click Schedule. seopenOptionsyipips ioelocie dlienss &
e Click Configure. fmeal xormair]
Job Initiation
O Immediate
@ Echedds
Confiqure Scheduls Pattern
[ B ox | [Cconcel ] [Cadvanced | [ @saveassume | [ reb |
4, Select the appropriate scheduling options. For example:
o Click Weekly. Schede Name
o Check the days you want the run the restore job. O one Time statTme [ g0 |
e Change the Start Time to 9:00 PM g:::m
e Click OK to close the Schedule Details dialog (@i
. . k O Yearly Onthesedays [ Monday [] Tuesday (] Wednesday
e Click OK to close the Restore Options dialog S (i Ty
The restore job will execute as per the schedule. BEy
o J[ oma J[ b ] [omom>

LISTING MEDIA
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List media option is useful to predict media required for the following operations:

e To restore data associated with a specific backup set, subclient or instance

e To restore the index required to browse data associated with a specific backup set or subclient
e To restore a specific file (or specific files and folders)

e To restore data associated with a specific job

The list media operation can be performed for instances, backup sets, and subclients. The following sections describe each of these methods.

The List Media feature can also be used in a number of other capacities. Refer to the List Media documentation for a complete overview of this feature.

LISTING MEDIA FOR A SUBCLIENT
1. From the CommcCell Browser, navigate to Client Computers | <Client> | Exchange Database.
2. Right-click the subclient for which you wish to list media in the right pane and then click List Media.

3. From the List Media dialog box choose one of the following options:

o Click Media For the Latest Data to list media associated with the most recent data protection cycle.

o Click Specify Time Range to list media associated with data protection operations up to the specified date and time range. Use the Data Before box

to specify the end date and time.

o Click Advanced and then click Exclude Data Before to list media associated with data protection operations after the specified date and time.

Note that you can use the Specify Browse Time and Exclude Data Before options to list media between a specified date and time range.

4. Click OK.

The appropriate media is listed in the Media dialog box.

MANAGING RESTORE JOBS

Once you initiate the restore operation, a restore job is generated in the Job Controller. Jobs can be managed in a number of ways. The following sections

provide information on the different job management options available:

RESTARTING JOBS

Jobs that fail to complete successfully are automatically restarted based on the job restartability configuration set in the Control Panel. Keep in mind that

changes made to this configuration will affect all jobs in the entire CommcCell.

To Configure the job restartability for a specific job, you can modify the retry settings for the job. This will override the setting in the Control Panel. It is also
possible to override the default CommServe configuration for individual jobs by configuring retry settings when initiating the job. This configuration, however,

will apply only to the specific job.

Backup jobs for this Agent are resumed from the point-of-failure.

CONFIGURE JOB RESTARTABILITY AT THE COMMSERVE LEVEL

1. From the CommCell Browser, click Control Panel icon.

General | Job Priorities | Job Restarts | Job Updates

2. Select Job Management. Job Restart
. Job Type
3. Click Job Restarts tab and select a Job Type. | TR
o Select Restartable to make the job restartable. e ate e PRI

Restartable

O Change the value for Max Restarts to change the maximum number of times the e
Job Manager will try to restart a job. ;;’i:u";j::nld:;:n@t ased (L [l Freemptabis
O Change the value for Restart Interval (Mins) to change the time interval i []Enable Total Runring Time:
between attempts for the Job Manager to restart the job. L otes 08 ko Prtecion) 4 4
Media Refres!
. MYSQL (Data Protection)
4. C“Ck OK. CFfline Content Indexing

Orline Content Indexing
Gracle DB (Data Protection)
Gther (Data Pratection]
SQL DB (Data Protection)

SO (P2 el

Start Phase Retry Interval (Mins) 104

(=)

Job Management 3]

CONTROLLING JOBS

The following controls are available for running jobs in the Job Controller window:

Temporarily stops a job. A suspended job is not terminated; it can be restarted at a later time.
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SUSPEND

Resumes a job and returns the status to Waiting, Pending, Queued, or Running. The status depends on the availability of
RESUME resources, the state of the Operation Windows, or the Activity Control setting.

Terminates a job.
KILL

SUSPENDING A JOB

1. From the Job Controller of the CommCell Console, right-click the job and select Suspend.

2. The job status may change to Suspend Pending for a few moments while the operation completes. The job status then changes to Suspended.
RESUMING A JOB

1. From the Job Controller of the CommCell Console, right-click the job and select Resume.

2. As the Job Manager attempts to restart the job, the job status changes to Waiting, Pending, or Running.
KILLING A JOB

1. From the Job Controller of the CommCell Console, right-click the job and select Kill.

2. Click Yes when the confirmation prompt appears if you are sure you want to kill the job. The job status may change to Kill Pending for a few moments

while the operation completes. Once completed, the job status will change to Killed and it will be removed from the Job Controller window after five
minutes.

COMMAND LINE RESTORES
You can restore Exchange Database from the command line interface.

Command line restores enable you to perform restore operations on multiple clients at the same time. It also allows you to reuse the command line scripts for
additional restores.

When performing command line restores, note that backups taken from the CommcCell Console can be restored using Command Line and vice versa. However,
backups taken from a previous version of the CommCell Console can be restored only from the Command Line.

In order to run the restores from command line, you need an input xml file which contains the parameters for configuring the restore options. This input xml
file can be obtained using one of the following ways:

e Download the input xml file template and save it on the computer from where the restore will be performed.

o Generate the input xml file from the CommCell Console and save it on the computer from where the restore will be performed.

LOG ON TO THE COMMSERVE

To run command line operations you must first login to the CommServe as follows:

e From Command prompt, navigate to <Software_Installation_Directory>/Base and run the following command:
glogin -cs <commserve name> -u <user name>

e For example, to log on to CommServe 'serverl' with username 'userl':

glogin -cs serverl -u userl

§PERFORM THE RESTORE

1. Download the restore_template.xml file and save it on the computer from where the command will be executed.

2. Execute the saved xml script using qoperation execute command.
goperation execute -af restore template.xml -clientName xxXxxx

3. Verify the status of the job using the following command:
glist job -j JOBID

4. Once the job completes, logout from the CommServe using the glogout command.
glogout [-cs commserver] [-all] [-tf tokenfile] [-tk token] [-h]

EXAMPLES

Out of Place Restore ) . )
goperation execute -af restore template.xml -clientName clientl

In-Place Restore ) ) : .
goperation execute -af outplace restore template.xml -clientName clientl -toTimeValue 2011-
11-28
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‘'GENERATE THE COMMAND LINE SCRIPT FROM THE COMMCELL CONSOLE

In addition to the parameters provided in the template xml file, if you want to include additional options for the restore, you can do so by selecting the required

options from the CommcCell Console and generate the command line xml script for the restore operation.

Follow the steps given below to generate a script which you can use to perform a restore from the command line interface:

1. From the CommCell Console, navigate to <Client> | Exchange Database
iDataAgent | defaultBackupSet.

2. Right-click the <Subclient> in the right pane and then click Browse Backup Data.
3. Click OK.

4. 1In the right pane of the Browse window, select the data that you want to restore and
click Recover All Selected.

5. Select the required restore options which you want to execute using the script.

6. Click Save as Script.

7. Enter the location where you want to save the script or click Browse and navigate to
the location.

The script will be saved as a .xml file and a .bat file is created.

If a file with the same name already exists in the specified location, the .xml file will
be created with a timestamp. However, the .bat file will overwrite the existing file.

8. Enter the username and password for the user account which you want to use to
perform the restore.

By default, the user account which you have used to login to CommCell console is
used for performing the restore. However, if the user account does not have access to
application and database, click Use a different account.

9. Click OK.

ADDITIONAL RESTORE OPTIONS

Several additional options are available to further refine your restore operations. The following table describes these options, as well as the steps to implement

them.

Be sure to read the overview material referenced for each feature prior to using them.

£

Restore Options for All Selected ltems

General | Jab Initiation:

(O Restore ACLsonly (O Restore DataCnly  (5) Restore Bath Data and ACLs

[] Uncondticnally cverurite orly i target s a Datadrchiver stub
Qverwrite Files
() Qwerwrite if file on media is newer

Restors only if target exists

Recreate Mourk Peints
Restore Destination
Destination dlertt |startrek v
Restare to same Folder

Specify destination path

Preserve Source Paths

v

[ @ ox | [concel | [ Advanced ]L (@ save s smnt)]

Client | ashai64 v

Mode

Asynchronous @ Synchronous

Specify user account to run the script

@ Use the currently logged in user account

User Name: | 3dmin

Use a different user account

==

OPTION

DESCRIPTION

RELATED TOPIC

Use hardware revert
capability if available

This option allow you to revert the data to the time when the snapshot was created. Selecting
this option brings back the entire LUN to the point when the snapshot was created, overwriting
all the modifications to data since the snapshot creation. This option is only available if the
snapshot engine used for SnapProtect Backup supports the revert operation.

1. From the CommCell Browser, click Client Computers | <Client>.
2. Right-click the Exchange Database and select All Tasks | Browse Backup Data.
3. In the Browse Options dialog box, click OK.

4. 1Inthe Client Browse tab, select the data to be restored and click Recover all
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Selected.
5. In the Restore Options for All Selected Items dialog box, click Advanced.
6. Select Use hardware revert capability if available.

7. Click OK.

Startup Options

The Startup Options are used by the Job Manager to set priority for resource allocation. This is
useful to give higher priority to certain jobs. You can set the priority as follows:

1. From the CommCell Browser, click Client Computers | <Client>.

2. Right-click the Exchange Database and select All Tasks | Browse Backup Data.

3. In the Browse Options dialog box, click OK.

4. 1Inthe Client Browse tab, select the data to be restored and click Recover all
Selected.

5. In the Restore Options for All Selected Items dialog box, click Advanced.

6. Inthe Advanced Restore Options dialog box, click Startup.

7. On the Startup tab, select Change Priority.

8. Enter a priority number - 0 is the highest priority and 999 is the lowest priority.

9. Select the Start up in suspended State check box to start the job in a suspended state.

0. Click OK.

Refer to Job Priority and
Priority Precedence.

Copy Precedence

By default, the system retrieves data from the storage policy copy with the lowest copy
precedence. If the data was pruned from the primary copy, the system automatically retrieves
data from the other copies of the storage policy in the lowest copy precedence to highest copy
precedence order. Once the data is found, it is retrieved, and no further copies are checked.

You can retrieve data from a specific storage policy copy (Synchronous Copy or Selective
Copy). If data does not exist in the specified copy, the data retrieve operation fails even if the
data exists in another copy of the same storage policy. Follow the steps given below to retrieve
the data from a a specific storage policy copy:

1. From the CommCell Browser, click Client Computers | <Client>.

2. Right-click the Exchange Database and select All Tasks | Browse Backup Data.

3. In the Browse Options dialog box, click OK.

4. 1Inthe Client Browse tab, select the data to be restored and click Recover all
Selected.

5. In the Restore Options for All Selected Items dialog box, click Advanced.

6. In the Advanced Restore Options dialog box, click Copy Precedence.

7. On the Copy Precedence tab, select the Restore from copy precedence check box.

8. Enter the copy precedence number.

9. Click OK.

Refer to Recovering Data From
Copies.

Data Path Options

The data recovery operations use a default Library, MediaAgent, Drive Pool, and Drive as the
Data Path. You can use this option to change the data path if the default data path is not
available. Follow the steps given below to change the default data path:

1. From the CommCell Browser, click Client Computers | <Client>.
Right-click the Exchange Database and select All Tasks | Browse Backup Data.
In the Browse Options dialog box, click OK.

El

In the Client Browse tab, select the data to be restored and click Recover all
Selected.

In the Restore Options for All Selected Items dialog box, click Advanced.
In the Advanced Restore Options dialog box, click Data Path.
On the Data Path tab, select the MediaAgent and Library.

Select the Drive Pool and Drive for optical and tape libraries.

w e N o un

Select the name of the Proxy server if you wish to restore using a proxy server.

You can select the Proxy server only when you are restoring from a snapshot. This option
is not available for a regular restore.

0. Click OK.

Refer to Change Data Path.

Encryption

If the client's data is encrypted with a pass phrase, you must enter the pass-phrase to start the
data recovery operation. Follow the steps given below to enter the pass-phrase:

1. From the CommCell Browser, click Client Computers | <Client>.

2. Right-click the Exchange Database and select All Tasks | Browse Backup Data.

Refer to Data Encryption.
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3. In the Browse Options dialog box, click OK.

»

In the Client Browse tab, select the data to be restored and click Recover all
Selected.

5. In the Restore Options for All Selected Items dialog box, click Advanced.
6. In the Advanced Restore Options dialog box, click Encryption.
7. Enter the Pass Phrase.

8. Click OK.

Alerts

This option enables users or user groups to get automatic notification on the status of the data
recovery job. Follow the steps given below to set up the criteria to raise notifications/alerts:

1. From the CommCell Browser, click Client Computers | <Client>.

2. Right-click the Exchange Database and select All Tasks | Browse Backup Data.

3. In the Browse Options dialog box, click OK.

4. 1Inthe Client Browse tab, select the data to be restored and click Recover all
Selected.

5. In the Restore Options for All Selected Items dialog box, click Advanced.

6. In the Advanced Restore Options dialog box, click Alerts.

7. Click Add Alert.

8. From the Add Alert Wizard dialog box, select the required threshold and notification

criteria and click Next.

9. Select the required notification types and click Next.

0. Select the recipients and click Next.
L1. Click Finish.
12. Click OK.

Refer to Alert.

Command Line Restores

Command Line Interface enables you to perform backups or restore from the command line.
The commands can be executed from the command line or can be integrated into scripts.

'You can also generate command line scripts for specific operations from the CommcCell Browser
using the Save As Script option.

Refer to Command Line
Interface.

CommcCell Readiness
Report

The CommCell Readiness Report provides you with vital information, such as connectivity and
readiness of the Client, MediaAgent and CommServe. It is useful to run this report before
performing the data protection or recovery job. Follow the steps given below to generate the
report:

1. From the Tools menu in the CommcCell Console, click Reports.
Navigate to Reports | CommServe | CommCell Readiness.

Click the Client tab and click the Modify button.

.

In the Select Computers dialog box, clear the Include All Client Computers and All
Client Groups check box.

Select the client from the Exclude list.
Click the Include > button.

Click OK.

Click the MediaAgent tab.

© ® N e U

Clear the Include All MediaAgents checkbox.
Select the MediaAgent from the Exclude list.
Click Include >.

Click Run.

The generated report is displayed.

Refer to CommcCell Readiness
Report.

Restore Job Summary
Report

The Restore Job Summary Report provides you with information about all the data recovery
ljobs that are run in last 24 hours for a specific client and agent. You can get information such
as failure reason, failed objects, job options etc. It is useful to run this report after performing
the restore. Follow the steps given below to generate the report:

1. From the Tools menu in the CommCell Console, click Reports.
2. Navigate to Reports | Jobs | Job Summary.

3. Click Data Recovery on the General tab in the right pane.

4

On the Computers tab, select the client and the agent for which you want to run the
report.

5. Click Run.

Refer to Restore Job Summary
Report.
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Data Aging - Microsoft Exchange Database iDataAgent

TABLE OF CONTENTS

Getting Started
Extended Retention Rules

GETTING STARTED

Data Aging is the process of removing old data from secondary storage to allow the associated media to be reused for future backups.

By default, all backup data is retained infinitely. However, you should change the retention of your data based on your needs. Note that if you continue to have
infinite retention, you will also need infinite storage capacity.
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6.

7.

8.

10.

From the CommCell Browser, click the Reports icon.

Expand Reports and select Data Retention Forecast and Compliance.

Click Run.

The report will display the data to be pruned when a data aging job is run.

To ensure only data intended for aging is actually aged, it
is important to identify the data that will be aged based
on the retention rules you have configured. Hence,
ensure this report includes only the data you intend to
age.

If necessary, fine-tune your rules so that only the
intended data is aged.

Once you run a data aging job, the data will be lost.

From the CommCell Console, right click the CommServe icon and click All Tasks |
Data Aging.

Select Immediate in the Job Initiation section and click OK.
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7)ot ¢ e

11. You can track the progress of the job from the Job Controller window. When the job =520 - - : vos
has completed, the Job Controller displays Completed. S e e e e s G 8 e e s

Make sure that the job completes successfully. If the job did not complete
successfully, re-run the job.

Wrase s iy G Poriny 0 Vi 2 om0 Sparied 8T e o Sy W

EXTENDED RETENTION RULES
Extended retention rules allow you to keep specific full (or synthetic full) backups for longer periods of time.
Extended retention rules can be used in the following circumstances:

e If you have a single drive tape library

e If you want to create a hierarchical retention scheme (grandfather-father-son tape rotation)

In all other cases, it is recommended that the Auxiliary Copy feature be used for extended storage as it actually creates another physical copy of the data,
thereby reducing the risk of data loss due to media failure.

UNDERSTANDING EXTENDED RETENTION RULES
Extended retention allows you to retain a specific full (or synthetic full) backup for an additional period of time. For example, you may want to retain your
monthly full backups for 90 days.

Extended retention rules allow you to define three additional "extended" retention periods for full (or synthetic full) backups. For example:

e You may want to retain your weekly full backups for 30 days.
e You may want to retain your monthly full backup for 90 days.

e You may want to retain your yearly full backup for 365 days.

A backup job will be selected for extended retention based on its start time. For example: If a backup job starts at 11:55 pm on August 31st and ends at 1 am
on September 1st, then it will be selected as the last full backup for the month of August and will be picked up for extended retention.

SETTING UP EXTENDED RETENTION RULES

Use the following steps for setting up the extended retention rules:

1. Right-click the storage policy copy and click Properties. = —
R . General Retention Data Paths Data Path Configuration
2. Click the Retention tab.
Enable Data Aging
3. Set the basic retention rules by clicking Retain for and entering the number of days and cycles 7] i g il e o ik iy
appropriate for your organization. B e e oo o el = 1 o e
4. Set the extended retention rules as follows: © spool Copy (o Retetion)
R Basic Retention Rule For All Backups
Click the For button. Ofinke
Enter the number of Days Total to retain the backup. ©nesener o] e Hf cres
Basic Retention Rules for Data/Compliance Archiver Data
Click the Keep drop-down list, and select the desired backup criteria (e.g., Monthly Full). O e
. . (® Retain for 365 || Days
Click the Grace Days drop-down list and select the number of days (e.g., 2). 1
Extended Retention Rules for Full Backups
5. Repeat Step 4 to configure additional extended retention. @ @ G vty (RN | s L
For  [ifinite] 503 ays TotelKeep Moty Ful | Grace Days -
6. Click OK. PFor Clinfinte) | 365\ DaysTotelkeep [vearyFul | Grace Days -
[ Select the jobs From previous tier
For wieekly Full Rule the Week starts on: | Friday -
For Monthly Full Rule the Month starts on: | 1 -
For al rules keep the:
() First full backup of time period
(5) Last Full backup of time period

ADVANCED TOPICS

Data Aging - Advanced
Provides comprehensive information on additional Data Aging capabilities.

Page 125 of 208



Administration Guide - Exchange Database iDataAgent

Disaster Recovery - Microsoft Exchange iDataAgent Database

TABLE OF CONTENTS

Planning for a Disaster Recovery

Disaster Recovery of the Exchange Database

PLANNING FOR A DISASTER RECOVERY

Before you begin a disaster recovery, make sure to do the following:

e Perform regular backups of the Exchange databases. These backups can be scheduled to run at convenient intervals.

e Ensure that the destination client is same as source client while performing a disaster recovery.

o Ensure that you have performed a Disaster Recovery of the computer using the Windows File System iDataAgent prior to restoring the Exchange databases.

Refer to Disaster Recovery - Windows File System for detailed information.

o Make sure to install the Exchange database application in the destination client and create an empty database in the same directory structure as existing in

the source client. In the case of Exchange Server 2003, also ensure that the database name is created with the same name as that in the source client.

DISASTER RECOVERY OF THE EXCHANGE DATABASE

1 . . 5 CommCell Brawser r DA Exchange Database x
. e From the CommCell Console, navigate to <Client> | Exchange Database. [ ER S 2] g mutos » 3 Clent Computers > B sxcho_on > A £

7 benetes4_cn

e Right-click the subclient that contains the data you want to restore and click All B bropmore o Sibilent e
Tasks | Browse Backup Data. Beotn e , | iy
s i
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2. Click OK. Browse Options
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[wed 12/ogjz010 = |l 091 344N :I
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I Show Deleted Teems
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et el

ﬂ M) o
Vi S @t tovdin e

right pane.
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e Select the name of the client computer with the database you want to restore in
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the Destination Client from the list.
e Click OK.

Restore Options for All Sclected Items
General | 30b Initiation |
CErstites e el i et e
I~ Mo Loss Restore
I Dismount database before restore

I~ Mount database after restore

Restare Destination

Dastination ciant

[oxers_en =1

T | Dostination DB | Gut of Place Location |
=1 Microsort Tnform.
. Exchs bB1
Ewchs o=

Exchs DBS
Exchs DB+
Exchs DBES
EXCHS-MADEZ
EXCHS-MADEL

A On Concel | advanced | B save assenpe | rHeip

In addition to Exchange databases, the Exchange Server also heavily utilizes following types of data that provide enhanced

functionality and is critical to the continuous operation of the Exchange Server.

e System State Data

e Active Directory Data, such as information about distribution lists, recipients etc.

o Personal Information Stores contain messages that are moved from a server-controlled information store to .pst files. They are

residing on a client's hard drive or shared location on a network.
o Personal Address Books stored on a client's hard drive in .pab files

e Offline Folders. These are the local copies of the folders on the exchange server, stored in .ost files.

These data types are backed up using the Windows File System iDataAgent:

For comprehensive information on performing non-database Exchange data backups, see Windows File System iDataAgent.

Back to Top
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Additional Operations - Microsoft Exchange Database
iDataAgent

TABLE OF CONTENTS

Audit Trail

Auxiliary Copy

License Administration
Operation Window
Online Help Links
Schedule Policy
Storage Policy
Subclient Policy

Uninstalling Components

AUDIT TRAIL

The Audit Trail feature allows you to track the operations of users who have access to the CommcCell. This capability is useful if a detrimental operation was
performed in the CommcCell and the source of that operation needs to be determined.

Audit Trail tracks operations according to four severity levels:

e Critical: This level records operations that will result in imminent loss of data.
e High: This level records operations that may result in loss of data.

e Medium: This level records changes to the general configuration of one or more entities. Such changes may produce unintended results when operations
are performed.

e Low: This level records changes to status, addition of entities, and other operations that have minimal impact on existing CommCell functions.
To set Audit Trail retention periods:

1. From the Tools menu in the CommCell Console, click Control Panel, and then select Audit Trail.

2. From the Audit Trail dialog box, select the desired retention time (in days) for each severity level.

3. Click OK.

AUXILIARY COPY
An auxiliary copy operation allows you to create secondary copies of data associated with data protection operations, independent of the original copy.
1. Expand the Policies node, right-click storage policy for which you want to perform an auxiliary copy, click All Tasks, and then click Run Auxiliary Copy.
2. If you are starting the auxiliary copy operation from the CommServe level, select the storage policy for which you wish to perform the auxiliary copy.
If you are starting the auxiliary copy operation from the Storage Policy level, the Storage Policy field is already
populated with the name of the Storage Policy you selected.
3. If the source copy is configured with a shared library, select the Source MediaAgent for the auxiliary copy.

4. Click OK to start the auxiliary copy operation. A progress bar displays the progress of the operation.

LICENSE ADMINISTRATION

'REQUIRED LICENSES

The Exchange Database iDataAgent requires the iDataAgent for Exchange Database license.

‘CONVERTING EVALUATION LICENSES TO PERMANENT LICENSES

If you installed the software using an Evaluation License, you can upgrade to a Permanent License as follows:

1. From the CommCell Browser, right-click the CommServe icon, click Control Panel, and then click License Administration.
2. Select the Update License tab and then click Convert.

3. Check the box that corresponds to the evaluation license you would like to upgrade and then click Convert.
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The license information is updated in the License Administration window.

USING CAPACITY-BASED LICENSING

License Usage by Capacity is a licensing mechanism that allows you to obtain licenses based on the amount of data you back up. It provides the following

features:

e Flexibility of usage on all agents, rather than being tied to number of server, agents, etc.

e Allows you to purchase licenses based on your data protection needs

Both Core and Enterprise license types are available. Refer to License Usage by Capacity for comprehensive information on utilizing this method.

RELEASING A LICENSE

If you no longer require a license on a computer, such as cases where the computer is being retired, you can release the license and use it later for another
computer. Backup data from the retired computer can still be restored after the license is released provided the data is not aged.

1. From the CommCell Browser, right-click the name of the client from which you want to release a license, click All Tasks, and then click Release License

for Client.

2. Click OK to continue releasing the license

3. Click Yes to confirm you want to release the license or No to abort.

ONLINE HELP LINKS

Use the following links to view the online help for the corresponding tabs in the CommCell Console:

OPERATIONS

ENTITY

ONLINE HELP LINKS

SUB LINKS

CONFIGURATION

Agent

Exchange Database Properties (General)
Exchange Database Properties (Version)
Exchange Database Properties (Security)

Exchange Database Properties (Activity Control)

Subclient

Subclient Properties of <Subclient Name> (General)

Subclient Properties of <Subclient Name> (Contents)

Subclient Properties of <Subclient Name> (Pre/Post Process)
Subclient Properties of <Subclient Name> (Encryption)

Subclient Properties of <Subclient Name> (Storage Device)
Subclient Properties of <Subclient Name> (SnapProtect Operations)
Subclient Properties of <Subclient Name> (Activity Control)

Subclient Properties of <Subclient Name> (SRM Options)

Add/Modify Subclient Content - Database
Configuration

User Account (Pre/Post)

BACKUP

Backup Options

Backup Options for Subclient <Subclient Name>

Save As Script
Command Line XML Options

Advanced Backup
Options

Advanced Backup Options (Replication)
Advanced Backup Options (Data)
Advanced Backup Options (Startup)
Advanced Backup Options (Job Retry)
Advanced Backup Options (Media)
Advanced Backup Options (VaultTracking)
Advanced Backup Options (Alert)

RESTORE

Restore Options

Exchange Restore Options (General)

Save As Script

Choose Storage Group

Advanced Restore
Options

Advanced Restore Options (General)
Advanced Restore Options (Options)
Advanced Restore Options (Copy Precedence)
Advanced Restore Options (Data Path)
Advanced Restore Options (Encryption)
Advanced Restore Options (Startup)
Advanced Restore Options (Alert)

Restore Log for Exchange Database
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OPERATING SYSTEM AND APPLICATION UPGRADES

Operating system upgrades are only supported when upgrading from one version of an OS to a different version of the same OS (e.g., Win2003 to Win2008).
The two methods of upgrading are:

e Seamless Upgrade - This involves uninstalling the Agent software, upgrading the operating system, and then re-installing the Agent software.

e Full OS Replacement - This involves performing a clean install of a new version of the OS, re-installing any application software, then re-installing the
CommServe, MediaAgent, and/or Agent software.

For Full OS Replacement, the client computer must be configured to have the CommServe, MediaAgent, and/or Client software re-installed to the same
location, the same Fully Qualified Domain Name or short domain name, the same partitions, disk drive format (FAT, NTFS, et. al.), and IP configuration as
previously.

If it is necessary to remove Agent software to facilitate an operating system or application upgrade, do not delete the icon for the Agent from the
CommCell Console, or all associated backed up data will be lost.

Use the following strategy to upgrade the operating system software:

e Identify the computers you want to upgrade and the CommcCell components installed on each of these computers.
o Choose the type of upgrade procedure you want to use on each computer: seamless or full replacement.

e CommServe, MediaAgent, and Client computers can be upgraded in any order.

OPERATION WINDOW

By default, all operations in the CommcCell can run for 24 hours. To prevent certain operations from running during certain periods of the day, you can define
operation rules so that these operations are disabled during those times.

When operation rules are configured, operations that are started within the time window specified will go to a queued (as opposed to pending) state. Once the
time window specified in the operation rule has elapsed, these queued or running operations will resume automatically.

1. In the CommcCell Browser, right-click the appropriate entity, click All Tasks, and then click Operation Window.
2. Click Add.

3. From the Operation Window dialog box:
O Enter the name of the rule in the Name field.

O Select either an administration, data protection (either full or non-full), and/or a data recovery operation from the Operations pane.

4. Click OK.

SCHEDULE PoOLICY

A schedule policy is a defined schedule or group of schedules for specific operations to be performed on associated objects within the CommCell. When the
schedules from a policy are run, the specified operations, (e.g., auxiliary copy, backup, etc.,) will be performed on the associated CommCell objects.

1. Expand the Policies node, right-click Schedule Policies and click Add.

2. Type the Name of the schedule policy.

3. Select the Type of schedule policy.

4. Select the Agent Type.

5. Type a description of the schedule policy.

6. Click Add.

7. Enter a Schedule Name in the Schedule Pattern tab.

8. Click OK.

9. On the Associations tab, select the objects to be associated with the schedule policy.

10. Click OK.

STORAGE POLICY

A Storage policy defines the data lifecycle management rules for protected data. Storage policies map data from its original location to a physical storage media
and determine its retention period.

1. Expand the Policies node, right-click Storage Policies, and select New Storage Policy.

2. Click Next.
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3. Select Data Protection and Archiving to create a regular storage policy or CommServe Disaster Recovery Backup to backup the CommServe
database and click Next.

4. Click Next.

5. Enter the name of storage policy and click Next.

6. Enter the name of the primary copy and click Next.

7. From the drop down box, select the default library for the primary copy and click Next.

8. From the drop down box, select the MediaAgent and click Next.

9. Enter number of data streams and set the retention period for the policy and click Next.
10. Click Next.
11. Click Browse, browse to your designated deduplication store location and click Next.

12. Confirm your selections and click Finish.

SUBCLIENT PoLICY

Subclient policies allow you to configure multiple subclients within a CommCell from a centralized template. This alleviates the need to manually configure each
subclient that shares a similar configuration.

1. Expand the Policies node, right-click Subclient Policies and click New Subclient Policy.
2. Enter policy name in the Name entry field, then select the appropriate file system type from the iDataAgent drop-down list.

3. In the Subclient pane, assign a storage policy for each subclient template by clicking in the drop down box under the Storage Policy column.

4. Click OK.

UNINSTALLING COMPONENTS

You can uninstall the components using one of the following method:

Method 1: Uninstall Components Using the CommCell Console

Method 2: Uninstall Components from Add or Remove Programs

‘METHOD 1: UNINSTALL COMPONENTS USING THE COMMCELL CONSOLE

1. From the CommCell Browser, right-click the desired Client Computer and click All Tasks -> Add/Remove Programs and click Uninstall Software.
2. Uninstall Software Options dialog will appear.

3. In the Uninstall Software tab, select Uninstall All to uninstall all the software packages.

4. 1In the Job Initiation tab, select Immediate to run the job immediately.

You can track the progress of the job from the Job Controller or Event Viewer.

'METHOD 2: UNINSTALL COMPONENTS FROM ADD OR REMOVE PROGRAMS
1. Click the Start button on the Windows task bar and then click Control Panel.
2. Double-click Add/Remove Programs.
For Windows Vista/Windows 2008, click Uninstall a Program in the Control Panel.
3. Click Remove to uninstall the components in the following sequence:
1. <Agent>
2. File System iDataAgent

3. Base Software

ADVANCED TOPICS

Provides comprehensive information about additional capabilities for the following features:
e Audit Trail

e Auxiliary Copy

e License Administration

e License Usage by Capacity
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Operating System and Application Upgrades
Operation Window

Schedule Policy

Storage Policies

Subclient Policies

Uninstalling Components

Back to Top
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Offline Database Restore (Administrator)

Deployment Setup Advanced Troubleshooting Next »

The Exchange Offline Mining Tool is a stand-alone console which allows users to locate email messages from an offline copy of the Exchange database.

WERE TO INSTALL

Install the Exchange Offline Mining Tool on a computer with Outlook 2003 or higher installed and that satisfies the minimum system requirements.

PREREQUISITES

Install the following before installing the Exchange Offline Mining tool if you are using it for Exchange 2013 databases:

Visual C++ Redistributable for Visual Studio 2012. For step-by-step instructions, see Visual C++ Redistributable for Visual Studio 2012.

INSTALLATION BEFORE YOU BEGIN

The software can be installed using one of the following methods: Download Software Packages

Download the latest software package to perform the install.
METHOD 1: INTERACTIVE INSTALL - -
Verify System Requirements
Use this procedure to directly install the software from the installation package or a  Verify that the computer in which you wish to install the
network drive. Exchange Offline Mining Tool satisfies the System
Requirements.

METHOD 2: INSTALL FROM COMMCELL CONSOLE

Use this procedure to install remotely on a client computer.

METHOD 1: INTERACTIVE INSTALL

1. Run Setup.exe from the Software Installation Package.
2. Select the required language.
Click Next.
Select the language you will use during installation.
3. Select the option to install software on this computer.

The options that appear on this screen depend on the computer in which
the software is being installed.

= Install Software on this computer

= Advanced options

2 View documentation website
2 Yiew Install Duick Start Guide (Requires Adobe Acrobat Reader)
2 Install Adobe Aciobat Reader

& Exit

4. Select I accept the terms in the license agreement.
Click Next.
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5.

7.

8.

Expand Client Modules | Backup & Recovery | Exchange and select Exchange
Offline Mining Tool.

Click Next.

If this computer and the CommServe is separated by a firewall, select the Configure
firewall services option and then click Next.

For firewall options and configuration instructions, see Firewall Configuration and
continue with the installation.

If firewall configuration is not required, click Next.

Enter the fully qualified domain name of the CommServe Host Name.
Click Next.

Do not use space and the following characters when specifying a new
name for the CommServe Host Name:

\|" ~1@#$% AR () +=<>/?,[1{}:;"

Click Next.

Installer

License Agreement

Please read the following License Agreement. Press
the PAGE DOWN key to view the entire agieement.

~
End User License and Limited Warranty Agreement
Software Release 9.0.0
(including Microsoft® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)
Tl Trnes T S &mammssennnt b4
% | accept the terms in the license agreement.
" | do not accept the terms in the license agreement.
Installer
<Back | MNew> | Cancel |

Installer.

Select Platforms
Select the platforms you want to configure.

= Q A | Move the pointer over a
= © Common Technology Engine platform name to see a
e & Conet oove Modlies desciiption of the platform and
reasons why it may be
# 0 CommCel Console disabled.
+ @ Mediadgent Modules
= Q2 Clent Modules .
# 0 Backup & Recovery Sapoce
# 2 Content Indesing and Search (Req/Recommended)
# 02 Web Based Search & Browse Installation Folder:
# Q1 Archive Management 0MB/0MB
+# Q1 ContinuousDataReplicator )
+ 02 SAM Temporary on C: drive:
+ 02 Supporting Modules
# Q2 Tools v LA
o Special Registiy Keys In Use
I Install Agents for Restore Only <Back | | cancel |

Installer.

Firewall Configuration
Configure firewall services

If there is a firewall between this machine and the CommServe, configure firewall services below.

I™ Configure firewall services

“

Installer

Installer %]

CommServe Name
Specity the CommS erve computer rame and host

Comméerve Client Name

CommServe Host Name
[Enter a walid, fuly-qualfied, IP host name; for example:
myeampuler. mycampany. com]

[mpcamputer mpcompany. com

Installer

< Back Next > Cancel
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9. Select Add programs to the Windows Firewall Exclusion List, to add CommCell
programs and services to the Windows Firewall Exclusion List.

Click Next.

This option enables CommCell operations across Windows firewall by

adding CommcCell programs and services to Windows firewall exclusion
list.

It is recommended to select this option even if Windows firewall is
disabled. This will allow the CommCell programs and services to function
if the Windows firewall is enabled at a later time.

10. Verify the default location for software installation.
Click Browse to change the default location.
Click Next.

e Do not install the software to a mapped network drive.

e Do not use the following characters when specifying the destination
path:

JiX?2N <> | #

It is recommended that you use alphanumeric characters only.

11. Click Next.

12. Click Next.

Installer g|

Communication Interface Name
Setup wil configurs the communication paths.

Select a client name

=

Select an interface name that this computer will use to
communicate with the CommServe

audi. mycompany. com j

P Address{es for the selected host,

Installer

< Back

Next >

cancel |

Windows Firewall Exclusion List

Allow programs to communicate through Windows
Firewa

Windows Firewall is ON
[V Add programs to the Windows Firewall Exclusion List

1f you plan on using Windows Firewall it is recommended to add the software programs to the
exclusion ist

Installer

< Back

I Next > I

Cancel |

Installer E|
Destination Folder
Select the destination folder to install the program files.

Click Nest to accept the default location, or click Browse to choose an altemate location.

Destination Folder

EBrowse..

Drive List Space Required / Recommended
C: 928MB - 1394 ME / 1670 ME
Irstaller
<Back Hext > concel |
Installer g|
Schedule Install of Automatic Updates
Chooze when yau want to schedule an install of the
downloaded updates
Iv Scheduls Install of Automatic Lpdates
" DOnee
Time: 08312PM =
* wWeskly
* Monday " Tuesday
" ‘Wednesday " Thursday
" Friday " Saturday
" Sunday
Installer
< Back Nest > Cancel
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13.

Click Finish.

staller §|

Summary
Surmmary of install selectiors

Setup has snough information to start copying the program fiss. If you are satisfied with the
install settings, cick Next to begin capying files.

-~
Destination Path = C:\Pragiam Files

CammServe Host = mpcompulsr mycompany. oo

Interface Name = sudi mycampary: com

Cient =audi

Job Fiesuls Path = C:\Program FilestobResuls

Global Fiters = Lse Cel level policy -

Installer

< Back Hest > carcel |

Installer §|

Completion Report
Setup complete

Software installation completed suscesshuly. =l

Wigit the website below to download latest Updates and Service Packs.

Click Finish to complete Setup.

Irstaller

Technical Support Websits

METHOD 2: INSTALL SOFTWARE FROM COMMCELL CONSOLE

2.

3.

From the CommCell Browser, select Tools | Add/Remove Software | Install

Software.

Click Next.

Select Windows.

Click Next.

murphy - CommCell Consale

Summary

Ty Bronse &Recover..,

o Contraller @ murphy < Job Controller x 4 b @
B Scheduer... murphy > aOoa
[ Event viewer & @ o

Tl Reports. Clienit Client Security

@ Control Panel Computer Computers

= Groups

Data Replication Monitor

2 _
[ fnl =)
) addiRemove Softwars Install Updates ntent

freckor
Remove Updates

Instal Software

Upgrade Software

Dawrioad Software
Copy Software

Software Configuration

& Commeell Browser

' Agents

murphy | admin

Installer

Instaif Wizard

This wizard guides you through the steps required to install software on computers.
Click Next to continue.

G »
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Installer X

) Unix and Linux

»

4. Select Manually Select Computers. Installer 5]
Click Next. Select how 1o discover the computers for installing the software

@ Fianuialy s2lect earipiitars
Software wil be installed arly on the selected lst of computers,

© Automatically discover computers
Computers wil be discowered when the job runs,

»

5. Enter the fully qualified domain name of the computer in which you wish to install. staller, X
For example: apple.domain.company.com Enter the host names of the computers
Cllck Next Flease enter the host names of the computers, one per line

Import from File
Import From Active Directory
Select from existing clents

6. Click Next. Installer, 3]

Select Software Cache

To use current: it or Client Group Software Cache settings, dick Next. To overide Software Cache settings check
Overtide Scftriars Cache and sslect the Softwars Cache to be used,

[] Override Software Cache

murphy domain . company.com

3

7. Specify UserName and Password.

Click Next.
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10.

11.

Select Exchange Offline Mi
Click Next.

Verify the default location for software installation.

Click Next.

Click Next.

Select Immediate.

Click Next.

ing Tool.

nstaller

Enter Account Information

multiple clients, the user should have access to all clients

Reuse Active Directory credentials

The specified account should have administrative access to the computer, IF you are instaling

User Name:

Example:domainusername

Password: [

Confirm Password: |

Finish

Cancel

taller

Sefect Package(s) to Install

=]
{5 client Madules
{53 Backup & Recavery
) Fill System
[0 Windows File System iDatafgent
0 ProxyHost iDatangent
[ Image Level PraxyHast iDatahgent
-~ Active Directory Datadgent
[] File System NDMP Restare Enabler
[ tmage Level Dataagent
[ Data Pratection Manager
[ virtual Server Agent
£ Database
[ o6z Dataagent
[ orate Datangen:
[ 56L Server Datafgent
O 54 for Oracle
[ 5#P for MaxDB
-] Svbase DataAgent
[ MySQL iDatahgent
[ Documentum Agent
£ Exchange
[ Exchange Database iDataAgent
[ Exchange Mallhox Datangent
[ Exchange Public Folder DataAgent
[ Exchange e Folder Datagent
B Exchanae Offline Miina Tool

B sve s scroe

Firish

Enter the Install Options for the selected Software
Agent SpecticSetngs
= Components
= Exchange Offine Mining Tool

Exchange Offineining ToolPth |

Installer.

Enter Adaitiona instalf Options

st Uotes

[ Reboct ¢ reauresy

KA Browser Processes Freiec)
[

5t Ol servies (F reuied)
15K chrts tht re sty prt o the Commeet comporert
Avanced optians.

(o ——

1 tomare Clanost ame Canfict
st Resit og Locatin

st Agerks For Restre Only.
optional Sertings.

= J0b Result Directory

Insell Oiectory

ot
vopar o002
emarc e oozl

C=GEED o
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staller &|

Please Select When To Run The Job

Job Initiation

(&) Immediate

Rur this job now

) schedule

12, Click Finish. pstllor =

Summary
Ploase verify i ik

Client Install Option.

Select Type Of Installation: Windows

Select Type Of Client Discovery: Manually select computers

Reuse Active Directory credentials: No

Client Authentication for Job

User Name: mydomaintadministrator

Password: *

Install Flags
Install Updates: Yes

Reboot (f required): No

Kill Browser Processes (if required): No

Ignore Running Jobs: No

Stop Oracle Services f required): No

Skip clients that are already part of the CommCell component: No
Delete Packages After Install: Yes

Ignore Client/Host Name Conflict: Yes

Install Agents For Restore Only: No

Client Composition

Override Software Cache: N

Select Type Of Installation: Copy packages to remote machine
Components

Selected Components To Install: Windows File System DataAgen, Virtual Server Agent
Common Information (Optional)

Global Filters: Use Cellevel policy

Client

CVD Port: 3400

Evmgre Port: 8402

Selected Clients

Client Name: aple.mydomain. mycompany. com

13. You can track the progress of the job from the Job Controller or Event Viewer eFr— DJ
window. B R e

R v
Wvtvem: 2Da
T + o Conpiter v | rgren 5

2007310114615 oot 2 b Coplt ey ]

a = %
I B T
0 - T

Sofeame e

o0 114507 D o it o ¥t Srvee At e ] cmloted s
@ s sopiio 157 e It of (Wi oSt Bt et ot i it
@ = S0 114159 £y Gk ms U (el bcbedon,

Gk g0 e g s ¥
W I Flgna]  ormatn, Vo, Weps, G, W et i 20

idol.testlab.commvault.com - CommCell Console

14. Once the job is complete, right-click the CommServe computer, click View and then
click Admin Job History.

& apple x
& apple > 20
) Job History Q o [ [y S
Control Panel (Adin Job History Chent Security Storage Polcies.
Properties i 3| Computers Resources v
) A File System Users Logged In []
i DA VirtualServer )
et Schedes sOg
i Fio 36D | Operaten ClenkCo..._AgentType Subclert T Typer 1 phas v|
D& Virtual Server 21 DataAgng Na =
& O Securky L
i < >
@ polcies | mpase prayng  Rumn
# ol Reports
- Content Director [ Event viewer x | §i Admin Job History x 1> @
71 Event viewer
Severty EventlD  lbDD  Date 1 program
) 2108(31/2010 12:00:23 JobManager
a 2% 2108/31/2010 12:00:08 JobManager
— a 21 08/31/2010 11:52:42 EvMg'S
a 228 2008/31/2010 11:46:15 DistributeSoftware
5 Agents . P S O M
» | & —_—
= | WPause |pPlaying  Information, Minor, Mefor, ritica, Maxinum events shown: 200
8 object(s) apple | admin

15. Select Install/Upgrade/Remove Software.
Click OK.
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16.

You can view the following details about the job by right-clicking the job:
e Event, which displays that software installation has started and completed.

e Date of software installation.

e Client computer name on which the software was installed.

e Logs of the job.

Admin Job History Filter 3]

Job Type

oal

© Auwlary Copy
O Data Verification

O Erase Backup/Archived Data
© Stamp Media

© Information Management
O Media Refreshing

[] Specify Time Range

O Data Aging

© Inventory

O Offline Content Indexing
O Drive Validation

O InstaljRemove Updates

IO Disk Library Maintenance
© CommCell Export
O Recover Store

Start Time End Time
Job Status
forl O Completed OFaled
Number of Jobs
(@ view All Jobs
©) Desired Number of Jobs :|
2

oK Cancel Help

O Export Media

© Disaster Recovery Backup
O Erase Media

O Drive Cleaning

O Download/Copy Software
(O SRM ReportsfActions

© CommCell Import

O Kiled

|:- Maxt )']
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Offline Database Restore (Administrator)

Deployment Setup Advanced Troubleshooting | € Previous | Mext » |

CREATE THE OFFLINE DATABASE

1 . . . & Commeel Browser B {88 Exchange Database x
. e From the CommcCell Console, navigate to Client Computers | <Client> | W & muroc > @ Cient Computers > B, exchs_on > {08 Exchange Databise >
Exchange Database. { gmmim i f—— ——
R ) ) ot e default Pyre Magnetic
e Right-click the <Agent> and then click All Tasks | Browse Backup Data. el e s srap
B
ez, L
Brexchion
B exchs_n
Exchange Complance Archiver
_E:ZZEZ?Z:T AllTasks) > Backup All Subclients.
DA Exchange Maibox o View L
%Eumange PF Archive Properties ListSnaps =
Eﬂ\esysmm o J"” Configure
% Zzs:z:;;:l’m New Subclient Clent Computer Agent Type
B2 exproxyxed.n There af Release License:
o Opertion Window
B2 howel
2. Click OK. Browse Options El
() Specify Browse Time
[ =1 |
Clisnt Computsr:
Use MedisAgent | sy MEDIAAGENT v
oK ] [ Cancel ] [ Advanced ] [ List Media ] [ Help
3. e Select the database in the left pane.
o Click Recover All Selected.
4. e Click ... under Out of Place location column.
e Select a folder on the client. m—
The selected folder should be different from the one from which the
database originated.
T e
o
5. e Select Immediate from the Job Initiation tab.
e Click OK. General || Job Initiation }
Jab Initiation
(%) Immediate
Run this job now
O Schedule
[ ox | [Cconeel | [Cadvanced | [ [ sove s Serpt |
6. You can monitor the progress of the restore job in the Job Controller window of the ==
CommCell Console.
7. Once the restore job has completed, right-click the agent and click View | Restore

History.
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(& CommCell Browser 2 DA Exchange Database x | %Y Cle

[, murioc *! % murloc > @ Client Computers > B%

Client Computer Groups
&Ent Computers Subclient Name
alagnaks4_cn d
= efault
(B2 aries_cn
[BR: ashfords4_n
-IJ bonetes4_cn
[BR: brahmanizz_cn
B ex2010-2 cn L
B exchin
B exchs_en
T Exchange Compliance Archiver
-iDA Exchange Database T N
{0A Exchange Mailbax =
A Exchange Maibox Ar » Backup History
DA Exchange PF Archive Propertics
{0A Exchange Public Fold I Restors biistol
{08 File System Schedules
B exproxy1 on
@ exproxy7x64_m

8. Click OK. Restore History Filter, for: Doc-Backupset

snap

Destination Client Computer:
[] Specify Time Range
Stark Tine: End Tirne
L~ -
Job Status
= Al () Completed () Failed () Killed
[ QK ] [ Cancel ] [ Advanced ] [ Help
9. Right-click the job to view the following details: T
) WD e oweim  sdie tooicis Gemnden U oo Daomn
e Source client name.

[r—

e Destination client name B ”

e Job status. s P -
L Datargent: ‘Exchange Database.

smSetfon e
mswetey seen
e i
e e

o Reason for job failure.
e View Events of the restore job.
e View Log files of the restore job.

s (e (o]

10. The database is restored on the selected location. -1 -Gt~ ke -~ |

[ S =-ue

2 e l=e | I

soscton £
e e
soscation swzre

P
e
e
s s

[N — e
s s . D e
s s LD P
A prs
B oz S - P
B vruscwrecRTs

Brerresa e s
veas e oo
rons pre—— e

B [N — P

ot ) 5l
[ ———
b cera

REGISTER THE OFFLINE DATABASE

11. Log onto client computer that has the Exchange Offline Mining Tool installed.
12. e Navigate to Start | All Programs | <software> folder.

e Click Exchange Database Mining Tool.
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13. Click the Exchange menu and then click New.

14. o Browse or enter the location of the offline database's .edb files in the Exchange

EDB Path box.

For Exchange 2003, browse or enter the location of the offline
database's .stm files in the Exchange STM Path box.

e Click OK.
o Repeat this step to register additional databases.

EXPORT DATABASE CONFIGURATION FOR END-USERS

15. Log onto client computer that has the Exchange Offline Mining Tool installed.

16. e Navigate to Start | All Programs | <software> folder.

e Click Exchange Database Mining Tool.

fé Internet Explorer (64-hit)
Ié Internet Explorer
1 windows Update
ArCessories
Administr ative Tools

Cornrtault

. Simpana

2

b CommCell Console GLT

Administrator

3 Computer

Debugging Tools For Windows (x64)
Mainkenance

McAfes

Microsaft Exchange Server 2010
Microsaft Office

Network

Control Panel

Devices and Printers

Administrative Tools

Startup
Help and Suppart
Run...
Windows Security
4 Back

»

||Search programs and files

@ Log off | »

e A, &

[-[o[x]
Exchange | View _Heb
...
open
im 0] From To | subject Received
e
200 320
[-[o0x]
Exhage Ven o
Dasbases
| Fron o | subject Recsived
[ Import Exchange Database HEE
Eschange EDE Palh —
Excrenge ™M Path
* Cancel

e
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17.

18.

Click the Exchange menu and then click Save.

e Browse or enter the location of the Configuration File to be exported.
e Click OK.

‘:é Internet Explorer (64-hit)

"_'é Internet Explorer

"L Windows Update
ArCessories
Administr ative Tools
Cornrtault

2

. Simpana

CommCel Console GUT

Administrator

3 Computer

Debugging Tools For Windows (x64)

Maintenance
McAfes

Microsaft Exchange Server 2010

Microsaft Office

Network

Control Panel

Devices and Printers

Administrative Tools 3

Startup
Help and Suppart
Run...
Windows Security
4 Back

||Search programs and files

@ Log aff | »

&> A b

Confiursion Fie:

[-[O1x]
Exhange | Vew _eb
Hew
open.
e 0 From To | subject | Received
e
Oone
¥ Exchange Database. (=100x]
Echange vew e
S Datsbeses
& EXCHSNADBT
8| From To | subject. Received
[ Choose Location 3]

ous | Mext » |
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Offline Database Restore (Administrator)

Deployment Setup

Advanced Troubleshooting

TABLE OF CONTENTS

Configure Permissions to View All Mailboxes
Configure Tool to Run from UNC Path or Outlook
Configure Outlook for Offline Database Restores
Configure Language Support

Create Database Using a Snapshot
Mount the Snapshot
Prepare the Database

CONFIGURE PERMISSIONS TO VIEW ALL MAILBOXES

You can provide certain users with the ability to view all mailboxes as follows:

Log on to the computer with Exchange Offline Mining Tool and Active Directory

Navigate to Start and click Active Directory Users and Computers.

1.
installed.
2.
3. .
[ ]
[ ]
e Click Ok.
4.

e Navigate to Start and click Active Directory Users and Computers.

e Select Users.

e In the right-pane select a user or group of users, right-click and select Add to a

group...

e From the Locations... tab, browse to the exchangedbmineadmins group in the

From this location box.

o Click Ok.

Right-click Users, point to New and then click Groups.
Enter exchangedbmineadmins in the Group Name box.
Under Group Type select Security.

S| Active Directory Domains and
ber Trusts

l&g Active Directory Sikes and Services

ﬁg_H Event Yiewer

= Group Policy Management

g‘ﬁl Local Security Palicy

« Previous

Maxt »

Adrinistratar
Computer

Nebwork

Control Panel
Devices and Printers
Administrative Tools
Help and Suppart
Run...

wWindows Security

» All Pragrams

I |5earch programs and files

§3) Logoft v

45 =

B Active Directory Users and Computers

Fle Acion Vew Help

e 2mldRBc=BHaltasvrah

T Acive Diectory Users nd Computers [CAPONE ich.
| Saved Queries

1=l &4 exch.coadmin Ik.com

Builtin

Compusers

Domain Cantrolers
ForsignsecurityPrincipals
LastandFound

Mansged service Accounts
Microsoft Exchange Security Groups

Name_~

Type

T xpstr)

2 $auplicstedec?

2 101 accounting-ap
2 zo0atest103

2 Aaven reer

User
User
User
User
User

£ Grealen e comwak cor/Users
Pragram Data 2, 1
sharepaintdl
Sysiem £
o | [Emnane .
Delegate Control, xrarmedinireatond]
Pz, o s § | [mcnensedbnureadnnd
3 rps_ _ i 7 =
Srapnare (o 3
Computer
echangedh
Al Tasks . =
POPEI | Do ol
Refresh s
Export List., mslmaging-PE e
e THGOEE B GRS
Properties

Printer

Help

Shared Folder
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8 Active Directory sersand Computers [
Fie Actn Ven e
9 2@ {IXOB@3e5T7as

| g e eect rours 1 -
" st ]
E 33 exch.onmaut.con Selec i et ps: s

& [0 Bukn [Groups or Buikin secusiy princpals Object Types.. |+

o Tomeass 0

5 5 vomanCrlers & e ot

& Fssapnss i Lo

9 s Lot

1 Managed enice Accurts s Erterthe ctiectnanes 0 selecfesarles)

& (3] Microsoft Exchange Securty Groups  Adele Pene Check Names

& poganas

end

ehange systen objecs
& L NDS Quotes

el Accomt
Enabl Account

= v
L sty v
& s olck ur
& Atk veion e

L ezt res

L aimae

Balowedreocs Searty Gou... Manbersinthsgoup cnhave

2 Alvion Besch User |
ki | il — | i

ntar e ot e e . T

CONFIGURE TOOL TO RUN FROM UNC PATH OR OUTLOOK

Follow the steps given below to configure to run the Exchange Offline Mining Tool to from a remote location.

1. Log onto the computer with Exchange Mining Tool installed.

2. Start the command prompt and run the following:

caspol -m -addgroup "Locallntranet Zone" -allcode FullTrust -n "DB
Mining Tool Policy" -d "This policy is used to run DBMining Tool"

3. To push permission settings to multiple computers simultaneously, perform the c:\Progrm Files\Support Tools>cd

following: c:\windows\Microsoft.NET\Framework\v2.0.50727 >CasPol.exe

-pp off -m -ag 1.2 -url//\\base2003
e Start the command prompt of the remote computer: \MiningToolExchange/FullTrust Microsoft <R> .NET Framework

e On the command prompt navigate to the folder location of the .NET Framework's Caspol 2.0.30727. 42

y g Copyright <c> Microsoft Corporation. All rights reserved.
Version dlreCtorY- Added union code group with"-url" membership condition to
e Run the following command: the Machine level. Success

c:\windows\Microsoft .NET\Framework\v2.0.50727
CasPol.exe -pp off -m -ag 1.2 -url //<computer name>/ FullTrust

Where computer name is the full path where .edb files and the log files reside.

4. To establish a default security configuration file, perform the following:
o Navigate to Microsoft.NET\Framework\<version_number>\config\security.config.
e Copy the security.config file and append it with .default extension.

CONFIGURE OUTLOOK FOR OFFLINE DATABASE RESTORES
You can provide end-users with the capability to access the tool from Outlook toolbar by configuring the following:

Note that this functionality is supported with Exchange 2003 databases only.

1. Ensure that all users accessing the Exchange Offline Mining Tool must have read and
execute permissions for the chosen UNC path.

e From the CommCell Console, navigate to the <Client> with Exchange Mailbox Client Computer Properties =]
Archiver Agent installed.

General | Version | Securtty | Activity Contral | Groups | Firewall Configuration | Netwark Throtting

. . R . R Search Server URLs | Redgistry Key Setting | Cient Side Deduplication
d nght_C“Ck the <Client> and then click Propertles. Palicies | Job Configuration I Encryption | Advanced ‘ Cankert Indexing
e Select the Advanced tab.

o . o . Enter Alternate Cache Partition For GSnap, Please ensure that the valume specified is an NTFS
e Enter the fully qualified UNC path to the Exchange Offline Mining Tool in the Path woldme.

to Exchange mining tool box.

fath to Exchange mining kool
‘kestiexchishareioffine_min_tool

CDR Log File Location

Browse
[ Enable SnapProtect
Prazy for Exchange -
Erishle retry on network srrors
Retry Frequency (seconds) 30 j
Retry Count a0 ﬂ
K Cancel Help
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e From the CommcCell Console, navigate to Client Computers, with Exchange
Mailbox Archiver Agent installed.

e Right-click the <Client> and select Properties.

e Select the Registry Key Settings tab.

e Click Add.

e In the Name box enter Galaxy.Ex2KMBDM.CVEAAddin.

e In the Location box enter
HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Office\Outlook\Addins\.

e In the Type box enter REG_DWORD.
e In the Value box enter UTOptions.
e Click OK.

CONFIGURE LANGUAGE SUPPORT

=
Chsparviessares

Giere S Do

Ve 1

Enabied

1B 5dd Registry Key

Nae [Gaiexs ERVEDNCYEaATan
Locaton [EY_LOGAL_VAGHNESOF T AREiros ot Offics Ot ¥
e [REs bwoRD v

Voo o

By default, the Exchange Offline Mining tool will use the language setting of the computer on which it is installed. If you want the tool to use a different

language, follow the steps given below:

1. Log onto the computer where the Exchange Offline Mining tool is installed.

2. o Navigate to EvMgrCHost file, located in the MiningToolExchange directory
available in the software folder.

e Open the EvMgrcCHost file in the edit mode and add lang=<language code>
Where language code is one of the following:

fr-fr (French - France)

fr-ca (French - Canada)

es-es (Spanish - Spain)

es-mx (Spanish - Mexico)
de-de (German - Standard)
it-it (Italian)

ja-jp (Japanese)

ru-ru (Russian)

zh-cn (Chinese - Simplified)
en-us (English - United States)

O 0O O O O O O O O o

CREATE DATABASE USING A SNAPSHOT

Database snapshots created with SnapProtectm can be used for offline mining.

@ C:\Program Files\,CommYault\Simpana\MiningToslExchange

Ele Edt View Favortss Took  Hsp | &
@Back - ) - ¥ | ) search [ Foiders | (F-

Address [ C:\Program Fies|Commyault|SimpanaifiningT aolE xchange B E
v [T I s [ Time T

Lments
iputer
Fioppy (A:)
Al Disk (1)
c430a7sc2obT9asisacivefar
Documents and Settings
) Administrator
) Administrator, AUSTIN
) Application Dats
5 Cookies
0 esieop
¢ Favorites
0 Local settings

o my Documents
£ My recent Documents
o mitrod
) PrintHoad
5 sendTo
1 3 Start Meru
) Programs
© Templates
& Allusers
) efault User
Program Fiks
) Commen Fies 1
<
TS 2
S base
) Datangent: s

1= 3 MiringToolExchangs )
Trwes

8) CrmasLb.dl
(2] cvEncrypt.di

8] cvExchMessages.dl
|8 cvFocus.di

(=] cvtib.di

5] Cotmsdi

3] Cvpragresstar
2] cvsession di

(5] cvrmLmsgs.dil

14 674 KR Anriiratinn Evhansinn
R ol I EvMorCHost -Notepad [ A}
(=] cvzub.di File Edit Format Yiew Help

[Z)patarigoutiook di

q
TEviegLoe_C.d

[ EvmsaLoc_c.dll.cvi
[F]Exchiessages.di
| ExpapstTemplate.r
(5] Herleditor i

2] JetExchangeLibbire
|8) 3etexehangeToalEy
[2) setExchiib. dil

%) zetLooRepay.di

| %] MalBoxTresvisnDa
|&] malgoxUtity. il

| 2] MainFrameindow.
(5] outlockarid.dil

(5] aetwork.di

(=] qiutis.di

1,073K8  Application Extension €
26KB  Application Extension
3278 Application Extension
20K Application Extension
5618 Application Extension
207 KB Application Extension
18KB  Applcation Extension
3,895K8  Appication Extension

Eumgrohost-austin:s402 P
i = 2001
5

lang=<es_ess|

| spiitcontainercontr

|&]sTLPort.5.0.d1
=] UnicodePstTemplate.
sk

Cooeoe
Coeses
Ciesme

. { or]

[CluserrecoveryToole
(=] %0R.dI
S xerces—c_2_.di

Kl

Lol >z
S86 KB Application Extension
.pst 265KB PSTFile
B2KB  Application Extension €
e 7KB Application 3
62 KB  Application Extension €

1,769 KB Appication Extension 1|

If you have not previously used SnapProtect to back up your databases, perform the following tasks:

e Configure the Microsoft Exchange Database iDataAgent. See Microsoft Exchange Database Configuration for more details.

e Configure the available arrays. See Storage Array Configuration for more details.

e Perform a SnapProtect backup of the Exchange Database iDataAgent. See Exchange Database iDataAgent Backup for more information.

Once you have the database snapshot, configure the database as described in the following sections.

‘MOUNT THE SNAPSHOT

From the CommCell Browser, navigate to Client Computers | <Client>.
Right-click Exchange Database and click All Tasks | List Snaps.
Right-click the snapshot that you wish to mount and click Mount.

Click Yes.

v or W N

In the Mount Path dialog box, specify the destination client and the path on the
client in the Destination Client and Destination Path fields.

On a Windows platform, enter a CIFS Share Name for the Agent.
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6. If you do not wish to save any changes made to the mounted snapshot after the
snapshot is unmounted, select Protect Snapshot during mount.

7. Click OK.

If you do not select Protect Snapshot during mount, the changes made to
snapshot when it is mounted will be retained after the snapshot is unmounted
and the snapshot can no longer be used for restore.

Snaps created during SnapProtect operation &l
wolume View | Disk Wiew
Source Cli... | Source Path | Mount Host | Mounk Path | Applicatio,.. | Job ID ﬂ
nasteamd  fvalfvolz nasteamd MAS WDMP 19 ~
nasteamd  jvoll oy B
Use hardware revert capabillty if availabls
Delete
Detal...
~
< >
Refresh | [ dose | [_Heb

PREPARE THE DATABASE

1. Log onto the computer on which the Exchange Offline Mining Tool is installed.
2. Navigate to the Destination path, where the snapshot is mounted.
3. Copy the .edb/.stm, log and .dll files to a location from where the Exchange Offline

Mining Tool will access these files.

4. e Navigate to Start | All Programs | <software> folder.
e Click Exchange Database Mining Tool.

5. Click the Exchange menu and then click New.

6. e Browse or enter the location of the .edb files in the Exchange EDB Path box.

For Exchange 2003, browse or enter the location of .stm files in the
Exchange STM Path box.

& Internet Explorer (64-bit)

(& Internet Explorer

£ windows Update
Accessories
Adrninistrative Tools
Commyault

. Simpana

Debugging Tools For Windows {x64)
Maintenance

McAfee

Microsaft Exchange Server 2010

3 Computer

Nebwork

Microsoft Office Administrative Tools ]
Startup
Help and Suppart:
Run...
windows Security
4 Eack.

Administrator

Control Fanel

Devices and Printers

||Search programs and files

@ Log off | ¥

A5 5

Exchonge | View Help

[H[=] Ed

e,
Open.

Save.

[ subjet

Received

Ext

200f320
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7.

e Click OK.
o Repeat this step to register additional databases.

Click the Exchange menu and then click Save.

e Browse or enter the location of the Configuration File to be exported.

e Click OK.

(=[O0

Echarge Ven Help

Dasbases

| Fron o | subject Recsived
[ Import Exchange Database BEE
Eschange EDE Palh | —
EcrmgesFal |
ECS -
Dove
[-[O1x]

Exhonge | Yo _Heb

New..

open.

Ee @) From T | subject | Recerved

e

Oone

[Bjexchange Database =

Exchorge_Vow _Help

5 Datsboser

& EXCHENADB1

8| From To | subject. Received
[ Choose Location 3]
Configusion e
Y

l:j( Previﬂusj:l:i Mext )j:l
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Offline Database Restore (User)

Getting Started Advanced

RESTORE A MESSAGE

1.
2.
3.

Ensure you have access to the Configuration File provided by your administrator.

Log onto client computer where Exchange Database Mining Tool is installed.

e Navigate to Start | All Programs | <software_Jlocation>

e Select Exchange Database Mining Tool.

e From the Exchange menu, click Open.
e Type in or browse to the Configuration File.
e Click OK.

From the left pane, expand the Databases |Mailbox and select a mailbox.

e Right-click the message and select Restore As Msg.
e Type in or Browse to the message restore location.

For example: C:\offline\restore_1

o Click OK.
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7 windows Update
Accessories

Debugging Tools For Windows {x64)
Maintenance

McAfee

Microsaft Exchange Server 2010
Microsaft OFfice

Startup

4 Eack.

Maxt »

Administrator

Computer

Nebwork

Control Fanel

Devices and Printers
Administrative Tools 3
Help and Suppart:
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7.

e Navigate to the location where message has been restored.

For example: C:\offline\restore_1

e Double-click the restored file to open in Outlook.

Right-click the database and select Close Database.

Exchange Vew  Help

B SACUser 1

IE Exchange Databas
Folder:\inbox

XCH5-NADB1
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Offline Database Restore (User)

Getting Started Advanced « Previous

TABLE OF CONTENTS

Find a Message
Restoring Multiple Messages
Customize the Display

FIND A MESSAGE

. .. . . Lol
1. e Log onto client computer where Exchange Database Mining Tool is installed. oxhege_ven et
. . Exchange Database: EXCHS-NADB1
e Navigate to Start | All Programs | <software_Jlocation> Folder: Wournal
. 9] From B [subect =
e Select Exchange Database Mining Tool. '
e From the Exchange menu, click Open.
e Type in or browse to the location of the Configuration File. B Toks
ek
Click OK. oot
et
e From the left pane, expand the Databases | Mailbox and select a mailbox. Tenibontes
Jniibors
e Right-click the folder and select Find. el
i
ot
Tametineer
et Do
ot Do
Kohaaotoptd
Priesis
e P L
vt
2. e Enter the search criteria in the From, To and/or Subject boxes. e
e Click OK. |
Sueat farable & [T |
Sent Ta: oz
T Has dtiachmznl
| Fron T Received
Administrato’ 1-16:932 - EX DB bacaup faiirg and ... Thurs
pm— s [T e ——
3. Right-click the message or range of messages and select Restore As Msg. e
st | e |
From r— gsmp
Seni To o
™ Has Attachment
) From To | subject Received =]
9
- 3 PM
TOPOMSEFCRSOFS Ty, e 7, 2006, 2534371
e, oo, 20 1275
; oy, a5, 2005 0350 |
9 bd;MSRZ;510 again test Friday, Apri 04, 2008; 1:05:33PM ___¥|
4. e Type in or Browse the message restore location. oyselfpiRestorelfocation =1 B
For example: C:\offline\restore_1 Restore Location: Ilol.MEDUSA\DesktDp\raslole g
e Click OK.
oK | Cancel |
Y
5. e Navigate to the message restore location.

o Double-click the MSG file to open the message.
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RESTORING MULTIPLE MESSAGES

Follow the steps given below to restore multiple messages or a message folder:

1.
2.
3.

4.

Ensure you have access to the Configuration File provided by your administrator.

Log onto client computer where Exchange Database Mining Tool is installed.

e Navigate to Start | All Programs | <software_Jlocation>
e Select Exchange Database Mining Tool.

e From the Exchange menu, click Open.
e Type in or browse to the Configuration File.

e Click OK.

From the left pane, expand the Databases | Mailbox and select a mailbox.
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5. Right-click a range of messages and select Restore As PST.

6.

Example: C:\offline\restore_1
e Click OK.

7. Follow the steps given below to view the restored .pst file:

e Navigate to Start | Outlook.
e Click File and then click Open.
e Click Import.

e Type in or Browse to the message restore location.
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Select Import from another program or file option and click Next.
Under File Type, select Outlook Data File (.pst) and click Next.
Click Browse and choose the .pst that was restored and click Next.

Choose to import the file to the current folder or choose another folder and click
Finish.

When Import items into the same folder is selected, the data from the
imported file will be added to the same folder in Outlook if the folder
matches. If the folder doesn't match in Outlook, it will be created.

8. Right-click the database and select Close Database. - PL

Exchange  View Help

& Datshases Exchange Database: EXCH5-NADB1

@lron [fe s Recoved

CUSTOMIZE THE DISPLAY

1. e Navigate to Start | All Programs | <software_Jlocation>

e Select Exchange Database Mining Tool.
e Click View.
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2.
]

Select from the following options:

Collapse All Groups - collapses all the message folders of a mailbox in the
selected database in the left pane.

Expand All Groups - expands all the message folders of a mailbox in the selected
database in the left pane.

Clear All Groups - displays the default view.

Reading Pane (Bottom | Right | Off) - displays the selected message at the
Bottom or on the Right.
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SRM for Exchange - Reports

Basic Advanced Filters Summaries Best Practices

Overview

Configuration
Enable SRM for all backups
Run a Backup
Generate SRM Reports
Running a Report
Scheduling a Report
Saving a Report
Send a Notification when an SRM Report Has Run

Getting Started with Exchange Server Reports
Mailbox Distribution by Size
Message Distribution by Age
Mailbox Stores
Server Information
DAG Clients Information

OVERVIEW

Managing storage resources is a critical job for any organization, which can be challenging because these resources are distributed across the network. SRM
Exchange reports provide a sleek, versatile, and easy-to-use reporting framework that enables you to compare mailbox sizes, display messages that have been
archived and display generic information on your Exchange Servers. Customized reporting is available through the selection of filter criteria e.g., individual
columns, specific clients, specific client computer groups, report options, and SQL Queries.

CONFIGURATION

Reports are generated from the data collected in a data collection job. The data is then stored on the SRM Server. Schedule your first reports to run after your
first data collection jobs have completed. Note that data collection and Report Generation jobs are scheduled independently, at different times and intervals.
Thus, you can, for example, collect data nightly, hourly, or on-demand, but generate reports only once per week if desired.

The SRM for Exchange Database iDataAgent collects data only for the default subclient. Data is not collected for any
other subclients on the SRM for Exchange Database iDataAgent. Therefore, only data for the default subclient
appears in reports.

OPTION DESCRIPTION

Enable SRM for all backups SRM can be enabled from the Agent levels for the iDataAgent. When Enable SRM is selected at the Agent level, SRM
options get enabled for all subclients.

1. From the CommCell Browser, right-click the iDataAgent for which you want to enable SRM feature and select
Properties.

2. Enable SRM must be selected from the General tab.
A Discovery and Analysis Data Collection job is automatically set when you enable SRM.

3. Then confirm your selection by clicking OK.

Run a Backup A full backup contains all the data that comprises a subclient's contents. If a client computer has multiple agents
installed, then the subclients of each agent require a full backup in order to secure all of the data on that client.

1. To perform a full backup, right-click the subclient, and click Backup in the CommCell Browser.
2. One of the following options must be selected from the Backup Options dialog box:
e Backup Type:

Select Full.

e Backup Schedule:
Select Immediate if you want to run the backup now.

e Granular Recovery:
Select Enable Granular Recovery if you intend to restore individual files and folders from a disk or volume-level

backup.
3. Then confirm your changes by clicking OK.

You can track the progress of the backup job from the Job Controller window. When the backup has completed, the Job
Controller displays Completed.

After performing a first full backup you may select any other backup type for performing Data Collection operations.

GENERATE SRM REPORTS
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The sections below discuss running, scheduling, and saving a report.

RUNNING A REPORT

You can choose to run a report so that you view it immediately. Alternatively, to view it at a later point in time you can schedule it or save it as a template to a
file. When running a report, you can choose an out-of the box template or generate a more customized report by picking and choosing individual columns from

a category.

TO RUN A SRM REPORT IMMEDIATELY:
1. From the CommCell Browser, click Reports, and then click SRM Report Manager.

2. Expand the applicable tree to view your agent. Then click a template to display the
Options window.

3. Click the Client Selection tab and select the client computers or client computer g
group. This is a required step.

4. Click Column Selection tab.

For an out-of-the-box template, the columns are displayed here. To change the
columns, select a category and click Add or Remove to move the columns between
the Available and Selected boxes. Clicking Remove All will remove all previously
selected filters for the reports.

5. Click Run to generate the report immediately and view the results.

() oo ) o

-

SCHEDULING A REPORT

Scheduling allows you to run a report on a user-defined schedule, send it in a different language or format, and configure notifications for specified recipients
when the report has run. Reports can be scheduled so that they follow a backup schedule in order to guarantee up-to-date reporting. Scheduling a report

involves these tasks:

e Specify a daily, weekly, monthly, yearly, or even one time basis schedule. When scheduling, patterns can be applied to the report so it runs on a specific

time, repeated every so many days, or run for a particular number of times.

e Scheduled reports support different languages and formats. Default language is English and default output is HTML. You can even save the report to local

drive or a network share.

o When scheduled reports are run, notifications can be sent in the form of an email or page, SNMP trap, RSS feed, or Event Viewer message to inform email

recipients, computers, or a script that a report has run and is now available.

TO SCHEDULE A SRM REPORT:
1. From the CommCell Browser, click Reports, and then click SRM Report Manager.

2. Expand the applicable tree to view your agent. Then click a template to display the
Options window.

3. Click the Client Selection tab and select the client computers or client computer o
group. This is a required step.

4. Click Column Selection tab.

For an out-of-the-box template, the columns are displayed here. To change the
columns, select a category and click Add or Remove to move the columns between
the Available and Selected boxes. Clicking Remove All will remove all previously
selected filters for the reports.

Chent Selecton

Colurn Selection | Report Options | Fiers | Get SOL Query

[ fe=n [y
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Click Schedule to generate and schedule the report on a daily, weekly, monthly,
yearly, or even one time basis.

Optionally, click Report Options to repeat sending the report every so many days, or
run it for a particular number of times.

Click Next.

Select the report output options, such as:

e Format - select MHTML, EXCEL, or PDF.

e Specify a path in Destination Path if you want to save the report to a local drive
or network share.

Click Next.

Configure the notifications for the scheduled report, such as:

e Select the E-Mail/Pager tab and click Select [E-Mail/Pager] for notification.
Click either Use default message or add more tokens by selecting Add Token.

e Select the SNMP tab and click Select [SNMP] for notification. Click either Use
default message or add more tokens by selecting Add Token. The SNMP Enabler
software must be installed on the CommServe. See SNMP Enablers for more
information.

e Select the Event Viewer tab and click Select [Event Viewer] for notification.
Click either Use default message or add more tokens by selecting Add Token.

e Select the Run Command tab and click Select [Run Command] for
notification. Click either Run on CommcCell or Run on Client. Specify a path in
Command Script Location and optionally specify arguments for the script in
Arguments.

e Click Run Data Archiver tab to write files and directories of the report to a text
file.

e Click RSS Feeds tab and click Select [RSS Feeds] for notification. Click either
Use default message or add more tokens by selecting Add Token. Specify a
feed location in Select/Enter the FeedLocation field.

Click Next.
Refer to the Actions documentation for more comprehensive information.
In this dialog, select the recipients for the scheduled report.

Use the Add> or <Remove buttons to specify CommcCell users as the notification
recipients.

Or, enter one or more email addresses in the Email to Recipients field. Separate
multiple addresses with commas.

Click Next.
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9. Review the summary and if satisfied, click Finish. A SE Bejort Scheouaidction

'SAVING A REPORT

Saving a report allows you to save the filter criteria and schedule information, including notifications, to a template so it can be used to generate a report at a
later date. All report templates are saved under My Reports.

TO SAVE A SRM REPORT TO A TEMPLATE:

1. Create a report and optionally specify scheduling criteria as explained in Scheduling a
Report. Advanced criteria such as Filters will also be saved in the report template.

2. g1Kthe right-hand corner, click Save As... and enter a name for the report and click s T s E|
Enter Templakte Mame;
[ a4 ] [ Cancel ] [ Help ]
3. The report template is saved under My Reports.

SEND A NOTIFICATION WHEN A SRM REPORT HAS RUN

Configuring notifications is a step when scheduling a report. For example, when scheduled reports are run, an email notification can be sent to inform the
recipient that a report has run and is now available. The recipient can be either a CommcCell user, a CommcCell user group, a domain or external user (e.g.,
yahoo, gmail, etc.), or a pager address. For a comprehensive description of all notification types, refer to Actions.

TO SEND AN EMAIL NOTIFICATION WHEN A SCHEDULED REPORT HAS RUN:

1. From the CommCell Browser, click Reports, and then click SRM Report Manager.
2. Click Applications or Enterprise. Then click a template to display the Filters
window.
3. Configure the report by specifying clients and columns, report options, and optionally, = (o) (i) (e ]

ad hoc queries. Refer to Options, Report Options, and Filters respectively. E—,,

=
5 O Clort CorpuserGreups
& Boier corpuers

5. Click Schedule to generate and schedule the report on a daily, weekly, monthly, X
yearly, or even one time basis.
Optionally, click Options to repeat sending the report every so many days, or run it :m: ,,,,,, sroom ]
for a particular number of times.
Click Next.
e
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6. In this dialog, select the report output options, such as: ALIR Beort Sieduiihction L
e Format - select HTML, EXCEL, or PDF.
e In Locale, select a report language. See Languages - Support for the list of
supported languages.
e Specify a path in Destination Path if you want to save the report to a local drive T
or network share. —
TIFF is no longer a supported output format. SRM
supports saving Reports in these formats: HTML, EXCEL,
and PDF.
Click Next.
7. In this dialog, configure the E-Mail/Pager notification for the scheduled report as EE— X
follows: .
e Click Select [E-Mail/Pager] for notification.
e Either accept default format or add more tokens by selecting a token from the
pulldown menu and clicking Add Token. The tokens are explained in Alert Tokens.
Click Use default message to revert back to original default format.
Click Next.
8. In the User(s) and User Group(s) Selection dialog, specify the recipients to whom A4S Bt Stiadelidcton &
the notification will be sent as follows: =
e To add or remove CommCell users or a CommCell user group, select a user in the el
Available or Selected boxes and click Add> or <Remove.
e To specify a domain or external user (e.g., yahoo, gmail, etc.) or a pager address,
enter the email address in Email to Recipients field. Separate multiple addresses
with a comma.
9. Review the summary and if satisfied, click Finish. E—— )
=] e L]

GETTING STARTED WITH EXCHANGE SERVER REPORTS

The following illustrates a few possibilities of how Exchange Server reports can be generated and used. For more information that explains the reports
comprehensively and how to generate reports using all possible features, refer to Advanced page.

‘MAILBOX DISTRIBUTION BY SIZE

Use this report to compare mailbox sizes of a store so that if a mailbox exceeds a normal capacity for your enterprise, quotas could be increased on the
Exchange Server to allocate the additional space that is required.

TO DISPLAY MAILBOX SIZES OF A STORE:

1. From the CommCell Browser, click Reports, and then click SRM Report Manager.
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Click Applications and click Exchange.

Click the Mail Distribution by Size template and select the client computers in the
Client Selection tab.
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Use this report to display messages that have been archived and how much media space was required for each archive job run.
TO VIEW MESSAGES THAT HAVE BEEN ARCHIVED:
1. From the CommcCell Browser, click Reports, and then click SRM Report Manager. e 2 AT
e e S

2.

3.

Click Applications and click Exchange.

Click the Mail Distribution by Age template and select the client computers in the
Client Selection tab.
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Click Run.

Graphs showing message age distribution by total count and total sizeare displayed as
well as a list of mailboxes by computer, exchange server, storage group, mailbox
store, mailbox, group, count, size, and type.
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‘MAILBOX STORES

Use this report to view the size of the mailboxes per store to aid in restructuring the mailboxes equally across stores. For example, if one store is over-weighted

with mailboxes, mailboxes can be redistributed to a store with fewer mailboxes.

TO VIEW MAILBOXES ACROSS STORES:

1.

From the CommCell Browser, click Reports, and then click SRM Report Manager.

Click Applications and click Exchange.

Click the Mailbox Stores template and select the client computers in the Client
Selection tab.

Click Run.
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'SERVER INFORMATION

Use this report to display generic information on your Exchange Servers and ensure that they are up-to-date.

TO VIEW EXCHANGE SERVER INFORMATION:

1. From the CommCell Browser, click Reports, and then click SRM Report Manager.

2. Click Applications and click Exchange.

3. Click the Server Information template and select the client computers in the Client

Selection tab.
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DAG CLIENTS INFORMATION

Use this report to display the information on DAG clients and ensure that they are up-to-date.
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1. From the CommCell Browser, click Reports, and then click SRM Report Manager.

2. Click Applications and click Exchange.

3. Click the Exchange DAG Information template and select the client computers in
the Client Selection tab.

4. e Select DAG Clients.
e Click Run.

A list of DAG clients' Information is displayed along with their version numbers,
administration group to which they belong, Exchange Server Name, Primary Active
Manager and Operation servers.
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SRM for Exchange - Reports

Basic Advanced Filters Summaries Best Practices

TABLE OF CONTENTS
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OVERVIEW

SRM reporting provides a sleek, versatile, and easy-to-use reporting framework that enables you to easily and effectively choose, view, and analyze vital data.
Enterprise and application-based reports can be rapidly generated with out-of-the-box templates or customized with filter criteria. Reports can be run
immediately or scheduled to run daily, weekly, monthly, etc.

In essence, SRM Exchange reports provide these features:

e Templates of predefined columns are provided so that a report can be generated quickly. The columns are preselected but can be adjusted as needed.
e Filter criteria. Reports can be customized according to particular criteria, such as client or client group, the columns to display in the report, etc.

o Report options control how the data is displayed in a report or chart. You can control the data size units, number of rows to display in an entire report or
before a page break, sorting order, etc.

e Advanced features, such as Filters and SQL queries can also be applied to further refine the report.
o When scheduled, reports can be saved and shared in various formats (HTML, Excel, PDF) or in different languages.

e Actions. When scheduled reports are run, notifications can be sent in the form of an email or page, SNMP trap, RSS feed, Event Viewer message to inform
email recipients, computers, or a script that a report has run and is now available.

The following sections describe the SRM Exchange reporting features in more detail.

REPORT FEATURES

The following features are provided by SRM Reports.

‘OPTIONS

Out-of-the box templates provide pre-selected columns and can be run immediately after selecting clients or client computer groups. To generate a customized
report, you can start with a template and then alter the pre-selected columns by adding or removing the columns. Note that when selecting clients, SRM data
collection must be enabled and a full backup needs to have run for the Agent in order to have up-to-date information presented in the report.

Pay particular attention when specifying filter criteria. Selecting criteria judiciously will aid in generating a useful
report. Otherwise, the report may be too cumbersome and cluttered.

TO FILTER A SRM REPORT:
1. From the CommCell Browser, click Reports, and then click SRM Report Manager.

2. Expand the applicable tree to view your agent. Then select your agent and click a
template to display the Options window.

3. Click the Client Selection tab and select the client computers or client computer o U ) (bt ] (oo ]
group. This is a required step.

4. Click Column Selection tab.

For an out-of-the-box template, the columns are displayed here. To change the
columns, select a category and click Add or Remove to move the columns between
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the Available and Selected boxes. Clicking Remove All will remove all previously
selected filters for the reports.

The columns that can be selected are listed in Available Columns.

i

-

REPORT OPTIONS

The report options control how data is presented in the report. Either accept the defaults or modify the options as described below.

TO SPECIFY REPORT OPTIONS OF A SRM REPORT:

1. From the CommCell Browser, click Reports, and then click SRM Report Manager.

2. Expand the applicable tree to view your agent. Then select your agent and click a
template to display the Options window.

3. Click the Report Options tab and click the General tab to modify these options:

e Determine the Data Size Unit in the table section of the report and when building
ad hoc queries. You can elect to have them converted for you automatically by
selecting Convert data size automatically or you can specify the unit (e.g.,
Bytes, KB, MB, GB, MB, TB, PB). Default is GB.

e Either accept the default number of 100 rows to display in the entire report or
enter a new number in Limit number of rows to output.

e Specify the number of rows to display in the report before breaking the page.
Either accept the default of 100 or enter a new number in Number of rows per
page.

e For the columns selected, use the up and down arrows to move the sorting order
of the columns in Set Sorting Order of Rows to Return. Also specify if you want
ascending (ASC) or descending (DESC) order. For example, moving a column to
the Top of the sorting order will filter the data base on that order first, followed by
the rest of the columns. Select OFF to not include the column in the sort.

General | Chart Optiars

4. Click the Report Options tab and click the Chart Options tab to modify these
options:

e If you want to switch the X/Y Axes in the charts, click Switch X/Y Axis.

e Select the columns in Values and Labels that should be displayed in the chart. To
preserve charting space, only the first 25 characters for a label are visible in the
report. To see the entire label, hover over the label with the mouse.

e Specify the Data Size Units in Chart (e.g., BYTES, KB, MB, GB, MB, TB, PB) that
you want displayed in the charts.

e Enter the e Maximum Number of Bar Points Per Chart you want displayed, or
click Draw all Bar Points to have all possible bar points drawn. Default is 10.
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FILTERS

For the columns selected, Filters can also be applied to further refine the data in the report.

Selecting the Get Query tab will display the SQL query in long notation that will be used to get the data and generate the report. The query that is displayed is
Read-only and can be used in a third-party SQL application, such as SQL Server Management Studio.

ACTIONS

Configuring notifications is a step when scheduling a report. When scheduled reports are run, notifications can be sent in the form of an email or page, SNMP

trap, RSS feed, Event Viewer message to inform email recipients, computers, or a script that a report has run and is now available. The possible notifications

are explained in the sections below.

E-MAIL/PAGER ADDRESS

A notification can be sent to email or pager recipients when a scheduled report has run. The recipient can be either a CommCell user, a CommCell user group, a

domain or external user (e.g., yahoo, gmail, etc.), or a pager address.

A notification can be e-mailed or sent to a pager to a selected list of recipients when a scheduled report has run. The recipients can be either a CommcCell user,

a CommCell user group, a domain or external user (e.g., yahoo, gmail, etc.), or a pager address.

TO CONFIGURE AN EMAIL/PAGER NOTIFICATION WHEN A SCHEDULED REPORT HAS RUN:

1. From the CommCell Browser, click Reports, and then click SRM Report Manager.

2. Expand the applicable tree to view your agent. Then select your agent and click a
template to display the Options window.
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Configure the report by specifying clients and columns, report options, and optionally,
ad hoc queries.

Click Schedule to generate and schedule the report on a daily, weekly, monthly,
yearly, or even one time basis.

Optionally, click Report Options to repeat sending the report every so many days,
run it for a particular number of times.

Click Next.

In this dialog, select the report output options, such as:

e Format - select MHTML, EXCEL, or PDF.

e Specify a path in Destination Path if you want to save the report to a local drive
or network share.

Click Next.

In this dialog, configure the E-Mail/Pager notification for the scheduled report as
follows:

e Click Select [E-Mail/Pager] for notification.

e Either accept default format or add more tokens by selecting a token from the
pulldown menu and clicking Add Token. The tokens are explained in Alert Tokens.
Click Use default message to revert back to original default format.

Click Next.

In the User(s) and User Group(s) Selection dialog, specify the recipients to whom
the notification will be sent as follows:

e To add or remove CommcCell users or a CommCell user group, select a user in the
Available or Selected boxes and click Add> or <Remove.

e To specify a domain or external user (e.g., yahoo, gmail, etc.) or a pager address,
enter the email address in Email to Recipients field. Separate multiple addresses
with a comma.

Review the summary and if satisfied, click Finish.
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SNMP TRAPS

Add SRM Report Schedule/Action

Schedul Information
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Scheduie Type
Scheduie Crters
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Action Types

User and User Groups : ademin

Report
Send Report

£ EMaiPager

A notification can be sent by a CommServe, using the SNMP protocol, to other computers in the form of SNMP traps when a scheduled report has run. This
notification type requires that the SNMP Enabler software must be installed on the CommServe computer. See SNMP Enablers for more information.

TO CONFIGURE AN SNMP TRAP NOTIFICATION WHEN A SCHEDULED REPORT HAS RUN:

1.
2.

From the CommCell Browser, click Reports, and then click SRM Report Manager.

Expand the applicable tree to view your agent. Then select your agent and click a
template to display the Options window.

Configure the report by specifying clients and columns, report options, and optionally, =+
ad hoc queries.

Click Schedule to generate and schedule the report on a daily, weekly, monthly,
yearly, or even one time basis.

Optionally, click Report Options to repeat sending the report every so many days, or
run it for a particular number of times.

Click Next.

In this dialog, select the report output options, such as:

e Format - select MHTML, EXCEL, or PDF.

e Specify a path in Destination Path if you want to save the report to a local drive
or network share.

Click Next.

Click the SNMP tab and configure this notification type as follows:
e Click Select [SNMP] for notification.

e Either accept default format or add more tokens by selecting a token from the
pulldown menu and clicking Add Token. The tokens are explained in Alert Tokens.
Click Use default message to revert back to original default format.

Click Next.

Report Options.

=) (o]
T e e Ty
ot
e
[ oooc]
Add 54 Report scheieiiction 5]
=
e
3. Action Type(s) Selection Sehecde Hane
Salscton O netime sattme [ griooan ||
e oy
© weskly
g
O Yexrly
e
Add SR Report SchedulefAction ®

Nome ;s CPU o mery

Foamat: A

(CaProgran Fles Commyautimpons Reperts

Page 168 of 208



Administration Guide - Exchange Database iDataAgent

Add SRM Report Schedule/Action 5]
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P [ 0se dofat message
7. Review the summary and if satisfied, click Finish. ‘“”‘*"""5‘“"‘““"““"" — X
=
EVENT VIEWER
A message can be sent to the Event Viewer on the CommServe when a report is run or scheduled.
TO CONFIGURE AN EVENT VIEWER NOTIFICATION WHEN A SCHEDULED REPORT HAS RUN:
1. From the CommCell Browser, click Reports, and then click SRM Report Manager.
2. Expand the applicable tree to view your agent. Then select your agent and click a
template to display the Options window.
3. Configure the report by specifying clients and columns, report options, and optionally, = (o ) (et ] (ot ]
ad hoc queries. e L e (T Lo )
4. Click Schedule to generate and schedule the report on a daily, weekly, monthly, A4S Bapor Sciadelidcton X
yearly, or even one time basis. =—
Optionally, click Report Options to repeat sending the report every so many days, or :u: e
run it for a particular number of times. Sy
Click Next. o

5. In this dialog, select the report output options, such as:
e Format - select MHTML, EXCEL, or PDF.

e Specify a path in Destination Path if you want to save the report to a local drive
or network share.

Click Next.
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p——
@UssLocaliive O Use Network Share.
6. Click the Event Viewer tab and configure this notification type as follows: ‘“”‘“"""5‘“"‘““"““"" X
e Click Select [Event Viewer] for notification.
e Either accept default format or add more tokens by selecting a token from the Yot -
pulldown menu and clicking Add Token. The tokens are explained in Alert Tokens. i
Click Use default message to revert back to original default format.
Click Next.
7. Review the summary and if satisfied, click Finish. E—— )
ity Eipag
= [ ]

RUNNING A SCRIPT

A notification can be sent to a script when a scheduled report has run. Once receiving the notification, the script can be specified to run on the CommcCell or a
client computer. Arguments can be specified for the script as well. You can also select an option to read and archive a list of files and directories of a report if a
supported Archiver Agent is installed on the client computer and an On Demand Archive Set is configured with SRM enabled.

TO CONFIGURE A NOTIFICATION TO RUN A SCRIPT WHEN A SCHEDULED REPORT HAS RUN:

1. From the CommCell Browser, click Reports, and then click SRM Report Manager.
2. Expand the applicable tree to view your agent. Then select your agent and click a
template to display the Options window.
3. Configure the report by specifying clients and columns, report options, and optionally, =
ad hoc queries. — e
i b
4. Click Schedule to generate and schedule the report on a daily, weekly, monthly,

yearly, or even one time basis.

Optionally, click Report Options to repeat sending the report every so many days, or
run it for a particular number of times.

Click Next.
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5. In this dialog, select the report output options, such as:

Format - select MHTML, EXCEL, or PDF.

Specify a path in Destination Path if you want to save the report to a local drive
or network share.

Click Next.

6. Click the Run Command tab and configure this notification type as follows:

Click Select [Run Command] for notification.

Select either Run on CommcCell or Run on Client to specify where to run the
script.

Click either Use Local Drive or Use Network Share to specify the location of the
script.

Click Change... if you need to provide user account credentials so the script has
the correct permissions to run. Specify a Windows User Account with the
appropriate privileges to access the scripts directory. User impersonation requires
that the specified user have write permissions to the scripts directory; otherwise,
the user impersonation account may not take effect. This is especially true if the
associated computer is not part of a domain and if the user is not a domain user.

Click Browse or enter a path where the script is located in Command Script
Location.

Click Browse or enter in arguments in Arguments to be passed to the script
while running.

Click Next.

7. Review the summary and if satisfied, click Finish.

RUN DATA ARCHIVER
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A notification can be sent to run a Data Archiver operation when a scheduled report has run. You can select an option to read and archive a list of files and
directories of a report if a supported Archiver Agent is installed on the client computer and an On Demand Archive Set is configured with SRM enabled. For the
Data Archiver schedule to run successfully, archive rights on the client computer are required.

TO CONFIGURE A NOTIFICATION TO RUN A DATA ARCHIVER OPERATION WHEN A SCHEDULED REPORT HAS RUN:

1. From the CommCell Browser, click Reports, and then click SRM Report Manager.

2. Expand the applicable tree to view your agent. Then select your agent and click a
template to display the Options window.

3. Configure the report by specifying clients and columns, report options, and optionally,
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ad hoc queries. 2Optior ) ) e

4. Click Schedule to generate and schedule the report on a daily, weekly, monthly, ‘“’“‘""""""““““‘"“ -
yearly, or even one time basis. e
Optionally, click Report Options to repeat sending the report every so many days, or ey R —
run it for a particular number of times.
Click Next.
5. In this dialog, select the report output options, such as: L A

e Format - select MHTML, EXCEL, or PDF.

e Specify a path in Destination Path if you want to save the report to a local drive
or network share.

Click Next.

6. Click the Run Data Archiver tab and configure this notification type by selecting A043RHapor Sehotutabazhn &
Run Data Archiver if a supported Archiver Agent is installed on the client computer = -
and an On Demand Archive Set is configured with SRM enabled. In this case, the list
of files and directories of the report will be read and an archive operation will be
performed on the default subclient of the archive set.

R A

Click Next.
7. Review the summary and if satisfied, click Finish. N
RSS FEEDS

A notification can be sent in a Really Simple Syndication (RSS) feed when a scheduled report has run. The RSS feed can be automatically integrated with your
Web Browser.

TO CONFIGURE A RSS FEED NOTIFICATION WHEN A SCHEDULED REPORT HAS RUN:
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1. From the CommCell Browser, click Reports, and then click SRM Report Manager.
2. Expand the applicable tree to view your agent. Then select your agent and click a
template to display the Options window.
3. Configure the report by specifying clients and columns, report options, and optionally, =™ (o) (et ) (e ]
ad hoc queries. S e e e e
LE
4. Click Schedule to generate and schedule the report on a daily, weekly, monthly, AL sport Sincoiibction L
yearly, or even one time basis. e —
Optionally, click Report Options to repeat sending the report every so many days, or | iz S e — -
run it for a particular number of times. — O
Oty
Click Next. Oresy
5. In this dialog, select the report output options, such as: 5"“"""’"““"‘"“"”“’“ — X
o Format - select MHTML, EXCEL, or PDF. o e msny
e Specify a path in Destination Path if you want to save the report to a local drive I
or network share. e
Otmiamins Ot terkshns
Click Next. botrminpah  [cropm ook o]
6. Click the RSS Feeds tab and configure this notification type as follows:

Action

e Click Select [RSS Feeds] for notification.

e Either accept default format or add more tokens by selecting a token from the
pulldown menu and clicking Add Token. The tokens are explained in Alert Tokens.
Click Use default message to revert back to original default format.
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e Specify the feed location in Select/Enter the Feed Location field. R R TR CATEGORY AT TS AT <SR

Click Next. G
—— [P ——
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7. Review the summary and if satisfied, click Finish. ASA.5A Raport Schuduiaidcton )
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FORECASTING
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Forecasting is prediction of data usage in future, based on the usage pattern in the past. Since Prediction allows visualizing data usage in future, it helps make
business decisions accordingly. Prediction is available on history reports and it can be done based on Daily/weekly/Monthly data. In the graphs, prediction lines
are shown as thin lines while the actual usage is shown as thick lines.

‘COPY CHART

When viewing a report in the CommCell Console, you can copy any chart to the clipboard in .bmp format by right-clicking the chart and selecting Copy Chart.
This allows you to easily copy a chart into other applications. Note that the Copy Charts function is not compatible with Microsoft WordPad.

CATEGORIES AND COLUMNS

The following table lists the available SRM Exchange Agent categories and columns that can be selected to configure a customized report.

Category/Column

Description

SRM Exchange Agent

Discovery Job Discovery and

Analysis Job

Client Properties

Displays aspects of the client computer on which
the SRM Exchange Server Agent is installed.

Hostname

Memory

Operating System

OS Vendor

OS Version

Processors

Service Pack

SP Version

Time Zone

RN RN N N BN BN BN BN N

DAG

Displays information of mailbox servers as part of
a database availability group (DAG), which
provides automatic recovery at the individual
mailbox database level instead of at the server
level.

Admin Display Name

Alternate Witness Server

Alternate Witness Directory

Database Availability Group IPv4 Addresses

Datacenter Activation Mode

Distinguished Name

Exchange Version

GUID

Is Valid

Name

Network Compression

Network Encryption

Network Names

Object Category

Exchange -2010 do not support Public Folder
Object Category.

A AN RN N BN N N BN N BN N N BN N

Object Class

Operational Servers

Organization Id

Originating Server

AN RN BN AN
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Primary Active Manager

Replication Port

Runspace Id

Servers

Started Mailbox Servers

Stopped Mailbox Servers

Third Party Replication

When Changed

When Created

Witness Directory

Witness Server

Exchange Entities

Displays overall aspects per each computer
selected (e.g., computer name, host group, etc.).

Administration Group

Client Computer Group v
Collection Status
Collection Time
Computer
Exchange Server Name
Folder Tree
Mailbox Store
Public Folder v
Public Store
Storage Group
Mailbox Distribution by Message Count Displays a list of mailboxes per message counts
(e.g., computer name, host group).
Group v
Item Count v
Total Size v
Type v
Mailbox Distribution by Size Displays sizes of mailboxes (total size, type, item
count, and group).
Group v
Item Count v
Total Size v
Type v
Mailbox Store Details Summarizes aspects of mailbox stores (i.e.
database that contains the mailboxes) and
compares the relative sizes of the mailbox stores
in your enterprise.
Copies
Copy Servers
Database
Healthy Copy Servers
Mailbox v
Mailbox Archived Item Count v
v

Mailbox Archived Space Saved
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Mailbox Item Count v

Mailbox Size v
Mailbox Store Size

Mailboxes Total Size v
Mounted Server
Prohibit Send Quota
Prohibit Send Receive Quota
Streaming Database

v

Total Mailboxes Archived Space Saved

Warning Quota

Mailbox Store History

Displays store size and mount status from past
data collections of each mailbox store over time.
Used for trending purposes.

As Of
Mounted
Size
Message Distribution by Age Displays graphs showing message age distribution
by total count and total size as well as a list of
mailboxes by computer, exchange server, storage
group, mailbox store, mailbox, group, count, size,
and type.
Group
Item Count
Total Size
Type
Message Distribution by Attached File Type Displays graphs showing message attached file
type distribution by total size and by file count.
Group
Item Count
Total Size
Type

Physical Devices

Displays graphs showing partition count, block
counts, unallocated space, cost category, and
allocated space.

Allocated Space

Block Counts

Block Size

Capacity

Computer

Cost Category

Disk Name

Interface

Manufacturer

Partition Count

Serial Number

Public Folder Distribution by Size

Displays graphs showing public folder total size
and public count distribution by size.

Group

Item Count

Type
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Total Size

Public Folder Object Distribution by Modification Age

Displays graphs showing public folder object
modification age distribution by total size and by
object.

Group
Item Count
Total Size
Type
Public Folder Object Distribution by Type Displays graphs showing public folder object space
usage distribution by type and count distribution
by type.
Group
Item Count
Total Size
Type
Public Store Details Summarizes aspects of public stores and compares
the relative sizes and other characteristics of the
public stores present in your enterprise.
Database

Maximum Item Size

Mounted

Prohibit Post Quota

Public Folder Item Count v
Public Folder Size v
Public Folders Total Size v

Public Store Size

Server Name

Streaming Database

Warning Quota

Public Store History

Displays store size and mount status from past
data collections of each public store over time.
Used for trending purposes.

As Of

Mounted

Size

Server Details

Summarizes aspects of the Exchange server.

Back End Type

Circular Logging Enabled

Client Access Type

Edge Transport Type

Front End Type

Hub Transport Type

Log File

Mailbox and Public Stores Total Size

Mailbox Stores

Mailbox Stores Total Size

Mailbox Type

Message Tracking Enabled

Public Stores
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Public Stores Total Size

Service Pack

Storage Group Size

Storage Group Volume

Subject Logging Enabled

System File

Unified Messaging Type

Version

Zero Database Enabled

Storage Group History

Displays storage group size (including the log files
and system size) from past data collections and
growth tracking of each storage Group over time.
Used for trending purposes.

Total Size

As Of
Size
Subclient Details Displays total size and count of mailboxes and
public folders on each Exchange Server, per
subclient.
Mailboxes v
Public Folders v
Subclient v
Total Mailbox Size v
Total Public Folder Size v
v

Back to Top
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SRM for Exchange - Reports

Basic Advanced Filters Summaries Best Practices

TABLE OF CONTENTS

Overview
Generate a Report with Filters

Examples of Queries used in filters
Operators Explained
Rules to Follow

OVERVIEW

Customized queries can be applied as additional reporting filters to retrieve specific SRM information from the clients and client groups in your CommcCell.
These queries are extremely useful if the provided report filters (clients, columns) do not provide the necessary data required for your environment. For
example, you could apply SQL query filters to the Allocated Space column to display disks of a certain size, such as 2 GB. This ad hoc query further refines
and filters the data to facilitate management of your storage infrastructure.

More examples of why you may want to use filters for SQL queries include:

o You wish to generate a list of users who consume more than 10 MB of disk space.
e You want so see how much space is consumed by Exchange mailboxes on particular clients.

® You need to see a list of volumes on a NAS filer that exceed 5 TB of space.

Since the query will run against the CommServe database to retrieve the requested SRM data, which can be easily configured from the CommCell Console when
specifying filter criteria of an SRM report. Any SQL query that is supported by a SQL Server can be used in Filters for SRM reporting. If desired, once the
conditions have been defined, you can retrieve the full SQL query for use in third-party applications.

GENERATE A REPORT WITH FILTERS

Filters in the form of SQL queries can be defined during the configuration of an SRM report. You can add a SQL query to the report to filter additional data for a
specified column. To configure a report with filters, you must complete the following:

1. Select the type of SRM report you wish to generate. An SRM report can be selected from the SRM Report Manager node.
2. Determine which client(s) and client computer group(s) from which you wish to collect data.

3. Determine and select the type of data to collect for the report (filtering).

4. Define the conditions for the SQL query. Queries that include strings are case-sensitive.

5. Generate the report.

TO GENERATE A REPORT WITH FILTERS:
1. From the CommCell Browser, click Reports, and then click SRM Report Manager.

2. Expand the applicable tree to view your agent. Then select your agent and click a
template to display the Options window.

3. Click the Client Selection tab and select the client computers or client computer o U ) (bt ] (oo ]
group. This is a required step. .

4. Click Column Selection tab. s [ [ )

Select a category and Add or Remove columns between the Available and Selected
boxes. The categories and columns differ for each type of report. Clicking Remove
All will remove all previously selected filters for the reports.
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Click the Report Options tab to configure settings in the report. Click the General
tab to:

e Set the time range of the report.
e Enable forecasting by clicking Include Trending and specifying default trending
interval and number of data points on which the trending interval is based.

e Enter the Maximum number of Bar Points per chart or select Draw All Bar
Points.

e FEither accept the default of 100 rows or increase or decrease the rows to display in
the report by specifying a number in the Limit number of rows to output field.

Click the Advanced tab to:

e Set the Data Size Unit to GB for the tables.

e Set the Sorting order of the columns in either ascending or descending order or no
sorting order.

Select Filters tab to run real-time SQL queries can also be applied to the data to
provide further filtering.

e Select a column in which you want to specify a condition (e.g., VM Datastore
Details - Capacity) and click the Conditions field of Free Space and then click

the ellipsis =1 button.

e In the Select Filter Condition dialog box, double-click the operator and in the
Condition field, enter the values of the condition, such as >2 and click OK.

e Click Add.

See Examples of Queries used in filters for an explanation of the operators.

e The full SQL query can be generated if necessary after adding the condition and
selecting the Get SQL Query tab.

e The query that is displayed is Read-only and can be used in a third-party
application, such as SQL Server Management Studio and used there to collect and
report data.

Generate or save the report with one of these options:

e Click Run to generate the report immediately and view the results in the
CommCell Console.

e Click Schedule to generate and schedule the report on a daily, weekly, monthly,
yearly, or even one time basis. Specify the report language (see Languages -
Support for the list of languages supported in Reports), format (HTML, EXCEL,
PDF), and location. Optionally, notifications can be configured so the report can be
emailed, sent to an SNMP trap, or RSS feed, etc.

When scheduling, patterns can also be applied to the report so it runs on a specific
time, repeated every so many days, or run for a particular number of times. Some
reports allow enabling Forecasting by specifying default trending interval and
number of data points on which the trending interval is based.

e Click Save As... to save the report filter criteria, schedule information,
notifications to a template so it can be used to generate a report at a later date. All
report templates are saved under My Reports.

EXAMPLES OF QUERIES USED IN FILTERS

S
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The sections below explain the operators than can be used in a SQL query as well as real-world examples describing why and how to specify the condition and

build the query.

‘OPERATORS EXPLAINED

The following explains the operators that can be used in filters using SQL queries. Examples for each are provided. Queries that include strings are case-

sensitive.
OPERATOR DESCRIPTION EXAMPLE
And Is a binary operator that operates on two operands (data that is manipulated by the operator). |Display a computer group that

no result is displayed if either is FALSE.

Works with both numeric and string queries. Displays a result if both operands are TRUE and

starts with B and ends with M
(e.g., Birmingham).

1. Select client Computer
Group column.
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2. Enter this query: starts
With B And Ends With M

Is a binary operator that operates on two operands (data that is manipulated by the operator).

Works with both numeric and string queries. Displays a result if either operand is TRUE and no
result is displayed if both are FALSE.

Display a computer that starts
with B or starts with M (e.g.,
Birmingham, Milwaukee).

1. Select Computer column.

2. Enter this query: starts
With B Or Starts With M

Not

IAn operation on logical values that changes true to false, and false to true. The NOT operator
inverts the result of a comparison expression or a logical expression.

The specified condition must be false in order to view a result. Example: Display a computer
that does not have less that < 4 GB of used space. Therefore, only computers with 4 or more
GB of used space will be displayed.

Display a computer that does
not have less that < 4 GB of
used space.

1.Click Report Options tab
and set data size unit to GB.

2. Select Used Space column.

3. Enter this query: Not < 4

Like

The LIKE operator is used in character string comparisons with pattern matching.

It can contain the special wild-card pattern matching characters percent -- '%"' and underscore
-- '_'. Underscore matches any single character. Percent matches zero or more characters.

Display a computer that
contains eng characters in its
name to identify computers in
the engineering department.

1. Select Computer column.

2. Enter this query: %eng%

Starts With

The Starts With operator is used in character string comparisons with pattern matching.

All names of computers in the
engineering department use
the convention of eng .

Display all computers that start
with E to list computers in the
engineering department.

1. Select Computer column.

2. Enter this query: starts
With E

Ends With

The Ends With operator is used in character string comparisons with pattern matching.

All names of computers in the
System Test department use
the convention of

system test. Display a
computer that ends with T to
list computers in the
system_test department.

1. Select Computer column.

2. Enter this query: Ends With
T

> (Greater Than)

A comparison operator that tests whether two expressions are the same.

Works with only nhumeric queries.

Display file sizes that are
larger than 2 GB.

1. Click Report Options tab
and set data size unit to GB.

2. Select Maximum Size
column.

3. Enter this query: > 2

< (Less Than)

A comparison operator that tests whether two expressions are the same.

Works with only numeric queries.

Display file sizes that are less
than 4 GB.

1. Click Report Options tab
and set data size unit to GB.

2. Select Maximum Size
column.

3. Enter this query: < 4

>= (Greater Than or
Equal To)

A comparison operator that tests whether two expressions are the same.

Works with only numeric queries.

Display file sizes that are
greater than or equal to 2 TB.

1. Click Report Options tab
and set data size unit to TB.

2. Select Maximum Size
column.

3. Enter this query: >= 2

<=(Less Than or Equal
To)

A comparison operator that tests whether two expressions are the same. Works with only
numeric queries.

Display computers with less
than or equal to 1 GB free
space.
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1. Click Report Options tab
and set data size unit to GB.

2. Select Free Space column.

3. Enter this query: <= 1

= (Equal)

The equals comparison operator compares two values for equality. Works with both numeric
and string queries.

Display files that are located in
the /usr/bin directory.

1. Select path column.

2. Enter this query: =/usr/bin

RULES TO FOLLOW

When constructing a filter using SQL query, adhere to these rules:

o Queries that include strings are case-sensitive.

e When a string has a space, enclose it with double quotes. For example, enter "Program Files™".

Back to Top
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SRM for Exchange - Summaries

Basic Advanced Filters Summaries Best Practices
Overview
Agent Summaries
Storage Devices Summaries

Public Folder Database and Mailbox Database Summaries

OVERVIEW

SRM Exchange Agent Summaries provide a concise view of the status of Exchange Server entities in the CommCell Console. Summary information is provided
as images in the form of bar graphs and pie charts to provide a succinct snapshot of the statistical information. While viewing summary, data rows in tables can
be sorted by any one of the columns listed in that summary.

When you select an Exchange Server entity from the CommcCell Console, its summary information appears in the main window. Each section can be expanded
or collapsed as desired.

The following section describes the available summary types of SRM Exchange Agent at different levels in the CommCell Console:

AGENT SUMMARIES

Summary information includes Properties at the agent level showing physical information like Exchange Server Name, Server Type, Server Version, Service
Pack Name, etc. for the associated Exchange Server. Summary information at this level also displays graphs for Mailbox Stores, Mailbox Store History, Public
Store and Public Store History.

1. From the CommcCell Console, select the Client Computer with SRM Exchange Agent for £ CommCell Browser n
which you want to view summaries.
ik, murloc o
Expand SRM and select Microsoft Exchange. N Client Computer Groups
=i Client Computers

[ alagnake4_m

+E<> aries_CN

{8 ashfords4_cn

i @ Continuous Data Replicator
iDA Exchange Database

E File System

I3 bonetes4_cn

82 brahmani32_CM

B en2010-2_n

T

B s OO e O IO IO

m

+-| £ Public Folder Databases

2. The associated Agent Summary will appear in the main window.

Public Stores

STORAGE DEVICES SUMMARIES

Page 183 0of 208



Administration Guide - Exchange Database iDataAgent

Summary at the Storage Groups level display charts for Allocated Vs Unallocated Space per Disk.

1. From the CommCell Console, select the Client Computer with SRM Exchange Agent for
which you want to view summaries.

Expand SRM and select Microsoft Exchange.

2. Select Storage Devices.

o Separate charts are displayed for each physical drive
when selected.

e Storage devices information is not available for DAG
clients however it is visible for clients which are
member servers in that DAG.

3. The associated Storage Devices Summary will appear in the main window.
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Notoefnes
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The integrated SRM Agent with Exchange Database iDataAgent displays store information details in summaries (e.g. on which server it was mounted, copy

status and number of copies, etc.) of all the clients which are configured with the DAG client. If the copies column display the value 1 then they belongs to local
stores and if the value displayed is 2, it indicates they are shared (i.e. DAG configured). Store information on individual clients displays the local store

information as well as shared ones of the selected clients.
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Clients using Exchange 2010 will not display the storage groups information in summary.

& comcatsromsr 3 ® summary x
E =] [ @ scontonss > @ clent Computrs > B excht > @ 3R >

1. From the CommCell Console, select the Client Computer with SRM for Exchange Agent
for which you want to view summaries.
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2. Expand Agent and select Public Folder Database or Mailbox Database. E-EJ test
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3. The associated Summary will appear in the main window.

Back to Top
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SRM for Exchange - Best Practices

Basic Advanced Filters Summaries Best Practices

ENABLING SRM WITH SNAPPROTECT

It is recommended not to enable SRM when SnapProtectw backup is enabled on a subclient as SRM Data Collection phase is not supported with SnapProtectm
Backup.
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Troubleshooting - Microsoft Exchange Database /iDataAgent
Backup

Backup Restore

The following section provides information on some of the troubleshooting scenarios related to backup:

COMPLETED WITH ONE OR MORE ERRORS

Backup jobs from Exchange Database iDataAgent will be displayed as Completed w/ one or more errors in the Job History in the following cases:

1. For Exchange Legacy:
o If at least one database is found to be un-mounted and the remaining databases are backed up successfully.
o If one database is failed to backup due to exchange streaming api failure or network failure and we cannot recover from those errors for the legacy
backup.
2. For VSS backup:
O Some databases mounted, some un-mounted within one Storage Group will not cause any failure
O 'un-mounted' error may cause job failure if all databases within one Storage Group are un-mounted.

O Other database failures due to exchange, includes Exchange information store server down, Exchange VSS writer not in stable state etc.

3. For Exchange 2010:

O Backup from one node that is failing and the other succeeding will cause Completed w/ one or more Errors.
O Any un-mounted database (involved in a backup) will cause a job failure.

O Other database failures due to exchange, includes Exchange information store server down, Exchange VSS writer not in stable state etc.

BACKUPS FAILING WITH "NO MORE ALLOCATED STREAMS ARE AVAILABLE" ERROR MESSAGE

Backups may fail with this error message if incremental storage policy is being used. It is recommended to remove the incremental storage policy and assign a
standard storage policy before running the backups.
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Troubleshooting - Microsoft Exchange Database /iDataAgent
Restore

Backup Restore

The following section provides information on some of the troubleshooting scenarios related to restore:

RESTORE FAILURES

Transaction Log restore fails Transaction log files are temporarily stored in the Job Results directory during a restore. Before performing a restore of
these files, ensure that the Job Results directory has enough free space to hold all the transaction logs or the restore
will fail.

In-Place Database restore fails |Ensure the database is marked for overwrite on the Exchange Server prior to performing the restore.

No Loss restore fails The sequence of transaction logs may be broken or have become corrupted. Ensure that the transaction log sequence

is in tact prior to performing the restore.
Database mounting fails after a [The database may contain a "+" character in the name. To resolve this issue:
restore

1. Manually dismount the original database.

2. Perform the restore.

3. Once the restore is completed, manually mount the database.

COMPLETED WITH ONE OR MORE ERRORS
Restore jobs from Exchange Database iDataAgent will be displayed as Completed w/ one or more errors in the Job History in the following cases:

e During restore, if few databases or storage groups cannot be restored since no data was found to restore from.

e During restore, if at least one of the databases were not restored successfully though the rest were successfully restored.

LocAL CONTINUOUS REPLICATION CONTINUES TO OCCUR DURING A RESTORE

Suspend the Storage Group copy so that replication does not attempt to take place during the restore.

OLD FILES APPEAR IN THE PASSIVE COPY AFTER RESTORE

After the restore has completed, you must manually resume the Storage Group copy, which will delete the old files in the passive copy and then reseed it
before resuming replication.

For more information on performing this task, refer to the Microsoft TechNet article on "Local Continuous Replication".

RECOVERING DATA ASSOCIATED WITH DELETED CLIENTS AND STORAGE POLICIES

The following procedure describes the steps involved in recovering data associated with the following entities:

o Deleted Storage Policy

e Deleted Client, Agent, Backup Set or Instance

‘BEFORE YOU BEGIN
This procedure can be performed when the following are available:

e You have a Disaster Recovery Backup which contains information on the entity that you are trying to restore. For example, if you wish to recover a storage
policy (and the data associated with the storage policy) that was accidentally deleted, you must have a copy of the disaster recovery backup which was
performed before deleting the storage policy.

o Media containing the data you wish to recover is available and not overwritten.

e If a CommcCell Migration license was available in the CommServe when the disaster recovery backup was performed, no additional licenses are required. If
not, obtain the following licenses:

O IP Address Change license

O CommcCell Migration license
See License Administration for more details.

e A standby computer, which will be used temporarily to build a CommServe.

'RECOVERING DELETED DATA

1. Locate the latest Disaster Recovery Backup which contains the information on the entity (Storage Policy, Client, Agent, Backup Set or Instance) that you
are trying to restore.
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O You can check the Phase 1 destination for the DR Set or use Restore by Jobs for CommServe DR Data to restore the data.

o If the job was pruned and you know the media containing the Disaster Recovery Backup, you can move the media in the Overwrite Protect Media
Pool. See Accessing Aged Data for more information. You can then restore the appropriate DR Set associated with the job as described in Restore by
Jobs for CommServe DR Data.

O If the job is pruned and you do not know the media containing the Disaster Recovery Backup, you can do one of the following:
If you regularly run and have copies of the Data on Media and Aging Forecast report you can check them to see if the appropriate media is available.
2. On a standby computer, install the CommServe software. For more information on installing the CommServe, see CommServe Deployment.

3. Restore the CommServe database using the CommServe Disaster Recovery Tool from the Disaster Recovery Backup described in Step 1. (See Restore a
Disaster Recovery Backup for step-by-step instructions.)

4. Verify and ensure that the Bull Calypso Client Event Manager Bull Calypso Communications Service (EvMgrS) is running.

5. If you did not have a CommcCell Migration license available in the CommServe when the disaster recovery backup was performed, apply the IP Address
Change license and the CommCell Migration license on the standby CommServe. See Activate Licenses for step-by-step instructions.

6. Export the data associated with the affected clients from the standby CommServe as described in Export Data from the Source CommcCell.

When you start the Command Line Interface to capture data, use the name of the standby CommServe in the -
commcell argument.

7. Import the exported data to the main CommServe as described in Import Data on the Destination CommCell.

This will bring back the entity in the CommServe database and the entity will now be visible in the CommCell Browser. (Press F5 to refresh the CommcCell
Browser if the entity is not displayed after a successful merge.)

8. If you have additional data that was backed up after the disaster recovery backup and before the deletion of the entity, use the procedure described in
Import Metadata from a Tape or Optical Media to obtain the necessary information.

9. You can now browse and restore the data from the appropriate entity.

As a precaution, mark media (tape and optical media) associated with the source CommCell as READ ONLY before
performing a data recovery operation in the destination CommCell.
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Online Help Topics
Agent Properties (General)

Use this tab to obtain general information on the selected Exchange Database Agent.

Client Name

Displays the name of the client computer.

Billing Department

Displays the name of the billing department, when the Agent is associated with a billing department. This option is applicable when CommNet is enabled.
iDataAgent/Agent Type

Displays the name of the agent.

Installed date

Displays the date on which the agent was installed or upgraded on the client computer.

Backup Type

Specifies the pre-selected backup level. This determines which data is secured by an Exchange Database backup that is not a full backup.

o Incremental specifies that each non-full Exchange Database backup secures only that data that has changed since the last backup of any type.

o Differential specifies that each non-full Exchange Database backup secures all data that has changed since the last full backup.
Exchange Administrator Account

Displays the Exchange Administrator Account for the site in which this Exchange Server resides.

Change Account

Click and populate the resulting dialog box only if you changed the Exchange Administrator Account and it now differs from the one displayed in the Exchange
Administrator Account field.

Use VSS
This options applies for Exchange Server 2007/2003.
When enabled, VSS is used to backup locked databases.
When cleared, locked databases will be skipped during backups.
CCR Options
These options applies for Exchange Server 2007 when Cluster Continuous Replication (CCR) is configured.
These options require the Use VSS option to be enabled.
e Backup from replica
When enabled, the CCR database replica is backed up using VSS.
e Backup on active node if passive node is unavailable
When enabled, the database will be backed up from the active node of the CCR cluster using VSS in cases where the passive node is not available.
Exchange Server Name

Displays the name of the Exchange Server that is installed on the client computer. Use this space to modify this server name if the name displayed is incorrect
(e.g., not the same as the Client name or Host name).

Copy Backup

When selected, logs will be truncated. When cleared, logs will not be truncated.

Enable SRM feature

Select this option to Enable SRM Options.

Description

Use this field to enter a description about the entity. This description can include information about the entity's content, cautionary notes, etc.

Back to Top
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Version

Use this dialog box to view the software version.
Version Information

Displays the Agent software version installed on the computer.

Activity Control

Use this dialog box to enable or disable data management and data recovery operations on a selected client or client computer group.
Enable Backup

Specifies whether data management operations will occur from this agent.

If cleared:

e The button Enable after a Delay appears to the right side of this operation activity. It allows to pre-determine the date and time at which data
management operations will begin on the selected agent.

e Data management operations from this agent cannot be started and are skipped.
e Running and waiting data management operations for this agent run to completion.
e Stopped data management operations for this agent cannot be resumed until this option is enabled.

o Pending data management operations for this agent do not run until this option is enabled.
(Job states are indicated in the Job Controller.)

Enable Restore

Specifies whether data recovery operations will occur from this agent.

If cleared:

e The button Enable after a Delay appears to the right side of this operation activity. It allows to pre-determine the date and time at which data recovery
operations will begin on the selected agent.

e Data recovery operations for this agent cannot be started and are skipped.
e Running data recovery operations for this agent run to completion.

o Pending data recovery operations for this agent do not run until data recovery operations are enabled.

(Job states are indicated in the Job Controller.)

Security

Use this dialog box to:

e Identify the user groups to which this CommcCell object is associated.
e Associate this object with a user group.

e Disassociate this object from a user group.

Available Groups

Displays the names of the user groups that are not associated with this CommCell object.
Associated Groups

Displays the names of user groups that are associated with this CommCell object.

Backup/Archive Options

Use this dialog box to schedule or immediately run a backup/archive job. Note that all the options described in this help may not be available and only the
options displayed in the dialog box are applicable to the agent for which the information is being displayed.

Select Backup Type
e Full

Specifies the job as a Full backup, which backs up all data for the selected subclient(s).
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o Pre-Selected Backup Type

Specifies the job as either an Incremental or Differential backup, as determined during installation or later through client configuration. An Incremental
backup backs up all data that is new or has changed since the last backup for the selected subclient. A Differential backup backs up all data that is new or
has changed since the last Full backup for the selected subclient.

Job Initiation
¢ Run Immediately
Specifies this job will run immediately.
e Schedule
Specifies this job will be scheduled. Click Configure to specify the schedule details.
Configure Alert
e Alert
The currently configured Alert.
e Add/Modify Alert
When clicked, opens the Alert Wizard to configure alerts for this operation.
o Delete Alert
When clicked, deletes any existing alerts that are already configured.
Advanced
Click to select advanced backup/archive options, such as create a new index, start new media, and mark media as full.
Save As Script

Click to open the Save As Script dialog, which allows you to save this operation and the selected options as a script file (in XML format). The script can later be
executed from the Command Line Interface using qoperation execute command.

When you save an operation as a script, each option in the dialog will have a corresponding xml parameter in the script file. When executing the script, you can
modify the value for any of these XML parameters as per need.

To view the XML values for each of the options in the dialog, see the following:
Command Line XML Options for Microsoft Exchange Database iDataAgent

Back to Top

Advanced Backup/Archive Options (Data)

You can select advanced backup/archive data options for the operation.
Perform Consistency Check
Select this option to perform a consistency check.
e Throttle check for 1 second
Enter the number of I/O operations to complete before a consistency check is performed.
Create Backup Copy immediately

Select to create an inline backup copy to start movement of snapshot to media, immediately after the completion of the SnapProtect backup job.

Advanced Backup/Archive/Content Indexing Options (Startup)

You can specify advanced backup/archive/content indexing startup options for the operation. For more information, select one of the following:
Set a Job Priority

Description

Use this field to enter a description about the entity. This description can include information about the entity's content, cautionary notes, etc.

Startup in Suspended State
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Job Retry

Note that all the options described in this help may not be available and only the options displayed in the dialog box are applicable to the agent or operation for
which the information is being displayed.

Enable Total Running Time

The maximum elapsed time, in hours and minutes, from the time that the job is created. When the specified maximum elapsed time is reached, as long as the
job is in the "Running" state, it will continue; if the job is not in the "Running" state when the specified time is reached, Job Manager will kill the job.

Enable Number of Retries

The number of times that Job Manager will attempt to restart the job. Once the maximum number of retry attempts has been reached, if the job has still not
restarted successfully, Job Manager will kill the job. Note that this job-based setting will not be valid if restartability has been turned off in the Job Management
Control Panel.

Kill Running Jobs When Total Running Time Expires

Option to kill the job when the specified Total Running Time has elapsed, even if its state is "Running". This option is available only if you have specified a Total
Running Time.

Advanced Backup Options (Media)

You can select advanced backup media options for the operation.
Start New Media
This option starts the backup/migration/archive operation on a new media, which causes the following to occur:

e If removable media is used, the current active media is marked as Appendable and a new media is used for the backup/migration/archive.

e If disk media is used, a new volume folder is created for the backup/migration/archive.
If cleared, the operation automatically uses the current active media or volume.
Mark Media Full On Success

This option marks media full, 2 minutes after the completion of the backup/archive operation. If any jobs are initiated within the 2 minutes, they are allowed to
write to the media. If the job was associated with the prior media, new media (such as a new tape) will be used for subsequent jobs. (Applies to all
backup/archive types.)

Allow other Schedule to use Media Set

This option allows jobs that are part of a schedule policy or schedule and using a specific storage policy to start a new media and also prevent other jobs from
writing to the set of media. It is available only when the Start New Media and Mark Media Full options are enabled, and can be used in the following
situations:

o When one scheduled job initiates several jobs and you only want to start new media on the first job.

e When you want to target specific backups to a media, or a set of media if multiple streams are used.
Extend Job Retention

o Infinite: Select this option to retain this job indefinitely.
o Number of Days: Select this option to prune this job after the number of days specified.

e Storage Policy Default: Select this option to apply the retention rules of the associated storage policy, which is the default option.

Advanced Backup Options (Data Path)

Select the data path to be used for the backup/archive operation.

Ensure that the Library, MediaAgent, Drive Pool, and Drive selected for this operation is available online and is a part of the associated Storage Policy.
Use MediaAgent

Specifies the name of the MediaAgent that will be used to perform the backup operation. If necessary, you can change the name of the MediaAgent.

For example, if the library is shared and you wish to use a specific MediaAgent (instead of the system selected MediaAgent, or a MediaAgent which may be idle,
or less critical) or if you know that the library attached to the specified MediaAgent.

Page 193 of 208



Administration Guide - Exchange Database iDataAgent

Use Library

Specifies the name of the library that will be used to perform the backup operation. Use this option when you wish to backup to a specific library.

Use Drive Pool

Specifies the name of the Drive Pool that will be used to perform the backup operation. Use this option when you wish to backup using a specific Drive Pool.
Use Drive

Specifies the name of the Drive that will be used to perform the backup operation. Use this option when you wish to backup using a specific Drive from the
selected Drive Pool.

Vault Tracking

Select options to export and track media, using Vault Tracker.

@ Vault Tracking Options will be displayed only when a Vault Tracker license is available in the CommServe.

Vault Tracking options are only applicable for data protection operations using a storage policy associated with a library
containing removable media (e.g., tape, optical or stand-alone.)

Export media after the job finishes
Specifies the media used by the data protection operation and media with the specific Media Status (if specified) will be exported and tracked by Vault Tracker.
Exclude Media Not Copied
When selected, allows you to exclude media with jobs that have to be copied.
Media Status
e All
Click to select all media. Clear this option to select media with a specific status.
e Active
Click to select media with its status marked as active.
e Full
Click to select media with its status marked as full.
e Overwrite Protected
Click to select media with its status marked as read-only .
e Bad
Click to select media with its status marked as bad.
Export Location
Specifies the destination location and lists the stationary locations entered using the Export Location Details dialog box.
Track Transit
Specifies that transit information must be tracked, and lists the transit locations entered using the Export Location Details dialog box.
Use Virtual Mail Slots
Specifies the exported media is stored within the library in the virtual mail slots defined in the Library Properties (Media) dialog box.
Filter Media By Retention
Specifies that the system must automatically filter media based on whether the media has extended retention jobs or not.
o Media with extended retention job(s)
Specifies that media with at least one extended retention job will be exported.
e Media with no extended retention job(s)

Specifies that media with no extended retention jobs will be exported.

Alert
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Use this tab to configure an alert for a schedule policy.
Configure Alert
e Alert
The currently configured Alert.
e Add/Modify Alert
When clicked, opens the Alert Wizard to configure alerts for this operation.
o Delete Alert

When clicked, deletes any existing alerts that are already configured.

Browse Options

Use this dialog box to select the basic options under which you want to browse the data secured by a data protection operation in the selected client, agent,
instance/partition, or backup set level depending on the functionality of a given agent.

The system provides several browse options. These options influence the behavior of the browse operation in the subsequent Browse window. Note that all the
options described in this help may not be available and only the options displayed in the dialog box are applicable to the agent for which the information is
being displayed.

Browse the Latest Data

Specifies whether the browse operation must display data from the most recent data protection operation (from now back to the last full backup) in the Browse
window. (This option is selected by default.)

Specify Browse Time

Specifies whether the browse operation must display data, up to the specified date and time in the Browse window. Data secured after the specified date and
time will be omitted in this window.

e Browse Data Before/Browse to Point-In-Time

Specifies the date and time that must be used to display the data in the Browse window.
e Time Zone

Lists the time zones. To change the time zone, click one in the list.
Select from Available Browse Times

Displays a list containing the time of different backup jobs available in the destination, from which data can be browsed. For Workstation Backup Agent, this
option displays the list of recovery points available in the destination. Select the desired time.

Use MediaAgent

Specifies the name of MediaAgent that will be used to perform the browse (and restore) operation. If necessary, you can change the name of the MediaAgent.
For example, if the library is shared and you wish to use a specific MediaAgent (instead of the system selected MediaAgent, or a MediaAgent which may be idle,
or less critical) or if you know that the media containing the data you wish to restore is available in the library attached to the specified MediaAgent.

If the media containing the data is not available in the tape/optical library attached to the MediaAgent, the system will automatically prompt you to insert the
appropriate media. In the case of a disk library, the operation will fail if the requested data is not available in the disk library attached to the specified
MediaAgent.

Client Computer

Lists the client computers available for the browse operation. This option is available only when the browse operation is performed either from the client node in
the CommCell Browser, Browse & Recover option from the Tools menu in the CommcCell Console or when the New Browse button is clicked in the Browse
window.

Specify Browse Path
Specifies the starting point for the browse operation. Also provides a space for you to type the path.
Show Deleted Items

Specifies whether the operation will browse all the data (including deleted items) secured by all data protection operations for the selected backup set as of the
specified browse items.

Table View
Specifies whether the backup data should be displayed as database tables during the browse operation.

Image Browsing
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Specifies whether the operation will browse all the data (including deleted items) secured by all data protection operations for the selected backup set as of the
specified browse times.

The main difference between image browse and no-image browse is that deleted items are shown only by the no-image browse.

Keep in mind that the display of deleted items depends on whether full backup transparency is enabled. If full backup transparency is disabled (the default),
only those deleted items that existed back through the most recent full backup are shown. However if full backup transparency is enabled, the deleted items
shown includes those that existed during the time interval from initial index creation through the time being browsed.

To determine whether full backup transparency is enabled or disabled, from the CommcCell Browser, right-click the iDataAgent and then select Properties.
Click the Index tab. If Create new index on full backup is selected, then full backup transparency is disabled.

File Level Browse (Restore individual files/folders from disk image)

Specifies whether the operation will browse all the files and folders secured by all data protection operations for the selected backup set as of the specified
browse items.

Volume Level Browse (Restore the disk image/volume)

Specifies whether the operation will browse all the volumes secured by all data protection operations for the selected backup set as of the specified browse
items.

Database

For SQL Server, specifies whether to browse individual databases.

File/File Group

For SQL Server, specifies whether to browse file groups and files for the databases.
Page Size

Use the space to enter the default number of objects to be displayed in the Browse window. This field reverts back to the default setting after use. In the
Browse window, you can browse through each page list by selecting the appropriate page number.

Browse Data from SQL
Specifies that SharePoint documents can be mined from an offline mining database.
SQL Instance

For SharePoint Offline mining, specifies the SQL instance that is associated with the offline mining database. Click ... to select from a list or type the instance
name.

User Account

For SharePoint Offline mining, specifies the Username and Password of the account that can access the instance. Click Edit to enter the username and
password.

Config Database

For SharePoint Offline mining, specifies the Configuration Database that will be used to mine SharePoint documents. Click ... to select from a list or type the
Configuration Database name.

Browse only volumes
Specifies that the browse operation must display only a list of volumes; required for a Volume Level Restore.
Advanced
Click to access additional browse capabilities.
List Media
Click to display media required for restore or index restore operations.
Type of Intended Restore (Virtual Server iDataAgent)
This section provides the facility to select the type of restore you want to perform following the Browse operation.
e Individual Files/Folders
Select this option if you intend on performing a file/folder-level restore.
e Entire Volume
Select this option if you intend on performing a volume-level restore.
e Container Restore
Select this option if you intend on performing a disk-level restore.

Browse/Restore Directory Server data from database
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For Active Directory Offline Mining, enter the path to the database from which you want to restore directory server data. For Active Directory Server databases,
this file will be the ntds.dit file. For ADAM and Lightweight Server databases, this file will be the adamntds.dit file. Click Browse to locate the database or
enter the complete database path in the File Path field.

Back to Top

Advanced Browse Options

Use this dialog to access additional browse capabilities for the browse window. Note that all the options described in this help may not be available and only the
options displayed in the dialog box are applicable to the agent for which the information is being displayed.

Use MediaAgent
Select the MediaAgent associated with the data you want to browse, or select Any MediaAgent.
Show Deleted Items

Specifies whether the operation will browse all the data (including deleted items) secured by all data protection operations for the selected backup set as of the
specified browse items.

Page Size

Specifies the number of objects to be displayed in the browse window.

Include Metadata

Specifies that the browse operation results must also include data containing metadata information.

Exclude Data Before

Specifies that the browse operation must return data that has been backed up after the specified date. Also provides a space for you to type the date and time.
Browse from copy precedence

When selected, the system retrieves the data from the storage policy copy with the specified copy precedence number. If data does not exist in the specified
copy, the operation fails even if the data exists in another copy of the same storage policy.

When cleared, (or by default) the system retrieves data from the storage policy copy with the lowest copy precedence. If the data was pruned from the primary
copy, the system automatically retrieves the data from the other copies of the storage policy starting with the copy with the lowest copy precedence and
proceeding through the copies with higher copy precedence. Once the data is found, it is retrieved, and no further copies are checked.

Back to Top

List Media

Use this dialog box to select the options that must be used to predict the required media.
Media For the Latest Data

Specifies whether the list media operation must display media associated with the most recent data protection operation (from now back to the last full backup)
This option is selected by default.

Specify Time Range
Specifies whether the whether the list media operation must display media associated with the specified date and time.
o Data Before/Time Range
Specifies the date and time that must be used to display media.
e Time Zone
Lists the time zones. To change the time zone, click one in the list.
Advanced

Click to access additional options.

Add/Modify Subclient Content - Database Configuration

Use this dialog box to discover and change the associations of database elements/Storage Groups to the available subclients. The last five fields are exclusive
to versions of SharePoint that interact with SQL Server databases.
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Database Name/Storage Group Name
Displays the display name of the database element/Storage Group.
Subclient (Name)

Lists the name of the subclient currently associated with the database element/Storage Group. To change the subclient association, click on the subclient then
select a different one from the list.

Change all selected databases/storage groups/data types to:

When a range of database elements/Storage Groups is selected, you may select a subclient from the list to assign all of the selected database
elements/Storage Groups to the selected subclient. If a single database element/Storage Group is selected, this field is disabled.

Discover

Click to discover any new database elements/Storage Groups, or if the display dialog box is blank and does not display any items, or to manually discover new
items.

Data Type

Displays the type of object that has been discovered.

Virtual Server

Displays the name of the IIS virtual server that the object uses.

Portal Site/Index Server

For an object, displays the name of the Portal Site that the object is part of. For Site indexes, displays the Index Server name.
Desc

For site databases, displays the type of database. For any other items, displays an index value.

Database Server

Displays the name of the SQL instance used to store the databases.

Operation Window

Use this dialog box to add, modify, or delete operation rules for system operations.
Name

The friendly name assigned to the operation window.

Operations

The operations included in the rule.

Days

Displays the days in which the operations in this rule should not be run.

Do not run intervals

Displays the times in which the operations in this rule should not be run.

Add

Click this button to add an operation rule from the Operation Rule Details dialog box.
Modify

Click this button to modify an operation rule from the Operation Rule Details dialog box.
Delete

Click this button to delete an operation rule.

Ignore Operation Rules at Higher Levels (not applicable at the CommServe and Client group level)

Select this option to disable all operation rules set at levels above the currently selected entity.

Subclient Properties (General)

Use Subclient Properties (General) tab to add, modify or view general information on the selected subclient.
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Client Name
Displays the name of the Client computer to which this subclient belongs.
Billing Department

Displays the name of the billing department, when the subclient is associated with a billing department. For more information on Billing and Costing See the
CommNet Books Online.

iDataAgent Type

Displays the name of the Agent to which this subclient belongs.

Subclient Name

Displays the name of this Subclient. You can use this space to enter or modify the name of the subclient.
Billable Entity

The name of the Billable Entity assigned to this subclient.

Use Event Check

Specifies whether the system will examine application event logs for Exchange Database to ensure that the three most common errors associated with file-level
damage to the database have not occurred prior to backing up the database. When selected, event logs will be examined for these errors based on the starting
point specified in Last Event Check Time.

e Last Event Check Time

Use the spaces provided to choose the date and time that you would like to configure as the starting point for the Event Check. Any of the three most
common file-level damage errors occurring in the Exchange application event log before the specified date and time will be ignored, and any found after the
specified date and time will cause the backup to fail.

Number of Data Readers for Backup Copy

Use this space to specify the number of simultaneous backup data streams allowed for this subclient. For best performance, this should not be set higher than
the number of physical drives that hold this subclient's data, except for specialized hardware such as RAID.

Allow multiple data readers for Backup Copy

Specifies whether multiple data reads are allowed for a single Windows physical drive during backups on this subclient. This should be selected only for
specialized hardware such as RAID, or possibly in the case of spanned volumes.

Description
Use this field to enter a description about the entity. This description can include information about the entity's content, cautionary notes, etc.

Back to Top

Subclient Properties (Content)

Use this dialog to add databases to the subclient.

Contents of subclient

Displays a list of databases included as content for this subclient.
Configure

Click to discover and change the associations of the database to the subclients. Any content included for a user-defined subclient will be automatically excluded
from the default subclient.

Subclient Properties (Pre/Post Process)

Use this dialog box to add, modify or view Pre/Post processes for the selected subclient.
Pre-Backup process
Displays the name/path of the process that you want to run before the backup phase.

You can use this space to enter a path for a process that will execute before the backup phase on the subclient . Click Browse to search for and select the
name/path of the process.

Use a quotation mark if the name/path has a space.

For example., "c:\program files\test file\pre.bat"

Page 199 of 208



Administration Guide - Exchange Database iDataAgent

Post-Backup process
Displays the name/path of the process that you want to run after the backup phase.

You can use this space to enter a path for a process that will execute after the backup phase on the subclient . Click Browse to search for and select the
name/path of the process.

Use a quotation mark if the name/path has a space.
Run Post Backup Process for all attempts

When selected, specifies to execute the specified pre-post processes to run when the job phase is interrupted, suspended, or fails. When cleared, the specified
process will only execute for successful, killed, or failed jobs.

PreSnap process

Displays the name/path of the Snap process that you want to run before the respective phase. You can use this space to add or modify PreSnap processes for a
subclient. Click Browse to search for and select the name/path of the process. The system allows the use of spaces in the name/path, provided they begin with
an opening quotation mark and end with a closing quotation mark.

PostSnap process

Displays the name/path of the Snap process that you want to run after the respective phase. You can use this space to add or modify PostSnap processes for a
subclient. Click Browse to search for and select the name/path of the process. The system allows the use of spaces in the name/path, provided they begin with
an opening quotation mark and end with a closing quotation mark.

On Source

Specifies whether the PreSnap/PostSnap process will execute on the source computer.

On Proxy

Specifies whether the PreSnap/PostSnap process will execute on the proxy computer.

Browse

Click to search for and select the Pre/Post Process.

Run As / User Account

Displays either the Local System Account, or for added security, another account as having permission to run these commands.
Change

Click to add or modify the account that has permission to run these commands.

Back to Top

Storage Device

Use this dialog box to establish the storage device related settings on the selected subclient. Note that all the options described in this help may not be
available and only the options displayed in the dialog box are applicable to the agent or enabler for which the information is being displayed.

The following tabs are displayed:

e (Data) Storage Policy
e Data Transfer Option

e Deduplication

STORAGE POLICY

Use this tab to select or view storage policy settings on the selected subclient.
Data/Database/Transaction Log Storage Policy

Displays the storage policy to which this subclient is currently associated. To associate a storage policy to a new subclient or to change the storage policy
associated with an existing subclient, click one in the list.

Incremental Storage Policy

Displays the name of the Incremental Storage Policy associated with this subclient, if the storage policy has the Incremental Storage Policy option enabled.
Data Paths

Click to view or modify the data paths associated with the primary storage policy copy of the selected storage policy.

Number of Data/Database/Transaction Log Backup Streams
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Displays the number of streams used for backup operations. To change the number of streams, click one in the list. For DB2 DPF, be sure to set the appropriate
number of streams for each database partition by double-clicking the appropriate Stream space and typing the desired number.

Client/Instance/Status/Stream

Displays the names of the instances according to current backup priority along with other associated information that are included in the Oracle RAC node. To
change the backup priority of the instances, click the instance name as appropriate and use the directional arrows provided.

Maximum Backup Streams

For Informix, displays the maximum number of streams used for database backup operations, which is determined from the ONCONFIG file. The number of
streams for backups cannot be set currently from the CommcCell Console. Instead, you must set the BAR_MAX_BACKUP parameter in the $ONCONFIG file on
the Informix client. Also, the number of streams specified by the storage policy must be greater than or equal to the number specified by the
BAR_MAX_BACKUP parameter.

Data Threshold Streams

For Oracle RAC, specifies whether to run the backup job immediately when the total number of reserved streams is greater than or equal to the value in this
field. If you click this option, use the space provided to change this value if desired.

Create Storage Policy

Click to launch the Create a Storage Policy wizard. Once the storage policy has been created, it will be displayed in the list of storage policies to which the
selected subclient can be associated.

Buffer Size

Use this space to specify the size (in 4 KB pages) of each buffer to be used for building the backup image. The minimum value is 8, and the default value is
1024. If you select value 0, the value of the backbufz database manager configuration parameter will be used as the buffer allocation size.

DATA TRANSFER OPTION

Use this tab to establish the options for data transfer. Note that all the options described in this help may not be available and only the options displayed in the
dialog box are applicable to the agent for which the information is being displayed.

Software Compression

Indicates whether software compression for the subclient or instance is enabled or disabled, and if enabled whether it is performed on the client or MediaAgent
computer.

e On Client
Click to enable software compression on the client computer.
e On MediaAgent
Click to enable software compression on the MediaAgent computer.
e Use Storage Policy Settings
Click to use the settings enabled on deduplicated storage policy copy.

This option applies when subclient is associated with a storage policy copy that is deduplicated. See Copy Properties (Deduplication) - Advanced tab for
compression settings on deduplicated storage policy copy.

o Off
Click to disable software compression.

Note that hardware compression has priority over the software compression. Hardware compression is established in the Data Path Properties dialog box. The
above software compression option will take effect when the data path is associated with a disk library, or when hardware compression is disabled in the data
path associated with tape libraries.

For non-deduplicated storage policy copy, select On Client or On MediaAgent options to turn on compression,
depending upon your environment.

Resource Tuning
Indicates the processes used by the client to transfer data based and whether bandwidth throttling is enabled or not.
o Network Agents

Specifies the number of data pipes/processes that the client uses to transfer data over a network. Increasing this value may provide better throughput if the
network and the network configuration in your environment can support it. On non-UNIX computers, the default value is 2 and a maximum of 4 can be
established if necessary. On UNIX computers the default value is 1 and a maximum of 2 can be established if necessary.

o Throttle Network Bandwidth (MB/HR)
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Specifies whether the backup throughput is controlled or not. (By default this option is not selected and therefore the throughput is not controlled). When
selected, use the space to specify a value for the throughput. By default, this is set to 500. The minimum value is 1 and there is no limit to the maximum
value. (In this case the backup throughput will be restricted to the maximum bandwidth on the network.)

Use this option to set the backup throughput, based on the network bandwidth in your environment. Use this option to reduce the backup throughput, so that
the entire network bandwidth is not consumed, especially in slow links. Increasing this value will end up consuming the bandwidth with the maximum
throughput limited to the network bandwidth capability.

Note that throttling is done on a per Network Agent basis.
Application Read Size

This option specifies the amount of application data (such as SQL data, Windows File System data, and virtual machine data) backup jobs will read for each unit
transferred to the MediaAgent.

The default value for this options is 64KB; however, this value may be increased to reduce the amount of data read from the given application, which in turn
reduces the amount of I/O operations performed against it. As a result, overall backup performance may increase. However, backup memory usage may also
increase, which may inadvertently consume additional resources from the application. Thus, it is recommended that this value be set at either the default value
or match the block size directed by the application.

DEDUPLICATION

Use this tab to establish the options for deduplication on the subclient. It indicates whether deduplication for the subclient is enabled or disabled, and if enabled
whether the signature generation (a component of deduplication) is performed on the client or MediaAgent computer.

Note that deduplication is supported on disk storage devices. So the deduplication options are applicable only if the subclient is associated with a Storage Policy
containing disk storage.

On Client

Click to enable signature generation on the client computer.

On MediaAgent

Click to enable signature generation on the MediaAgent computer.

Back to Top

Subclient Properties (SnapProtect Operations)

SnapProtect Backup with hardware Snap Engines | SnapProtect Backup with Data Replicator
Use this tab to enable SnapProtect backup and to establish the options for SnapProtect backup operation, for the selected subclient.

These options are available if you select a hardware Snap Engine. Note that all the options described in this help may not be available and only the options
displayed in the dialog box are applicable to the agent for which the information is being displayed.

SnapProtect

Specifies whether SnapProtect backup for the selected subclient is enabled or disabled.

Available Snap Engines

Lists the available snapshot engine vendors. To select a snapshot engine vendor, click the pull-down arrow and click the one that you want to use.
o Enter Array Credentials

Click to access the Array Management dialog box, which enables you to add or modify access information for a array.

Use Proxy

Use this list to specify the name of the proxy server that will be used for performing the SnapProtect backup operations.

Use Separate Proxy for Snap to Tape

Use this option if you want to perform backup copy operations in a different MediaAgent. Select the MediaAgent from the Proxy list. If not selected, the
MediaAgent that is specified in Use Proxy will be used.

Minimum size of file using hash comparisons

The minimum size of the file (in KB) that would be picked up for hash comparisons during data replication. Files less than the minimum size would be replicated
without comparison.

Block size to use for hashing

Block size (in KB) used in hash comparisons.
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Back to Top

Activity Control

Use this dialog box to enable or disable data management and data recovery operations on a selected client or client computer group.
Enable Backup

Specifies whether data management operations will occur from this agent.

If cleared:

e The button Enable after a Delay appears to the right side of this operation activity. It allows to pre-determine the date and time at which data
management operations will begin on the selected agent.

e Data management operations from this agent cannot be started and are skipped.
e Running and waiting data management operations for this agent run to completion.
e Stopped data management operations for this agent cannot be resumed until this option is enabled.

o Pending data management operations for this agent do not run until this option is enabled.

(Job states are indicated in the Job Controller.)

Encryption

Use this dialog box to select the data encryption options for the selected content. When accessing this dialog box from the Subclient Properties Encryption tab,
this setting applies only to the selected subclient content for operations run from the CommcCell Console. When accessing this dialog box from the Instance
Properties Encryption tab, this setting applies only to third-party Command Line operations. The functionality is not propagated to the Subclient Properties
Encryption tabs.

None
When selected, no encryption will take place during a data protection operations.
Media Only (MediaAgent Side)

When selected, for data protection operations, data is transmitted without encryption and then encrypted prior to storage. During data recovery operations,
data is decrypted by the client.

When using this setting in conjunction with the client property With a Pass-Phrase, you will be required to provide a pass-phrase for data recovery operations
unless you export the client pass-phrase to the destination client(s). When using pass-phrase security for third-party Command Line operations or DataArchiver
Agents stub recovery operations, you must export the pass- phrase to the destination client.

Network and Media (Agent Side)

When selected, for data protection operations, data is encrypted before transmission and is stored encrypted on the media. During data recovery operations,
data is decrypted by the client.

When using this setting in conjunction with the client property With a Pass-Phrase, you will be required to provide a pass-phrase for data recovery operations
unless you export the client pass-phrase to the destination clients.

Network Only (Agent Encrypts, MediaAgent Decrypts)

When selected, for data protection operations, data is encrypted for transmission and then decrypted prior to storage on the media. During data recovery
operations, data is encrypted by the MediaAgent and then decrypted in the client.

When using this setting in conjunction with the client property With a Pass-Phrase, you will not be required to provide a pass-phrase for data recovery
operations.

Script Preview

Click to display the backup script, based on the current subclient configuration, that will be submitted to RMAN when backups are performed for the selected
Oracle subclient.

Subclient Properties (SRM Options)

Use this dialog box to specify the Data Collection requirements.
SRM Data Collection

This option will be enabled if Enable SRM feature option is selected in the agent's Properties tab.
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e Discovery

Select this option for the collection of less detailed information for the client.

Restore Options (General)

Use this dialog box to control how the specified data is to be restored.

Job Details

Displays a summary of the restore job, including the job type, iDataAgent, etc.
Options for Microsoft Information Store

These options are not available for certain databases.

No Loss Restore

Specifies that the restore operation will perform a no loss restore of the transaction logs. The transaction logs created since the last backup are appended to
the restored data.

Mount database after restore

Specifies whether the restore operation should remount the database or store(s) when the restore operation is completed. If the option is cleared, the database
or store(s) must be remounted manually after the restore operation.

When restoring Exchange Database data from a VSS backup, the restore options to Mount database after restore and
No Loss Restore do not apply.

Dismount database during restore

Specifies whether the system will automatically dismount the selected store(s) during the initial phase of the restore operation. Selecting this option will cause
the system to dismount the store(s) you selected on the Browse Data window before restoring them.

display pane
For Exchange 2007 database, the display pane provides options for out-of-place restores when restoring from a VSS-enabled backup.
e Source DB
Displays a browseable tree of information stores on the client which allows you to select the stores you want to restore from.
e Destination DB

When a store is selected from the Source DB column, you can double-click the space under the Destination DB column in the display pane to show the "..."
button which, when clicked, displays a dialog box for you to select out-of-place restore options.

e Out of Place Location

This field is only enabled when Restore to Non-Exchange Location <Out Of Place> or Restore to Non-Exchange Location <Out Of Place, No
Recover> is selected for the Destination DB column. When enabled, you can double-click the space under this column in the display pane to show the
button which, when clicked, displays a browse window for you to select a path on the destination client to which the data will be restored.

Advanced
Click to select additional restore options.
Save As Script

Click to open the Save As Script dialog, which allows you to save this operation and the selected options as a script file (in XML format). The script can later be
executed from the Command Line Interface using qoperation execute command.

When you save an operation as a script, each option in the dialog will have a corresponding xml parameter in the script file. When executing the script, you can
modify the value for any of these XML parameters as per need.

To view the XML values for each of the options in the dialog, see the following:
Command Line XML Options

Back to Top

Restore Log for Exchange Database
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Use this dialog box to enter the date/time of the incremental backup to which you want all store(s) within the selected Storage Group to be rolled forward. Prior
to using this feature, an existing recovered QR Volume is required.

To Time

Specifies the time to which the databases within the selected Storage Group will be rolled forward.
Time Zone

Lists the time zones. To change the time zone, select one from the list.

Mount database after restore

Specifies whether the restore operation should remount the database or store(s) when the restore operation is completed. If the option is cleared, the database
or store(s) must be remounted manually after the restore operation.

When restoring Exchange Database data from a VSS backup, the restore options to Mount database after restore and
No Loss Restore do not apply.

Decryption
Click to enter the pass-phrase that is currently assigned to the client for restore operations that are run immediately.
Change Priority

Click to change the priority for the restore operation.

Choose Storage Group

Use this dialog box to select options for restoring data out-of-place from a VSS-enabled backup of Exchange 2007 Database.
Restore to Non-Exchange Location <Out Of Place>

When selected, the data will be restored to a location on the Exchange Server and the logs will be played back. Keep in mind that the data can be restored only
on the Exchange Server, but to any location on that computer.

Restore to Non-Exchange Location <Out Of Place, No Recover>

When selected, the data will be restored to a location on the Exchange Server and the logs will not be played back. Keep in mind that the data can be restored
only on the Exchange Server, but to any location on that computer.

storage group list

Use the storage group list in the display pane to select the storage group that you want to restore data to.

Job Initiation

Select from the following options. Note that all the options described in this help may not be available and only the options displayed in the dialog box are
applicable to the operation for which the information is being displayed.

Immediate

Run This Job Now

Specifies this job will run immediately.

Schedule

Specifies this job will be scheduled. When you click Configure, the Schedule Details dialog box will open and allow you to configure the schedule pattern.
Result file location on CommServe

This option is only applicable for List Media operations. Specifies the name of the file in which the results of the scheduled list media job must be saved. Click
Browse to access to the Directory Browse dialog box which allows you to select the folder / file in the CommServe computer.

Automatic Copy

Specifies that an auxiliary copy operation will be performed at the interval specified. This operation will occur when new data that must be copied is found on
the primary copy.

Interval
The time interval in which the Automatic Copy will be performed. The default interval is 30 minutes.

Save As Script
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Click to open the Save As Script dialog, which allows you to save this operation and the selected options as a script file (in XML format). The script can later be
executed from the Command Line Interface using qoperation execute command.

When you save an operation as a script, each option in the dialog will have a corresponding xml parameter in the script file. When executing the script, you can
modify the value for any of these XML parameters as per need.

To view the XML values for each of the options in the dialog, see the following:
Operations Supporting Save As Script
Configure Alert
Provides the necessary options to configure the alerts associated with this operation.
e Add/Modify Alert

When clicked, opens the Alert Wizard to configure necessary alerts for this operation.
o Delete Alert

When clicked, deletes any existing alerts that are already configured.
Advanced
Click to select additional options.
Script Preview

Click to display the restore script, based on the selected restore options, that will be submitted to RMAN when restores are performed for the selected Oracle
client.

Advanced Restore Options (Copy Precedence)

Choose the copy from which you wish to recover or retrieve. Select from the following options:
Restore/recover from copy precedence

When selected, the system retrieves the data from the storage policy copy with the specified copy precedence number. If data does not exist in the specified
copy, the operation fails even if the data exists in another copy of the same storage policy.

When cleared, (or by default) the system retrieves data from the storage policy copy with the lowest copy precedence. If the data was pruned from the primary
copy, the system automatically retrieves the data from the other copies of the storage policy starting with the copy with the lowest copy precedence and
proceeding through the copies with higher copy precedence. Once the data is found, it is retrieved, and no further copies are checked.

Use MediaAgent / Library / Drive Pool

See Advanced Restore Options (Data Path)

Advanced Restore Options (Data Path)

Select the data path for the restore/recovery operation. You can specify the MediaAgent, Library, Drive Pool, and Drive from which the restore operation must
be performed.

Use MediaAgent
Specifies the name of the MediaAgent that will be used to perform the restore operation. If necessary, you can change the name of the MediaAgent.

For example, if the library is shared and you wish to use a specific MediaAgent (instead of the system selected MediaAgent, or a MediaAgent which may be idle,
or less critical) or if you know that the media containing the data you wish to restore is available in the library attached to the specified MediaAgent.

If the media containing the data is not available in the tape/optical library attached to the MediaAgent, the system will automatically prompt you to insert the
appropriate media. In the case of a disk library, the operation will fail if the requested data is not available in the disk library attached to the specified
MediaAgent.

Use Library

Specifies the name of the library that will be used to perform the restore operation. Use this option when you wish to restore using a specific library.

For example, if you know that the media containing the data you wish to restore is available in a specific library.

Use Drive Pool

Specifies the name of the Drive Pool that will be used to perform the restore operation. Use this option when you wish to restore using a specific Drive Pool.

To restore NAS data, select the drive pool type that was used to perform the backup, i.e., if a drive pool associated with an NDMP Remote Server was used to
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perform the backup, select a drive pool associated with an NDMP Remote Server. Similarly, if an NDMP drive pool was used, specify an NDMP drive pool.
Use Drive

Specifies the name of the drive in the drive pool that will be used to perform the restore operation. Use this option when you wish to restore using a specific
Drive in the Drive Pool.

Use Proxy

Specifies the name of the proxy server that will be used to perform the restore operation. Use this option when you wish to restore using a proxy server.

Advanced Restore Options (Encryption)

Pass-Phrase

Enter the pass-phrase that is currently assigned to the client, whose data you are restoring. Note that if you have changed the pass-phrase since you secured
the client data, you need to provide the new pass-phrase here, not the old one.

Re-enter Pass-Phrase
Re-enter the pass-phrase for confirmation.
If you attempt an immediate restore of encrypted data that was pass-phrase protected without entering the pass-phrase here, the restore operation will fail.

If you have an exported pass-phrase set up, and you enter the pass-phrase under Decryption, you over-ride (not overwrite) the client properties pass-phrase.
Thus, if you enter the pass-phrase incorrectly, the restore does not complete successfully.

Startup

Select from the following options. Note that all the options described in this help may not be available and only the options displayed in the dialog box are
applicable to the operation for which the information is being displayed.

Priority
e Use Default Priority

If selected, the default priority for this type of job will be used in determining how the Job Manager will allocate resources for this job.
e Change Priority

Use this option to manually specify the priority for the job, between 0 (highest priority) and 999 (lowest priority). The Job Manager will use the priority
setting when allocating the required resources. This is useful if you have jobs that are very important and must complete, or jobs that can be moved to a
lower priority.

Start up in suspended state

Specifies that this job will start in the Job Controller in a suspended state and cannot run until the job is manually resumed using the Resume option. This
option can be used to add a level of manual control when a job is started. For example, you could schedule jobs to start in the suspended state and then
choose which scheduled jobs complete by resuming the operation started in the suspended state.

Description

Use this field to enter a description about the entity. This description can include information about the entity's content, cautionary notes, etc.

Advanced Restore Options (Options)

Use this dialog box to make modifications in the names and locations of databases for restore.
Database

Displays the name of the database. You can edit the name by clicking within the box. Changes cause the data to be restored to a new database on the selected
server.

For a detailed description on how to change the name of a SQL database, see the procedure titled "Restore a Database with a Different Name" in Books Online.
Device Name

Displays the device name of the database.
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File Name
Displays the name of the database file to be restored.
Physical Path

Displays the complete path to the selected database file. You can edit the path by clicking within the box. Changes cause the database files to be restored to a
new location. If the specified path does not exist, it will be created during the restore process.

For SQL, if the database file path is changed without changing the name of the database, then the existing database will be overwritten and will point to the
new location. For a detailed description, see the procedure titled "Restore with a Different Data File Path" in Books Online.

Size (MB)
Displays the size of the database file in megabytes.
Find & Replace

For SQL, click to change multiple Database Name or Database File Path.

Alert

Use this tab to configure an alert for a schedule policy.
Configure Alert
e Alert
The currently configured Alert.
e Add/Modify Alert
When clicked, opens the Alert Wizard to configure alerts for this operation.
o Delete Alert

When clicked, deletes any existing alerts that are already configured.

Online Help Topics
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