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Overview - Microsoft Exchange Server iDataAgents
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Outlook Add-In
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Content Indexing and Search

Desktop Browse

Terminology
Customized Features for Your Exchange Version

INTRODUCTION

The Exchange Server iDataAgents provide a unified protection and recovery vehicle for all Exchange data in your enterprise. In addition to complete protection
of entire Exchange databases for disaster recovery, more granular backup and recovery options are available for mailboxes and public folders. Added options
for Outlook integration, deduplication, content indexing, and advanced reporting help ensure all your Exchange data is easily traceable and retrievable
whenever the need arises.

KEY FEATURES

The Exchange Server iDataAgents offer the following key features:

DATABASE PROTECTION FOR DISASTER RECOVERY

The Exchange Database iDataAgent backs up each Exchange database, which includes 2 '7\
the following key components: :\‘

e Information Stores containing individual user mailboxes Sy StoregeDesice

e Public Folder Stores containing data shared among multiple users ]

e Transaction Logs

In the event of a serious system failure, such as the breakdown of hardware, software, Exchange Databese Datangent

or operating systems, the Exchange Database iDataAgent provides point-in-time
recovery of a given database, ensuring that the state of the Exchange Database as it
existed at any given time is ready for use whenever necessary.

Exchange Server

'GRANULAR PROTECTION OF MESSAGES AND MAILBOX ITEMS

The Exchange Mailbox iDataAgent backs up individual mailboxes for quick retrieval of individual mailbox data, such as messages and attachments, that may
have been lost from a user's Outlook mailbox. Regular backups of mailboxes also provide the facility to quickly restore entire mailboxes without requiring
restores of the Exchange database.

‘GRANULAR PUBLIC FOLDER PROTECTION FOR SHARED INFORMATION

The Exchange Public Folder iDataAgent backs up public folders for quick retrieval of shared data between Exchange users, such as group documents, messages,
attachments, and calendars. As with the Exchange Mailbox iDataAgent, regular backups of mailboxes also provide the facility to quickly restore any number of
public folders without requiring restores of the Exchange database.

ADD-ON COMPONENTS

SNAPPROTECT BACKUP

SnapProtect Backup enables you to create a point-in-time snapshot by temporarily quiescing the data, taking a snapshot, and then resuming live operations.
SnapProtect backups work in conjunction with hardware snapshot engines.

‘'OUTLOOK ADD-IN
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Outlook Add-In fully integrates with Microsoft Outlook to provide users with a convenient Outlook Add-In
way to browse, search and restore mailbox items directly from Outlook. All mailbox et
entities, including messages, attachments, calendar items, and notes, are retrievable from
either the locally installed Outlook application or the Outlook Web Access web browser

application. sk =
\
==

‘'OFFLINE DATABASE RESTORE

Offline Database Restore using the Exchange Offline Mining Tool provides Exchange users Offline Database

with the ability to restore mail messages, attachments, and other mailbox entities from an '\ﬁ_,v\,‘ff’ﬁ””

offline copy of the Exchange database. This capability is especially useful in environments o

where the Exchange Server experiences significant day-to-day overhead. By providing . b

users with an offline copy of the Exchange database to retrieve their data, the Exchange i

Server does not experience the reduction in performance it otherwise would if users -~ s

retrieved their data from it directly. :
- =3

Production Exchange Server

ot Copy ot
Excharge Duao

'DESKTOP BROWSE

Desktop Browse enables users to browse and restore data from a Web Browser, which provides the facility to access and restore data from anywhere.

CONTENT INDEXING AND SEARCH

Content Indexing and Search enables users to content index their data and later search the data from a user-friendly web interface. The users can also perform
restore operations or other advanced actions on the searched data.

TERMINOLOGY

The Microsoft Exchange Server iDataAgent documentation uses the following terminology:

Includes all operational elements of the Exchange Server, such as Stores, Transaction Logs, Patch Files, and Exchange Organizational
DATABASE Data.
A computer other than the Exchange Server on which the Mailbox and Public Folder iDataAgents may be installed. Using a non-

NON-EXCHANGE Exchange Server often results in less overhead on the Exchange Server during backup and restore operations.
SERVER

An association between two entities used in Automatic Discovery scenarios. For example, automatic discovery of mailboxes by
AFFINITY database affinity implies the mailbox is included in the selected database.

‘CUSTOMIZED FEATURES FOR YOUR EXCHANGE VERSION

The Advanced pages of this documentation outline the features applicable for your version of Exchange in a tabular format for quick access to the
documentation you need as shown below:

EXCHANGE 2010 EXCHANGE 2007 EXCHANGE 2003

Sections not listed for a particular version of Exchange are not applicable or supported for that Exchange version.
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System Requirements - Exchange Mailbox iDataAgent

System Requirements Supported Features

The following requirements are for the Microsoft Exchange Mailbox iDataAgent:

APPLICATION

Microsoft Exchange 2003 32-bit Server up to the latest service pack
Microsoft Exchange 2007 64-bit Server up to the latest service pack
Microsoft Exchange 2010 64-bit Server up to the latest service pack

OPERATING SYSTEM

WINDOWS SERVER 2008
Microsoft Windows Server 2008 x64 Editions*

*Core Editions not supported

WINDOWS SERVER 2003
Microsoft Windows Server 2003 32-bit and x64 Editions with a minimum of Service Pack 1

CLUSTER - SUPPORT

The software can be installed on a Cluster if clustering is supported by the above-mentioned operating systems.

For information on supported cluster types, see Clustering - Support.

HARD DRIVE

1 GB of minimum disk space is required for installing the software.
256 MB of free disk space is required for job result directory.

256 MB of free disk space is required for log directory.

MEMORY

32 MB RAM minimum required beyond the requirements of the operating system and running applications

PROCESSOR

All Windows-compatible processors supported

SUPPORTED COMPONENTS

'OWA PROXY ENABLER
The OWA Proxy Enabler is supported on any platform supported by the Microsoft Exchange Server.

'OUTLOOK ADD-IN CLIENT
The Outlook Add-In Client is supported with Microsoft Outlook 2003 or higher.

PERIPHERALS
DVD-ROM drive

Network Interface Card

MISCELLANEOUS

The File System iDataAgent will be automatically installed during installation of this software, if it is not already installed. For System Requirements specific to
the File System iDataAgent, refer to System Requirements - Microsoft Windows File System iDataAgent.

NETWORK
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TCP/IP Services configured on the computer.

MICROSOFT VISUAL C++
Microsoft Visual C++ 2008 Redistributable Package is automatically installed. Note that Visual C++ 2008 Redistributable Package can co-exist with other
versions of this software.

“NET FRAMEWORK

.NET Framework 2.0 is automatically installed. Note that .NET Framework 2.0 can co-exist with other versions of this software.

NOTES ON MICROSOFT EXCHANGE SERVER /DATAAGENT INSTALLATION

Microsoft Exchange 2007 64-bit Server Agents are 32-bit MAPI-based Agents installed on a Microsoft Windows x64 platform. See Installing 32-bit Components
on a Microsoft Windows x64 Platform for information on installation and configuration requirements for these Agents.

o The Microsoft Exchange 2003 and 2007 Mailbox and Public Folder-based Agents can be installed in two ways:

O directly on the Microsoft Exchange Server computer
O as Proxy Agents on a separate computer running a supported 32-bit operating system

NOTES ON OUTLOOK OWA PROXY ENABLER INSTALLATION

Prior to configuring Web Access for Exchange 2007 Mailbox/Public Folder Archiver, Exchange WebProxy Archiver Agent, or OWA Proxy Enabler, ensure that the
Client Access Role has been configured on the Exchange Server.

NOTES ON OUTLOOK ADD-IN CLIENT INSTALLATION

For Windows clients, JRE 1.7.0_17 is installed automatically with the Outlook Add-In software if it is not already installed.

.NET Framework is needed to support RPC over HTTP connection mode, as well as support for the Exchange Offline Mining Tool. It is not automatically installed
by the MSI package and must be manually installed.

Update 331320 must be installed on the client in order to use RPC over HTTP. Contact Microsoft Product Support Services and refer to KB 331320 to obtain
this patch.

The Microsoft Visual C++ 2008 Redistributable Package is not automatically installed for MSI installs. However, the required subset of files from Microsoft
Visual C++ 2008 Redistributable Package are provided as part of the software and therefore, manual installation is not required.

DISCLAIMER

Minor revisions and/or service packs that are released by application and operating system vendors are supported by our software but may not be individually listed in our System
Requirements. We will provide information on any known caveat for the revisions and/or service packs. In some cases, these revisions and/or service packs affect the working of our software.
Changes to the behavior of our software resulting from an application or operating system revision/service pack may be beyond our control. The older releases of our software may not support
the platforms supported in the current release. However, we will make every effort to correct the behavior in the current or future releases when necessary. Please contact your Software

Provider for any problem with a specific application or operating system.

Additional considerations regarding minimum requirements and End of Life policies from application and operating system vendors are also applicable
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Deployment - Exchange Server Agents

PLANNING YOUR INSTALLATION

The Microsoft Exchange Server Agents can be installed individually or in any combination. However, your installation options will differ depending on your
environment and the combination of Agents you intend to install.

To ensure you select the appropriate installation option for your environment, first compile the following information:

EXCHANGE AGENTS TO BE INSTALLED

For complete protection, it is recommended all Agents be installed in your

environment.

EXCHANGE SERVER VERSION
The Exchange Server Version can be 2010, 2007, or 2003.

WILL THE AGENTS BE INSTALLED ON THE EXCHANGE

SERVER?

You can install Agents on the Exchange Server or another computer

(Non-Exchange Server). The Database iDataAgent, however, must be
installed on the Exchange Server.

IS THE COMPUTER 32-BIT OR 64-BIT?

Whether installing on the Exchange Server or a Non-Exchange Server,
the bit-rate can be 32-bit or 64-bit.

WHAT VERSION OF OUTLOOK IS INSTALLED ON THE

COMPUTER?

Outlook must be installed on the computer for all Agents except the
Database iDataAgent and can be version 2010 or 2007.

IS THE OUTLOOK VERSION 32-BIT OR 64-BIT?
The Outlook bit-rate can be 32-bit or 64-bit.

WILL YOU BE INSTALLING THE AGENTS IN A
CLUSTERED ENVIRONMENT?

INSTALLATION OPTIONS

Once you have compiled the above information, choose the appropriate installation procedure as described in the tables below.

EXCHANGE SERVER 2013

SERVER SETUP

OUTLOOK
VERSION

INSTALLATION PROCEDURE

SUPPORTED AGENTS

INSTALLING ON THE

EXCHANGE SERVER

64-bit Exchange
Server

N/A

Install the 64-bit Exchange Agents for Exchange Server 2013

Database Agent for Database Availability

Group (DAG) Configuration

EXCHANGE SERVER 2010

SERVER SETUP

OUTLOOK
VERSION

INSTALLATION PROCEDURE

SUPPORTED AGENTS

INSTALLING ON THE

EXCHANGE SERVER

64-bit Exchange
Server

Outlook 2010 64-bit

Install the 64-bit Exchange Agents for Exchange Server 2010
or 2007

Database, Mailbox, and Public Folder
iDataAgents

Compliance, Mailbox, and Public Folder
Archivers

64-bit Exchange
Server

Outlook 2010/2007
32-bit

Install the 32-bit Exchange Agents for Exchange Server 2010
or 2007

Database, Mailbox, and Public Folder
iDataAgents

Compliance, Mailbox, and Public Folder
Archivers
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64-bit Exchange
Server

N/A

Install the 64-bit Exchange Agents for Exchange Server 2010
or 2007

Database Agent for Database Availability
Group (DAG) Configuration

INSTALLING ON A NON-EXCHANGE SERVER

32-bit Non-Exchange
Server

Outlook 2010/2007
32-bit

Install the 32-bit Exchange Agents on a Non-Exchange Server

Mailbox and Public Folder iDataAgents

Compliance, Mailbox, and Public Folder
Archivers

64-bit Non-Exchange
Server

Outlook 2010/2007
32-bit

Install the 32-bit Exchange Agents for Exchange Server 2010
or 2007

Mailbox and Public Folder iDataAgents

Compliance, Mailbox, and Public Folder
Archivers

64-bit Non-Exchange
Server

Outlook 2010 64-bit

Install the 64-bit Exchange Agents for Exchange Server 2010
or 2007

Mailbox and Public Folder iDataAgents

Compliance, Mailbox, and Public Folder
Archivers

EXCHANGE S

ERVER 2007

SERVER SETUP

OUTLOOK
VERSION

INSTALLATION PROCEDURE

SUPPORTED AGENTS

INSTALLING ON THE

EXCHANGE SERVER

64-bit Exchange
Server

Outlook 2010 64-bit

Install the 64-bit Exchange Agents for Exchange Server 2010
or 2007

Database, Mailbox, and Public Folder
iDataAgents

Compliance, Mailbox, and Public Folder
Archivers

64-bit Exchange
Server - Cluster

Outlook 2010 64-bit

Install the 64-bit Exchange Agents for Exchange Server 2010
or 2007 - Clustered Environment

Database, Mailbox, and Public Folder
iDataAgents

Compliance, Mailbox, and Public Folder
Archivers

64-bit Exchange
Server

Outlook 2010/2007 32-
bit

Install the 32-bit Exchange Agents for Exchange Server 2010
or 2007

Database, Mailbox, and Public Folder
iDataAgents

Compliance, Mailbox, and Public Folder
Archivers

64-bit Exchange
Server - Cluster

Outlook 2010/2007 32-
bit

Install the 32-bit Exchange Agents for Exchange Server 2010
or 2007 - Clustered Environment

Database, Mailbox, and Public Folder
iDataAgents

Compliance, Mailbox, and Public Folder
Archivers

INSTALLING ON A NON-EXCHANGE SERVER

32-bit Non-Exchange
Server

Outlook 2010/2007
32-bit

Install the 32-bit Exchange Agents on a Non-Exchange Server

Mailbox and Public Folder iDataAgents

Compliance, Mailbox, and Public Folder
Archivers

64-bit Non-Exchange
Server

Outlook 2010/2007
64-bit

Install the 64-bit Exchange Agents for Exchange Server 2010
or 2007

Mailbox and Public Folder iDataAgents

Compliance, Mailbox, and Public Folder

Archivers

EXCHANGE S

ERVER 2003

SERVER SETUP

OUTLOOK VERSION(INSTALLATION PROCEDURE

SUPPORTED AGENTS

INSTALLING ON THE

EXCHANGE SERVER

Exchange Server

Not Required

Install the Exchange Agents on Exchange Server 2003

Database, Mailbox, and Public Folder
iDataAgents

Compliance, Mailbox, and Public Folder
Archivers

Exchange Server -
Cluster

Not Required

Install the Exchange Agents on Exchange Server 2003 -
Clustered Environment

Database, Mailbox, and Public Folder
iDataAgents

Compliance, Mailbox, and Public Folder
Archivers

INSTALLING ON A NON-EXCHANGE SERVER

Non-Exchange Server

Outlook 2010/2007 32-
bit

Install the Exchange Agents for Exchange Server 2003 on a
Non-Exchange Server

Mailbox and Public Folder iDataAgents

Compliance, Mailbox, and Public Folder
Archivers
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Install the 64-bit Exchange Agents for Exchange Server 2010
or 2007

Follow the steps given below to install Exchange Agents on one of the following:

® 64-bit Exchange Server 2010
e 64-bit Exchange Server 2007

® 64-bit Non-Exchange Server

WHERE TO INSTALL

The Exchange Agents can be installed in one of two ways:

« Previous | Mext »

e Directly onto the Exchange Server. This method is referred to as an on-host installation and is useful if you want to preserve hardware resources.

e On a separate computer with connectivity to the Exchange Server. This method is referred to as an Non-Exchange Server installation and is useful if you

want to offload the memory and processing resources required for backups and restores from the Exchange Server.

Install the Exchange Agents on all the nodes on which backups have to be run in a DAG configuration.

INSTALLATION RELATED TOPICS

The software can be installed using one of the following methods: Download Software Packages
Provides step-by-step procedure to download the latest

METHOD 1: INTERACTIVE INSTALL packages for software install.

Use this procedure to directly install the software from the installation package or a System Requirements

network drive. Verify that the computer in which you wish to install the
software satisfies the System Requirements.

METHOD 2: INSTALL SOFTWARE FROM COMMCELL CONSOLE Firewall

Use this procedure to remotely install the software on a client computer. Provides comprehensive information on firewall.

PREREQUISITES

If you are installing the Exchange Agents on a 64-bit off-host proxy computer, perform the following pre-requisite task before installing these agents:

Ensure that the proxy computer has been added to the same Domain in which the Exchange Server 2007 resides.

e Install Microsoft Outlook 2007 or higher on the off-host proxy computer in order to supply the software drivers necessary for Exchange-based agents to

function in an off-host proxy configuration.

FOR EXCHANGE SERVER 2010

o Ensure that the mail-enabled user is a member of the Local Administrator Group and have rights to all mailboxes on the server.

Ensure that the service account is a member of Organization Management group.

To assign full access follow the steps given below:

Using ADSIEDIT navigate to Configuration | Services | Microsoft Exchange.

Right-click your organization name, click Properties | Securities and click the Advanced tab.
Click Edit to modify the permissions set for Organization Management group.

Click to select Full Control, Receive As and Send As permissions and wait for replication.
Click the Effective Permission tab and Select the name of the backup account.

The backup account should display the following as selected:
Full Control

All Extended Rights

Send As

Receive As

Start the PowerShell and type the following to add the backup account so it has full control over all the databases:

Get-MailboxDatabase -server (server name) | Add-ADPermission -user "backup account" -ExtendedRights Receive-As

Run the above PowerShell every time a new database is added.
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e Navigate to the Exchange Management Console, right-click the <mailbox> and click Manage Full Access Permissions to view the mailbox listed under Full
Access Permissions.

FOR EXCHANGE SERVER 2007
e Service account should be a member of Exchange Organization Administrators group.

o Ensure that the mail-enabled user is a member of the Local Administrator Group and have rights to all mailboxes on the server.

METHOD 1: INTERACTIVE INSTALL

1. Log on to the computer using an account with the following privileges:
e Administrator of the local computer
e Administrator of the Exchange Server

Run Setup.exe from the Software Installation Package.

3. Select the required language.
Click Next.
Select the language you will use during installation.
4. Select the option to Install Calypso on this 64-bit computer.
Your screen may look different from the example shown.

= Install Software on this 64-bit computer

= Advanced options

€ View Install Quick Start Guids (Requires Adobe Actobat Rleadsr]
€ Install Adobe Acrabat Fieader

S Exit

5. Select I accept the terms in the license agreement. _

i License Agreement
Click Next. Please read the following License Agreement. Press
the PAGE DOWN key to view the entire agreement

End User License and Limited Warranty Agreement

Software Release 9.0.0

(including Microsoft® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)

NP D D VR

(& | accept the terms in the license agreement

" 1 do not accept the terms in the license agreement.
Installer

< Back Next > Cancel

6. To install the Exchange iDataAgents expand Client Modules | Backup &
Recovery | Exchange, and select one or more of the following:

o Exchange Database iDataAgent

e Exchange Mailbox iDataAgent

o Exchange Public Folder iDataAgent

To install the Exchange Archiver Agents, expand Client Modules | Archive
Management, and select one or more of the following:

o Exchange Compliance Archiver

o Exchange Mailbox Archiver Agent

e Exchange Public Folder Archiver Agent
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Click Next. pooter ____________K]

Select Platforms
Select the platforms you want to configure.

For Non-Exchange Server, Exchange Database iDataAgent will not be

applicable.
= Q A | Move the pointer over a
= © Common Technology Engine platform name to see a
description of the platform and
* @ CommServe Modules e o N B
# © CommCell Console disabled.
+ @ Mediadgent Modules
= @ Client Modules :
¥ O Backup & Recovery DiskSpace
# 2 Content Indesing and Search (Req/Recommended)
# 0 Web Based Search & Browse Installation Folder:
# © Archive Management 0MB/ 0MB
# O ConfinuousDataReplicator = "
# 0 SAM .
# O Supporting Modules EE
% 0 Tools v
e Special Registry Keys In Use
I Install Agents for Restore Only <Back | | cancel |

7. If this computer and the CommServe is separated by a firewall, select the Configure

firewall services option and then click Next. Firewall Configuration

Configure firewall services

For firewall options and configuration instructions, see Firewall Configuration and
continue with the installation.

If there is a firewall between this machine and the CommServe, configure firewall services below.

If firewall configuration is not required, click Next.

I™ Configure firewall services

.
.
~
Installer
8. Enter the fully qualified domain name of the CommServe Host Name. Installer X
Click Next CommServe Name

Specify the CommServe computer name and host
name

Do not use space and the following characters when specifying a new
name for the CommServe Host Name: CommServe Client Name

\I" ~@#$% &> ()+=<>/?,[1{};"

CommServe Host Name

{Enter a walid, fuly-qualiied, IF host name; for example:
TyCOmpUte! MyGompany. com)

‘mycnmpulel MPCOmpany. com

Irstaller

< Back Wt > cancel |
5. CickNext

Communication Interface Name
Setup wil configurs the communication paths.

Select a client name

=

Select an interface name that this computer will use to
communicate with the CommServe

audi. mycompany. com j

P Address{es for the selected host,

Installer

< Back Next > Cancel

10. Select Add programs to the Windows Firewall Exclusion List, to add CommCell
programs and services to the Windows Firewall Exclusion List.

Click Next.
This option enables CommCell operations across Windows firewall by

adding CommcCell programs and services to Windows firewall exclusion
list.

It is recommended to select this option even if Windows firewall is
disabled. This will allow the CommCell programs and services to function
if the Windows firewall is enabled at a later time.
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Windows Firewall Exclusion List

Allow programs to communicate through Windows
Firewa

Windows Firewall is ON
[V Add programs to the Windows Firewall Exclusion List

1f you plan on using Windows Firewall it is recommended to add the software programs to the

exclusion list.
Installer
<Back [ New> | Cancel |
11. Verify the default location for software installation. Installer X
Click Browse to change the default location. Destination Folder

Select the destination folder to install the program files.

Click Next.

e Do not install the software to a mapped network drive.

e Do not use the following characters when specifying the destination S
path: estination Folder

Click Nest to accept the default location, or click Browse to choose an altemate location.

EBrowse..

JiX?2N <> | #

It is recommended that you use alphanumeric characters only.

Drive List Space Required / Recammended
C a2BMB - 1394 ME /1670 ME
Installer

< Back Wt > concel |

12. Select a Client Group from the list. Installer 3]

Click Next Client Group Selection

: Select a client group for the client
This screen will be displayed if Client Groups are configured in the
CommCell Console.

The Client Group is alogical grouping of client machines
wihich havs the same associations at various lsvels ke
Schedule Policy, Activity Cantiol. Security and Reports

Client aroup:

Wene Selected
client_gioup

Installer

< Back Hewt s cancel |

13. Click Next. Installer, El

Schedule Install of Automatic Updates

Chaose when you want to schedule an install of the
downloaded updates

¥ Schedule Install of Automatic Updates

" Once
Time: 083112 FM

 ‘Weskly
& Monday  Tussday
© ‘Wednesday © Thursday
 Friday " Satuday
© Sunday

Installer

< Back Next » Caricel

14. Select a Storage Policy.
Click Next.
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Installer g|

Storage Policy Selection

Select a starage policy for the default subclient to be
backed up.

I Configure for Laptop or Deskiop Backup

Select a storage polioy from the pulldown list

Installer

< Back Nest > Cancel

If you do not have Storage Policy created, this message will be displayed.
Click OK.

You can create the Storage Policy later in step 24.

e If you are installing the Exchange Database iDataAgent on the Exchange Server, click Configure Exchange Database Specific Information.
e If you are installing the Exchange Agents on the Non-Exchange Server, skip to Configure Exchange Agents Specific Information.

‘CONFIGURE EXCHANGE DATABASE SPECIFIC INFORMATION

15. Select the backup type for Exchange Database backups. Choose either of the Installer X

following options, then click Next. Exchange Backup Options
o Differential - Specifies that each non-full Exchange Database backup secures all Flease select a default backup type

data that has changed since the last full backup. Transaction lobs are not purged.
e Incremental - Specifies that each non-full Exchange Database backup secures € Differenial Backs up changes b the Infarmation

only that data that has changed since the last backup of any type. Committed i 2nd Dipctow Seice shos thelast

transaction logs are purged. bansactioniogs

& Incremental Backs up changes in the Information

Store and Ditectoy Service since the last
Full backup or Incremental backup. The
cammitted Iransaction logs are then

purged.
Installer
< Back Next» concel |
16. Enter the user credentials to access the Exchange Server to perform the backup
operation, Enter Administrator account information

Enter Sdministrator account information

o The User Account must have Exchange Administrator privileges.

e The installation detects the domain name. If necessary, you can Pl
modify the domain name by specifying Windows domain that the |
Exchange Server resides in.

Account Password:

Domain
|E><EH

17. Click Next.
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Installer g|

Summary
Surmmary of install selectiors

Setup has snough information to start copying the program fiss. If you are satisfied with the
install settings, cick Next to begin capying files.

Destination Path = C:\Program Filesh
CommServe Host = mycomputer mycompany. com
Interface Mame = audi mycompary.com

Client =audi

Job Results Path = C:\Progiam Files\obRiesults
Global Filters = Use Cell level policy

Installer

< Back Hest > carcel |

18.  The install program displays a reminder to verify that Circular Logging is disabled [ statler.

before performing any database backup operations. To verify that Circular Logging is a

h i Flzase venfy that Greular Logaing is disabled befare performing any database
disabled: \) backup operations
e From Exchange System Manager, navigate to and expand the server that the

Database iDataAgent is being installed on.

e Verify that the Circular Logging check box has not been selected for each Storage
Group. If Circular Logging has been enabled for a Storage Group, disable it at this
time.

Click OK.

e If you are installing the Exchange Agents, then click Configure Exchange Agents Specific Information.
e If you are installing the Exchange Database iDataAgent, skip to Verify Summary of Install Options.

‘CONFIGURE EXCHANGE AGENTS SPECIFIC INFORMATION

19. Select Exchange Server Name and Exchange Server Version from drop-down
list. Exchange Server Name

Please provids Exchange server name

Click Next.

This screen will appear when you are installing Exchange Agents on Non-
Exchange Server.

Exchange Server

Exchange Server Mame:

Erchange_Server

Exchange Server Yersion

Imstaller

<Back [ Hets | Concel |

20. Click Next. Installer X
Summary
Summary of install selections

Setup has snough information to start copying the program fiss. If you are satisfied with the
install settings, cick Next to begin capying files.

Destination Path = C:\Program Filesh
CommServe Host = mycomputer mycompany.com
Interface Mame = audi mycompary.com

Client =audi

Job Results Path = C:\Progiam Files\obRiesults
Global Filters = Use Cell level policy

Installer

< Back Next > Cancel

21. Enter the following Exchange Administrator information then click Next.

e Account Name - Domain user account created with the exchange server
administrator permissions. Do not include the domain name here.

e Account Password - The password assigned to the domain user.
e Mailbox Name for this Account - Mailbox associated with the user above.

o Profile Name - Specify profile name to be created during agent install. This profile
is associated with the domain user's mailbox.
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o Exchange Server Name - Name of the Exchange Server that the agent will
communicate with for data protection and recovery operations.

Enter the Mailbox Role Server name (NetBIOS). After installation configure the
roles as described in Configure Mailboxes in Database Availability Group (DAG)
Servers.

e Domain - The installation detects and enters a domain name. If necessary, modify
the domain name by specifying Windows domain that the Exchange Server resides

in.

Installer

Exchange Administrator Account
Information
Mailbox and Profile information

the information suppied

Account Name:

Please enter the Exchange account information required below. & news profile will be created with

Profile Name:

Account Password:

Exchange Server Name:

Mailbox Name for this Account: Damain:
Installer
< Back Mext > Cancel
VERIFY SUMMARY OF INSTALL OPTIONS
22. Click Next. Installer X
Schedule Reminder
Job schedule creation reminder
Flease note:
*You still need to create a Job Schedule for each iDatatgent that has been installed on
this client computer.
Job Schedules are requited to allow the iDatahgents to perform automated backup
and restore operations,
Job Schedule creation can be accomplished through the CommCel Console
administration interface.
Installer
23. Click Finish. Installer El
Completion Report
Setup complete
Soltware: installation completed successfully. =l
Wisit the website below to download latest Updates and Service Packs.
Click. Finish to complete Setup.
|
Installer
Technical Support Websits
J4E3-  If you already have a storage policy selected in step 14, Click Mext » button available
cnoice At the bottom of the page to proceed to the Configuration section.
If you do not have Storage Policy created, continue with the following step.
24. Create a Storage Policy: appl - ConmCelComole

1. From the CommCell Browser, navigate to Policies.

2. Right-click the Storage Policies and then click New Storage Policy.

3. Follow the prompts displayed in the Storage Policy Wizard. The required options
are mentioned below:

O Select the Storage Policy type as Data Protection and Archiving and click
Next.

O Enter the name in the Storage Policy Name box and click Next.
O From the Library list, click the name of a disk library to which the primary
copy should be associated and then click Next.

Ensure that you select a library attached to a MediaAgent operating in the
current release.

o From the MediaAgent list, click the name of a MediaAgent that will be used
to create the primary copy and then click Next.

O For the device streams and the retention criteria information, click Next to
accept default values.

8 Storage polces

@ sppe > [ poices > B storage oles >

1vE

E=r)

Home e

o T of Cols_incementl | Oostpn e S ¥|
o emsto degoy A

5 Replication Polcies
& Schedulepolcies

e el
@ B0 sibcent Strage Poley

1

‘Eathrrm 2 Mﬁ\nba\nml:&N‘ ‘
(5 1 Repors
e vl S Asosstors

- 3

Create Storage Policy Wizard

Create Storage Policy Wizard

This wizard guidesyou hough e cration of
aStorage Poliyand s rmary Copy
Press Nedto contue

2 ComncalBronser.

5 agents

2| @ cortont | B surmary

Cors_cn | i
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25.

O Select Yes to enable deduplication for the primary copy.
O From the MediaAgent list, click the name of the MediaAgent that will be used
to store the Deduplication store.

Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

O Review the details and click Finish to create the Storage Policy.

Enable the following registry key to create job specific profiles:

e From the CommCell Browser, navigate to Client Computers.

e Right-click the <Client> in which you want to add the registry key, and then click
Properties.

e Click the Registry Key Settings tab.

e Click Add.

e Enter CreateProcessSpecificProfile in the Name field.

e Enter MSExchangeMBAgent in the Location field. (For Exchange Mailbox
iDataAgent).

Enter MSExchangeDMAgent in the Location field. (For Exchange Mailbox
iDataAgent).

e Enter REG_DWORD in the Type filed.

e Enter 1 to enable and 0 to disable the key in the Value field.

e Click OK.

METHOD 2: INSTALL SOFTWARE FROM COMMCELL CONSOLE

1.

2.

From the CommCell Browser, select Tools, point to Add/Remove Software, and
then click Install Software.

Click Next.

Select Windows.

Click Next.

murphy - CommCell Console

File  View (( Tools

Instail Wizard

Click Next to continue.

CG=) »

- Summary
=
il m Browse & Recover,
£ Commcel Job Contraller |# murphy x Job Controller X 4P
Era— s Y=
Scheduer.. murphy >
o B scheduler,
& @ Cliert (2] Event viewer 8 & @ o
= C"‘-’”ﬂfu lnl Reports... dlent dent Securty
Computer computers
- secury] @ ControlPanel et
& gitmag E 4
13 Policies| @ bt Replication Moritor
& 4| Report 2
& 4 Conter Ty ol =]
() AddRemove Software », Tnstall Lipdates ntert
rector
Remove Updates 3
Inztal Scftwars
Upgrade Software
Download Software
Copy Software
AddjRemave Software Configuration
& CommeCell Browsar
% Agents
murphy | adin
Installer X

This wizard guides you through the steps required ta install software on compiters.
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Installer X

O Unix and Linux

B 5ave As Script Finish

4. Select Manually Select Computers. Installer X
Click Next. Select how fo discover the computers for instailing the software

© Hanually select computers
Software wil be installed orly on the selected lit of computers.,

© dutomatically discover computers
Computers wil be discovered when the job runs,

5. Enter the fully qualified domain name of the computer on which you have Exchange

Server. Enter the host names of the computers
st th ot e o thecoukrs, o o o
For example: win08ex07.idclab.loc it

Click Next.

o> ] [ @ swessa ;

6. Click Next. Installer =
Seject Software Gache

To use current Client or Clisnt Group Softwars Cache settings, dlick Next. To override Software Cache ssttings check.
Override Softare Cache and select the Software Cache to be used,

[C] Override Software Cache

murphy. domain, company.com

P rson | [rom

7. Specify User Name and Password that must be used to access the computer.

Click Next.
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10.

11.

To install the Exchange iDataAgents expand Client Modules | Backup &
Recovery | Exchange, and select one or more of the following:

o Exchange Database iDataAgent
o Exchange Mailbox iDataAgent
e Exchange Public Folder iDataAgent

Click Next.

For Non-Exchange Server, Exchange Database iDataAgent will not be

applicable.

e Select Client Group from Available and click Add.
e Select a Storage Policy from the drop-down list. Click Next.

NOTES:

e Select the Configure for Laptop or Desktop Backup option to install Backup
Monitor utility. This utility allows you to view the backup job summary from the
client computer without opening the CommCell Console. See Monitor - Laptop User

for more information.

Type the Agent Specific Settings information.
Click Next.

Click Next.

aller

Enter Account Information

multple: clients, the user should have access to al dients.

The speified account should have administrative access ta the computer. IF you are instaling

User Name:

Example: domainusername

Passwiord: [

Confirm Password: ‘

»

Cancel

Installer

Select Package(s) to Install

0] 501 Server Datangent

0 WSt Datangent
3 Documentum Agent:
Bl
8 Echonge Database Dataagert
8 Exchange b Datagent
8 Exchange Pubic Folder Dataagert
(0 Exchange Wieb Fkder Datahgent
3 Exchange Offne tiing Tcl
=3 Lotus Notes
[ Lotus Notes Database iDataAgent
[ Lotus Notes Document Datadgent
=6 Sharepet
[ Sharepcint Dtagent
=63 Cantent Indesing and search
O online Content Indexing
[ Online Cantent Indexing For Exchange.
= 3 Avcive anagement:
0 harepcnt achiver gent
3 Domino o rchiver Agent:
O Lotus Notes Add-In Chent
0 Exchange Conlnce rchiver
0 Exchange Weberoxy Archiver Agert
(3 Exchange Pule Flder chiver Agent
3 Exchange Malbox Archiver Agent

(o) (5] »

Installer

Enter Recommended Settings for the selected Software

Recommended Settings
 Client Groups

Avalable: Selected;

Laptop Laptop Backup

dd Al >>
<<Remave Al

iobal Fiters Use Celllevel polcy

] Configure For Laptop Backups

Storage Polcy ta use:

e

Installer

Enter the Install Options for the selected Software
Aoent SpecicSatigs
= Components
= ExchangeServer Information (Optional)
Servertane | winogenci?
= Exchange Profile (Optional)
UseeAccont
o Name:
ot e
= Exchange Database (Optional)
s g |
O Diferental Backup.

© tnaremertalBackup

oo ] [, (3
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ool ®

Enter Additional Install Options

= Installer Flags
nsall Updtes
[ Reboot (Frequiec)
[CJKil Browser Processs (F required)
[Jignore Running Jobs.
] stop Orece Services (F required)
T skipclents thatare eady prtofthe CommCellcompanent
Advanced Options
Deete Packages After Instal
Tgnore ChenifHost Name Conflct

Install et Log Losation

[ install Agents For Restore Only
Optional Settings

= JobResult Directory

Path

cioport a0l
i szl

sl Orectey ]

Log Fle Location |

Commserve HostName. ]

12, Select Immediate. stallen 5]

Click Next. Please Select When To Run The Job

Job Initiation

(&) Immediate

Rur this job now

) schedule

= »
13 Click Finish.

Summary

case vty nd ek i torur the b nmecizeh o ip 0 cave te o cptons 2 3 e,
A
Ctint nstal Option 2

Select Type Of Installation: Windows
Select Type Of Client Discovery: Manialy ssect corputers

p installed: Yes
Reuse Active Directory credentials: No
Client Anthentication fo Job

User Name: IDCLAP\adtuiisestor
Password: ++*

Install Fags g
Tnstall Updates: Yes

Reboot (if required): 1o

Kill Browser Processes (if required): No

Ignore Running Jobs: o

$top Oracle Services (I required): No

Skip cliens that are already part o the CommCell component: No
Delete Packages After Install: No

Ignore Cliznt/Host Name Conflict: Ve

Install Agents For Restore Only: No

Clint Cormpostion

Override Software Cache: No

tex: > B save s seript Fiish Cancel

14. You can track the progress of the job from the Job Controller or Event Viewer eFr— e
window. = J‘
‘"P:mr B> Fleying Furin. —
B 4
] S ommmooo WD IICLIITULII

P (B g ot e, Hope, 5, W v s 205

15. Once the job is complete, right-click the CommServe computer, click View and then
click Admin Job History.
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idol.testlab.commvault.com - CommCell Console

& apple x @
& opple > *Og
Job History Q o [ [
Cortra el Gt sty e bokes
g . ooTis 3| Computers Resources v
) A File System Users Logged In [}
L a“‘f ;;':;"‘ e Schedes E-E)
B T Flo 3ystem Pl b1 Operation Clert Co... AgentType  Sublert b Typer ¢ Phas 3
& A Virtual Server 2 Data Aging NA &
# O Security _
K ﬂv” < ¢
&l Polcies [ 1 Pause P Playing Runnin
- lal Reports
i {# Content Director [ Event Viewer x | §i§ Admin Job History x 4> @
7 v viwer (-
Severty EventID JbID  Date 1 Program Computer | Ev ¥
a =) 2108/31/2010 12:00:23 JobManager apple 1954
~ a E=-3 2108/31/2010 12:00:08 JobManager apple. 19:
ac. a 231 08/31/2010 11:52:42 EvMgrS apple. 3s:
| a 228 2008/31/2010 11:46:15 DistributeSoftware  apple. 68
i — 5
W Pause PPlaying  Information, Minor, Major, Critical, Maximum events shown: 200
8 object(s) apple | admin
16. Select Install/Upgrade/Remove Software. Admin Job History Filter ®
. Job Type
Click OK.
Qual O Data Aging O Export Media
O Auxiliary Copy O Inventory O Disaster Recovery Backup
O Data Verification O Offline Content Indexing O Erase Media
O Erase Backup/Archived Data O Drive Validation O Drive Cleaning
© Stamp Media O InstaljRemove Updates O Download/Copy Software
JO Disk Library Maintenance © SRM ReportsfActions
O Information Management © CommCell Export O CommCell Import
O Media Refreshing O Recover Store
[] Specify Time Range
Start Time End Time
Job Status
@Al © Completed O Failed O Killed
Number of Jobs
@ View All Jobs
©) Desired Number of Jobs :|
2
oK
1 H H 1 1 H H 1 . ‘Admin Job History apple % 4@
17. You can view the following details about the job by right-clicking the job: B i 3 v et
. s 2ob Type JbID  Sah Start Time. End Time: UserN... ErrorC... Storag.. Autom... Legal Legal ﬂ
e Items that succeeded during the job I T —— R TS TS T ~
. . . et b,
e Items that failed during the job Vewtvens
e Details of the job
senons a
e Events of the job T

e Log files of the job

18.
Enable the following registry key to create job specific profiles:

e From the CommCell Browser, navigate to Client Computers.
e Right-click the <Client> in which you want to add the registry key, and then click

Properties.
e Click the Registry Key Settings tab.
e Click Add.

e Enter CreateProcessSpecificProfile in the Name field.

e Enter MSExchangeMBAgent in the Location field. (For Exchange Mailbox
iDataAgent).

Enter MSExchangeDMAgent in the Location field. (For Exchange Mailbox
iDataAgent).

e Enter REG_DWORD in the Type filed.
e Enter 1 to enable and 0 to disable the key in the Value field.
e Click OK.

| € Previous | Mext » |
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Install the 64-bit Exchange Agents for Exchange Server 2007 -
Clustered Environment

« Previous | Mext »

Follow the steps given below to install the 64-bit Exchange Agents on Exchange Server 2007 or on Non-Exchange Server in a clustered environment.

WHERE TO INSTALL RELATED TOPICS

The Exchange Agents can be installed in one of two ways:
: . . . . Download Software Packages
e Directly onto the Exchange Server. This method is referred to as an on-host installation and  p. .\ ides step-by-step procedure to download the latest

is useful if you want to preserve hardware resources. packages for software install.

e On a separate computer with connectivity to the Exchange Server. This method is referred System Requirements
to as an Non-Exchange Server installation and is useful if you want to offload the memory Verify that the computer in which you wish to install the
and processing resources required for backups and restores from the Exchange Server. softvx)lare satisfies the System Requyirements.

Firewall
Provides comprehensive information on firewall.

PREREQUISITES
If you are installing the Exchange Agents on a 64-bit off-host proxy computer, perform the following pre-requisite task before installing these agents:

e Ensure that the proxy computer has been added to the same Domain in which the Exchange Server 2007 resides.
e Install Microsoft Outlook 2007 or higher on the off-host proxy computer in order to supply the software drivers necessary for Exchange-based agents to
function in an off-host proxy configuration.

The below mentioned prerequisites are for Mailbox Agents only. Ensure that you have the following:

e Service account is a member of Exchange Organization Administrators group.
e The mail-enabled user is a member of the Local Administrator Group and have rights to all mailboxes on the server.

e Ensure that you assign full access to all mailboxes on the server. For details, see How do I Assign Full Access to All Mailboxes on a Server.

INSTALL PROCEDURE

1. Log on to the computer using an account with the following privileges:
e Administrator of the local computer
e Administrator of the Exchange Server

2. Run Setup.exe from the Software Installation Package.
3. Select the required language.
Click Next.
Select the language you will use during installation
4. Select the option to Install Calypso on this 64-bit computer.
NOTES:

e Your screen may look different from the example shown.

= Install Software on this B4-hit computer

= Atvanced options

€ View Install Quick Start Guide (Requires Adobe Acrobat Reader)
2 Install Adobe Acrobat Readsr

S Exit
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5. Select I accept the terms in the license agreement. _

i License Agreement
Click Next. Please read the following License Agreement. Press
the PAGE DOWN key to view the entire agreement

End User License and Limited Warranty Agreement

Software Release 9.0.0

(including Microsoft® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)

Tl Thanas T dmmmern & mammssenned

(& | accept the terms in the license agreement

" 1 do not accept the terms in the license agreement.
Installer

<Back | New> | Cancel |

6. Select Configure a Virtual Server. Installer 3]

H Cluster Type Selection
Click Next. Configure the Physical Node or a Vitual Server

Configuation Op
" Configure the Physical nods

' Canfigure aXitual server

¢Back Concel |

7. Select the disk group in which the virtual server resides. Installer 3]

Click Next. Virtual Server Selection

Select the witual server you would like to configure

Chase from the following list of disk graups
configured on this chister.

<Back [ Mews | Concel |

8. To install the Exchange iDataAgents expand Client Modules | Backup & _

Recovery | Exchange, and select one or more of the following: Select Platforms
. Exchange Database iDataAgent Select the platforms you want to configure.
o Exchange Mailbox iDataAgent .
-0 | Move the pointer over a
e Exchange Public Folder iDataAgent = @ Common Technology Engine sl et
+ @ CommServe Modules teasons why it may be
. - - - # 1 CommCell Console disabled.
To install the Exchange Archiver Agents, expand _Cllent Modules | Archive 5 @ ModaAgent Modkles eable
Management, and select one or more of the following: = O Client Modules e
# 0 Backup & Recovery B "mpm —
i i # 2 Content Indexing and Search STecunenUe
M EXChange compllance ArChlver # [ Web Based Search & Browse Installation Folder:
e Exchange Mailbox Archiver Agent ) Q Archive Management L
% 0 ContinuousDataReplicator T
e Exchange Public Folder Archiver Agent & & SAM '
% 1 Supporting Modules OME OME
. + O Tools v
Click Next. Special Registty Keys In Use
Installer
For Non-Exchange Server, Exchange Database iDataAgent will not be I Install Agents for Restore Only <Back Cancel
applicable.
9. If this computer and the CommServe is separated by a firewall, select the Configure

firewall services option and then click Next.

For firewall options and configuration instructions, see Firewall Configuration and
continue with the installation.

If firewall configuration is not required, click Next.
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Installer. g]

Firewall Configuration
Configure firewall services

If there is a firewall between this machine and the CommServe, configure firewall services below.

I™ Configure firewall services

5
~
-
Installer
__Next D) Cancel
10. Enter the fully qualified domain name of the CommServe Host Name. Installer X
Click Next CommServe Name

Specify the Commervs computer name and hast
name

Do not use space and the following characters when specifying a new
name for the CommServe Host Name: CommServe Client Mame
A" @ #$9% A& ()= <>/2, (13, ‘
CammServe Host Name

[Enter a walid, fuly-qualfied, IP host name; for example:
myeampuler. mycampany. com]

[mpcamputer mpcompany. com

Installer

< Back Hest > Carcel |

11. Click Next. Installer, El

Communication Interface Name
Setup will configure the communication paths.

Select a client name

=

Select an interface name that this computer will use to
communicate with the CommS erve:

audi. mycompany.com ~|

P Adcess{es) for the selected host

Irstaller

< Back et » concel |
12.  Select Add programs to the Windows Firewall Exclusion List, to add CommCell _

programs and services to the Windows Firewall Exclusion List. Windows Firewall Exclusion List
Allow programs to communicate through Windows
Click Next Fi
ic ext. irewall

This option enables CommCell operations across Windows firewall by Windows Firewallis ON
adding CommcCell programs and services to Windows firewall exclusion
list IV Add programs to the Windows Firewall Exclusion List
It is recommended to select this option even if Windows firewall is 1f you plan on using Windows Firewall it recommended to add the software programs to the
disabled. This will allow the CommCell programs and services to function cichton ft

if the Windows firewall is enabled at a later time.

Installer

< Back I Next > I Cancel

13. Verify the default location for software installation.
Click Browse to change the default location.

Click Next.

e Do not install the software to a mapped network drive.

e Do not use the following characters when specifying the destination
path:

[ <> | #
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taller El

It is recommended that you use alphanumeric characters only. Destination Folder

Select the destination folder ta instal the program files.

Click Next to acoept the default location, or click Browse to choose an altenate location.

Destination Folder

Browse

Drive List Space Required ¢ Recommendad
C S2EME - 1394 ME /1670 MB
Installer

< Back Hewt s cancel |

14. Select a Client Group from the list. Installer X
Click Next. Client Group Selection

Select a client group for the client

This screen will be displayed if Client Groups are configured in the
CommCell Console.

The Client Graup s alagical grauping of client machines
which have the same associations at various levels ke
Schedule Policy, &etivity Control, Security and Reports

Dliert arougs:
Mo Soleoted
chent_aroup
Irstaller
< Back Wt > concel |
15. Click Next. Installer X

Schedule Install of Automatic Updates

Choose when you want to scheduls an install of the
downloaded updates

Iv Scheduls Install of Automatic Lpdates

© Dnce
Time: 083112 PM

& weekly
& Monday © Tuesday
" ‘Wednesday © Thursday
 Fiiday © Saturday
' Sunday

Installer

< Back Hewt s cancel |

16. Select a Storage Policy. Installer X

Click Next. Storage Policy Selection

Select a starage policy for the default subclient to be
backed up.

I~ Configure for Laptop or Deskiop Eackup

Select a starage policy from the pull-down list,

Irstaller

< Back Wt > concel |

If you do not have Storage Policy created, this message will be displayed. vy =
Click OK.

You can create the Storage Policy later in step 31.

PPV S Te— | e —

e If you are installing the Exchange Database iDataAgent on the Exchange Server, click Configure Exchange Database Specific Information.
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e If you are installing the Exchange Agents on the Non-Exchange Server, skip to Configure Exchange Agents Specific Information.

‘CONFIGURE EXCHANGE DATABASE SPECIFIC INFORMATION

17. Select the backup type for Exchange Database backups. Choose either of the Installer X

following options, then click Next. Exchange Backup Options
o Differential - Specifies that each non-full Exchange Database backup secures all Flease select a default backup type

data that has changed since the last full backup. Transaction lobs are not purged.
e Incremental - Specifies that each non-full Exchange Database backup secures € Differenial Backs up changes b the Infarmation

only that data that has changed since the last backup of any type. Committed B o gt Serice snee thelast

transaction logs are purged. bansactioniogs

& Incremental Backs up changes in the Information

Store and Ditectoy Service since the last
Full backup or Incremental backup. The
cammitted Iransaction logs are then

purged,
Installer
< Back Next» concel |
18. Enter the user credentials to access the Exchange Server to perform the backup
operation, Enter Administrator account information

Enter &dministrator account information
e The User Account must have Exchange Administrator privileges.

e The installation detects the domain name. If necessary, you can Account Name:
modify the domain name by specifying Windows domain that the |
Exchange Server resides in.

Account Password:

Domain
|E><EH

Summary
Summary of install selections

Setup has enough information to start copying the program fies. If you are satisfied with the
install seftings, ick Next to begin copying fles.

Destination Path = C:\Program Files
CommServe Host = mycanputer mycompany. com
Interface Mame = audi.mycompany. com

Client =audi

Job Results Path = C:\Program FilestJ obResults
Global Filkers = Use Cell level policy

Irstaller

< Back Wt > cancel |

20. The install program displays a reminder to verify that Circular Logging is disabled e

before performing any database backup operations. To verify that Circular Logging is o

§ ) Plesse verfy that Greular Logaing is deabled before performing any database

disabled: backup operations

e From Exchange System Manager, navigate to and expand the server that the
Database iDataAgent is being installed on.

e Verify that the Circular Logging check box has not been selected for each Storage
Group. If Circular Logging has been enabled for a Storage Group, disable it at this
time.

Click OK.

e If you are installing the Exchange Agents, then click Configure Exchange Agents Specific Information.
e If you are installing the Exchange Database iDataAgent, skip to Install Remaining Cluster Nodes.

‘CONFIGURE EXCHANGE AGENTS SPECIFIC INFORMATION

21. Select Exchange Server Name and Exchange Server Version from drop-down
list.
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Tnstaller [ ]

Exchange Server Name
Please provide Exchange server name

Click Next.

This screen will appear when you are installing Exchange Agents on Non-
Exchange Server.

Exchange Server

Exchangs Server Name:

Exchange_Server

Exchange Server Yersion

Installer

¢Back | Hets | Cancdl |

22, Click Next. Installer El

Summary
Summary of install selections

Setup has enough information to start copying the program fies. If you are satisfied with the
install seftings, ick Next to begin copying fles.

Destination Path = C:\Program Files
CommServe Host = mycanputer mycompany. com
Interface Mame = audi.mycompany. com

Client =audi

Job Results Path = C:\Program FilestJ obResults
Global Filkers = Use Cell level policy

Irstaller

< Back Wt > cancel |

23. Enter the following Exchange Administrator information then click Next. Installer X
e Account Name - Domain user account created with the exchange server IExfchanu_e Administrator Account
nformation

administrator permissions. Do not include the domain name here.

Mailbox and Profile information

e Account Password - The password assigned to the domain user.

Please enter the Exchange account information required below. & news profile will be created with

e Mailbox Name for this Account - Mailbox associated with the user above. the information suppled.
o Profile Name - Specify profile name to be created during agent install. This profile Account Name Profils Name
is associated with the domain user's mailbox. | |
e Exchange Server Name - Name of the Exchange Server that the agent will Account Password: Exchange Server Name:
communicate with for data protection and recovery operations. | |
e Domain - The installation detects and enters a domain name. If necessary, modify Mailbox bame for this Account Dornain:
the domain name by specifying Windows domain that the Exchange Server resides
in.

Installer

< Back Next > Cancel

INSTALL REMAINING CLUSTER NODES

24.  To install the software on the remaining nodes of the cluster, click Yes. _

To complete the install for this node only, click No. 9 wauld pau like to install the software o remaining nades an the cluster?
=7
25. Select cluster nodes from the Preferred Nodes list and click the arrow button to Installer 3]
move them to the Selected Nodes list. Cluster Node Selection

Select cluster nades to canfigure

Once you complete your selections, click Next.

~ Prefemed Nodes ~ Selected Nodes: i~ Configured Modes

e The list of Preferred Nodes displays all the nodes found in the fmclier? | E VMCLUSTERT -]
cluster; from this list you should only select cluster nodes configured
to host this cluster group server.

e Do not select nodes that already have multiple instances installed.

>

ElE ==

<
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26. Specify User Name and Password for the Domain Administrator account Installer X
Information to perform the remote install on the cluster nodes you selected in the Domain administrator account inf
previous step. Please provide domain administrator aceount
Click Next.

Domain Account Infarmation

User Name [<DOMAINSUSERS |

ILAB\Admin\slralm

Aceount Password:

cBack [ mes | Cancel

27. The progress of the remote install for the cluster nodes is displayed; the install can be [FTG_c- X
interrupted if necessary. —
You can stop remate install at any time. Installed clients will nat be uninstalled. Clients in

progress will continue installation, but their results will nat show comectiy.

Click Stop to prevent installation to any nodes after the current ones complete.

Click Advanced Settlngs to spe<:|fy any of the folIowmg: Clignt Marme Client Status | Start Time | End Time | Result Description
resl2

e Maximum number of nodes on which Setup can run simultaneously.
e Time allocated for Setup to begin executing on each node, after which the install
attempt will fail.

e Time allocated for Setup to complete on each node, after which the install attempt . 0
will fail.
Installed successully: IT Left ta install |1—
If, during the remote install of a cluster node, setup fails to complete or is Faled toinstal [0 hpogess [0 Max[1 5
interrupted, you must perform a local install on that node. When you do, Elapsedtime:  0sec Estimated timeleft 10 min 0 sea
the install begins from where it left off, or from the beginning if [

necessary. For procedures, see Manually Installing the Software on a el

Passive Node. _ _
Advanced Settings

Mumber of simul:aneous remate machines ka run Setup: | 10 3: machines

Time to wait for Setup to start on each remaote machine: 3 3: minutes

Time ta wait For Setup ka complete on each remate maching: | 15 3: minutes

28.  Read the summary for remote installation to verify that all selected nodes were
installed successfully. Results

Remote install results

Click Next.

Summary of remate instal

e If any node installation fails, you must manually install the software on
that node once the current installation is complete. See Manually [Mwmmmm Tiete selacten (0 b installsd =]
4

Installing the Software on a Passive Node for step-by-step instructions.  Lommbell

o The message displayed on your screen will reflect the status of the
selected nodes, and may look different from the example.

REALZ: Install succeeded.

29, Click Next.

Schedule Reminder
Jaob schedule creation reminder

Please nate:

“You still need to create a Job Schedule for each iDatadgent that has been installed on
this client computer.

Job Schedules are required to allows the iD atabgents to perform automated backup
and restors operations.

Job Schedule creation can be accomplished through the CommCel Consals
administration interface.

Irstaller

30. Click Finish.
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Installer g|

Completion Report
Setup complste

Sottware installstion cemplste suscssshull =]

Wisit the website below to download latest Updates and Service Packs.

Click Finish to complete Setup

]

Installer

Technical Suppart Websie

If you already have a storage policy selected in step 16, Click Mext » button available
cnoice At the bottom of the page to proceed to the Configuration section.

9

If you do not have Storage Policy created, continue with the following step.

apple - Commell Console:

31. Create a Storage Policy:

1. From the CommCell Browser, navigate to Policies.

2 ConncelBromser ive

§j'fgg« S & spple > [ poices > & Storage Poiies > roa
2. Right-click the Storage Policies and then click New Storage Policy. > m T O |
3. Follow the prompts displayed in the Storage Policy Wizard. The required options & o
are mentioned below: s a«r;w;"??i::f,\ ‘
O Select the Storage Policy type as Data Protection and Archiving and click 2 st 3
Next. Creeto Storage Policy Vizard
O Enter the name in the Storage Policy Name box and click Next. Create Storage Policy Wizard
o From the Library list, click the name of a disk library to which the primary e s B e oot
copy should be associated and then click Next. B b

Prass Nada contnue.

Ensure that you select a library attached to a MediaAgent operating in the
current release.

o From the MediaAgent list, click the name of a MediaAgent that will be used Lol
to create the primary copy and then click Next. A ol

5 hgents

O For the device streams and the retention criteria information, click Next to i JEETLET
accept default values.

O Select Yes to enable deduplication for the primary copy.

O From the MediaAgent list, click the name of the MediaAgent that will be used
to store the Deduplication store.

Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

O Review the details and click Finish to create the Storage Policy.

32.
Enable the following registry key to create job specific profiles:

e From the CommCell Browser, navigate to Client Computers.

e Right-click the <Client> in which you want to add the registry key, and then click
Properties.

e Click the Registry Key Settings tab.

e Click Add.

o Enter CreateProcessSpecificProfile in the Name field.

e Enter MSExchangeMBAgent in the Location field. (For Exchange Mailbox

iDataAgent).

Enter MSExchangeDMAgent in the Location field. (For Exchange Mailbox
iDataAgent).

e Enter REG_DWORD in the Type filed.
e Enter 1 to enable and 0 to disable the key in the Value field.
e Click OK.

« Pravious | MNext »
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Install the 32-bit Exchange Agents for Exchange Server 2010
or 2007

Follow the steps given below to install Exchange Agents on one of the following:

® 64-bit Exchange Server 2010
e 64-bit Exchange Server 2007

® 64-bit Non-Exchange Server

WHERE TO INSTALL

The Exchange Agents can be installed in one of two ways:

« Previous | Mext »

e Directly onto the Exchange Server. This method is referred to as an on-host installation and is useful if you want to preserve hardware resources.

e On a separate computer with connectivity to the Exchange Server. This method is referred to as an Non-Exchange Server installation and is useful if you

want to offload the memory and processing resources required for backups and restores from the Exchange Server.

Install the Exchange Agents on all the nodes on which backups have to be run in a DAG configuration.

INSTALLATION RELATED TOPICS

The software can be installed using one of the following methods: Download Software Packages
Provides step-by-step procedure to download the latest

METHOD 1: INTERACTIVE INSTALL packages for software install.

Use this procedure to directly install the software from the installation package or a System Requirements

network drive. Verify that the computer in which you wish to install the
software satisfies the System Requirements.

METHOD 2: INSTALL SOFTWARE FROM COMMCELL CONSOLE Firewall

Use this procedure to remotely install the software on a client computer. Provides comprehensive information on firewall.

PREREQUISITES

If you are installing the Exchange Agents on a 64-bit off-host proxy computer, perform the following pre-requisite task before installing these agents:

Ensure that the proxy computer has been added to the same Domain in which the Exchange Server 2007 resides.

e Install Microsoft Outlook 2007 or higher on the off-host proxy computer in order to supply the software drivers necessary for Exchange-based agents to

function in an off-host proxy configuration.

The below mentioned prerequisites are for Mailbox Agents only. Ensure that you have the following:

FOR EXCHANGE SERVER 2010

o Ensure that the mail-enabled user is a member of the Local Administrator Group and have rights to all mailboxes on the server.

Ensure that the service account is a member of Organization Management group.

To assign full access follow the steps given below:

Using ADSIEDIT navigate to Configuration | Services | Microsoft Exchange.

Right-click your organization name, click Properties | Securities and click the Advanced tab.
Click Edit to modify the permissions set for Organization Management group.

Click to select Full Control, Receive As and Send As permissions and wait for replication.
Click the Effective Permission tab and Select the name of the backup account.

The backup account should display the following as selected:
Full Control

All Extended Rights

Send As

Receive As

Start the PowerShell and type the following to add the backup account so it has full control over all the databases:

Get-MailboxDatabase -server (server name) | Add-ADPermission -user "backup account" -ExtendedRights Receive-As
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Run the above PowerShell every time a new database is added.
Navigate to the Exchange Management Console, right-click the <mailbox> and click Manage Full Access Permissions to view the mailbox listed under Full

[ ]
Access Permissions.

FOR EXCHANGE SERVER 2007
e Service account should be a member of Exchange Organization Administrators group.

o Ensure that the mail-enabled user is a member of the Local Administrator Group and have rights to all mailboxes on the server.

METHOD 1: INTERACTIVE INSTALL

INSTALL THE EXCHANGE DATABASE /DATAAGENT

The Exchange Database iDataAgent must be installed first. Follow the steps described below to install Exchange Database iDataAgent.

1. Log on to the computer using an account with the following privileges:
o Administrator of the local computer

e Administrator of the Exchange Server

Run Setup.exe from Software Installation Package.

Select the required language.

Select the language you will use during installation,

Click Next.

Select the option to Install Calypso on this 64-bit computer

Your screen may look different from the example shown
= Install Software on this B4-hit computer

= Atvanced options

€ View Install Quick Start Guide (Requires Adobe Acrobat Reader)

2 Install Adobe Acrobat Readsr

S Exit

5. Select I accept the terms in the license agreement.
i License Agreement
Click Next. Please read the following License Agreement. Press
the PAGE DOWN key to view the entire agreement.
a

End User License and Limited Warranty Agreement

Software Release 9.0.0

(including Microsoft® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)

v

Tl Thanae T dmmn & mammssenned

(& | accept the terms in the license agreement
" 1 do not accept the terms in the license agreement.

Cancel

Installer
Next >

< Back

Expand Client Modules | Backup & Recovery | Exchange | File System and

6.
select Exchange Database iDataAgent.
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7. If this computer and the CommServe is separated by a firewall, select the Configure
firewall services option and then click Next.

For firewall options and configuration instructions, see Firewall Configuration and
continue with the installation.

If firewall configuration is not required, click Next.

8. Enter the fully qualified domain name of the CommServe Host Name.
Click Next.
Do not use space and the following characters when specifying a new
name for the CommServe Host Name:
\I" ~@#$%N*()+=<>/?,[1{}:;"

9. Click Next.

10. Select Add programs to the Windows Firewall Exclusion List, to add CommCell
programs and services to the Windows Firewall Exclusion List.

Click Next.

This option enables CommCell operations across Windows firewall by
adding CommcCell programs and services to Windows firewall exclusion
list.

It is recommended to select this option even if Windows firewall is
disabled. This will allow the CommCell programs and services to function
if the Windows firewall is enabled at a later time.

Select Platforms
Select the platforms you want to configure.

= Q A | Move the pointer over a
= © Common Technology Engine platform name to see a
@ CommSenve Mockies desciiption of the platform and
e o reasons why it may be
# 0 CommCel Console disabled.
+ @ Mediadgent Modules
= Q2 Clent Modules .
# 0 Backup & Recovery Sapoce
# 2 Content Indexing and Search (Req/Recommended)
# 02 Web Based Search & Browse Installation Folder:
# Q2 Archive Management 0MB/ 0MB
# Q1 ContinuousDataReplicator . .
# 0 SAM .
+ 02 Supporting Modules
# Q2 Tools v LA
e Special Registry Keys In Use
I Install Agents for Restore Only <Back | | cancel |

Installer.

Firewall Configuration
Configure firewall services

If there is a firewall between this machine and the CommServe, configure firewall services below.

I™ Configure firewall services

¢
-
-
Installer
Installer &|

CommServe Hame

Specify the CommServe computer name and host
name

CommServe Client Name

CommServe Host Name
{Enter a walid, fuly-qualiied, IF host name; for example:
TyCOmpUte! MyGompany. com)

‘mycnmpulel MPCOmpany. com

Irstaller

<Back Hext > cancel |
Installer, =]

Communication Interface Name
Setup wil configurs the communication paths.

Select a client name

=

Select an interface name that this computer will use to
communicate with the CommServe

audi. mycompany. com j

P Address{es for the selected host,

Installer

< Back Next > Cancel
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Windows Firewall Exclusion List

Allow programs to communicate through Windows
Firewa

Windows Firewall is ON
[V Add programs to the Windows Firewall Exclusion List

1f you plan on using Windows Firewall it is recommended to add the software programs to the

exclusion list.
Installer
<Back [ New> | Cancel |
11. Verify the default location for software installation. Installer X
Click Browse to change the default location. Destination Folder

Select the destination folder to install the program files.

Click Next.

e Do not install the software to a mapped network drive.

e Do not use the following characters when specifying the destination S
path: estination Folder

Click Nest to accept the default location, or click Browse to choose an altemate location.

EBrowse..

JiX?2N <> | #

It is recommended that you use alphanumeric characters only.

Drive List Space Required / Recammended
C a2BMB - 1394 ME /1670 ME
Installer

< Back Wt > concel |

12. Select a Client Group from the list. Installer 3]

Click Next Client Group Selection

: Select a client group for the client
This screen will be displayed if Client Groups are configured in the
CommCell Console.

The Client Group is alogical grouping of client machines
wihich havs the same associations at various lsvels ke
Schedule Policy, Activity Cantiol. Security and Reports

Client aroup:

Wene Selected
client_gioup

Installer

< Back Hewt s cancel |

13. Click Next. Installer, El

Schedule Install of Automatic Updates

Chaose when you want to schedule an install of the
downloaded updates

¥ Schedule Install of Automatic Updates

" Once
Time: 083112 FM

 ‘Weskly
& Monday  Tussday
© ‘Wednesday © Thursday
 Friday " Satuday
© Sunday

Installer

< Back Next » Caricel

14. Select a Storage Policy.
Click Next.
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Installer g|

Storage Policy Selection

Select a starage policy for the default subclient to be
backed up.

I Configure for Laptop or Deskiop Backup

Select a storage polioy from the pulldown list

Installer

< Back Hewt s cancel |

If you do not have Storage Policy created, this message will be displayed.
Click OK.

You can create the Storage Policy later in step 21.

15. Select the backup type for Exchange Database backups. Choose either of the Installer X

following options, then click Next. Exchange Backup Options
o Differential - Specifies that each non-full Exchange Database backup secures all Flease select a default backup type

data that has changed since the last full backup. Transaction lobs are not purged.
e Incremental - Specifies that each non-full Exchange Database backup secures € Differenial Backs up changes b the Infarmation

only that data that has changed since the last backup of any type. Committed i 2nd Dipctow Seice shos thelast

transaction logs are purged. bansactioniogs

& Incremental Backs up changes in the Information

Store and Ditectoy Service since the last
Full backup or Incremental backup. The
cammitted Iransaction logs are then
puged.

Irstaller

< Back Wt > concel |

16. Enter the user credentials to access the Exchange Server to perform the backup I
operation. Enter Administrator account information

Enter Sdministrator account information

e The User Account must have Exchange Administrator privileges.

e The installation detects the domain name. If necessary, you can Pl
modify the domain name by specifying Windows domain that the |
Exchange Server resides in.

Account Password:

Domain
|E><EH

17. Click Next. Installer El

Summary
Summary of install selections

Setup has enough information to start copying the program fies. If you are satisfied with the
install seftings, ick Next to begin copying fles.

Destination Path = C:\Program Files
CommServe Host = mycanputer mycompany. com
Interface Mame = audi.mycompany. com

Client =audi

Job Results Path = C:\Program FilestJ obResults
Global Filkers = Use Cell level policy

Irstaller

< Back Next » Caricel

18. The install program displays a reminder to verify that Circular Logging is disabled
before performing any database backup operations. To verify that Circular Logging is
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disabled:
e From Exchange System Manager, navigate to and expand the server that the § j Floase verfy that Oreuler Logging is dsabled before performing any database
. . . backup operations,
Database iDataAgent is being installed on. "
e Verify that the Circular Logging check box has not been selected for each Storage
Group. If Circular Logging has been enabled for a Storage Group, disable it at this
time.
Click OK.
19. Click Next. Installer El
Schedule Reminder
Job schedule creation reminder
Please note:
“rou still need to create a Job Schedule for each iDatadgent that has been installed on
this client computer.
Job Schedules are required to allovs the iDatafgents to perom automated backup
and rastors operations
Job Schedule creation can be accomplished through the CommCel Conzole
administration interface.
Installer
20.  Click Finish. Installer X

Completion Report
Setup complste

Sottware installstion cemplste suscssshull =]

Wisit the website below to download latest Updates and Service Packs.

Click Finish to complete Setup

]

Installer

Technical Suppart Websie

5 If you already have a storage policy selected in step 14, Click Mext » button available
cnmce  at the bottom of the page to proceed to the Configuration section.

If you do not have Storage Policy created, continue with the following step.

apple - Commell Console:

21. Create a Storage Policy:

1. From the CommCell Browser, navigate to Policies.

2 Conncel rowse e
@ cas.en
(5 g e Compuer Grops

2. Right-click the Storage Policies and then click New Storage Policy. @ et coners

soa

3. Follow the prompts displayed in the Storage Policy Wizard. The required options
are mentioned below:

Strage Poley

& VadkTracket 2 ey Gl Ded pleationgiey
O Select the Storage Policy type as Data Protection and Archiving and click o ool ‘m\ ‘
Next. CreatsStorage palicy Wiz
O Enter the name in the Storage Policy Name box and click Next. Create Storage Policy Wizard
o From the Library list, click the name of a disk library to which the primary e s B e oot
copy should be associated and then click Next. B b

Prass Nada contnue.

Ensure that you select a library attached to a MediaAgent operating in the
current release.

o From the MediaAgent list, click the name of a MediaAgent that will be used =0
to create the primary copy and then click Next. D comcdtyes |
O For the device streams and the retention criteria information, click Next to 2 (5 comet]@ 3y

accept default values.
O Select Yes to enable deduplication for the primary copy.

O From the MediaAgent list, click the name of the MediaAgent that will be used
to store the Deduplication store.

Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

O Review the details and click Finish to create the Storage Policy.

e If you want to install Exchange Agents (such as Exchange Mailbox iDataAgent, Exchange Public Folder iDataAgent, Exchange Mailbox Archiver

Page 35 of 285



Administration Guide - Exchange Mailbox iDataAgent

and/or Exchange Public Folder Archiver), click Create the Registry Keys.

e If you are installing the Exchange Database iDataAgent, click Mext » button available at the bottom of the page to proceed to the

Configuration section.

CREATE THE REGISTRY KEYS

Create the bAllowMultiInstances and bAllow32BitInstallOn64Bit registry keys.

22,

23.

24.
25.

26.

27.

Create the bAllowMultilnstances registry key.

Create the bAllow32BitInstallOn64Bit registry key.

Run Setup.exe from Software Installation Package.

Select the required language.

Click Next.

Select the Calypso 32-bit Software install options to install software.

NOTES

e This screen will only appear when the bAllow32BitInstallOn64Bit registry key

has been created and enabled on this computer.

Select I accept the terms in the license agreement.

Click Next.

To create the registry key, see the following steps:

1.
2.

Start the Registry Editor (Regedit.exe or Redegt32.exe)

Locate the directory under which you want to create a
key, e.g., HKEY LOCAL MACHINE\SOFTWARE\.

Right click the sorFTwaARE and click New -> Key.
Name the key as GalaxyInstallerFlags.

Right click the GalaxyInstallerFlags and select New -
> DWORD value, name it as bAllowMultiInstances
and by double clicking the bAllowMultiInstances key
modify the Value data to 1.

To create the registry key, see the following steps:

1.
2.

Start the Registry Editor (Regedit.exe or Regedit32.exe)

Locate the directory under which you want to create a
key, e.g., HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node.

Right click the sOFTWARE and click New -> Key.
Name the key as GalaxyInstallerFlags.

Right click the GalaxyInstallerFlags and select New -
> DWORD value, name it as
bAllow32BitInstallOn64Bit and by double clicking the
bAllow32BitInstallOn64Bit key modify the Value
data to 1.

Select the language you will use during installation,

= Software install options
32-hit Software install options
S Exit
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28. Select Create a new instance option to install the Exchange Agents on separate
instance.

NOTES

e This screen will appear when the bAllowMultiInstances registry key has enabled on
this computer.

e This screen will not appear if no other software components are installed on the
computer.

29. To install the Exchange iDataAgents expand Client Modules | Backup &
Recovery | Exchange, and select one or more of the following:

e Exchange Mailbox iDataAgent
o Exchange Public Folder iDataAgent

To install the Exchange Archiver Agents, expand Client Modules | Archive
Management, and select one or more of the following:

o Exchange Compliance Archiver
o Exchange Mailbox Archiver Agent
e Exchange Public Folder Archiver Agent

Click Next.

Note that the Exchange Database iDataAgents must be installed on the
Exchange Server, see Install the Exchange Database iDataAgent for step-
by-step procedure.

30. If this computer and the CommServe is separated by a firewall, select the Configure
firewall services option and then click Next.

For firewall options and configuration instructions, see Firewall Configuration and
continue with the installation.

If firewall configuration is not required, click Next.

31. Enter the fully qualified domain name of the CommServe Host Name.

Click Next.

Do not use space and the following characters when specifying a new
name for the CommServe Host Name:

\I" ~1@#$% A 8*()+=<>/7,[1{}:;"

License Agreement

Please read the following License Agreement. Press
the PAGE DOWN key to view the entire agieement.

~
End User License and Limited Warranty Agreement
Software Release 9.0.0
(including Microsoft® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)
NP D D VR b4
1 accept the terms in the license agreement
" 1 do not accept the terms in the license agreement.
Installer
<Back | New> | Cancel |

Installer. @

Install Instance Selection
Please specify the instance you want to use during

instal
Instance Selection
% Create a new instance (Not recommended)
€ Install to existing instance

Select an installed instance.

Client Name:
Client Host Name:
CommServe Name

Installer

<Back [ New> | Cancel |

Select Platforms
Select the platforms you want to configure.

= Q A | Move the pointer over a
= © Common Technology Engine platform name to see a
@ CommSenve Mockies desciiption of the platform and
e reasons why it may be
# 0 CommCel Console disabled.
+ @ Mediadgent Modules
= Q2 Clent Modules .
# 0 Backup & Recovery Sapoce
# 2 Content Indexing and Search (Req/Recommended)
# 02 Web Based Search & Browse Installation Folder:
# Q2 Archive Management 0MB/ 0MB
+# Q1 ContinuousDataReplicator )
Y Q SAM Temporary on C: diive:
+ 02 Supporting Modules
# Q2 Tools v LA
e Special Registry Keys In Use
I Install Agents for Restore Only <Back | | cancel |

Installer. g]

Firewall Configuration
Configure firewall services

If there is a firewall between this machine and the CommServe, configure firewall services below.

I™ Configure firewall services

5

Installer
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Installer g|

CommServe Name
Specity the CommS erve computer rame and host

Comméerve Client Name

CommServe Host Name
[Enter a walid, fuly-qualfied, IP host name; for example:
myeampuler. mycampany. com]

[mpcamputer mpcompany. com

Installer

< Back Hest > Carcel |

32. Click Next. Installer, El

Communication Interface Name
Setup will configure the communication paths.

If there is any other instance installed on the computer, make sure that

the host name does not match the client name entered in the Select a
client name field in the previous instance.

Select a client name

=

Select an interface name that this computer will use to
communicate with the CommS erve:

audi. mycompany.com ~|

P Adcess{es) for the selected host

Irstaller

< Back et » concel |

33.  Select Add programs to the Windows Firewall Exclusion List, to add CommCell _
programs and services to the Windows Firewall Exclusion List.

Windows Firewall Exclusion List

i Allow programs to communicate through Windows
Click Next. Firewall

This option enables CommCell operations across Windows firewall by Windows Firewallis ON

adding CommcCell programs and services to Windows firewall exclusion

list.

[V Add programs to the Windows Firewall Exclusion List

It is recommended to select this option even if Windows firewall is 1f you plan on using Windows Firewall it i recommended to add the software programs o the
disabled. This will allow the CommCell programs and services to function cichton ft
if the Windows firewall is enabled at a later time.

Installer
<Back [ New> | Cancel |
34 Verify the default location for software installation. Installer X
i . Destination Folder
Click Browse to Change the default location. Select the destination folder ta instal the program files.
Click Next.

e Do not install the software to a mapped network drive.
e Do not use the following characters when specifying the destination

Click Next to acoept the default location, or click Browse to choose an altenate location.

path: Destination Folder
Browse.
/XN <> | #
It is recommended that you use alphanumeric characters only. Drive Lt Spmoe Fecaios  ocommentod
[ceame  ~| 1394 MB /1670 MB

Installer

< Back Nest > Cancel

35. Select a Client Group from the list.
Click Next.

This screen will be displayed if Client Groups are configured in the
CommCell Console.
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taller El

Client Group Selection
Select a cliert group for the client

The Client Group is alogical grouping of client machines
wihich havs the same associations at various lsvels ke
Schedule Policy, Activity Cantiol. Security and Reports

Client aroup:

Wene Selected
client_gioup

Installer

< Back Hewt s cancel |

36. Click Next. Installer, El
Schedule Install of Automatic Updates

Chaose when you want to schedule an install of the
downloaded updates

¥ Schedule Install of Automatic Updates

" Oncs
Time: 0g3IZPM
& weekly
* Morday " Tussday
 wednesday " Thursday
" Friday " Saturday
" Sunday
Installer
< Back Next» concel |
37. Select a Storage Policy. Installer K

Click Next. Storage Policy Selection

Select a starage policy for the default subclient to be
backed up.

I Configure for Laptop or Deskiop Backup

Select a storage polioy from the pulldown list

Installer

< Back Hewt s cancel |

If you do not have Storage Policy created, this message will be displayed. —
Click OK.
You can create the Storage Policy later in step 43.
e o conen |
38. Select Exchange Server Name and Exchange Server Version from drop-down

list. Exchange Server Name
Plaase provids Exchange server name

Click Next.

This screen will appear when you are installing Exchange Agents on Non-
Exchange Server. Exchange Server

Exchange Server Mame:

Erchange_Server

Exchange Server Yersion

Imstaller

< Back I Mext > I LCancel

39. Click Next.
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40.

41.

42.

i

CHOICE

43.

Enter the following Exchange Administrator information then click Next.

e Account Name - Domain user account created with the exchange server
administrator permissions. Do not include the domain name here.

e Account Password - The password assigned to the domain user.
e Mailbox Name for this Account - Mailbox associated with the user above.

o Profile Name - Specify profile name to be created during agent install. This profile
is associated with the domain user's mailbox.

e Exchange Server Name - Name of the Exchange Server that the agent will
communicate with for data protection and recovery operations.

Enter the Mailbox Role Server name (NetBIOS). After installation configure the
roles as described in Configure Mailboxes in Database Availability Group (DAG)
Servers.

e Domain - The installation detects and enters a domain name. If necessary, modify
the domain name by specifying Windows domain that the Exchange Server resides
in.

Click Next.

Click Finish.

If you already have a storage policy selected in step 37, Click Mext » putton available
at the bottom of the page to proceed to the Configuration section.

If you do not have Storage Policy created, continue with the following step.
Create a Storage Policy:

1. From the CommCell Browser, navigate to Policies.

2. Right-click the Storage Policies and then click New Storage Policy.

3. Follow the prompts displayed in the Storage Policy Wizard. The required options

Installer g|

Summary
Surmmary of install selectiors

Setup has snough information to start copying the program fiss. If you are satisfied with the
install settings, cick Next to begin capying files.

Destination Path = C:\Program Filesh
CommServe Host = mycomputer mycompany.com
Interface Name = audi.mycompany. com

Client =audi

Job Results Path = C:\Progiam Files\obRiesults

Global Filkers = Use Cell level policy

Installer

< Back

Next >

carcel |

Installer E|

Exchange Administrator Account
Information
Mailbox and Profile information

Please enter the Exchange acoount infomation required below. 4 new profile will be created with
the information suppicd,

Account Name:; Profile Name:

Account Password Exchange Server Mame:

Mailbox Name for this Account: Domair:

Irstaller

< Back

Next »

cancel |

Installer g|

Schedule Reminder
Job schedule creation remindsr

Flease note:

*fou stil nesd to create a Job Schedule for sach iDatatgent that has been installed on
iz client computer.

Jab Schedules are required to allows the iD atabgents 1o perfom automated backup
and restore operalions,

Job Schedule creation can be accomplished through the CommCel Console
administration interface.

Installer

Installer E|

Completion Report
Setup complete

Software installation completed suscesshuly. =l

Wigit the website below to download latest Updates and Service Packs.

Click Finish to complete Setup.

Irstaller

Technical Support Websits
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44.

are mentioned below:

O Select the Storage Policy type as Data Protection and Archiving and click
Next.

O Enter the name in the Storage Policy Name box and click Next.
O From the Library list, click the name of a disk library to which the primary
copy should be associated and then click Next.

Ensure that you select a library attached to a MediaAgent operating in the
current release.

o From the MediaAgent list, click the name of a MediaAgent that will be used
to create the primary copy and then click Next.

O For the device streams and the retention criteria information, click Next to
accept default values.

O Select Yes to enable deduplication for the primary copy.
O From the MediaAgent list, click the name of the MediaAgent that will be used
to store the Deduplication store.

Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

O Review the details and click Finish to create the Storage Policy.

Enable the following registry key to create job specific profiles:

e From the CommCell Browser, navigate to Client Computers.

e Right-click the <Client> in which you want to add the registry key, and then click
Properties.

e Click the Registry Key Settings tab.

e Click Add.

e Enter CreateProcessSpecificProfile in the Name field.

e Enter MSExchangeMBAgent in the Location field. (For Exchange Mailbox
iDataAgent).

Enter MSExchangeDMAgent in the Location field. (For Exchange Mailbox
iDataAgent).

e Enter REG_DWORD in the Type filed.

e Enter 1 to enable and 0 to disable the key in the Value field.

e Click OK.

METHOD 2: INSTALL SOFTWARE FROM COMMCELL CONSOLE

1.

2.

From the CommCell Browser, select Tools, point to Add/Remove Software, and
then click Install Software.

Click Next.

apple - CommCell Conss

st 2

ole

 oove
ane e
o s o dloy

Strage Poley

Sublent Assoctions

1 = o starage b
c N Globl Do pictioWWgiey
3

> @ poldes > @ storage Polices >

Create Storage Policy Wizard

1vE
roa

o e, o of Copes | incenent.| Cosapten eS|

Create Storage Policy Wizard.

“This wizard guides you through the creaton of
 Storage Policy and s Primary Copy.

Press Nedta contnue.

2 ComncalBronser.
5 agens

2| [0 cortont | B sumenary

Cors_cn | i

1

5 m

%
£ Commeell

sy

a Comml E
g% clent 4 ]
= Cliert Im“
= B m

- O Seeurit
i gitmag -
= 6 polced gy

& 4| Report

murphy - CommCell Console

5 Summary

File  View (( Tools |}

Bromse & Recaver.
Job Contraller
Stheduler, .
Event Viewsr
Reports. .

Control Panel

Data Replcation Manitor

2
14 Conter
(h Add[Remave Software: D

ld murphy x Job Controller X 4 pE
murphy > a0d
& & ] L

dlent dent Securty

Computer
Groups

Computers

5 Agents

& CommeCell Browsar

k4 il [E]
Instal Updlates ntert
Irector
Remove Updates 3
Install Software

Uparade Software
Dawrioad Software

Copy Software

AddjRemove Software Configuration

murphy | admin

Page 41 of 285



Administration Guide - Exchange Mailbox iDataAgent

Installer &3

Instail Wizard
This wizard guides you through the steps required to install software on computers.
Click Next to continue.
<ot () Bz | | rn
3. Select Windows.
Click Next.
() Unix and Linux
Browoassop | | Fnsn
4. Select Manually Select Computers. Installer X
Click Next. Select how fo discover the computers for instailing the software
© Hanally zslest computars
Software will be installed only on the selected list of computers,
() Automatically discover computers
Computers will be discovered when the job runs,
5. Enter the fully qualified domain name of the computer on which you have Exchange tallr
Server. Enter the host names of the computers
e e s e e o o pr i
For example: win08ex07.idclab.loc it
)
Click Next.
Rot> ] | e G
6. Click Next.
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Installer X
Seiect Software Cache

To use current Clent or Client Group Software Cache sektings, dick Next. Ta averride Software Cache settings check
Overtide Software Cache and select the Software Cathe o be used.

0] Gverrids Softwars Cache

murphy domain campany.cam

’

7. Specify User Name and Password that must be used to access the computer. Installer 3]
Click Next.

Enter Account Information

The specified account should have administrative access ta the computer. IF you are instaling
multple clients, the user should have access to al dients.

User Name: ‘

Example: domainjusername

Password: ‘ ‘

Confirm Password: ‘ ‘

»
8. To install the Exchange iDataAgents expand Client Modules | Backup & I

Recovery | Exchange, and select one or more of the following: Seloct Package(s) to Install
0 5QL Server iDataAgent al
o Exchange Database iDataAgent 0 stpterrece

e Exchange Mailbox iDataAgent Qe oasiges

. X cogmEm
o Exchange Public Folder iDataAgent | e

@ Exchance Pubic Folder iDatagent:
Click Next. B et ™™
=L Lotus Notes

] Lotus Notes Database iDatsAgent
. (1] Lotus Notes Document Datahgent
For Non-Exchange Server, Exchange Database iDataAgent will not be [ S S

applicable. - O G

] Online Content Indexing For Exchange.

=3 Archive Management

] SharePoint Archiver Agent

] Dormino Mailbox Archiver Agent

] Lotus hotes Add-In Clent.

0] Exchange Compliance Archiver

] Exchange Webroxy Archiver Agent

0] Exchange Public Folder Archiver Agent.

0] Exchange Maibox Archiver Agent

»
9. e Select Client Group from Available and click Add. D &
e Select a Storage Policy from the drop-down list. Click Next. neerRecommencen Sewingsfo the ssecten Somyare
NOTES: = Client Groups
e Select the Configure for Laptop or Desktop Backup option to install Backup P Comesis
Monitor utility. This utility allows you to view the backup job summary from the
client computer without opening the CommCell Console. See Monitor - Laptop User
for more information. [<<removen ]
Global Fiters Use Cellevel policy ~
] Configure For Laptop Backups

o) ] (B

10. Type the Agent Specific Settings information.
Click Next.
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11. Click Next.

12. Select Immediate.

Click Next.

13. Click Finish.

Enter the Install Options for the selected Software
‘Agent Specic Settings
= Components.

= Exchangeserver Information (Optional)

ServerName [uinosexck?

= Exchange Profile (Optional)

User Account

Corfigue Password

Matbox Name.

Profle ame:

= Exchange Database (Optional)

r—

([Corpeprmord

O Diferential Backup

® Incremental Backup.

Installer:

Enter Additional instalf Options

= Installe Flags
IstalUpdates
[CIRebook (¢ requred)
K Ercmse Processes (f requred)
[ ignore Runring obs
[ 5ton Orack Services (¢ requred)
5k centstha ae akeady part o the Commel comparent

Advanced Options

Deete Packages After Instal

[Z]tgnore ClentHost Name Corflt

nstal Resu Log Location
st Agerts For Restore rly
Optional Settings
= Job ResultDirectory.
path |

cpat

w0l

EvmgrcPort
InsallDirectery
Log Fle Location

Commserve Host Name.

w2l

Installer,

Flease Select When To Run The Job

Job Initiation

(%) Immediate

Run this job now

O Schedule

Corfigure Schedule Patter

®

Corfigue

B 5ave Ais Soript

Finish

Page 44 of 285



Administration Guide - Exchange Mailbox iDataAgent

14.

15.

16.

17.

You can track the progress of the job from the Job Controller or Event Viewer

window.

Once the job is complete, right-click the CommServe computer, click View and then

click Admin Job History.

Select Install/Upgrade/Remove Software.

Click OK.

You can view the following details about the job by right-clicking the job:
e Items that succeeded during the job
e Items that failed during the job

e Details of the job

Summary

ease verly E s tarur the b inmedizely or ci it 0 save the

Clint nstall Ogtion

Select Type Of Installation: Windows
Select Type Of Client Discovery: Manialy sdert coriguters

I

op
Reuse Active Directory credentiak: No
Ctiet Avhentication fo Job

User Name: IDCLAP\adimiistralor
Password: *+*

Instal Fags

Install Updates: Yes

Reboot (if required): 1o

Kill Browser Processes (if equired): o
Ignore Running Jobs: Mo

Stop Oracle Services (i required): No

Delete Packages After Install: No
Ignore Clizn/Host Name Conlict: Ve
Tnstall Agents For Restore Only: No

Cliet Commposition
Override Software Cache: No

installed: Yes

Skip cliens that are already part of the CommCell component: No

Hex: > (B sare b script Finist Cancel

Job Comtroter

soios s e

= st s
a = s s o7 oD wh s
a 21 e 1130 s I

e D] ormatn, e, Hep, Gk, Hasa vess st 20

idol.testlab.commvault.com - CommCell Console

e
o 3o o ko o it bt e | S i 3ok o | rws bdremn 3
< >
oo i
9 e ¢ 8 o oty v
[Ere i
Soaty_cotn | BB o4s o ot | B | oo 3l
ompo s oo &

b cenplod el
]

m e
It f s st g e lon ] ot szl
It f s o5t tangre o th e [t i
e

ok s s ek s ]

30b History Q o [ 'S
“Adimin Job History Clert Searty  Storage Polcies
e 3| comouers Resources v
Users Logged In 8
Schedes [Y=F)
i Fio 36D | Operaten ClenkCo..._AgentType Subclert T Typer 1 phas v|
D& Virtual Server 21 DataAgng NA A
& O Securky L
i < >
@ polcies | mpase prayng  Rumn
e-fl Reports
& {1 Content Director [ Event Viewer x | 3 Admin Job Hitory x 4« > @
[ Event viewer L=
Severky  EventID JbID  Date + Progiam Computer | Ev ¥
) 233 2108/31/2010 12:00:23 JobManager apple 1968
a 232 2108/31/2010 12:00:08 JobManager apple 19:
— a 21 08/31/2010 11:52:42 EvMg'S apple
a 228 2008/31/2010 11:46:15 DistrbuteSoftware  apple
5 Agents . P 0001 1A 14 AE A Pt e
M | — E
= | “WPause |pPlaying.  Information, Mincr, Mefor, Critica, Maxinum events shown: 200
8 object(s) apple | admin

Job Status
forl O Completed O Faled O Kiled

Number of Jobs
@ View All Jobs

©) Desired Number of Jobs :|

Admin Job History Filter

Job Type
oal © Data Aging © Export Media
© Auwlary Copy © Inventory © Disaster Recovery Backup
© Data Verification © ffine Content Indexing © Erase Media
O Erase Backup/Archived Data O Drive Validation O Drive Cleaning
O Stamp Media O InstalRemove Updates O DownloadjCopy Software
isk Library Maintenance © SRM ReportsfActions
O Information Management © CommCell Export O CommCell Import
©) Media Refreshing O Recover Store
[] Specify Time Range
Start Time End Time.

oK Cancel
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) 9 Admin Job History x | @ apele x )
e Events of the job ST s T [T e e T R T T
e Log files of the job = o S 7 T

Total records count :9

18.
Enable the following registry key to create job specific profiles:

e From the CommCell Browser, navigate to Client Computers.

e Right-click the <Client> in which you want to add the registry key, and then click
Properties.

e Click the Registry Key Settings tab.

e Click Add.

e Enter CreateProcessSpecificProfile in the Name field.

e Enter MSExchangeMBAgent in the Location field. (For Exchange Mailbox
iDataAgent).

Enter MSExchangeDMAgent in the Location field. (For Exchange Mailbox
iDataAgent).

e Enter REG_DWORD in the Type filed.
e Enter 1 to enable and 0 to disable the key in the Value field.
e Click OK.

« Previous | Mext »
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Install the 32-bit Exchange Agents on Exchange Server
2007 /2010 or 64-bit Non-Exchange Server - Clustered
Environment

« Previous | Mext »

The Exchange Agents are designed to protect an entire Exchange Server database. Follow the steps given below to install the 64-bit Exchange Agents on
Exchange Server 2007/2010 or on Non-Exchange Server.

WHERE TO INSTALL RELATED TOPICS

The Exchange Agents can be installed in one of two ways:
) ) ) ) ) Download Software Packages
o Directly onto the Exchange Server. This method is referred to as an on-host installation and  p.o\ides step-by-step procedure to download the latest

is useful if you want to preserve hardware resources. packages for software install.

o On a separate computer with connectivity to the Exchange Server. This method is referred System Requirements

to as an Non-Exchange Server installation and is useful if you want to offload the memory Verify that the computer in which you wish to install the

and processing resources required for backups and restores from the Exchange Server. software satisfies the System Requirements.
Make sure the computer satisfies the minimum requirements specified in the System Firewall
Requirements. Provides comprehensive information on firewall.
PREREQUISITES

The below mentioned prerequisites are for Mailbox Agents only. Ensure that you have the following:

FOR EXCHANGE SERVER 2010

o Ensure that the service account is a member of Organization Management group.

o Ensure that the mail-enabled user is a member of the Local Administrator Group and have rights to all mailboxes on the server.
To assign full access follow the steps given below:

e Using ADSIEDIT navigate to Configuration | Services | Microsoft Exchange.

e Right-click your organization name, click Properties | Securities and click the Advanced tab.
e Click Edit to modify the permissions set for Organization Management group.

e Click to select Full Control, Receive As and Send As permissions and wait for replication.

e Click the Effective Permission tab and Select the name of the backup account.

o The backup account should display the following as selected:
Full Control
All Extended Rights
Send As
Receive As
e Start the PowerShell and type the following to add the backup account so it has full control over all the databases:

Get-MailboxDatabase -server (server name) | Add-ADPermission -user "backup account" -ExtendedRights Receive-As

Run the above PowerShell every time a new database is added.

e Navigate to the Exchange Management Console, right-click the <mailbox> and click Manage Full Access Permissions to view the mailbox listed under Full
Access Permissions.

FOR EXCHANGE SERVER 2007

e Service account should be a member of Exchange Organization Administrators group.

o Ensure that the mail-enabled user is a member of the Local Administrator Group and have rights to all mailboxes on the server.

EXCHANGE AGENTS IN X64 CLUSTERS

When installing 32-bit agents on a x64 virtual server, the 32-bit File System /DataAgent must
be installed on each physical node in the cluster prior to installing the 32-bit agents on the
virtual server.

For example, to support a two-node cluster with one Exchange virtual server instance
supporting both x64 and 32-bit Agents, a minimum of two installation instances (one 32-bit
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and one x64) are required on the virtual server and each physical node. This configuration will

result in six client objects in the CommCell console; three x64 instances and three 32-bit iDA B4
instances. &
iDA 32

The sample image shown on the right illustrates the required configuration for installing 32-bit
Exchange Agents in an x64 cluster.

VIRTUAL
iDA 64 iDA64
iDA 32 iDA32
NODE1 NODE2

INSTALL THE EXCHANGE DATABASE iDATAAGENT

The Exchange Database iDataAgent must be installed first. Follow the steps described below to install Exchange Database iDataAgent.
1. Log on to the computer using an account with the following privileges:
o Administrator of the local computer
e Administrator of the Exchange Server

2. Run Setup.exe from Software Installation Package.
3. Select the required language.
Click Next.
Select the language you will use during installation
Lancel
4. Select the option to Install Calypso on this 64-bit computer.
NOTES:

e Your screen may look different from the example shown.

= Install Software on this B4-hit computer

= Atvanced options

€ View Install Quick Start Guide (Requires Adobe Acrobat Reader)
2 Install Adobe Acrobat Readsr

S Exit

5. Click Next. Installer X

Welcome

The Installer wil quide you thiough the
setup process for Saftware

This program wil install Softwars on your computer.

It is strongly recommended that you exit all Windows pragrams before running this
Setup program.

Click Cancel to quit Setup and then close any programs pou have running. Click
et to continue with Setup.

WARNING: This program is protected by copyright law and intemational reaies.

Unautharizsd repraduction or distribution of this program. ar any pottion of it may
result in severe civil and criminal penaliss, and will e prasecuted ta the masimum
exient possible under the law

Installer

6. Click ok, R

\-!) Itis stwongly recommended that any and all vius scanning software be disabled

i

irnmediately before continuing with this Software instalation. Failure to do so may result in
file-locking by the wiius scanmer and subsequent failure for setup ta install its own files.

Click OK once you have disabled them and setup will continue.
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7. Select I accept the terms in the license agreement.
Click Next.
8. Select Configure a Virtual Server.

Click Next to continue.

9. Select the disk group in which the cluster group resides.

Click Next to continue.

10. Expand Client Modules | Exchange | File System and select Exchange Database
iDataAgent.

11. If this computer and the CommServe is separated by a firewall, select the Configure
firewall services option and then click Next.

For firewall options and configuration instructions, see Firewall Configuration and
continue with the installation.

If firewall configuration is not required, click Next.

Installer

License Agreement

Please read the following License Agreement. Press
the PAGE DOWN key to view the entire agieement.

~
End User License and Limited Warranty Agreement
Software Release 9.0.0
(including Microsoft® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)
Tl Trnes T S &mammssennnt b4
% | accept the terms in the license agreement.
" | do not accept the terms in the license agreement.
Installer
<Back | MNew> | Cancel |

Installer E|

Cluster Type Selection
Configure the Physical Node or = Virtusl Server

Configuation Op
" Configure the Physical nods

' Canfigure aXitual server

¢Back Concel |

Installer E|

Virtual Server Selection
Select the witual server you would ke to configurs

Chase from the following list of disk graups
configured on this chister.

<Back [ Mews | Concel |

Installer.

Select Platforms
Select the platforms you want to configure.

= Q A | Move the pointer over a
= @ Common Technology Engine platform name to see a
@ CommServe Modues description of the platform and
] reasons why it may be
# 0 CommCell Console cisabled,
+ [ Mediahgent Modules
= ©2 Client Modules —
% 1 Backup & Recovery e apace
# C2 Content Indexing and Search (Req/Recommended)
# [ Web Based Search & Browse Installation Folder:
# 2 Archive Management 0MB/0MB
# 0 ContinuousDataReplicator )
% [ SAM Temporaty on C: drive:
# 0 Supporting Modules R
+ 0 Tools v
| Registry Keys |
[ Special Registry Keys In Use
I~ Install Agents for Restore Only <Back e
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Installer. g]

Firewall Configuration
Configure firewall services

If there is a firewall between this machine and the CommServe, configure firewall services below.

I™ Configure firewall services

5
~
-
Installer
__Next D) Cancel
12, Enter the fully qualified domain name of the CommServe Host Name. Installer X
Click Next CommServe Name

Specify the Commervs computer name and hast
name

Do not use space and the following characters when specifying a new
name for the CommServe Host Name: CommServe Client Mame
A" @ #$9% A& ()= <>/2, (13, ‘
CammServe Host Name

[Enter a walid, fuly-qualfied, IP host name; for example:
myeampuler. mycampany. com]

[mpcamputer mpcompany. com

Installer

< Back Hest > Carcel |

13. Click Next. Installer, El

Communication Interface Name
Setup will configure the communication paths.

Select a client name

=

Select an interface name that this computer will use to
communicate with the CommS erve:

audi. mycompany.com ~|

P Adcess{es) for the selected host

Irstaller

< Back et » concel |
14.  Select Add programs to the Windows Firewall Exclusion List, to add CommCell _

programs and services to the Windows Firewall Exclusion List. Windows Firewall Exclusion List
Allow programs to communicate through Windows
Click Next Fi
ic ext. irewall

This option enables CommCell operations across Windows firewall by Windows Firewallis ON
adding CommcCell programs and services to Windows firewall exclusion
list IV Add programs to the Windows Firewall Exclusion List
It is recommended to select this option even if Windows firewall is 1f you plan on using Windows Firewall it recommended to add the software programs to the
disabled. This will allow the CommCell programs and services to function cichton ft

if the Windows firewall is enabled at a later time.

Installer

< Back I Next > I Cancel

15. Click Next.
NOTES

e It is recommended to select the Download latest update pack(s) option to
automatically install the available updates during installation.
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Installer g|

Download and Install Latest Update Packs

Download and Install the latest service pack and post
pack from the saftware provider website.

I~ Download latest update pack(s]

Make sure vou have intemet cannestivity at this time. This process maytake some tme
depending on download spee

Installer

< Back Hest > Carcel |

16. Verify the default location for software installation. Installer X

Click Browse to change the default location. "l;ﬂ'"a"ﬂ" Folder
elect the destination folder to install the program files.
Click Next.

e Do not install the software to a mapped network drive.

e Do not use the following characters when specifying the destination S
path: estination Folder

Click Nest to accept the default location, or click Browse to choose an altemate location.

EBrowse..

JiX?2N <> | #

It is recommended that you use alphanumeric characters only.

Drive List Space Required / Recammended
C a2BMB - 1394 ME /1670 ME
Installer

< Back Wt > concel |

17. Select a Client Group from the list. Installer 3]

Click Next Client Group Selection

: Select a client group for the client
This screen will be displayed if Client Groups are configured in the
CommCell Console.

The Client Group is alogical grouping of client machines
wihich havs the same associations at various lsvels ke
Schedule Policy, Activity Cantiol. Security and Reports

Client aroup:

Wene Selected
client_gioup

Installer

< Back Hewt s cancel |

18. Click Next. Installer, El

Schedule Install of Automatic Updates

Chaose when you want to schedule an install of the
downloaded updates

¥ Schedule Install of Automatic Updates

" Once
Time: 083112 FM

 ‘Weskly
& Monday  Tussday
© ‘Wednesday © Thursday
 Friday " Satuday
© Sunday

Installer

< Back Next » Caricel

19. Select a Storage Policy.
Click Next.
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Installer g|

Storage Policy Selection

Select a starage policy for the default subclient to be
backed up.

I Configure for Laptop or Deskiop Backup

Select a storage polioy from the pulldown list

Installer

< Back Hewt s cancel |

If you do not have Storage Policy created, this message will be displayed.

Click OK.
You can create the Storage Policy later in step 31.
e o conen |
20. Select the backup type for Exchange Database backups. Choose either of the Installer X
following options, then click Next. Exchange Backup Options
o Differential - Specifies that each non-full Exchange Database backup secures all Flease select a default backup type
data that has changed since the last full backup. Transaction lobs are not purged.
e Incremental - Specifies that each non-full Exchange Database backup secures € Differenial Backs up changes b the Infarmation
only that data that has changed since the last backup of any type. Committed i 2nd Dipctow Seice shos thelast
transaction logs are purged. bansactioniogs
& Incremental Backs up changes in the Information

Store and Ditectoy Service since the last
Full backup or Incremental backup. The
cammitted Iransaction logs are then
puged.

Irstaller

< Back Wt > concel |

21. Enter the user credentials to access the Exchange Server to perform the backup I
operation. Enter Administrator account information

Enter Sdministrator account information

e The User Account must have Exchange Administrator privileges.

e The installation detects the domain name. If necessary, you can Pl
modify the domain name by specifying Windows domain that the |
Exchange Server resides in.

Account Password:

Domain
|E><EH

22, Click Next. Installer El

Summary
Summary of install selections

Setup has enough information to start copying the program fies. If you are satisfied with the
install seftings, ick Next to begin copying fles.

Destination Path = C:\Program Files
CommServe Host = mycanputer mycompany. com
Interface Mame = audi.mycompany. com

Client =audi

Job Results Path = C:\Program FilestJ obResults
Global Filkers = Use Cell level policy

Irstaller

< Back Next » Caricel

23. The install program displays a reminder to verify that Circular Logging is disabled
before performing any database backup operations. To verify that Circular Logging is
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24,

25.

26.

27.

28.

disabled:

e From Exchange System Manager, navigate to and expand the server that the
Database iDataAgent is being installed on.

e Verify that the Circular Logging check box has not been selected for each Storage
Group. If Circular Logging has been enabled for a Storage Group, disable it at this
time.

Click OK.
To install the software on the remaining nodes of the cluster, click Yes.

To complete the install for this node only, click No.

Select cluster nodes from the Preferred Nodes list and click the arrow button to
move them to the Selected Nodes list.

Once you complete your selections, click Next.

e The list of Preferred Nodes displays all the nodes found in the
cluster; from this list you should only select cluster nodes configured
to host this cluster group server.

e Do not select nodes that already have multiple instances installed.

Specify User Name and Password for the Domain Administrator account
Information to perform the remote install on the cluster nodes you selected in the
previous step.

Click Next.

The progress of the remote install for the cluster nodes is displayed; the install can be
interrupted if necessary.

Click Stop to prevent installation to any nodes after the current ones complete.
Click Advanced Settings to specify any of the following:

e Maximum number of nodes on which Setup can run simultaneously.

e Time allocated for Setup to begin executing on each node, after which the install
attempt will fail.

e Time allocated for Setup to complete on each node, after which the install attempt
will fail.

If, during the remote install of a cluster node, setup fails to complete or is
interrupted, you must perform a local install on that node. When you do,
the install begins from where it left off, or from the beginning if
necessary. For procedures, see Manually Installing the Software on a
Passive Node.

Read the summary for remote installation to verify that all selected nodes were

§ ) Plesse verfy that Greular Logaing is deabled before performing any database
backup operations.

3/ “Would you like to install the software: on remaining nodes on the cluster?
-

No

Cluster Node Selection
Select cluster nodes to configure

r~ Prefered Nodes r~ Selected Nodes:

Femesterd A | =]

- Configured Nodes
WMCLLOSTERT =]

EERIE

L ;IJ g =] L] |
Installer g|

Domain administrator account i
Please provide domain administrator account

Domain Account Infarmation

User Name [<DOMAINAUSER |
ILAB\Admin\slralm

Aceount Password:

cBack [ mes | Cancel

Installer Wl

You can stop remate install at any time. Installed clients will nat be uninstalled. Clients in
progress will continue installation, but their results will nat show comectiy.

| Start Time | End Time | Result Description

Clignt Name Client Status

resl2

1 D
Installed successully: 0 Left ta install 1
Failed ta install ] In progress: 0 Max| 1 3

Elapzed time: 0sec Estimated time left: - 10 min 0 sec

Installer

Advanced Settings

Mumber of simul:aneous remate machines ka run Setup: | 10 3: machines

Time to wait for Setup to start on each remaote machine: 3 3: minutes

Time ta wait For Setup ka complete on each remate maching: | 15 3: minutes
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installed successfully. Installer X
. Results
Click Next. Femote install results

e If any node installation fails, you must manually install the software on
that node once the current installation is complete. See Manually
Installing the Software on a Passive Node for step-by-step instructions. T ey S e et e e B ol |

+ CommCell

o The message displayed on your screen will reflect the status of the
selected nodes, and may look different from the example.

Summary of remate instal

REALZ: Install succeeded.

29. Click Next. Installer El

Schedule Reminder
Jaob schedule creation reminder

Please nate:

“You still need to create a Job Schedule for each iDatadgent that has been installed on
this client computer.

Job Schedules are required to allows the iD atabgents to perform automated backup
and restors operations.

Job Schedule creation can be accomplished through the CommCel Consals
administration interface.

Irstaller

30. Click Finish. Installer X

Completion Report
Setup complste

Sottware installstion cemplste suscssshull =]

Wisit the website below to download latest Updates and Service Packs.

Click Finish to complete Setup

]

Installer

Technical Suppart Websie

If you already have a storage policy selected in step 19, Click Next » button available
cnoice At the bottom of the page to proceed to the Configuration section.

9

If you do not have Storage Policy created, continue with the following step.

apple - Commell Console:

31. Create a Storage Policy:

vew Tods

1. From the CommCell Browser, navigate to Policies. e = T
Bana i & opple > ) Pocis > [ Strage Polces > soa
2. Right-click the Storage Policies and then click New Storage Policy. ] N e e

3. Follow the prompts displayed in the Storage Policy Wizard. The required options
are mentioned below:

O Select the Storage Policy type as Data Protection and Archiving and click

O Enter the name in the Storage Policy Name box and click Next. Create Storage Policy Wizard
o From the Library list, click the name of a disk library to which the primary e s B e oot
o

a Storage Polcy and s Primary Coy

copy should be associated and then click Next.

Ensure that you select a library attached to a MediaAgent operating in the
current release.

o From the MediaAgent list, click the name of a MediaAgent that will be used
to create the primary copy and then click Next. D comcdtyes |

O For the device streams and the retention criteria information, click Next to &
accept default values.
O Select Yes to enable deduplication for the primary copy.

O From the MediaAgent list, click the name of the MediaAgent that will be used
to store the Deduplication store.

B Corent | B surmay
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32.

Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

O Review the details and click Finish to create the Storage Policy.

Enable the following registry key to create job specific profiles:

From the CommCell Browser, navigate to Client Computers.

Right-click the <Client> in which you want to add the registry key, and then click
Properties.

Click the Registry Key Settings tab.

Click Add.

Enter CreateProcessSpecificProfile in the Name field.

Enter MSExchangeMBAgent in the Location field. (For Exchange Mailbox
iDataAgent).

Enter MSExchangeDMAgent in the Location field. (For Exchange Mailbox
iDataAgent).

Enter REG_DWORD in the Type filed.

Enter 1 to enable and 0 to disable the key in the Value field.

Click OK.

INSTALL THE EXCHANGE AGENTS

The Windows File System iDataAgent must be first installed onto all of the physical nodes of the cluster. See Install the Microsoft Windows File System
iDataAgent if you have not installed it on all of the physical nodes.

Once it has been installed onto the physical nodes, the Exchange Agents (such as Exchange Mailbox iDataAgent, Exchange Public Folder iDataAgent, Exchange
Mailbox Archiver and/or Exchange Public Folder Archiver) and Windows File System iDataAgent can be installed from the active node to the virtual server using
the following steps described below to install Exchange Agents.

The software can also be automatically installed on all available passive nodes when the software is installed onto the virtual server, or you can choose to
install any passive node(s) separately.

CREATE THE REGISTRY KEYS

Before installing the Exchange Agents, create the bAllowMultiInstances and bAllow32BitInstallOn64Bit registry keys.

1.

Create the bAllowMultilnstances registry key.

Create the bAllow32BitInstallOn64Bit registry key.

INSTALL PROCEDURE

1.

Log on to the computer using an account with the following privileges:
e Administrator of the local computer

To create the registry key, see the following steps:

1.
2.

Start the Registry Editor (Regedit.exe or Redegt32.exe)

Locate the directory under which you want to create a
key, e.g., HKEY LOCAL MACHINE\SOFTWARE\.

Right click the sorFTwARE and click New -> Key.
Name the key as GalaxyInstallerFlags.

Right click the GalaxyInstallerFlags and select New -
> DWORD value, name it as bAllowMultiInstances
and by double clicking the bAllowMultiInstances key
modify the Value data to 1.

To create the registry key, see the following steps:

1.
2.

Start the Registry Editor (Regedit.exe or Regedit32.exe)

Locate the directory under which you want to create a
key, e.g., HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node.

Right click the sorFTwaARE and click New -> Key.
Name the key as GalaxyInstallerFlags.

Right click the GalaxyInstallerFlags and select New -
> DWORD value, name it as
bAllow32BitInstallOn64Bit and by double clicking the
bAllow32BitInstallOn64Bit key modify the Value
data to 1.
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4.

5.

6.

7.

8.

e Administrator of the Exchange Server
Run Setup.exe from Software Installation Package.
Select the required language.

Click Next.

Select the Calypso 32-bit Software install options to install software.

NOTES

e This screen will only appear when the bAllow32BitInstallOn64Bit registry key

has been created and enabled on this computer.

Click Next.

Click OK.

Select I accept the terms in the license agreement.

Click Next.

Select Create a new instance option to install the Exchange Agents on separate

instance.

Select the language you will use during installation.

Cancel

= Software install options

= 32-hit Software install options

S Exit

Installer %]

Welcome
The Installer will quide you through the
setup process for Software

This program wil install Softwars on your computer.

Itis stronaly recommended that pou ext all Windows proarams befors runring this
Setup program,

Click Cancel to quit Setup and then close any programs pou have running. Click
et to continue with Setup.

WARNING: This program s protected by copyright law and intemational reaties
Unauthorized reproduction or distibution of this program. or any portion of it may

result in severe civil and criminal penaliss, and will e prasecuted ta the masimum
exient possible under the law

Installer

i Itis stwongly recommended that any and all vius scanning software be disabled
.N) irnmediately before continuing with this Software instalation. Failure to do so may result in
file-locking by the wiius scanmer and subsequent failure for setup ta install its own files.

Click OK once you have disabled them and setup will continue.

License Agreement
Please read the following License Agreement. Press
the PAGE DOWN ke to view the entire agreement.

~
End User License and Limited Warranty Agreement
Software Release 9.0.0
(including Microsoft® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)
Dol Tenas T mnsirn & mmanssd b4
& | accept the terms in the license agreement
" 1 do not accept the terms in the license agreement.
Installer
< Back Next > Cancel
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NorES

Install Instance Selection
e This screen will appear when the bAllowMultiInstances registry key has enabled on Fotnstediviskaisnce U MeE tes G
this computer.

e This screen will not appear if no other software components are installed on the Inetonce Sokecton
computer. @ Create a new instance (Not recommended)

" Installto existing instance

Select an installed instance.

Client Name:
Client Host Name:
CommServe Name

Installer

<Back [ New> | Cancel |

9. Select Configure a Virtual Server. Installer 3]

Click Next to continue. Cluster Type Selection

Configure the Physical Node or a Vitusl Server

Configuation Op
" Configure the Physical nods

' Canfigure aXitual server

¢Back Concel |

10. Select the disk group in which the cluster group resides. Installer X

Click Next to continue. Virtual Server Selection

Select the witual server you would like to configure

Chase from the following list of disk graups
configured on this chister.

<Back [ Mews | Concel |

11.  To install the Exchange iDataAgents expand Client Modules | Exchange, and _

select one or more of the following: Select Platforms
. Exchange Mailbox iDataAgent Select the platforms you want to configure.
e Exchange Public Folder iDataAgent

-0 -~ N:O\:ethepoinlev over a
. - - - = platform name to see a
To install the Exchange Archiver Agents, expand Client Modules | Archive e e Sscipton o e s s
A (easons why it map be
Management, and select one or more of the following: # 0 CommCel Console Gt T
+ @ MediaAgent Modules
e Exchange Compliance Archiver He g*’;:ﬂi::'fnemew Disk Space
i i # 2 Content Indexing and Search (Req/Recommended)
® EXChange Mallbox ArChlver Agent + 0 Web Based Search & Browse Installation Folder:
e Exchange Public Folder Archiver Agent : g ‘c‘mxﬂ’:‘:;:f:::";cam 0MB/0MB
) + 0 SAM = Temporary on C: drive:
Click Next. # O Supporting Modules 0MB/OMB
+ O Tools v
Note that the Exchange Database iDataAgents must be Installr St lls
installed on the Exchange Server, see Install the I liretei Acre o Festons Oray T ==

Exchange Database iDataAgent for step-by-step
procedure.

12, If this computer and the CommServe is separated by a firewall, select the Configure
firewall services option and then click Next.

For firewall options and configuration instructions, see Firewall Configuration and
continue with the installation.

If firewall configuration is not required, click Next.
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Installer. g]

Firewall Configuration
Configure firewall services

If there is a firewall between this machine and the CommServe, configure firewall services below.

I™ Configure firewall services

5
~
-
Installer
__Next D) Cancel
13. Enter the fully qualified domain name of the CommServe Host Name. Installer X
Click Next CommServe Name

Specify the Commervs computer name and hast
name

Do not use space and the following characters when specifying a new
name for the CommServe Host Name: CommServe Client Mame
A" @ #$9% A& ()= <>/2, (13, ‘
CammServe Host Name

[Enter a walid, fuly-qualfied, IP host name; for example:
myeampuler. mycampany. com]

[mpcamputer mpcompany. com

Installer

< Back Hest > Carcel |

14. Click Next. Installer, El
Communication Interface Name

If there is any other instance installed on the computer, Setup wil configure the communication paths,

make sure that the host name does not match the client
name entered in the Select a client name field in the
preViOUS inStanCe. Select a client name

=

Select an interface name that this computer will use to
communicate with the CommS erve:

audi. mycompany.com ~|

P Adcess{es) for the selected host

Irstaller

< Back et » concel |
15.  Select Add programs to the Windows Firewall Exclusion List, to add CommCell _

programs and services to the Windows Firewall Exclusion List. Windows Firewall Exclusion List

Allow programs to communicate through Windows

Click Next. Firewal
This option enables CommCell operations across Windows firewall by Windows Firewallis ON
adding CommcCell programs and services to Windows firewall exclusion
list [V Add programs to the Windows Firewall Exclusion List
It is recommended to select this option even if Windows firewall is 1f you plan on using Windows Firewall it recommended to add the software programs to the
disabled. This will allow the CommCell programs and services to function cichton ft

if the Windows firewall is enabled at a later time.

Installer

< Back I Next > I Cancel

16. Click Next.
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Installer g|

Download and Install Latest Update Packs

Download and Install the latest service pack and post
pack from the saftware provider website.

I~ Download latest update pack(s]

Make sure vou have intemet cannestivity at this time. This process maytake some tme
depending on download spee

Installer

< Back Hest > Carcel |

17. Verify the default location for software installation. Installer X

Click Browse to change the default location. "l;ﬂ'"a"ﬂ" Folder
elect the destination folder to install the program files.
Click Next.

e Do not install the software to a mapped network drive.

e Do not use the following characters when specifying the destination S
path: estination Folder

Click Nest to accept the default location, or click Browse to choose an altemate location.

EBrowse..

JiX?2N <> | #

It is recommended that you use alphanumeric characters only.

Drive List Space Required / Recammended
C a2BMB - 1394 ME /1670 ME
Installer

< Back Wt > concel |

18. Select a Client Group from the list. Installer 3]

Click Next Client Group Selection

: Select a client group for the client
This screen will be displayed if Client Groups are configured in the
CommCell Console.

The Client Group is alogical grouping of client machines
wihich havs the same associations at various lsvels ke
Schedule Policy, Activity Cantiol. Security and Reports

Client aroup:

Wene Selected
client_gioup

Installer

< Back Hewt s cancel |

19. Click Next. Installer, El

Schedule Install of Automatic Updates

Chaose when you want to schedule an install of the
downloaded updates

¥ Schedule Install of Automatic Updates

" Once
Time: 083112 FM

 ‘Weskly
& Monday  Tussday
© ‘Wednesday © Thursday
 Friday " Satuday
© Sunday

Installer

< Back Next » Caricel

20. Select a Storage Policy.
Click Next.
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21.

22,

23.

24.

If you do not have Storage Policy created, this message will be displayed.
Click OK.

You can create the Storage Policy later in step 31.

Select Exchange Server Name and Exchange Server Version from drop-down
list.

Click Next.

This screen will appear when you are installing Exchange
Agents on Non-Exchange Server.

Click Next.

Enter the following Exchange Administrator information then click Next.

e Account Name - Domain user account created with the exchange server
administrator permissions. Do not include the domain name here.

e Account Password - The password assigned to the domain user.
e Mailbox Name for this Account - Mailbox associated with the user above.

o Profile Name - Specify profile name to be created during agent install. This profile
is associated with the domain user's mailbox.

o Exchange Server Name - Name of the Exchange Server that the agent will
communicate with for data protection and recovery operations.

For Exchange Server 2010, enter the Client Access Role. After installation
configure the roles as described in Configure Mailboxes in Database Availability
Group (DAG) Servers.

e Domain - The installation detects and enters a domain name. If necessary, modify
the domain name by specifying Windows domain that the Exchange Server resides
in.

To install the software on the remaining nodes of the cluster, click Yes.

Installer g|

Storage Policy Selection

Select a starage policy for the default subclient to be
backed up.

I Configure for Laptop or Deskiop Backup

Select a storage polioy from the pulldown list

Installer

cancel |

Installer [x]

Exchange Server Name
Please provide Exchange server nams

Exchange Server

Exchange Server Mame:

Erchange_Server

Exchange Server Yersion

Imstaller

I Mext > I

<Back Concel |

Installer g|

Summary
Surmmary of install selectiors

Setup has snough information to start copying the program fiss. If you are satisfied with the
install settings, cick Next to begin capying files.

Destination Path = C:\Program Filesh
CommServe Host = mycomputer mycompany.com
Interface Name = audi.mycompany. com

Client =audi

Job Results Path = C:\Progiam Files\obRiesults

Global Filkers = Use Cell level policy

Installer

Next >

< Back carcel |

Installer E|

Exchange Administrator Account
Information
Mailbox and Profile information

Please enter the Exchange acoount infomation required below. 4 new profile will be created with
the information suppicd,

Account Name:; Profile Name:

Account Password Exchange Server Mame:

Mailbox Name for this Account: Domair:

Irstaller

< Back Cancel

Next »
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To complete the install for this node only, click No. _

\l:) ‘would you like ta install the software on remaining nodes on the cluster?
4

No

25. Select cluster nodes from the Preferred Nodes list and click the arrow button to Installer 3]
move them to the Selected Nodes list. Cluster Node Selection

Select cluster nades to canfigure

Once you complete your selections, click Next.

~ Prefemed Nodes ~ Selected Nodes: i~ Configured Modes
e The list of Preferred Nodes displays all the nodes found in the fmclier? | E VMCLUSTERT -]
cluster; from this list you should only select cluster nodes configured

to host this cluster group server.
e Do not select nodes that already have multiple instances installed.

>

<

e N e sin| W |omsin

ElE ==

26.  Specify User Name and Password for the Domain Administrator account

Information to perform the remote install on the cluster nodes you selected in the Domain administrator account inf
previous step. Please piovide domain adminishiator account
Click Next.

Domain Account Information

User Name [<DOMAINAUSERS |
[Legtadminstator

Account Password;

< Back I Mest » I Cancel

27. The progress of the remote install for the cluster nodes is displayed; the install can be [ X
interrupted if necessary. o

You can stop remate install at any time. Installed clients wil not be uninstalled. Clients in

Click StOp to prevent installation to any nodes after the current ones complete. pragress will continue installation. but their results will not show canrectly.
Click Advanced Settings to specify any of the following: Client Name | Client Status | Start Time_ | End Time | Result Desciption
e Maximum number of nodes on which Setup can run simultaneously. red?
e Time allocated for Setup to begin executing on each node, after which the install
attempt will fail.
e Time allocated for Setup to complete on each node, after which the install attempt 1 0
will fail.
Installed sucoesshully |T Left ta install |1_
If, during the remote install of a cluster node, setup fails to complete or is Failed ta nstal [ pogess: [0 Mac[1 5
interrupted, you must perform a local install on that node. When you do, Elapsed tine. Usec Estimated tine left. 10 min 0 sec
the install begins from where it left off, or from the beginning if [

necessary. For procedures, see Manually Installing the Software on a
Passive Node.

Installer

Advanced Settings

Number of simulkaneous remate machines ko run Setups | 10 =] machines

Time to wait For Setup to stark on each remate maching: z 3: minutes
Time to wait For Setup ko complete on each remote machine: | 15 3: minutes

28. Read the summary for remote installation to verify that all selected nodes were
installed successfully.

Click Next.

e If any node installation fails, you must manually install the software on
that node once the current installation is complete. See Manually
Installing the Software on a Passive Node for step-by-step instructions.

o The message displayed on your screen will reflect the status of the
selected nodes, and may look different from the example.

Page 61 of 285



Administration Guide - Exchange Mailbox iDataAgent

29.

30.

9

CHOICE

31.

Click Next.

Click Finish.

If you already have a storage policy selected in step 20, Click Next » button available

at the bottom of the page to proceed to the Configuration section.

If you do not have Storage Policy created, continue with the following step.

Create a Storage Policy:

1. From the CommCell Browser, navigate to Policies.

2. Right-click the Storage Policies and then click New Storage Policy.

3. Follow the prompts displayed in the Storage Policy Wizard. The required options
are mentioned below:

o

o]
o]

Select the Storage Policy type as Data Protection and Archiving and click
Next.

Enter the name in the Storage Policy Name box and click Next.
From the Library list, click the name of a disk library to which the primary
copy should be associated and then click Next.

Ensure that you select a library attached to a MediaAgent operating in the
current release.

From the MediaAgent list, click the name of a MediaAgent that will be used
to create the primary copy and then click Next.

For the device streams and the retention criteria information, click Next to
accept default values.

Select Yes to enable deduplication for the primary copy.

From the MediaAgent list, click the name of the MediaAgent that will be used
to store the Deduplication store.

Installer

Results
Remote install results

Summary of remate instal

The following software [Version ] were selected (o be installed

REALZ: Install succeeded.

Installer

Schedule Reminder
Jaob schedule creation reminder

Please nate:

“You still need to create a Job Schedule for each iDatadgent that has been installed on

this client computer.

Job Schedules are required to allows the iD atabgents to perform automated backup
and restors operations.

Job Schedule creation can be accomplished through the CommCel Consals
administration interface.

Irstaller
Installer g|
Completion Report
Setup complste
Software installation complsted succassfully B
Wisit the website below to download latest Updates and Service Packs.
Click Finish to complete Setup.

Installer

Technical Suppar Website

apple - Commell Console:
Wodows Heb

2R

mcel Bomser 2

Fle vew Took

- it

B Storage Policies x

I @ ople > 18 i > G troe e >
ik Compiers R
secny [ S
9 S s
s
o 2 esleatan ks
b Proemiiion
1 R
o 50 et
& Vet
(o Reots
& onvent orc

Mo cf S, o, of Copies | Irarametal.. | Descrpin

Strage Poley

2 e Global Do plca ey
Subclent Assecitions
3

Croato Storage Policy Viizard

Create Storage Policy Wizard

“This wizard uides you trough the creaton of
a Storage Polcy and s Primary Copy.

Prass Nada contnue.

=z]

ive
soa

do s, 3|

£ CommCel Browser
5 agents

2| [ conent | B surmay

cars_en | s
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32.

Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

O Review the details and click Finish to create the Storage Policy.

Enable the following registry key to create job specific profiles:

From the CommCell Browser, navigate to Client Computers.

Right-click the <Client> in which you want to add the registry key, and then click
Properties.

Click the Registry Key Settings tab.

Click Add.

Enter CreateProcessSpecificProfile in the Name field.

Enter MSExchangeMBAgent in the Location field. (For Exchange Mailbox
iDataAgent).

Enter MSExchangeDMAgent in the Location field. (For Exchange Mailbox
iDataAgent).

Enter REG_DWORD in the Type filed.

Enter 1 to enable and 0 to disable the key in the Value field.

Click OK.

« Pravious | MNext »
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Install the 32-bit Exchange Agents on a Non-Exchange Server

« Pravious | MNext »

The following procedure describes the steps involved in installing the 32-bit Exchange Agents on 32-bit Non-Exchange Server computer.

WHERE TO INSTALL

The 32-bit Exchange Agents can be installed on a separate computer with connectivity to the Exchange Server. This method is referred to as an Non-Exchange
Server installation and is useful if you want to offload the memory and processing resources required for backups and restores from the Exchange Server.

INSTALLATION RELATED TOPICS
The software can be installed using one of the following methods: Download Software Packages
Provides step-by-step procedure to download the latest
METHOD 1: INTERACTIVE INSTALL packages for software install.

Use this procedure to directly install the software from the installation package or a System Requirements
network drive Verify that the computer in which you wish to install the
! software satisfies the System Requirements.

METHOD 2: INSTALL SOFTWARE FROM COMMCELL CONSOLE Firewall

Use this procedure to remotely install the software on a client computer. Provides comprehensive information on firewall.

PREREQUISITES

The below mentioned prerequisites are for Mailbox Agents only. Ensure that you have the following:

e Service account is a member of Exchange Organization Administrators group.

e The mail-enabled user is a member of the Local Administrator Group and have rights to all mailboxes on the server.

e Ensure that you assign full access to all mailboxes on the server. For details, see How do I Assign Full Access to All Mailboxes on a Server.

METHOD 1: INTERACTIVE INSTALL

1. Log on to the computer using an account with the following privileges:
e Administrator of the local computer
e Administrator of the Exchange Server

2. Run Setup.exe from Software Installation Package.
3. Select the required language.
Click Next.
Select the language you will use duing installation.
4. Select the option to Install Calypso on this computer.
NOTES:

e Your screen may look different from the example shown.

= Install Software on this computer

= Advanced options

& View documentation websits
€ View Install Quick Start Guide [Requiies Adabe Acrobat Feader]
£ Install Adobe Acrobat eader

2 Exit

5. Select I accept the terms in the license agreement.
Click Next.
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6. Select Create a new instance option to install the Exchange Agents on separate
instance for the purpose of different Exchange Servers.
NOTES

e This screen will appear when the bAllowMultiInstances registry key has enabled on
this computer.

e This screen will not appear if no other software components are installed on the
computer.

License Agreement

Please read the following License Agreement. Press
the PAGE DOWN key to view the entire agieement.

~
End User License and Limited Warranty Agreement
Software Release 9.0.0
(including Microsoft® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)
NP D D VR b4
1 accept the terms in the license agreement
" 1 do not accept the terms in the license agreement.
Installer
<Back | New> | Cancel |

Installer.

Install Instance Selection
Please specify the instance you want to use during

instal
Instance Selection
% Create a new instance (Not recommended)
€ Install to existing instance

Select an installed instance.

|

Client Name:
Client Host Name:

CommServe Name

———
———
——

Installer

< Back

I Next > I

Select Platforms
Select the platforms you want to configure.

Cancel |

7. To install the Exchange iDataAgents expand Client Modules | Exchange, and
select one or more of the following:

e Exchange Mailbox iDataAgent
o Exchange Public Folder iDataAgent

= Q -~ Mlox;ethepoinlev over a
. - - - - platform name to see a
To install the Exchange Archiver Agents, expand Client Modules | Archive = el A descpton o e s and
Management, and select one or more of the following: # Q CommCel Console o Y™
+ @ MediaAgent Modules
i R = @ Client Modules s
e Exchange Compliance Archiver ! ) Backin € Recovey [H[)lsl;:pace »
i i # 2 Content Indexing and Search i8q/iecommencel
® EXChange Mallbox ArChlver Agent # [ Web Based Search & Browse Installation Folder:
e Exchange Public Folder Archiver Agent G Archive baragemert 0MB/0MB
# 0 ContinuousDataReplicator .
. Y Q SAM Temporary on C: diive:
Click Next. # Q Supporting Modules 0MB/0MB
+ O Tools v
Installer Special Registry Keys In Use
I Install Agents for Restore Only <Back | | cancel |
8. If this computer and the CommServe is separated by a firewall, select the Configure

firewall services option and then click Next. Firewall Configuration

Configure firewall services

For firewall options and configuration instructions, see Firewall Configuration and
continue with the installation.

If there is a firewall between this machine and the CommServe, configure firewall services below.

If firewall configuration is not required, click Next.

I™ Configure firewall services

5

Installer

9. Enter the fully qualified domain name of the CommServe Host Name.
Click Next.

Do not use space and the following characters when specifying a new
name for the CommServe Host Name:

\I" ~1@#$% N8 ()+=<>/7,[1{}:;"
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Installer g|

CommServe Name
Specity the CommS erve computer rame and host

Comméerve Client Name

CommServe Host Name
[Enter a walid, fuly-qualfied, IP host name; for example:
myeampuler. mycampany. com]

[mpcamputer mpcompany. com

Installer

< Back Hest > Carcel |

10. Click Next. Installer, El
Communication Interface Name
If there is any other instance installed on the computer, Setup wil configure the communication paths,
make sure that the host name does not match the client
name entered in the Select a client name field in the
preViOUS inStanCe. Select a client name

=

Select an interface name that this computer will use to
communicate with the CommS erve:

audi. mycompany.com ~|

P Adcess{es) for the selected host

Irstaller

< Back et » concel |
11.  Select Add programs to the Windows Firewall Exclusion List, to add CommCell _

programs and services to the Windows Firewall Exclusion List. Windows Firewall Exclusion List

i Allow programs to communicate through Windows
Click Next. Firewal
This option enables CommCell operations across Windows firewall by Windows Firewal is ON
adding CommcCell programs and services to Windows firewall exclusion
list IV Add programs to the Windows Firewall Exclusion List

It is recommended to select this option even if Windows firewall is 1f you plan on using Windows Firewall it i recommended to add the software programs o the
disabled. This will allow the CommCell programs and services to function cichton ft
if the Windows firewall is enabled at a later time.

Installer

<Back [ New> | Cancel |

12, Verify the default location for software installation. Installer 3]

f : Destination Folder
Click Browse to Change the default location. Select the destination folder ta instal the program files.
Click Next.

e Do not install the software to a mapped network drive.
e Do not use the following characters when specifying the destination

Click Next to acoept the default location, or click Browse to choose an altenate location.

path: Destination Folder
Browse.
/XN <> | #
It is recommended that you use alphanumeric characters only. Drive Lt Spmoe Fecaios  ocommentod
[ceame  ~| 1394 MB /1670 MB

Installer

< Back Nest > Cancel

13. Select a Client Group from the list.
Click Next.

This screen will be displayed if Client Groups are configured in the
CommCell Console.
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taller El

Client Group Selection
Select a cliert group for the client

The Client Group is alogical grouping of client machines
wihich havs the same associations at various lsvels ke
Schedule Policy, Activity Cantiol. Security and Reports

Client aroup:

Wene Selected
client_gioup

Installer

< Back Hewt s cancel |

14. Click Next. Installer, El
Schedule Install of Automatic Updates

Chaose when you want to schedule an install of the
downloaded updates

¥ Schedule Install of Automatic Updates

" Oncs
Time: 0g3IZPM
& weekly
* Morday " Tussday
 wednesday " Thursday
" Friday " Saturday
" Sunday
Installer
< Back Next» concel |
15. Select a Storage Policy. Installer K

Click Next. Storage Policy Selection

Select a starage policy for the default subclient to be
backed up.

I Configure for Laptop or Deskiop Backup

Select a storage polioy from the pulldown list

Installer

< Back Hewt s cancel |

If you do not have Storage Policy created, this message will be displayed. —
Click OK.
You can create the Storage Policy later in step 21.
e o conen |

16. Select Exchange Server Name and Exchange Server Version from drop-down

list. Exchange Server Name

Please provide Exchangs server name
Click Next.

Exchange Server

Exchange Server Mame:

Erchange_Server

Exchange Server Yersion

Imstaller

< Back I Mext > I LCancel

17. Click Next.
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18.

19.

20.

i

CHOICE

21.

Enter the following Exchange Administrator information then click Next.

e Account Name - Domain user account created with the exchange server
administrator permissions. Do not include the domain name here.

e Account Password - The password assigned to the domain user.
e Mailbox Name for this Account - Mailbox associated with the user above.

o Profile Name - Specify profile name to be created during agent install. This profile
is associated with the domain user's mailbox.

e Exchange Server Name - Name of the Exchange Server that the agent will
communicate with for data protection and recovery operations.

Enter the Mailbox Role Server name (NetBIOS). After installation configure the
roles as described in Configure Mailboxes in Database Availability Group (DAG)
Servers.

e Domain - The installation detects and enters a domain name. If necessary, modify
the domain name by specifying Windows domain that the Exchange Server resides
in.

Click Next.

Click Finish.

If you already have a storage policy selected in step 15, Click Mext » putton available
at the bottom of the page to proceed to the Configuration section.

If you do not have Storage Policy created, continue with the following step.
Create a Storage Policy:

1. From the CommCell Browser, navigate to Policies.

2. Right-click the Storage Policies and then click New Storage Policy.

3. Follow the prompts displayed in the Storage Policy Wizard. The required options

Installer g|

Summary
Surmmary of install selectiors

Setup has snough information to start copying the program fiss. If you are satisfied with the
install settings, cick Next to begin capying files.

Destination Path = C:\Program Filesh
CommServe Host = mycomputer mycompany.com
Interface Name = audi.mycompany. com

Client =audi

Job Results Path = C:\Progiam Files\obRiesults

Global Filkers = Use Cell level policy

Installer

< Back

Next >

carcel |

Installer E|

Exchange Administrator Account
Information
Mailbox and Profile information

Please enter the Exchange acoount infomation required below. 4 new profile will be created with
the information suppicd,

Account Name:; Profile Name:

Account Password Exchange Server Mame:

Mailbox Name for this Account: Domair:

Irstaller

< Back

Next »

cancel |

Installer g|

Schedule Reminder
Job schedule creation remindsr

Flease note:

*fou stil nesd to create a Job Schedule for sach iDatatgent that has been installed on
iz client computer.

Jab Schedules are required to allows the iD atabgents 1o perfom automated backup
and restore operalions,

Job Schedule creation can be accomplished through the CommCel Console
administration interface.

Installer

Installer E|

Completion Report
Setup complete

Software installation completed suscesshuly. =l

Wigit the website below to download latest Updates and Service Packs.

Click Finish to complete Setup.

Irstaller

Technical Support Websits

Page 68 of 285



Administration Guide - Exchange Mailbox iDataAgent

22,

are mentioned below:

O Select the Storage Policy type as Data Protection and Archiving and click
Next.

O Enter the name in the Storage Policy Name box and click Next.
O From the Library list, click the name of a disk library to which the primary
copy should be associated and then click Next.

Ensure that you select a library attached to a MediaAgent operating in the
current release.

o From the MediaAgent list, click the name of a MediaAgent that will be used
to create the primary copy and then click Next.

O For the device streams and the retention criteria information, click Next to
accept default values.

O Select Yes to enable deduplication for the primary copy.
O From the MediaAgent list, click the name of the MediaAgent that will be used
to store the Deduplication store.

Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

O Review the details and click Finish to create the Storage Policy.

Enable the following registry key to create job specific profiles:

e From the CommCell Browser, navigate to Client Computers.

e Right-click the <Client> in which you want to add the registry key, and then click
Properties.

e Click the Registry Key Settings tab.

e Click Add.

e Enter CreateProcessSpecificProfile in the Name field.

e Enter MSExchangeMBAgent in the Location field. (For Exchange Mailbox
iDataAgent).

Enter MSExchangeDMAgent in the Location field. (For Exchange Mailbox
iDataAgent).

e Enter REG_DWORD in the Type filed.

e Enter 1 to enable and 0 to disable the key in the Value field.

e Click OK.

METHOD 2: INSTALL SOFTWARE FROM COMMCELL CONSOLE

1.

2.

From the CommCell Browser, select Tools, point to Add/Remove Software, and
then click Install Software.

Click Next.

apple - CommCell Conss

st 2

ole

 oove
ane e
o s o dloy

Strage Poley

Sublent Assoctions

1 = o starage b
c N Globl Do pictioWWgiey
3

> @ poldes > @ storage Polices >

Create Storage Policy Wizard

1vE
roa

o e, o of Copes | incenent.| Cosapten eS|

Create Storage Policy Wizard.

“This wizard guides you through the creaton of
 Storage Policy and s Primary Copy.

Press Nedta contnue.

2 ComncalBronser.
5 agens

2| [0 cortont | B sumenary

Cors_cn | i

1

5 m

%
£ Commeell

sy

a Comml E
g% clent 4 ]
= Cliert Im“
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i gitmag -
= 6 polced gy

& 4| Report

murphy - CommCell Console

5 Summary

File  View (( Tools |}

Bromse & Recaver.
Job Contraller
Stheduler, .
Event Viewsr
Reports. .

Control Panel

Data Replcation Manitor

2
14 Conter
(h Add[Remave Software: D

ld murphy x Job Controller X 4 pE
murphy > a0d
& & ] L
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Computer
Groups

Computers
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Remove Updates 3
Install Software
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Dawrioad Software

Copy Software

AddjRemove Software Configuration
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Installer &3

Instail Wizard
This wizard guides you through the steps required to install software on computers.
Click Next to continue.
<ot () Bz | | rn
3. Select Windows.
Click Next.
() Unix and Linux
Browoassop | | Fnsn
4. Select Manually Select Computers. Installer X
Click Next. Select how fo discover the computers for instailing the software
© Hanally zslest computars
Software will be installed only on the selected list of computers,
() Automatically discover computers
Computers will be discovered when the job runs,
5. Enter the fully qualified domain name of the computer on which you have Exchange tallr
Server. Enter the host names of the computers
e e s e e o o pr i
For example: win08ex07.idclab.loc it
)
Click Next.
Rot> ] | e G
6. Click Next.
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Installer X
Seiect Software Cache

To use current Clent or Client Group Software Cache sektings, dick Next. Ta averride Software Cache settings check
Overtide Software Cache and select the Software Cathe o be used.

0] Gverrids Softwars Cache

murphy domain campany.cam

’

7. Specify User Name and Password that must be used to access the computer. Installer 3]
Click Next.

Enter Account Information

The specified account should have administrative access ta the computer. IF you are instaling
multple clients, the user should have access to al dients.

User Name: ‘

Example: domainjusername

Password: ‘ ‘

Confirm Password: ‘ ‘

»
8. To install the Exchange iDataAgents expand Client Modules | Backup & I

Recovery | Exchange, and select one or more of the following: Seloct Package(s) to Install
0 5QL Server iDataAgent al
o Exchange Database iDataAgent 0 stpterrece

e Exchange Mailbox iDataAgent Qe oasiges

. X cogmEm
o Exchange Public Folder iDataAgent | e

@ Exchance Pubic Folder iDatagent:
Click Next. B et ™™
=L Lotus Notes

] Lotus Notes Database iDatsAgent
. (1] Lotus Notes Document Datahgent
For Non-Exchange Server, Exchange Database iDataAgent will not be [ S S

applicable. - O G

] Online Content Indexing For Exchange.

=3 Archive Management

] SharePoint Archiver Agent

] Dormino Mailbox Archiver Agent

] Lotus hotes Add-In Clent.

0] Exchange Compliance Archiver

] Exchange Webroxy Archiver Agent

0] Exchange Public Folder Archiver Agent.

0] Exchange Maibox Archiver Agent

»
9. e Select Client Group from Available and click Add. D &
e Select a Storage Policy from the drop-down list. Click Next. neerRecommencen Sewingsfo the ssecten Somyare
NOTES: = Client Groups
e Select the Configure for Laptop or Desktop Backup option to install Backup P Comesis
Monitor utility. This utility allows you to view the backup job summary from the
client computer without opening the CommCell Console. See Monitor - Laptop User
for more information. [<<removen ]
Global Fiters Use Cellevel policy ~
] Configure For Laptop Backups

o) ] (B

10. Type the Agent Specific Settings information.
Click Next.
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11. Click Next.

12. Select Immediate.

Click Next.

13. Click Finish.

Enter the Install Options for the selected Software
‘Agent Specic Settings
= Components.

= Exchangeserver Information (Optional)

ServerName [uinosexck?

= Exchange Profile (Optional)

User Account

Corfigue Password

Matbox Name.

Profle ame:

= Exchange Database (Optional)

r—

([Corpeprmord

O Diferential Backup

® Incremental Backup.

Installer:

Enter Additional instalf Options

= Installe Flags
IstalUpdates
[CIRebook (¢ requred)
K Ercmse Processes (f requred)
[ ignore Runring obs
[ 5ton Orack Services (¢ requred)
5k centstha ae akeady part o the Commel comparent

Advanced Options

Deete Packages After Instal

[Z]tgnore ClentHost Name Corflt

nstal Resu Log Location
st Agerts For Restore rly
Optional Settings
= Job ResultDirectory.
path |

cpat

w0l

EvmgrcPort
InsallDirectery
Log Fle Location

Commserve Host Name.

w2l

Installer,

Flease Select When To Run The Job

Job Initiation

(%) Immediate

Run this job now

O Schedule

Corfigure Schedule Patter

®

Corfigue

B 5ave Ais Soript

Finish
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14.

15.

16.

17.

You can track the progress of the job from the Job Controller or Event Viewer

window.

Once the job is complete, right-click the CommServe computer, click View and then

click Admin Job History.

Select Install/Upgrade/Remove Software.

Click OK.

You can view the following details about the job by right-clicking the job:
e Items that succeeded during the job
e Items that failed during the job

e Details of the job

Summary

ease verly E s tarur the b inmedizely or ci it 0 save the

Clint nstall Ogtion

Select Type Of Installation: Windows
Select Type Of Client Discovery: Manialy sdert coriguters

I

op
Reuse Active Directory credentiak: No
Ctiet Avhentication fo Job

User Name: IDCLAP\adimiistralor
Password: *+*

Instal Fags

Install Updates: Yes

Reboot (if required): 1o

Kill Browser Processes (if equired): o
Ignore Running Jobs: Mo

Stop Oracle Services (i required): No

Delete Packages After Install: No
Ignore Clizn/Host Name Conlict: Ve
Tnstall Agents For Restore Only: No

Cliet Commposition
Override Software Cache: No

installed: Yes

Skip cliens that are already part of the CommCell component: No

Hex: > (B sare b script Finist Cancel

Job Comtroter

soios s e

= st s
a = s s o7 oD wh s
a 21 e 1130 s I

e D] ormatn, e, Hep, Gk, Hasa vess st 20

idol.testlab.commvault.com - CommCell Console

e
o 3o o ko o it bt e | S i 3ok o | rws bdremn 3
< >
oo i
9 e ¢ 8 o oty v
[Ere i
Soaty_cotn | BB o4s o ot | B | oo 3l
ompo s oo &

b cenplod el
]

m e
It f s st g e lon ] ot szl
It f s o5t tangre o th e [t i
e

ok s s ek s ]

30b History Q o [ 'S
“Adimin Job History Clert Searty  Storage Polcies
e 3| comouers Resources v
Users Logged In 8
Schedes [Y=F)
i Fio 36D | Operaten ClenkCo..._AgentType Subclert T Typer 1 phas v|
D& Virtual Server 21 DataAgng NA A
& O Securky L
i < >
@ polcies | mpase prayng  Rumn
e-fl Reports
& {1 Content Director [ Event Viewer x | 3 Admin Job Hitory x 4« > @
[ Event viewer L=
Severky  EventID JbID  Date + Progiam Computer | Ev ¥
) 233 2108/31/2010 12:00:23 JobManager apple 1968
a 232 2108/31/2010 12:00:08 JobManager apple 19:
— a 21 08/31/2010 11:52:42 EvMg'S apple
a 228 2008/31/2010 11:46:15 DistrbuteSoftware  apple
5 Agents . P 0001 1A 14 AE A Pt e
M | — E
= | “WPause |pPlaying.  Information, Mincr, Mefor, Critica, Maxinum events shown: 200
8 object(s) apple | admin

Job Status
forl O Completed O Faled O Kiled

Number of Jobs
@ View All Jobs

©) Desired Number of Jobs :|

Admin Job History Filter

Job Type
oal © Data Aging © Export Media
© Auwlary Copy © Inventory © Disaster Recovery Backup
© Data Verification © ffine Content Indexing © Erase Media
O Erase Backup/Archived Data O Drive Validation O Drive Cleaning
O Stamp Media O InstalRemove Updates O DownloadjCopy Software
isk Library Maintenance © SRM ReportsfActions
O Information Management © CommCell Export O CommCell Import
©) Media Refreshing O Recover Store
[] Specify Time Range
Start Time End Time.

oK Cancel
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) 9 Admin Job History x | @ apele x )
e Events of the job ST s T [T e e T R T T
e Log files of the job = o S 7 T

Total records count :9

18.
Enable the following registry key to create job specific profiles:

e From the CommCell Browser, navigate to Client Computers.

e Right-click the <Client> in which you want to add the registry key, and then click
Properties.

e Click the Registry Key Settings tab.

e Click Add.

e Enter CreateProcessSpecificProfile in the Name field.

e Enter MSExchangeMBAgent in the Location field. (For Exchange Mailbox
iDataAgent).

Enter MSExchangeDMAgent in the Location field. (For Exchange Mailbox
iDataAgent).

e Enter REG_DWORD in the Type filed.
e Enter 1 to enable and 0 to disable the key in the Value field.
e Click OK.

« Previous | Mext »
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Install the Exchange Agents on Exchange Server 2003

« Pravious | MNext »

Follow the steps given below to install the Exchange Agents on Exchange Server 2003.

WHERE TO INSTALL

Install the software directly on the Exchange Server you wish to protect

INSTALLATION RELATED TOPICS
The software can be installed using one of the following methods: Download Software Packages
Provides step-by-step procedure to download the latest
METHOD 1: INTERACTIVE INSTALL packages for software install.

Use this procedure to directly install the software from the installation package or a System Requirements

network drive. Verify that the computer in which you wish to install the
software satisfies the System Requirements.

METHOD 2: INSTALL SOFTWARE FROM COMMCELL CONSOLE Firewall

Use this procedure to remotely install the software on a client computer. Provides comprehensive information on firewall.

PREREQUISITES

The below mentioned prerequisites are for Mailbox Agents only. Ensure that you have the following:

o The mail-enabled user is a member of the Local Administrator Group and have rights to all mailboxes on the server.
e Using the Exchange System Manager snap-in, right-click the organization object and delegate control.

e Using the Wizard, assign the MailboxAdmin user Exchange Full Administrator privileges.

e Ensure that you assign full access to all mailboxes on the server. For details, see How do I Assign Full Access to All Mailboxes on a Server.

METHOD 1: INTERACTIVE INSTALL

1. Log on to the computer using an account with the following privileges:
e Administrator of the local computer
e Administrator of the Exchange Server

2. Run Setup.exe from the Software Installation Package.
3. Select the required language.
Click Next.
Select the language you will use during installation
4. Select the option to install software on this computer.

The options that appear on this screen depend on the computer in which
the software is being installed.

= Install Software on this computer

= Advanced options

2 View documentation website
2 Yiew Install Duick Start Guide (Requires Adobe Acrobat Reader)
2 Install Adobe Aciobat Reader

& Exit

5. Select I accept the terms in the license agreement.
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8.

9.

Click Next.

To install the Exchange iDataAgents expand Client Modules | Backup & Recovery
| Exchange, and select one or more of the following:

¢ Exchange Database iDataAgent
¢ Exchange Mailbox iDataAgent
e Exchange Public Folder iDataAgent

To install the Exchange Archiver Agents, expand Client Modules | Archive
Management, and select one or more of the following:

e Exchange Compliance Archiver
o Exchange Mailbox Archiver Agent
e Exchange Public Folder Archiver Agent

Click Next.

If this computer and the CommServe is separated by a firewall, select the Configure
firewall services option and then click Next.

For firewall options and configuration instructions, see Firewall Configuration and
continue with the installation.

If firewall configuration is not required, click Next.

Enter the fully qualified domain name of the CommServe Host Name.

Click Next.

Do not use space and the following characters when specifying a new
name for the CommServe Host Name:

\I" M @#$%N8X () +=<>/7,[1{}:;"

Click Next.

License Agreement

Please read the following License Agreement. Press
the PAGE DOWN key to view the entire agieement.

~
End User License and Limited Warranty Agreement
Software Release 9.0.0
(including Microsoft® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)
NP D D VR b4
1 accept the terms in the license agreement
" 1 do not accept the terms in the license agreement.
Installer
<Back | New> | Cancel |

Select Platforms
Select the platforms you want to configure.

= Q A | Move the pointer over a
= @ Common Technology Engine platform name to see a
description of the platform and
+ @ CommServe Modules s W T bo
# 0 CommCell Console cisabled,
+ [ Mediahgent Modules
= ©2 Client Modules :
@ (2 Backup & Recovery Disk Space
# 02 Content Indexing and Search (Req/Recommended)
# [ Web Based Search & Browse Installation Folder:
# 2 Archive Management 0MB/0MB
# 0 ContinuousDataReplicator )
% [ SAM Temporary on C: drive:
# 0 Supporting Modules R
+ 0 Tools v
e Special Registry Keys In Use
I™ Install Agents for Restore Only <Back | | T |

Installer.

Firewall Configuration
Configure firewall services

If there is a firewall between this machine and the CommServe, configure firewall services below.

I™ Configure firewall services

“

Installer

Installer %]

CommServe Name
Specity the CommS erve computer rame and host

Comméerve Client Name

CommServe Host Name
[Enter a walid, fuly-qualfied, IP host name; for example:
myeampuler. mycampany. com]

[mpcamputer mpcompany. com

Installer

< Back Next > Cancel
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10. Select Add programs to the Windows Firewall Exclusion List, to add CommCell
programs and services to the Windows Firewall Exclusion List.

Click Next.

This option enables CommCell operations across Windows firewall by
adding CommcCell programs and services to Windows firewall exclusion
list.

It is recommended to select this option even if Windows firewall is
disabled. This will allow the CommCell programs and services to function
if the Windows firewall is enabled at a later time.

11. Verify the default location for software installation.
Click Browse to change the default location.
Click Next.

e Do not install the software to a mapped network drive.

e Do not use the following characters when specifying the destination
path:

JiX?2N <> | #

It is recommended that you use alphanumeric characters only.

12, Select a Client Group from the list.
Click Next.

This screen will be displayed if Client Groups are configured in the
CommCell Console.

13. Click Next.

Installer g|
Communication Interface Name
Setup wil configurs the communication paths.

Select a client name

=

Select an interface name that this computer will use to
communicate with the CommServe

audi. mycompany. com j

P Address{es for the selected host,

Installer

< Back Newt > cancel |

Windows Firewall Exclusion List

Allow programs to communicate through Windows
Firewa

Windows Firewall is ON
[V Add programs to the Windows Firewall Exclusion List

1f you plan on using Windows Firewall it is recommended to add the software programs to the
exclusion ist

Installer

<Back [ New> | Cancel |

Installer E|
Destination Folder
Select the destination folder to install the program files.

Click Nest to accept the default location, or click Browse to choose an altemate location.

Destination Folder

EBrowse..

Drive List Space Required / Recommendsd
C: 928MB - 1394 ME / 1670 ME
Irstaller
<Back Hext > concel |
Installer g|

Client Group Selection
Select a cliert group for the client

The Client Group is alogical grouping of client machines
wihich havs the same associations at various lsvels ke
Schedule Policy, Activity Cantiol. Security and Reports

Client aroup:

Wene Selected
client_gioup

Installer

< Back Nest > Cancel
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Installer g|
Schedule Install of Automatic Updates
Choose when you want to schedule an install of the
downloaded updates.
Iv Schedule Install of Automatic Updates
" Once
Time: 08:31:12 PM —|
& weekly
* Monday " Tuesday
" Wednesday " Thursday
" Friday " Saturday
" Sunday
Installer
<Back Next> cancel |
14. Select a Storage Policy. Installer X
Click Next. Storage Policy Selection
Select a storage policy for the default subclient to be
backed up.
[ Canfigure for Laptop or Deskiop Backup
Select a storage palicy from the pull-dawn list,
Installer
< Back Next» concel |
If you do not have Storage Policy created, this message will be displayed. —
Click OK.
You can create the Storage Policy later in step 25.
P=ETy | E—T— Carwmt |
e If you are installing the Exchange Database iDataAgent, click Configure Exchange Database Specific Information.
e If you are installing the Exchange Agents, skip to Configure Exchange Agents Specific Information.
.CONFIGURE EXCHANGE DATABASE SPECIFIC INFORMATION
15. Select the backup type for Exchange Database backups. Choose either of the Installer X

following options, then click Next.

o Differential - Specifies that each non-full Exchange Database backup secures all
data that has changed since the last full backup. Transaction lobs are not purged.

e Incremental - Specifies that each non-full Exchange Database backup secures
only that data that has changed since the last backup of any type. Committed
transaction logs are purged.

16. Enter the user credentials to access the Exchange Server to perform the backup

operation.

o The User Account must have Exchange Administrator privileges.

o The installation detects the domain name. If necessary, you can
modify the domain name by specifying Windows domain that the
Exchange Server resides in.

Exchange Backup Options
Please select a default backup type

" Differential Backs up changes in the Infamation
Store and Directory Servics snce thelast
Full backup. Dags rat purge the

transaction lags.

Backs up changes i the Infarmation

tore and Direclory Service since thelsst
Full backup of Incremental backup. The
camrmitted ransaction lags e then
purged.

 Incremental

Installer

< Back Cancel

Nest >
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Enter Administrator account information
Enter Sdministrator account information

Account Mame:

Account Password:

Domain
|E><EH

17. Click Next. Installer El
Summary
Summary of install selections

Setup has enough information to start copying the program fies. If you are satisfied with the
install seftings, ick Next to begin copying fles.

Destination Path = C:\Program Files
CommServe Host = mycanputer mycompany. com
Interface Mame = audi.mycompany. com

Client =audi

Job Results Path = C:\Program FilestJ obResults
Global Filkers = Use Cell level policy

Irstaller

< Back Wt > cancel |

18.  The install program displays a reminder to verify that Circular Logging is disabled [ svater |
before performing any database backup operations. To verify that Circular Logging is €| o B e s T 0 TS T s
disabled: backup operations.

e From Exchange System Manager, navigate to and expand the server that the
Database iDataAgent is being installed on.

e Verify that the Circular Logging check box has not been selected for each Storage
Group. If Circular Logging has been enabled for a Storage Group, disable it at this
time.

Click OK.

e If you are installing the Exchange Agents, then click Configure Exchange Agents Specific Information.
e If you are installing the Exchange Database iDataAgent, skip to Verify Summary of Install Options.

‘CONFIGURE EXCHANGE AGENTS SPECIFIC INFORMATION

19. Select Exchange Server Name and Exchange Server Version from drop-down
list. Exchange Server Name

Please provide Exchange server name

Click Next.

This screen will appear when you are installing Exchange Agents on Non-
Exchange Server.

Exchange Server

Exchangs Server Name:

Exchange_Server

Exchange Server Yersion

Installer

< Back, | Next > | LCancel

20. Click Next.
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Installer g|

Summary
Surmmary of install selectiors

Setup has snough information to start copying the program fiss. If you are satisfied with the
install settings, cick Next to begin capying files.

Destination Path = C:\Program Filesh
CommServe Host = mycomputer mycompany.com
Interface Name = audi.mycompany. com

Client =audi

Job Results Path = C:\Progiam Files\obRiesults

Global Filkers = Use Cell level policy

Installer
< Back Hest > carcel |
21. Enter the following Exchange Administrator information then click Next. Installer X
o Account Name - Domain user account created with the exchange server IExf-:hﬂmlx_e Administrator Account
nformation

administrator permissions. Do not include the domain name here.
e Account Password - The password assigned to the domain user.

Mailbox and Profile information

Please enter the Exchange acoount infomation required below. 4 new profile will be created with

e Mailbox Name for this Account - Mailbox associated with the user above. the informalion supplied
o Profile Name - Specify profile name to be created during agent install. This profile Accaunt Name Fiafile Name
is associated with the domain user's mailbox. | |
e Exchange Server Name - Name of the Exchange Server that the agent will Acoount Password: Exchange Server Name:
communicate with for data protection and recovery operations. [ [
e Domain - The installation detects and enters a domain name. If necessary, modify Mailbox Name for this Account Dorain
the domain name by specifying Windows domain that the Exchange Server resides | |
in.
Installer

< Back Next » Caricel

VERIFY SUMMARY OF INSTALL OPTIONS
22, Click Next. Installer El

Summary
Summary of install selections

Setup has enough information to start copying the program fies. If you are satisfied with the
install seftings, ick Next to begin copying fles.

Destination Path = C:\Program Files
CommServe Host = mycanputer mycompany. com
Interface Mame = audi.mycompany. com

Client =audi

Job Results Path = C:\Program FilestJ obResults
Global Filkers = Use Cell level policy

Irstaller

< Back Wt > cancel |
23.  Click Next.

Schedule Reminder
Job schedule creation remindsr

Flease note:

*fou stil nesd to create a Job Schedule for sach iDatatgent that has been installed on
iz client computer.

Jab Schedules are required to allows the iD atabgents 1o perfom automated backup
and restore operalions,

Job Schedule creation can be accomplished through the CommCel Console
administration interface.

Installer

24, Click Finish.
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Installer g|

Completion Report
Setup complste

Sottware installstion cemplste suscssshull =]

Wisit the website below to download latest Updates and Service Packs.

Click Finish to complete Setup

]

Installer

Technical Suppart Websie

9

If you already have a storage policy selected in step 14, Click Mext » button available
cnoice At the bottom of the page to proceed to the Configuration section.

If you do not have Storage Policy created, continue with the following step.

25. Create a Storage Policy:

1. From the CommCell Browser, navigate to Policies.

ez > G Storage Pokies > soa

2. Right-click the Storage Policies and then click New Storage Policy.

T A |

3. Follow the prompts displayed in the Storage Policy Wizard. The required options
are mentioned below: i T
O Select the Storage Policy type as Data Protection and Archiving and click e
Next. Croato Storage Policy Viizard

O Enter the name in the Storage Policy Name box and click Next. Create Storage Policy Wizard

O From the Library list, click the name of a disk library to which the primary
copy should be associated and then click Next.

“This wizard uides you trough the creaton of
a Storage Poly and s Pi

Prass Nadta contue.

Ensure that you select a library attached to a MediaAgent operating in the
current release.

o From the MediaAgent list, click the name of a MediaAgent that will be used C=r]
to create the primary copy and then click Next. D comcdtyes |
O For the device streams and the retention criteria information, click Next to 2 (5 comet]@ 3y

accept default values.

O Select Yes to enable deduplication for the primary copy.

O From the MediaAgent list, click the name of the MediaAgent that will be used
to store the Deduplication store.

Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

O Review the details and click Finish to create the Storage Policy.

26.
Enable the following registry key to create job specific profiles:

e From the CommCell Browser, navigate to Client Computers.

Right-click the <Client> in which you want to add the registry key, and then click
Properties.

Click the Registry Key Settings tab.
Click Add.
Enter CreateProcessSpecificProfile in the Name field.

Enter MSExchangeMBAgent in the Location field. (For Exchange Mailbox
iDataAgent).

Enter MSExchangeDMAgent in the Location field. (For Exchange Mailbox
iDataAgent).

e Enter REG_DWORD in the Type filed.
e Enter 1 to enable and 0 to disable the key in the Value field.
e Click OK.

METHOD 2: INSTALL SOFTWARE FROM COMMCELL CONSOLE

1. From the CommCell Browser, select Tools, point to Add/Remove Software, and
then click Install Software.
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murphy - CommCell Console

m" Summary

Bromse & Recaver.

2 Commcel Job Contraller ld murphy x Job Controller X 4 pE
Era— s Y=
Scheduer.. murphy >
o B scheduler,
cliert: 4 f71]  Event viewer & @ ¢
& C"e:u Inl Reports... Client Client Securty
Computer computers
@ Seeure] @ Control Panel e

g sorsol B
Policies| E

Data Replication Monitor
Jol Report

A Conter ka4 =
£ AddIRemove Software Tnstal Updates ntent

rector
Remove Updates 3

Instal Softrare

Uparade Software

Dawrioad Software

Copy Software

LU Software Configuration

& Commeell Browser

5 Agents

murphy | admin

2. Click Next. Installer K

Instail Wizard

This wizard guides you through the steps required ta install software on compiters.

Click Next to continue.

(Ce==]) @

3. Select Windows. Installer

Click Next.

) Unix and Linux

3

4. Select Manually Select Computers. Installer ]

Click Next. Select how 10 disCOVEF the Computers for installing the software

Manualy select computers
b ¥, puters
Software wil be installed only on the selected list of computers.

() Automatically discover computers
Computers wil be discovered when the job runs.

5. Enter the fully qualified domain name of the computer on which you have Exchange
Server.
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[ e x|

Enter the host names of the computers

For example: win08ex07.idclab.loc

. e o th ot e o h et o e e
Click Next. it

Inport From Active Drectory
Select from existog dients

) =) »

6. Click Next. Installer =

Sefect Software Gache

To use current Client or Clisnt Group Softwars Cache settings, dlick Next. To override Software Cache ssttings check.
Override Softare Cache and select the Software Cache to be used,

[C] Override Software Cache

murphy. domain, company.com

»

7. Specify User Name and Password that must be used to access the computer.

aller E|

Click Next. Enter Account Information

The speified account should have administrative access ta the computer. IF you are instaling
multple: clients, the user should have access to al dients.

User Mame: ‘ ‘

Excampleidomainlusernanme

Passwiord: [ |

Confirm Password: ‘ ‘

»

8. To install the Exchange iDataAgents expand Client Modules | Backup & Instaler 5]
Recovery | Exchange, and select one or more of the following: Seloct Package(s) to Install

[ 50t Server Dstargent |
e Exchange Database /DataAgent BE
[ Sybase DataAgent.
e Exchange Mailbox iDataAgent Bl
. . =)
e Exchange Public Folder iDataAgent | R
@8 Exchange Pubic Folder Datangert
. [ Exchange Web Folder iDataAgent
Click Next. ] Exhars e g o
=3 Lotus Notes
[ Lotus Notes Database DataAgent
[ Lotus Notes Document iDataigent
= £ SharePoint.
[ sharePoint DataAgent
= Content Indexing and Search
O online Content Indexing
[ orline Contert: Indexing For Exchange.
= £ Archive Management
O sharePont Archiver Agent.
O Domino Mailbox Archiver Agent.
[ Lokus Notes Add-In Chent
O Exchange Compliance Archiver
O Exchange WebProxy Archiver Agent
[0 Exchange Public Folder Archiver Agent
O Exchange Maibox Archiver Agent: @

w5 | B

e Select Client Group from Available and click Add.
e Select a Storage Policy from the drop-down list. Click Next.

NOTES:

e Select the Configure for Laptop or Desktop Backup option to install Backup
Monitor utility. This utility allows you to view the backup job summary from the
client computer without opening the CommCell Console. See Monitor - Laptop User
for more information.
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10.

11.

12,

13.

Type the Agent Specific Settings information.
Click Next.

Click Next.

Select Immediate.
Click Next.

Click Finish.

aller

Enter Recommended Settings for the selected Software

Recommended Settings

 Client Groups

Avalable: Selected;

Laptop eE) Laptop Backup

<Remove

dd Al >>
<<Remave Al

iobal Fiters Use Celllevel polcy

] Configure For Laptop Backups

Storage Polcy ta use:

B Sove s st

Finish

Installer

Enter the install Options for the selected Software

‘Agent Specic Settngs
 Components.
= Exchangeserver Information (Optional)
ServerName | windgexci?
= Exchange Profile (Optional)

User ccount

Corfigue Password

o Name:
ot e

= Exchange Database (Optional)
s g |
O Diferental Backup.

© tnaremertalBackup

[ B 5ve s Scrp

pstalle

Enter Additional Install Options

= Installer Flags

instal Updates

[ Reboot (Frequiec)

Kl romser Processes (f recured)

[ ignore Runming Jobs

] stop Orece Services (F required)

T skipclents thatare eady prtofthe CommCellcompanent
Advanced Options

Deete Packages After Instal

Tgnore ClenHost Name Corflct

Install Resut Log Losation

[Jinstall Agents For Restore Only
Optional Settings

= JobResult Directory

rath |

cpat

w0l

EvmarcPort

szl

TnsallDirectery

Log Fle Location

Commserve HostName.

nstaller

Please Select When To Run The Job

Job Initiation

(&) Immediate

Rur this job now

O schedule

]
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14.

15.

16.

17.

You can track the progress of the job from the Job Controller or Event Viewer

window.

Once the job is complete, right-click the CommServe computer, click View and then

click Admin Job History.

Select Install/Upgrade/Remove Software.

Click OK.

You can view the following details about the job by right-clicking the job:
e Items that succeeded during the job
e Items that failed during the job

e Details of the job

Summary

ease verly E s tarur the b inmedizely or ci it 0 save the

Clint nstall Ogtion

Select Type Of Installation: Windows
Select Type Of Client Discovery: Manialy sdert coriguters

I

op
Reuse Active Directory credentiak: No
Ctiet Avhentication fo Job

User Name: IDCLAP\adimiistralor
Password: *+*

Instal Fags

Install Updates: Yes

Reboot (if required): 1o

Kill Browser Processes (if equired): o
Ignore Running Jobs: Mo

Stop Oracle Services (i required): No

Delete Packages After Install: No
Ignore Clizn/Host Name Conlict: Ve
Tnstall Agents For Restore Only: No

Cliet Commposition
Override Software Cache: No

installed: Yes

Skip cliens that are already part of the CommCell component: No

Hex: > (B sare b script Finist Cancel

Job Comtroter

soios s e

= st s
a = s s o7 oD wh s
a 21 e 1130 s I

e D] ormatn, e, Hep, Gk, Hasa vess st 20

idol.testlab.commvault.com - CommCell Console

e
o 3o o ko o it bt e | S i 3ok o | rws bdremn 3
< >
oo i
9 e ¢ 8 o oty v
[Ere i
Soaty_cotn | BB o4s o ot | B | oo 3l
ompo s oo &

b cenplod el
]

m e
It f s st g e lon ] ot szl
It f s o5t tangre o th e [t i
e

ok s s ek s ]

30b History Q o [ 'S
“Adimin Job History Clert Searty  Storage Polcies
e 3| comouers Resources v
Users Logged In 8
Schedes [Y=F)
i Fio 36D | Operaten ClenkCo..._AgentType Subclert T Typer 1 phas v|
D& Virtual Server 21 DataAgng NA A
& O Securky L
i < >
@ polcies | mpase prayng  Rumn
e-fl Reports
& {1 Content Director [ Event Viewer x | 3 Admin Job Hitory x 4« > @
[ Event viewer L=
Severky  EventID JbID  Date + Progiam Computer | Ev ¥
) 233 2108/31/2010 12:00:23 JobManager apple 1968
a 232 2108/31/2010 12:00:08 JobManager apple 19:
— a 21 08/31/2010 11:52:42 EvMg'S apple
a 228 2008/31/2010 11:46:15 DistrbuteSoftware  apple
5 Agents . P 0001 1A 14 AE A Pt e
M | — E
= | “WPause |pPlaying.  Information, Mincr, Mefor, Critica, Maxinum events shown: 200
8 object(s) apple | admin

Job Status
forl O Completed O Faled O Kiled

Number of Jobs
@ View All Jobs

©) Desired Number of Jobs :|

Admin Job History Filter

Job Type
oal © Data Aging © Export Media
© Auwlary Copy © Inventory © Disaster Recovery Backup
© Data Verification © ffine Content Indexing © Erase Media
O Erase Backup/Archived Data O Drive Validation O Drive Cleaning
O Stamp Media O InstalRemove Updates O DownloadjCopy Software
isk Library Maintenance © SRM ReportsfActions
O Information Management © CommCell Export O CommCell Import
©) Media Refreshing O Recover Store
[] Specify Time Range
Start Time End Time.

oK Cancel
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) 9 Admin Job History x | @ apele x )
e Events of the job ST s T [T e e T R T T
e Log files of the job = o S 7 T

Total records count :9

18.
Enable the following registry key to create job specific profiles:

e From the CommCell Browser, navigate to Client Computers.

e Right-click the <Client> in which you want to add the registry key, and then click
Properties.

e Click the Registry Key Settings tab.

e Click Add.

e Enter CreateProcessSpecificProfile in the Name field.

e Enter MSExchangeMBAgent in the Location field. (For Exchange Mailbox
iDataAgent).

Enter MSExchangeDMAgent in the Location field. (For Exchange Mailbox
iDataAgent).

e Enter REG_DWORD in the Type filed.
e Enter 1 to enable and 0 to disable the key in the Value field.
e Click OK.

« Previous | Mext »
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Install the Exchange Agents for Exchange Server 2003 on a
Non-Exchange Server

« Previous | Mext »

Follow the steps given below to install the Exchange Agents on Non-Exchange Server 2003.

WHERE TO INSTALL

The 32-bit Exchange Agents can be installed on a separate computer with connectivity to the Exchange Server. This method is referred to as an Non-Exchange
Server installation and is useful if you want to offload the memory and processing resources required for backups and restores from the Exchange Server.

INSTALLATION

RELATED TOPICS

Download Software Packages

Provides step-by-step procedure to download the latest
packages for software install.

The software can be installed using one of the following methods:

METHOD 1: INTERACTIVE INSTALL

Use this procedure to directly install the software from the installation package or a System Requirements
network drive Verify that the computer in which you wish to install the
! software satisfies the System Requirements.

METHOD 2: INSTALL SOFTWARE FROM COMMCELL CONSOLE Firewall

Use this procedure to remotely install the software on a client computer. Provides comprehensive information on firewall.

PREREQUISITES

The below mentioned prerequisites are for Mailbox Agents only. Ensure that you have the following:

e The mail-enabled user is a member of the Local Administrator Group and have rights to all mailboxes on the server.

o Using the Exchange System Manager snap-in, right-click the organization object and delegate control.

e Using the Wizard, assign the MailboxAdmin user Exchange Full Administrator privileges.

e Ensure that you assign full access to all mailboxes on the server. For details, see How do I Assign Full Access to All Mailboxes on a Server.

METHOD 1: INTERACTIVE INSTALL

1. Log on to the computer using an account with the following privileges:

e Administrator of the local computer
e Administrator of the Exchange Server

2. Create the bAllowMultilnstances registry key. To create the registry key, see the following steps:
NOTES: 1. Start the Registry Editor (Regedit.exe or Redegt32.exe)
e If any 64-bit agent software is already installed on the Proxy Server, create 2. Locate the directory under which you want to create a
bAllowMultilInstances registry key to install the Exchange iDataAgents on key, e.g., HKEY LOCAL MACHINE\SOFTWARE\.
separate instance.
3. Right click the soFTwARE and click New -> Key.
4. Name the key as GalaxyInstallerFlags.
5. Right click the GalaxyInstallerFlags and select New -

> DWORD value, name it as bAllowMultiInstances
and by double clicking the bAllowMultiInstances key
modify the Value data to 1.

3. Create the bAllow32BitInstallOn64Bit registry key. To create the registry key, see the following steps:

1. Start the Registry Editor (Regedit.exe or Regedit32.exe)

2. Locate the directory under which you want to create a
key, e.g., HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node.

3. Right click the soFTWARE and click New -> Key.

4. Name the key as GalaxyInstallerFlags.

5. Right click the GalaxyInstallerFlags and select New -
> DWORD value, name it as
bAllow32BitInstallOn64Bit and by double clicking the
bAllow32BitInstallOn64Bit key modify the Value
data to 1.

4. Run Setup.exe from the Software Installation Package.

ul

Select the required language.
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Click Next.
Select the language you will use during installation
LCancel
6. Select the Calypso 32-bit Software install options to install software.
NOTES

e This screen will only appear when the bAllow32BitInstallOn64Bit registry key
has been created and enabled on this computer.

= Software install options

= 32-hit Software install options

S Exit

7. Select I accept the terms in the license agreement. _

i License Agreement
Click Next. Please read the following License Agreement. Press
the PAGE DOWN key to view the entire agreement

End User License and Limited Warranty Agreement

Software Release 9.0.0

(including Microsoft® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)

Tl Thanae T dmmn & mammssenned

(& | accept the terms in the license agreement

" 1 do not accept the terms in the license agreement.
Installer

<Back | New> | Cancel |

8. If any agent software is already installed on the Proxy Server, select Create a new

instance option to install the Exchange iDataAgents on separate instance. Install Instance Selection

Please specify the instance you want to use duting
NOTES install.

e This screen will appear when the bAllowMultilnstances registry key has enabled on Instance Selection
this computer.

(¢ Create a new instance [Not recommended)
€ Install to existing instance

Select an installed instance.

Client Name:
Client Host Name:
CommServe Name

Installer

< Back I Next > I Cancel

9. To install the Exchange iDataAgents expand Client Modules | Exchange, and
select one or more of the following:

e Exchange Mailbox iDataAgent
o Exchange Public Folder /DataAgent

To install the Exchange Archiver Agents, expand Client Modules | Archive
Management, and select one or more of the following:

o Exchange Compliance Archiver
o Exchange Mailbox Archiver Agent
e Exchange Public Folder Archiver Agent

Click Next.
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10. If this computer and the CommServe is separated by a firewall, select the Configure
firewall services option and then click Next.

For firewall options and configuration instructions, see Firewall Configuration and
continue with the installation.

If firewall configuration is not required, click Next.

11. Enter the fully qualified domain name of the CommServe Host Name.
Click Next.
Do not use space and the following characters when specifying a new
name for the CommServe Host Name:
\I" ~@#$%N*()+=<>/?,[1{}:;"

12, Click Next.

13. Select Add programs to the Windows Firewall Exclusion List, to add CommCell
programs and services to the Windows Firewall Exclusion List.

Click Next.

This option enables CommCell operations across Windows firewall by
adding CommcCell programs and services to Windows firewall exclusion
list.

It is recommended to select this option even if Windows firewall is
disabled. This will allow the CommCell programs and services to function
if the Windows firewall is enabled at a later time.

Select Platforms
Select the platforms you want to configure.

= Q A | Move the pointer over a
= © Common Technology Engine platform name to see a
@ CommSenve Mockies desciiption of the platform and
e o reasons why it may be
# 0 CommCel Console disabled.
+ @ Mediadgent Modules
= Q2 Clent Modules .
# 0 Backup & Recovery Sapoce
# 2 Content Indexing and Search (Req/Recommended)
# 02 Web Based Search & Browse Installation Folder:
# Q2 Archive Management 0MB/ 0MB
# Q1 ContinuousDataReplicator . .
# 0 SAM .
+ 02 Supporting Modules
# Q2 Tools v LA
e Special Registry Keys In Use
I Install Agents for Restore Only <Back | | cancel |

Installer.

Firewall Configuration
Configure firewall services

If there is a firewall between this machine and the CommServe, configure firewall services below.

I™ Configure firewall services

¢
-
-
Installer
Installer &|

CommServe Hame

Specify the CommServe computer name and host
name

CommServe Client Name

CommServe Host Name
{Enter a walid, fuly-qualiied, IF host name; for example:
TyCOmpUte! MyGompany. com)

‘mycnmpulel MPCOmpany. com

Irstaller

<Back Hext > cancel |
Installer, =]

Communication Interface Name
Setup wil configurs the communication paths.

Select a client name

=

Select an interface name that this computer will use to
communicate with the CommServe

audi. mycompany. com j

P Address{es for the selected host,

Installer

< Back Next > Cancel
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Windows Firewall Exclusion List

Allow programs to communicate through Windows
Firewa

Windows Firewall is ON
[V Add programs to the Windows Firewall Exclusion List

1f you plan on using Windows Firewall it is recommended to add the software programs to the
exclusion ist

Installer

<Back [ New> | Cancel |

14. Verify the default location for software installation. Installer X

Click Browse to change the default location. "l;ﬂ'"a"ﬂ" Folder
elect the destination folder to install the program files.
Click Next.

e Do not install the software to a mapped network drive.

e Do not use the following characters when specifying the destination S
path: estination Folder

Click Nest to accept the default location, or click Browse to choose an altemate location.

EBrowse..

JiX?2N <> | #

It is recommended that you use alphanumeric characters only.

Drive List Space Required / Recammended
C a2BMB - 1394 ME /1670 ME
Installer

< Back Wt > concel |

15. Select a Client Group from the list. Installer 3]

Click Next Client Group Selection

: Select a client group for the client
This screen will be displayed if Client Groups are configured in the
CommCell Console.

The Client Group is alogical grouping of client machines
wihich havs the same associations at various lsvels ke

Schedule Policy, Activity Cantiol. Security and Reports

Client aroup:

Wene Selected
client_gioup

Installer

< Back Hewt s cancel |

16. Click Next. Installer, El

Schedule Install of Automatic Updates

Chaose when you want to schedule an install of the
downloaded updates

¥ Schedule Install of Automatic Updates

" Once
Time: 083112 FM

 ‘Weskly
& Monday  Tussday
© ‘Wednesday © Thursday
 Friday " Satuday
© Sunday

Installer

< Back Next » Caricel

17. Select a Storage Policy.
Click Next.
NOTES

e A storage policy directs backup data to a media library. Each library has a default
storage policy.
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18.

19.

20.

21.

If you do not have Storage Policy created, this message will be displayed.
Click OK.

You can create the Storage Policy later in step 23.

Select Exchange Server Name and Exchange Server Version from drop-down
list.

Click Next.

Click Next.

Enter the following Exchange Administrator information then click Next.

e Account Name - Domain user account created with the exchange server
administrator permissions. Do not include the domain name here.

e Account Password - The password assigned to the domain user.
e Mailbox Name for this Account - Mailbox associated with the user above.

o Profile Name - Specify profile name to be created during agent install. This profile
is associated with the domain user's mailbox.

o Exchange Server Name - Name of the Exchange Server that the agent will
communicate with for data protection and recovery operations.

For Exchange Server 2010, enter the Client Access Role. After installation
configure the roles as described in Configure Mailboxes in Database Availability
Group (DAG) Servers.

e Domain - The installation detects and enters a domain name. If necessary, modify
the domain name by specifying Windows domain that the Exchange Server resides
in.

Click Next.

Installer g|

Storage Policy Selection

Select a starage policy for the default subclient to be
backed up.

I Configure for Laptop or Deskiop Backup

Select a storage polioy from the pulldown list

Installer

cancel |

Installer [x]

Exchange Server Name
Please provide Exchange server nams

Exchange Server

Exchange Server Mame:

Erchange_Server

Exchange Server Yersion

Imstaller

I Mext > I

<Back Concel |

Installer g|

Summary
Surmmary of install selectiors

Setup has snough information to start copying the program fiss. If you are satisfied with the
install settings, cick Next to begin capying files.

Destination Path = C:\Program Filesh
CommServe Host = mycomputer mycompany.com
Interface Name = audi.mycompany. com

Client =audi

Job Results Path = C:\Progiam Files\obRiesults

Global Filkers = Use Cell level policy

Installer

Next >

< Back carcel |

Installer E|

Exchange Administrator Account
Information
Mailbox and Profile information

Please enter the Exchange acoount infomation required below. 4 new profile will be created with
the information suppicd,

Account Name:; Profile Name:

Account Password Exchange Server Mame:

Mailbox Name for this Account: Domair:

Irstaller

< Back Cancel

Next »
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22,

i

CHOICE

23.

24.

Click Finish.

If you already have a storage policy selected in step 17, Click Mext » putton available

at the bottom of the page to proceed to the Configuration section.

If you do not have Storage Policy created, continue with the following step.

Create a Storage Policy:

1. From the CommCell Browser, navigate to Policies.

2. Right-click the Storage Policies and then click New Storage Policy.

3. Follow the prompts displayed in the Storage Policy Wizard. The required options
are mentioned below:

o

o

o

Select the Storage Policy type as Data Protection and Archiving and click
Next.

Enter the name in the Storage Policy Name box and click Next.
From the Library list, click the name of a disk library to which the primary
copy should be associated and then click Next.

Ensure that you select a library attached to a MediaAgent operating in the
current release.

From the MediaAgent list, click the name of a MediaAgent that will be used
to create the primary copy and then click Next.

For the device streams and the retention criteria information, click Next to
accept default values.

Select Yes to enable deduplication for the primary copy.
From the MediaAgent list, click the name of the MediaAgent that will be used
to store the Deduplication store.

Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

Review the details and click Finish to create the Storage Policy.

Enable the following registry key to create job specific profiles:

e From the CommcCell Browser, navigate to Client Computers.

Right-click the <Client> in which you want to add the registry key, and then click

Properties.

Click the Registry Key Settings tab.

Click Add.

Enter CreateProcessSpecificProfile in the Name field.

Enter MSExchangeMBAgent in the Location field. (For Exchange Mailbox

iDataAgent).

Installer

Schedule Reminder
Job schedule creation remindsr

Flease note:

iz client computer.

and restore operations.

administration interface.

Installer

“You still need to create a Job Schedule for each iDatafgent that has been installed on

Jab Schedules are required to allows the iD atabgents 1o perfom automated backup

Job Schedule creation can be accomplished through the CommCel Console

Installer

Completion Report
Setup complete

3]

Software installation completed successfully.

Click Finish to complete Setup.

Irstaller

Technical Support Websits

Wigit the website below to download latest Updates and Service Packs.

apple - Commell Console

 oove
Nane | Tyee
o s o dloy

Strage Poley

- 3

> B poices > @ storage polces > E=r)

Create Storage Policy Wizard

1vE

o T of Cols_incementl | Oostpn e S ¥|

Create Storage Policy Wizard.
Tnis wizard uides you hrauh he creation of

a Storage Policy and s Primary Copy.

Press Nedta contnue.

2 ComncalBronser.
5 agents

B Cortont | B Surenary

Cors_cn | i
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Enter MSExchangeDMAgent in the Location field. (For Exchange Mailbox
iDataAgent).

e Enter REG_DWORD in the Type filed.
e Enter 1 to enable and 0 to disable the key in the Value field.
e Click OK.

METHOD 2: INSTALL SOFTWARE FROM COMMCELL CONSOLE

1. From the CommCell Browser, select Tools, point to Add/Remove Software, and
then click Install Software.

2. Click Next.

3. Select Windows.
Click Next.

4. Select Manually Select Computers.
Click Next.

murphy, - Commell Console

File  view (( Tools |}

- 1=
= F Summary
=i

E Ty Browse Recover..,
2 CommCel| ot Contraller
@ murphy

om| . Scheduer.
Cliert { [ Event Viewer
= et 4 1 reports

& B my

@ Secure] @ Control Panel

g storagt
Policie

Data Replication Maritor
4l Report]

u 2
A% Conter
i AddRemove Software »

Remove Updates 3
Upgrade Software:
Dowrload Software

Copy Software

ddjR Software Configuration

2 Commesl Browser

%' agents

[ murphy x Job Controler x 4
murphy > a0
& & ] o

Client Client Security

Computer Computers
Groups
il o
Install Updates ntent

firector

murphy | admin

Installer

Instail Wizard

Click Next to continue.

G »

This wizard guides you through the steps required to install software on computers.

O Unix and Linux
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Installer X

Select how to discover the computers for installing the software
© Hanally zslest computars
Software will be installed only on the selected list of computers,
() hutomatically discover computers
Computers will be discovered when the job runs,
5. Enter the fully qualified domain name of the computer on which you have Exchange
Server. Enter the host names of the computers.
et e th ot it o h ccomasone e
For example: win08ex07.idclab.loc 067 i b
Click Next.
e
6.  Click Next.
Seject Software Gache
To use current Client or Client Group Software Cache settings, click Next. To override Software Cache settings check
Override Software Cache and select the Software Cache to be used.
[ Override Software Cache
murphy . domain. company.com
3
7. Specify User Name and Password that must be used to access the computer. Installer X
Click Next. Enter Account Information
The specified accaunt should have administrative access to the computer, TF you are instaling
multiple clients, the user should have access to all dients,
User Mame: ‘
Exampls: domainusername
Password: ‘ ‘
Corfirm Password: ‘ ‘
»
8. To install the Exchange iDataAgents expand Client Modules | Backup &

Recovery | Exchange, and select one or more of the following:
o Exchange Database iDataAgent

¢ Exchange Mailbox iDataAgent

e Exchange Public Folder iDataAgent
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Click Next.

For Non-Exchange Server, Exchange Database iDataAgent will not be
applicable.

e Select Client Group from Available and click Add.

e Select a Storage Policy from the drop-down list. Click Next.

NOTES:

e Select the Configure for Laptop or Desktop Backup option to install Backup
Monitor utility. This utility allows you to view the backup job summary from the

client computer without opening the CommCell Console. See Monitor - Laptop User
for more information.

10. Type the Agent Specific Settings information.

Click Next.

11. Click Next.

12. Select Immediate.

Click Next.

Select Package(s) to Install

01501 Servr Oatasoent
0 53¢ orOrade
0 ¢ oracos
0 Sybose Datatgent
0 5ol atahoent
0 Dscumentun agen:
ER=le charc: |
8 Exchoroe Databose Datanen
8 Exchane tabox Datahgent
8 Exchanoe Pubic Fldr Dataiert
0 Exchange Web Flder Oataigent
00 Exchange Ofine i Toe
< et hotes
[0 Lotus s atabase Dstadgent
0 Lous s ocument Datahgent
= 3 Sharsport
[0 Sareponk pstagent

] Online Content Indexing For Exchange.

3 frchive Management

] SharePoint Archiver Agent

0] Domino Maibox Archiver Agent.

] Lotus hotes Add-In Clent.

0] Exchange Complance Archiver

] Exchange Webroxy Archiver Agent

0] Exchange Public Folder Archiver Agent.

0] Exchange Maibox Archiver Agent

Next > »

Installer

Enter Recommended Settings for the selected Software

Recommended Settings

) Client Groups

Use Celllevel polcy

Avalable: Selected:
Laptop Laptop Backup
Add Al >>
<<Remaove Al
Giobal Fters

] Configure For Laptop Backups

Storage Polcy ta use

o) ] (B

Enter the Install Options for the selected Software
‘Agent Specic Settings
= Components.

= Exchangeserver Information (Optional)

ServerName [uinosexck?

= Exchange Profile (Optional)

s ot Cotprsrud
Wt e
i ama

= Exchange Database (Optional)
s e | (s rasmond ]

O Diferential Backup

® Incremental Backup.

Enter Additional instalf Options

= Tnstaler Flags
st Updates
[CRebost (F requred)
K romserPrcesses (Frecured)
[ torore Runving Jobs
C05top Ok servies (¢ reqired)
5k centstha ae akeady part o the Commel comparent
Advanced Opfions.
Delete Packages After Irstal

[Z]tgnore ClentjHost Name Corflkt

nstal Resul Log Locaton
sl Agents For Restare Orly
Optional Settings
= 30b ResultDirectory
Path

et

EvmarcPort

rstal Directory

LogFie Location

Commserve Host Name.

sro0l2|
szl
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staller &|

Please Select When To Run The Job

Job Initiation

(&) Immediate

Rur this job now

) schedule

13 Click Finish.

Summary
ease ey andcickFinst torur the b meciaely o i pt 0 Savethe o cptions a3 507
Client Intall Option =

Select Type Of Installation: Windows
Select Type Of Client Discovery: Manialy ssect corputers

p installed: Yes
Reuse Active Directory credentials: No
Client Anthentication fo Job

User Name: IDCLAP\adtuiisestor
Password:
Install Fags 4
Tnstall Updates: Yes

Reboot (if required): 1o

Kill Browser Processes (if required): No

Ignore Running Jobs: o

$top Oracle Services (I required): No

Skip cliens that are already part o the CommCell component: No
Delete Packages After Install: No

Ignore Cliznt/Host Name Conflict: Ve

Install Agents For Restore Only: No

Clint Cormpostion

Override Software Cache: No

tex: > B save s seript Fiish Cancel

14. You can track the progress of the job from the Job Controller or Event Viewer eFr— DJ
window. B R e

R v

Wvtvem: 2Da
T + o Conpiter v | rgren 5
ooz 1615 Ot = 2 b Coplt ey ]

con L

a R
I B T
0 T

Aot ntoe e )

S 157 S o it dbscn o s Srve v
@ s sopiio 157 e It of (Wi oSt Bt et ot i it
@ = S0 114159 £y Gk ms U (el bcbedon,

Gk g0 e g s ¥
W I Flgna]  ormatn, Vo, Weps, G, W et i 20

idol.testlab.commvault.com - CommCell Console

15. Once the job is complete, right-click the CommServe computer, click View and then
click Admin Job History.

& apple x
& apple > 20
) Job History Q o [ [y S
Control Panel (Adin Job History Chent Security Storage Polcies.
Properties i 3| Computers Resources v
) A File System Users Logged In [}
 ©8 v
e Heenaint Schedudes roa
i Fio 36D | Operaten ClenkCo..._AgentType Subclert T Typer 1 phas v|
D& Virtual Server 21 DataAgng NA A
& @ searty 2
+ % < >
@ polcies | mpase prayng  Rumn
e-fl Reports
-G Content Director [Z] Event viewer x | @9 Admin Job History x L)
7 Event viewer LY=-)
Severky  EventID JbID  Date + Progiam Computer | Ev ¥
2108(31/2010 12:00:23 JobManager epple
a 2% 2108/31/2010 12:00:08 JobManager apple
— a 21 08/31/2010 11:52:42 EvMg'S apple
a 228 2008/31/2010 11:46:15 DistrbuteSoftware  apple
5 Agents . v annoiosianin s1uaian Pisebebeabnen e
»| = e
= | WPause |pPlaying  Information, Minor, Mefor, ritica, Maxinum events shown: 200
8 object(s) apple | admin

16. Select Install/Upgrade/Remove Software.
Click OK.
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Admin Job History Filter &3]

Job Type

oal © Data Aging © Export Media

© Auwlary Copy © Inventory © Disaster Recovery Backup
© Data Verification © ffine Content Indexing © Erase Media

O Erase Backup/Archived Data O Drive Validation O Drive Cleaning

© Stamp Media O InstaljRemove Updates O Download/Copy Software

©

O Information Management © CommCell Export O CommCell Import

2 )O Disk Library Maintenance © SRM ReportsfActions

O Media Refreshing L O Recover Store

[] Specify Time Range

Start Time End Time
= =
Job Status
@Al © Completed O Failed O Killed
Number of Jobs
(@ View All Jobs
©) Desired Number of Jobs :|
2
ok cancel Help
17. You can view the following details about the job by right-clicking the job: RN &, e =
e Items that succeeded during the job T e S e i e R

Resubrit Job.

e Items that failed during the job
e Details of the job

View Events

View Logs
Send Logs

e Events of the job B ——
e Log files of the job

18.
Enable the following registry key to create job specific profiles:

e From the CommcCell Browser, navigate to Client Computers.

e Right-click the <Client> in which you want to add the registry key, and then click
Properties.

e Click the Registry Key Settings tab.

e Click Add.

e Enter CreateProcessSpecificProfile in the Name field.

o Enter MSExchangeMBAgent in the Location field. (For Exchange Mailbox
iDataAgent).

Enter MSExchangeDMAgent in the Location field. (For Exchange Mailbox
iDataAgent).

e Enter REG_DWORD in the Type filed.

e Enter 1 to enable and 0 to disable the key in the Value field.

e Click OK.

| € Previous | Mext » |
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Install the Exchange Agents on Exchange Server 2003 -
Clustered Environment

« Previous | Mext »

Follow the steps given below to install the Exchange Agents in clustered environment on the following:

o Exchange Server 2003

o Non-Exchange Server

WHERE TO INSTALL RELATED TOPICS
The following procedure describes the steps involved in installing the Exchange Agents for
Exchange Server 2003 on the following: Dowr!load Software Packages
. . Provides step-by-step procedure to download the latest

e Direct install on a Exchange Server or packages for software install.
e On an Non-Exchange Server computer. This may be used for the following circumstances: System Requirements

o In the configuration where a single non-Exchange client is used to backup multiple Verify that the computer in which you wish to install the

Exchange Servers. software satisfies the System Requirements.
O To off-load the backup of Exchange Server, so that the performance of the Exchange Firewall

Server will not be effected. Provides comprehensive information on firewall.

PREREQUISITES

The below mentioned prerequisites are for Mailbox Agents only. Ensure that you have the following:

o The mail-enabled user is a member of the Local Administrator Group and have rights to all mailboxes on the server.
e Using the Exchange System Manager snap-in, right-click the organization object and delegate control.

e Using the Wizard, assign the MailboxAdmin user Exchange Full Administrator privileges.

e Ensure that you assign full access to all mailboxes on the server. For details, see How do I Assign Full Access to All Mailboxes on a Server.

INSTALL PROCEDURE

1. Log on to the computer using an account with the following privileges:
e Administrator of the local computer
e Administrator of the Exchange Server

2. Run Setup.exe from the Software Installation Package.
3. Select the required language.
Click Next.
Select the language you will use duing installation.
4. Select the option to install software on this computer.

The options that appear on this screen depend on the computer in which
the software is being installed.

= Install Software on this computer

= Advanced options

& View documentation websits
€ View Install Quick Start Guide [Requiies Adabe Acrobat Feader]
£ Install Adobe Acrobat eader

2 Exit

5. Select I accept the terms in the license agreement.
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6.

7.

Click Next.

Select Configure a Virtual Server.
Click Next.

Select the disk group in which the virtual server resides.
Click Next.

To install the Exchange iDataAgents expand Client Modules | Exchange, and select
one or more of the following:

¢ Exchange Database iDataAgent

¢ Exchange Mailbox iDataAgent

e Exchange Public Folder iDataAgent

To install the Exchange Archiver Agents, expand Client Modules | Archive
Management, and select one or more of the following:

e Exchange Compliance Archiver

e Exchange Mailbox Archiver Agent

e Exchange Public Folder Archiver Agent

Click Next.

For Non-Exchange Server, Exchange Database iDataAgent will not be
applicable.

If this computer and the CommServe is separated by a firewall, select the Configure
firewall services option and then click Next.

For firewall options and configuration instructions, see Firewall Configuration and
continue with the installation.

If firewall configuration is not required, click Next.

License Agreement

Please read the following License Agreement. Press
the PAGE DOWN key to view the entire agieement.

~
End User License and Limited Warranty Agreement
Software Release 9.0.0
(including Microsoft® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)
NP D D VR b4
& | accept the terms in the license agreement
" 1 do not accept the terms in the license agreement.
Installer
<Back | New> | Cancel |
Installer E|
Cluster Type Selection
Configure the Physical Node or a Vitual Server
Configuration Ot
" Configure the Physical nods
" Configure aYitual server
¢Back Concel |
Installer E|

Virtual Server Selection
Select the witual server you would ke to configurs

Chase from the following list of disk graups
configured on this chister.

<Back [ Mews | Concel |

Select Platforms
Select the platforms you want to configure.

= a A | Move the pointer over a
= @ Common Technology Engine platform name to see a
CommServe Modues description of the platform and
+ @ teasons why it may be
# © CommCell Console disabled.
+ @ Mediadgent Modules
= C2 Client Modules —
% 1 Backup & Recovery e apace
# O Content Indexing and Search (Req/Recommended)
# [0 WebBased Search & Browse Installation Folder:
# 01 Archive Management 0MB/ 0MB
# 0 ContinuousDataReplicator .
% [ SAM Temporaty on C: drive:
# [ Supporting Modules EE
+ 0 Tools v
| Registry Keys |
[ Special Registry Keys In Use
I~ Install Agents for Restore Only < Back T
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Installer. g]

Firewall Configuration
Configure firewall services

If there is a firewall between this machine and the CommServe, configure firewall services below.

I™ Configure firewall services

5
~
-
Installer
__Next D) Cancel
10. Enter the fully qualified domain name of the CommServe Host Name. Installer X
Click Next CommServe Name

Specify the Commervs computer name and hast
name

Do not use space and the following characters when specifying a new
name for the CommServe Host Name: CommServe Client Mame
A" @ #$9% A& ()= <>/2, (13, ‘
CammServe Host Name

[Enter a walid, fuly-qualfied, IP host name; for example:
myeampuler. mycampany. com]

[mpcamputer mpcompany. com

Installer

< Back Hest > Carcel |

11. Click Next. Installer, El

Communication Interface Name
Setup will configure the communication paths.

Select a client name

=

Select an interface name that this computer will use to
communicate with the CommS erve:

audi. mycompany.com ~|

P Adcess{es) for the selected host

Irstaller

< Back et » concel |
12.  Select Add programs to the Windows Firewall Exclusion List, to add CommCell _

programs and services to the Windows Firewall Exclusion List. Windows Firewall Exclusion List
Allow programs to communicate through Windows
Click Next Fi
ic ext. irewall

This option enables CommCell operations across Windows firewall by Windows Firewallis ON
adding CommcCell programs and services to Windows firewall exclusion
list IV Add programs to the Windows Firewall Exclusion List
It is recommended to select this option even if Windows firewall is 1f you plan on using Windows Firewall it recommended to add the software programs to the
disabled. This will allow the CommCell programs and services to function cichton ft

if the Windows firewall is enabled at a later time.

Installer

< Back I Next > I Cancel

13. Verify the default location for software installation.
Click Browse to change the default location.

Click Next.

e Do not install the software to a mapped network drive.

e Do not use the following characters when specifying the destination
path:

[ <> | #
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taller El

It is recommended that you use alphanumeric characters only. Destination Folder

Select the destination folder ta instal the program files.

Click Next to acoept the default location, or click Browse to choose an altenate location.

Destination Folder

Browse

Drive List Space Required ¢ Recommendad
C S2EME - 1394 ME /1670 MB
Installer

< Back Hewt s cancel |

14. Select a Client Group from the list. Installer X
Click Next. Client Group Selection

Select a client group for the client

This screen will be displayed if Client Groups are configured in the
CommCell Console.

The Client Graup s alagical grauping of client machines
which have the same associations at various levels ke
Schedule Policy, &etivity Control, Security and Reports

Dliert arougs:
Mo Soleoted
chent_aroup
Irstaller
< Back Wt > concel |
15. Click Next. Installer X

Schedule Install of Automatic Updates

Choose when you want to scheduls an install of the
downloaded updates

Iv Scheduls Install of Automatic Lpdates

© Dnce
Time: 083112 PM

& weekly
& Monday © Tuesday
" ‘Wednesday © Thursday
 Fiiday © Saturday
' Sunday

Installer

< Back Hewt s cancel |

16. Select a Storage Policy. Installer X

Click Next. Storage Policy Selection

Select a starage policy for the default subclient to be
backed up.

I~ Configure for Laptop or Deskiop Eackup

Select a starage policy from the pull-down list,

Irstaller

< Back Wt > concel |

If you do not have Storage Policy created, this message will be displayed. vy =
Click OK.

You can create the Storage Policy later in step 32.

PPV S Te— | e —

e If you are installing the Exchange Database iDataAgent on the Exchange Server, click Configure Exchange Database Specific Information.
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e If you are installing the Exchange Agents on the Non-Exchange Server, skip to Configure Exchange Agents Specific Information.

‘CONFIGURE EXCHANGE DATABASE SPECIFIC INFORMATION

17. Select the backup type for Exchange Database backups. Choose either of the Installer X

following options, then click Next. Exchange Backup Options
o Differential - Specifies that each non-full Exchange Database backup secures all Flease select a default backup type

data that has changed since the last full backup. Transaction lobs are not purged.
e Incremental - Specifies that each non-full Exchange Database backup secures € Differenial Backs up changes b the Infarmation

only that data that has changed since the last backup of any type. Committed B o gt Serice snee thelast

transaction logs are purged. bansactioniogs

& Incremental Backs up changes in the Information

Store and Ditectoy Service since the last
Full backup or Incremental backup. The
cammitted Iransaction logs are then

purged,
Installer
< Back Next» concel |
18. Enter the user credentials to access the Exchange Server to perform the backup
operation, Enter Administrator account information

Enter &dministrator account information
e The User Account must have Exchange Administrator privileges.

e The installation detects the domain name. If necessary, you can Account Name:
modify the domain name by specifying Windows domain that the |
Exchange Server resides in.

Account Password:

Domain
|E><EH

Summary
Summary of install selections

Setup has enough information to start copying the program fies. If you are satisfied with the
install seftings, ick Next to begin copying fles.

Destination Path = C:\Program Files
CommServe Host = mycanputer mycompany. com
Interface Mame = audi.mycompany. com

Client =audi

Job Results Path = C:\Program FilestJ obResults
Global Filkers = Use Cell level policy

Irstaller

< Back Wt > cancel |

20. The install program displays a reminder to verify that Circular Logging is disabled e

before performing any database backup operations. To verify that Circular Logging is o

§ ) Plesse verfy that Greular Logaing is deabled before performing any database

disabled: backup operations

e From Exchange System Manager, navigate to and expand the server that the
Database iDataAgent is being installed on.

e Verify that the Circular Logging check box has not been selected for each Storage
Group. If Circular Logging has been enabled for a Storage Group, disable it at this
time.

Click OK.

e If you are installing the Exchange Agents, then click Configure Exchange Agents Specific Information.
e If you are installing the Exchange Database iDataAgent, skip to Install Remaining Cluster Nodes.

‘CONFIGURE EXCHANGE AGENTS SPECIFIC INFORMATION

21. Select Exchange Server Name and Exchange Server Version from drop-down
list.
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Tnstaller [ ]

Exchange Server Name
Please provide Exchange server name

Click Next.

This screen will appear when you are installing Exchange Agents on Non-
Exchange Server.

Exchange Server

Exchangs Server Name:

Exchange_Server

Exchange Server Yersion

Installer

¢Back | Hets | Cancdl |

22, Click Next. Installer El

Summary
Summary of install selections

Setup has enough information to start copying the program fies. If you are satisfied with the
install seftings, ick Next to begin copying fles.

Destination Path = C:\Program Files
CommServe Host = mycanputer mycompany. com
Interface Mame = audi.mycompany. com

Client =audi

Job Results Path = C:\Program FilestJ obResults
Global Filkers = Use Cell level policy

Irstaller

< Back Wt > cancel |

23. Enter the following Exchange Administrator information then click Next. Installer X
e Account Name - Domain user account created with the exchange server IExfchanu_e Administrator Account
nformation

administrator permissions. Do not include the domain name here.

Mailbox and Profile information

e Account Password - The password assigned to the domain user.

Please enter the Exchange account information required below. & news profile will be created with

o Mailbox Name for this Account - Mailbox associated with the user above. the information suppied

o Profile Name - Specify profile name to be created during agent install. This profile Account Name Profils Name
is associated with the domain user's mailbox. | |

e Exchange Server Name - Name of the Exchange Server that the agent will Account Password: Exchange Server Name:
communicate with for data protection and recovery operations. | |

For Exchange Server 2010, enter the Client Access Role. After installation iaibebamellorliccon Bem=g
configure the roles as described in Configure Mailboxes in Database Availability | |
Group (DAG) Servers.

Installer

e Domain - The installation detects and enters a domain name. If necessary, modify
the domain name by specifying Windows domain that the Exchange Server resides
in.

< Back Next > Cancel

INSTALL REMAINING CLUSTER NODES

24, To install the software on the remaining nodes of the cluster, click Yes.

To complete the install for this node only, click No. "H Would you like ta install the saftware on 1emaining nodes o the chuster?

No

25, Select cluster nodes from the Preferred Nodes list and click the arrow button to
move them to the Selected Nodes list.

Once you complete your selections, click Next.
e The list of Preferred Nodes displays all the nodes found in the

cluster; from this list you should only select cluster nodes configured
to host this cluster group server.

e Do not select nodes that already have multiple instances installed.
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Installer g|

Cluster Node Selection
Select cluster nodes to configure

[~ Prefened Nodes [~ Selected Nodes - Configured Nodes
Eumeiusters | ] WMELUSTERT <]

e

s | OO (| O s

26. Specify User Name and Password for the Domain Administrator account Installer X
Information to perform the remote install on the cluster nodes you selected in the Domain administrator account inf
previous step. Please piovide domain adminishiator account
Click Next.

Domain Account Information

User Name [<DOMAINAUSERS |
[Legtadminstator

Account Password;

< Back I Mest » I Cancel

27. The progress of the remote install for the cluster nodes is displayed; the install can be [ X
interrupted if necessary. o

You can stop remate install at any time. Installed clients wil not be uninstalled. Clients in

Click StOp to prevent installation to any nodes after the current ones complete. pragress will continue installation. but their results will not show canrectly.
Click Advanced Settings to specify any of the following: Client Name | Client Status | Start Time_ | End Time | Result Desciption
e Maximum number of nodes on which Setup can run simultaneously. red?
e Time allocated for Setup to begin executing on each node, after which the install
attempt will fail.
e Time allocated for Setup to complete on each node, after which the install attempt 1 0
will fail.
Installed sucoesshully |T Left ta install |1_
If, during the remote install of a cluster node, setup fails to complete or is Failed ta nstal [ pogess: [0 Mac[1 5
interrupted, you must perform a local install on that node. When you do, Elapsed tine. Usec Estimated tine left. 10 min 0 sec
the install begins from where it left off, or from the beginning if [

necessary. For procedures, see Manually Installing the Software on a
Passive Node.

Installer

Advanced Settings

Number of simulkaneous remate machines ko run Setups | 10 =] machines

Time to wait For Setup to stark on each remate maching: z 3: minutes
Time to wait For Setup ko complete on each remote machine: | 15 3: minutes

28. Read the summary for remote installation to verify that all selected nodes were Installer X
installed successfully. Results
) Remote install results
Click Next.
e If any node installation fails, you must manually install the software on Surnmary of remate instal
that node once the current installation is complete. See Manually M e e e e =]
Installing the Software on a Passive Node for step-by-step instructions. oot

. . REALZ: Instal ded.
e The message displayed on your screen will reflect the status of the el suczeede

selected nodes, and may look different from the example.

29. Click Next.
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30.

31.

9

CHOICE

32.

Click Next.

Click Finish.

If you already have a storage policy selected in step 16, Click Next » button available

at the bottom of the page to proceed to the Configuration section.

If you do not have Storage Policy created, continue with the following step.

Create a Storage Policy:

1. From the CommCell Browser, navigate to Policies.

2. Right-click the Storage Policies and then click New Storage Policy.

3. Follow the prompts displayed in the Storage Policy Wizard. The required options
are mentioned below:

o

o]
o]

Select the Storage Policy type as Data Protection and Archiving and click
Next.

Enter the name in the Storage Policy Name box and click Next.
From the Library list, click the name of a disk library to which the primary
copy should be associated and then click Next.

Ensure that you select a library attached to a MediaAgent operating in the
current release.

From the MediaAgent list, click the name of a MediaAgent that will be used
to create the primary copy and then click Next.

For the device streams and the retention criteria information, click Next to
accept default values.

Select Yes to enable deduplication for the primary copy.

From the MediaAgent list, click the name of the MediaAgent that will be used
to store the Deduplication store.

Installer

Summary
Surmmary of install selectiors

Setup has snough information to start copying the program fiss. If you are satisfied with the
install settings, cick Next to begin capying files.

~

Destination Path = C:\Program Filesh

CommServe Host = mycomputer mycompany. com

Interface Mame = audi. mycompary. com

Client =audi

Job Results Path = C:\Program Filest obResults 3

Global Filkers = Use Cell level policy 3

Installer
< Back Hext » carcel |

Installer &|

Schedule Reminder
Jaob schedule creation reminder

Please nate:

“You still need to create a Job Schedule for each iDatadgent that has been installed on
this client computer.

Job Schedules are required to allows the iD atabgents to perform automated backup
and restors operations.

Job Schedule creation can be accomplished through the CommCel Consals
administration interface.

Irstaller
Installer g|
Completion Report
Setup complste
Software installation complsted succassfully B
Wisit the website below to download latest Updates and Service Packs.
Click Finish to complete Setup.

Installer

Technical Suppar Website

apple - Commell Console:
Fle vew Took Wedows Heb

2R

mcel Bomser 2

- it

5 storage Poliies x ive

@ cars.en apple. > [ Poides » & Storago ol > soa
(o 48 Clere Comer Groups L L

© 03 Cict Comptrs are Topn No.cfSte.. WoofCoies | Incamerts,. Doserpton b teag.. v
5 searty o emsto dplay a
(089 Storage Rosarces

&8 s

o e ks
b Proemiiion
1 S
o ot oy

‘@Vaﬂmd«- 2 e Gl Ded pleationgley
s el St e
3

Croato Storage Policy Viizard

Create Storage Policy Wizard
“This wizard uides you trough the creaton of
By

a Storage Polcy and s Primary Coy

Prass Nada contnue.

2]

£ CommCel Browser
5 agents

2| [ conent | B surmay

cars_en | s
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33.

Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

O Review the details and click Finish to create the Storage Policy.

Enable the following registry key to create job specific profiles:

From the CommCell Browser, navigate to Client Computers.

Right-click the <Client> in which you want to add the registry key, and then click
Properties.

Click the Registry Key Settings tab.

Click Add.

Enter CreateProcessSpecificProfile in the Name field.

Enter MSExchangeMBAgent in the Location field. (For Exchange Mailbox
iDataAgent).

Enter MSExchangeDMAgent in the Location field. (For Exchange Mailbox
iDataAgent).

Enter REG_DWORD in the Type filed.

Enter 1 to enable and 0 to disable the key in the Value field.

Click OK.

« Pravious | MNext »
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Getting Started - Exchange Mailbox iDataAgent Configuration

Once installed, configure a backup set and subclient as follows.

1. e From the CommcCell Console, navigate to Client Computers | <Client> |
Exchange Mailbox | defaultBackupSet.

e Right-click the default subclient and then click Properties.

2. e Click the Content tab.
e Click the Configure button.

3. Click Discover.

4. e Hold down CTRL and click each mailbox listed in the Mailbox Name list.
e In the Change all selected mailboxes to list, click default.

o Click OK.

« Pravious | MNext »

3 droneo ~|| @ drones > @ client Computers > B
Coreralist
@7 Client Computer Groups _Subclient Name:
= I Client Computers a — 1
el i
B baylor SHDUFfin i
Bk bornie lusers Browse Backup Daka
@ cobrazzv_z T ——
% dei-bmaixas
B drones Find
B oronema Backup History
4 1
& B exzni0-1 Schedules

Exchange Compliance Archiver
2
e
B g 3
- B& Exchange Mailbox Archiver
s Exchange PF Archiver
- 1 Exchange Public Folder
-5 File Syctom
B excht
- L ——
B exprosyoxet
: fig
B foreverspp
Bz ginda
B bmaixoz
B bmaixos

Subclient Properties of default

General Content Filters

Contents of subcient:

Display Name Alias Name:

Total: 0 maibox(es).

[ Perform backup using mining off snapshot

Exchange DB client
Agents

Instance
Backupset

Exchange DB sublient to use

Storage Device Auto-discovery. Activity Control Securty

Only backup following Folders (separated by ;) (Hote: Other folders in the mailbos willnot be: backed up)

Qperation Windaw

X

?

PrejPost Process

SMTP Address

Add/Modiny Mallbox In Backup Set: Exch_test =
Display Mame Alias Name SMTP Address Subclient =1
C o JCorine D cane J [
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Display Hame: Alias Name SMTP Address subclient

(CFange ol selected malbowes 1oy | v
s ot Backup
5. e Click the Storage Devices tab. Subclient Properties of default
e Select a Storage po"cy General Content I Filkers I PrefPost Process
. Storage Device | Auto-discovery | Activiby Control | Encrvpion | Security
e Click OK.
Data Storage Policy | Data Transfer Option | Deduplcation|
Click Mext » to continue.
Storage Policy:
If you do not have Storage Policy created, click Create Storage Policy and proceed Dronsita Mag v
to the next step. denise_snap_mag ~
WTlise_tape
Drone NO'WRITE L
Drone WRITE VTL Data Paths
6. Subclont Proporisof dfeult.

vy

1. Click Create Storage Policy.

(oot Sorage Pl |t s o st

2. Follow the prompts displayed in the Storage Policy Wizard. The required options p—
are mentioned below: . C.M,,‘.m.,;mnm
O Select the Storage Policy type as Data Protection and Archiving and click N e : ORI
Next. »

T wizad uidos sou tough h croaton of
5098 Poley and 12 P Cop.

O Enter the name in the Storage Policy Name box and click Next.

O From the Library list, click the name of a disk library to which the primary
copy should be associated and then click Next.

Press e o contnve,

Ensure that you select a library attached to a MediaAgent operating in the

E
current release.

o From the MediaAgent list, click the name of a MediaAgent that will be used
to create the primary copy and then click Next.

O For the device streams and the retention criteria information, click Next to
accept default values.

O Select Yes to enable deduplication for the primary copy.

o From the MediaAgent list, click the name of the MediaAgent that will be used
to store the Deduplication store.

Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

O Review the details and click Finish to create the Storage Policy.

(< Previous | Mext » )
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Getting Started - Exchange Mailbox iDataAgent Backup

« Pravious | MNext »

WHAT GETS BACKED UP WHAT DOES NOT GET BACKED UP
Mailboxes Exchange Server Properties
E-mail messages Archive Mailboxes
Appointments Mailboxes of disabled Active Directory user accounts are not backed up by default; refer to Configuring
Backups of Disabled Mailboxes.
Contacts
Discovery Search Mailboxes are not backed up by default; refer to Configuring Backups for Discovery Search
Tasks -
Mailboxes.
Journal Entries Deleted Item Retention Folders are not backed up by default; refer to Configuring Backups for Deleted Item
Notes Retention Folders.
Attachments
PERFORM A BACKUP
1 & CommCel Bromser » " defoultBackupSet
' e From the CommcCell Console, navigate to Client Computers | <Client> | “f%fc: S acnss2 R comtr 2B ot T xhins oo My deatoncns,
Exchange Mailbox | defaultBackupSet. 2 2&:3” s

Browse Bachup Data
st bieda

Fnd

BacupHistory
Schadides

% B2 bonnie

e Right-click the default subclient and click Backup.

Operatcn indow

Propertes

2. e Under Select Backup Type, click Full. Backup Options for Subclient: default 3]
ie e . . Barkup Options
e Under Job Initiation, click Immediate.
C| k OK Select Backup Type Job Initiation
e Clic .
& Full (%) Immediate
© Incremental Run this job now
() Differential © Schedule
(© Synthetic Full
[ & ok [Cconcel ] [advenced | [ [@ Save psserpt | [(elp ]
3. You can track the progress of the job from the Job Controller. B bcomoter
M;::m Lonssentlicacor e e B 15 te B e ]
Tt ey s ooy
4. Once the job is complete, view the details of job from the Backup History. Right- e M.
click the Subclient and select Backup History. Storon S ey
5. Click OK.
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6. Right-click the job to:

Browse the mailboxes that were backed up.
Find messages in the backup.

View items that failed, if any, during the job.
Resubmit the job.

View job details, such as the number of mailboxes backed up.

View media associated with the job.

View events associated with the job.

View messages that were backed up.

Send the log file that is associated with the job.

Backup History Filter for: default

X

Backup Type
(o} O Ful () Differential
() Incremental O synthetic full (O Automated System Recovery
Job Status
@Al () Completed () Falled O Killed
[ specify Time Range
Start Time End Tine
[oymn |~ [edougmn T~
oK | [ concel ] [ Advenced | [ Heb

|« Previous | Mext » |
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Getting Started - Exchange Mailbox iDataAgent Restore

PERFORM A RESTORE

It is recommended that you perform a restore operation immediately after your first full backup to understand the process. The following section explains how

to restore a single mailbox to a Personal Storage (PST) file that can be imported into Outlook.

1. e From the CommcCell Console, navigate to Client Computers | <Client> |
Exchange Mailbox.
e Right-click the default backup set and then click All Tasks | Browse Backup
Data.
2. Click OK.
3. e Expand the defaultBackupset and select the mailbox that you want to restore.
o Click Recover All Selected.
4.

e Click To PST File.
e Select Local Drive.
e Click Browse to locate the path.

s \_OMMLEN Browser 5

Carya
ex2010-1

l;__ﬁ Exchange Compliance Archiver
E Exchange Database

E Exchange Mailbox:

" defaultBackupset
fmimng

i Exchange Mailbox: Archiver

oF . Exchange PF Archiver
-4

+ Exchange Public Falder
- {DA File System

+ EJ exz010cast2

# Bt exchi

+ % ewdag-1

L exproxySiee

a smpliance Archiver
: defaultBackupSet
" Doc-Backupg=

« Previous

A UoC-Backupser

& drones > @ Client

Subclient Mame
default
Doc

0@ Exchange Malb all Tasks >
- {DA File System Wiew »
+ 53 Eproxy b
8% fig

@ a@fﬂraverspp
+ 8 ginda

+ azlbma\xUZ

- B ibmaixna

+ B@lbma\xl

= [BIL ibmaixz0

Properties

Backup all Subclients
Find

Delete

Configure

Operation Window

Mew Subclient

Browse Options

[O):i

() Spedfy Browse Time

e i atest Batd

o =
Client Computer:
Use MediaAgent | <pny MEDIAAGENT > v
[] Show Delsted Items
Page Size: | 1000 /<]
oK | [ cancel | [ advanced | [ ustMedia | [ Help

[T T ey e
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6.

e Select the path and click Add.
e Close the window.

Append the path with the PST file name. Ensure to include the .pst file extension.

e Click the Job Initiation tab and select Immediate.
e Click OK.

Restare Options for All Selected ltems

General | Job Initistion |

O To Mailbox
Restore Destination
Destination client | exproySxed
Restore to same folder

Specify destination path

Browise
when message exists
Unconditional Overwrite
Append
Skip
(&) Ta PST File
‘ |[ Browse

(&) Local Drive () Metwark

gOK [ Cancel H Advanced I[ @SavEAsScrlpt ][ Help ]

Browse for PST Path

£:2010-1 IName. Size Type  Modfied
28 Commvaukinstalivcafe... 170Bytes Fie 121109 11:36 A
@ ) $Recycle.Bin | ePOPolicyMigration.exe 268 KB Fie 9/28/09 2:15 PM.
&0 Boct example.sms 875 Bytes Fie 9128/03 2:15 P4
ocmerts and sttings
- Exchangesetuplogs FramePkg_UPD. exe 6.3MB Fie 9j28/09 2:15PM.
Cinetoub ncovscvscv 416 ytes e spzmim2isem
Zinstal msistrings.bin S016KE Fie 9128109 2:15 PM
) MsOCache Patcht btm 49.29K8 Fie 512809 2:15 P11
@ ) Perflogs PkoCatalog.2 1.67K8 Fie 9/28/09 2:15 PM.
) Powershel scripts [Readme_DE.html 44.34K8 Fie 9/28/09 2:15 PM.
= Reaine Eufinl 420665 Fe  opzsjoo2isem
[Readme_ES.html 44.63K8 Fie 9/28/09 2:15 PM.
[Readme_FR.html 45.94K8 Fie 9/28109 2:15 PM.
Readme_IT.html 45.35KB Fie 9j28/09 2:15 PM.
Readme_JA html 48.48K8 Fie 9/28/09 2:15 PM.
[Readme_KO.html H4.67KB Fie 928109 2:15 PM.
Fist7es esdne AL i #2918 Fe  opzsjoo2isem
@ - Readme_PL.htrl 45.84K8 Fie 9/28/09 2:15 PM.
-] Windows Readue PT_ERbtnl  43.99K8 Fle. 9128103 2:15 P
e |Readme_Sv.html 42.73K8 Fie 9j28/09 2:15 PM.
& j - Resdne 2H_Chbm 39.24K8 Fie 9126109 2115 M
Readme_ZH_Tw.html  39.26 KB Fie 928109 2:15 PM.
Repost1.htm 20.35KB Fie 9j28/09 2:15 PM.
Setup.ini 113Bytes. Fie 9/28/09 2:15 PM.
setupvse Exe 57,3318 e
Restore Options for All Selected ltems
General | Jab Initiation |
() To Mailbox

Restore Destination
Destination chent | gnin-1
Restore ta same Folder

Specify destination path

Browse

‘When message exists

Unconditional Overwrite

Append

Skip

(%) To PST File

|C:\temp\carmine.pst " Browse

() Nebwark.

EOK [ Cancel ][ Advanced H @SaveAsScript ][ Help
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]

for All Selected ltems

General [0 Iritiation

Job Initiation

@ Inmediate

Run this job now

O Schedule

Configure

[ ox | [Ceoneel | [Cadvanced | [ [ Save asSerpt | el |

8. You can monitor the progress of the restore job from the Job Controller. e I i e e e e s e ]
o e i i T i —
9. Once the restore job has completed, right-click the agent and click View | Restore I vl
History. E File Systemn
B: ex2010casr2
B exchi
B: exdag-1
= B: Exproxyoxtd
E Exchange Compliance Archiver
=] iF_ﬁ‘ Exchanas Mailbo Contert .
" defaultBackupset
Doc-Back lient:
p__SExc R aJ all Tasks N || ‘ﬁg Client: exp
B:E File: System 4 Backup History
; e.xproxygxfﬂ Properties Restore History
B fio
B: foreverspp Schedules
10. i . q .
o Click OK Restore History Filter, for: Doc-Backupset
Destinati

[] Specify Time R.ange

Stark Tirne: End Tirne

Job Status
@ all () Completed () Failed () Killed

[ QF ] [ Cancel ] I Advanced ] [ Help

11. Right-click the job and do one of the following:
e View Restore Items.

You can view them as Successful, Failed, Skipped or All.

e View Job Details.

e View Paths.

e View Events of the restore job.

e View or send log files of the restore job.
e Resubmit the job if the job is not too old.

12.  In Windows Explorer, confirm the PST file was created.

oot
T
L1 fRecyde.tin -
i poPolcytgratin. Fie sjzaios 2i15PM
e examplesms e7sBytes Fie sfzsios 2i1sPM
G50 e FramePlg FD.exe 6,318 Fie sfzsios 2i15PM
pien mcavscr.scv 168ytes Fie sizeios 2:157M
) M5OCache mistrings.bin soL6ke Fie sfzsios 2:15PM
) Perflogs patch e w9.29K8 Fie Sfz8j0s 2:157M
) Powershellscrpts PhaCatalog.z L6768 Fie spzsios 2i1sPM
& (] Program Fles Readime DE hinl 434K Fie sjzaios 2i1sPM
& L1 Program Fls (:6) Readime_EN. bl 20648 Fie sfzeios 2:157m
b4 el Readne_E5.himl Py Fie /a9 zisen
& 2 Recovery Readme_FR.inl 594K Fie siz8i0s 2:157M
5 ) System Volume Information Readme 1T bl 35K Fie spzsios 2157
@ Cltenp Readme_Ja htrl d8.48K8 Fie sizejos 2:157M
& () sers Readme KO il w67k Fie sfzeins 2:157m
@0 Windows Reacme_NLhtml 44.29K8 File 9/28j09 2:15PM
ELIE Readme_PL il 584k Fie sfzeios 2i157M
z j: Readne PTBR Al 43.99K8 Fie 92803 2:15PM
Readme sV herl 273K Fie Siz8i09 2:157M
Readme ZH ChLbml 39248 Fie spzsios 2:15PM
Readme_ZH_TW.hm  39.25 KB Fie sfzejos 2:157M
Repostt htm k8 Fie sfzeins 2:157m
setup.ri 1138ytes Fie sjzsjos 2i15PM 9|
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13. Import the PST file into Outlook.

This step is based on Outlook 2010. The steps and screen
may be different if you are using another version of
Outlook.

Click File and then click Open.
Click Import.

Select Import from another program or file option and click Next.
Under File Type, select Outlook Data File (.pst) and click Next.
e Click Browse and choose the .pst that was restored and click Next.

e Choose to import the file to the current folder or choose another folder and click
Finish.

When Import items into the same folder is selected, the data from the
imported file will be added to the same folder in Outlook if the folder matches. If
the folder doesn't match in Outlook, it will be created.

14. View the imported folder in Outlook. (=) inbox (10075)

(7| Drafts [22]
[[= sent tems
{a] Deleted Items (315

_d 7.0 GATo Do Items
4 8.0 Features
:ﬁ Calendar

Cl ] Carming 3

CONGRATULATIONS - YOU HAVE SUCCESSFULLY COMPLETED YOUR FIRST BACKUP AND RESTORE.

If you want to further explore this Agent's features read the Advanced sections of this documentation.

« Previous
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Advanced - Exchange Mailbox iDataAgent Configuration

TABLE OF CONTENTS

Understanding the CommcCell Console

Grouping Mailboxes Into User-Defined Subclients
By Active Directory User Groups
By Databases
Using Regular Expressions
Disabling Automatic Discovery
Automatically Manage Mailbox Groupings

Filtering Subclients
Exclude Mailboxes from Backups
Filter Mailboxes using Regular Expressions
Filter Specific Folders from Backups
Include Specific Folders in Backups

Managing the Default Subclient
Add Unassociated Mailboxes to the Default Subclient

Configuring Backups for Disabled Mailboxes

Configuring Backups for Discovery Search Mailboxes

Configuring Backups for Deleted Item Retention Folders

Specifying Domain Information for Backups

Enhancing Mailbox Discovery Using CSVDE Filter

Configuring Mailboxes in Database Availability Group (DAG) Servers
Modifying an Agent, Backup Set, or Subclient

Deleting an Agent, Backup Set, or Subclient

UNDERSTANDING THE COMMCELL CONSOLE

The Exchange Mailbox iDataAgent uses the following logical entities to manage backup and restore
operations from the CommCell Console.

AGENT

Defines the Exchange Server to be backed up.
BACKUP SET

Facilitates automatic discovery of mailboxes.
SUBCLIENT

Defines the mailboxes to be backed up as.

GROUPING MAILBOXES INTO USER-DEFINED SUBCLIENTS

 defaultBackupSet

8
Bt o

Bion

% euryale ot e
20072 users DroneMA Hag

= Bt eanio s

ones
onetta

Mo Archiver
PF Archiver

% 7 Exch
1A File System

You can create user-defined subclients to divide mailbox backups into groups based on specific criteria. For example, you may want to back up mailboxes in the
Administrator Active Directory User group on a nightly basis, whereas mailboxes in the Accounting Active Directory User group may only need to be backed
up once a week. Creating a user-defined subclient for each user group allows you to perform backups of them at different intervals based on your resources

and backup needs.

By default, the content of the Default Subclient contains all mailboxes on the Exchange server.

When you create a user-defined Subclient, the contents of the user-defined Subclient will be excluded from the

Default Subclient.

BY ACTIVE DIRECTORY USER GROUPS

You can choose to discover mailboxes based on the mailboxes' Active Directory User Group. Any mailbox that resides in the specified Active Directory User

Group will be discovered and automatically assigned to the user-defined subclient.

1. In cases where the CommServe and the Active Directory Server are across a firewall,
ensure that port 389 is opened.

o From the CommcCell Browser, right-click the backup set for which you want to
discover mailboxes and click Properties.

e Click Auto Discover tab.
e Click Enable Auto Discover and select AD User Group.
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e Click OK. Backup Set Properties of defaultBackupSet rz|

General | Auto Discover | Security

([ Ensble Auto Discover )

() Match mailboxes by regular expressions

() Database Affinity

(%) AD User Group Affinity

[ oK ] [ Cancel ] | Help
3. e From the CommcCell Browser, navigate to Client Computers | <Client> | Subclient Properties of d =
Backup Set. Storage Device: Activity Control Security
R ) ) . . General Filters Pre/Post Pracess
e Right-click the Backup Set, point to All Tasks and then click New Subclient.
Contents of subclient:
e In the Subclient Name box, type a name. Fr— Alss e TP address K
a

e Select a Storage Policy for the new subclient and click OK.

e Specify if a backup schedule should be associated to the new subclient and click
OK.

Tatal: 0 maibox(es).

Only backup following folders (separated by ;) (Note: Other folders in the mailbos will not be backed up)

[ Perform backup using mining off snapshot

Exchange DB dient
Agents

Instance
Backupset

Exchange DB subclient: ko use

e Right-click the subclient and select Properties.
e Click Auto-discovery.
e Click Configuration.
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Click Discover and specify a user account to authenticate against the Active
Directory domain user groups whose mailboxes you want to discover.

O Type the Active Directory Domain Name for the user or mailbox.

O Type the User Name that will be used to access the Active Directory domain.
O Type the Password for the User Name.

Click OK. The Active Directory User Group will be displayed.

Assign the Active Directory User Group to a subclient by clicking the Subclient
column and selecting one from the drop-down list.

Alternatively, you can assign Active Directory User Groups to one subclient in the
Move all selected items to field.

Click OK to return the subclient Properties dialog box.
Click OK.

Subclient Properties of user3

General

Storage Device

Auto-discovery

Filters
Activity Contrl

5

Pre{Post Pracess
Securty

The new discovered mailboxes of the Following AD User Group will be backed up to this subdlient

‘ Configuration '

AD User Group Name:

Subelient

Authenticate Active Directory Domain Controller

\)Ii

User Mame: ‘

Passward: ‘

[ox ] [canes | R
v
Move all selected ikems to:

‘BY DATABASE

You can configure a user-defined subclient to automatically discover mailboxes created within a particular database. This is especially useful in cases where a
number of databases exist and backups between them need to be staggered for resource leveling.

1.

From the CommCell Browser, right-click the backup set for which you want to
discover mailboxes and click Properties.

Click Auto Discover tab.
Click Enable Auto Discover and select Database Affinity.
Click OK.
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Backup Set Properties of defaultBackupSet rzl

Generall Auto Discover | Security

() Match mailbaxes by regular expressions

(%) Database Affinity

() AD User Group Affinity

[ (a3 ][ Cancel ] [ Help ]

e From the CommCell Browser, navigate to Client Computers | <Client> | Subclient Properties of doc_usability X
Backup Set. Storage Device

eneral
e Right-click the Backup Set, point to All Tasks and then click New Subclient. .
Contents of subclient:
e In the Subclient Name box, type a name. Display Name Alias Name SMTP Address

Activity Conkral Security
Filters Pre(Past Process

[ |

e Select a Storage Policy for the new subclient and click OK.

e Specify if a backup schedule should be associated to the new subclient and click
OK.

Total: 0 mailbox(es).

Oy backup following folders (ssparated by ;) (Note: Other Folders in the mailbox will not be backed up)

[ Perform backup using mining off snapshot

Exchange DB dient
Agents

Instance
Backupset

Exchangs DB subclient ko use:

e Right-click the subclient and select Properties.
e Click Auto-discovery.
e Click Configuration.
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e Click Discover. The mailbox stores will be displayed.
e Assign the mailbox store to a subclient by clicking the Subclient column and
selecting one from the drop-down list.

Alternatively, you can assign all databases to one subclient in the Move all
selected items to field.

e Click OK to return the subclient Properties dialog box.
e Click OK.

Subclient Properties of user3:

General Content Filters
Storage Device Auto-discovery Activity Control

Mewly discovered mailhoxes from the Fallawing mailbox stores will automatically be associated with

this subclient:

5

PrefPost Pracess
Security

Configuration

Configure Mailbox Stores for, Auto-discovery

Mailbax Stors Subclient
Databases|2010 Snap DBI default
Dakabasesi2010 Snap DEZ default
Databases|2010-1 DEL ds

3|« ‘E

idefault
[ShDuffin

Move all selected items to:  [users

~.
ok ][ cameal [ [ oiscover ])

Help

USING REGULAR EXPRESSIONS

Regular expressions can be used to discover mailboxes based on unique patterns. For example, regular expressions can be used to discover all mailboxes

containing a particular department name within its display name.

When mailboxes are discovered using regular expressions, any mailbox that matches the wildcard expressions are automatically assigned to the associated
user-defined subclient. If a mailbox does not match the expressions, it is automatically assigned to the default subclient.

The following table provides some examples of useful regular expressions:

EXAMPLE DESCRIPTION
T Auto-discovers any mailbox display name that begins with Accounting followed by any number of any
Accounting characters (e.g., Accounting Mailbox, Accounting Manager, etc.).

user_group? user_groupA, user_groupl, etc.).

Auto-discovers any mailbox display name that begins with user_group followed by any one character (e.g.,

Auto-discovers any mailbox display name that begins with J or T and ends with im (e.g., Jim, Tim).

[IT]im
KL Auto-discovers any mailbox display name that begins with any character in the range of a through k inclusive
[a-k]Lee and that ends with Lee (e.g., aLee, blLee, etc.)
[leilnsure Auto-discovers any mailbox display name that ends with nsure but does not begin with e or i (e.g., unsure).
lei]nsur
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[!a-k]Lee

Auto-discovers any mailbox display name that does not begin with a through k and that ends with Lee (e.g.,
xLee, ylLee, etc.).

[A-K]*

'You can also use a combination of wildcards in a single expression, if the wildcards are supported for the type
of operation you are performing. For example, if you wanted to auto-discover all mailbox display names
beginning with any characters in the range of A through K inclusive followed by any number of any characters,

you would enter the following wildcard combination.

From the CommCell Browser, right-click the backup set for which you want to
discover mailboxes and click Properties.

Click Auto Discover tab.

Click Enable Auto Discover and select Match mailboxes by regular
expressions.

Click OK.

From the CommCell Browser, navigate to Client Computers | <Client> |
Backup Set.

Right-click the Backup Set, point to All Tasks and then click New Subclient.
In the Subclient Name box, type a name.
Select a Storage Policy for the new subclient and click OK.

Specify if a backup schedule should be associated to the new subclient and click
OK.

Right-click the subclient and select Properties.
Click Auto-discovery.

Enter a regular expression or wildcard pattern in the Mail Box Display Names
field to specify that newly discovered mailbox display names matching that pattern
during auto-discovery will be assigned to this subclient. For a comprehensive
wildcard list, see Wildcards.

Click Add. Repeat this step to enter additional wildcard patterns.
Click OK.

Click OK to return the subclient Properties dialog box.

Click OK.

9

Backup Set Properties of defaultBackupSet

General | Auto Discaver | Security

@ Match mailboxes by regular express\una

() Database AFfinity

() AD User Group Affinity

[ QK I[ Cancel ][ Help ]

Subclient Properties of doc_usability: El

Storage Device: iutbe-dissayery Activity Control Security
General % Filters PrefPost Process

Contents of subclient:

Display Name Alias Name SMTF Address

e

-

Only backup following folders (separated by ;) (Note: Other folders in the mailbos will not be backed up)

Tatal: 0 maibox(es).

[ Perform backup using mining off snapshot

Exchange DB dient
Agents

Instance
Backupset

Exchange DB subclient: ko use
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Subclient Properties of user3: @

General Content
Storage Device Auto-discovery

Adkd mailbax dsplay name

ann®

Mail Box Display Mames

Filters

Activity Contral Security

PrefPost Process

Remaove

DISABLING AUTOMATIC DISCOVERY

Automatic discovery of mailboxes can be disabled in scenarios where it is no longer desired for mailboxes to automatically be included in routine backups. When
automatic discovery is disabled, all mailboxes must subsequently be manually assigned to a subclient.

1. From the CommcCell Browser, right-click the backup set for which you want to disable
auto-discovery of mailboxes and click Properties.

2. Click Auto Discover tab.
3. Clear the Enable Auto Discover option.
4. Click OK.

Backup Set Properties of defaultBackupSet E|

Enable Alta Discover)

(=13

][ Cancel ][ Help

AUTOMATICALLY MANAGE MAILBOX GROUPINGS

By default, if a change is made to an automatically discovered mailbox that alters the association criteria it was discovered with, the next backup will
automatically reassign the mailbox to the appropriate subclient that satisfies the new criteria. For example, if a mailbox was assigned to a subclient based on
its parent database and the mailbox is later moved to a different database, the next backup will automatically move the mailbox to the subclient associated

with the new database.

If a mailbox is manually assigned to a subclient, it is not rendered available for automatic grouping. However you can manually assign this mailbox to the
blank subclient and during the subsequent data protection operation this mailbox gets automatically discovered and assigned to a relevant subclient.

In some cases, it may not be desirable for backups to manage mailboxes in this manner. You can disable this functionality - or enable it again later if it has

already been disabled - as follows:

1. From the CommCell Browser, right-click the

Exchange Mailbox agent on the source client,

and click Properties.

2. Clear or check the Manage Content
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Automatically option.
Click OK.

From the CommCell Browser, right-click the
backup set for which you want to discover
mailboxes and click Properties.

Click Auto Discover tab.

Ensure that the Enable Auto Discover
check box is selected together with either
one of the following:

e Active Directory User Group Affinity
e Database Affinity
e Match Mailbox by Regular Expressions

FILTERING SUBCLIENTS

Add/Modify Mailbox in Backup Set: defaultBackupSet

Display Narne Allas Name SMTP Address Subclient ¥
\Samara Easterbrook  SaEasterbrook SaEasterbrook@exc... default b
(55w Brierly Sabrietly Sabritly@exch.com... default
Seema Avelin Sehveln Sefvslin@exch.com. .. default
Selenia Hollenbeck SeHollenbeck SeHollenbeck@exch... default
Shayla Tolache shTollmache ShTolmache@exch.... default
Sheba Boyle shBoyle ShBoyle@exch.com... default
|Sharryl Bratr ShBratt ShBratt@exch.com... default
(Siivana Drapper SiDrapper SiDrapper@sxch.co... default
(Sindy Dryden SiDryden SiDryden@ssxch.co...  default
\Soraya Diament SoDiament SoDiament@exch.c... default
\SP_Adkmin 5P_admin SP_Admin@exch.co... default
SuSy Gisor SuGlson SuGlson@exch.com... default
Tari Fairfax TaFairfax TaFairfax@exch.co... default
Tawanda Neff Talisff Taleff@exch,comm. . default
Tess Train TeTrain TeTrain@exch.com... default
Thi Durning ThDurning ThDurning@esxch.co. . default
Timika Beentwoed  TiBrentwood TiBrentwood@escch, .. defaulk
Valenting Maine Vahairne vallarne@exch.co...  default
Venita Southcote VeSouthcote veSouthcote@exch.... default
Zelda Kayrard ZeKaynard ZeKaynard@exch.c... default

hanon Duffin ShDUFfin ShDUFfin@esch.com... ShDUFfin

@arna shah ashah ashah@sxch.comm, .. userd ) v
oK ] [ Discover ] [ Cancel ] [ Help

General | version | Security | Activity Corttrol | AD Server | Storage Devies

Client Name:

Biling Department
iDakatgent:

Installed date:

Prafile Mame:

Mailbox Name:

Exchange Mailbox Properties

x2010-1

Hot Defined/Nat Defined
Exchange Maibax

Thursday, February 3, 2011

adiristrator

adiristrator

Exchange administrator account:  EXCH\administrator

[Backup Deleted Item Retention

[ Use CSVDE for Discovery

Exchange Server Name;

Exchange Version:

Ex2010-1

Exchange 2010 %

Change Account

Use one of the methods below to filter data from being backed up. Filters assist in minimizing usage of protected storage and prevents unnecessary folders
(Junk, Spam) from being backed up.

XCLUDE MAILBOXES FROM BACKUPS

By default, the system creates a Do Not Backup subclient. You can assign mailboxes to
this subclient so that they will not be backed up.

1.

v AW N

From the CommcCell Browser, right-click the subclient and click Properties.

Click the Content tab, then click Configure.

If necessary, click Discover to reveal all mailboxes, and select a mailbox to exclude.

Under the Subclient column, select Do Not Backup.

Click OK.

Add/Modify Mailbox in Backup Set: defaultBackupSet ]

Display Name
Adiene Al
Amberly Pirny
Angel Randoloh
AnjAnette Seaman
Ardelia Kellermarr

AundreA Dowlen
Beatrice Dermes
Cavline Dobbson
Carmina Dole
Chandra Harman
Charlie McQuaire:
Cher Dorey
Cherlyn MeDonald
Cherrie Furbusher
Chieryl Darsey
Clamenting Dawkin
ConChita Zahr
Deon Hestor
DorinDa Daly

Echo Dann

Efa Francis

Change all selected mailboxes to:

Aliss Name
Adalvin
AmPinny
AnRandolph
Anseaman
arkellerma

SMTP Address Subclient
Adalvin@exch.com... default
AmPinmy@exch.com... default
AnRandalph@esch. .. default
AnSeaman@exch.c... default
Arkellerman@exch. ... default

Do Mot Backup

s«

v

AuDowlen AuDowlen@exch.co

BeDennes BeDemnes@exch.co

CaDobbson CaDobbson@exch.c

Cabole Cabole@exch.comm,

ChHarman ChHarman@exch.co,

ChMcQuaire ChMcQuare@enxch.

ChDorey ChDorey@exch.com

ChMcDonald ChMcDonald@exch. ... default

ChFurbusher ChFurbusher@sxch... default

ChDarsey ChDarsey@exch.co... default

CIDawkin CIDawkin@exch.co... default

CoZahn CoZahn@exch.com... default

DeHeaton DeHeaton@exch.ca... default

DoDaly DoDaly@exch.comm. . default

EcDann EcDann@exch.com... default

ElFrancis EFrancis@exch.cam... defal 3
default -
oK ][ Discaver ][ Cancel ][ Help

FILTER MAILBOXES USING REGULAR EXPRESSIONS

You can also apply regular expressions or wildcards patterns to filter folders in mailboxes
from data protection. For example, you may want to exclude all Sent Items folders that

are not essential for recovery. The pattern you enter will be applied to all content defined
for the subclient.

1.
2.

From the CommCell Browser, right-click a subclient and click Properties.

Click the Filters tab, then click Add next to Exclude the folders that contain the

following patterns.

Enter regular expressions or wildcard patterns, each on a separate line. For a

comprehensive wildcard list, see Wildcards.

Click OK.
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WILDCARD EXAMPLES

Storage Devic rol Security

| actiity Cont
General Conkent | Fiters PrefPost Process
Include Global Fikers | Use Cel level policy

Exclude the Following Folders

(Carline Dabbson add
(Carline DobbsoniSent Items
(Chery Darsey

Deon Heaton

Exclude the Folders that contain the following patterns

Add

Enter Path,

Please enter patterns with new line as a separator

C )

=) >

(Co

EXAMPLE

DESCRIPTION

Sent*

To filter out a folder which begins with Sent, specify the name of the folder and the asterisk * wildcard with no
delimiters.

Sent Items\test*

To filter out a subfolder called test, specify the full path including the leader \ backslash.

*\test*

To filter out any path that ends in a folder name, use the full path including the leader \ backslash and the

asterisk * wildcard for the first level.

gFILTERING SPECIFIC FOLDERS FROM BACKUPS
Filters are available to exclude a specific folder of a selected mailbox. For example, you m

can filter out the Sent Items folder of a mailbox, so that messages within this folder do not

Storage Device Activity Control Security
get backed up. General Content | Fikers PrefPast Process
1. From the CommCell Browser, right-click a subclient and click Properties. Incluce Gobl Fters [Lise Cellevel poicy [+
. - . - Exclude the ol Fold
2. Click the Filters tab, then click Add next to Exclude the following folders. e ReTang e
3. Select a mailbox or mailbox item to exclude.
4. Click Add.
5. When finished selecting the items, click Close.
6. Click OK.
wa Browsing filters for user3
The next time a data protection operation is run, the filter will be used to exclude the -‘Jzzilcif:mm ] Du;plawalme A\:slwame SMTP Address
. . . " A Al Adal
mailboxes and mailbox items. ) mberty Pinny i el o .
Angel Randolph AnRandalph  AnRandolph. ..
AnjAnette 5., AnSeaman AnSeaman@, ..
55 el Keerman — |sparnashah  ashan shah@exch...
) Ashton Teesdale ardella keller.., Arkelerman  Arkellerman,.
+{] Aundred Dowlen Ashton Tees,.. AsTeesdale  AsTeesdale...
| Beatrice Dennes Aundred Da... AuDawlen AuDowlen@. .
{11 Carline Dabbson Eeatrice Den. .. BeDennes BeDennes@..
j;;’m:a‘?b Carline Dotb. . CaDobbson  CaDobbson..
andra Harman CarminaDole  Cabole CaDols@exc. .
(] Change Me
- ChandraHar... ChHarman ChHarman@...
2 hatli
j Ehz: \;;‘:I;Sua\re Change Me Change.Me Change.Me...
] Cherlyn Mcbonald Charlie McQu... ChMcQuaire  ChMcQuaire...
;] Cherrie Furbusher Cher Dorey ChDorey ChDorey@e. ..
] Cheryl Darsey Cherlyn McD... ChMcDonald  ChMcDonald...
+{] Clementine Dawkin Cherrie Furb.., ChFurbusher  ChFurbusher..,
(] ConChita Zshn

Cheryl Darsey  ChDarsey
Clementine D... CIDawkin
I 2| |ConChita Zahn Cozshn Cozshn@ex...

(=) ==

(] Deon Heaton

€4

I3
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INCLUDE SPECIFIC FOLDERS IN BACKUPS

You can configure the Exchange Mailbox iDataAgent to backup messages that reside in a specific mailbox folder (e.g., Sent Items). Messages residing in any
subfolders that exist within the specified mailbox folder will also be backed up.

1. From the CommcCell Browser, right-click the subclient and then click Properties.

Storage Device Activity Contral Security
2. Click the Content tab el Fikers Pre/Past Pracess
. . Cantents of subclient:
3. In the Only backup following folders (separated by ;) (Note: Other folders in [Er— Bl Home SMTP Address B
the mailbox will not be backed up) field, enter one more root mailbox folders to aparnashah ashah ashah@exch.commyvaut.com A

include the data protection operation, such as Inbox, Sent Items, etc. Separate
multiple mailbox folders by separating each entry with a semi-colon (;).

4. Click OK.

~

ot L malbones],

@y backup Following Folders (separated by ;) (Note: Other folders in the maibox will ot be backed u@

[ Perform backup using miring off snapshot

Exchange DB client
Agents

Instance
Backupset

Exchangs DB subclient to use

(=D

MANAGING THE DEFAULT SUBCLIENT
By default, all mailboxes are automatically assigned to the default subclient. This default behavior is designed to ensure all mailboxes are backed up.
If you do not want all mailboxes to automatically be included in the default subclient, you can do so as described in the following sections.

We recommend that you do not modify these settings. Doing so would disable the default subclient's capability to serve as a catch-all entity for
mailbox data. As a result, some data may not get backed up.

‘ADD UNASSOCIATED MAILBOXES TO THE DEFAULT SUBCLIENT

By default, all mailboxes that are not associated with a user-defined subclient are included in the default subclient. If you do not want the default subclient to
include such mailboxes, you can disable this behavior as follows:

1. From the CommCell Browser, right-click the default subclient and select Properties.
2. Click Auto-discovery tab.

3. Clear Automatically add new mailboxes that do not qualify for membership in
any of the subclients.

4. Click OK.
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Subclient Properties of default

General Content Fileers

Storage Device Auto-discavery Activity Cortral Securicy

X

Pre/Post Process

in any of the subclients )

utomatically add new malbosxes that do not qualify For

CONFIGURING BACKUPS OF DISABLED MAILBOXES

By default, the Mailboxes whose user accounts are disabled from the Active Directory are not backed up. To include them in the backup operation, follow the

steps given below:

b

10.

11.
12.
13.

W ©® N O U h W

From the CommCell Browser, navigate to Client Computers.

Right-click the <Client> in which you want to add the registry key, and then click
Properties.

Click the Registry Key Settings tab.

Click Add.

Enter nBackupDisabledMailBoxes in the Name field.
Enter MSExchangeMBAgent in the Location filed.
Enter REG_DWORD in the Type filed.

Enter 1 in the Value field.

Click OK.

x|

30b Corbiguration

Gonera | verson | securty | _actvey Conral |y aaton =
Encyption | _Advenced | _Content Indesing | Reosty Key Setings Clert S Dedphcation

From the CommcCell Console, navigate to <Client> | Exchange Mailbox

e Cocan Type Ve 1 Erotied 5

1B 5dd Registry Key on Windows Client exdag-1

Name

BachupDis bledalores

Locaton [ sexchangetiBAgert v

e

Ve

REG_oworD v

1

» G

|defaultBackupSet.

Right click the subclient and click Backup.

Select Full as backup type and Immediate to run the job immediately.
Click OK.

You can track the progress of the job from the Job Controller or Event Viewer
window.

CONFIGURING BACKUPS FOR DISCOVERY SEARCH MAILBOXES

The Discovery Search Mailbox, which is used as the target mailbox for all discovery searches of the Exchange Control Panel, can be backed up using a user-
defined subclient as described below.

1.

e From the CommcCell Browser, navigate to Client Computers.

e Right-click the <Client> in which you want to add the registry key, and then click
Properties.

e Click the Registry Key Settings tab.
e Click Add.
e Enter MSExchangeMBAgent in the Name field.

Page 125 of 285



Administration Guide - Exchange Mailbox iDataAgent

e Enter HKEY LOCAL_MACHINE\SOFTWARE\CommVault
Systems\Galaxy\Instance<xxx>\ in the Location filed.

e Enter REG_DWORD in the Type filed.
e Enter nBackupDisabledMailBoxes in the Value field.
e Click OK.

e From the CommCell Console, navigate to <Client> | Exchange Mailbox
|defaultBackupSet.

e Right click the subclient and click Backup.
e Select Full as backup type and Immediate to run the job immediately.
e Click OK.

You can track the progress of the job from the Job Controller.

e From the CommCell Browser, navigate to Client Computers | <Client> |
Backup Set.

e Right-click the Backup Set, point to All Tasks and then click New Subclient.
e In the Subclient Name box, type a name.
e Select a Storage Policy for the new subclient and click OK.

e Specify if a backup schedule should be associated to the new subclient and click
OK.

e Right-click the subclient and select Properties.
e Click the Contents tab and then click Configure.

e From the Add/Modify Mailbox window, click the subclient entry for the mailbox
that you want to add to the new subclient.

Alternatively, you can select and assign a range of mailboxes to the new or
existing subclient using the Change all selected mailboxes to list.

e Click OK.

T x|
Gonerol | veson |_socy |_ ey Conrdl_| g arston | b Conigpration
Enenpton | Advaced | Corten lndeuy | CROOSVRey Sotings ) | Clent 5 Dockpleation
e Cocan Type Ve 1 Erotied 5

oo [ngachupDisatiedaBoes

g 5
e 3
w i
:
G :

Subclient Properties of doc_usability: &l

Storage Device: iutbe-dissayery Activity Control Security
General % Filters PrefPost Process

Contents of subclient:

Display Name Alias Name SMTF Address

e

Tatal: 0 maibox(es).

Only backup following folders (separated by ;) (Note: Other folders in the mailbos will not be backed up)

[ Perform backup using mining off snapshot

Exchange DB dient
Agents

Instance
Backupset

Exchange DB subclient: ko use

Add/Modify Mailbox in Backup Set: defaultBackupSet E‘

Display Name Alias Name SMTP Address - E

Adrisne Alvin AdAlvin Adalvin@e:xch.com... default
Amberly Pinry AmPinmy AmPinny@exch.com, ., default
\Aingel R andolph AnRandolph aAnRandolph@esxch. .. default
AmiAnette Seaman AnSeaman AnSeaman@exch,c. default
4 n o |arelerman  [arkellerman@exch. .. [N
\Ashton Teesdale AsTeesdsle AsTessdsle@exch.c...
Aundrah Dowlsn AuDasdlen AuDowlen@exch, o

Beatrice Dennes BeDennes BeDennes@exch.co...
Carline Dobbson CaDobbson CaDobbson@exch.c..
Carmina Dole CaDuole Cabole@exch.comm...
Chandra Harmart ChHarman ChHarman@exch.co... meran
Charlie McQuaire ChMcQuaire ChMcQuare@exch,... default
Cher Dorey ChDorey ChbDorey@exch.com... default

Cherlyrm McDonald  ChMcDonald
Cherrie Furbusher  ChFurbusher

ChMcDonald@exch.... default
ChFurbusher@exch. .. default

Chery Darsey ChDarsey ChDarsey@exch.co... default
Clemertine Dawkin  ClIDawhkin ClDawkin@exch.co... default
ConChita Zahr cozahn CozZahn@exch.com... default
\Deon Heaten DeHeaton DeHeaton@exch.co... default
\DorinDa Daly DeDaly DaDaly@exch.comm... default
\Echo Dan EcDann EcDann@exch.com... default
\Eba Francis Elfrancis ElFrancis@exch.com... default a
Change all selected malboxes to: | default 3
oK ][ Discover ][ Cancel ][ Help

CONFIGURING BACKUPS FOR DELETED ITEM RETENTION FOLDERS

By default, Deleted Item Retention folders are not included in backups. In some cases, it may be desirable to include them for record keeping purposes. This
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can be accomplished as follows:

. . - Exchi Mailbox P ti
1. From the CommCell Console, navigate to Client Computers | <Client> e 5
General | Yersion | Security | Activity Control | AD Server | Storage Device
2. Right-click the Exchange Mailbox Agent and click Properties. e S
3. From the General tab, select the Backup Deleted Item Retention option. Biling Cepartment Mot Definedjtiot Defined
) iDataAgent: Exchangs Mailbox
4. Click OK. Instaled date: Tuesday, February 22, 2011
In case a folder is hard deleted, the emails within that folder will not be Profils Name: adhinistrator
backed up when Deleted Item Retention folders are backed up. They will be
Mailbox Mame: administrator

displayed as failed items in the backup job history.

Exchange administrator account:  EXCHiadministrator

Changs Account

Backup Deleted Item Retentior

[[] Use CSVDE for Discavery
Exchange Server Name: Exz010-1

Exchange Version: Exchange 2010 v

Manage Conkent Automaticaly

SPECIFYING DOMAIN INFORMATION FOR BACKUPS

It may be necessary to specify additional domain names for backups in the following circumstances:

e The Exchange Server is installed in a different domain from the schema master.

e Multiple domain controllers exist that may not replicate to each other.

To ensure complete protection in these circumstances, perform the following.

3 x|
1. From the CommcCell Browser, right-click the Exchange Mailbox Agent and then click | X)
Properties. General | Wersion | Security A:nwtyc:mtru\sturegeoewce
. AD Server List ﬂ
2. Click the AD Server tab. ~

3. To include a domain name, click Add.

4. Type the domain name in the AD Server field. You can enter an IP address or the
fully-qualified domain name of the Active Directory Server. Depending on the
circumstances discussed above, the domains to include should be:

O The schema master, or :

R . . Add AD Server
O Each domain controller in your environment

E3)

Ad Server:

5. Click OK. The domain name will appear in the AD Server List.

6. Repeat the previous step for each domain name that you wish to include.
7. Click OK.

Cancel

v

ENHANCING MAILBOX DISCOVERY USING CSVDE FILTER

A Comma Separated Value Directory Exchange (CSVDE) filtering option is provided to increase performance for auto-discovery operations in cases where the
discovery process may take a long time to complete.

A CSVDE filtering example is provided below, which will filter out system mailboxes residing on the SERVERNAME server from discovery operations for these
agents:
" (& (msExchHomeServerName=*/cn=SERVERNAME) (! (CN=SystemMailbox{*)))"

Use of this option requires expert-level knowledge of CSVDE, which is a Microsoft tool used for extracting and filtering information from Active

Directory. Familiarity with constructing LDAP queries is beneficial for successful filtering. Incorrect use of the CSVDE filtering option can result in
failed discovery and data protection operations. For more information on CSVDE, refer to documentation from Microsoft Corporation.

1. From the CommCell Browser, right-click the Exchange Mailbox agent on the source
client, and click Properties.

2. Click the Use CSVDE For Discovery option, then specify the desired CSVDE filter in
the corresponding entry space.

3. Click OK.

The next time a discovery operation is run, the user-specified CSVDE filter will be used.
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Exchange Mailbox Properties El

General | version | Security | Activity Contral | AD Server | Storage Device

Client: Name: ex2010-1
Biling Department Mot Defined/Not Defined
iDatadgent: Exchange Mailbox

Installed date: Thursday, February 3, 2011
Profile Name: administrator

Hailbox Name: administrator

Exchange admiristrator accounk:  EXCH|administrator

Change Account

[[]Backup Deleted Item Retention

Use CIOE for Discoverd )

Exchange Server Name: EX2010-1

Exchange Wersion: Exchange 2010

[ Manage Content Automatically

CONFIGURING MAILBOXES IN DATABASE AVAILABILITY GROUP (DAG) SERVERS

When backing up Exchange 2010 Database Availability Group (DAG) servers, you need to configure the Mailbox and Client Access Server (CAS) roles as

described below.
1. From the CommCell Browser, right-click the Exchange Mailbox Agent and click
Properties.

2. In Exchange Server Name, enter the Mailbox server role. This role is used when
performing backup and restore operations. If more than one role is entered, separate
them with semi-colons.

To ensure complete protection, enter each Member Server configured in your
environment.

3. Click OK.

General | version | secunty | activity Control | AD Server [ storage Device
Client Name: ex2010-1
Biling Department Not Defined/Not Defined
DataAgent: Exchange Maiibox
Installed date: Tuesday, February 22, 2011
Profile Name: administrator
Maibox Name: administrator
Exchange administrator account:  EXCH\edministrator

|| Backup Deleted Item Retention

[7] Use CSVDE for Discovery

@.—mnge Server Name: EX2010-1] B

Exchange Version: Exchange 2010 ~

Manage Content Automatically

‘CONFIGURING MAILBOXES WHEN THE CAS ROLE IS NOT INSTALLED ON THE MAILBOX ROLE SERVER

In addition to the steps above, the following steps are required if the CAS Role is not installed on the Mailbox Role Server.

4. From the CommCell Browser, right-click the client computer that has Exchange
Mailbox iDataAgent installed.

5. Click Properties.

6. Select Registry Key Settings.

7. Click Add.

8. Enter scaSserverName in the Name field.
9. From the Location list, select iDataAgent.

10. From the Type list, select REG_SZ.

11. Enter a CAS server name (e.g., Ex2010CASR2) in the Value field. The CAS server is
used to create the profile.

12. Click OK.

Client Computer Properties for ex2010-1 =]
[_Firewall Configuration | Network Throtting | Polices | _Job Configuration _|_Enarypton | _Advanced |
| " General | verson Securit Activity Control [ Gows |
| contentindexing | SearchServerURls |  RegtryKey Settings Client Side Deduplication
Name Location Type Value Enabled M|
2] Add Registry Key on Windows Client ex2010-1 =)
Eanc sCASServerName
Location iDataagent S
Type REG_SZ -

Value  Exa010CASR2

i

m> Edt Delete
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MODIFYING AN AGENT, BACKUP SET, OR SUBCLIENT

There are several configurable properties available for your agent that can be modified from the agent, backup set or subclient level as per your need.

It is recommended that that you do not modify the properties of a subclient when a job is in progress for that specific subclient. If a job is in progress, either
wait for the job to complete or kill the job from the Job Controller.

The following table describes the properties that can be configured from the agent, backup set and subclient levels.

OPTION

DESCRIPTION

RELATED TOPICS

Change the Profile Name

'You can modify the profile that is associated with the appropriate Administrator Mailbox.

1. From the CommCell browser, navigate to Client Computers | <Client> | iDataAgent.
2. Right-click the /DataAgent and click Properties.

3. Select General tab.

4. Type the Profile Name.

5. Click OK.

Change the Mailbox
Name

You can modify the name of the mailbox that is associated with the appropriate Administrator
profile.

1. From the CommCell browser, navigate to Client Computers | <Client> | iDataAgent.
2. Right-click the iDataAgent and click Properties.

3. Select General tab.

4. Type the Mailbox Name.

5. Click OK.

Change the Exchange
Server Name

You can modify the name of the Exchange Server that is installed on the client computer.

1. From the CommCell browser, navigate to Client Computers | <Client> | iDataAgent.
2. Right-click the /DataAgent and click Properties.

3. Select General tab.

4. Type the Exchange Server Name.

5. Click OK.

Change the Exchange
Version

You can select and modify the version of the Exchange Server from the list.

1. From the CommCell browser, navigate to Client Computers | <Client> | iDataAgent.
2. Right-click the iDataAgent and Click Properties.

3. Select a version from the Exchange Version list.
4

Click OK.

Change User Account
Details

[You must have Exchange administrator privileges to access the Exchange Server and perform
backup and restore operations.

In the case of backup and restore operations from the CommCell Console, the user credentials
to access the Exchange Server are provided initially when you installed the Agent. You can
modify the user credentials from CommCell Console.

On Windows clients, use <domain>\<administrator name>

To change the Exchange administrator account information associated with this agent:

1. From the CommCell browser, navigate to Client Computers | <Client> | iDataAgent.
Right-click the iDataAgent and Click Properties.

Select General tab.

Click Change Account.

Type the Account name in Exchange Administrator Account box.

Type the Password in Password box.

Type the password again in Confirm Password box.

Click OK.

® N o w DN

Rename Backup Set and
Subclient

You can rename a backup set and subclient:
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Renaming backup sets:

Backup Set.
2. Right-click the backup set and then click Properties.
3. Type the new name in the Backup Set field.
4. Click OK.

Renaming subclients:

Backup Set | <user-defined Subclient>.
2. Right-click the subclient and then click Properties.
3. Type the new name in the Subclient name field.
4. Click OK.

1. From the CommCell browser, navigate to Client Computers | <Client> | iDataAgent |

1. From the CommCell browser, navigate to Client Computers | <Client> | iDataAgent |

Change Storage Policies

You can modify the storage policies in any of the following situations:
e To include a different media for the backup operation.
e To use a storage policy with a different retention criteria.

You can change the storage policies from the subclient level.
1. From the CommCell Browser, right-click the subclient.
2. Click Properties.

3. Click Storage Device.

4. Select the Storage policy from the drop-down menu.

5. Click OK.

Refer to Storage Policies.

Data Transfer Options

You can efficiently configure the available resources for transferring data secured by data
protection operations from the subclient level. This includes the following:

e Enable or disable Data Compression either on the client or the MediaAgent.

e Configure the transfer of data in the network using the options for Network Bandwidth
Throttling and Network Agents.

You can configure the data transfer options.

1. From the CommCell Browser,right-click the subclient.

2. Click Properties.

3. Click Storage Device.

4. Click Data Transfer Option tab.

5. Choose the appropriate software compression option for this subclient.
6. Select Throttle Network Bandwidth and set the required bandwidth.
7. Click OK.

Refer to Data Compression and
Network Bandwidth Throttling.

View Data Paths

You can view the data paths associated with the primary storage policy copy of the selected

priority from the subclient level.

1. From the CommCell browser, right-click the subclient.
2. Click Properties.

3. Click Storage Device.

4. Select Storage Policy from the drop-down menu.

5. Click Data Paths.

storage policy or incremental storage policy. You can also modify the data paths including their

Configure a Subclient for
Pre/Post Processing of
Data Protection

You can add, modify or view Pre/Post processes for the subclient. These are batch files or shell

scripts that you can run before or after certain job phases.

2. Right-click the iDataAgent and Click Properties.
3. Click Properties.

4. Click Pre/Post Process.

5

Click one of the following phases and type the full path of the process that you want to
execute during that phase. Alternatively, click Browse to locate the process (applicable
only for paths that do not contain any spaces).

o PreBackup Process
o PostBackup Process

6. Click OK.

1. From the CommCell browser, navigate to Client Computers | <Client> | iDataAgent.

Refer to Pre/Post Processes.
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7. Select Run Post Backup Process for all attempts to run a post backup process for all
attempts.

8. For subclients on Windows platforms, Run As displays Not Selected.

If you want to change the account that has permission to run these commands, click
Change.

a. In the User Account dialog box, select Use Local System Account, or select
Impersonate User and enter the user name and password. Click OK.

b. If you selected Local System Account, click OK to the message advising you that
commands using this account have rights to access all data on the client computer.

Configure Activity
Control

You can enable backup and restore operations from the agent and subclient level. However,
you can enable restore operations only from the agent level.

1. From the CommCell browser, right-click the subclient.
2. Click Properties.
3. Click Activity Control, select or clear option(s) as desired.

4. Click OK.

Refer to Activity Control.

Configure User Security

You can configure user security from the agent or subclient level.
'You can perform the following functions:

e Identify the user groups to which this CommCell object is associated.
e Associate this object with a user group.
e Disassociate this object from a user group.

1. From the CommCell browser, right-click the subclient.
2. Click Properties.

3. Click Security.
4

Select the appropriate user groups to which you want to associate to the CommCell object
from the Available Groups pane, and then move the user group to the Associated
Groups pane.

5. Click OK.

Refer to User Administration
and Security.

Enable/Disable Data
Encryption

You can enable data encryption from the suclient level.Encryption must be enabled at the client
level prior to configuring any instances residing on that client.

1. From the CommCell browser, right-click the subclient.
2. Click Properties.

3. Click Encryption.

4. Select the desired encryption.

5. Click OK.

Refer to Data Encryption.

View Software Version

The Version tab, at the Agent level displays the software version of the component.
1. From the CommCell browser, right-click the agent.

2. Click Properties.

3. Click Version.

4. Click OK.

CommcCell Configuration
Report

The CommcCell Configuration Report provides the properties of the CommServe, MediaAgents,
clients, agents, SRM agents, subclients, and storage policies within the CommCell based on the

selected filter criteria.
1. From the CommCell browser, click Reports icon.

2. Select CommcCell Configuration.

Refer to CommcCell
Configuration.

3. Click Run.

DELETING AN AGENT, BACKUPSET OR SUBCLIENT

The following sections describe the steps involved in deleting an agent, backup set or subclient.

When you delete an instance or backupset, the associated data is logically deleted and you can no longer access the corresponding data from
CommCell Console for recovery purposes.

Refer to the troubleshooting article on Recovering Data Associated with Deleted Clients and Storage Policies for information on how to recover data
if you accidentally delete an entity.

'DELETING AN AGENT

You need to uninstall or DeConfigure the agent software from the client computer before deleting from CommCell Browser. After you delete the client software,
you can either leave the corresponding data intact for appropriate action or you can remove the data immediately. If you choose to remove the data
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immediately, you must delete the agent from the CommCell Browser. If you delete the agent, all of the agent's data is irretrievably lost.
e You cannot delete an agent while operations for that agent are running.
1. From the CommCell Browser, navigate to Client Computers | <Client>.

2. Right-click the <Agent>, and then click Delete.

3. A confirmation message is displayed with the following message:

This operation will permanently delete the data backed up from this level and it cannot be restored.

4. Click OK to continue with the deletion operation., or click No to abort the deletion.

DELETING A BACKUPSET
Consider the following before deleting a Backup Set:

o You cannot delete a default Backup Set.
o Schedules associated with the Backup Set are also automatically deleted.

1. From the CommCell Browser, navigate to Client Computers | <Client> | <Agent>.
2. Right-click the <Backup Set>, and then click Delete.
3. A confirmation message is displayed, asking if you want to delete the Backup Set.

Click No to cancel the deletion and retain the Backupset, or click Yes to continue the deletion.

DELETING A SUBCLIENT

Consider the following before deleting a subclient:

e You cannot delete a default subclient.

o Schedules associated with the subclient are also automatically deleted.

1. From the CommcCell Browser, navigate to Client Computers | <Client> | <Agent> | <Backup Set>.
2. Right-click the <subclient> that you want to delete, and then click Delete.

3. A confirmation message is displayed, asking if you want to delete the subclient.

Click No to cancel the deletion and retain the subclient, or click Yes to continue the deletion.
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Advanced - Exchange Mailbox iDataAgent Backup

TABLE OF CONTENTS RELATED TOPICS

Full Backups Scheduling

Provides comprehensive information on scheduling jobs.
Incremental Backups
Job Management

Differential Backups Provides comprehensive information on managing jobs.
Synthetic Full Backups
Running Synthetic Full Backups
Running an Incremental Backup Before or After a Synthetic Full Backup
Verifying Synthetic Full Backups
Ignoring Errors in Synthetic Full Backups
Accelerated Synthetic Full Backups (DASH Full)
Scheduling A Backup
Managing Jobs
Restarting Jobs
Controlling Jobs

Additional Options

FuLL BACKUPS

Full backups provide the most comprehensive protection of data.

Backup Options for Subclient: default ]

1. From the CommcCell Console, navigate to <Client> | Exchange Mailbox Bacup Options
| d efa u ItBaCku pset : Select Backup Typs Jab Initiation
2. Right click the subclient and click Backup.
O Ineremental Run this job nowe
Select Full as backup type and Immediate to run the job immediately. —— I
4. Click OK. © Synthetic Full

You can track the progress of the job from the Job Controller or Event Viewer
window.

INCREMENTAL BACKUPS

An incremental backup contains only data that is new or has changed since the last backup, regardless of the type. On average, incremental backups consume
less media and use less resources than full backups.

The illustration on the right clarifies the nature of full and incremental backups.

Follow steps given below to perform an incremental backup:

1. From the CommcCell Console, navigate to <Client> | Exchange Mailbox

|defaultBackupSet.

Backup Options
2. Right click the subclient and click Backup. A — 2ob rtision
3. Select Incremental as backup type and Immediate to run the job immediately. @en
..@ Tiramantal Run this job now
4. Click OK. (O Differential O schedule
You can track the progress of the job from the Job Controller or Event Viewer © gyttt Full
window.

DIFFERENTIAL BACKUPS

A differential backup contains only the data that is new or has changed since the last full backup. Like incremental backups, differential backups also consume
less media and use less resources than full backups. Differential backups are cumulative. This means that each differential backup contains all changes
accumulated since the last full backup. Each successive differential backup contains all the changes from the previous differential backup.

The illustration on the right demonstrates the nature of differential backups. For simplicity, assume there is a file system that contains six files as represented
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in the figure.
1. From the CommcCell Console, navigate to <Client> | Exchange Mailbox Backup Options
|defaultBackupSet. s Ty b ietn
2. Right click the subclient and click Backup. Ol
© Ineremenkal Run this job nowe
3. From the Backup Options dialog box, select from the following options: ——
Backup Type: © bt rll
O Select Differential.
Backup Schedule:
O Select Run Immediately

4. Click OK.

5. You can track the progress of the backup job from the Job Controller window.

6. When the backup has completed, the Job Controller displays Completed.

SYNTHETIC FULL BACKUPS

A synthetic full backup is a synthesized backup, created from the most recent full backup and subsequent incremental and/or differential backups. The resulting
synthetic full backup is identical to a full backup for the subclient.

Unlike full, incremental, and differential backups, a synthetic full backup does not actually transfer data from a client computer to the backup media. Therefore,
they do not use any resources on the client computer.

Synthetic full backups are media-based; they read backup data from one media and simultaneously write (restore) the result to the new active media within
the same media group. As a result, synthetic full backups require that at least two media drives for the same storage policy be available at the time the job is
started. Synthetic full backups cannot be performed on subclients where the storage policy is associated with a stand-alone drive.

'RUNNING SYNTHETIC FULL BACKUPS

Synthetic full backups can either be started manually or scheduled to occur at regular intervals. Do not concurrently run more than one synthetic full backup,
especially synthetic full backups with multiple streams.

1. From the CommCell Console, navigate to <Client> | Exchange Mailbox.

2. Right click the <Subclient> and click Backup.

3. From the Backup Options window, select Synthetic Full for Backup Type.
4. Select Immediate for Job Initiation.

5. Click OK.

You can track the progress of the backup job from the Job Controller. When the backup has completed, the Job Controller displays Completed.

ERUNNING AN INCREMENTAL BACKUP BEFORE OR AFTER A SYNTHETIC FULL BACKUP
An incremental backup can be run either before or after a synthetic full backup.

e Running an incremental backup before the synthetic full ensures that any new or recently changed data is included in the synthetic full.

e Running an incremental backup after the synthetic full ensures that any new or recently changed data since the backup that occurred prior to the synthetic
full, but was not included in the synthetic full, is backed up by the incremental.

The sections below describe the steps to run an incremental backup before or after a synthetic full backup:
1. From the CommCell Console, navigate to <Client> | Exchange Mailbox.
2. Right click the <Subclient> and click Backup.
3. From the Backup Options window, select Synthetic Full for Backup Type.
4. Select Run Incremental Backup and then select Before Synthetic Full or After Synthetic Full options.
5. Select Immediate for Job Initiation.
6. Click OK.

You can track the progress of the backup job from the Job Controller. When the backup has completed, the Job Controller displays Completed.

VERIFYING SYNTHETIC FULL BACKUPS

This option ensures that files that have not backed up by incremental jobs since the last
full backup are backed up by the next incremental.
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For example: If you perform the conventional full backup only once for a given subclient

and then perform incremental (or differential) backups and periodic synthetic full backups.

After the conventional full backup, a file is added to the subclient and the file has a time
stamp older than the time of full backup. In such scenario, the file will never get backed
up. Eventually, such files may be pruned and no backup of such files will be available.

The illustration on the right explains the necessity of verifying synthetic full backups.

In order to overcome this problem, it is recommended to verify the synthetic full backups
job periodically as follows:

1. From the CommCell Console, navigate to <Client> | Exchange Mailbox.
2. Right click the <Subclient> and click Backup.

3. From the Backup Options dialog box, select Synthetic Full.

4. Click Advanced.

5. In the Advanced Backup Options dialog box, click the Data tab.

6. Select Verify Synthetic Full. Click OK to continue.

7. Click OK.

Backup # 1 1
Backup Type  Syn.Full Inc

Suscient 4
(Flles A - F)

2 3 x
Inc

H

2

Inc seeeees Inc SynFul

A,
B
G

D

X = File with
older time
stampis
added

V =File Changed

IGNORING ERRORS IN SYNTHETIC FULL BACKUPS

Errors encountered in synthetic full backups can be ignored, even if backup media is partially corrupted. Errors such as inability to read data (bad tape, files

missing on disk media, etc.) will be ignored when this option is enabled.

1. From the CommCell Console, navigate to <Client> | Exchange Mailbox.

2. Right click the subclient and click Backup.

3. From the Backup Options dialog box, select Synthetic Full.

4. Click Advanced.

5. In the Advanced Backup Options dialog box, click the Data tab.

6. Select Verify Synthetic Full and then select Ignore Error in Synthetic Full.
7. Click OK to close the Advanced Backup Options dialog box.

8. Click OK .

‘ACCELERATED SYNTHETIC FULL BACKUPS (DASH FULL)

When a storage policy copy is deduplicated, synthetic full backups can be created in an accelerated mode to significantly reduce the copy duration. This is done
by identifying and transferring the data signatures (instead of the data itself) to the target wherever possible.

Learn more...

SCHEDULING A BACKUP

1. e From the CommCell Console, navigate to <Client> | Exchange Mailbox

e Right-click the Subclient and click Backup

e Select the backup type
e Click Schedule
e Click Configure

? @ defautBackupset x

> @ Cient Computers > B exc0l0-1 > 08 Exchange Maibor >
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3. Select Schedule Options. For example:
o Click Weekly
o Check the days you want the run the backup job
e Change the Start Time to 9:00 PM
e Click OK to close the Schedule Details dialog box
e Click OK to close the Backup Options dialog box

The backup job will execute as per the schedule

MANAGING JOBS

The following sections provide information on the various options available for job management.

Backup Options for Subclisnt: default X
Backup Options
Select Backup Type. Job Initiation
OFdl O tmmediate
@ Incremental
) Differential © B
O Synthetic Ful Configure Schedule Pattern

Schedule Details X

Schedule Name.

© One Time Start Time 9:io0pm |+

O paity

O Yearly

Onthese days  [] Monday Tuesday Wednesday
Thursday [ Friday [[] saturday
Sunday
[ ok [ concel [ Heb ] [Coptins>> ]

RESTARTING JOBS

Jobs that fail to complete successfully are automatically restarted based on the job restartability configuration set in the Control Panel. Keep in mind that

changes made to this configuration will affect all jobs in the entire CommCell.

To Configure the job restartability for a specific job, you can modify the retry settings for the job. This will override the setting in the Control Panel. It is also
possible to override the default CommServe configuration for individual jobs by configuring retry settings when initiating the job. This configuration, however,

will apply only to the specific job.

Backup jobs for this Agent are resumed from the point-of-failure.

CONFIGURE JOB RESTARTABILITY AT THE COMMSERVE LEVEL

From the CommCell Browser, click Control Panel icon.

2. Select Job Management.

3. Click Job Restarts tab and select a Job Type.

O Select Restartable to make the job restartable.
O Change the value for Max Restarts to change the maximum number of times the

Job Manager will try to restart a job.

O Change the value for Restart Interval (Mins) to change the time interval
between attempts for the Job Manager to restart the job.

4. Click OK.

CONFIGURE JOB RESTARTABILITY FOR AN INDIVIDUAL JOB

1. From the CommcCell Console, navigate to <Client> | Exchange Mailbox

2. Right-click the Subclient and select Backup
3. Click Advanced.

General | Job Priorities | Job Restarts | Job Updates

T — Xl

Job Restart

Job Tvpe Max Restarts
Disaster Recovery backup -~
Dacumentum (Data Protection) Restart Interval (Mins)

Downlosd/Capy Updates
Exchange DE (Data Protection) Restartable

Indexir &

File System and Indexing Based (C Clisensiabi
Information Managemert

Informix DB (Data Protection)
Install Updates

Lokus Motes DB (Data Protection) j j
Media Refresh

MYSQL (Data Protection)

Offline Contert Indexing

Grline Cortent Indexing

Oratle DB (Data Pratection)

Other (Data Protection)

5GL DB (Data Protection)

[ Enable Tatal Runring Time:

Start Phase Retry Incerval (Mins) 104

(=)
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4. In the Advanced Backup Options dialog box, click the Job Retry tab.

5. Select Enable Total Running Time and specify the maximum elapsed time before a Dt [ 4o
job can be restarted or killed. gy :

[arTe—— 1

B cptons
SoketBadup Type o itihon

Select Kill Running Jobs When Total Running Time Expires to kill the job after
reaching the maximum elapsed time.

o © tnnedie

fun i ot

Ostesie

6. Select Enable Number Of Retries and specify the number of retries.
7. Click OK.

‘CONTROLLING JOBS

The following controls are available for running jobs in the Job Controller window:

Temporarily stops a job. A suspended job is not terminated; it can be restarted at a later time.
SUSPEND

Resumes a job and returns the status to Waiting, Pending, Queued, or Running. The status depends on the availability of
RESUME resources, the state of the Operation Windows, or the Activity Control setting.

Terminates a job.

KILL

SUSPENDING A JOB

1. From the Job Controller of the CommCell Console, right-click the job and select Suspend.

2. The job status may change to Suspend Pending for a few moments while the operation completes. The job status then changes to Suspended.
RESUMING A JOB

1. From the Job Controller of the CommCell Console, right-click the job and select Resume.

2. As the Job Manager attempts to restart the job, the job status changes to Waiting, Pending, or Running.
KILLING A JOB

1. From the Job Controller of the CommCell Console, right-click the job and select Kill.

2. Click Yes when the confirmation prompt appears if you are sure you want to kill the job. The job status may change to Kill Pending for a few moments

while the operation completes. Once completed, the job status will change to Killed and it will be removed from the Job Controller window after five
minutes.

ADDITIONAL OPTIONS

Several additional options are available to further refine your backup operations. The following table describes these options, as well as the steps for
configuring them.

Be sure to read the overview material referenced for each feature prior to using them.

OPTION DESCRIPTION RELATED TOPICS

Catalog Use the Catalog options to select index cache sharing and granular restartability options for the
ljob. Note that these options are not applicable for the disaster recovery data protection.

1. From the CommCell Browser, navigate to Client Computers | <Client> | iDataAgent |
Backup Set.

2. Right-click the Subclient and click Backup.
3. From the Backup Options window, click Advanced.

4. Select Data and choose one of the following:

O Use shared profile if present with transaction logging if you wish to use the
shared index cache profile of the MediaAgent (if configured) to save a copy of the job's
index cache for index cache sharing with transaction logging feature for granular job
restartability.

O Use shared profile if present without transaction logging if you wish to use the
shared index cache profile of the MediaAgent (if configured) to save a copy of the index
cache for index cache sharing without transaction logging feature for granular job
restartability. This is not a recommended configuration.

O Use transaction logging to use transaction logging feature to provide granular job
restartability (without using shared profile for index cache sharing).

O None to use neither shared profile nor transaction logging.

5. Click OK.

Startup Options The Job Manager will use the startup priority setting when allocating the required resources. Refer to Job Priority and
This is useful if you have jobs that are very important and must complete, or jobs that can be |Priority Precedence.
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moved to a lower priority.

1. From the CommCell Browser, navigate to Client Computers | <Client> | iDataAgent |
Backup Set.

Right-click the Subclient and click Backup.
From the Backup Options window, click Advanced.

Select Startup.

o u w N

Select Default Priority. You can select Change Priority for a job, between 0 (highest
priority) and 999 (lowest priority).

7. Select Start up in suspended State to specify the selected job to start in the Job
Controller in a suspended state.

8. Click OK.

Job Retry Options

The Job Retry option helps in configuring the retry behavior of the backup jobs. You can specify
the maximum elapsed time before a job can be restarted or killed and the maximum number of
restart attempts.

1. From the CommCell Browser, navigate to Client Computers | <Client> | iDataAgent |
Backup Set.

Right-click the Subclient and click Backup.
From the Backup Options window, click Advanced.

Select Job Retry.

o w N

Select Enable Total Running Time and specify the maximum elapsed time in hours and
minutes.

7. Select Number Of Retries and specify the number of retries. Based on this number, the
Job Manager attempts to restart the job.

8. Select Kill Running Jobs When Total Running Time Expires. The job will be killed
when the job is still in running status even after reaching the maximum elapsed time.

9. Click OK.

Refer to Job Management.

Start New Media

The Start New Media option helps in starting the backup/archive operation on a new media.

This media management feature provides a degree of control over where the data physically
resides.

1. From the CommCell Browser, navigate to Client Computers | <Client> | iDataAgent |
Backup Set.

2. Right-click the Subclient and click Backup.

3. From the Backup Options window, click Advanced.
5. Select Media.

6. Select Start New Media.

7. Click OK.

Refer to Start New Media.

Mark Media Full

The Mark Media Full on Success option marks the Media as Full, 2 minutes after the successful
completion of the backup/archive. This feature prevents any other data being written to the
same media.

1. From the CommCell Browser, navigate to Client Computers | <Client> | iDataAgent |

Backup Set.
2. Right-click the Subclient and click Backup.
3. From the Backup Options window, click Advanced.
5. Select Media.
6. Select Mark Media Full on Success.
7. Click OK.

Refer to Export Media.

Allow other Schedules to
use Media Set

The Allow Other Schedules to use Media Set option allows jobs that are part of the schedule or
schedule policy and using the specific storage policy to start a new media. It also prevents
other jobs from writing to the same set of media.

1. From the CommCell Browser, navigate to Client Computers | <Client> | iDataAgent |

Backup Set.
2. Right-click the Subclient and click Backup.
3. From the Backup Options window, click Advanced.
5. Select Media.
6. Select Allow Other Schedules To Use Media Set.

7. Click OK.

Refer to Creating an
Exportable Media Set.

Extend Job Retention

This option allows you to extend the retention end time of the selected job. You can extend the
retention period to infinite period or for a specified number of days. You can also extend to

storage policy default period.
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1. From the CommCell Browser, navigate to Client Computers | <Client> | iDataAgent |

Backup Set.

2. Right-click the Subclient and click Backup.

3. From the Backup Options window, click Advanced.

5. Select Media.

6. Select any of the following Extend Job Retention period options: Infinite/Number of
days/Storage Policy default.

7. Click OK.

Data Path Options

Data Protection operations use a specific data path (Library, MediaAgent, Drive Pool, and
Drive) to perform the backup operations as configured in the CommCell. By default, the system
automatically identifies the data path for the backup operations.

The following are some of the important situations where you may need to change the data
path:

o When the preferred MediaAgent, library or drive pool is not available during the backup

e When you need to use a different MediaAgent, library or drive pool for load balancing
purposes.

e When you need to direct that backup to a particular location for compliance purposes.

1. From the CommCell Browser, navigate to Client Computers | <Client> | iDataAgent |
Backup Set.

Right-click the Subclient and click Backup.
From the Backup Options window, click Advanced.
Select Data Path.

Select the MediaAgent and Library.

N o o wnN

Select the Drive Pool and Drive for optical and tape libraries.

8. Click OK.

Refer Change Data Path.

Vault Tracker

The VaultTracker feature provides the facility to manage media that are removed from a library
and stored in offsite locations. The VaultTracker function provides the following capabilities in
your day-to-day operations:

e Identifies media that must be sent off-site for storage or brought back from off site
locations.

e Automatically moves the media in sequence in the library and provides a pick-up list for the
operators.

e Identifies and tracks the media during transit.
e Records and tracks the movement of media not used by all MediaAgents or Foreign Media.

1. From the CommCell Browser, navigate to Client Computers | <Client> | iDataAgent |
Backup Set.

2. Right-click the Subclient and click Backup.

3. From the Backup Options window, click Advanced.
5. Select VaultTracking.

6. Select the necessary options.

7. Click OK.

Refer to VaultTracker or
\VaultTracker Enterprise.

Alerts

The Alert option is used for setting up the criteria to raise notifications/alerts for job statuses
such as failure, success, or any other conditions triggered by the backup job. Adding alerts
helps the user or the user group to get the notification automatically about the status of the
backup job.

1. From the CommCell Browser, navigate to Client Computers | <Client> | iDataAgent |

Backup Set.

2. Right-click the Subclient and click Backup.

3. From the Backup Options window, click Advanced.

5. Select Alert.

6. Click Add Alert.

7. From the Add Alert Wizard window, select the Threshold and Notification Criteria.
Click Next.

8. Select the Notification Types. Click Next.

9. Select the Users and User Groups. Click Next.
L0. Verify the Summary.
1. Click Finish.
2. Click OK.

Refer to Alerts.

Command Line Backups

Command Line Interface enables you to perform backups from the command line. The

Refer to Command Line
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commands can be executed from the command line or can be integrated into your own scripts [Interface.
or scheduling programs. In addition, you can also generate scripts for specific operations from
the CommCell Console using the Save As Script option. These scripts can later be executed
using the commands from the command line interface.

CommcCell Readiness The CommCell Readiness Report provides you with vital information about the condition of your|Refer to CommCell Readiness
Report CommCell. Report.
Backup Job Summary The Backup Job Summary Report provides the details of all the backup jobs of clients. Refer to Backup Job Summary
Report Report.
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Browse Data - Exchange Mailbox iDataAgent

TABLE OF CONTENTS RELATED TOPICS
Understanding the Browse Window List Media

Provides comprehensive information on media management
Browse Data and prediction.

Latest Data

Data Before a Specified Time
Data Between a Specified Time
Include Metadata

Browse from Copies

List Media

Image/No-Image Browse

Browse Using Media Agent

Establish the Page Size for a Browse

UNDERSTANDING THE BROWSE WINDOW

S Clent: perfexch2010 (Latest Data) o® x
B 12010 (Latest Data )

Browse provides an easy-to-use convenience to search and restore data. il
T e ————_— e

I S R T TR

You can open the browse window from client, agent, backupset or subclient level. The sub levels
displayed in the browse window is based on where you start the browse operation.

ckupSet

SELECTING OBJECTS FROM THE BROWSE WINDOW FOR RESTORE

The browse window displays objects and consists of two parts:

Recover Al Selcted. Lstiedaandsae | [ NewBrowse..,

e The left pane displays the object tree at the selected level.
e The right pane displays the contents of the selected object.

Note that the window displays only the data that was obtained by a backup. Data that is excluded by a filter, or data which did not exist as of the specified
browse time does not appear in the window.

Selections follow these rules:

e All selections are recursive.

e Clicking a box again causes the selection to be cleared.

e If you select an object in the left pane, then all of its contents are selected.

e You can select a specific object in the right pane.

Selection status is revealed by the selection icons as follows:

O Indicates that the object is not selected for restoration.
d Indicates that a portion of the object is selected for restoration. i.e., only some of the child object(s) within the selected object.
B Indicates that the entire object, including all of its child objects, are selected for restoration.

Browse and Restore from the CommCell Console allows you browse and restore mailboxes and mailbox items that were backed up. The browse option can also
be invoked from the client, agent, backup set, or subclient level.

BROWSE DATA

Browse and Restore from the CommCell Console allows you browse and restore mailboxes and mailbox items that were backed up. The browse option can also
be invoked from the client, agent, backup set, or subclient level.

LATEST DATA
1. From the CommcCell Browser, navigate to Client Computers | <Client>| Exchange
Mailbox.
2. Right-click the defaultBackupSet and click All Tasks | Browse Backup Data.
3. Click OK.

The browse option can also be invoked from the client, agent, backup set, or subclient
level.
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‘BEFORE A SPECIFIED TIME

. . . B Opti
1. From the CommCell Browser, navigate to Client Computers | <Client> | Exchange ZovEE Sptans ®
Mailbox. () Browse the Latest Data
2. Right-click the Backupset and click All Tasks | Browse Backup Data.
Browse Data Before:
3. Select Specify Browse Time and the Time Zone.
Tue 02/01/2011 [~ 03 30AM :l
4. Click OK.
Time Zone: (GMT-+05:30) Chennai, Kolkata, Mumbal, M.,
Client Computer:
Use Mediahgent | oy mEDTARGENT> v
Page size: | 10004
oK ][ Cancel ][ Advanced ][ List Media ][ Help

BETWEEN A SPECIFIED TIME

1. From the CommCell Browser, navigate to Client Computers | <Client> | Exchange —
Mailbox.

Right-click the Backupset and click All Tasks | Browse Backup Data.
Select Specify Browse Time and the Time Zone.

Click Advanced.

v AW N

Select Exclude Data Before, select the date and time from which you wish to view
the data in the browse window.

6. Click OK.

INCLUDE METADATA

1. From the CommCell Browser, navigate to Client Computers | <Client> | Exchange
Mailbox.

Right-click the Backupset and click All Tasks | Browse Backup Data.
Click Advanced.
Select Include Metadata and click OK.

oA WN

Click OK.

BROWSE FROM COPIES

By default, when a browse operation is requested, the software attempts to browse from the storage policy copy with the lowest copy precedence. If the data
that you want to browse was already pruned from the primary copy, the software searches the other copies of the storage policy, starting from the copy with
the lowest copy precedence to a copy with the highest copy precedence.

This feature is useful in the following conditions:

e The media containing protected data for a particular copy has been removed from the storage library, you can choose to browse from a copy whose media
are inside the library.

e Allows browsing from a copy that accesses faster disk media rather than slower tape media.
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e When media drives used by a particular copy are busy with another operation, this helps in browsing from a different copy to avoid resource conflicts.
1. From the CommCell Browser, navigate to Client Computers | <Client> | Exchange
Mailbox.

2. Right-click the Backupset and click All Tasks | Browse Backup Data.

[pT——— &=

3. From the Browse Options dialog box, click Advanced.

4. In the Advanced Browse Options dialog box select the Browse from copy
precedence option.

If you specify a copy precedence number for a browse
operation, the software searches only the storage policy copy
with that precedence number in all storage policies used for
securing the data. If data does not exist in the specified
copy, the browse operation fails even if the data exists in
another copy of the same storage policy.

5. Specify the precedence number in Copy Precedence.
6. Click OK in the Advanced Browse Options dialog box .
7. Click OK in the Browse Options dialog box.

LIST MEDIA

List media option is useful to predict media required to restore the index required to browse data. This is useful when the index is not available in the index
cache.

The following section describes how to perform this operation.

1. From the CommCell Browser, navigate to Client Computers | <Client> | Exchange
Mailbox.

2. Right-click the Backupset and click All Tasks | Browse Backup Data.

3. From the Browse Options dialog box, if required, select the following options:
o Click Browse the Latest Data to list media associated with the most recent data
protection cycle.

O Click Specify Browse Time to list media associated with data protection
operations up to the specified date and time range. Use the Browse Data Before
box to specify the end date and time.

O Click Advanced and then click Exclude Data Before and then select the date and
time from which you wish to list media associated with data protection operations.

Note that you can use the Specify Browse Time and Exclude Data Before options
to list media between a specified date and time range.

4. Click List Media.

5. From the List Media dialog box, click List Media for restore within specified time
range.

6. Click OK.

The appropriate media is listed in the Media dialog box.

IMAGE/NO-IMAGE BROWSE

Image browse displays the structure of the entity as it existed as of some specified time. When you browse data in the image mode, the system by default
returns the requested data based on the latest image available. The image browse can only restore the latest version. If the requested version was deleted
before the most recent full backup, the default browse will not find the data.

The no-image browse is useful for retrieving data that may have been deleted at some unknown time. It is also useful to retrieve a previous backup version.

1. From the CommCell Browser, navigate to Client Computers | <Client> | Exchange
Mailbox.

2. Right-click the Backupset and click All Tasks | Browse Backup Data.

3. From the Browse Options dialog box, select one of the following options:

O Click and select the Show Deleted Items option to perform a no-image browse of
the data.

O Clear the Show Deleted Items option to perform an image browse of the data.

4. Click OK.

BROWSE USING MEDIA AGENT

Page 143 of 285



Administration Guide - Exchange Mailbox iDataAgent

Data can be restored from any compatible library and drive type in the CommCell. By default, the system automatically identifies and restores data from any
configured library in the CommcCell, even if the media is not available in the original library in which the data protection operation was performed. Use this

procedure to Browse using a specific MediaAgent.

Browse Options

1. From the CommcCell Browser, navigate to Client Computers | <Client> | Exchange
Mailbox.

2. Right-click the Backupset and click All Tasks | Browse Backup Data.

@ Browse the Latest Data

Specify Browse Time

3. From the Browse Options dialog box, choose the MediaAgent that must be used to
perform the browse.

4. Click OK.
Client Computer: | perfexch2010
Use MediaAgent | <ANY MEDIAAGENT > v
[devi-bmaix03 =

Show Deleted ey ibmaix04
ldiogenes -

e lob

lex2010-1
fsdm1
lginda

( oK ) Cencel | [ Advanced | [ LstMeda | Help

ESTABLISH THE PAGE SIZE FOR A BROWSE

The Page Size option allows you to specify the number of objects to be displayed in the browse window. You can browse through each page list by selecting the
appropriate page number in the Browse window. This field reverts back to the default setting after use.

1. From the CommCell Browser, navigate to Client Computers | <Client> | Exchange
Mailbox.

2. Right-click the Backupset and click All Tasks | Browse Backup Data.

3. From the Browse Options dialog box, enter a value for Page Size.

4. Click OK.
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Advanced - Exchange Mailbox iDataAgent Restore

TABLE OF CONTENTS

Restoring a Mailbox
Restoring a Message or a Mailbox Item
Restoring an Attachment

Finding and Restoring
Finding a Message with a Specific Subject
Finding a Message From a Specific User
Finding a Message Sent to a Specific User
Finding a Message Received in a Specific Time Range
Quick Search using Sampling
Finding a Message Backed Up at a Specific Time
Adding Search Results to a List
Using Find from a Browse Window
Restoring a Message or a Mailbox Item from the Search Results
Save, Email, or Print Search Results

Performing an Out-of-Place Restore
Restoring to Different Folder on the Same Client
Restoring to a Different Client

Reviewing Data Selected for Restore

Restoring to a Different Exchange Server Version
Restoring By Jobs

Scheduling a Restore

Managing Restore Jobs
Restarting Jobs
Controlling Jobs

Additional Restore Options

RESTORING A MAILBOX

Follow the steps given below to browse a backup set and restore a mailbox:

1. From the CommcCell Browser, navigate to Client Computers | <Client>| Exchange
Mailbox.

2. Right-click the defaultBackupSet and click All Tasks | Browse Backup Data.
3. Click OK.

»

Expand the defaultBackupSet and select a mailbox in the left pane of the Client
Browse window..

Click Recover All Selected.
Click To Mailbox.
In the Destination Client list, select the name of client computer.

Click OK.

© N o wu

RESTORING A MESSAGE OR A MAILBOX ITEM

RELATED TOPICS

Scheduling
Provides comprehensive information on scheduling jobs.

Job Management
Provides comprehensive information on managing jobs.

Follow the steps given below to browse a backup set and restore a message or a mailbox item, such as a folder, a contact, a calendar entry:

1. From the CommCell Browser, navigate to Client Computers | <Client>| Exchange
Mailbox.

2. Right-click the defaultBackupSet and click All Tasks | Browse Backup Data.
3. Click OK.

4. Navigate to defaultBackupSet | <Mailbox> | <Folder> in the left pane of the
Client Browse window.

5. Select a message or a mailbox item from the right pane.
6. Click Recover All Selected.
6. Click To Mailbox.

ek Sy Ot caron A (1t ¢
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7.
8.

In the Destination Client list, select the name of client computer.

Click OK.

RESTORING AN ATTACHMENT

Follow the steps given below to browse a backup set and restore an attachment of a message:

® N oo

From the CommCell Browser, navigate to Client Computers | <Client>| Exchange
Mailbox.

Right-click the defaultBackupSet and click All Tasks | Browse Backup Data.
Click OK.

Navigate to defaultBackupSet| <Mailbox> | <Folder> in the left pane of the
Client Browse window.

In the right pane, select the message that contains the required attachment.

For all the messages that have attachments, a paper clip icon appears in the list of
messages.

Click Recover All Selected.
Click To Mailbox.
In the Destination Client list, select the name of client computer.

Click OK.

FINDING AND RESTORING

Use Find to search and locate messages from a data protection backup. Find is available from a backup set, subclient, or by right-clicking a mailbox or message

from a Browse and Restore operation.

When entering criteria, note that the first 24 characters of Sender and Recipient entries are supported. Similarly, the

first 42 characters of the Subject line are supported.

FINDING A MESSAGE WITH A SPECIFIC SUBJECT

From the CommCell Browser, navigate to Client Computers | <Client>| Exchange
Mailbox.

Right-click Backup Set or Subclient, click All Tasks | Find.

Type the Subject name of the message to narrow the search by a specific subject
line containing the specified text string or wildcard pattern. You can search for partial
words without the need for wildcard characters at the beginning and/or end of the
search string.

These wildcards, or a combination of these wildcards, are supported in the Subject
field:

o * for any number of characters e.g., Accounting*.

o 2 for any one character e.g., user group?.

o [] for a range of characters e.g., [a-k]Lee.

O [!] for a negation of a range of characters e.g., [!a-k] Lee.

4. Click Search.

The messages that match the criteria are displayed in Search Results.
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FINDING A MESSAGE FROM A SPECIFIC USER

From the CommcCell Browser, navigate to Client Computers | <Client>| Exchange
Mailbox.

Right-click Backup Set or Subclient, click All Tasks | Find.
In From, narrow the search by entering a specified user who sent the message.

Click Search.

The messages that match the criteria are displayed in Search Results.
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FINDING A MESSAGE SENT TO A SPECIFIC USER

[ sove Qenal @
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1. From the CommcCell Browser, navigate to Client Computers | <Client>| Exchange
Mailbox.

B
=

2. Right-click Backup Set or Subclient, click All Tasks | Find.

3. In To, narrow the search by entering a specified user the message was addressed to.
When searching Public Folder data using this field, keep in mind that only e-mails
posted to mail-enabled Public Folders will be searchable. If you wish to search posts
made to a Public Folder, use the Subject or From fields instead.

[rc-cs:o0 Easem e 058 care) =]

4. Click Search.

The messages that match the criteria are displayed in Search Results.
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FINDING A MESSAGE RECEIVED IN A SPECIFIC TIME RANGE
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1. From the CommcCell Browser, navigate to Client Computers | <Client>| Exchange
Mailbox.

2. Right-click Backup Set or Subclient, click All Tasks | Find.

3. In Received Time, select an entry from the drop-down list to narrow the search to
messages received on the specified date or within the specified date range according
to date criteria (Any, Today, Yesterday, This Week, This Month, This Year, Is, After,
Before, Between, Specific Date). Depending on your selection, additional date range

fields may appear below the Received Time field. e _
[{UTC:35:00) Esstem Time (U5 & Canadl) =]

4. Click Search.

The messages that match the criteria are displayed in Search Results.
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‘QUICK SEARCH USING SAMPLING

o matching ems. 2 swve Qensl @i T[]

1. From the CommcCell Browser, navigate to Client Computers | <Client>| Exchange
et < From ol T | e | Rewsv.. o] S <] E‘

Mailbox.

2. Right-click Backup Set or Subclient, click All Tasks | Find.

3. Click Advanced Options to expand and display the fields.

4. In Sample Every, specify the rate at which messages are sampled to determine
whether they match the search criteria. The default value of 1 indicates that every
message will be sampled. Keep in mind that the order in which messages are
sampled is based on the order in which the messages were backed up.

5. Click Search.

The messages that match the criteria are displayed in Search Results. (O ) © £ %= e |

FINDING A MESSAGE BACKED UP AT A SPECIFIC TIME

1. From the CommCell Browser, navigate to Client Computers | <Client>| Exchange
Mailbox.

2. Right-click Backup Set or Subclient, click All Tasks | Find.
3. Click Advanced Options to expand and display the fields.

4. In Backup Time, specify a time or time range (Latest Cycle, After, Before, Between,
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5.

Specific Date, Any, Today, Yesterday, This week, This Month, This Year, or Relative)
to narrow searches to messages that were backed up within the time period specified.

Click Search.

The messages that match the criteria are displayed in Search Results.
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‘ADDING SEARCH RESULTS TO A LIST

From the CommCell Browser, navigate to Client Computers | <Client>| Exchange
Mailbox.

Right-click Backup Set or Subclient, click All Tasks | Find.

Enter search criteria (e.g., Subject, From, To, etc.) as explained in the previous
sections.

Click Search.
The messages that match the criteria are displayed in Search Results.
Right-click a message and select Add to Selected List.

Click the Selected Items tab and the message will be displayed.

Moving items to the Selected List lets you control the items
you need to restore. You could narrow down the list from the
Search Results so that you are able to recover only the items
from the Selected List.
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USING FIND FROM A BROWSE WINDOW

When you access Find as part of a Browse operation, keep in mind that the time range values are not pre-populated by any previously selected time range
settings entered on the Browse Options or Advanced Browse Options dialog.

6.

oA WN

From the CommCell Browser, navigate to Client Computers | <Client>| Exchange
Mailbox.

Right-click the defaultBackupSet and click All Tasks | Browse Backup Data.
Click OK.
Right-click a mailbox or mailbox item (e.g., calendars, journals, etc.) and select Find.

Enter search criteria (e.g., Subject, From, To, etc.) as explained in the next few
sections.

Click Search.

The search results are displayed in the right pane. You can optionally save the results,
email, or print them.

o Clent nproeymesa (Lot

RESTORING A MESSAGE OR A MAILBOX ITEM FROM THE SEARCH RESULTS

From the CommCell Browser, navigate to Client Computers | <Client>| Exchange
Mailbox.

Right-click Backup Set or Subclient, click All Tasks | Find.
Enter search criteria and click Search.

Right-click a message or a mailbox item from the search results and then select
Restore.

Click To Mailbox.

In the Destination Client list, select the name of client computer.

In cases where the mailbox alias name has changed, it is
strongly recommended to restore messages out-of-place to
the current mailbox alias name. Otherwise, attempting to
restore the data in-place to a mailbox alias that no longer
exists will cause the restore operation to fail.

£ ] (G ) s ] [ Bsswisson | ()
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8. Click OK.

SAVE, EMAIL, OR PRINT SEARCH RESULTS

From the CommCell Browser, navigate to <Client>.

Right-click Backup Set or Subclient, click All Tasks | Find.
Enter search criteria and click Search.

Click Save, Email, or Print in the upper-right corner of the window.

LA A

If Email is selected, enter the SMTP parameters (SMTP Host, To, From, Subject). —
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PERFORMING AN OUT-OF PLACE RESTORE

By default, the Exchange Mailbox iDataAgent restores data to the client computer from which it originated; this is referred to as an in-place restore. You can
also restore the data to another client computer or another folder on the same client.

When you perform an out-of-place restore, the restored data assumes the rights (i.e., permissions) of the parent directory.

ERESTORING TO A DIFFERENT FOLDER ON THE SAME CLIENT
Follow the steps given below to restore data to a different folder on the same client from which data is backed up:

1. From the CommCell Browser, navigate to Client Computers | <Client>| Exchange
Mailbox.

2. Right-click the defaultBackupSet and click All Tasks | Browse Backup Data.

Click OK.
4. Select a mailbox or a message from a mailbox or a mailbox item from the Client
Browse window and click Recover All Selected.
5. Click To Mailbox and clear the Restore to Same Folder check box. PR
6. Click Browse and select a folder on the Destination client.
7. Click OK. (o] () (st ) [ ramemson ] (o6
8. Click OK to start the restore.

RESTORING TO A DIFFERENT CLIENT

1. From the CommCell Browser, navigate to Client Computers | <Client>| Exchange
Mailbox.

2. Right-click the defaultBackupSet and click All Tasks | Browse Backup Data.
Click OK.

4. Select a mailbox or a message from a mailbox or a mailbox item from the Client
Browse window and click Recover All Selected.

5. Click To Mailbox .

6. In the Destination client list, select the client. The source and destination clients
must reside in the same CommCell Console. The destination client must have the
Microsoft Exchange Mailbox iDataAgent installed on it.

7. Click OK to start the restore.
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RESTORING TO A PST FILE

Restore Options for All Selected ltems ﬁ|

General | Job Iniation
(=) Ta Maibax

Restore Destination

Destination client

Restore to same Folder

Specify destination path

‘when message exists

() Uncanditional Cverwrite

Follow the steps given below to restore a mailbox or a message or a mailbox item to a PST file:

From the CommCell Browser, navigate to Client Computers | <Client>| Exchange
Mailbox.

Right-click the defaultBackupSet and click All Tasks | Browse Backup Data.
Click OK.

Select a mailbox or a message from a mailbox or a mailbox item from the Client
Browse window and click Recover All Selected.

Click To PST File.
Click Browse and select the a folder on the client computer to save the PST file.

You can also save the PST in a network location. Click Network and browse to select
a folder on any other client in the domain.

Click OK to start the restore.
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RESTORING MESSAGES FROM DELETED MAILBOXES OR FOLDERS

Follow the steps given below to restore messages from deleted mailboxes or folders:

5.

From the CommCell Browser, navigate to Client Computers | <Client>| Exchange
Mailbox.

Right-click the defaultBackupSet and click All Tasks | Browse/Browse Backup
Data.

Click Show Deleted Item.

If you want to browse the data backed up before a specific time, select the Specify
Browse Time option and enter date and time.

Click OK.

Select a mailbox folder in the left pane and select one or more messages in the right-
pane.
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10.
12.
13.

14.
15.

Click Recover All Selected.

Click To Mailbox.

In the Destination client list, select the client.
Click Advanced.

Click Recover all protected items.

Click Yes. To reduce the time in retrieving the messages, you may want to narrow
the time frame while specifying the browse time.

Click OK.
Click OK to start the restore.

REVIEWING DATA SELECTED FOR RESTORE

S
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When you select multiple mailboxes, messages and mailbox items from multiple locations, you can review all the data and locations before starting the restore.

Follow the steps give below to review the data selected for restore:

9.
10.

From the CommCell Browser, navigate to Client Computers | <Client>| Exchange
Mailbox.

Right-click the defaultBackupSet and click All Tasks | Browse Backup Data.
Click OK.

Select a mailbox, a message, or a mailbox item from the Client Browse window and
click Recover All Selected.

Click To Mailbox.

In the Destination client list, select the client. The source and destination clients
must reside in the same CommCell Console. The destination client must have the
Microsoft Exchange Mailbox iDataAgent installed on it.

If you want to restore to a different folder, clear the Restore to Same Folder check
box and specify the destination path.

Click Advanced.

Select the Selected Paths/Filters tab.
Click OK.

Click OK to start the restore.

RESTORING TO A DIFFERENT EXCHANGE VERSION

OTorsTFs

(Fo ) (o (e ) B ()

When performing a cross-application restore of Exchange mailboxes from a newer version of Exchange Server to an older version, it follows the same

compatibility support provided by the Exchange Server, unless otherwise noted.

From the CommCell Browser, navigate to Client Computers | <Client>| Exchange
Mailbox.

Right-click the defaultBackupSet and click All Tasks | Browse Backup Data.
Click OK.

Select a mailbox or a message from a mailbox or a mailbox item from the Client
Browse window and click Recover All Selected.

Click To Mailbox.

In the Destination client list, select the client. The source and destination clients
must reside in the same CommCell Console. The destination client must have the
Microsoft Exchange Mailbox iDataAgent installed on it.

If you want to restore to a different folder, clear the Restore to Same Folder check
box and specify the destination path.

Click OK to start the restore.
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Restore Options for All Selected ltems ['5_<|

General | Job Initiation

(=) Ta Maibax

Restore Destination

Destination client

Restore to same Folder

Specify destination path

‘when message exists
() Uncanditional Cverwrite
(&) Append

) Skip

() TaPST File

I gOK H Cancel H Advanced ” gSaveAsScmpt ][ Help l

RESTORING BY JOBS
The Restore By Jobs feature provides the facility to select a specific backup job to be restored. This method of restoring data is considerably faster as it reads
continuously on the tape and retrieves the data and does not depend on the indexing subsystem to get the seek offsets on the media.
This feature can be used in different scenarios such as the following:
e To restore point-in-time data associated with a specific backup job, such as full, incremental, differential, etc.
e To restore CommServe DR data for the disaster recovery or for creating a hot-site purposes.
e To restore multiplexed data from the same client.
Consider the following when restoring by jobs:
e Run a restore by jobs whenever you want to restore the entire contents of the job.

e Avoid running restores by jobs for jobs associated with the default subclient. If you do this, the entire contents of the machine will be restored. As such, this
may cause problems (e.g., the machine might run out of space) or produce undesirable results (e.g., you might end up restoring operating system files or
directories that you really do not want to restore).

e Avoid modifying the contents of any associated subclients since this may result in the retrieval of older data.

Use the following steps to restore data by jobs.

1. From the CommcCell Browser, right-click the level whose data you want to browse,
click View and then click the Backup History.

2. From the Backup History Filter window, select the filter options, if any, that you feckuplistonslien/p L H ]
want to apply and click OK. Backp Type
@ &l O Eul () Differential
O Incremental ) Synthetic ful
Jaob Status
@Al © Completed ©) Failed © klled

[ Speify Time Range

Start Time: End Time:

\ I~ | I~

\ =N 1=

oK ) [ cancel | [ advanced | [ Heb
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From the Backup Job History window, right-click the backup job that need to be
restored and select Browse.

From the Browse Options dialog box, click OK to execute the browse using the
Browse the Latest Data option.

From the Browse window, select the instance node in the left pane and then select
the required data and logs in the right pane, and click the Recover All Selected
button at the bottom of the window.

Select the desired restore options and click OK.

SCHEDULING A RESTORE

1.

e From the CommCell Console, navigate to Client Computers | Exchange
Mailbox.

e Right-click a backup set and click All Tasks | Browse Backup Data.
e Click OK.

e Select one or more mailboxes in the left pane. The mailbox items (e.g., calendars,

journals, etc.) will be selected in the right pane.
o Click Recover All Selected.

e Click Job Initiation tab and click Schedule.
e Click Configure.

Select the appropriate scheduling options. For example:
o Click Weekly.

o Check the days you want the run the restore job.

e Change the Start Time to 9:00 PM

e Click OK to close the Schedule Details dialog

[ Restors ol [ Rt Ao

Fresteeota [Jracsr

e

¥ b st [ 1]

Browse Options

() Specify Browse Time

E3

Client Computer:

Use Mediadgent ‘ <ANY MEDIAAGENT>

Page size: | 10004

o ) (ot

Advanced ][ List Media ][ Help

Recover, Options for All Selected Items:

General | Jab Initiation |

Job Initiation

O Immediate

@ Beedll

Configure Schedule Pattern

[Tk | [ concel ] [ Advanced H [3 save as Script ]
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e Click OK to close the Restore Options dialog

Schedule Name

The restore job will execute as per the schedule.

© one Time satTme [ 9o |
O paily
© Weekly
© Monthly
O Yearly On these days. Monday Tuesday Wednesday
Thursday [ Friday [ saturday
Sunday
[ ok [ cancet J[ nep | [ options>>

MANAGING RESTORE JOBS

Once you initiate the restore operation, a restore job is generated in the Job Controller. Jobs can be managed in a number of ways. The following sections
provide information on the different job management options available:

‘RESTARTING JOBS

Jobs that fail to complete successfully are automatically restarted based on the job restartability configuration set in the Control Panel. Keep in mind that
changes made to this configuration will affect all jobs in the entire CommcCell.

To Configure the job restartability for a specific job, you can modify the retry settings for the job. This will override the setting in the Control Panel. It is also
possible to override the default CommServe configuration for individual jobs by configuring retry settings when initiating the job. This configuration, however,
will apply only to the specific job.

Backup jobs for this Agent are resumed from the point-of-failure.

CONFIGURE JOB RESTARTABILITY AT THE COMMSERVE LEVEL

1. From the CommCell Browser, click Control Panel icon. Job Management X
2 Select Job Management General | Jab Priorities | Job Restarts | Jcb Updates
' Job Restart
3. Click Job Restarts tab and select a Job Type. S
O Select Restartable to make the job restartable. it
. . lad)t d
o Change the value for Max Restarts to change the maximum number of times the e
H 3 y Indexing [
Job Manager will try to restart a JOb‘ File System and Indexing Based (T [ Brssrmpkabls
o Change the value for Restart Interval (Mins) to change the time interval e o) T ——
between attempts for the Job Manager to restart the job. tnstal Upcates e TR e
Lokus Motes DB (Data Protection) j j
. Media Refresh
4. Click OK. M:SEL (ED.::Pmletlmn)
OFfline Conkent Indexing
Crline Cortent Indexing
Oracle DB (Data Protection)
(Other (Data Protection)
SGL DE {Data Probection) @
Statt Phase Retry Interval (Mins) 104
()
CONFIGURE JOB RESTARTABILITY FOR AN INDIVIDUAL JOB
1. From the CommcCell Browser, navigate to Client Computers | <Client> |
Exchange Mailbox | <Backup Set>. Advanced Restore Options 3
. . . i . i General Startup PrefPost Copy Precedence
2. Right-click the <Subclient> in the right pane and then click Browse Backup Data. TR T TobRetry | e T i
3. Click OK ey
. [#] Enable Totsl Runring Time 1 ﬂhr(s) 0 i‘mln(s)
4. Select the data that you want to restore and click Recover All Selected.
[] Enable Number Of Relries o4
5. Click Advanced and select the Job Retry tab [#] Kill Running Job ¥hen Total Running Time Expires
6. Select Enable Total Running Time and specify the maximum elapsed time before a

job can be restarted or killed

Select Kill Running Jobs When Total Running Time Expires to kill the job after
reaching the maximum elapsed time.

7. Select Enable Number Of Retries and specify the number of retries.

8. Click OK.
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CONTROLLING JOBS

The following controls are available for running jobs in the Job Controller window:

Temporarily stops a job. A suspended job is not terminated; it can be restarted at a later time.
SUSPEND

Resumes a job and returns the status to Waiting, Pending, Queued, or Running. The status depends on the availability of
RESUME resources, the state of the Operation Windows, or the Activity Control setting.

Terminates a job.
KILL

SUSPENDING A JOB

1. From the Job Controller of the CommCell Console, right-click the job and select Suspend.

2. The job status may change to Suspend Pending for a few moments while the operation completes. The job status then changes to Suspended.

RESUMING A JOB

1. From the Job Controller of the CommCell Console, right-click the job and select Resume.

2. As the Job Manager attempts to restart the job, the job status changes to Waiting, Pending, or Running.

KILLING A JOB

1. From the Job Controller of the CommCell Console, right-click the job and select Kill.

2. Click Yes when the confirmation prompt appears if you are sure you want to kill the job. The job status may change to Kill Pending for a few moments
while the operation completes. Once completed, the job status will change to Killed and it will be removed from the Job Controller window after five

minutes.

ADDITIONAL RESTORE OPTIONS

Several additional options are available to further refine your restore operations. The following table describes these options, as well as the steps to implement

them.

Be sure to read the overview material referenced for each feature prior to using them.

OPTION

DESCRIPTION

RELATED TOPIC

Skip Errors and Continue

This option enables you to to continue the restore job regardless of media errors and create a
file that lists the full path names of the files that failed to get restored. Follow the steps given
below to set this option:

1.
2.

»

5
6.
7

8.

From the CommCell Browser, click Client Computers | <Client> | Exchange Mailbox.

Right-click the <Backup set> that contains the data you want to restore and select All
Tasks | Browse Backup Data.

In the Browse Options dialog box, click OK.

In the Client Browse tab, select the data to be restored and click Recover all
Selected.

In the Restore Options for All Selected Items dialog box, click Advanced.
In the Advanced Restore Options dialog box, click General.
On the General tab, select the Skip errors and continue check box.

Click OK.

Startup Options

The Startup Options are used by the Job Manager to set priority for resource allocation. This is
useful to give higher priority to certain jobs. You can set the priority as follows:

1.
2.

»

w ® N o un

From the CommCell Browser, click Client Computers | <Client> | Exchange Mailbox.

Right-click the <Backup set> that contains the data you want to restore and select All
Tasks | Browse Backup Data.

In the Browse Options dialog box, click OK.

In the Client Browse tab, select the data to be restored and click Recover all
Selected.

In the Restore Options for All Selected Items dialog box, click Advanced.
In the Advanced Restore Options dialog box, click Startup.

On the Startup tab, select Change Priority.

Enter a priority number - 0 is the highest priority and 999 is the lowest priority.

Select the Start up in suspended State check box to start the job in a suspended state.

Refer to Job Priority and
Priority Precedence.

Page 155 of 285




Administration Guide - Exchange Mailbox iDataAgent

0. Click OK.

Copy Precedence

By default, the system retrieves data from the storage policy copy with the lowest copy
precedence. If the data was pruned from the primary copy, the system automatically retrieves
data from the other copies of the storage policy in the lowest copy precedence to highest copy
precedence order. Once the data is found, it is retrieved, and no further copies are checked.

You can retrieve data from a specific storage policy copy (Synchronous Copy or Selective
Copy). If data does not exist in the specified copy, the data retrieve operation fails even if the
data exists in another copy of the same storage policy. Follow the steps given below to retrieve
the data from a a specific storage policy copy:

1. From the CommCell Browser, click Client Computers | <Client> | Exchange Mailbox.

2. Right-click the <Backup set> that contains the data you want to restore and select All
Tasks | Browse Backup Data.

3. In the Browse Options dialog box, click OK.

»

In the Client Browse tab, select the data to be restored and click Recover all
Selected.

5. In the Restore Options for All Selected Items dialog box, click Advanced.

6. In the Advanced Restore Options dialog box, click Copy Precedence.

7. On the Copy Precedence tab, select the Restore from copy precedence check box.
8. Enter the copy precedence number.

9. Click OK.

Refer to Recovering Data From
Copies.

Data Path Options

The data recovery operations use a default Library, MediaAgent, Drive Pool, and Drive as the
Data Path. You can use this option to change the data path if the default data path is not
available. Follow the steps given below to change the default data path:

1. From the CommCell Browser, click Client Computers | <Client> | Exchange Mailbox.

2. Right-click the <Backup set> that contains the data you want to restore and select All
Tasks | Browse Backup Data.

3. In the Browse Options dialog box, click OK.

»

In the Client Browse tab, select the data to be restored and click Recover all
Selected.

In the Restore Options for All Selected Items dialog box, click Advanced.
In the Advanced Restore Options dialog box, click Data Path.
On the Data Path tab, select the MediaAgent and Library.

Select the Drive Pool and Drive for optical and tape libraries.

L ® N o U

Select the name of the Proxy server if you wish to restore using a proxy server.

You can select the Proxy server only when you are restoring from a snapshot. This option
is not available for a regular restore.

0. Click OK.

Refer to Change Data Path.

Encryption

If the client's data is encrypted with a pass phrase, you must enter the pass-phrase to start the
data recovery operation. Follow the steps given below to enter the pass-phrase:

1. From the CommCell Browser, click Client Computers | <Client> | Exchange Mailbox.

2. Right-click the <Backup set> that contains the data you want to restore and select All
Tasks | Browse Backup Data.

3. In the Browse Options dialog box, click OK.

»

In the Client Browse tab, select the data to be restored and click Recover all
Selected.

5. In the Restore Options for All Selected Items dialog box, click Advanced.
6. In the Advanced Restore Options dialog box, click Encryption.
7. Enter the Pass Phrase.

8. Click OK.

Refer to Data Encryption.

Browse Options

Deleted files can be manually restored by the user. You can specify the time range for the
deleted items to be restored.

1. From the CommcCell Browser, navigate to Client Computers | <Client> | iDataAgent.
The default backup set and subclient are displayed on the right-hand window pane.

2. Right-click the Backup Set, click All Tasks and then click Browse.
3. From the Browse Options window, click OK.

4. Select the data to be restored and click Recover all Selected.

Refer to Job Management.
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5. From the Restore Options for All Selected Items dialog box, click Advanced.
6. From the Browse Options tab, select Restore deleted items option.

7. Select Specify Time Range option to specify the time zone, start time and end time for
the deleted items to be restored.

8. Click OK.

Alerts

This option enables users or user groups to get automatic notification on the status of the data
recovery job. Follow the steps given below to set up the criteria to raise notifications/alerts:

1. From the CommCell Browser, click Client Computers | <Client> | Exchange Mailbox.

2. Right-click the <Backup set> that contains the data you want to restore and select All
Tasks | Browse Backup Data.

In the Browse Options dialog box, click OK.

4. Inthe Client Browse tab, select the data to be restored and click Recover all
Selected.

5. In the Restore Options for All Selected Items dialog box, click Advanced.

6. Inthe Advanced Restore Options dialog box, click Alerts.

7. Click Add Alert.

8. From the Add Alert Wizard dialog box, select the required threshold and notification

criteria and click Next.

9. Select the required notification types and click Next.

0. Select the recipients and click Next.
1. Click Finish.
12. Click OK.

Refer to Alert.

Command Line Restores

Command Line Interface enables you to perform backups or restore from the command line.
The commands can be executed from the command line or can be integrated into scripts.

You can also generate command line scripts for specific operations from the CommcCell Browser
using the Save As Script option.

Refer to Command Line
Interface.

CommcCell Readiness
Report

The CommCell Readiness Report provides you with vital information, such as connectivity and
readiness of the Client, MediaAgent and CommServe. It is useful to run this report before
performing the data protection or recovery job. Follow the steps given below to generate the
report:

1. From the Tools menu in the CommCell Console, click Reports.
Navigate to Reports | CommServe | CommCell Readiness.

Click the Client tab and click the Modify button.

El

In the Select Computers dialog box, clear the Include All Client Computers and All
Client Groups check box.

Select the client from the Exclude list.
Click the Include > button.

Click OK.

Click the MediaAgent tab.

v ® N a0

Clear the Include All MediaAgents checkbox.
Select the MediaAgent from the Exclude list.
Click Include >.

Click Run.

The generated report is displayed.

Refer to CommcCell Readiness
Report.

Restore Job Summary
Report

The Restore Job Summary Report provides you with information about all the data recovery
ljobs that are run in last 24 hours for a specific client and agent. You can get information such
as failure reason, failed objects, job options etc. It is useful to run this report after performing
the restore. Follow the steps given below to generate the report:

1. From the Tools menu in the CommCell Console, click Reports.
2. Navigate to Reports | Jobs | Job Summary.

3. Click Data Recovery on the General tab in the right pane.

4

On the Computers tab, select the client and the agent for which you want to run the
report.

5. Click Run.

Refer to Restore Job Summary
Report.
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Data Aging - Exchange Mailbox iDataAgent

TABLE OF CONTENTS

Getting Started
Extended Retention Rules

GETTING STARTED

Data Aging is the process of removing old data from secondary storage to allow the associated media to be reused for future backups.

By default, all backup data is retained infinitely. However, you should change the retention of your data based on your needs. Note that if you continue to have
infinite retention, you will also need infinite storage capacity.
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6.

7.

8.

10.

From the CommCell Browser, click the Reports icon.

Expand Reports and select Data Retention Forecast and Compliance.

Click Run.

The report will display the data to be pruned when a data aging job is run.

To ensure only data intended for aging is actually aged, it
is important to identify the data that will be aged based
on the retention rules you have configured. Hence,
ensure this report includes only the data you intend to
age.

If necessary, fine-tune your rules so that only the
intended data is aged.

Once you run a data aging job, the data will be lost.

From the CommCell Console, right click the CommServe icon and click All Tasks |
Data Aging.

Select Immediate in the Job Initiation section and click OK.

apple - CommCell Console

Pl Vow Tock Wndows Heb
&m0 @ El@)
A conncot o
e -F)
ot
v g-(m Coneuter o o o 9
il seay Repots
& P Storage Resaurces.
&8 rokces
+ lol Reerts
& CH Cotee Dvecer v
) 20b Contrller 3
153 200 Caroter (-]
v [wn Crerston Gt Corter | Agw e St FbTye e |
There e o s ety e A
A connceltrowr
5 agets . -
2] [ npose orlaring
X
G || Sromroty | ot
frs—
En Hox
[r—
ishowseinte s
(7] Show unprunable deta.
o wbretoton st
™
Orerscsad [ 7] doysromtaey
QvaTa sty
o
Oam
© somereier
Raport Selecion ®
Sheoers
{2 Commsen ol Sorage Polkcy | Output
o Connicel artaaen
o ComiolResdngis
o Commiel ot [
ot
o GaT @n Eoe
@ wierse sy
© s Coostity
€2 ot st [r—
comer i srowseinti s
© bscmsie
o sy [CESTER
© ks Srage oy Copis
© RSN B e
e Shon b retotn st
o sy snaome
. Otow
o Sancnbol
o o r Orerscsad [ 7] doysromtaey
© focky homatin
© oo
v sty
o
Oam
© soroereier
Data Retention Forecast and Compliance Report
e
Rl o) s 00
f=4
e
o
i1
ne | nons e e
ey
p—1
o
s CommCel Browser & idol x
(@ i :
All Tasks 4 Disaster Recovery Backup
View 4 DR Restore » o
Control Panel Data Aging Security E
Res
Properties AddRemove Software »
oot Send Log Files
L Conitent Director
SRM Entetprise Viewer EvenciSaarch
% Cost Analysis CommCell Migration »
Wiy Push Firewal Configuration
Export Firewall Certficate

Data Aging Options

Job Initiation |

Job Initiation

(&) Immediate

() Schedule

Run this job nows

Page 159 of 285



Administration Guide - Exchange Mailbox iDataAgent

7)ot ¢ e

11. You can track the progress of the job from the Job Controller window. When the job =520 - - : vos
has completed, the Job Controller displays Completed. S e e e e s G 8 e e s

Make sure that the job completes successfully. If the job did not complete
successfully, re-run the job.
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EXTENDED RETENTION RULES
Extended retention rules allow you to keep specific full (or synthetic full) backups for longer periods of time.
Extended retention rules can be used in the following circumstances:

e If you have a single drive tape library

e If you want to create a hierarchical retention scheme (grandfather-father-son tape rotation)

In all other cases, it is recommended that the Auxiliary Copy feature be used for extended storage as it actually creates another physical copy of the data,
thereby reducing the risk of data loss due to media failure.

UNDERSTANDING EXTENDED RETENTION RULES
Extended retention allows you to retain a specific full (or synthetic full) backup for an additional period of time. For example, you may want to retain your
monthly full backups for 90 days.

Extended retention rules allow you to define three additional "extended" retention periods for full (or synthetic full) backups. For example:

e You may want to retain your weekly full backups for 30 days.
e You may want to retain your monthly full backup for 90 days.

e You may want to retain your yearly full backup for 365 days.

A backup job will be selected for extended retention based on its start time. For example: If a backup job starts at 11:55 pm on August 31st and ends at 1 am
on September 1st, then it will be selected as the last full backup for the month of August and will be picked up for extended retention.

SETTING UP EXTENDED RETENTION RULES

Use the following steps for setting up the extended retention rules:

1. Right-click the storage policy copy and click Properties. = —
R . General Retention Data Paths Data Path Configuration
2. Click the Retention tab.
Enable Data Aging
3. Set the basic retention rules by clicking Retain for and entering the number of days and cycles 7] i g il e o ik iy
appropriate for your organization. B e e oo o el = 1 o e
4. Set the extended retention rules as follows: © spool Copy (o Retetion)
R Basic Retention Rule For All Backups
Click the For button. Ofinke
Enter the number of Days Total to retain the backup. ©nesener o] e Hf cres
Basic Retention Rules for Data/Compliance Archiver Data
Click the Keep drop-down list, and select the desired backup criteria (e.g., Monthly Full). O e
. . (® Retain for 365 || Days
Click the Grace Days drop-down list and select the number of days (e.g., 2). 1
Extended Retention Rules for Full Backups
5. Repeat Step 4 to configure additional extended retention. @ @ G vty (RN | s L
For  [ifinite] 503 ays TotelKeep Moty Ful | Grace Days -
6. Click OK. PFor Clinfinte) | 365\ DaysTotelkeep [vearyFul | Grace Days -
[ Select the jobs From previous tier
For wieekly Full Rule the Week starts on: | Friday -
For Monthly Full Rule the Month starts on: | 1 -
For al rules keep the:
() First full backup of time period
(5) Last Full backup of time period

ADVANCED TOPICS

Data Aging - Advanced
Provides comprehensive information on additional Data Aging capabilities.
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Additional Operations - Exchange Mailbox iDataAgent
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AUDIT TRAIL

The Audit Trail feature allows you to track the operations of users who have access to the CommcCell. This capability is useful if a detrimental operation was
performed in the CommCell and the source of that operation needs to be determined.

Audit Trail tracks operations according to four severity levels:

e Critical: This level records operations that will result in imminent loss of data.
e High: This level records operations that may result in loss of data.

e Medium: This level records changes to the general configuration of one or more entities. Such changes may produce unintended results when operations
are performed.

e Low: This level records changes to status, addition of entities, and other operations that have minimal impact on existing CommCell functions.
To set Audit Trail retention periods:

1. From the Tools menu in the CommCell Console, click Control Panel, and then select Audit Trail.

2. From the Audit Trail dialog box, select the desired retention time (in days) for each severity level.

3. Click OK.

AUXILIARY COPY
An auxiliary copy operation allows you to create secondary copies of data associated with data protection operations, independent of the original copy.
1. Expand the Policies node, right-click storage policy for which you want to perform an auxiliary copy, click All Tasks, and then click Run Auxiliary Copy.
2. If you are starting the auxiliary copy operation from the CommServe level, select the storage policy for which you wish to perform the auxiliary copy.
If you are starting the auxiliary copy operation from the Storage Policy level, the Storage Policy field is already
populated with the name of the Storage Policy you selected.
3. If the source copy is configured with a shared library, select the Source MediaAgent for the auxiliary copy.

4. Click OK to start the auxiliary copy operation. A progress bar displays the progress of the operation.

ERASING BACKUP DATA

The Erase Data feature allows you to permanently erase any data that can be backed up. Using Erase Data, you can erase mailboxes, folders in a mailbox,
messages within a folder, and attachments.

ICONFIGURING ERASE DATA
To erase data, you need to first assign a Filter Storage Policy for Erasing Data. Follow the steps given below to assign a Filter Storage Policy:
1. From the CommcCell Browser, right-click the storage policy that you want to use as a filter storage policy, then click Properties.

2. From the General tab of the Storage Policy Properties dialog box, select the Allow Erase Data check box.
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3. Click OK.
4. From the CommcCell Browser, right-click the <Agent> and then click Properties.
5. From the Storage Device tab of the agent Properties dialog box, select a filter storage policy from the Filter Storage Policy list.

6. Click OK.

RUNNING AN ERASE DATA JOB

After the configuration has been completed, you can now browse and erase data.
1. From the CommCell Browser, right-click the <Agent>, select All Tasks and then click Erase Data By Browsing.
2. You are warned that the data will be permanently removed. Click Yes to continue.
3. From the Erase Data by Browsing dialog box, click Browse.
4. 1In the Browse Options dialog box, select a browse time range and any advanced browse options, and click OK.
5. From the browse selection window, select the data objects that you want to erase, and click OK.
6. In the Job Initiation tab, select Immediate to run the job immediately.

You can track the progress of the job from the Job Controller or Event Viewer.

GLOBAL FILTERS

Global Filters are exclusions that filter data from backups across all Agents in a CommcCell that support the feature. Global Filters serve as a template for files,
folders, and entities that should always be excluded from all (or most) backups in a CommcCell, such as temporary data a computer does not retain or data that
is recoverable by means other than a restore. This saves space on media and enhances backup performance. You can apply regular expressions or wildcards
patterns to filter data.

By default, filters configured for a particular subclient override any Global Filters configured for the CommCell. You can, however, configure subclients to include
global filters along with any filters already configured for the subclient.

SCONFIGURE GLOBAL FILTERS
1. From the CommCell Browser, right-click the CommServe, click Control Panel, and then click Global Filters.
2. Select Use Global Filters on All Subclients.
3. From the Global Filter Category list, select Exchange Mailbox Filters.
4. Click the Add button to add the folder pattern in the Folder Name field to be excluded from data protection operations.

5. Click OK to save your changes.

EENABLE/DISABLE GLOBAL FILTERS FOR A SUBCLIENT
1. From the CommCell Browser, right-click the subclient for which you want to enable Global Filters and click Properties.
2. Click the Filters tab.

3. Select one of the following values from the Include Global Filters list:
O ON to enable Global Filters for this subclient.
O OFF to disable Global Filters for this subclient.

O Use Cell Level Policy to enables or disables Global Filters for this subclient.

If the Use Global Filters on All Subclients option is enabled, then the Use Cell Level Policy option will enable Global
Filters on this subclient.

If the Use Global Filters on All Subclients option is disabled, then the Use Cell Level Policy option will disable Global
Filters on this subclient.

4. Click OK.

LICENSE ADMINISTRATION

'REQUIRED LICENSES

The Exchange Mailbox iDataAgent requires the iDataAgent for Exchange Mailbox license.

CONVERTING EVALUATION LICENSES TO PERMANENT LICENSES
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If you installed the software using an Evaluation License, you can upgrade to a Permanent License as follows:

1. From the CommCell Browser, right-click the CommServe icon, click Control Panel, and then click License Administration.
2. Select the Update License tab and then click Convert.
3. Check the box that corresponds to the evaluation license you would like to upgrade and then click Convert.

The license information is updated in the License Administration window.

USING CAPACITY-BASED LICENSING

License Usage by Capacity is a licensing mechanism that allows you to obtain licenses based on the amount of data you back up. It provides the following
features:

e Flexibility of usage on all agents, rather than being tied to number of server, agents, etc.

e Allows you to purchase licenses based on your data protection needs

Both Core and Enterprise license types are available. Refer to License Usage by Capacity for comprehensive information on utilizing this method.

RELEASING A LICENSE

If you no longer require a license on a computer, such as cases where the computer is being retired, you can release the license and use it later for another

computer. Backup data from the retired computer can still be restored after the license is released provided the data is not aged.

1. From the CommCell Browser, right-click the name of the client from which you want to release a license, click All Tasks, and then click Release License
for Client.

2. Click OK to continue releasing the license

3. Click Yes to confirm you want to release the license or No to abort.

ONLINE HELP LINKS

Use the following links to view the online help for the corresponding tabs in the CommCell Console:

OPERATIONS ENTITY ONLINE HELP LINKS SUB LINKS
Agent Exchange Mailbox Properties (General) Change User Account
CONFIGURATION
Exchange Mailbox Properties (Version)
Exchange Mailbox Properties (Security)
Exchange Mailbox Properties (Activity Control)
Exchange Mailbox Properties (AD Server)
Exchange Mailbox Properties (Storage Device)
Backup Set Backup Set Properties of: <Backup Set> (General)
Backup Set Properties of: <Backup Set> (Auto Discover)
Backup Set Properties of: <Backup Set> (Security)
Subclient Subclient Properties of: <Subclient Name> (General) Add/Modify Mailbox
Subclient Properties of: <Subclient Name> (Content) User Account (Pre/Post)
Subclient Properties of: <Subclient Name> (Filters) Data Paths for <Storage Policy Name>
Subclient Properties of: <Subclient Name> (Pre/Post Process) Configure AD User Group for Auto-
Subclient Properties of: <Subclient Name> (Storage Device) discovery
Authenticate Active Direct D i
Subclient Properties of: <Subclient Name> (Auto-discovery) uthenticate Active Directory Domain
Controller
Subclient Properties of: <Subclient Name> (Activity Control) Change Mailbox Stores for Auto-
Subclient Properties of: <Subclient Name> (Encryption) discovery
Subclient Properties of: <Subclient Name> (Security)
Backup Options Backup Options for Subclient: <Subclient Name> Save As Script
BACKUP
Command Line XML Options
Advanced Backup Advanced Backup Options (Data) Alert Wizard
Opti
ptions Advanced Backup Options (Startup)
Advanced Backup Options (Job Retry)
Advanced Backup Options (Media)
Advanced Backup Options (Data Path)
Advanced Backup Options (VaultTracking)
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Advanced Backup Options (Alert)

Restore Options Restore Options for All Selected Items (General) Save As Script
RESTORE
Restore Options for All Selected Items (Job Initiation) Command Line XML Options
Advanced Restore Advanced Restore Options (General) Alert Wizard
Options

Advanced Restore Options (Startup)

Advanced Restore Options (Copy Precedence)
Advanced Restore Options (Data Path)

Advanced Restore Options (Encryption)
Advanced Restore Options (Selected Path/Filters)
Advanced Restore Options (Browse Options)

Advanced Restore Options (Alert)

OPERATING SYSTEM AND APPLICATION UPGRADES

Operating system upgrades are only supported when upgrading from one version of an OS to a different version of the same OS (e.g., Win2003 to Win2008).
The two methods of upgrading are:

o Seamless Upgrade - This involves uninstalling the Agent software, upgrading the operating system, and then re-installing the Agent software.

e Full OS Replacement - This involves performing a clean install of a new version of the OS, re-installing any application software, then re-installing the
CommServe, MediaAgent, and/or Agent software.

For Full OS Replacement, the client computer must be configured to have the CommServe, MediaAgent, and/or Client software re-installed to the same
location, the same Fully Qualified Domain Name or short domain name, the same partitions, disk drive format (FAT, NTFS, et. al.), and IP configuration as
previously.

If it is necessary to remove Agent software to facilitate an operating system or application upgrade, do not delete the icon for the Agent from the
CommCell Console, or all associated backed up data will be lost.

Use the following strategy to upgrade the operating system software:

e Identify the computers you want to upgrade and the CommcCell components installed on each of these computers.
o Choose the type of upgrade procedure you want to use on each computer: seamless or full replacement.

e CommServe, MediaAgent, and Client computers can be upgraded in any order.

OPERATION WINDOW

By default, all operations in the CommcCell can run for 24 hours. To prevent certain operations from running during certain periods of the day, you can define
operation rules so that these operations are disabled during those times.

When operation rules are configured, operations that are started within the time window specified will go to a queued (as opposed to pending) state. Once the
time window specified in the operation rule has elapsed, these queued or running operations will resume automatically.

1. In the CommcCell Browser, right-click the appropriate entity, click All Tasks, and then click Operation Window.
2. Click Add.

3. From the Operation Window dialog box:
O Enter the name of the rule in the Name field.

O Select either an administration, data protection (either full or non-full), and/or a data recovery operation from the Operations pane.

4. Click OK.

SCHEDULE PoLICY

A schedule policy is a defined schedule or group of schedules for specific operations to be performed on associated objects within the CommCell. When the
schedules from a policy are run, the specified operations, (e.g., auxiliary copy, backup, etc.,) will be performed on the associated CommCell objects.

1. Expand the Policies node, right-click Schedule Policies and click Add.
2. Type the Name of the schedule policy.

3. Select the Type of schedule policy.

4. Select the Agent Type.

5. Type a description of the schedule policy.

6. Click Add.
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7. Enter a Schedule Name in the Schedule Pattern tab.
8. Click OK.
9. On the Associations tab, select the objects to be associated with the schedule policy.

10. Click OK.

STORAGE POLICY

A Storage policy defines the data lifecycle management rules for protected data. Storage policies map data from its original location to a physical storage media
and determine its retention period.

1. Expand the Policies node, right-click Storage Policies, and select New Storage Policy.
2. Click Next.

3. Select Data Protection and Archiving to create a regular storage policy or CommServe Disaster Recovery Backup to backup the CommServe
database and click Next.

4. Click Next.

5. Enter the name of storage policy and click Next.

6. Enter the name of the primary copy and click Next.

7. From the drop down box, select the default library for the primary copy and click Next.

8. From the drop down box, select the MediaAgent and click Next.

9. Enter number of data streams and set the retention period for the policy and click Next.
10. Click Next.
11. Click Browse, browse to your designated deduplication store location and click Next.

12. Confirm your selections and click Finish.

SUBCLIENT PoLICY

Subclient policies allow you to configure multiple subclients within a CommCell from a centralized template. This alleviates the need to manually configure each
subclient that shares a similar configuration.

1. Expand the Policies node, right-click Subclient Policies and click New Subclient Policy.
2. Enter policy name in the Name entry field, then select the appropriate file system type from the iDataAgent drop-down list.
3. In the Subclient pane, assign a storage policy for each subclient template by clicking in the drop down box under the Storage Policy column.

4. Click OK.

UNINSTALLING COMPONENTS

You can uninstall the components using one of the following method:

Method 1: Uninstall Components Using the CommCell Console

Method 2: Uninstall Components from Add or Remove Programs

‘METHOD 1: UNINSTALL COMPONENTS USING THE COMMCELL CONSOLE

1. From the CommCell Browser, right-click the desired Client Computer and click All Tasks -> Add/Remove Programs and click Uninstall Software.
2. Uninstall Software Options dialog will appear.

3. In the Uninstall Software tab, select Uninstall All to uninstall all the software packages.

4. 1In the Job Initiation tab, select Immediate to run the job immediately.

You can track the progress of the job from the Job Controller or Event Viewer.

‘METHOD 2: UNINSTALL COMPONENTS FROM ADD OR REMOVE PROGRAMS

1. Click the Start button on the Windows task bar and then click Control Panel.

2. Double-click Add/Remove Programs.

For Windows Vista/Windows 2008, click Uninstall a Program in the Control Panel.
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3. Click Remove to uninstall the components in the following sequence:
1. <Agent>
2. File System iDataAgent

3. Base Software

ADVANCED TOPICS

Provides comprehensive information about additional capabilities for the following features:
Audit Trail

Auxiliary Copy

Erase Backup Data

Global Filters

License Administration

License Usage by Capacity

Operating System and Application Upgrades
Operation Window

Schedule Policy

Storage Policies

Subclient Policies

Uninstalling Components

Back to Top
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Erase Backed Up Data - Exchange Mailbox iDataAgent

TABLE OF CONTENTS RELATED TOPICS
Overview Support

Prerequisites The list of Agents that support erasing data.
Configuring Erase Data How Do I

Assign a Filter Storage Policy The most common procedures for erasing data.
Enable Erase Data in Storage Policy

Running an Erase Data Job

Using Find to Erase Data

Erasing Messages from Outlook

Browsing and Erasing Data from Outlook
Finding and Erasing Data from Outlook

Viewing Erased Data
Admin Job History
View Erased Data in a Log File
View Erased Data in an Erased Data Job Summary Report

Viewing Job History

OVERVIEW

The Erase Data feature allows you to permanently erase any data that can be backed up. This is useful if you want to erase data so that it cannot be restored
again. For example, you may want to erase data for legal purposes or compliance regulations.

Keep in mind that the erase data operation only erases the backup data - the source data will remain on the local hard drive. Therefore, it is recommended to
delete the data from the source first so that it will not be backed up again.

The Erase Data operation makes the data inaccessible for browsing and recovery - the data will remain on the media and take up space until it is aged off
according to the retention rules set for the data. Data will not be recoverable using any data recovery methods. If the backup job is already content indexed,
the data being erased will be removed from the index.

Using Erase Data, you can erase mailboxes, folders in a mailbox, messages within a folder, and attachments.

PREREQUISITES
The Erase Data feature requires:

o An Erase Data license to permanently erase data.
e The Allow Erase Data option needs to be enabled in the Storage Policy Properties dialog box as explained in the Configuring Erase Data.

e The MediaAgent must be installed on the CommServe.

CONFIGURING ERASE DATA

To erase data, you need to first configure the following:

e Assign a Filter Storage Policy for Erasing Data

e Enable Erase Data in Storage Policy

‘ASSIGN A FILTER STORAGE POLICY

To erase data, a filter storage policy needs to be associated with the Agent. Ensure that the filter storage policy that you associate with the agent has retention
criteria that is greater than or equal to the retention criteria of the storage policy for the data to be erased.

1. From the CommCell Browser, right-click the appropriate agent icon and then click D B eos
Properties. erxchl_en

NOTES N l;:__ﬁ Exchange Compliance Archiver
.| [iDA Exchan

bl g Al Tasks b

ff* defa

f dsre Vit »

t E Exchang Properties
A Sl S mkal

e Your screen may look different from the example shown.

2. From the Storage Device tab of the agent Properties dialog box, select a filter
storage policy from the Filter Storage Policy list.
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I |

General | ersion | Security | Activity Control | AD Server Storage Device |

Filter Storage Policy:

corcsl | b

3. Click OK.

ENABLE ERASE DATA IN STORAGE POLICY

To erase data, the storage policy assigned to the subclient where data will be erased needs permission to allow the erasing of data. Ensure that the retention
criteria of the storage policy for the data to be erased is equal or greater to the filter storage policy that is associated with the agent.

1. From the CommCell Browser, right-click the storage policy you want to allow for the -l dsStoragePalicy
erasing of data, then click Properties. -
& jia Al Tasks ]

B ia_| Yiga [
& Leo Properties
- P

2. From the General tab of the Storage Policy Properties dialog box, select the x]
Allow Erase Data check box. General | Capy Pracedsnce | Assoristed Subcierts | snspshor | Security | Advanced |

Shorage Palicy Name: |exch5-sr\ ap

Storage Policy Type:  Standard
Mo, OF Copies: 2

Device Streams: 1 :|

I Enable Stream Fiandamization

I~ Hide Storage Policy

Desaription

Automatically Modified - CommCellClone

I~ Incremental Storage Palicy =l

Erase Data

[ Allow Erase Data

MOTE:
Selecting this option will disable Media Explorer from cataloging and restoring contents

of the media,
oK. Cancel Help
3. Click OK.
RUNNING AN ERASE DATA JOB
After the configuration has been completed, you can now browse and erase data.
‘RUN OR SCHEDULE ERASE DATA JOB
1. From the CommCell Browser, right-click the agent or instance that contains the data =8 bt
which you want to erase, select All Tasks and then click Erase Data By Browsing. | -EA Exchange Compliance Archiver |
E Exchange Mailb
NOTES AlTasks b | Backup Default Backup Set
Wiew 4 Browse Defaulk Backup Set
e Your screen may look different from the example shown. Properties Search

Erase Data By Browsing

Create Hew Backup Set
Release License:

Operation Windaw

2l

2. You are warned that the data will be permanently removed. Click Yes to continue.
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I x|
P The data selected will be permanently remaoved From the backup
p and will not be available For recovery,

Are you sure you want to proceed?

3. From the Erase Data by Browsing dialog box, click Browse. I [
General | Job Iniiation |
When a path is selected and a browse time is specified, solced P
all data that matches the path will be erased even if the e [ on [ e e | o W 505
data was not backed up in the specified time range. =
Delete:
-]

£ox Concel | advnced | (B Save s Sarpt | Help

4. In the Browse Options dialog box, select a browse time range and any advanced x|
browse options, and click OK.
" Specify Browse Time
Erowse Data Before:
[wed usf15jz010 = |l 1109 A :I
Tirme Zone: I(LITC-DS:DD) Eastern Time (US & Canads) v
Client Computer: |erxth1,tn LI
Use MediaAgent [ cany MEDIAAGENT> 4|
™ show Deleted Ttems
Pags Size: | 1000 j
ok | cancel | advanced | e |
5. From the browse selection window, select the data objects that you want to erase, X
and click OK. [CurrentSe\ected: Bl Malboxes
ﬁ Exchange Malbox ” Mame | ¥|
If you need to erase data from a specific folder that is not f defautBacupse: defaulBchupset
visible in the current browse selection, you need to S diresett

browse to a point in time to a backup that included the ] owgai e

folder. Then, you can select the data under that folder to

be erased.
(4 Cancel
6. Optionally, you can click Advanced to configure an alert for this job.
7. Click Job Initiation if you would like to run this job immediately or schedule it.

e Click Immediate and then OK to run the job now. When the job is done, Job
Controller displays Completed.

o If Schedule is selected, click Configure to create a schedule for this operation.
Your Erase Data by Browsing operation will execute according to the specified
schedule. See Create a Job Schedule for more information.

USING FIND TO ERASE DATA

The Find feature allows you to search and locate data such as files, directories, and messages in a backup. Once located, this data can be erased. After erasing

the data, it can no longer be browsed or restored. However, the data will remain on the media and take up space until it is aged off according to the retention
rules set for the data.

Keep in mind that the erase data operation only erases the backup data - the source data will remain on the local hard drive. Therefore, it is recommended to
delete the data from the source first so that it will not be backed up again.

1. From the CommCell Browser, navigate to Client Computers | <Client>| <Agent>.
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4.

5.

Right-click Backup Set or Subclient, click All Tasks | Find.

Enter search criteria. For example, you can type a file name in Name/Pattern to
narrow the search. You can search for partial words without the need for wildcard
characters at the beginning and/or end of the search string.

These wildcards, or a combination of these wildcards, are supported:

e * for any number of characters e.g., Accounting*.
e 2 for any one character e.g., user group?.
e [] for a range of characters e.g., [a-k]Lee.

e [!] for a negation of a range of characters e.g., [!a-k] Lee.

Click Search. The data that matches the criteria are displayed in Search Results.

Select one or more items.

Right-click the items and select Erase Selected Item(s).

You can also erase data when it has been moved to

Selected Items.

Click Yes.

Optionally, modify what will be erased by selecting either Browse, Add, or Delete.

Confirm the data to be erased and click OK.
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The data selected will be permanently removed from the backup
and will not be available for recovery.
Are you sure you want to proceed?
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Erase Backup/Archived Data 2|

General | Job Initiation |

Selected Paths:

Browse

Add

Path

rpolfedrsrc/FSDM/ING fTempFil_00006. txt
rpolfedrsrc/FSDM/ING fTempFil_00007. txt
rpolfedrsrc/FSDM/ING fTempFil_00008. txt F—

L

[ £ ox H Cancel | [ Advanced || [B Save As Saript | Help

ERASING MESSAGES FROM OUTLOOK

Two alternate methods are available to erase data from Outlook. They are:

e Browsing and Erasing Data from Outlook

e Finding and Erasing Data from Outlook

BROWSING AND ERASING DATA FROM OUTLOOK

This functionality provides a convenient alternative to the CommCell Console for authorized users to browse and erase data from the Outlook Add-In. Keep in
mind that Administrative Management capabilities are required in the CommcCell for the ID of the logged in mailbox user.

= To browse and erase messages from Outlook Add-In:

1.

2.

10.

Log on to your mailbox in Outlook.
Select Tools -> Mailbox Archiver -> Find and Recover Messages.

Depending on your configuration, an authentication window may display. If applicable, enter the user name and password authorized to access the
CommCell, then click OK. Single sign-on users will not receive this prompt and can skip to the next step.

From the Find/Browse and Recover Messages dialog, click the Browse and Recover Messages tab. The Browse Options dialog will display.

From the Browse Options dialog, choose either Browse the latest data or Specify Browse Time. If you selected Specify Browse Time then you will
need to enter the Browse Data Before date, time and time zone in the corresponding fields. Optionally, you can click Advanced to access the
Advanced Browse Options and enter the Exclude Data Before date, time and time zone. After specifying the browse time and any advanced options,
click OK. The Exchange Server Selection dialog will display.

From the Exchange Server Selection dialog, specify which Exchange Server you want to browse then click OK.

If no messages were located within the specified time range, a pop-up window will indicate that no data was found. Otherwise, the messages that were
found within the specified time range will appear in the display pane.

To erase data from the browse results, right-click on the desired messages in the display pane of the Browse and Recover Messages tab, then click
Erase All Selected.

A confirmation dialog will indicate that all the selected messages will be permanently deleted. Click OK to continue.

A confirmation dialog will indicate that the erase data request has been submitted. Click OK. To monitor the progress of the erase data job, check the Job
Controller in the CommCell Console.

FINDING AND ERASING DATA FROM OUTLOOK

This functionality provides a convenient alternative to the CommCell Console for authorized users to find and erase data which matches specified search criteria
from the Outlook Add-In. Keep in mind that Administrative Management capabilities are required in the CommCell for the ID of the logged in mailbox user.

The advanced search fields are only available for backwards compatibility support of searching legacy content
indexes created by prior releases of this product.

[ITo find and erase messages in Outlook Add-In::

1.

2.

3.

Log on to your mailbox in Outlook.
Select Tools -> Mailbox Archiver -> Find and Recover Messages.

Depending on your configuration, an authentication window may display. If applicable, enter the user name and password authorized to access the
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CommcCell, then click OK. Single sign-on users will not receive this prompt and can skip to the next step.

4. From the Find and Recover Messages (Search) dialog box select one of the following options, then enter the desired search criteria.
O To search data archived by the Exchange Mailbox Archiver Agent, select the Exchange Archiver option.

O To search data backed up by the Exchange Mailbox iDataAgent, select the Exchange Mailbox option.

5. Optionally, you can click the Time Range tab to specify a time range in which to search. To set the browse time range, select a Start Time and End Time
in the Search Time Range group box. If you want to narrow the search to include only messages received within a specified time range, click the
Specify Time Range checkbox then enter the Start Time and End Time in the Receive Time Range group box.

6. Optionally, if you are searching a legacy content index, you can click the Advanced Search tab and enter advanced search criteria.
7. Once all search criteria has been entered, click Find Now.

8. If there is more than one Exchange Server and/or archive set that may be searched, an Exchange Server Selection pop-up dialog will display. Select the
appropriate options and click OK to continue.

9. If no messages matched the specified search criteria, a pop-up will indicate that no data was found. Otherwise, the messages that matched the search
criteria will appear in the display pane.

10. If you would like to save the search results to a delimited text file, then right-click on the desired messages in the display pane and select Export Results
View. Enter the path and file name and click Save.

11. To erase data from the search results, click on the desired messages in the display pane then click Erase All Selected.
12. A confirmation dialog will indicate that all the selected messages will be permanently deleted. Click OK to continue.

13. A confirmation dialog will indicate that the erase data request has been submitted. Click OK. To monitor the progress of the erase data job, check the Job
Controller in the CommCell Console.

VIEWING ERASED DATA

These features are available to view the data erased.

‘ADMIN JOB HISTORY
You can view detailed, historical information about the Erase Data jobs in the Admin Job History Filter dialog box.
= To view admin job history:

1. From the CommCell Browser, right-click the CommServe, click View, and then click Admin Job History.

2. From the Admin Job History Filter dialog box, select the filter options that you want to apply and click OK.

3. The Admin Job History dialog box displays with the specified filter options.

4. Click Close.

VIEW ERASED DATA IN A LOG FILE

The files have been erased can be viewed in the selbelete. log file. For example, TempFil 00008.txt is a file that had been erased:
4836 17a4 10/15 14:37:10 1106 ::main() - 1: '/ext3/fsdm/HW_ 1/erasedata/TempFil 00008.txt'

= To view the log files of a CommServe, MediaAgent, or client computer.

1. From the CommCell Browser, right-click a CommServe, MediaAgent, or client computer, click View, and then click Log Files. The Select the Log File to
Open window displays.

2. To see a specific log file, either select the log file name from the list or type the name of the log file in the field provided. (In the Files of type field, Log
Files (*.log) is displayed by default.) Click Open. The contents of the log file are displayed.

VIEW ERASED DATA IN AN ERASED DATA JOB SUMMARY REPORT
An Administrative Job Summary Report provides details of all the Erase Data jobs.
= To create an Erase Data Job Summary report:
1. From the CommcCell Browser, click the Reports icon.
2. Select Job Summary from the Reports pane of the Report Selection dialog box.
3. From the General tab, select Administrative Jobs and then select Erase Backup/Archived Data.

4. Select the filter criteria to include in the Erase Backup/Archived Data Job Summary Report from the various tabs (e.g., Computers, Selection, Options,
Time Range).

5. From the Output tab, select the output format and/or save options for the report.
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6. Click one of the following: Run to generate the report immediately, Schedule to schedule the reports for specific times, Save Template to save the
report filter options into the My Reports node, or Close to exit the window.

See Erase Backup/Archived Data Job Summary Report for details.

VIEWING JOB HISTORY
Once an erase data job has completed, it may be useful to view specific historical information about the job, such as the following:

e Items that failed during the job

e Items that succeeded during the job
e Details of the job

o Media associated with the job

e Events of the job

e Log files of the job.

This information can be viewed in the Job History window. The history provided depends on the entity from which the job history is viewed. For example,
viewing job history from the subclient level will yield information for the jobs performed for that subclient. Conversely, viewing job history from the instance
level will yield information for jobs run from all subclients within that instance.

To view the backup job history:

1. From the CommCell Browser, right-click the entity (client computer, iDataAgent, instance, or subclient) whose backup history you want to view, click
View, and then click View Job History.

2. From the Job History filter window select the filter options, if any, that you want to apply, and then click OK. The system displays the Job History window.
3. Once you have chosen your filter options, they are displayed in the Job History window.

To view the additional options discussed above, right-click the desired job choose the appropriate option.
4. Click OK.

Back to Top
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Getting Started - Outlook Add-In - Administrator

Install Using AD Group Policies Install Interactively Prepare Exchange Server Configuration

Outlook Add-In provides end users with the ability to restore messages that were backed up from their mailboxes.

WHERE TO INSTALL

Use the following procedure to mass deploy Outlook Add-in to end users.

Outlook 2007/2010 must be installed on the client computers on which Outlook
Add-In will be installed.

DOWNLOAD SOFTWARE

To download the necessary installation files:

Test Outlook Add-In

BEFORE YOU BEGIN

Verify System Requirements
Make sure that the computers in which you wish to install
the software satisfy the System Requirements.

FOR OUTLOOK 32-BIT EDITIONS:

Maxt »

Administrative Tooks 2

1. Log on to the Active Directory Server using an account with Domain Administrator
privileges. ‘
2. Click the Download Now button located on the right for the version of Outlook used in f J Download Now
your environment. -
If your environment contains both 32-bit and 64-bit editions of Outlook, you must FOR OUTLOOK 64-BIT EDITIONS:
download both packages and repeat the installation procedure separately for each
edition of Outlook.
3. Select a location to save the .zip file. J Download Now
4. Navigate to the location of the .zip file and double-click the file.
5. Select a location to extract the files.
A folder named Outlook_Addin32bit or Outlook_AddinX64 will be created in the
specified location.
INSTALLATION
1. Log on to the Active Directory Server using an account with Domain Administrator
privileges.
2. Navigate to Start | Group Policy Management. B Active Directory Darmains ad
ﬁ'g- Trusts
1 Active Directory Users and
© Compukers
lg_; Active Directory Sites and Services AR EtE
A Comput:
Qy . ampuker
= Metwark
ﬁ_ﬁ || Event Vigwer
— Conkral Panel
Devices and Printers
. Local Security Policy
Help and Support
Rur...
Windows Security
» all Programs
I |Search programs and files l'LqJ Log—offlj
3. Right-click the OU container to which you want to link the Group Policy Object (GPO)

and select Create a GPO in this domain, and Link it here...
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_=-é Group Policy Management Doc Test
= 44 Forest: exch.commyvaul, com —
Bl (55 Domains
El #3 exch.commyaulk.com @
sz Default Domain Policy
52/ Sharepaint Webapps
,é Windows Errar reporting

Linked Group Policy Objects

(Ereate a GPO in this domain, and Link. it hereD
Link. an Existing GPO. ..
Elock Inheritance
Group Palicy Madeling Wizard. ..
Iews Organizational Linik
@ Sites Wigwt »
sEd Group Policy  pew Window From Here
4 Group Policy
Delete
Rename
Refresh
Properties
Help
4. e Create a new GPO for installing your MSI package. Give this GPO a descriptive
name. Mame:
e Click OK. Group Policy Objec
Source Starter GPO:
I[none] j
ok I Cancel |
5. Right-click the new GPO and select Edit. Linked Group Policy Dbjects | Girawm el (i)
| Link Order = | GPO
Enforced
v Link Enabled
Save Repork, .,
Delete
Rename
Refrash
6. e Navigate to Computer Configuration | Policies | Software Settings. B Group Policy Management Editor
e Right-click Software Installation. File Action  View Help
e Click New | Package. a5 E .= HEE
(= Doc Group Policy Object [CAPOME,EXCH.C | Name
= i Computer Configuration
= [ Policies
= | Software Settings
| Windowes Setti Packags... |
] | Administr ative View »
"| Preferences e
= ﬁ?J. User Configuration Paste
| Palicies Refresh
~| Preferences Expott List...
Properties
Help
7.

o Navigate to the Outlook_Addin32bit/Outlook_AddinX64 folder.
e Select the Exchange DM Client.msi file.
o Click Open.
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10.

e Click Assigned.
e Click OK.

e Right-click the GPO, click Properties, and then
e Remove Authenticated Users from the list.

Click Add.

click the Security tab.

Organize v Hew folder

2| Name -
It Favorites

Date modfied Type

I Desktop
8 Dowrloads
] Recent Places

4 Lbraries
I8 bocuments
" Music
= Pictures

EF videos

18 Computer
&, Local Disk (C:)
2 denl Glauari2)_|

i rietwork hd K1

| i

File name: [Exchange DM _Client =] [windows Instal

8 Group Policy Management Eitor

ler packages (r ]

A

P [= 3

B
] Doc Group Policy Object [CAPONE, [ Name [version | I Source. 1
=] & Computer Configuration
e There ar o e o show i ths viw.
= sotware Sattnge
] software instalstc
Windows Settog:
2 (5 dristraive Tenplat
& refrences
ad g,
@ 1 Polces
@ ] Preferences € Puishied
@ pasied
© Advarced
Sekct i opon o ssignhe spplcaton ot modiiatons
Careel
I [— Bl

| Genalall Links ~ Security | Commentl

[Group or User hames:

52, Domain Admins (EXCHYDomain Admins)
:‘?_‘ Enterprize Admins [EXCHAE nterprize Admins]
52 ENTERPRISE DOMAIN CONTROLLERS

Create all child objects

oooEO

Delete all child objects

Permissions far Authenticated Users Allow Deny
Full control | -
Read [m}
“write O

o .

For special permissions or advanced settings. click
Advanced

Leamn about access control and permissions

Advanced |

o]

Cancel |

Apmly |

Page 176 of 285



Administration Guide - Exchange Mailbox iDataAgent

roup Policy Object [CAPONE.EXCH.COMMYAUI

General | Links ~ Security |Cummenl

G[DUD ar LUzer hames:

52 CREATOR OWMER

B2 EYSTEM

52, Domain Admins (EXCHA\Damain Adming)

52, Enterprize Admins (EXCHE nterprise Adming)
£2 ENTERPRISE DOMAIN CONTROLLERS

=l
Remove |

Permizzions for Authenticated Users Allow Deny
Full control a | -
Fead O
“wfrite m] O
Create all child objects O o —
Delete all child objects m] O =
Far special permissions or advanced settings, click Advanced |
Advanced
Learn about access control and permissions
Ok | Cancel | Apply |
Select Users, Computers, Service Accounts, or Groups H

11. e Select the security group to which you plan to have this policy applied.
e Give the group READ and Apply Group Policy permissions. Select ths abict ype:
9 P PPly P Y P IUSEIS,EIUups, or Bulltin secuiity principaks Object Types

e Click OK.
From thig location
Iaxch commwault com Locations...
Enter the obiect names to select [examples)

| Check Names

Advanced... Cancel
A

12. Instruct all users to reboot their computers.

The Outlook Add-In installation will be complete upon reboot of the computers.
| Mext » |
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Getting Started - Outlook Add-In - Administrator

Install Using AD Group Policies Install Interactively Prepare Exchange Server Configuration Test Outlook Add-In « Pravious | MNext »

SKIP THIS PAGE IF YOU INSTALLED OUTLOOK ADD-IN USING AD GROUP POLICIES.

Click Mext » to continue.

WHERE TO INSTALL

The following procedure provides the steps to install Outlook Add-In on a single computer.

Outlook 2007/2010 must be installed on the client computer on which Outlook
Add-In will be installed.

INSTALLATION

1. Log on to the client computer as Administrator or as a member of the Administrator
group on that computer.

2. Run Setup.exe from the Software Installation Disc.

3. Select the required language.
Click Next.

4. Select the option to install software on this computer.

The options that appear on this screen depend on the computer in which
the software is being installed.

5. Read the license agreement, then select I accept the terms in the license
agreement.

Click Next to continue.

6. e Expand Client Modules | Archive Management | and select Outlook Add-In
Client.

BEFORE YOU BEGIN

Download Software Packages
Download the latest software package to perform the install.

Verify System Requirements

Make sure that the computer in which you wish to install
the software satisfies the System Requirements.

Select the language you will use during installation.

= Install Software on this computer

= Advanced options

2 View documentation website
2 Yiew Install Duick Start Guide (Requires Adobe Acrobat Reader)
2 Install Adobe Aciobat Reader

& Exit

License Agreement

Please read the following License Agreement. Press
the PAGE DOW/N key to view the entire agreement

End User License and Limited Warranty Agreement

Software Release 9.0.0

(including MicrosoR® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)

Dol Tenas T mnsirn & mmanssd
(& | accept the terms in the license agreement
" 1 do not accept the terms in the license agreement.

Installer

< Back Next > Cancel
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e Click Next.

7. Select Add programs to the Windows Firewall Exclusion List, to add CommCell
programs and services to the Windows Firewall Exclusion List.
Click Next.

This option enables CommCell operations across Windows firewall by
adding CommcCell programs and services to Windows firewall exclusion
list.

It is recommended to select this option even if Windows firewall is
disabled. This will allow the CommCell programs and services to function
if the Windows firewall is enabled at a later time.

8. Verify the default location for software installation.
Click Browse to change the default location.

Click Next.

e Do not install the software to a mapped network drive.

e Do not use the following characters when specifying the destination
path:

[ <> | #

It is recommended that you use alphanumeric characters only.

9. Click Next.

10. Click Finish.

Installer.

Select Platforms
Select the platforms you want to configure.

= Q A | Move the pointer over a
= © Common Technology Engine platform name to see a
@ CommSenve Mockies desciiption of the platform and
e reasons why it may be
# 0 CommCel Console disabled.
+ @ Mediadgent Modules
= Q2 Clent Modules .
# 0 Backup & Recovery Sapoce
# 2 Content Indesing and Search (Req/Recommended)
# 0 Web Based Search & Browse Installation Folder:
# © Archive Management 0MB/ 0MB
# Q1 ContinuousDataReplicator = "
# 0 SAM .
+ 02 Supporting Modules
# Q2 Tools v LA
e Special Registy Keys In Use
I Install Agents for Restore Only <Back | | cancel |

Installer.

Windows Firewall Exclusion List

Allow programs to communicate through Windows
Firewa

Windows Firewall is ON
[V Add programs to the Windows Firewall Exclusion List

1f you plan on using Windows Firewall it is recommended to add the software programs to the
exclusion st

Installer

<Back [ New> | Cancel |

Installer g|

Destination Folder
Select the destination folder ta instal the program files.

Click Next to acoept the default location, or click Browse to choose an altenate location.

Destination Folder

Browse

Drive List Space Required ¢ Recommendad
C S2EME - 1394 ME /1670 MB
Installer

< Back Hewt s cancel |

Installer E|

Summary
Summary of install selections

Setup has enough information to start copying the program fies. If you are satisfied with the
install seftings, ick Next to begin copying fles.

Destination Path = C:\Program Files
CommServe Host = mycanputer mycompany. com
Interface Mame = audi.mycompany. com

Client =audi

Job Results Path = C:\Program FilestJ obResults
Global Filkers = Use Cell level policy

Irstaller

< Back Next » Caricel
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Installer g|

Completion Report
Setup complste

Sottware installstion cemplste suscssshull =]

Wisit the website below to download latest Updates and Service Packs.

Click Finish to complete Setup

]

Installer

Technical Suppart Websie

|« Previous | Mext » |
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Getting Started - Outlook Add-In - Administrator

Install Using AD Group Policies Install Interactively Prepare Exchange Server Configuration Test Outlook Add-In « Pravious | MNext »

SKIP THIS PAGE IF THE EXCHANGE MAILBOX IDATAAGENT IS INSTALLED ON THE
EXCHANGE SERVER.

Click Mext » to continue.

If the Exchange Mailbox iDataAgent is installed on a computer other than the Exchange Server, you must install the OWA Proxy Enabler on the Exchange

Server to facilitate communication between the Exchange Server and the Exchange Mailbox iDataAgent. The following section provides the steps necessary to
install the OWA Proxy Enabler.

WHERE TO INSTALL BEFORE YOU BEGIN

Depending on your Exchange version, install the OWA Proxy Enabler on the following:
EXCHANGE SERVER 2003

e Install directly on the Exchange Server.

Download Software Packages
Download the latest software package to perform the install.

Verify System Requirements
Make sure that the computer in which you wish to install
EXCHANGE SERVER 2007 the software satisfies the System Requirements.
e Install on the Mailbox Role Server.
EXCHANGE SERVER 2010

e Install on the Client Access Role server to which the Active Directory User Profiles point.

1. Log on to the Exchange Server using the Exchange Administrator credentials.
2. Run Setup.exe from the Software Installation Disc.
3. Select the required language.
Click Next.
Select the language you will use during installation
4. Select the option to install software on this computer.
The options that appear on this screen depend on the computer in which
the software is being installed.
= Install Software on this computer
= Advanced options
2 Wiew documentation website
£ View Install Quick Start Guids [Requires Adobe Acrobat Reader]
2 Install Adobe Acrobat Readsr
& bt

5. Read the Welcome screen.

Click Next to continue, if no other applications are running.
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taller &l

Welcome

The Installer wil quide you thiough the
setup process for Saftware

This program wil install Softwars on your computer.

It is strongly recommended that you exit all Windows pragrams before running this
Setup program.

Click Cancel to quit Setup and then close any programs pou have running. Click
et to continue with Setup.

WARNING: This program is protected by copyright law and intemational reaies.
Unautharizsd repraduction or distribution of this program. ar any pottion of it may

result in severe civil and criminal penaliss, and will e prasecuted ta the masimum
exient possible under the law

Installer

6. Read the virus scanning software warning. R

Click OK to continue, if virus scanning software is disabled. : Itis strangly recommended that any and all wirus scanning software be disabled
.}) immediately befare continuing with this Software instalation. Failure to do 50 may result in
filelocking by the viius scanner and subsequent failue for setup to install ks own fles

Click OK once you have disabled them and setup will continue.

7. Read the license agreement, then select I accept the terms in the license _

agreement' License Agreement
Please read the following License Agreement, Press
Click Next to continue. the PAGE DOWN key to view the entire agreement.
~
End User License and Limited Warranty Agreement
Software Release 9.0.0
(including Microsoft® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)
Tl Tlrnw T fmasana A v e e = b4
" | accept the terms in the license agreement.
" | do not accept the terms in the license agreement.
Installer
<Back | MNew> | Cancel |
8. e Expand Client Modules | Archive Management | OWA Proxy Enabler. sty
. Select Platforms
o Click Next. Select the platforms you want to configure.
= Q A | Move the pointer over a
= © Common Technology Engine platform name to see a
il sabiiinle description of the platform and
+ @ teasons why it may be
# 0 CommCell Console cisabled,
+ [ Mediahgent Modules
= ©2 Client Modules DRkS
# 0 Backup & Recovery Sapoce
# 2 Content Indesing and Search (Req/Recommended)
# [ Web Based Search & Browse Installation Folder:
# 02 Archive Management 0MB/0MB
# 0 ContinuousDataReplicator )
+ 02 SAM Temporary on C: drive:
# 0 Supporting Modules
+ 0 Tools v LA
o Special Registiy Keys In Use
I Install Agents for Restore Only <Back | | cancel |
9. Enter the fully qualified domain name of the CommServe Host Name. Installer, X
i CommServe Name
Click Next. Specity the CommServe computer name and host
name

Do not use space and the following characters when specifying a new
name for the CommServe Host Name: CommServe Client Mame
A" @ #$9% A& ()= <>/2, (13, ‘
CammServe Host Name

[Enter a walid, fuly-qualfied, IP host name; for example:
myeampuler. mycampany. com]

[mpcamputer mpcompany. com

Installer

< Back Next > Cancel

10. Select Add programs to the Windows Firewall Exclusion List, to add CommCell
programs and services to the Windows Firewall Exclusion List.
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Click Next.

This option enables CommCell operations across Windows firewall by

adding CommcCell programs and services to Windows firewall exclusion
list.

It is recommended to select this option even if Windows firewall is

disabled. This will allow the CommCell programs and services to function

if the Windows firewall is enabled at a later time.

11. Click Next.

It is recommended to select the Download latest update pack(s)
option to automatically install the available updates during installation.

12, Verify the default location for software installation.
Click Browse to change the default location.

Click Next.

e Do not install the software to a mapped network drive.

e Do not use the following characters when specifying the destination
path:

[ <> | #

It is recommended that you use alphanumeric characters only.

13. Click Next.

14. Click Finish.

Windows Firewall Exclusion List

Allow programs to communicate through Windows
Firewa

Windows Firewall is ON
[V Add programs to the Windows Firewall Exclusion List

1f you plan on using Windows Firewall it is recommended to add the software programs to the
exclusion ist

Installer

<Back [ New> | Cancel |

Installer E|

Download and Install Latest Update Packs

Download and Install the latest service pack and post
pack fiom the software provider website.

I~ Download latest update pack(s)

Wake sure you have intemet conriectivity at this time. This process may take some tmne
depending on download speed

Irstaller

< Back Wt > cancel |

Installer g|

Destination Folder
Select the destination folder ta instal the program files.

Click Next to acoept the default location, or click Browse to choose an altenate location.

Destination Folder

Browse

Drive List Space Required ¢ Recommendad
C S2EME - 1394 ME /1670 MB
Installer

< Back Hewt s cancel |

Installer E|

Summary
Summary of install selections

Setup has enough information to start copying the program fies. If you are satisfied with the
install seftings, ick Next to begin copying fles.

Destination Path = C:\Program Files
CommServe Host = mycanputer mycompany. com
Interface Mame = audi.mycompany. com

Client =audi

Job Results Path = C:\Program FilestJ obResults
Global Filkers = Use Cell level policy

Irstaller

< Back Next » Caricel
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Installer g|

Completion Report
Setup complste

Sottware installstion cemplste suscssshull =]

Wisit the website below to download latest Updates and Service Packs.

Click Finish to complete Setup

L

Installer

Technical Suppart Websie

CONFIGURATION

. R Client Computer Properties for ex2010-2 53]
1. From the CommcCell Browser, navigate to <Client>.
General | version | Security | Activity Contral | Groups || Firewal Configuration | plicies | Job Configuration | Encryption
Advanced '} cContent Indexing Search Server URLs. Registry Key Settings Client Side Deduplication

2. Right-click the client and click Properties.

3. From the Advanced tab, select the name of the proxy client with the Exchange [ J

Mailbox iDataAgent installed from the Proxy for Exchange list as follows: vam‘mxcnangmmmw ‘
4. Click OK. CORLog Flls Location
|z 1Program Filslcommiault\SmpanalReplcation Logs | [Ceromse |

Enable SnapProtect

Proxy for Exchange | exproxy7x6s ~

Enable retry on network errars

Retry Frequency (seconds)

Retry Count

| € Previous | Mext » |
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Getting Started - Outlook Add-In - Administrator

Install Using AD Group Policies

Install Interactively Prepare Exchange Environment

CONFIGURE THE ACTIVE DIRECTORY SERVER

1.
2.

Log on to the Active Directory Server using the Domain Administrator credentials.

Install the Resource Pack on the Active Directory Server

Navigate to the <software installation path>\Base folder and copy the following
file:

CVOutlookAddin.adm

e Start Group Policy Management.
e Right-click the GPO you want to edit and click Edit.

Right-click Administrative Templates and select Add/Remove Templates.

e You will see a list of currently installed policy templates. Click Add.

e Select the cvoutlookAddin.adm template and click Open. The template will be
added and appear in the list.

e Click OK.

Configuration

Test Outlook Add-In

« Pravious | MNext »

Refer to Resource Pack - Install on Windows for step-by-step
instructions on installing the Resource Pack.

=| Active Directory Domains and
« Trusts

1 Active Directory Users and

Compukers

lg_; Active Directory Sites and Services

9 DNS
ﬁé" Event Viewer

Group Policy Management

g.% Lacal Security Policy

» all Programs

Administrator

Compuker

Metwork

Contral Panel

Devices and Printers

Administrative Tooks 2

Help and Support

Rur...

Windows Security

I |Search programs and files

File  Action  Wiew Help

@J Log off bl

l Group Policy Management Editor

e=|7mEE  BmElT

= il Computer Configuration
= [ Policies

| Software Settings

® W E:

=

_| Printers
| System
| Windaws Camponents

®H®

o Al Settings
£ [ Preferences
[= ] Windows Settings
Environment

@ Filac

_: DC MSI SP4 [CAPONE , EXCH.COMMALILT, COM] Policy

| Classic Administrative Templates (AC

All Tasks »
Wigw 3
Export List...

Help

Select an item to view i

mave Templates.

Filter On
Filter Options. ..
Re-apply Filker

CONFIGURE DOMAIN INFORMATION IN THE COMMCELL CONSOLE

7.

e From the CommcCell Browser, click Security.
e Right-click Name Servers and select Add New Domain | Active Directory.
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<§ Name Servers X

iy drones W droned > € Securicy
Caomrnllet -
Client Computer Groups MEIES (e
Client Computers @ EXCH
= @4 commyault-nj
CCecuriy It-nj
~o i@ Commcell Users @ testlab
Eommca\l User Groups @ devemc
laime:
3 Exd|  Chddnew domainy  » ctive Directory )
&3 commyault-ni Daming Directary Service
@ testlab
@4 devemc
- Storage Resources
1B Policies
in| Reports

-{_# Content Director
a SRM Enterprise Yiewer

Cost Analysis
8. e Enter the NetBios Name (IP address) of the external domain. Eil ek LRl &
e Enter the fully qualified Domain Name, e.g., company.com. nEEs | I
e Click Edit to enter a User Account for the external domain. zmANmt l:| l
e Click Enable SSO. EmmEmEn |
[ Enable S50

e Click OK.

[ Use Secure LDAP

] Disable the use of this cantraller

Description

CONFIGURE USER GROUPS IN THE COMMCELL CONSOLE

9 e From the CommCell Browser, click Security. i commcellL
i H droned
e Right-click CommCell User Groups | New User Group. & P m
- Client Computer Groups User Group
Client Computers @ End User
@ raster
Cammell Users @ permissions
EommCell User G/‘1.
T Jeer G\Iew User Gr@ P tpdateds
L34 View Al
@ raster
@ permissions
updateds
eig Yiew Al
Mame Servers
@1 EXCH
@] Users
& External Groups
@4 commvault-n
@ testlab
@ devemc
10. e Type the name you want to assign to the user group (up to 32 characters; do not New User Group Properties X
include trailing spaces) and some descriptive information that characterizes the "General | Capablities | Users | Assoristed Entites
user group.
. Mame: | |
e Click Enabled.
Description
[#] Enabled
[] &l Capabities
[ &l Aissociations
oK ] [ Cancel ] [ Help

11. 4 Click the Capabilities tab.
e From the Available Capabilities pane, select End User Search and click > to
move it under the Assigned Capabilities pane.
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12.

13.

14.

e Click OK.

o Click Users

e Assign users to the group as necessary. You can click Create New User to create
a user to be associated with this user group.

e Click OK.

e From the CommCell Browser, click Security.
e Click on the external domain controller for which you want to add a user group.
e Right-click on the External Groups and select Add New Group.

e Click Browse.
e Select the user group you want to add.
e Click OK.

PERFORM A MAILBOX BACKUP

15.

e From the CommcCell Console, navigate to Client Computers | <Client> |
Exchange Mailbox | defaultBackupSet.

New User, Group Properties

General | Capabillies | Users | Associated Entities

Available Capabiliies:

Assigned Capabilities:

Adrinistrative Management
Agent Management

Agent Scheduling

Alert Management

Annotation Management

Browse

Browse and In Place Recover
Browse and Ouk of Place Recover
Compliance Search

ERM Management
Job Management

Legal Hold Management

Librrary Administration

Library Managsment

Licsnss Managsment

MediaAgent Management

Obiect Store Download

Obiect Store Upload

< | =

Content Director Folicy Managemen
Daks Protection/Managemsnt Oper:

IIEDNEE] Help

E New User, Group Properties

General | Capabities | Users | Associated Entities

Available Users:

Connie
cvadmin
denise
faroupt
rina

sql
updateds
userds

@ admin

Member Users:

Create new User

& droned

Cormnrmket
Client Computer Groups

Client Computers

i@ Commcell Users

= Mame Servers

@ commvault-nj
@ testlab
¥ devemc

Add new External Group

External Domain: EXCH

CommCell User Groups
s droned > € Security >
User Group

& End User
ﬂ master

&8 permissions
ﬂ updateds
g View Al

X

Select an External Group: ||

| [Coows )

Available CommCell Groups

Select the CommCell user roups ba be associated with the above External Group:

Assoclated CommCell Groups

End User ~
View Al

master —
permissions ~
Description
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e Right-click the default subclient and click Backup.

16. e Under Select Backup Type, click Full.

e Under Job Initiation, click Immediate.
e Click OK.

17. You can track the progress of the job from the Job Controller.

Once the job is complete, view the details of job from the Backup History. Right-
click the Subclient and select Backup History.

18.

19. Click OK.

20. Right-click the job to:

o Browse the mailboxes that were backed up.

e Find messages in the backup.

View items that failed, if any, during the job.

Resubmit the job.

View job details, such as the number of mailboxes backed up.
View media associated with the job.

View events associated with the job.

View messages that were backed up.

Send the log file that is associated with the job.

A Commell romser [ & defoultBackupset x
lﬂm"ec: N Al | & dones > @ Cliert computers > B £x2010-1 > (B8 Exchange Maibox > (f defautBackupset
38 o ot s S oy
=8 e conpeers
B baylor tmpmag
e prmer—— Frry

Fnd

s
(08 Exchange albox rchiver
(5L Exchange P Archiver

(6 Exchange P Foker

(o 8 e Sy

Backup Options for Subcll

Backup Options |

st bieda

BacupHistory
Schadides

Operatcn indow

propertes

Select Backup Type
@ Ell
O Incremental
() Differential

(© Synthetic Full

Job Inieiation

(%) Immediate

Run Hhis job now

© Schedule

[ &0 ][ coneel

| [CAdvanced_| [ (@ Save As Script ]

1% Job Controller >
[ Job Controler

¥ 6D | Oporsion  GneCo. | AgmiType 41 Sbdew | dbType | frawe | Swage.. Medstge Sts | progess | enos
om0 e eadupcep. dos o Queued
W2 ma bz AXessen sk Rl G dewelge Gores  Fuming
W26 capCopy bray  AXFespin  kne  bwensnal Gap  dewesna. Donend  Rumng
Gos5  Srapbaep brsi  AXFieSyton e Rl S devce .. Donelh_ Sspenced sepicaton
T0i6 By oy Sdomresen e rl o Gwup  buse Do R B
A comcelironsr 5 @ bocsackupser x
@y droned A | @ dones > @ Chenk Computers > B expraxySxés > {08 Exchange Mialbos > gf® Doc-Backupset >
o
(o et Computer s [ siclors amo Sxogerley
=80 e compurms
= Btboer = saup Dreraiation
= Gtbawie e
8 ez 2
0 Bt e i seds
o iam =
= Bt e
o Sadup sy
=@ e Sehodaes
=B o201 OpersionVion
G Excrange Conplrce rcer
B8 Exchanae Dt Propaes
(= BB g Mo
o oeasacipser
& e
(6 8 Excrang ko Arciver
& oo rr
Cuchange il Fldr
(o {5l ssem
@ B oanioeor

Backup Type
[cl:13 OFd
() Incremental O synthetic full
Job Status
@Al () Completed
[ specify Time Range
Stark Time

[eeoiymn |~

Backup History Filter for: default 3]

() Differential

(O Automated System Recovery

() Falled O Killed

End Time

[edoiizmn =

[ |

\ |

o |

[ cancel ] [ advanced ] [ Help

|« Previous | Mext » |
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Getting Started - Outlook Add-In - Administrator

Install Using AD Group Policies Install Interactively Prepare Exchange Environment Configuration Test Outlook Add-In « Previous

It is recommended that you perform a restore using Outlook Add-In.

RESTORE A MESSAGE

1. e Start Outlook
e Enter your Profile Name.
e Click OK.

2. e Click Add-Ins tab.
e Click Mailbox Archiver.
e From the list, select Find and Recover Messages.

e Expand your mailbox and select a message to restore.
e Click Recover All Selected...

e Select Recover all selected items to 'Recovered Items' folder.
e Click OK.

e Click the Recovered Items folder in Outlook.
e View the recovered message.

CONGRATULATIONS - YOU HAVE SUCCESSFULLY CONFIGURED OUTLOOK ADD-IN.
End users can now restore messages from their mailboxes that have been backed up.
Be sure to provide users with the following information before they begin using Outlook Add-In:

e Profile Name
o CommCell Name

o Web URL for Restores from a Web Browser

Choose Profile [ x|

Profile Mame: |nd.c\|vin| x| mew..

QK I Cancel | Qpkions >>|

aiE9ls Inbox- Adn
Home  Send/Receie  Folder  View  Developer
@D Q0

Remove Selected Messages from Archive List

Remave Selected Folder from Archive List Micaie )

Find and Recover Messages From aontop 4]

Update Info
7 admin@exch.com

4 Adninistator@esch.com
S mbox (57)
(2 Drats
(53 serttems
@ Deleteaems (19

> Administrator )

> Administrator@exch.com

» Adriene Alvin (1)

(g unk E-bail
(3 outox > AiRunon@exch.com
> 6 RS Feeds

L@ seareh Folders b AFelh@exch.com

=0 o001 S[¥ el [ [sibret [Recemedisent I
=)0 Exchange Maibox U Lybraine@ex... Martina Meye... 2466 Let Us Leam ... 11/17/108:37 Al T IN |
= disssadusse  batcronan. hataPabis, o tve tpe . LZIOITRNN 564D
@-[J Contacts e S £ ot ot
T8 comerin actinsets i oo i to i _Tiow

(@[] Deleted Items. ChMcDonald... Venita Southc... Fw: MUST READIIIL... 112210 10:00 AM B.59KB
S @) TeSwirbum... Keturah Latta... Please review cote... 11/17/108:41 At 1278
Iz @ Milbrecht@e... Shanon Duff... Re: *""- 639422885 11/22/10 10:11 AW 26.75KB
0] News Feed  BeDernese... Cherme Fubu... [THel #10656]: A, 11/22/1010:03aM 9631908 _|

@0 Notes @ MePeacock®... ElynNorbury... OMGHELLONININL.. 1170844 AN 93.95KB
& 5 s Neouowos... Adkne i RemaR AZE2R00,. LIEENOSIONN 271N
00 oo sotoos SoinDe Aihosts o W e b AITIOOMOAN 75210
@[] Recovered ltems. + DiLawson@e... Vania Whitma. .. 8.0 - Testing Requ... 11/17/10 8:46 AM 9.11KB
O] S5 Feeds @ ChFurbusher... Farsh Eard... lots of strange stuff.. 11/17/108:38 At 20.18K8
-] sent Items. LoDougias@e... Arllte Banya... ... e 1117/108:37 AW 88346
;Ej:gzmm"‘at“ @ Cabobbson... Acven Alvn... 2466 Let Us Leamt.. 101110337 PH 93K8
hgee O © e e e vt e . O[OS 77500
Liapplethwait... Rosie Morley;... La vérité vaut bien ... 11/22{10 10:03 AM 10.64KE.

@ ChicQuaire... ElynNorbury... [ITHelp #10656]: A... 92110 1:57 M 231MB
Moo Semarelen.. R T ot oep. HZZO NS AN 7966968

Tormood... T hdc... RRE Wt st 1O IO0OA 505K

e e e e o

N ioieowi sens = s s Req Y 241095 O = '

New Erowse.. Hep | about

Restore Options for All Selected Items

{~ Unconditionally Owerwrite kargets in their origingl location

@ Recover all selected items ko 'Recovered Items' fU@

Caneel |

| By Ceacucommn. Mecting Nots:Boad Reme: - TSLE0106

g = g s
1 vnoondBechaom., REE s e el ZRLISL
8 . ) O
4
§ ooy j Sl
g hnkey| 1 ) e . - i
b fostemogei. e - )2
] : Wz

) 1 ChMDnldGechaon.. e MUSTREADIIMIN- BRI
S0t 1 feensieh comm_ i s e ks SRR
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e End User Documentation:
O Restore from Outlook
O Restore from a Web Browser

O Advanced Options

If you would like to learn more about additional configurable features for Outlook Add-In, refer to the Advanced Options - Administrator documentation.

« Previous
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Advanced Options - Administrator - Outlook Add-In

TABLE OF CONTENTS

Configure the Active Directory Template

Configure Restores from a Web Browser

Specify a New Location for the Recovered Items Folder
Configure the OWA Proxy Enabler

Configure Automatic Java Update Downloads
Download Java Updates Overnight
Download Java Updates at a Specific Time
Use an Alternate Computer for Obtaining Java Updates

Configure Language Options
Configure Unique User Settings for Citrix Environments
Configure the Client for Java Updates During Installation

CONFIGURE THE ACTIVE DIRECTORY TEMPLATE

If you want to change settings to the Active Directory template, you can do so as follows:

1. f -
e Start Group Policy Management. 1'1*- Active Directory Domains and
. . . . B TP Trusts
e Right-click the GPO you want to edit and click Edit. %
1 Active Directory Users and
© Computers
lg_; Active Directory Sites and Services AR EtE
Compuker
9 DMS
- Metwork
|~|-97|| Event Vigwer [
Contral Panel
Group Policy Management
n Devices and Printers
gﬂl Lacal Security Policy
= Administrative Tooks 4
Help and Support
Rur,..
Windows Security
» all Programs
I |Search programs and files l'LqJ Log off | »
2. Right-click Administrative Templates and select Add/Remove Templates.
File  Action  Wiew Help
e 7El-HElT
_: DC MSI SP4 [CAPONE , EXCH.COMMALILT, COM] Policy
= il Computer Configuration
&l & Policies . Select anitemn to view i
| Software Settings
1
=B
_
| Metwark F!\ter on .
| Prinkers Filter Options. ..
7 System Re-apply Filker
il wWindows Companents Al Tasks b
| Classic Administrative Templates (40—
o Al Settings Wiew 3
=l [ Preferences -
= [ windows Settings Bt Lo,
Environment Help
# Filar
3 ; =
. e Click Add.

e Select the cvoutlookAddin.adm template and click Open.
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4. Click the Outlook Add-In Registry Keys template under Classic Administrative
Templates (ADM).

5. - . . [Europtions BER
e In the Setting column, double-click a registry key and change the values.
i [} uoptions it St || WoiiSaithe
e Click OK.
& Mot Configured  COMMent: =)
 Enabled
 Dissbled 1]
Supparted on; |
=
Optians: Help:
Uloptions |1 E] This setting is used to contral which user interface options are ||
= displayed.
Start with zero (1) and sum up all of the values for the options that
Jouwant o melude
(3) Show the archive list menu options/buttons,
(4 Show the prompt before rec oveny menu.
(8) Hide find/recover messages menu,
(32) Hide erase archived data menu,
(64 Ensble offine srchive
(128) Show Search Page if configured,
Example 3 + 4 + 64 = Value 1.

CONFIGURE WEB BROWSE AND RESTORE

In cases where Outlook is not installed on a client computer, users can be given the ability to use the Outlook Add-In Find and Recover capability from a web
browser. To provide this ability, you need to:

e Configure a CommcCell Console for web-based administration.
o Grant the End User Search capability to users.
Once this is configured, users can access the Find and Recover functionality by typing the web URL of the CommCell Console into a supported web browser. For

example, a user can access the Find and Recover functionality by typing the following URL into a web browser:
http://<commserve name/<commcell console alias>.

1. When installing the CommcCell Console, ensure that Yes was selected when prompted
for web administration.

\.-,/ Da you want to configure CommCall Consale for web admiristration?
:

To support web administration, the Internet Information Server (IIS)
must be installed on the computer.

No

2. Grant End User Search capability as follows:

. §# commcell L
e From the CommCell Browser, click Security. d droneo W drones > 1
----- Commiet
e Right-click CommcCell User Groups | New User Group. &P Client Computer Groups User Group
(*-Wd Client Computers G End User
=8 ] i master
@ permissions
updateds
24 view All
@ permissions
8 updateds
& External Groups
@ commyvaul-nj
@i testab
@ devemnc
S P -
3.

e Type the name you want to assign to the user group (up to 32 characters; do not

include trailing spaces) and some descriptive information that characterizes the
user group.

e Click Enabled.
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e Click the Capabilities tab.

e From the Available Capabilities pane, select End User Search and click > to
move it under the Assigned Capabilities pane.

e Click OK.

If you want the user group to be associated with specific objects (e.g., client
computer group, client computers, libraries, MediaAgents, Storage Policies), click
Associated Entities.

To assign users to a users group, click Users, and then assign users to the group, as
necessary. You can click Create New User to create a user to be associated with this

user group.
Click OK.

New User Group Properties

General | Capabilties | Users | Associated Entitiss

Mame: |

Description

Enabled
[] 8l Capabilities

[ 8l Associations

New User Group Properties:

General| Capabilitiss | Users | Associated Entities

[

][ Cancel ][ Help ]

%)

Avalable Capabilities:

Assigned Capablltiss:

admiristrative Management 3
figent Management

Agent Scheduling

et Marsgernert

Aritstion Mansgernsnt

Browss

Browss and In Flacs Recover

Browse and Out of Place Recover
Compliance Search

Cantent Directar Policy Managemen
Daka Protection/Management Oper: (

ERM Managsment

Job Management

Leqal Hold Management

Library Administration L
Library Management

License Management

MediaAgent Management

Object Store Download

Object Store Upload v
£ | >

New User Group Properties

General | Capabilties | Users | Associated Entities |

]

]
Client Camputer Groups
Client Computers

B2 Libraries

B Mediadgents

1 storage Policies

) VaultTracker Policies

oK

][ Cancel ][ Help
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SPECIFY NEW LOCATION FOR THE RECOVERED ITEMS FOLDER

You can specify a new folder name for Recovered Items as follows:

=3 New User Group Properties

General | Capabllties | Users | Assodiated Entities

(%

Available Users:

Member Users:

Connie
cwadmin
denise
groupd
sql
updateds
userds

Create new User

eneral | version | Securty | Actvey Contol | Groups | Frewlc
Advarcad | Content incexrg

e Locaton. Tree

NSO TWARE CoV: SystemGalary stance o
e meeowow ]
Recovereitensrodrtione

=

1. From the CommcCell Browser, right-click the client computer that has Exchange
Mailbox iDataAgent installed.

2. Click Properties.

3. Select Registry Key Settings.

4. Click Add.

5. Enter MSExchangeMB in the Name field.

6. Enter HKEY LOCAL MACHINE\SOFTWARE\CommVault Systems\Galaxy\Instance<xxx>\
in the Location filed.

7. Enter REG_DWORD in the Type filed.
Enter RecoveredItemsFolderName in the Value field.

9. Click OK.

/2

(o flicoens isreess]

CONFIGURE OWA PROXY ENABLER

If you did not configure the OWA Proxy Enabler after installation, you can do so as follows:

1. From the CommCell Browser, right-click the client computer hosting the Exchange
Server.

Client Computer Properties for ex2010-2

sian | security | Activiey Control | Groups || Firewal Configurstion | Policies | Job Configuration | Encryption

| Ganeral | er:
Advanced { ContenkIndexing | Search ServerURLs | Registry Key Settings

X

Cliert Side Dedupication

2. Click Properties.

3. From the Advanced tab, select the name of the proxy client from the Proxy for
Exchange list.

4. Click OK.

Path ta Exchange mining tool

DR Log Fi Lacation

[cx1program FilesiCommyautsimpana\Replication Logs

| [Ceromse |

Enable SnapProtect

=)

Enable retry on network errors

Retry Freauerey (seconds) | 0]
[«

Retry Count

Page 194 of 285



Administration Guide - Exchange Mailbox iDataAgent

CONFIGURE AUTOMATIC JAVA UPDATE DOWNLOADS

There are several ways to keep Outlook Add-In clients up-to-date with Java software updates as described in the following sections.

‘DOWNLOAD JAVA UPDATES OVERNIGHT

Java updates can be downloaded from the CommServe computer between 12:00AM and
6:00AM as follows:

1.

N

I

From the CommCell Browser, right-click the client computer that has Exchange
Mailbox iDataAgent installed.

Click Properties.

Select Registry Key Settings.

Click Add.

Enter nGuiUpdateCheck in the Name field.

Enter HKEY LOCAL_MACHINE\SOFTWARE\CommVault Systems\Galaxy\Instance<xxx>\
in the Location filed.

Enter REG_DWORD in the Type filed.
Enter 1 in the Value field.
Click OK.

General | wersion | Security | Activity Control | Groups || Firew:

1ob Configuration | Encryption
Advanced | Content Indexing Search Server URLs | Registry Key Settings Client Side Deduplication
Hame Location Type Yalue Enabled

nsqL cud
FAILFCRPRORY  FleSystemAgent
NDISABLE_CYFWD  Firenal
NKEEP_ALIVE Frenall
SEXCHANGESERVER ., iDakaAgent
sGalaxyAlias MSEchangeDMAgent  REG_SZ
nSIMGLEINSTANCETL. . MSExchangelBAgert  REG DWCRD
nPREFERREDIPFAMILY Session

REG_DWORD
REG_DWORD

Add Rogistry Key on Windows Client ex2003-2

3]«

0
o

g

*“600*

EX2003-2
SimpanaExchangeMs.
2

Mame  |nGuljpdatecheck

Location | commServe

Type  |ReG_DWORD ~|
vae [y ]
4
v
=)

‘DOWNLOAD JAVA UPDATES AT A SPECIFIC TIME

Java updates can be downloaded from the CommServe computer at a specific hour and minute of the hour each day. Note, however, that if you have
configured Java updates to download overnight as described above, these configurations will automatically override that setting.

SPECIFY THE HOUR OF THE DAY

N

IS

From the CommCell Browser, right-click the client computer that has Exchange
Mailbox iDataAgent installed.

Click Properties.

Select Registry Key Settings.

Click Add.

Enter ddavaUpdateTimeHour in the Name field.

Enter HKEY LOCAL_MACHINE\SOFTWARE\CommVault Systems\Galaxy\Instance<xxx>\
in the Location filed.

Enter REG_DWORD in the Type filed.
Enter a number between 0 and 23 in the Value field.
For example:

O Enter 0 to download Java updates at 12:00AM every morning.
O Enter 13 to download Java updates at 1:00PM every afternoon.
O Enter 23 to download Java updates at 11:00PM every evening.

Click OK.

SPECIFY THE MINUTE OF THE HOUR

Ensure the dJavaUpdateTimeHour registry key has been configured.

From the CommCell Browser, right-click the client computer that has Exchange
Mailbox iDataAgent installed.

Click Properties.
Select Registry Key Settings.

General | version | Securty | Activity Control || Groups || Frews
Advanced | Content Indexing Search Server LRLs | Reg

vall Confiauration | Folicies |
istry Key Settings Client Side Deduplication

Job Configuration | Encryption

Niame Location Type
nsaL Cud REG_DWORD
FAILFORPROXY FileSystemagent REG_DWORD
DISABLE_CYFWD  Firewal
rKEEP_ALIVE
SEXCHANGESERVER... Datahgent
sGalaxyalas MSExchangeDMAgent  REG_SZ

NSIMGLETNSTANCETL... MSExchangeMBAgent  REG_DWORD

Frewal

JRECERREDIRANIVESesion Add Registry Key on Windows Client ex2003-

value Enabled 3|
o -~
: ]
e
*e00%
EX2003-2
SimpanaExchangeME.
26

Heme [ dravalipdateTimeHour

Location | Commserve

Type  [REG_DWORD ~|
vae i3 ]
4

v
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5. Click Add.

6. Enter dJavaUpdateTimeMin in the Name field.

7. Enter HKEY LOCAL MACHINE\SOFTWARE\CommVault

Systems\Galaxy\Instance<xxx>\in the Location filed.

Enter REG_DWORD in the Type filed.

Enter a number between 0 and 59 in the Value field.

For example:

O Enter 0 to download Java updates on the hour (such as 12:00AM)

O Enter 15 to download Java updates at 15 minutes past the hour (such as 1:15PM)
O Enter 45 to download Java updates at 45 minutes past the hour (such as 11:45PM)

10. Click OK.

advanced | Content Indexing

General | Version | Security | Activiey Control || Groups || Firew:

Job Configuration | Encryption

all Confiouration | Polices |
Search Server URLs | Registry Key Settings cClient Side Deduplication

Name. Location
nsal Cvd
FAILFORFROXY
DISABLE_CYFWD
NKEER_ALIVE
SEHCHANGESERVER, ., Datagent
sGalaxyalas MSExchang
NSIMGLEINSTANCETL... MSEscchang

Frewal
Frewsl

Filsystemagent

JRECERREDIRANIVESesion Add Registry Key on Windows Client ex2003-2

Tvpe Value Enabled 3
REG_DWORD 0 ~
REG_DWORD 0 3
REG 52 0+
REG_ST 600"

REG 52 EX2003-2
eDMAgEnt  REG_SZ SimpanaExchangene.
eMBAgert REG_DWORD 26

Meme [d1avalipdateTimemin ]

Location | Commserve 5

Type |REG DWORD ~|

vae  [1g] ]

4

(ETD)

USE AN ALTERNATE COMPUTER FOR DOWNLOADING JAVA UPDATES

If it is not desirable to obtain Java updates directly from the CommServe computer, you can configure an alternate computer to facilitate these downloads.
Doing so offsets the network traffic and resources required of the CommServe to obtain the updates.

1. Ensure the alternate computer contains the following:
O The CommcCell Console software installed and configured for

web administration.

o e

»
AddRemove Software
Configuration

o Internet Information Services (IIS) installed and enabled. &

2. From the Tools menu in the CommServe's CommcCell Console,

click Control Panel.

3. From the Control Panel window, click E-Mail & IIS

Audi Tral

CammCell Impert{Expart
ettings

Configuration.
4. Click the IIS Server tab.
5. Click the Use Alternate IIS Web URL for Add-in checkbox.
6. Type the path to the alternate computer's web alias. The path @

should be entered as follows:

i) g
- i B
Alerts Array Management
& &
Biling Configuration Browse/Search/Recovery

Commilet Praperties

@8
DR Backup Settings & 115 Configuration g . e
|

Q £l

Custom Calendars

Onine Help:

[

I U Al b URL Fir Ouilrs el

[ Use Alkernate TI5 Web URL For Addin

R

2 =

http://<alternate computer iis server name>/<web_alias>

7. Click OK to save the information.

CONFIGURE LANGUAGE OPTIONS

By default, Outlook Add-In uses the language setting of Outlook. This can be changed by configuring a registry key as follows:

1. From the CommcCell Browser, right-click the client computer that has Exchange

Mailbox iDataAgent installed.

Firowall Configuration
Clor: Sicke

Seq, n
ioxina Feaitry voy Sertings

e aius Enabled ~

Add Repistry Key on Windows Client 6x2010casr2

Mo |UscoLsLocae J

ey T =

Tvee  [mra_rwonRn ~

vave [y ]

2. Click Properties.

3. Select Registry Key Settings.

4. Click Add.

5. Enter UseOSLocale in the Name field.

6. Enter ipataAgent in the Location filed.

7. Enter REG DWORD in the Type field.

8. Enter 0 or 1 in the Value field as explained below:

VALUE USE OS LANGUAGE SETTING USE OUTLOOK LANGUAGE
SETTING

none No Yes
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0 No Yes
1 Yes No
9. Click OK.

CONFIGURE UNIQUE USER SETTINGS FOR CITRIX ENVIRONMENTS

You can configure unique settings for users in Citrix environments as described in the following sections.

ENABLE USER SETTINGS ON THE CITRIX SERVER

The AllowPerUserSettings registry key is configured first to enable the overall functionality. Once this key is created, additional keys can then be created to
provide individualized settings. All keys are created under:

[Registry Key Area] \SOFTWARE\Microsoft\Office\Outlook\Addins\Galaxy.Ex2KMBDM.CVEAAddin

‘CONFIGURE SETTINGS FOR ALL USERS

The following settings can be configured for all users on the Citrix Server. These keys are configured in the HKEY LOCAL MACHINE area and apply to all users
logged in to the Citrix Server.

REGISTRY KEY DESCRIPTION

nSearchRangeDays Specifies the default number of days to search for protected messages.

ICONFIGURE SETTINGS FOR INDIVIDUAL USERS
You can create customized settings for individual users logged in to the Citrix Server. These settings are configured in one of the following areas:

e HKEY USERS, which contains unique registry key configurations for each user distinguished by the user's security ID.

e HKEY CURRENT USER, which contains a replica of the registry keys configured in HKEY USERs for the currently logged-in user.

By default, users logged into the Citrix sever with the AllowPerUserSettings configured are assigned the registry key values that exist in
HKEY CURRENT USER.

e If a key exists in HKEY LOCAL_MACHINE but does not exist in HKEY CURRENT USER, the respective key will be created and its value copied into
HKEY_CURRENT_USER.

e If a registry key exists in both locations with different values, then the value of the key in HKEY CURRENT USER will be used.

The following settings can be configured for individual users logged on to the Citrix Server.

REGISTRY KEY DESCRIPTION

UIOptions Allows changes to the current settings for the Outlook Add-In user interface options.
AutoOpenMail Allows a restored message to be opened automatically in Outlook after a restore operation.
nEvMgrCPortNumber Specifies the network port to be used during restore operations.

CONFIGURE THE CLIENT FOR JAVA UPDATES DURING INSTALLATION

The client computer can be configured to automatically download Java updates from the CommcCell Console during the software installation.

1. From the CommcCell Browser, right-click the client computer that has Exchange
Mailbox iDataAgent installed.

Click Properties.

Select Registry Key Settings.

Click Add.

Enter sGUIUpdateURL in the Name field.

o v kW N

Enter HKEY LOCAL MACHINE\SOFTWARE\CommVault Systems\Galaxy\Instance<zxx>\
in the Location filed.

N

Enter REG_SZ in the Type filed.

8. Type the path to the alternate computer's web alias. The path should be entered as
follows:

http://<alternate computer iis server name>/<web_alias>

9. Click OK.
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Client Computer Properties for €x2003-2

General | Wersion | Security | Activity Control | Groups | Firewal

Name
nsoL
NFAILFORPROXY
NDISABLE_CYFUD
KEEP_ALIVE
|SEXCHANGESERVER.
sGalaxyalias
NSINGLEINSTANCETL,

NPREFERREDIPFAMILY Session

Advanced | Content Indexing

Location Type Value Enabled
cud REG_DWORD o
FileSystamAgent REG_DWORD o
Frewal REG_5Z N
Firewall REG_SZ *600*

. Dataagent REG_5Z Exz0032
MSExchangeDMAgent REG_SZ ‘SimpanaExchangelE

. MsExchangeMBAgent  REG_DWORD 6

Add Rogistry Key on Windows Client ex2003-2

nfiquration | Policies | Job Configuration | Encryption
Seatch Server URLS Registry Key Settings Clierit Side Dedupiication

A

Mame [aGiupdatelRL

Location  patangent =
e [mcsz ~
vaue  [neeprfjmy._is_serverfconsole] ]

f
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Restore from Outlook - End Users - Outlook Add-In

Restore from Outlook Restore from a Web Browser Advanced Options

1. e Start Outlook
e Enter your Profile Name.
e Click OK.

2. e Click Add-Ins tab.
e Click Mailbox Archiver.
e From the list, select Find and Recover Messages.

3. If prompted, enter the user name and password provided by your administrator and
click OK.

e Expand your mailbox and select a message to restore.
e Click Recover All Selected...

e Select Recover all selected items to 'Recovered Items' folder.
e Click OK.

e Click the Recovered Items folder in Outlook.
e View the recovered message.
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Restore from a Web Browser - End Users - Outlook Add-In

Restore from Outlook Restore from a Web Browser Advanced Options

1. Type the URL provided by your administrator in the address line of your web browser.

e Type your Outlook user name and password.
e Click OK.

3. e Expand your mailbox and select a message to restore.
e Click Recover All Selected...

e Select Recover all selected items to 'Recovered Items' folder.
e Click OK.

The message will be restored to the Recovered Items folder in Outlook.

5. e Click the Recovered Items folder in Outlook.
e View the recovered message.
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Advanced Options - End Users - Outlook Add-In

Restore from Outlook Restore from a Web Browser Advanced Options

TABLE OF CONTENTS

Browse Messages in a Specific Time Period
Narrowing Your Searches

Overwrite Restored Messages

Preventing Messages from Being Restored

BROWSE MESSAGES IN A SPECIFIC TIME PERIOD

You can restore a message sent within a specific time period as follows:

1. e Start Outlook
e Enter your Profile Name.

e Click OK.

Click Add-Ins tab.
e Click Mailbox Archiver.
e From the list, select Find and Recover Messages.

3. If prompted, enter the user name and password provided by your administrator and
click OK.

4. Click New Browse.

5. e Click Specify Browse Time.
e Enter a new date and time.

Choose Profile
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e Click OK.

e Expand your mailbox and select a message to restore.

e Click Recover All Selected...

&
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e Select Recover all selected items to 'Recovered Items' folder.

e Click OK.

e Click the Recovered Items folder in Outlook.
e View the recovered message.

NARROWING YOUR SEARCHES
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You can narrow your searches by viewing only those messages created after a specific time as follows:

1.

e Start Outlook
e Enter your Profile Name.
e Click OK.

e Click Add-Ins tab.
e Click Mailbox Archiver.
e From the list, select Find and Recover Messages.

If prompted, enter the user name and password provided by your administrator and

Choose Profile
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click OK.

4. Click New Browse.

5. Click Advanced.

e Click Exclude Data Before.
e Enter a new data and time.
e Click OK.

e Expand your mailbox and select a message to restore.
e Click Recover All Selected

e Select Recover all selected items to 'Recovered Items' folder.
e Click OK.
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e Click the Recovered Items folder in Outlook.
e View the recovered message.

OVERWRITE EXISTING MESSAGES

You can overwrite an existing message with the restored copy as follows:

1.

e Start Outlook
e Enter your Profile Name.
e Click OK.

o Click Add-Ins tab.
e Click Mailbox Archiver.
e From the list, select Find and Recover Messages.

If prompted, enter the user name and password provided by your administrator and

click OK.

e Expand your mailbox and select a message to restore.

e Click Recover All Selected...

e Select Unconditionally Overwrite targets in their original location.

o Click OK.

Restore Options for All Selected Items
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@ Dilawson@e... Varia Whitma... 8.0 — Testing Requ... 11/17/108:46 AM 9.11KB
B @ ChFurbusher... Farah Earde. .. lots of strange stuff... 11/17/108:38 AM 20.18K8
@ LoDouglase.... Arlette Banya. A7)0 8:37 AW B.83KB.
-1 suogested Contacs @ CaDobbson@... Adriene Alvin... 2468 Let Us Learnt... 10/11/103:37 PM 9.3k8
b gt e § Hcrerbuc.. ks Ot Lot . IIIOTTM  557.7000
Uisat.. o . L vt v b . 101008 A 104410
O W, Slna el e T ot e URZI0 109 766910
Tt i .. KR,V e L1002 62510
R, . et el De e Wk, IZIO 10158 5510
@ RaDowie@ex... Adriene Alvin... |||Slasher Fim Revi... 1172210 9:59 AM 5.02K8
‘Sehveln@ex... Lucienne Dea... Mesting Notes: Boa... 11/22/10 10:18 AM 12k8
. - Wkt Lsarir, NGHLOINL ipztossan 170
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K

Restore Options for All Selected Items

(@- Uncaonditionally Overwrite targets in their original Iocaﬁa

() Recover all selected items to 'Recovered Items' folder

e Click the original folder in Outlook.
e View the recovered message.

PREVENTING MESSAGES FROM BEING RESTORED

Ensure your administrator has configured this capability.

If you have messages that you do not want to restore, you can prevent them from being restored as follows:

1. e Start Outlook

e Enter your Profile Name.

Choose Profile [ x|

e Click OK. Profile Marne: I

Al Mew. ..

" |

o]

Cancel | Cptions >>|

2 . BI@9 =
' e Click Add-Ins tab. B vome  sensjmeewe o view  peoper
) . . s ST )
e Click Mailbox Archiver. e Seeeted Messoges o Arive Ut
e From the list, select Find and Recover Messages. o sevees o e
e s Fecer om e e o
- Adm‘mu(va(av@zxch com B e I=|
mbox )
| > Administeator@exch.com
@ Dettedems  arene i 1)
[ unk E-Mail
3. If prompted, enter the user name and password provided by your administrator and pioccirs | Q@
click OK. =
e ¢ [rommocrn 2] Lep
S rorer =& amp
. T 1 Administrator (2)
@ pettednems 9  Aarene en )
o et Connect to Commell i
e . e ]

[ Search Folders

b AFelh@exch.com .

4 amamy@exch.com
4 AmAmy@exch.com

Le plus grand faible des homme
(4 Amamy@exch.com

Le travail loigne de nous tro

4 Aulessup@exch.com I

e Enter search criteria. For example, you can type a file name in Name/Pattern to
narrow the search. You can search for partial words without the need for wildcard
characters at the beginning and/or end of the search string.

These wildcards, or a combination of these wildcards, are supported:
o * for any number of characters e.g., Accounting*.
o 2 for any one character e.g., user group?.
O [] for a range of characters e.g., [a-k]Lee.
o [!] for a negation of a range of characters e.g., [!a-k] Lee.
e Click Search. The data that matches the criteria are displayed in Search Results.

e Select one or more items.

~ murkoc\Clent Computers\paul\File Archiver\defaultArchiveSet sl@m
5 Pt Optons(Databetween: 4f6/11 300PM .. | Search Rt | Seeced s

— %) ||zmetcngens Hsove Qemsl @pre T A Y
flomepatem 2 tame VedtedTme ¥
e - Tergri_S00010t oy 02347
5 Temord o002t ospr110234PM
TergFi 00003 0t o721 02340
TergFi 000040t o471 02345
Advanced Options 8 o471 02345
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e Right-click the items and select Erase Selected Item(s). S ottt 4/ S0P [SemchRents s ens
T %) || motchngitens Bsove Denad @pet T4 %
) eepsten o= pemers g
You can also erase data when it has been moved to = gl P LI 7
@ || Tewers

Selected Items.

Advanced Options S

Erase Selected hemis)

Terori_o000.0¢ st Mediaand Size 701102357
Terori 00006 0t s01103:28PM
Tergri 000010t oL 1:15 M
TeroFi o002t osps/011 11 A
TergFi_00003 0t osps/11 1115 A
Terori_S0004 0t ospsa0nt 11
Terori 00005 0t osps/011 11 A
TergFi 000010t ospos/2011 1129 4
Terpri o002t ospsa01t 1129 a0
TergFi 00003 0t osps/011 1129 A0
TergFi 00004 0t osps/011 1129 44
51 Temord_oo00s.txt. ospsa0nt 1129 a0
TergFi_00006 0t ospos/2011 1129 4

T
i
]

[
k
[
i
g

e 4

6. e Click Yes. Erase Data By Find =]

@ The data selected will be permanently removed from the backup
and will not be available for recovery.
Are you sure you want to proceed?

7. e Optionally, modify what will be erased by selecting either Browse, Add, or Erase Backup/Archived Data LX)
Delete. General | Job Initiation
e Confirm the data to be erased and click OK. e

Browse

Path

frpoolfedrsrc/FSDM/ING fTempFil_00006. bt
frpoolfedrsrc/FSDM/ING fTempFil_00007. bt
frpoolfedrsrc/FSDM/ING fTempFil_00D0S. bt

£ ok | [ cancel |[ advanced | [ (B save assamt
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Desktop Browse - Exchange Mailbox (Administrator)

Install | Setup Next »

Desktop Browse enables users to browse data from an user-friendly Web interface from any remote location. To enable Desktop Browse operations, you need
to first install the Web Search Server and the Web Search Client. The Web Search Server and Web Search Client can be installed on the same computer or on

different computers.

Ensure that Service Pack 2 has been installed on the Client computer and Web Search Server prior to using this feature.

INSTALLING THE WEB SEARCH SERVER AND WEB SEARCH CLIENT

1. Ensure that the IIS is installed on the CommServe computer before installing the Web
Search Server and Web Search Client.

2. Run Setup.exe from Software Installation Discs on the CommServe computer.
3. Select the required language.
Click Next.
Select the language you will use duing installation.
4. Select the option to install software on this computer.
NOTES
e The options that appear on this screen depend on the computer in which the
software is being installed.
= Install Software on this computer
= Advanced options
2 Wiew documentation website
£ View Install Quick Start Guids [Requires Adobe Acrobat Reader]
2 Install Adobe Acrobat Readsr
& Esit
5. Click Next.

Welcome
The Installer will guide you through the
setup process for Software

This program willinstall Seftware an your camputer.

It iz strongly recommended that you exit all Windaws programs before running this
Setup program.

Click Cancel to quit Setup and then close any programs pou have urning, Click

Mext to cantinue with Setup.

WARNING: This program is pratected by copyright law and intermational treaties

Unautharized reproduction or distribution of this program. or any portion of it. may

result in severe oivil and criminal penalies, and will be prosecuted to the masimum
extent possible under the law

Installer

6. Cickok I — |

i Itis strongly recommended that any and all wins scanning software be disabled
\J) immediately before continuing with this Software instalation. Failure to do so may result in
filedocking by the vitus scanner and subsequent failure for setup to install its own files.

Click OK once you have disabled them and setup will continue.

7. Select I accept the terms in the license agreement.

Click Next.
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Installer

License Agreement
Please read the following License Agreement. Press
the PAGE DOWN ke to view the entire agreement.

~
End User License and Limited Warranty Agreement
Software Release 9.0.0
(including Microsoft® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)
Tua b
% | accept the terms in the license agreement.
" | do not accept the terms in the license agreement.
Installer
<Back | MNew> | Cancel |

8. Expand Client Modules | Web Search Server & Browse and select Web Search

Server and Web Search Client. Select Platforms

Select the platforms you want to configure.

Click Next.
= Q A | Move the pointer over a
= @ Common Technology Engine platform name to see a
@ CommServe Modules description °', the platform and
] reasons why it may be
# 0 CommCell Console cisabled,
+ [ Mediahgent Modules
= ©2 Client Modules —
% 1 Backup & Recovery e apace
# C2 Content Indexing and Search (Req/Recommended)
# [ Web Based Search & Browse Installation Folder:
# 2 Archive Management 0MB/0MB
# 0 ContinuousDataReplicator )
% [ SAM Temporaty on C: drive:
+ 02 Supporting Modules EE
+ 0 Tools v
. Special Registiy Keys In Use
I™ Install Agents for Restore Only <Back | I T |

@y Setup detected ane o more nstances of Microsoft SBL Server running on this system.
\-‘) For performance reasons, it strongly recommended nat ta run any other Applications on
softevare server that make use of thess instances,
Ciick Yes ta continue or No to exi.

Mo
10, Click Yes. I —

9y Setup deltected an instance of SOL Server wih the name Company akeady ssists on

\-/ this computer, 1 any third-party applications are using this instance, it s stiongly
recammended that you exit the install, uninstal Company nstance and fun Setup again
Dtherwiss, you map conéinue with the instal,

Click Yes to continue of No to exi,

No
11. Specify the SQL Server System Administrator password. Installer X
SQL User P d
NOTES Fride 8 smoond o S i s
e This is the password for the administrator's account created by SQL during the
installation. Please provide a password for SOL user 'sa'

Click Next.

SOL user 'sa’

Enter Passward

12, Modify Apache Tomcat Server port number to 82.
Click Next.
NOTES:

e Ensure that these port numbers are different and are not already used by any
other services or application.
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Installer g|
Part Number Selection

Please specify the port numbers you wart to use for IS
and Apache.

115 Diefault WebSite port number; |20

[~ Stop IS default website

#pache Tamaat Server port number: | 30

Seaich Service port urber. 81

Installer

< Back Newt > cancel |

13. Click Next. Installer, El

Download and Install Latest Update Packs

Download and Install the latest service pack and post
pack fiom the software provider website.

I~ Download latest update pack(s)

Wake sure you have intemet conriectivity at this time. This process may take some tmne
depending on download speed

Irstaller

< Back Wt > cancel |

14.  Select Add programs to the Windows Firewall Exclusion List, to add CommCell _
programs and services to the Windows Firewall Exclusion List.

Windows Firewall Exclusion List

i Allow programs to communicate through Windows
Click Next. Firewall

This option enables CommCell operations across Windows firewall by Windows Firewallis ON

adding CommcCell programs and services to Windows firewall exclusion

list.

[V Add programs to the Windows Firewall Exclusion List

It is recommended to select this option even if Windows firewall is 1f you plan on using Windows Firewall it recommended to add the software programs to the
disabled. This will allow the CommCell programs and services to function cichton ft
if the Windows firewall is enabled at a later time.

Installer

<Back [ New> | Cancel |

15. Enter the Web Search Server database installation path. Installer 3]

Click Browse to modify the default location. Datahase Path

Location for database files
Click Next.

Database Path
Diive List Space Requied / Recommended
’Vc 10016 WE - ’V 200 ME /1024 ME

Installer

< Back Nest > Cancel

16. Click Next.
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staller &|

Web Administration
‘wieh Administration for Weh Search Clisnt

Wirtual Directories for Weh Search Client:

Complance site: [compliancessarch

End-user site:

Adrmin site: | searchadmin

Installer

< Back Hewt s cancel |
17.  Click Yes. iter

Setup must now stap and restart the Wiorld Wide Web Publishing [W3SVE) service.

%

Select Yes to continue or No to continue without restarting the service

1f you select No, pou must manually stop and restart the Word Wide Web Publishing
[W3SYC) service when setup completes

No

\"/ Before starting any soltware services, this computer will resuie a reboot after completion
f Setup.

of

19.  Click Next.

Summary
Surmmary of install selectiors

Setup has snough information to start copying the program fiss. If you are satisfied with the
install settings, cick Next to begin capying files.

~
Destination Path =

Interface Name = audi.mycompany. com

Client =audi

Job Results Path = C:\Progiam Files\obRiesults B
Global Filters = Use Cell level policy -

Installer

< Back Hest > carcel |

20. Click Next. Installer &l

Schedule Reminder
Jaob schedule creation reminder

Please nate:

“You still need to create a Job Schedule for each iDatadgent that has been installed on
this client computer.

Job Schedules are required to allows the iD atabgents to perform automated backup
and restors operations.

Job Schedule creation can be accomplished through the CommCel Consals
administration interface.

Irstaller

21. Click Reboot to finish the installation.
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staller

Completion Report
Setup complete

Software installation completed successfully B
WebSearchServer URL
hittp:/dm2searcha.dm3 company . com:B1 [Searchsve

‘WebSearchClient URLs
hitp:/fdm2search3. dms3. company, com:B0jsearch

hitp: fdm2sear ch3.dms3. company, had
http:/idm2searchd.dm3 company, com:&0fcompliancesearch

Services have not been started. Befors statting any servics, it is required that you rebaot this
lcamputer

Installer

| Mext » |
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Desktop Browse - Exchange Mailbox (Administrator)

Install Setup

Once the Web Search Server and Web Search Client are installed, perform the following configurations:

SETTING UP PERMISSIONS FOR END USERS

1. Obtain the domain name and fully qualified domain name of the Active Directory
server.
2. Ensure that LDAP is configured on the AD server:

e From the Active Directory Server, select Start | Run.

e Type Idp on the Run dialog box and click OK.

e Click the Connections menu option, and select Connect.

e From the Connect dialog box, enter the following information:
O Server: Enter the name of the external domain server, e.g.,

computer.domain.com.

O Port: Enter 636 as the port number for the external domain server.
O SSL: Mark this checkbox to check for the proper certificate.

e Click OK. If properly configured for LDAP, the external domain server details will
be displayed in the LDP windowpane. If not configured for use with LDAP, an error
message will appear indicating that a connection cannot be made using this
feature.

3. From the CommCell Browser, expand the Security node, right-click Name Servers |
Add New Domain and click Active Directory.

4. e Enter the domain name in NetBIOS Name text box, e.g., mydomain.
e Enter the Fully Qualified Domain Name (FQDN), e.g., mydomain.mycompany.com in
the Domain Name text box.
5.

e Click Edit to enter the user account information for the domain.
e Type Username and Password in Enter User Account Information.
e Click OK.

< Previous
., Ldp =[0fx]
Gornectior Bows: iew Optos Uits o
|
Connect
Pot |66 I Comnectiorless
W 6L

Cancel
Ready 4
=
]

Add New Domain Controller @

NetBIOS Name: mycompany

Domain Name: mycompany
User Account: gbuilder

Resource Domain

[[] use Secure LDAP

[] Disable the use of this contraller

Description

o

K

][ Cancel ] [ Help
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Add New Domain Controller

NetBIOS Name: |

Domain Name: ‘

1
User Account: ‘ | (I Edit D

Resg -
Enter User Account Information @

O Confirm Password: )

4

5
<[ oK D[ Cancel ][ Help ]

[ oK ] [ Cancel ] [ Help ]
6- e Select Use Secure LDAP to enable the secure Lightweight Directory Access AddNew Domain Controllen X
Protocol (LDAP) with the external domain.
e Click OK. NetEIOS Name: | |
Domain Mamme: | |
User Account: | ‘ [ Edit ]
Resource Domain | vl
[] Enable 550
[[] Disable the use of this contraller
Description
q [s]4 D[ Cancel ] I Help ]
7. Once you have registered the Domain Controller, restart the IIS services on the Web
Search Server.
e From your CommsServe computer, click the Start button on the Windows task bar
and then click Administrative Tools.
e Click Services.
e In the Services window, select and right-click IIS Admin Service and click
Restart.
o Restart Other Services dialog will be displayed, click Yes.
8. From the CommCell Browser, expand the Security node, right-click CommcCell User
Groups and select New User Group.
9.

e Type the user group name in Name text box.
e Type a description on the user group in Description box.
e Click Capabilities tab.
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7

Desiription

Enabled
[[] &ll Capabilities

[] &l Associations

[ [+ 4 l[ Cancel l[ Help l

10.

e Press Ctrl key and select the following capabilities: New User Group Properties 3]

O Browse General | Capabities | Users (Assoriated Ertitiss)
3
O End user search Cirallable Capabilties 1 Assigned Capablities:

[Administrative Management A

e Click > to move the selected capabilities to the Assigned Capabilities list box. —

\Agent Management
e Click Associated Entities tab. fgert: Scheding

Alett Management

\Annotation Management:

Browse

Erowse and In Flace Recower

Browse and Out of Place Recover
Compliance Search

‘Content Direckar Palicy Managemen
Data Prokection/Management Oper:
End User Search

ERM Managsment

Job Management

Legal Hold Management

Library Administr ation |
Library Management

License Management

Mediafgent Management

Object Store Dawnload

Object Store Uplaad ~
< | &

[ [+ 4 I[ Cancel l[ Help l

11. e Expand Client Computers node and select the client computers to be browsed. New User Group Properties ]

e Click OK. General | Capabilities | Users | Assodated Entities |
[ scrankonsd
fent Computer Groups

52 Libraries
B Mediatgents

{8 storags Policies

(] VaultTracker Palicies

(o D[ concel ][R

12, Ensure that the specific external user group in which the user belongs has Group
Scope defined as Globalon the Active Directory Domain:

e Navigate to Start | Administrative Tools | Active Directory Users and
Computers.

e Right-click the external group and select Properties.
e Select Group from Group Scope and click OK.
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13

14.

15.

From the CommCell Browser, navigate to Security | Name Server |<Domain
Name>, right-click External Groups and select Add New Group.

e Click Browse.

e Select the <external user group name> in which the user belongs.

e Select the CommcCell User Group to associate with the specified external user

group.
e Click OK.

ntest Properties [ x|

General |Members| Membeerl tanaged Byl Dbiectl Securilyl

& ntest

Group name [pre-windows 2000]:

Dresciiption: I

E-mail: |

rGroup scope——— | Group type
| Domain lncal % Security
C " Distripution
 Universal

Hates:

ok I Cancel | Apply |

Sy > < N Sevrs > 31 6501 > [ Gt o >

e

Pl B o clet o

(=)
e |
o |
lehentiasons]
9
0 s ontl ¢ i
72 o Ceotr [EF)

b Tipe Sibcert | wbipe | P St Wedwagmn St

T
sl

[rare Wi e areis

“Wpase [BPaing  omaten, Mno, Mo, A, M sverts shoun 200

External Damain; Laptop

o 2 w
cotvenss < 8
e [EE)
— ey | e b o Fown oot | evetcais o el
0 om ohoov@n s e e e CommAL el oA
LT= e S OIRUOTO® Sae oi samos e,
s ) a Pt e st

S s st o110 ¥

_ Add new External Graup

seect anxtornal Groupi | \(‘ soes )
Seloc the ComCelluser groups o be assochted wkh the above Extemal Group

Avallble CommCell Groups Assaciated CommCell Groups /
Laptop End User

iew All

master

Select an external group

Select an external group:

DrsUpdateproxy -
Domain Adrins
Domain Computers
Domain Contrllers
Dy st

Erterprie Admins
Erterprise Read-anly Domain Cartr... ¥/

o

Description
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16.

17.

From the CommcCell Browser, right-click to <Client Computer> on which Web
Search Server is installed and click Properties.

Click Search Server URLs tab.

Make a note of End User Url to provide the URL to the user to browse and recover
the data.

SETTING UP PERMISSIONS FOR COMPLIANCE USERS

1.

Obtain the domain name and fully qualified domain name of the Active Directory
server.

Ensure that LDAP is configured on the AD server:

e From the Active Directory Server, select Start | Run.

e Type Idp on the Run dialog box and click OK.

e Click the Connections menu option, and select Connect.

e From the Connect dialog box, enter the following information:

O Server: Enter the name of the external domain server, e.g.,
computer.domain.com.

O Port: Enter 636 as the port number for the external domain server.
O SSL: Mark this checkbox to check for the proper certificate.

e Click OK. If properly configured for LDAP, the external domain server details will
be displayed in the LDP windowpane. If not configured for use with LDAP, an error

Add new External Group [z‘
External Domain: EXCH
Select an External Group: |gruup1 | [ Erowse ]

Select the CommCell user groups to be assodated with the above External Group:
fwvailable CommCell Groups Associated Comm(ell Groups

Glabal Domino Enduser Group
Yiew Al
exch-endusersearch

Drescription

ford - CommCell Console.

Fle View Tools Winday

B m R

& CommeellBrowser ®
& Ford_cn
Clent Computer Groups
! %ﬁ Cient: Computers
biny_cn
B2 Ford_en
E arch
BhFlesyse| ATl )
€ Securky View »
Storage Resoure
Polcies
1l Feports
L Content Director
SR Enterprise viener

%'gcm Analyss
Workflaws.

Froperties

2 CommCel Bromser

5 Agents

1 abject(s) Fard_en | adin

Client Computer Properties X

General || Version | Security | Activity Contral | Grouns |_Firawall Corfiguration | Poliies | Job Canfiguration
Encryption | Advanced | Contert Indexing || Search Server URLS || Registry Key Settings | Client Side Deduplication

Complance Ul | a ]
End User Lkl [ritpi1searehs . compary.comis2jsearch ]
Admin/search Analytics Url: | dm3. company ]
Wb Server LRL: hetp:fsearchd. . company .comiB1 Seatchive

b Server Name: Searchs, dm3. company com
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message will appear indicating that a connection cannot be made using this [ Lip =00
feature Connectior Browss View Options Ukilties Help
' 4
Connect.
Bot [ I Cornectionless
¥ ssL

Cancel
[}
Ready 4
3. From the CommCell Browser, expand the Security node, right-click Name Servers | e SRR - o«

@ samss >  swey > <5 s > a5z
Add New Domain and click Active Directory. [ el

B P
- B

& comcetpomsr
= aos

e Enter the domain name in NetBIOS Name text box, e.g., mydomain. Add New Domain Controller X

e Enter the Fully Qualified Domain Name (FQDN), e.g., mydomain.mycompany.com in

the Domain Name text box. NetBIOS Name: | mycompany

Domain Name: mycompany
User Account: gbuilder
Resource Domain v

[[] use Secure LDAP
[] Disable the use of this contraller

Description

[ oK ][ Cancel ][ Help ]

e Click Edit to enter the user account information for the domain.

e Type Username and Password in Enter User Account Information.
e Click OK.
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Add New Domain Controller

NetBIOS Name: |

Domain Name: ‘

1
User Account: ‘ | (I Edit D

Resg -
Enter User Account Information @

O Confirm Password: )

4

5
<[ oK D[ Cancel ][ Help ]

[ oK ] [ Cancel ] [ Help ]
6- e Select Use Secure LDAP to enable the secure Lightweight Directory Access AddNew Domain Controllen X
Protocol (LDAP) with the external domain.
e Click OK. NetEIOS Name: | |
Domain Mamme: | |
User Account: | ‘ [ Edit ]
Resource Domain | vl
[] Enable 550
[[] Disable the use of this contraller
Description
q [s]4 D[ Cancel ] I Help ]
7. Once you have registered the Domain Controller, restart the IIS services on the Web
Search Server.
e From your CommsServe computer, click the Start button on the Windows task bar
and then click Administrative Tools.
e Click Services.
e In the Services window, select and right-click IIS Admin Service and click
Restart.
o Restart Other Services dialog will be displayed, click Yes.
8. From the CommCell Browser, expand the Security node, right-click CommcCell User
Groups and select New User Group.
9.

e Type the user group name in Name text box.
e Type a description on the user group in Description box.
e Click Capabilities tab.
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7

Desiription

Enabled
[[] &ll Capabilities

[] &l Associations

[ [+ 4 l[ Cancel l[ Help l

10. e Press Ctrl key and select the following capabilities: New User Group Properties ]

Browse General | Capabities | Users (Assoriated Ertitiss)
3
Compliance Search Avallable Capabilities;? 1 Assigned Capabilities:

[Administrative Management A

Legal Hold Management S

\Agent Management
Annotation Management igent Scheduing
Alett Management
Tag Management lannotation Management
Browse
ERM Management Browse and In Place Recover
. apees - A . Ex d Ouk of Place R
e Click > to move the selected capabilities to the Assigned Capabilities list box. o

Compliance Search

e Click Associated Entities tab. ontenk Drectr Polcr Hanagenen
Data Prokection/Management Oper:
End User Search

ERM Managsment

Job Management

Legal Hold Management

Library Administr ation |
Library Management

License Management

Mediafgent Management

Object Store Dawnload

Object Store Uplaad ~
< | &

O O O O O ©°

[ [+ 4 I[ Cancel l[ Help l

11. e Expand Client Computers node and select the client computers to be browsed. New User Group Properties ]

e Click OK. General | Capabilities | Users | Assodated Entities |
[ scrankonsd
fient Computer Groups

52 Libraries

B Mediatgents

4 g1 Storage Policies

(] VaultTracker Palicies

(o D[ concel ][R

12, Ensure that the specific external user group in which the user belongs has Group
Scope defined as Globalon the Active Directory Domain:

e Navigate to Start | Administrative Tools | Active Directory Users and
Computers.

e Right-click the external group and select Properties.
e Select Group from Group Scope and click OK.
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13

14.

15.

From the CommCell Browser, navigate to Security | Name Server |<Domain
Name>, right-click External Groups and select Add New Group.

e Click Browse.

e Select the <external user group name> in which the user belongs.

e Select the CommcCell User Group to associate with the specified external user

group.
e Click OK.

ntest Properties [ x|

General |Members| Membeerl tanaged Byl Dbiectl Securilyl

& ntest

Group name [pre-windows 2000]:

Dresciiption: I

E-mail: |

rGroup scope——— | Group type
| Domain lncal % Security
C " Distripution
 Universal

Hates:

ok I Cancel | Apply |

Sy > < N Sevrs > 31 6501 > [ Gt o >

e
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e |
o |
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9
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cotvenss < 8
e [EE)
— ey | e b o Fown oot | evetcais o el
0 om ohoov@n s e e e CommAL el oA
LT= e S OIRUOTO® Sae oi samos e,
s ) a Pt e st

S s st o110 ¥

_ Add new External Graup

seect anxtornal Groupi | \(‘ soes )
Seloc the ComCelluser groups o be assochted wkh the above Extemal Group

Avallble CommCell Groups Assaciated CommCell Groups /
Laptop End User

iew All

master

Select an external group

Select an external group:

DrsUpdateproxy -
Domain Adrins
Domain Computers
Domain Contrllers
Dy st

Erterprie Admins
Erterprise Read-anly Domain Cartr... ¥/

o
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Add new External Group ['5_(

External Domain: EXCH

Select an External Group: |gruup1 | [ Erowse ]

Select the CommCell user groups to be assodated with the above External Group:
fwvailable CommCell Groups Associated Comm(ell Groups

Glabal Domino Enduser Group
Yiew Al
exch-endusersearch

1

Drescription

3/-'-'-"\
! oK } Cancel Help

16. From the CommcCell Browser, right-click to <Client Computer> on which Web
Search Server is installed and click Properties.

ford - CommCell Console.

Fle View Tools Winday

B m R

& CommeellBrowser ®
& Ford_cn
Clent Computer Groups
! '% Cient: Computers
biny_cn
B2 Ford_en
E arch
{DA File Systel
€ Securky View »
Pananson] oo
Policies
il Reports
1 Content Director
SRM Enterprise Viever

%'gcm Analyss
Workflaws.

AlTasks )

2 CommCel Bromser

5 Agents

1 abject(s) Fard_en | adin

17. Click Search Server URLs tab. Client Computer, Properties 3]
| General | Mersion | Security | Activiby Control | Grouns | Firewsll Confi t | Policies | 3ob Confi tion |

Make a note of End User Url to provide the URL to the user to browse and recover Eneryption | Advanced | Conten indsmng || S35 Serier UPL | Regeiry Key Setings | lent 5 beduplcation
the data. Compliance Ur i | ‘

End User Lir: [Fttp searcha.dwis. company. com:2(search |

Admin/search Analytics Url: | dm3. company ]

Wb Sepver LRL hittp:ffssarch. dm3. company .com:81/SearchSyc

b Server Name: search3.dm3. company .com
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Desktop Browse - Exchange Mailbox (User)

Getting Started | Restore Advanced Options | Mext » |

Desktop Browse enables users to browse and restore data using a web browser from any remote location without the need for installing the software.

LOGGING TO WEB CONSOLE
1. Open the supported Web Browser and type the Web Console URL in the address line.

For example, http://amber.domain.company.com/<web_alias_name> () Chpfamberdonan.conpan D)
(SAY

Fle Edt ew Favortes Tools Help

¢ Favorkes ‘ Btarkpage ‘ ‘

e Type the login credentials to access the Web Console. T oIS
e Click Login. e Edt Vew Favorkes Tods Hebp

i Favorkes | 4 Comphance Search

BROWSING AND RESTORING DATA

1. From the Web Console, click Browse on the left pane. GG
2. Double-click the <CommServe computer name>.

D
3. Double-click <MailBoxes>
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4. e Click the <Mailbox name>.
e Double-click the Mailbox item from which you want to restore from the right pane.
5. Right-click the item to be restored, and select Restore.
The item is copied to the MyReviewSet folder under MySets | ReviewSet node in
the Web Console.
7. Right-click the item and select Download Item.
8.

e Click Save from the File Download dialog.

e Specify the location where the file needs to be downloaded in the Web Browser's
download dialog box.

o Click Save.

| MNext » |
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Desktop Browse - Exchange Mailbox(User)

Getting Started Restore Advanced Options

TABLE OF CONTENTS

Restoring Data From a Specific Time Range

Finding Emails with a Specific Subject name

Finding Emails From a Specific User

Finding Emails To a Specific User

Finding Emails with the Received Time Range

RESTORING DATA FROM A SPECIFIC TIME RANGE

You can also browse and restore data that was backed up some time earlier or within a specific time range.

1.
2
3.
4

o P N U

11.
12.
13.

From the Web Console, click Browse on the left pane.

Double-click the <CommServe computer name>.

Double-click MailBoxes.

Double-click the specific <mailbox name> and select one of the following options:
O Recent

O Last Week

o Two Weeks Ago

O Three Weeks Ago

O Last Month

Right-click the <mailbox> and select Browse By Time.
Select the time range in the Before drop down boxes.

Click After and specify the time range.

Click OK.

Navigate to the mailbox item to be restored on the right pane.

Right-click the item and select Restore. The mailbox item is copied to the
MyReviewSet folder under MySets | ReviewSet node in the Web Console.

Right-click the item and select Download Item.
Click Save from the File Download dialog.

Specify the location where the mailbox item needs to be downloaded in the Web
Browser's download dialog box and click Save.

FINDING EMAILS WITH A SPECIFIC SUBJECT NAME

You can use Find option to search and locate emails with a specific Subject name

Follow the steps given below to find and locate Mailbox items with a specific Subject Find optians in folder |
name.
1. From the Web Console, click Browse on the left pane. Email

2.
3
4,
5
6

Double-click the <CommServe computer name>.

Double-click MailBoxes.

Right-click the <Mailbox name> and select Find.

Type the Subject name of the Mailbox item. ]
Click OK.
Ta
Received Time
Ay

Ok

« Pravious | MNext »

Cancel
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FINDING EMAILS FROM A SPECIFIC USER

You can use Find option to search and locate emails from a specific user.

Follow the steps given below to find emails from a specific user. Find options in folder | ¥
1. From the Web Console, click Browse on the left pane.
2. Double-click the <CommServe computer name>. Email th
3. Double-click MailBoxes. Subfect
4. Right-click the <Mailbox name> and select Find.
5. Type the From details of the email.
6. Click OK.
Ta
Received Time
Any kg
Ok Cancel
FINDING EMAILS TO A SPECIFIC USER
You can use Find option to search and locate emails to a specific user.
Follow the steps given below to find emails to a specific user. Find options i folder | 5
1. From the Web Console, click Browse on the left pane.
2. Double-click the <CommServe computer name>. Email +
3. Double-click MailBoxes. Subiect
4. Right-click the <Mailbox name> and select Find.
5. Type the To details of the email. From
6. Click OK.
Received Time
Ay v
Ok Cancel
FINDING EMAILS WITH THE RECEIVED TIME RANGE
You can find and locate an email based on the received time range (such as Any, Today, Yesterday, etc).
Follow the steps given below to find and locate Mailbox items based on the Received Find options in folder \ %
Time..
1. From the Web Console, click Browse on the left pane. Email A
2. Double-click the <CommServe computer name>. Subject
3. Double-click MailBoxes.
4. Right-click the <Mailbox name> and select Find. From
5. Select Received Time from drop-down menu.
6. Click OK. To
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« Pravious | MNext »
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Desktop Browse - Exchange Mailbox (User)

Getting Started Restore Advanced Options « Previous

TABLE OF CONTENTS

Retaining an Email for Long Term
Moving an Email to a Records Management Site
Adding Comments to an Email

Adding Review Tags to an Email
Grouping Emails by Sender

Filtering Emails by Sender
Downloading an Email

Downloading Multiple Emails

Saving an Email Properties

Sharing Emails to Other Users

Sharing Browse Results to Other Users

RETAINING AN EMAIL FOR LONG TERM

Compliance users can retain a specific mail for a longer term by moving them to a Legal
Hold container.

1. From the Web Console, click MySets on the left pane.

2. Double-click Review Set and click the <Review Set Name>. —

3. Right-click the mail, navigate to Add Item To | Legal Holds and select <Legal
Hold Name>.

MOVING AN EMAIL TO A RECORDS MANAGEMENT SITE

Compliance users can move mails to a Records Management Site (eg., Microsoft
SharePoint Site) using an ERM Connector.

1. From the Web Console, click MySets on the left pane.

Double-click Review Set and click the <Review Set Name>.

2
3. Right-click the mail, and select Submit To ERM.
4

Click ERM Connector Name drop-down box and select the <ERM Connector ' B
name>.

5. Click OK. — e

ADDING COMMENTS TO AN EMAIL

1. From the Web Console, click MySets on the left pane. e om0 =4
2. Double-click Review Set and click the <Review Set Name>. x

3. Right-click the mail and select Comment. =

4. Type the statement for comments and click Comment.

5. Click Close to exit the Comment window. |

ADDING REVIEW TAGS TO AN EMAIL
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Compliance users can apply review tags to a mail to facilitate easy search based on tags at
a later point of time.

From the Web Console, click MySets on the left pane.
Double-click Review Set and click the <Review Set Name>.
Right-click the mail and select Manage Tag.

On the Manage Tag(s) window, select the tag to apply.

oA W

Click Apply Tags.

GROUPING EMAILS BY SENDER

1. From the Web Browser, click My Sets on the left pane.

2. Double-click Review Set, and then click the desired <Review Set Name>/<Legal
Hold Set Name>.

3. On the Group By menu, click Sender.

FILTERING EMAILS BY SENDER

1. From the Web Browser, click My Sets on the left pane.

2. Double-click Review Set, and then click the desired <Review Set Name>/<Legal
Hold Set Name>.

3. On the Filter menu, click Sender.
4. On the right pane, select the name of the sender.
5. Click Apply.

You can click the Clear button on the right pane to clear all the selected senders. To clear
a specific selected sender, click the cross-mark symbol corresponding to the selected
sender on the right pane.

DOWNLOADING AN EMAIL

From the Web Console, click MySets on the left pane.
Double-click Review Set and click the <Review Set Name>.

Right-click the mail and select Download Item.

AW N

Specify the location where the mail needs to be downloaded in the Web Browser's
download dialog box.

DOWNLOADING MULTIPLE EMAILS

In order to download multiple mails, you can export the selected mails/folder to a
compressed file format (CAB format) and then download the CAB file to your computer.

1. From the Web Console, click MySets on the left pane.

2. Double-click Review Set and click the <Review Set Name>.

3. Right-click the mail and select Export To | CAB.

4. Specify the Download Name.

5. Select the Select Export Set.

6. Click OK. The selected mail(s) are moved to the selected Export Set with the given
name.

7. Click MySets | Export Set.

Click the Export Set which contains the CAB file.
Right-click the CAB file and select Download.

10. Click Save from the File Download dialog box.
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11. Navigate to the location where you want to download the file.

12. Click OK.

SAVING AN EMAIL PROPERTIES

You can save the properties of all the mails in a review set as an XML file to your local
computer.

1. From the Web Console, click MySets on the left pane.
Double-click Review Set.

Right-click the <Review Set Name> and select Save to XML.
Click Save from the File Download dialog.

Navigate to the location where you want to save the file.

AR

Click OK.

SHARING EMAILS TO OTHER USERS

You can share and assign access permissions to all the mails in your Review Set folder to
selected users.

1. From the Web Console, click MySets on the left pane.

2. Double-click Review Set and click the <Review Set Name>.

3. Right-click the review set and select Share.

4. Click Add. |
5. Select the user/user groups from the Select User or Group window.

6. Click OK.

7. Select Allow check box to assign the respective privileges. i{{

8. Click OK. :

SHARING BROWSE RESULTS TO OTHER USERS
When browsing data, you can share the browse results with other users.

1. From the Web Console, click Browse.

2. Navigate to the Mailbox to be browsed.

3. Copy the URL of the browse result page from the browser's address bar and email to other users.

When the recipient users open the URL, they can directly view the browse result page as soon as they login to the Web Console.

« Previous
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Best Practices - Exchange Mailbox iDataAgent

DISTRIBUTING MAILBOX BACKUPS ACROSS SUBCLIENTS

Once mailboxes have been auto-discovered and assigned to subclients, the subclient content for this iDataAgent is displayed similar to the following example:

DISPLAY NAME

ALIAS NAME

SMTP ADDRESS

Aliyah Saadi ASaadi ASaadi@exch.company.com
Deepak Subrama DSubrama DSubrama@exch.company.com
Jacques Eiffel JEiffel JEiffel@exch.company.com
Kurt Merzbaum KMerzbaum KMerzbaum@exch.company.com
Viktor Valles VValles VValles@exch.company.com
Zhou Xu ZXu ZXulexch.company.com

Two useful ways to distribute content of an Exchange Mailbox client are by User Group or by letter of the alphabet. In the example below, mailboxes are
assigned to different subclients based on which letter of the alphabet their corresponding Display Names begin with. Distributing the client data using subclients
in this way can help improve backup performance by organizing the workload on the Exchange Server into logical groupings.

DEFAULT SUBCLIENT: MAILBOXESA-G

The content of the default subclient would contain these mailboxes:

Aliyah Saadi

ASaadi

ASaadi@exch.company.com

Deepak Subrama

DSubrama

DSubrama@exch.company.com

USER-DEFINED SUBCLIENT: MAILBOXESH-R

The content of this user-defined subclient would contain these mailboxes:

Jacques Eiffel

JEiffel

JEiffel@exch.company.com

Kurt Merzbaum

KMerzbaum

KMerzbaum@exch.company.com

USER-DEFINED SUBCLIENT: MAILBOXESS-Z

The content of this user-defined subclient would contain these mailboxes:

Viktor Valles

Vvalles

VValles@exch.company.com

Zhou Xu

ZXu

ZXulexch.company.com

Follow the steps below to create a user-defined subclient.

1. From the CommCell Browser, right-click the backup set on the source client,

and click All Tasks | New Subclient.

2. Enter a new subclient name in the General tab.

3. Select a Storage Policy for the new subclient and click OK.

4. Specify if a backup schedule should be associated to the new subclient and

click OK.

5. Right-click the subclient and select Properties.

6. Click the Contents tab and then click Configure.

Chorey:

Change al selected malboes to:

Ada/Moity Mallbox In ackup Set: defaultiackupSet =

ChicQuare

Chmconald
Chrurbusher
choarsey

default

[ 0% ] [ | [ et ] [ e

ChDorey@exch.com... defauk
Chmaonsldwexch.... defaul
Chrubusher@exch. .. defaul
Chparseymexch.co. . defaul

7. From the Add/Modify Mailbox window, click the subclient entry for the mailbox that you want to add to the new subclient.

8. Alternatively, you can select and assign a range of mailboxes to the new or exisiting subclient using the Change all selected mailboxes to list.

At least one mailbox must be assigned to the selected subclient in order to save the configuration.

9. Click OK.
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Frequently Asked Questions - Exchange Mailbox iDataAgent

FOR WHAT PURPOSE DO I USE THE EXCHANGE MAILBOX IDATAAGENT AS OPPOSED TO THE EXCHANGE DATABASE
IDATAAGENT?

Primarily, you can use the Exchange Mailbox iDataAgent as a system administrator tool to:

e Perform small restore operations in the course of day-to-day database use (e.g., retrieve data accidentally deleted by a user).

e Restore part of a server (i.e., a subset of the mailboxes). This can be especially useful when you need to bring part of a storage group or store online as
quickly as possible after a system failure.

‘HOW CAN I USE THE EXCHANGE MAILBOX AGENT WITH OTHER EXCHANGE AGENTS?

If you have all Exchange Server iDataAgents installed, you can back up Exchange data using all of them. For example, you may want to run daily backups of
your private information store using the Exchange Mailbox iDataAgent. This way, you can restore any individual mailbox on the server to within one day of
failure. You can use the Public Folder iDataAgent to restore Public Folders or Exchange data contained in the Public Folders. At the same time, you may want to
schedule monthly backups of your Exchange Server using the Exchange Database iDataAgent, with daily incremental backups in between. This way you can
recover efficiently in the event of a server crash. Although your private information store is backed up by Exchange Database iDataAgent, the backups are
created differently and serve different purposes.

iCAN I USE THE EXCHANGE MAILBOX AGENT TO BACKUP ACTIVE DIRECTORY INFORMATION USED BY EXCHANGE?

No, you would use the File System iDataAgent to backup this type of data. Other types of data that are backed up by the File System iDataAgent include:

Exchange Entity [Associated Files
Personal Information Store *.pst
Personal Address Book * . pab
Offline Folders * . ost

DO I NEED TO REMOVE MAPI32.DLL PRIOR TO PERFORMING A NON-PST RESTORE?

If you previously added the MaP132.d11 file to the <Software Installation Path>/Base installation directory on the client to support PST recoveries to PST,
then you will need to remove that file prior to performing a non-PST restore, recover, or retrieve operation for Exchange. Otherwise, such jobs may go into a
pending state.

‘MUST I DISABLE CIRCULAR LOGGING FOR MAILBOX BACKUPS AS I DO WITH DATABASE BACKUPS?

No. Since Exchange Mailbox iDataAgent does not use transaction logs, circular logging can remain enabled providing no database backups are scheduled at the
same time as a mailbox backup.

‘HOW DO I ASSIGN FULL ACCESS TO ALL MAILBOXES ON A SERVER

FOR EXCHANGE SERVER 2010
o Ensure that the service account is a member of Organization Management group.

o Ensure that the mail-enabled user is a member of the Local Administrator Group and have rights to all mailboxes on the server.
To assign full access follow the steps given below:

e Using ADSIEDIT navigate to Configuration | Services | Microsoft Exchange.

e Right-click your organization name, click Properties | Securities and click the Advanced tab.
e Click Edit to modify the permissions set for Organization Management group.

e Click to select Full Control, Receive As and Send As permissions and wait for replication.

o Click the Effective Permission tab and Select the name of the backup account.

o The backup account should display the following as selected:

Full Control

All Extended Rights

Send As

Receive As
e Start the PowerShell and type the following to add the backup account so it has full control over all the databases:
Get-MailboxDatabase -server (server name) | Add-ADPermission -user "backup account" -ExtendedRights Receive-As

Run the above PowerShell every time a new database is added.
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e Navigate to the Exchange Management Console, right-click the <mailbox> and click Manage Full Access Permissions to view the mailbox listed under Full
Access Permissions.

FOR EXCHANGE SERVER 2007

e Service account should be a member of Exchange Organization Administrators group.

o Ensure that the mail-enabled user is a member of the Local Administrator Group and have rights to all mailboxes on the server.

FOR EXCHANGE SERVER 2003
e The mail-enabled user is a member of the Local Administrator Group and have rights to all mailboxes on the server.
o Using the Exchange System Manager snap-in, right-click the organization object and delegate control.

e Using the Wizard, assign the MailboxAdmin user Exchange Full Administrator privileges.

SHOW DO I FIX MAPI ISSUES?
If you experience MAPI issues, you should first do the following:

o Check the following:
O The Exchange Services are running.
The databases are mounted.
Check the Windows Application Event logs on the Exchange Server for any errors.

For Exchange 2010, check the logs located in <Exchange Install Path>\v14\Logging\RPC Client Access) for any errors.

o O O O

For Exchange 2010, the throttling policy is set:
Click Start, All Programs, and then click Microsoft Exchange Server 2010.
Click Exchange Management Shell.
Type the following commands:

1. New-ThrottlingPolicy -name “cvthrottlingpolicy”

2. Set-ThrottlingPolicy —identity <throttling policy> —RCAMaxConcurrency $null

3. Set-Mailbox -Identity <service account> -ThrottlingPolicy “cvthrottlingpolicy”
Where:
<service account> is the Exchange Administrator Service Account
<throttling policy> is the name of the throttling policy object in Active Directory, which was created in Step 1.

e If you are unable to open an existing Outlook profile, create a new profile.

e If you get a MAPI_E FAIL ON_PROVIDER (8004011d)error while running a backup, check if the Outlook profile is in the Cache Mode.
See Troubleshoot - Exchange Mailbox iDataAgent Backup - MAPI_E FAIL ON_PROVIDER (8004011d) for more details.

e If Multiple backup jobs running in parallel are failing with profile errors, create CreateProcessSpecificProfile key.
See Troubleshoot - Exchange Mailbox iDataAgent Backup - Multiple Jobs Failing with Profile Errors for more details.

e To fix Service Account permission issues use ADSIEDIT for Exchange 2007 and set extended rights to Receive As for Exchange 2010.
See Troubleshoot - Exchange Mailbox iDataAgent Backup - Service Account Permission Issues for more details.

e For Outlook, if automatic profile creation is failing, make the service account name unique for the auto discovery process.
See Troubleshoot - Exchange Mailbox iDataAgent Backup - Automatic Profile Creation is Failing for more details.

e If you get MAPI_E_NETWORK_ERROR, for Exchange 2010 ensure there is connectivity to the Client Access Role Server. In case of Exchange 2007,
ensure connectivity to Mailbox Role Server.

e In case you get the Cannot Open Folder for Mailbox “username” Error:MAPI_E_NOT_FOUND (0x8004010f) error message, verify that the extended
rights on the service account have Receive As set on all database on the Exchange Server.

See Troubleshoot - Exchange Mailbox iDataAgent Backup - Error:MAPI_E_NOT_FOUND (0x8004010f) for more details.

e In case you get the Could Not Open the Exchange Private Message Store with Profile ExchAdm (E_FAIL (0x80004005)) error message, verify
that the extended rights on the service account have Receive As set on all database on the Exchange Server.

See Troubleshoot - Exchange Mailbox iDataAgent Backup - Could Not Open the Exchange Private Message Store with Profile ExchAdm (E FAIL
(0x80004005)) for more details.

e In case you get the ERROR CODE [28:153]: The Mailbox Profile Used by this Product is Invalid error message, verify that the extended rights on the
service account have Receive As set on all database on the Exchange Server.
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See Troubleshoot - Exchange Mailbox iDataAgent Backup - ERROR CODE [28:153] for more details.

e You may get a MAPI CDO error during installation because MAPI CDO is not compatible with any version of Microsoft Outlook or Microsoft Exchange Server
2003 or earlier. It is recommended to uninstall MAPI CDO and install MAPI.

See Troubleshoot - Exchange Mailbox iDataAgent Backup - Error During Installation of MAPI CDO on Exchange 2003 for more details.
e If the backup process hangs during enabling/disabling of MAPI, create a new profile with Enable Referral option selected.
See Troubleshoot - Exchange Mailbox iDataAgent Backup - Process Hangs While Enabling/Disabling MAPI for more details.

o The process of profile creation may fail if the service account name is not unique. Also in case of Exchange Server 2010, verify that the Exchange Server
name specified in agent properties has the Client Access Role installed.

See Troubleshoot - Exchange Mailbox iDataAgent Backup - Unable to Log on to Microsoft Information Store/Profile Creation is Failing for
more details.

e If the backup process hangs up with extask.cpp:HrlInitialize(1342) Initializing MAPI subsystem error message, uninstall MAPI CDO and install MAPL.

See Troubleshoot - Exchange Mailbox iDataAgent Backup - extask.cpp:HrInitialize (1342) Initializing MAPI subsystem error for more details.
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Troubleshoot - Exchange Mailbox iDataAgent Backup

Backup Restore

BACKUP FAILURES
Backup fails

1. The mailbox may not have a SMTP address assigned to it.
Ensure that each mailbox has a valid SMTP address.

2. Verify that the Outlook profile is in the Cache mode if MAPI E FAIL ON PROVIDER (8004011d) error message is
displayed. Follow the steps given below to verify the profile mode:

e On the client computer, open the Control Panel and click the Mail icon.

o Open the <Profile>, click the email account and select the related <Account>.
e Click Change.

e Verify that the Use Cached Exchange Mode box is unchecked.

Full Logs Backup jobs may fail due to full log files that cannot accept messages.

Configure the Windows Event Log Settings to set the log to overwrite existing events as follows:
1. In Windows 7, click the Start button.

In the Search box, type Event Viewer.

In the list of results, double-click Event Viewer.

Click Properties.

Select Overwrite events as needed (oldest events first).

Click OK.

AL

FILTER DATA THAT CONSISTENTLY FAILS

PROBLEM

Some items such as files or folders e.t.c., fail because they are locked by the operating system or application and cannot be opened at the time of the data
protection operation. This items will be displayed in the "Items That Failed" list when Job History Report is run.

SOLUTION

Filter the files that consistently appear in the "Items That Failed" list on the data protection Job History Report and exclude those files or folders during backup
to avoid backup failure.

TROUBLESHOOTING MAPI ISSUES

BACKUP PROCESS HANGS IN A PENDING STATE

PROBLEM

The backup processes may hang up in pending state because of incorrect permissions set at the service account level.

SOLUTION
To fix service account permission issues ensure the following:

e Service account is the local administrator on the client where the backups are run.
e Service account should be a member of Exchange Organization Administrators group for Exchange 2007 or Organization management group for Exchange
2010.

Follow the steps given below for fixing permission issues on Exchange 2010:

1. Using ADSIEDIT navigate to Configuration | Services | Microsoft Exchange.

2. Right-click your organization name, click Properties | Securities and click the Advanced tab.

3. Ensure that Organization Management group does not have "Receive As" or "Send As" access set to Deny.
Follow the steps given below for fixing permission issues on Exchange 2010 server:

1. On the Exchange 2010 server, open the command prompt.
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2. Type get-mailboxDatabase | add-adpermission -user <service account> -ExtendedRights Receive-As.

MULTIPLE JOBS ARE FAILING WITH PROFILE ERRORS

PROBLEM

Multiple jobs will fail with profile errors when there is one profile for more than one job.

‘SOLUTION

Enable the following registry key to create job specific profiles:

1. From the CommcCell Browser, navigate to Client Computers.

2. Right-click the <Client> in which you want to add the registry key, and then click Properties.
3. Click the Registry Key Settings tab.

4. Click Add.

5. Enter CreateProcessSpecificProfile in the Name field.

6. Enter MSExchangeMBAgent in the Location filed.

7. Enter REG_DWORD in the Type filed.

8. Enter 1 to enable and 0 to disable the key in the Value field.

9. Click OK.
10. From the CommcCell Console, navigate to <Client> | Exchange Mailbox |defaultBackupSet.
11. Right click the subclient and click Backup.
12. Select Full as backup type and Immediate to run the job immediately.
13. Click OK.

You can track the progress of the job from the Job Controller or Event Viewer window.

AUTOMATIC PROFILE CREATION IS FAILING

PROBLEM

Automatic profile creation process is failing as the service account name is not unique and have similar starting series.

SOLUTION
It is recommended to make the service account name unique for the process of auto discovery. It should not have similar starting series as any other account.
Follow the steps given below to verify this manually:

1. Use Manual Profile Creation to create a new profile.
2. Enter the service account name and click Check Name.

3. If many names are displayed, it is recommended to change the service account name.

UNABLE TO LOG ON TO MICROSOFT INFORMATION STORE/PROFILE CREATION IS FAILING

PROBLEM

For Exchange Server 2010 you will not be able to log on to Microsoft Information Store and profile creation may also fail, if there is a mismatch in the
Exchange Server name and the Exchange Server name specified in the agent properties that has the Client Access Role installed.

‘SOLUTION
For Exchange Server 2010 verify that the Exchange Server name specified in agent properties has the Client Access Role installed. In case the Exchange Server
does not have the Client Access Role specified follow the steps given below to point to another server with client access role installed on it:

1. From the CommcCell Browser, right-click the client computer that has Exchange
Mailbox iDataAgent installed.

2. Click Properties.
3. Select Registry Key Settings tab.
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. Cient Computer Properties for ex2010-1 g
4. Click Add. e o i it e Bkt B i B el
| Genera | verson Securit Activity Conrol Growps |
5. Enter sCASServerName in the Name field. | contentindexing | SearchServerURls |  RegtryKey Settings Client Side Deduplication
Name Location Type Value Enabled ﬂ
6. From the Location list, select iDataAgent. 5
7. From the Type list, select REG_SZ.
8. Enter a CAS server name (e.g., Ex2010CASR2) in the Value field. The CAS server is
used to create the profile. - - -
4] Add Registry Key on Windows Client ex2010-1 3
9. Click OK. Mame  [scasServerhame
Location  [ipatangent 5
Type REG_SZ -
Value EX2010CASR2
/
G =

PROCESS HANGS WHILE ENABLING/DISABLING MAPI

PROBLEM

Process hangs while enabling/disabling MAPI because the Exchange client is unable to connect Twith the Global catalogue.

SOLUTION 1.

Create a new profile using Enable Referral Option by following one of the options mentioned below:

Open the command prompt.

Type C:\>gcreconnect.

Usage: GCReconnect [-?] -m mailbox -s server [-e] [-x] [-n name] [-1] [-r] [-w]

Options:

-m mailbox Specifies the mailbox to log on to.

-s server Specifies the Exchange server where the mailbox resides.

-e Enable referral and reconnect If referral and reconnect are not enabled, MAPI will connect directly to the Exchange server for name lookup
-x Enable additional referral and reconnect settings for Exchange 2007 Implies-e

-n name Specifies a name to resolve with ResolveName If not specified, Queryldentity will be used instead

-I Loop over MAPILogonEx. Will log on and off repeatedly until key is hit

-r Loop over ResolveName. Will log on once and do name lookup repeatedly until key is hit Requires -n, not valid with -I
-w Wait for keyboard input before and after creating and configuring profile

-? Displays this usage information.

'SOLUTION 2

Delete the existing profile and follow the steps given below:

From the CommCell Browser, navigate to Client Computers.

Right-click the <Client> in which you want to add the registry key, and then click Properties.
Click the Registry Key Settings tab.

Click Add.

Enter enableReferral in the Name field.

Enter MSExchangeMBAgent in the Location filed.

N o v rwNre

Enter REG_DWORD in the Type filed.
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8. Enter 1 in the Value field.
9. Click OK.

ERROR DURING THE INSTALLATION OF MAPI CDO ON EXCHANGE 2003

PROBLEM
If you try to install MAPI CDO on Exchange 2003, you may encounter error messages during installation. This is due to lack of compatibility between MAPI CDO
and Microsoft Exchange Server 2003.

SOLUTION

It is recommended to uninstall MAPI CDO and install MAPI by following the steps given below:
On Exchange Server:

1. Navigate to the system32 folder.

2. Run FixMapi.

3. Uninstall old mapicdo.

4. Reboot the computer.

5. Verify the presence of mapi32.dll and msmapi32.dll and rename them.

PROBLEM
On the Proxy Computer that has Outlook installed, in case there are any MAPI issues, follow the steps given below:
1. Uninstall old mapicdo if any.
2. Reboot the computer.
3. Install Outlook.
4. Navigate to the system32 or the syswow64 folder.
5. Run FixMapi.

6. Reboot the computer.

MICROSOFT MAPI VERSION ERROR

PROBLEM

During Outlook installation, you might encounter a MAPI version error. This is because two MAPI versions cannot coexist.

'SOLUTION

The MAPI version error may occur if you have a 32-Bit Outlook version and you are trying to install a 64-Bit Outlook version. This is because the 64-Bit MAPI
and 32-bit MAPI cannot coexist on the same computer. It is recommended to uninstall one of the outlook versions.

ERROR MESSAGE: MAPI_E_FAIL_ON_PROVIDER (8004011D)

PROBLEM

You will get this error message if the Outlook profile is in the Cache mode.

SOLUTION
1. On the client computer, open the Control Panel and click the Mail icon.
2. Open the <Profile>, click the email account and select the related <Account>.
3. Click Change.

4. Verify that the Use Cached Exchange Mode box is unchecked.

ERROR MESSAGE: EXTASK.CPP:HRINITIALIZE(1342) INITIALIZING MAPI SUBSYSTEM
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PROBLEM

You will get this error message when a backup process hangs due to the MAPI CDO conflict.

SOLUTION 1.

1.

On the client computer navigate to the following files:

Mapi32.dll

msmapi32.dll

emsmdb32.dll

Right-click the above mentioned files, click Properties and click the Details tab.

Click the Version tab and verify that all the files point to Outlook.

‘SOLUTION 2.

On the Proxy Computer:

1.

2.

5.

6.

Note that running FixMapi will solve the above mentioned error on the proxy computer.

Uninstall old mapicdo.

Reboot the computer.

Install Outlook.

Navigate to the system32 or the syswow64 folder.
Run FixMapi.

Reboot the computer.

On Exchange Server:

1.

2.

3.

4.

Uninstall old mapicdo.
Reboot the computer.
Verify the presence of mapi32.dll and msmapi32.dll and rename them.

Install Outlook.

ERROR MESSAGE: MAPI_E_NETWORK_ERROR

PROBLEM

You will get this error message when there is no connectivity with Client Access Role server for Exchange 2010 and for Mailbox Role Server for Exchange 2007.

‘SOLUTION

Ensure for Exchange 2010 there is connectivity to the Client Access Role Server. In case of Exchange 2007, ensure connectivity to Mailbox Role Server.

ERROR MESSAGE: CANNOT OPEN FOLDER FOR MAILBOX “USERNAME"

ERROR:MAPI_E_NOT_FOUND (0x8004010F)

PROBLEM

You will get this error message when the backup processes hangs in a pending state and the extended right on your service account is not set to Receive As

on all databases on the Exchange Server.

SOLUTION 1
1. Open the profile in Outlook, it should open successfully.
2. Use MFCMapi utility to open the service account profile.
3. Click Session | Logon and click Display Stores.
4. Select the service account profile.
5. Click the MDB menu and click Open Other Users Mailbox.
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6. Click the <Mailbox> and select the default flags to open it.
7. Navigate to the tree level for Top of Information Store, browse mailbox folders.

If there are no permission errors through the above mentioned process, then the service account should have the extended right set to Receive-As on all
databases on the Exchange Server as follows:

SOLUTION 2
1. Using ADSIEDIT navigate to Configuration | Services | Microsoft Exchange. o ADsiESt ,
0 X
Acow Name [ Configuraton
o
m,h: Path: |wu:1ﬂess9csocm.mdmnl€whu1m
To o ~(Connection Point
" Select or type 2 Distinguished Name or Haming Context:
Bl
' Selact a wed kngwn Naming Context:
[ =l
' Defauit (Domain or server that you logged i to)
[™ use SSL-based Enryption
2. Right-click your organization name, click Properties | Securities and click the S O CN=Servicss | CN=ELC M
Advanced tab. = 7] CNeMicrosoft Exchange | CH=Federz
;T | CM=Federz
—— it —
“| CN=Micosoft| Move poal
‘| CH=MsmgSery  Mew Connection from Here  jhie
| CN=NetServio e
- b
| CN=PublicKeyl o AR
| CN=RRAS View b pvisi
] CN=Windows | AC
| CN=Sites Delete cipie
] ch=Welknown e  Rename mob
qum:h. it
Esport List. ot
e}, Properties Ve
ster
Help : snep
| _l CN=UM Au'
3. Click Edit to modify the permissions set for Organization Management group. '_ 7%
; ' Attrbute Edtor Sumﬂyh
Glu.parmu'namus:

82 Putlic Folder Management SSDAGPubl
52 Delegated Sstup (MESS Delegsted Setup)
#2 Exchange Servers [MESSDAG \Exchange Servers)

82 Ecchange Trusted Subeystem (MESSDAG \Exchange Trusted S.. ﬂ

Pemissions for Organization

w Maragemernt Alow

Full controd H
Read ]
Wiite (=]
Create al child objects =]
Delete all child objects =

Furw pemissions or sdvanced settings, click Advanced |

e

sbout access contrl and pe

4, Click to select Full Control, Receive As and Send As permissions and wait for
replication.
5. Click the Effective Permission tab and Select the name of the backup account.
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Advanced Security Settings for Microsoft Exchange

Ix

Pemissions | Audtng | Ouner  Effective Pemissions |

The following st displays the permissions that would be selected group oruser, based solely on the
pemissions granted deectly thiough goup membersnp D
1

Group or user name:

Select

[
EFesti /--.
E 3
:
a
[=)
a
o
o
[
a
g9s =
How are effectve penmissions determined?
v [ —" | |
6. The backup account should display the following as selected: Pamssors | Autng | Ouner Hectve Permiscrs |
e Full Control 3 e i that would the selected goup or user based soely on the
° A” Extended nghts permissions granted drrectly through group membership.
e Send As
) Group or username:
o Receive As o
o
Dcioioings
Create all child objects
Delete all child objects
WM Feaztas = o
7. Start the PowerShell and type the following to add the backup account so it has full
control over all the databases:
Get-MailboxDatabase -server (server name) | Add-ADPermission -user
"backup account" -ExtendedRights Receive-As
8. Navigate to the Exchange Management Console, right-click the <mailbox> and click

Manage Full Access Permissions to view the mailbox listed under Full Access
Permissions.

SOLUTION 3

For Exchange 2010 and 2007 verify that the Cache mode is disabled on the Service Account. For more details, on Microsoft permission settings, see Allow
Mailbox Access.

ERROR MESSAGE: COULD NOT OPEN THE EXCHANGE PRIVATE MESSAGE STORE WITH PROFILE
ExcHADM (E_FAIL (0x80004005))

PROBLEM

You will get this error message when the extended right on your service account is not set to Receive As on all databases on the Exchange Server.

SOLUTION

1. Open the profile in Outlook, it should open successfully.

2. Use MFCMapi utility to open the service account profile.

3. Click Session | Logon and click Display Stores.

4. Select the service account profile.

5. Click the MDB menu and click Open Other Users Mailbox.

6. Click the <Mailbox> and select the default flags to open it.

7. Navigate to the tree level for Top of Information Store, browse mailbox folders.

8. If there are no permission errors through this process, the service account should have the extended right set to Receive-As on all databases on the

Exchange Server.

ERROR MESSAGE: ERROR CODE [28:153]: THE MAILBOX PROFILE USED BY THIS PRODUCT IS
INVALID. PLEASE TRY USING MDBVU, OUTLOOK OR ANY OTHER EXCHANGE CLIENT TO CHECK IF THE
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PROFILE WORKS CORRECTLY

PROBLEM

You will get this error message when the extended right on your service account is not set to Receive As on all databases on the Exchange Server.

SOLUTION

1. Open the profile in Outlook, it should open successfully.

2. Use MFCMapi utility to open the service account profile.

3. Click Session | Logon and click Display Stores.

4. Select the service account profile.

5. Click the MDB menu and click Open Other Users Mailbox.

6. Click the <Mailbox> and select the default flags to open it.

7. Navigate to the tree level for Top of Information Store, browse mailbox folders.

8. If there are no permission errors through this process, the service account should have the extended right set to Receive-As on all databases on the
Exchange Server.
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Troubleshoot - Exchange Mailbox iDataAgent Restore

Backup Restore

RESTORE JOB WITH PENDING STATE

Restore jobs may go into a pending state if the MAPI32.dll file is not removed from the <software Installation Path>/Base directory prior to performing a
non-PST restore. The MAPI32.dll file allows the client computer to support restores to PST. To resolve this issue, remove the MAPI32.dll file prior to performing
a non-PST restore.

STORAGE LIMIT PREVENTS THE ENTIRE LIST OF ITEMS FROM BEING RESTORED

Before performing a mailbox, mailbox folder ore mailbox message restore, ensure that the storage limits are disabled. Follow the steps below to remove or
disable any storage limit:

1. From the Exchange Server software hierarchy view, under the Exchange Server computer, select Private Information Store.
2. Select the Private Information Store Properties box.
3. Remove or disable any storage limits.

Storage limits can be set from an individual mailbox, or to use the value taken from the Private Information Store Properties box. If any individual
mailboxes have set storage limits, disable them as well.

RESTORE OPERATION TIME MAY EXCEED IN CASE OF RESTORING LARGE AMOUNT OF DATA

If you restore a large amount of data, the restore operation time may exceed the time allowed in the operation window for the client. Perform the restore either
breaking up the restore into many smaller restores, or perform an Exchange Server Database restore.

SPECIAL CHARACTERS MAY RESULT IN INCONSISTENT RESTORE

The use of the characters "/", "\" and "" in the message subject line, mailbox name, alias, or SMTP address may be rendered inconsistently when performing a
restore browse operation.

For example, a slash or backslash in the subject header may be displayed as a pipe character. Also, when the slash or backslash is used in the mailbox or
display name, the entry may appear blank in the restore browse screen, and may not be a valid backup.

To resolve this issue, avoid using the characters "/", "\" and "" in the mailbox name, display nhame and subject header, where possible.

UNABLE TO SEE ALL ALIAS NAME CHANGES

If you perform an incremental backup after an alias name change, and then if you perform an image browse of the data, then you will only see the latest alias
displayed in the Browse window. You may not able to see all alias names. To resolve this issue, perform a non-image browse to see all alias nhames in the
Browse window for the current index.

Follow the steps below to perform non-image browse operation:

1. From the CommCell Browser, navigate to <Client>.

2. Right-click <Client Computer> or Exchange Mailbox, click All Tasks | Browse&Recover/Browse Default Backup Set.
3. From the Browse Options dialog box, select Show Deleted Items checkbox.

4. Click OK.

ALIAS NAME SEARCH

When performing searches on TO or FROM fields, alias name changes are not taken into account regardless of where the search is being conducted from.

Note the alias names into consideration when searching at the mailbox level and narrow the search only by SUBJECT, if necessary, leave the TO and FROM
fields empty.

"OVERWRITE" AND "SKIP" RESTORE OPTIONS ARE IGNORED

While performing an Out-of-Place restore to \recovered items folder the Overwrite and Skip restore options will be ignored and the messages will be
appended. To resolve this issue, specify another folder name during Out-of-Place restore.

RECOVERING DATA ASSOCIATED WITH DELETED CLIENTS AND STORAGE POLICIES

The following procedure describes the steps involved in recovering data associated with the following entities:
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o Deleted Storage Policy

e Deleted Client, Agent, Backup Set or Instance

‘BEFORE YOU BEGIN
This procedure can be performed when the following are available:

e You have a Disaster Recovery Backup which contains information on the entity that you are trying to restore. For example, if you wish to recover a storage
policy (and the data associated with the storage policy) that was accidentally deleted, you must have a copy of the disaster recovery backup which was
performed before deleting the storage policy.

o Media containing the data you wish to recover is available and not overwritten.

e If a CommcCell Migration license was available in the CommServe when the disaster recovery backup was performed, no additional licenses are required. If
not, obtain the following licenses:

O IP Address Change license

O CommcCell Migration license
See License Administration for more details.

e A standby computer, which will be used temporarily to build a CommServe.

'RECOVERING DELETED DATA

1. Locate the latest Disaster Recovery Backup which contains the information on the entity (Storage Policy, Client, Agent, Backup Set or Instance) that you
are trying to restore.

O You can check the Phase 1 destination for the DR Set or use Restore by Jobs for CommServe DR Data to restore the data.

o If the job was pruned and you know the media containing the Disaster Recovery Backup, you can move the media in the Overwrite Protect Media
Pool. See Accessing Aged Data for more information. You can then restore the appropriate DR Set associated with the job as described in Restore by
Jobs for CommServe DR Data.

O If the job is pruned and you do not know the media containing the Disaster Recovery Backup, you can do one of the following:
If you regularly run and have copies of the Data on Media and Aging Forecast report you can check them to see if the appropriate media is available.
2. On a standby computer, install the CommServe software. For more information on installing the CommServe, see CommServe Deployment.

3. Restore the CommServe database using the CommServe Disaster Recovery Tool from the Disaster Recovery Backup described in Step 1. (See Restore a
Disaster Recovery Backup for step-by-step instructions.)

4. Verify and ensure that the Bull Calypso Client Event Manager Bull Calypso Communications Service (EvMgrS) is running.

5. If you did not have a CommCell Migration license available in the CommServe when the disaster recovery backup was performed, apply the IP Address
Change license and the CommCell Migration license on the standby CommServe. See Activate Licenses for step-by-step instructions.

6. Export the data associated with the affected clients from the standby CommServe as described in Export Data from the Source CommcCell.

When you start the Command Line Interface to capture data, use the name of the standby CommServe in the -
commcell argument.

7. Import the exported data to the main CommServe as described in Import Data on the Destination CommCell.

This will bring back the entity in the CommServe database and the entity will now be visible in the CommCell Browser. (Press F5 to refresh the CommcCell
Browser if the entity is not displayed after a successful merge.)

8. If you have additional data that was backed up after the disaster recovery backup and before the deletion of the entity, use the procedure described in
Import Metadata from a Tape or Optical Media to obtain the necessary information.

9. You can now browse and restore the data from the appropriate entity.

As a precaution, mark media (tape and optical media) associated with the source CommCell as READ ONLY before
performing a data recovery operation in the destination CommCell.
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Agent Properties (General)

Use this dialog box to obtain or provide general and/or user account information for the agent.

Client Name

Displays the name of the client computer on which this Agent is installed.

Billing Department

Displays the name of the billing department, when the Agent is associated with a billing department.

iDataAgent

Displays the identity of the Agent that is installed on the client computer.

Installed date

Displays the date on which the Agent was installed or upgraded on the client computer.

Profile Name

Displays the name of the profile that is associated with the appropriate Administrator Mailbox. Use this space to modify this name.
Mailbox Name

Displays the name of the mailbox that is associated with the appropriate Administrator profile. Use this space to modify this name.
Exchange Administrator Account

Displays the Exchange Administrator Account for the site in which this Exchange Server resides. Click Change Account to modify the account credentials.
Change Account

Click to change the Exchange Administrator Account associated with this agent. These credentials are initially provided during agent installation. Populate the
resulting dialog box only if you changed the Exchange Administrator Account and it now differs from the one displayed in the Exchange Administrator
Account field.

Backup Deleted Item Retention

Specifies whether to enable backups for Deleted Item Retention. By default, the Deleted Item Retention folder is not included in backups.

When cleared, backups of the Deleted Item Retention folder are disabled.

Use CSVDE For Discovery

Specifies whether to use CSVDE filtering for discovery operations. When selected, a CSVDE filter must be entered into the corresponding entry space.

Use of this option requires expert-level knowledge of CSVDE, which is a Microsoft tool used for extracting and filtering information from Active Directory.
Incorrect use of the CSVDE filtering option can result in failed discovery and data protection operations.

The following example filters out system mailboxes residing on the SERVERNAME server from discovery operations:
" (& (msExchHomeServerName=*/cn=SERVERNAME) (! (CN=SystemMailbox{*)))"

When cleared, user-specified CSVDE filtering will not be used for discovery operations.

Exchange Server Name

Displays the hostname of the Exchange Server that is installed on the client computer. Use this space to modify the hostname if the name displayed is
incorrect. If more than one hostname is entered, separate the hostnames with the semi-colon delimiter.

When backing up Exchange 2010 Database Availability Group (DAG) servers, enter the Mailbox server role that is used by backup and restore operations and
configure the sCASServerName registry key to specify a CAS server for creating the profile.

Exchange Version

Lists the version of the Exchange Server that is installed on the client computer. To modify the version,select one from the list.
Manage Content Automatically

Specifies to automatically assign auto discovered content to the subclients.

By default, if a change is made to an automatically discovered mailbox that alters the association criteria it was discovered with, the next backup will
automatically reassign the mailbox to the appropriate subclient that satisfies the new criteria.

Clear this option to disable this functionality.

Back to Top
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Version

Use this dialog box to view the iDataAgent version.

Activity Control

Use this dialog box to enable or disable data management and data recovery operations on a selected client or client computer group.
Enable Backup

Specifies whether data management operations will occur from this agent.

If cleared:

e The button Enable after a Delay appears to the right side of this operation activity. It allows to pre-determine the date and time at which data
management operations will begin on the selected agent.

e Data management operations from this agent cannot be started and are skipped.
e Running and waiting data management operations for this agent run to completion.
e Stopped data management operations for this agent cannot be resumed until this option is enabled.

o Pending data management operations for this agent do not run until this option is enabled.
(Job states are indicated in the Job Controller.)

Enable Restore

Specifies whether data recovery operations will occur from this agent.

If cleared:

e The button Enable after a Delay appears to the right side of this operation activity. It allows to pre-determine the date and time at which data recovery
operations will begin on the selected agent.

e Data recovery operations for this agent cannot be started and are skipped.
e Running data recovery operations for this agent run to completion.

o Pending data recovery operations for this agent do not run until data recovery operations are enabled.

(Job states are indicated in the Job Controller.)

Security

Use this dialog box to:

e Identify the user groups to which this CommcCell object is associated.
e Associate this object with a user group.

e Disassociate this object from a user group.

Available Groups

Displays the names of the user groups that are not associated with this CommCell object.
Associated Groups

Displays the names of user groups that are associated with this CommCell object.

Agent Properties (AD Server)

Use this dialog box to specify one or more Active Directory (AD) servers (i.e., domain controllers) that host an Exchange Server. Specifying additional AD
Servers provides complete backup coverage of all Exchange mailboxes.

AD Server List

Displays the domain name of one or more Active Directory (AD) servers. You can use this space along with the Add and Delete buttons to include or remove
Active Directory (AD) servers. For example, you may need to add an AD server in these scenarios:

e In cases where an Exchange Server is installed in a child domain and the schema master is in the parent domain, add the Active Directory (AD) server name
of the schema master in the parent domain.

e In cases where a domain or forest has multiple domain controllers which may not fully replicate to each other, multiple domain controllers can be added to
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ensure a complete list of mailboxes are backed up.
Add
Click to include an Active Directory (AD) server. Enter either a hostname, a fully-qualified domain name, or IP address.
Delete

Click to remove an Active Directory (AD) server.

Agent Properties (Storage Device)

Use this tab to view or change the filter storage policy for Erase Data by Browsing.
Filter Storage Policy

Displays the filter storage policy for Erase Data by Browsing that is associated with this agent. To associate a filter storage policy to a new agent or to change
the filter storage policy associated with an existing agent, click one in the list.

Change User Account

Use this dialog box to view or change the Exchange Administrator account information that was set during installation.
Exchange Administrator Account

Displays the Exchange Administrator Account for the site in which this Exchange Server resides. Use this space to modify the account if it has changed and now
differs from the one displayed here or if the account was incorrectly entered during installation.

Password
Use this space to specify or modify the Administrator Account password.
Confirm Password

Use this space to retype the password for confirmation.

Backup Set Properties (General)

Use this dialog box to change the configuration of the selected backup set.
Client Name

Displays the name of the client computer on which this backup set is found.
iDataAgent

Displays the name of the iDataAgent to which this backup set belongs.
Billing Department

Displays the name of the billing department, when the backup set is associated with a billing department. For more information on Billing and Costing See the
CommNet Books Online.

Backup Set
Specifies the name of the Backup Set. You can use this space to create or modify a name. (Backup Sets for certain iDataAgents cannot be modified.)
Make this the Default backup set

Specifies whether the selected backup set is the default or a user-defined backup. Selecting this option asserts this backup set as the default. The previously
designated default backup set is automatically reallocated as a user-defined backup set. Clearing this option, is accomplished by opening the Backup Set
Properties dialog box of some other backup set and clicking this option there, thereby designating that backup set as the default.

Description
Use this field to enter a description about the entity. This description can include information about the entity's content, cautionary notes, etc.

Back to Top

Auto Discover

Use this dialog box to view, establish, or change the assignment method that will be used to automatically discover mailboxes.
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Enable Auto-Discover

Specifies whether to enable auto-discovery of new mailboxes in all user-defined subclients of this backup set. Selecting this option will cause the system to
discover and assign any new mailboxes at the beginning of each backup, according to the method specified below.

Clearing this option will disable the auto-discovery capability for all user-defined subclients of this backup set.

Match mailboxes by regular expressions

Specifies that you want to assign auto-discovered mailboxes that match a specified pattern. Configure the expression in Subclient Properties (Auto-
discovery) of a user-defined subclient within this backup set.

Database Affinity

Specifies that you want to assign auto-discovered mailboxes found within a specific database. Specify one or more databases in Subclient Properties (Auto-
discovery) of a user-defined subclient within this backup set.

AD User Group Affinity

Specifies that you want to assign auto-discovered mailboxes found within an Active Directory User Group. Specify one or more Active Directory User Groups
in Subclient Properties (Auto-discovery) of a user-defined subclient within this backup set.

Security

Use this dialog box to:

Identify the user groups to which this CommCell object is associated.
Associate this object with a user group.

Disassociate this object from a user group.

Available Groups

Displays the names of the user groups that are not associated with this CommCell object.

Associated Groups

Displays the names of user groups that are associated with this CommCell object.

Backup Options

Use this dialog box to schedule or immediately run a backup job.

Select Backup Type

Full

Specifies the job as a Full backup, which backs up all data for the selected subclient(s).

Incremental

Specifies the job as an Incremental backup, which backs up only that portion of the data that is new or has changed since the last backup.
Differential

Specifies the job as a Differential backup, which backs up only that portion of the data that is new or has changed since the last full backup.
Synthetic Full

Specifies the job as a Synthetic Full backup, which creates a Full backup from existing backup data for the selected subclient or backup set (if applicable).
The Synthetic Full backup consolidates the backup data; it does not actually back up data from the client computer.

If applicable for your agent, the Verify Synthetic Full option in the Advanced Backup Options dialog box will include
never-changing files in the next backup. This option is enabled by default.

Run Incremental Backup

Specifies the options for running an Incremental backup either immediately before a Synthetic Full backup or immediately after a successfully completed
Synthetic Full backup when selected. When cleared, an Incremental backup is not automatically run either immediately before or after the Synthetic Full
backup.

o Before Synthetic Full: Specifies the operation will back up any data that is new or changed since the previous backup in order to have it included as
part of the Synthetic Full backup.

O After Synthetic Full: Specifies the operation will back up any data that is new or changed since the backup that occurred prior to the Synthetic Full
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backup.

Job Initiation
¢ Run Immediately

Specifies this job will run immediately.
e Schedule

Specifies this job will be scheduled. Click Configure to specify the schedule details.
Advanced
Click to select advanced backup/archive options, such as create a new index, start new media, and mark media as full.
Save As Script

Click to open the Save As Script dialog, which allows you to save this operation and the selected options as a script file (in XML format). The script can later be
executed from the Command Line Interface using qoperation execute command.

When you save an operation as a script, each option in the dialog will have a corresponding xml parameter in the script file. When executing the script, you can
modify the value for any of these XML parameters as per need.

To view the XML values for each of the options in the dialog, see the following:
e Command Line XML Options for Microsoft Exchange Mailbox iDataAgent

Back to Top

Save as Script

Use this dialog box to choose a name and path for the script file and the mode of execution.
Client

Enter or select the name of the client computer where the script will be created.

Path

Enter the path for the script that will be created.

Browse

Click this button to browse to a path for the command line script.

e Scripts are not supported on the Windows NT platform.
e It is recommended not to use any reserved device names (e.g., LpT1) as the name of the file.
e The file names are not case-sensitive.

e Do not end the file name with a trailing space or a period. Although the underlying file system may support such names, the operating system
does not support them.
Mode
e Synchronous

Specifies that the script execute in synchronous mode. A synchronous operation exits only when the operation has completed. This option is only available
when scripting a single job.

e Asynchronous

Specifies that the script execute in asynchronous mode. An asynchronous operation submits the job to the CommServe and exits immediately, returning
control to the calling program or script.

Specify User Account to Run the Script
Specifies to use the given user account to save the operation as a script.
e Use the Currently Logged in User Account
Click to use the same user account used for logging into the CommCell Console.
O User Name
Type the user name that was used for logging into the CommcCell Console.

o Password
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Type the password for the user account used for logging into the CommCell Console.

o Confirm Password

Type to re-confirm the password.

e Use a Different User Account

Click to specify a different user account to save the operation as a script.

O User Name

Enter the different user name to be used for saving the operation as a script.

o Password

Enter the password for the user account to be used for saving the operation as a script.

e Confirm Password

Type to re-confirm the password.

Back to Top

Command Line XML Backup Options - Exchange Mailbox

iDataAgent

Options

Task Request Information

Description Field Name Data Type Commandline Parameter
Task task

Policy Type policyType enum policyType

Type taskType enum taskType

Initiated From initiatedFrom enum initiatedFrom

Task Flags taskFlags

Disabled |disab|ed boolean disabled

Common Job Options

Description |Fie|d Name Data Type Commandline Parameter
StartUp Options startUpOpts

Startup in suspended state startInSuspendedState boolean startinSuspendedState
Priority priority integer priority

Use Default Priority useDefaultPriority boolean useDefaultPriority

Job Retry Options jobRetryOpts

Kill Running Job When Total killRunningJobWhenTotalRunningTimeExpires [ boolean killRunningJobWhenTotalRunningTimeExpires
Running Time Expires

Enable Number Of Retries enableNumberOfRetries boolean enableNumberOfRetries
Number Of Retries numberOfRetries integer numberOfRetries
Running Time runningTime

Enable Total Running Time enableTotalRunningTime boolean enableTotalRunningTime
Total Running Time totalRunningTime integer totalRunningTime
Backup Job Options

Description Field Name Data Type Commandline Parameter
Backup Type backupLevel enum backupLevel (t)

Run Incremental Backup runIncrementalBackup boolean runIncrementalBackup
Inc Level incLevel enum incLevel

Do Not Truncate Log doNotTruncatelLog boolean doNotTruncatelLog
Sybase Skip Full after Log Backup sybaseSkipFullafterLogBkp boolean sybaseSkipFullafterLogBkp
Enable Granular Recovery collectMetalnfo boolean collectMetalnfo

Media Backup Option

mediaOpt
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é“?W Other Schedules To Use Media |allowOtherSchedulesToUseMediaSet boolean allowOtherSchedulesToUseMediaSet

e

Mark Media Full On Success markMediaFullOnSuccess boolean markMediaFullOnSuccess
Start New Media startNewMedia boolean startNewMedia

Days numberofDays integer numberofDays

Extend Job Retention retentionJobType enum retentionJobType

Data Backup Option dataOpt

Follow mount points followMountPoints boolean followMountPoints

Verify Synthetic Full verifySynthFull boolean verifySynthFull

Ignore Error in Synthetic Full ignorErrorInSynthFull boolean ignorErrorInSynthFull

Use Catalog Server useCatalogServer boolean useCatalogServer

Use Transaction logs for granular enforceTransactionLogUsage boolean enforceTransactionLogUsage
restarts

Perform Consistency Check skipConsistencyCheck boolean skipConsistencyCheck

Vault Tracker Backup Option vaultTrackerOpt

Exclude Media Not Copied excludeMediaNotCopied boolean excludeMediaNotCopied
Export Media After Job Finishes exportMediaAfterJobFinishes boolean exportMediaAfterJobFinishes

Track Transit trackTransit boolean trackTransit

Use Virtual Mail Slots useVirtualMailSlots boolean useVirtualMailSlots

Filter Media By Retention filterMediaByRetention boolean filterMediaByRetention
E/Ie)zdia with extended retention job |mediaWithExtendedRetentionJobs boolean mediaWithExtendedRetentionJobs
s

Media Status mediaStatus

All all boolean all

Active active boolean active

Full full boolean full

Overwrite Protected overwriteProtected boolean overwriteProtected

Bad bad boolean bad

SubTask Options

Description Field Name Data Type Commandline Parameter
Sub Task Type subTaskType enum subTaskType (st)

Operation Type operationType enum operationType (op)

Associations

Description Field Name Data Type Commandline Parameter
Backupset Name backupsetName string backupsetName (b)

Client Name clientName string clientName (c)

App Name appName string appName (a)

Instance Name instanceName string instanceName (i)

Usage

Task Request Information

Default Value: IMMEDIATE

Possible Values: NONE , IMMEDIATE , SCHEDULE , SAVED_REPORT , SCHEDULE_POLICY , WORKFLOW , PREVIEW , AUTOMATIC_COPY ,

Task

policyType Home
Type: enum

Default Value: DATA_PROTECTION

Possible Values: DATA_PROTECTION , AUX_COPY , SRM_REPORT , SINGLE_INSTANCING , SRM_JOBS , SUBCLIENT_FILTER , CONTENT_INDEX ,
CONTENT_INDEX

Command Line Paramter: policyType

Location: taskInfo/task/policyType

Policy Type

taskType Home
Type: enum
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AGENTLESS_SRM , AGENTLESS_SRM
Command Line Paramter: taskType
Location: taskInfo/task/taskType

Type

initiatedFrom

Home

Type: enum

Default Value: GUI

Possible Values: NONE , GUI , COMMANDLINE , SYSTEM , SCRIPT , SCHEDULE , SCHEDULE
Command Line Paramter: initiatedFrom

Location: taskiInfo/task/initiatedFrom

Initiated From

Task Flags

disabled

Home

Type: boolean

Possible Values: true/false

Command Line Paramter: disabled
Location: taskInfo/task/taskFlags/disabled

Disabled

Common Job Options

StartUp Options

startInSuspendedState

Home

Type: boolean

Possible Values: true/false

Command Line Paramter: startInSuspendedState

Location: taskInfo/subTasks/options/commonOpts/startUpOpts/startinSuspendedState

Startup in suspended state

priority

Home

Type: integer
Command Line Paramter: priority
Location: taskInfo/subTasks/options/commonOpts/startUpOpts/priority

Priority

useDefaultPriority

Home

Type: boolean

Default Value: true

Possible Values: true/false

Command Line Paramter: useDefaultPriority

Location: taskInfo/subTasks/options/commonOpts/startUpOpts/useDefaultPriority

Use Default Priority

Job Retry Options

killRunningJobWhenTotalRunningTimeExpires

Home

Type: boolean

Possible Values: true/false

Command Line Paramter: killRunningJobWhenTotalRunningTimeExpires

Location: taskInfo/subTasks/options/commonOpts/jobRetryOpts/killRunningJobWhenTotalRunningTimeExpires

Kill Running Job When Total Running Time Expires

enableNumberOfRetries

Home

Type: boolean

Possible Values: true/false

Command Line Paramter: enableNumberOfRetries

Location: taskInfo/subTasks/options/commonOpts/jobRetryOpts/enableNumberOfRetries

Enable Number Of Retries

numberOfRetries

Home

Type: integer

Default Value: 0

Command Line Paramter: numberOfRetries

Location: taskInfo/subTasks/options/commonOpts/jobRetryOpts/numberOfRetries

Number Of Retries

Running Time

enableTotalRunningTime

Home

Type: boolean

Possible Values: true/false

Command Line Paramter: enableTotalRunningTime

Location: taskInfo/subTasks/options/commonOpts/jobRetryOpts/runningTime/enableTotalRunningTime

Enable Total Running Time
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totalRunningTime

Home

Type: integer

Default Value: 3600

Command Line Paramter: totalRunningTime

Location: taskInfo/subTasks/options/commonOpts/jobRetryOpts/runningTime/totalRunningTime

Total Running Time

Backup Job Options

backupLevel

Home

Type: enum

Default Value: INCREMENTAL

Possible Values: NONE , FULL , INCREMENTAL , DIFFERENTIAL , SYNTHETIC_FULL , ASR , TRANSACTION_LOG , PRE_SELECT , QR_SNAPSHOT ,
QR_CREATE_QR_VOLUME , QR_INCREMENTALLY_UPDATE_QR_VOLUME , SRM_ANALYSIS , SRM_DISCOVERY , MINING , DATA_VERIFICATION ,
DATA_VERIFICATION

Command Line Paramter: backuplLevel

Location: taskInfo/subTasks/options/backupOpts/backupLevel

Backup Type

runIncrementalBackup

Home

Type: boolean

Default Value: true

Possible Values: true/false

Command Line Paramter: runIncrementalBackup

Location: taskInfo/subTasks/options/backupOpts/runIncrementalBackup

Run Incremental Backup

incLevel

Home

Type: enum

Default Value: BEFORE_SYNTH

Possible Values: NONE , BEFORE_SYNTH , AFTER_SYNTH , AFTER_SYNTH
Command Line Paramter: incLevel

Location: taskInfo/subTasks/options/backupOpts/incLevel

Inc Level

doNotTruncatelog

Home

Type: boolean

Default Value: false

Possible Values: true/false

Command Line Paramter: doNotTruncatelLog

Location: taskInfo/subTasks/options/backupOpts/doNotTruncateLog

Do Not Truncate Log

sybaseSkipFullafterLogBkp

Home

Type: boolean

Possible Values: true/false

Command Line Paramter: sybaseSkipFullafterLogBkp

Location: taskInfo/subTasks/options/backupOpts/sybaseSkipFullafterLogBkp

Sybase Skip Full after Log Backup

collectMetalnfo

Home

Type: boolean

Default Value: true

Possible Values: true/false

Command Line Paramter: collectMetalnfo

Location: taskInfo/subTasks/options/backupOpts/collectMetalnfo

Enable Granular Recovery

Media Backup Option

allowOtherSchedulesToUseMediaSet

Home

Type: boolean

Default Value: true

Possible Values: true/false

Command Line Paramter: allowOtherSchedulesToUseMediaSet

Location: taskInfo/subTasks/options/backupOpts/mediaOpt/allowOtherSchedulesToUseMediaSet

Allow Other Schedules To Use Media Set

markMediaFullOnSuccess

Home

Type: boolean

Possible Values: true/false

Command Line Paramter: markMediaFullOnSuccess

Location: taskInfo/subTasks/options/backupOpts/mediaOpt/markMediaFullOnSuccess

Mark Media Full On Success

startNewMedia

Home
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Possible Values: true/false
Command Line Paramter: startNewMedia
Location: taskInfo/subTasks/options/backupOpts/mediaOpt/startNewMedia

Start New Media

numberofDays

Home

Type: integer
Command Line Paramter: numberofDays
Location: taskInfo/subTasks/options/backupOpts/mediaOpt/numberofDays

Days

retentionJobType

Home

Type: enum

Default Value: STORAGE_POLICY_DEFAULT

Possible Values: INFINITE , NO_OF_DAYS , STORAGE_POLICY_DEFAULT , STORAGE_POLICY_DEFAULT
Command Line Paramter: retentionJobType

Location: taskInfo/subTasks/options/backupOpts/mediaOpt/retentionJobType

Extend Job Retention

Data Backup Option

followMountPoints

Home

Type: boolean

Default Value: true

Possible Values: true/false

Command Line Paramter: followMountPoints

Location: taskInfo/subTasks/options/backupOpts/dataOpt/followMountPoints

Follow mount points

verifySynthFull

Home

Type: boolean

Default Value: true

Possible Values: true/false

Command Line Paramter: verifySynthFull

Location: taskInfo/subTasks/options/backupOpts/dataOpt/verifySynthFull

Verify Synthetic Full

ignorErrorInSynthFull

Home

Type: boolean

Default Value: false

Possible Values: true/false

Command Line Paramter: ignorErrorInSynthFull

Location: taskInfo/subTasks/options/backupOpts/dataOpt/ignorErrorInSynthFull

Ignore Error in Synthetic Full

useCatalogServer

Home

Type: boolean

Possible Values: true/false

Command Line Paramter: useCatalogServer

Location: taskInfo/subTasks/options/backupOpts/dataOpt/useCatalogServer

Use Catalog Server

enforceTransactionLogUsage

Home

Type: boolean

Possible Values: true/false

Command Line Paramter: enforceTransactionLogUsage

Location: taskInfo/subTasks/options/backupOpts/dataOpt/enforceTransactionLogUsage

Use Transaction logs for granular restarts

skipConsistencyCheck

Home

Type: boolean

Default Value: false

Possible Values: true/false

Command Line Paramter: skipConsistencyCheck

Location: taskInfo/subTasks/options/backupOpts/dataOpt/skipConsistencyCheck

Perform Consistency Check

Vault Tracker Backup Option

excludeMediaNotCopied

Home

Type: boolean

Possible Values: true/false

Command Line Paramter: excludeMediaNotCopied

Location: taskInfo/subTasks/options/backupOpts/vaultTrackerOpt/excludeMediaNotCopied

Exclude Media Not Copied

exportMediaAfterJobFinishes

Home
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Type: boolean

Possible Values: true/false

Command Line Paramter: exportMediaAfterJobFinishes

Location: taskInfo/subTasks/options/backupOpts/vaultTrackerOpt/exportMediaAfterJobFinishes

Export Media After Job Finishes

trackTransit Home

Type: boolean

Possible Values: true/false

Command Line Paramter: trackTransit

Location: taskInfo/subTasks/options/backupOpts/vaultTrackerOpt/trackTransit

Track Transit

useVirtualMailSlots Home

Type: boolean

Possible Values: true/false

Command Line Paramter: useVirtualMailSlots

Location: taskInfo/subTasks/options/backupOpts/vaultTrackerOpt/useVirtualMailSlots

Use Virtual Mail Slots

filterMediaByRetention Home

Type: boolean

Possible Values: true/false

Command Line Paramter: filterMediaByRetention

Location: taskInfo/subTasks/options/backupOpts/vaultTrackerOpt/filterMediaByRetention

Filter Media By Retention

mediaWithExtendedRetentionJobs Home

Type: boolean

Possible Values: true/false

Command Line Paramter: mediaWithExtendedRetentionJobs

Location: taskInfo/subTasks/options/backupOpts/vaultTrackerOpt/mediaWithExtendedRetentionJobs

Media with extended retention job(s)
Media Status

all Home

Type: boolean

Possible Values: true/false

Command Line Paramter: all

Location: taskInfo/subTasks/options/backupOpts/vaultTrackerOpt/mediaStatus/all

All
active Home

Type: boolean

Possible Values: true/false

Command Line Paramter: active

Location: taskInfo/subTasks/options/backupOpts/vaultTrackerOpt/mediaStatus/active

Active

full Home

Type: boolean

Default Value: true

Possible Values: true/false

Command Line Paramter: full

Location: taskInfo/subTasks/options/backupOpts/vaultTrackerOpt/mediaStatus/full

Full
overwriteProtected Home

Type: boolean

Default Value: true

Possible Values: true/false

Command Line Paramter: overwriteProtected

Location: taskInfo/subTasks/options/backupOpts/vaultTrackerOpt/mediaStatus/overwriteProtected

Overwrite Protected

bad Home

Type: boolean

Default Value: true

Possible Values: true/false

Command Line Paramter: bad

Location: taskInfo/subTasks/options/backupOpts/vaultTrackerOpt/mediaStatus/bad

Bad

SubTask Options

subTaskType
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Home
Type: enum
Possible Values: NONE , ADMIN , BACKUP , RESTORE , WORKFLOW , COMPLIANCE_POLICY , COMPLIANCE_POLICY
Command Line Paramter: subTaskType
Location: taskInfo/subTasks/subTask/subTaskType
Sub Task Type
operationType Home
Type: enum
Default Value: NONE
Possible Values: NONE , ALL_BACKUP_JOBS , BACKUP , RECOVERY_POINT_CREATION , CONSISTENTCY_POINT_CREATION , SRM , ARCHIVE ,
CONTENT_INDEXING , ALL_RESTORE_JOBS , RESTORE , POWER_RESTORE , BROWSE , RESTORE_BY_JOB , ONETOUCH_RECOVERY , ADMIN ,
WORK_FLOW , COMPLIANCE , SEARCH , SAVE , EMAIL , TAGGING , LEGAL_HOLDS , COMP_RESTORE , MOSS , PRUNE , DRBACKUP , AUX_COPY ,
REPORT , MEDIA_INVENTORY , SCHED_EXPORT , ARCHIVE_CHECK , MEDIA_PREDICTION , TAPE_ERASE , VT , SELECTIVE_DELETE ,
DRIVE_VALIDATION , DRIVE_CLEANING , STAMP_MEDIA , BROWSE_DELETE , CATALOGUE_MEDIA , DATA_AGING , DOWNLOAD_UPDATES ,
INSTALL_UPDATES , SRM_REPORT , OFFLINE_CONTENT_INDEX , MAGLIBMAINTENANCE , SHELF_MANAGEMENT , INFOMGMT , INSTALL_CLIENT ,
UNINSTALL_CLIENT , SNAP_TO_TAPE , CCM_CAPTURE , CCM_MERGE , EXTERNAL_DATA_PROCESSOR , MEDIA_REFRESHING , PREPARATION , FDC,
MAGLIBVOLRECON , DEDUPDBSYNC , TAPEIMPORT , WORKFLOW , QR , FS_BACKUP , IMAGE_BACKUP , SERVERLESS_BACKUP , MOUNT_SNAPSHOT ,
UNMOUNT_SNAPSHOT , DELETE_SNAPSHOT , MINING_BACKUP , SRM_AGENTLESS , SRM_AGENTLESS
Command Line Paramter: operationType
Location: taskInfo/subTasks/subTask/operationType
Operation Type
Associations
backupsetName Home
Type: string
Command Line Paramter: backupsetName
Location: taskInfo/associations/backupsetName
Backupset Name
clientName Home
Type: string
Command Line Paramter: clientName
Location: taskInfo/associations/clientName
Client Name
appName Home
Type: string
Command Line Paramter: appName
Location: taskInfo/associations/appName
App Name
instanceName Home
Type: string
Command Line Paramter: instanceName
Location: taskInfo/associations/instanceName
Instance Name

Advanced Backup Options (Data)

You can select advanced backup data options for the operation.
Verify Synthetic Full

Specifies to include never-changing files in the next backup when Synthetic Full is selected in the Backup Options dialog box. This is especially useful if you
run a conventional full backup only once for a given subclient, and then run incremental (or differential) backups with periodic synthetic full backups after that
for an extended period of time.

Catalog

Use this section to select index cache sharing and granular restartability options for the job. Note that these options are not applicable for the disaster recovery
data protection.

e Use shared profile if present with transaction logging

Select this option if you wish to use the shared index cache profile of the MediaAgent (if configured) to save a copy of the job's index cache for index cache
sharing with transaction logging feature for granular job restartbility.

Shared profile with transaction logging provides job restartability in failover situations. This is a recommended configuration.
e Use shared profile if present without transaction logging

Select this option if you wish to use the shared index cache profile of the MediaAgent (if configured) to save a copy of the index cache for index cache
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sharing without transaction logging feature for granular job restartbility. This is not a recommended configuration.
e Use transaction logging

Select this option to use transaction logging feature to provide granular job restartbility (without using shared profile for index cache sharing).
e None

Select this option to use neither shared profile nor transaction logging.

Startup

Select from the following options. Note that all the options described in this help may not be available and only the options displayed in the dialog box are
applicable to the operation for which the information is being displayed.

Priority
o Use Default Priority

If selected, the default priority for this type of job will be used in determining how the Job Manager will allocate resources for this job.
e Change Priority

Use this option to manually specify the priority for the job, between 0 (highest priority) and 999 (lowest priority). The Job Manager will use the priority
setting when allocating the required resources. This is useful if you have jobs that are very important and must complete, or jobs that can be moved to a
lower priority.

Start up in suspended state

Specifies that this job will start in the Job Controller in a suspended state and cannot run until the job is manually resumed using the Resume option. This
option can be used to add a level of manual control when a job is started. For example, you could schedule jobs to start in the suspended state and then
choose which scheduled jobs complete by resuming the operation started in the suspended state.

Description

Use this field to enter a description about the entity. This description can include information about the entity's content, cautionary notes, etc.

Job Retry

Note that all the options described in this help may not be available and only the options displayed in the dialog box are applicable to the agent or operation for
which the information is being displayed.

Enable Total Running Time

The maximum elapsed time, in hours and minutes, from the time that the job is created. When the specified maximum elapsed time is reached, as long as the
job is in the "Running" state, it will continue; if the job is not in the "Running" state when the specified time is reached, Job Manager will kill the job.

Enable Number of Retries

The number of times that Job Manager will attempt to restart the job. Once the maximum number of retry attempts has been reached, if the job has still not
restarted successfully, Job Manager will kill the job. Note that this job-based setting will not be valid if restartability has been turned off in the Job Management
Control Panel.

Kill Running Jobs When Total Running Time Expires

Option to kill the job when the specified Total Running Time has elapsed, even if its state is "Running". This option is available only if you have specified a Total
Running Time.

Advanced Backup Options (Media)

You can select advanced backup media options for the operation.
Start New Media
This option starts the backup/migration/archive operation on a new media, which causes the following to occur:

e If removable media is used, the current active media is marked as Appendable and a new media is used for the backup/migration/archive.

e If disk media is used, a new volume folder is created for the backup/migration/archive.
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If cleared, the operation automatically uses the current active media or volume.
Mark Media Full after Successful Operation

This option marks media full, 2 minutes after the completion of the backup/archive operation. If any jobs are initiated within the 2 minutes, they are allowed to
write to the media. If the job was associated with the prior media, new media (such as a new tape) will be used for subsequent jobs. (Applies to all
backup/archive types.)

Allow other Schedule to use Media Set

This option allows jobs that are part of a schedule policy or schedule and using a specific storage policy to start a new media and also prevent other jobs from
writing to the set of media. It is available only when the Start New Media and Mark Media Full options are enabled, and can be used in the following
situations:

o When one scheduled job initiates several jobs and you only want to start new media on the first job.

e When you want to target specific backups to a media, or a set of media if multiple streams are used.
Extend Job Retention

o Infinite: Select this option to retain this job indefinitely.
o Number of Days: Select this option to prune this job after the number of days specified.

e Storage Policy Default: Select this option to apply the retention rules of the associated storage policy, which is the default option.

Advanced Backup Options (Data Path)

Select the data path to be used for the backup/archive operation.

Ensure that the Library, MediaAgent, Drive Pool, and Drive selected for this operation is available online and is a part of the associated Storage Policy.
Use MediaAgent

Specifies the name of the MediaAgent that will be used to perform the backup operation. If necessary, you can change the name of the MediaAgent.

For example, if the library is shared and you wish to use a specific MediaAgent (instead of the system selected MediaAgent, or a MediaAgent which may be idle,
or less critical) or if you know that the library attached to the specified MediaAgent.

Use Library

Specifies the name of the library that will be used to perform the backup operation. Use this option when you wish to backup to a specific library.

Use Drive Pool

Specifies the name of the Drive Pool that will be used to perform the backup operation. Use this option when you wish to backup using a specific Drive Pool.
Use Drive

Specifies the name of the Drive that will be used to perform the backup operation. Use this option when you wish to backup using a specific Drive from the
selected Drive Pool.

Vault Tracking

Select options to export and track media, using Vault Tracker.

@ Vault Tracking Options will be displayed only when a Vault Tracker license is available in the CommServe.

Vault Tracking options are only applicable for data protection operations using a storage policy associated with a library
containing removable media (e.g., tape, optical or stand-alone.)

Export media after the job finishes
Specifies the media used by the data protection operation and media with the specific Media Status (if specified) will be exported and tracked by Vault Tracker.
Exclude Media Not Copied
When selected, allows you to exclude media with jobs that have to be copied.
Media Status
e All
Click to select all media. Clear this option to select media with a specific status.

e Active
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Click to select media with its status marked as active.
o Full
Click to select media with its status marked as full.
e Overwrite Protected
Click to select media with its status marked as read-only .
e Bad
Click to select media with its status marked as bad.
Export Location
Specifies the destination location and lists the stationary locations entered using the Export Location Details dialog box.
Track Transit
Specifies that transit information must be tracked, and lists the transit locations entered using the Export Location Details dialog box.
Use Virtual Mail Slots
Specifies the exported media is stored within the library in the virtual mail slots defined in the Library Properties (Media) dialog box.
Filter Media By Retention
Specifies that the system must automatically filter media based on whether the media has extended retention jobs or not.
o Media with extended retention job(s)
Specifies that media with at least one extended retention job will be exported.
e Media with no extended retention job(s)

Specifies that media with no extended retention jobs will be exported.

Alert

Use this tab to configure an alert for a schedule policy.
Configure Alert
e Alert
The currently configured Alert.
o Add/Modify Alert
When clicked, opens the Alert Wizard to configure alerts for this operation.
o Delete Alert

When clicked, deletes any existing alerts that are already configured.

Alert Wizard

Threshold and Notification Criteria Selection

Use this step to select or modify the alert threshold and notification criteria. (See Alerts and Monitoring in Books Online for detailed information.)
Alert Criteria

Select the conditions that will initiate the alert. The alerts available are grouped into five categories:

e Application Management
e Automatic Updates

e Configuration

e Job Management

o Media Management
Send Individual Notification for This Alert
Enable this option to send an individual alert notification, instead of multiple alerts within a single alert notification, for the criteria selected.

Notification Criteria
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Select whether the alert notification should be repeated, the frequency and whether notification should be sent when the condition clears.
Escalation Notification Criteria

Some alert notifications allow for configuration of an escalated alert. If this option is available, select the time at which the escalated alert notification should
be sent, the frequency and whether notification should be sent when the condition clears.

Notify only when jobs qualify for extended retention*

Select this option when configuring a Job Management Data Protection alert. If selected, when a data protection job meets the thresholds of the configured
alert criteria, users will only be notified of those jobs that are set for extended retention.

Notify only when job contains failed objects*

Select this option when configuring a Job Management Data Protection alert. If selected, when a data protection job meets the thresholds of the configured
alert criteria, users will only be notified of those jobs that contain failed objects.

*This notification option is applicable for Job Management Data Protection alerts only.

ALERT CRITERIA

The following tables identify the types of available alerts within each category, the user capabilities needed for each alert, the entities the alert can be
associated with, the types of criteria available, and a description.

APPLICATION MANAGEMENT

Entities that can be |Criteria
Needed for Each Associated with the

Alert type Alert

Alert Type User Capabilities Description

ContinuousDataReplicator|Agent Management or|Clients
Alert Management
capability with
association at the
object associated
with the alert.

Log File Volume
Reached Low
Watermark

One of the following has occurred:

e A destination computer has imposed throttling on the
source computer, based on the percentage of allocated log
space remaining on the destination computer.

e A destination computer has stopped the source computer
from sending logs, based on the percentage of allocated
log space remaining on the destination computer.

e A source computer has run out of log space, and CDR has
stopped monitoring the source paths for all the Replication
Pairs, put the pairs in an aborted state, and deleted all log
files.

Client Groups

The free disk space thresholds are configurable in the
ContinuousDataReplicator Properties (Operational
Parameters) window.

No transfer activity |There has been no data replicated from the source to the
destination. The CommServe automatically checks for

transfer activity every 15 minutes.

Failed Replication A Replication Pair's job has failed, been aborted by a user, or

aborted by the system.

Exchange Agent Management or|Clients Journal Mailbox The journal mailbox exceeded its limit. (The mailbox
Alert Management . Threshold Exceeded |threshold is set by the user in the CommCell console.)
capability with Client Groups
association at the NOTES
object associated e See Configure the Agent for a Journal Mailbox Threshold
with the alert. Alert in Books Online for step-by-step instructions for
setting the threshold limit on the agent.

e If you would like to change the interval at which the
threshold limit is checked or the time-out for the
monitoring process, you can set these through the
nArcMonitorIntervalInMins and
nArcMonitorTimeOutInMins registry keys.

SharePoint Agent Management or|Clients New Virtual Servers |New virtual servers were found on the SharePoint server after

Were Found. Restart
IIS Services.

Alert Management
capability with

an archive operation, which requires the Internet Information

Client Groups Services (IIS) to be restarted.

association at the
object associated

SharePoint version is
upgraded. Restart

The SharePoint server has been upgraded, which requires the
Internet Information Services (IIS) to be restarted.

with the alert. 11S.
AUTOMATIC UPDATES
Alert Type User Capabilities Entities that can be [Criteria Description
Needed for Each Associated with the
Alert type Alert
Download Updates |Administrative Job Failed Updates failed to be downloaded.
Management or Aler‘g Job Succeeded Updates were downloaded successfully.
Management capability
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with CommcCell
association.

Job Succeeded with
Errors

A download updates operation completed with errors.

Install Updates

Administrative
Management or Alert
Management capability
with CommCell
association.

Machines

Client Groups

Job Failed

An update installation failed.

Job Succeeded

An update installation completed successfully.

Job Succeeded with
Errors

An update installation operation completed with errors.

Job Initiated

An update installation was initiated.

Updates Available to
Download

Administrative
Management or Alert
Management capability
with CommCell
association.

Updates Available to
Download

An update is available to be downloaded for installation.

The frequency interval at which these updates are detected is
configurable in the registry key.

Upgrades and
Service Packs

Administrative
Management or Alert
Management capability
with CommCell
association.

Machines

Client Groups

Release Upgrade
Required

A new release software upgrade is required.

(If configured, this alert occurs when a Client and/or
MediaAgent software version is lower than that of the
CommServe.)

The frequency interval at which these updates are detected is
configurable in the registry key.

Service Pack Required

A software update is required.

(If configured, this alert occurs when a Client and/or
MediaAgent service pack version is lower than that of the
CommServe.)

The frequency interval at which these updates are detected is
configurable in the registry key.

CONFIGURATION

Alert Type

User Capabilities
Needed for Each
Alert type

Entities that can be
Associated with the
Alert

Criteria

Description

Clients

Agent Management or
Alert Management
capability with
association at the
object associated with
the alert.

Clients

Client Groups

Properties Modified

The properties of a client were modified, or there was an
unauthorized attempt to alter properties.

Disk Space Low

The minimum thresholds have been reached for the client
software installation and system directories, which include the
Job Results.

The threshold for Job Results directory is configurable in the
CommCell Console's Client Computers Properties window.

The thresholds for the software installation and system
directories and the frequency interval at which the directories
are monitored are configurable in the registry key.

If Data Classification Enabler is installed, this alert, if
configured, will be sent if 85 percent or more of the volume's
disk space is consumed.

For computers where QSnap and either the Quick Recovery
Agent or ContinuousDataReplicator are installed, this alert, if
configured, will be sent if 80 percent or more of a volume's
disk space is consumed, for all of the client computer's
volumes.

If Content Indexing Engine is installed, this alert, if configured
will be sent for the following:

e If 80 percent or more of the volume's disk space is
consumed.

e If the minimum free space falls below 10 GB.

Agents

Properties Modified

The properties of an agent were modified, new content was
added (for the Oracle agent only), or there was an
unauthorized attempt to alter properties. This alert is also
generated if the content, pre-post commands, or storage
policy of a subclient were modified.

CommCell

Administrative
Management or Alert
Management capability
with CommcCell
association

Alert every n failed
login attempts

There were n failed attempts made to login to the CommcCell.

Alert CommServe
License Expires With n
Days

The CommServe license will expire in n days.

Alert when License
Consumed reaches n
%

The CommServe license has reached n %.

License Capacity Usage details get updated every 24 hours. It
may also be updated if a Data Aging Job is run or if
CommServe services are restarted.

Properties Modified

The properties of the CommServe were modified, or there was

an unauthorized attempt to alter properties.
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Alert Modified

A user was added or removed to an alert, an alert was
modified, or there was an unauthorized attempt to modify the
properties of an alert.

Force De-configured

A user failed or successfully forced de-configured an Agent,
Client, or MediaAgent.

Disk Space Low

The minimum thresholds have been reached for the
CommServe software installation and system directories or
there is insufficient disk space for the CommServe database to
grow.

The threshold for the software installation and system
directories and the frequency interval at which the directories
are monitored are configurable in the registry key.

The threshold for CommServe database directory, and the
frequency interval at which the database directory is
monitored, are configurable in the CommcCell Console's Control
Panel - System window (Database space check interval and
Database Space Check Thresholds).

Library

Library Management or
Alert Management
capability with library
association

Libraries

Properties Modified

The properties of a library were modified, an overwrite media
option was selected for the library, or there was an
unauthorized attempt to alter properties of a library.

MediaAgents

Media Management or
Alert Management
capability with
MediaAgent association

MediaAgents

Properties Modified

The properties of a MediaAgent were modified, or there was an
unauthorized attempt to alter the properties of a MediaAgent.

Disk Space Low

The minimum thresholds have been reached for the
MediaAgent software installation and system directories, which
include the Index Cache.

The threshold for MediaAgents Index Cache directory is
configurable in the CommCell Console's MediaAgents
Properties window.

The threshold for the software installation and system
directories and the frequency interval at which the directories
are monitored are configurable in the registry key.

DDB Store got
corrupted

Deduplication Store of a MediaAgent is corrupted.

MediaAgent went
Offline

A MediaAgent was switched on/offline.

Notify only if Condition
persists for

Notify only if the condition persists for certain length of time.

Repeat notification
every

Repeat the notification for every n hours and m minutes.

(n and m are set by the user at the time of configuration.)

Schedules

Alert Management
capability with
CommCell association

Scheduler Changes

A schedule was added, deleted, or modified, a job failed to be
scheduled, a user added, removed, or modified a holiday.

Storage Policy

Storage Policy
Management or Alert
Management capability
with storage policy
association

Storage Policies

Properties Modified

The properties of a storage policy were modified, or there was
an unauthorized attempt to alter the properties of a storage

policy.

JOB MANAGEMEN

T

Alert Type

User Capabilities
Needed for Each
Alert type

Entities that can be
Associated with the
Alert

Criteria

Description

[Auxiliary Copy

Administrative
Management or Alert
Management capability
with CommCell
association

Storage Policies

Storage Policy Copies

Job Succeeded

An auxiliary copy operation completed successfully.

Job Succeeded with
Errors

An auxiliary copy operation completed with errors.

Job Skipped A scheduled auxiliary copy operation ran late, was skipped, or
was skipped due to a holiday.

Job Failed An auxiliary copy operation failed, failed to start, or the
operation was aborted by the system.

Job Activity An auxiliary copy operation was killed, resumed, or suspended

by a user.

Auxiliary Copy fallen
behind alert

The following criteria have been met for the selected storage
policy:

e data to be copied is more than n GB

e jobs have not been copied in more than n days

(n is set by the user in the Storage Policy Properties
(Advanced) window.)

The interval at which the storage policy is checked for this
criteria can be configured in the Media Management
Configuration (Auxiliary Copy Configuration) window; the
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default Interval (Hours) between Auxiliary Copy Fallen
Behind alerts is 24 hours.

Delayed by n Hrs

An auxiliary copy operation was in a waiting state for n hours.
(n is set by the user at time of configuration.)

Alert every n attempt
(Phase failures)

There were n attempts made to resume the auxiliary copy
operation after a phase failure.

Alert every n attempt
(Network failures)

There were n attempts made to resume the auxiliary copy
operation after a network failure.

Backup Copy
(Workflow

Administrative
Management or Alert
Management capability
with CommCell
association

Storage Policies

Job Succeeded

A backup copy operation completed successfully

Job Succeeded with
Errors

A backup copy operation completed with errors.

Job Skipped A scheduled backup copy operation ran late, was skipped, or
was skipped due to a holiday.

Job Failed A backup copy operation failed, failed to start, or the operation
was aborted by the system.

Job Activity A backup copy operation was killed, resumed, or suspended by

a user.

Job Started

A backup copy operation was started by a user.

Continuous Data
Replication

Data Protection
Operations or Alert
Management capability
at each associated
entity.

Clients
Agents

Replication Sets

Job Succeeded

A Recovery Point creation, Consistent Recovery Point creation,
or CopyBack operation completed successfully.

Job Succeeded with
Errors

A Recovery Point creation, Consistent Recovery Point creation,
or CopyBack operation completed with errors.

Job Skipped

A scheduled Recovery Point creation, Consistent Recovery
Point creation, or CopyBack operation ran late, was skipped, or
was skipped due to a holiday.

Job Failed

A Recovery Point creation, Consistent Recovery Point creation,
or CopyBack operation failed, failed to start, or the operation
was aborted by the system.

Job Activity

A Recovery Point creation, Consistent Recovery Point creation,
or CopyBack operation was killed, resumed, or suspended by a
user.

Delayed by n Hrs

A Recovery Point creation, Consistent Recovery Point creation,
or CopyBack operation was in a waiting state for n hours. (n is
set by the user at time of configuration.)

Alert every n attempt
(Phase failures)

There were n attempts made to resume the Recovery Point
Creation or CopyBack operation after a phase failure.

Alert every n attempt
(Network failures)

There were n attempts made to resume the Recovery Point
Creation or CopyBack operation after a network failure.

Data Aging

Administrative
Management or Alert
Management capability
with CommCell
association

Job Succeeded

A data aging operation completed successfully.

Job Succeeded with
Errors

A data aging operation completed with errors.

Job Skipped A scheduled data aging operation ran late, was skipped, or was
skipped due to a holiday.

Job Failed A data aging operation failed, failed to start, or the operation
was aborted by the system.

Job Activity A data aging operation was killed by a user.

Data Classification

Alert Management
capability

Clients

Client Groups

Classification Failed

A data classification operation failed to write to the database.

Data Protection

Data Protection
Operations or Alert
Management capability
at each associated
entity.

Clients

Client Groups
Agents

Backup Sets
Instance/Partition
All Subclients**

Subclients

Job Succeeded

A data protection operation completed successfully.

Job Succeeded with
Errors

A data protection operation completed with errors.

Job Skipped A scheduled data protection operation ran late, was skipped, or
was skipped due to a holiday.

Job Failed A data protection operation failed, failed to start, or was
aborted by the system.

Job Activity A data protection operation was killed, resumed, or suspended

by a user.

No Data Protection

A data protection operation failed to start.

Delayed by n Hrs

A data protection operation was in a waiting state for n hours.
(n is set by the user at time of configuration.)

No Backup for last n
Days

A data protection operation did not complete successfully for
the last n days. (n is set by the user at the time of
configuration in the alert wizard.)

Job exceeded running
time of n Hrs

A data protection operation was in a suspended, running or in
a pending state for more than n hours.

(n is set by the user at the time of configuration in the alert
wizard.)

Alert every n attempt
(Phase failures)

There were n attempts made to resume the data protection
operation after a phase failure.

Alert every n attempt

There were n attempts made to resume the data protection

Page 262 of 285



Administration Guide - Exchange Mailbox iDataAgent

(Network failures)

operation after a network failure.

Increase in Data Size
by n%

A data protection job is at least n% larger in data size than the
previous data protection job of the same type (full,
incremental, differential or synthetic full). Default is set at
10%. (n is the percentage of increase in data size, at which if
met, will trigger the alert. The actual data size increase may
be larger than the n%.)

Decrease in Data Size

by n%

Notify only when jobs

qualify for extension
retention

Notify only when job

contains failed objects

A data protection job is at least n% smaller in data size than
the previous data protection job of the same type (full,
incremental, differential or synthetic full). Default is set at
10%. (n is the percentage of decrease in data size, at which if
met, will trigger the alert. The actual data size decrease may
be larger than the n%.)

The data protection job is set for extended retention.

The data protection job contains one or more failed objects.

Browse and In Place Clients
Recover or Browse and| _
Out of Place Recover |Client Groups
or Alert Management Agents

capability at each
associated entity.

Data Recovery

Backup Sets

Job Succeeded

A data recovery operation completed successfully.

Job Succeeded with
Errors

A data recovery operation completed with errors.

Instance/Partition

Job Skipped A scheduled data recovery operation ran late, was skipped, or
was skipped due to a holiday.

Job Failed A data recovery operation failed, failed to start, or the
operation was aborted by the system.

Job Activity A data recovery operation was killed, resumed, or suspended

by a user.

Job Started

A data recovery operation was started by a user.

List Media

A user requested a list of media used for the original data
protection operation.

Administrative
Management or Alert
Management capability

Data Verification

Storage Policies

Job Succeeded

A data verification operation completed successfully.

Storage Policy Copies

Job Succeeded with
Errors

A data verification operation completed with errors.

Job Skipped A scheduled data verification operation ran late, was skipped,
or was skipped due to a holiday.

Job Failed A data verification operation failed, failed to start, or the
operation was aborted by the system.

Job Activity A data verification operation was killed, resumed, or

suspended by a user.

Delayed by n Hrs

A data verification operation was in a waiting state for n hours.
(n is set by the user at time of configuration.)

Disaster Recovery [Administration

Job Succeeded

A disaster recovery backup completed successfully, a backup

Management or Alert

Management capability Agents
with CommCell Backup Set
association.

Subclients

Backup Management or Alert set was pruned during the operation (default = 5 backup sets).
Management capability Job Succeeded with  [A disaster recovery backup operation completed with
with CommCell Errors errors/warnings.
association. Job Skipped A scheduled disaster recovery backup ran late, was skipped, or
was skipped due to a holiday.

Job Failed A disaster recovery backup failed, failed to start, the operation
was aborted by the system, or no storage policy was defined
for the operation.

Job Activity A disaster recovery backup operation was killed by a user.

Delayed by n Hrs A disaster recovery backup operation was in a waiting state for
n hours. (n is set by the user at time of configuration.)

Erase Data [Administration Clients Job Succeeded An erase data operation completed successfully..

Job Succeeded with
Errors

An erase data operation completed with errors/warnings.

Job Skipped A scheduled erase data operation ran late, was skipped, or was
skipped due to a holiday.

Job Failed An erase data operation failed, failed to start, was killed by a
user, was aborted by the system.

Job Activity An erase data operation was killed, resumed, or suspended by

a user.

IMedia Erase Library Management or|Libraries
Alert Management
capability with library

association

Job Succeeded

A media erase operation completed successfully.

Job Succeeded with
Errors

A media erase operation completed with errors/warnings.

Job Failed A media erase operation failed, failed to start, or was killed by
a user.
Job Activity A media erase operation was killed, resumed, or suspended by

a user.

|Media Inventory Library Management or|Libraries
Alert Management
capability with library

association

Job Succeeded

An inventory operation completed successfully.

Job Succeeded with
Errors

An inventory operation completed with errors.

Job Failed

An inventory operation failed, failed to start, or was killed by a
user.
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Media Refreshing

Administrative
Management or Alert
Management capability
with CommCell
association

Storage Policies

Storage Policy Copies

Alert every n attempt
(Phase failures)

There were n attempts made to resume the data protection
operation after a phase failure.

Alert every n attempt
(Network failures)

There were n attempts made to resume the data protection
operation after a network failure.

Delayed by n Hrs

An offline content indexing operation was in a waiting state for
n hours. (n is set by the user at time of configuration.)

Job Succeeded

An offline content indexing operation completed successfully.

Job Succeeded with
Errors

An offline content indexing operation completed with errors.

Job Skipped An offline content indexing operation ran late, was skipped, or
was skipped due to a holiday.

Job Failed An offline content indexing operation failed, failed to start, the
operation was aborted by the system.

Job Activity An offline content indexing operation was killed by a user.

Offline Content
Indexing

Administrative
Management or Alert
Management capability
with CommCell
association

Storage Policies

Storage Policy Copies

Job Succeeded

An offline content indexing operation completed successfully.

Job Succeeded with
Errors

An offline content indexing operation completed with errors.

Job Skipped An offline content indexing operation ran late, was skipped, or
was skipped due to a holiday.

Job Failed An offline content indexing operation failed, failed to start, the
operation was aborted by the system.

Job Activity An offline content indexing operation was killed by a user.

Delayed by n Hrs

An offline content indexing operation was in a waiting state for
n hours. (n is set by the user at time of configuration.)

Information

Administrative

Job Succeeded

An information management operation completed successfully.

Management Management or Alert Job Skipped An information management operation ran late, was skipped,
Management capability or was skipped due to a holiday.
with (;or_nmCeII Job Succeeded with An information management operation completed with errors.
association E
rrors
Job Failed An information management operation failed, failed to start,
the operation was aborted by the system.
Job Activity An information management operation was killed by a user.
Delayed by n Hrs An information management operation was in a waiting state
for n hours. (n is set by the user at time of configuration.)
Report Administration Job Activity A report operation was killed by a user.
Management capability Job Failed A report operation failed, failed to start, the operation was
with (;or_nmCeII aborted by the system, or a report failed to be saved.
@ssociation. Job Skipped A report operation ran late, was skipped, or was skipped due

to a holiday.

Job Succeeded

A report operation completed successfully.

Job Succeeded with
Errors

A report operation completed with errors.

SRM Data Collection

Administration
Management capability
with CommCell
association.

Clients

Client Groups

Alert every n attempt
(Phase failures)

There were n attempts made to resume the data collection
operation after a phase failure.

Alert every n attempt
(Network failures)

There were n attempts made to resume the data collection
operation after a network failure.

Job Activity A data collection operation was killed by a user.

Job Failed A data collection operation failed, failed to start, the operation
was aborted by the system.

Job Skipped A data collection operation ran late, was skipped, or was

skipped due to a holiday.

Job Succeeded

A data collection operation completed successfully.

Job Succeeded with
Errors

A data collection operation completed with errors.

No Data Protection

A data collection operation failed to start.

**DataArchiver agents only

‘MEDIA MANAGEMENT

Alert Type

User Capabilities
Needed for Each
Alert type

Entities that can be
Associated with the
Alert

Criteria

Description

Device Status

Library Management or
Alert Management
capability with
CommCell association

Libraries

Drive went Offline

A drive in a library switched offline.

Library went Offline

A library switched offline.

Mount Path went
Offline

A mount path went offline.

Library Management

Library Management or
Alert Management
capability with library
association.

Libraries

Insufficient Storage

The number of spare media inside the library for a scratch pool
and cleaning pool fell below the low water mark defined or
there is no spare media inside the library. For a disk library,
the free disk space fell below the low water mark or there is
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insufficient disk space.

Maintenance Occurred

A drive cleaning operation completed successfully or failed.

Maintenance Required

The library or drive has exceeded its threshold, a drive
requires cleaning, or the mount path has exceeded its
fragmentation threshold.

The percentage threshold at which the mount path is deemed
fragmented can be configured in the Media Management
Configuration (Service Configuration) window, Mount Path
Fragmentation Threshold Percentage option.

Media Handling Errors

The system found a duplicate barcode/label in the library, or
the system detected a media in the wrong library.

Media Handling
Required

A media is not in the library, or a media in a drive needs
changing because the system detected wrong or no media in
the drive.

Media Mount and
Usage Errors

A media is marked read only, bad or depreciated, or a mount
or an unmount error has occurred.

User Overwrite of
Media

The media was overwritten due to an option selected by the
user.

Media Ready in Mail
Slot

Media in mail slot is ready to be picked up by the user.
NOTES

e This criterion is applicable to a VaultTracker media export
(to mail slot) only, which requires a VaultTracker license.
For more information, see License Administration in Books
Online.

e It is recommended that the <MEDIA LIST> and <MORE
MEDIA Y/N> tokens be added to the notification message
when configuring this alert. For more information, see Alert
Tokens in Books Online.

Media Recalled

The media has been retrieved from an export location for a
specific operation. For more information, see Recall Media in
Books Online.

VaultTracker
Alert Management
capability with Library
association.

Library Management or|Tracking Policies

Job Succeeded

A pending media movement completed successfully.

Job Succeeded with
Errors

A pending media movement completed with errors.

Job Failed

A pending media movement failed.

Job Initiated

A pending media movement was created.

Media Handling
Required

A media is moved to a virtual mail slot, or a media needs
import.

Media Picked Up

Media was picked up.

Media Reached
Destination

A media has reached the required destination.

Media Returned to
Source

A media was returned to the source.

Rolled Back

A media movement was rolled back.

Browse Options

Use this dialog box to select the basic options under which you want to browse the data secured by a data protection operation in the selected client, agent,
instance/partition, or backup set level depending on the functionality of a given agent.

The system provides several browse options. These options influence the behavior of the browse operation in the subsequent Browse window. Note that all the
options described in this help may not be available and only the options displayed in the dialog box are applicable to the agent for which the information is

being displayed.

Browse the Latest Data

Specifies whether the browse operation must display data from the most recent data protection operation (from now back to the last full backup) in the Browse

window. (This option is selected by default.)

Specify Browse Time

Specifies whether the browse operation must display data, up to the specified date and time in the Browse window. Data secured after the specified date and

time will be omitted in this window.

e Browse Data Before/Browse to Point-In-Time

Specifies the date and time that must be used to display the data in the Browse window.

e Time Zone

Lists the time zones. To change the time zone, click one in the list.
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Select from Available Browse Times

Displays a list containing the time of different backup jobs available in the destination, from which data can be browsed. For Workstation Backup Agent, this
option displays the list of recovery points available in the destination. Select the desired time.

Use MediaAgent

Specifies the name of MediaAgent that will be used to perform the browse (and restore) operation. If necessary, you can change the name of the MediaAgent.
For example, if the library is shared and you wish to use a specific MediaAgent (instead of the system selected MediaAgent, or a MediaAgent which may be idle,
or less critical) or if you know that the media containing the data you wish to restore is available in the library attached to the specified MediaAgent.

If the media containing the data is not available in the tape/optical library attached to the MediaAgent, the system will automatically prompt you to insert the
appropriate media. In the case of a disk library, the operation will fail if the requested data is not available in the disk library attached to the specified
MediaAgent.

Client Computer

Lists the client computers available for the browse operation. This option is available only when the browse operation is performed either from the client node in
the CommCell Browser, Browse & Recover option from the Tools menu in the CommcCell Console or when the New Browse button is clicked in the Browse
window.

Specify Browse Path
Specifies the starting point for the browse operation. Also provides a space for you to type the path.
Show Deleted Items

Specifies whether the operation will browse all the data (including deleted items) secured by all data protection operations for the selected backup set as of the
specified browse items.

Table View
Specifies whether the backup data should be displayed as database tables during the browse operation.
Image Browsing

Specifies whether the operation will browse all the data (including deleted items) secured by all data protection operations for the selected backup set as of the
specified browse times.

The main difference between image browse and no-image browse is that deleted items are shown only by the no-image browse.

Keep in mind that the display of deleted items depends on whether full backup transparency is enabled. If full backup transparency is disabled (the default),
only those deleted items that existed back through the most recent full backup are shown. However if full backup transparency is enabled, the deleted items
shown includes those that existed during the time interval from initial index creation through the time being browsed.

To determine whether full backup transparency is enabled or disabled, from the CommcCell Browser, right-click the iDataAgent and then select Properties.
Click the Index tab. If Create new index on full backup is selected, then full backup transparency is disabled.

File Level Browse (Restore individual files/folders from disk image)

Specifies whether the operation will browse all the files and folders secured by all data protection operations for the selected backup set as of the specified
browse items.

Volume Level Browse (Restore the disk image/volume)

Specifies whether the operation will browse all the volumes secured by all data protection operations for the selected backup set as of the specified browse
items.

Database

For SQL Server, specifies whether to browse individual databases.

File/File Group

For SQL Server, specifies whether to browse file groups and files for the databases.
Page Size

Use the space to enter the default number of objects to be displayed in the Browse window. This field reverts back to the default setting after use. In the
Browse window, you can browse through each page list by selecting the appropriate page number.

Browse Data from SQL
Specifies that SharePoint documents can be mined from an offline mining database.
SQL Instance

For SharePoint Offline mining, specifies the SQL instance that is associated with the offline mining database. Click ... to select from a list or type the instance
name.

User Account
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For SharePoint Offline mining, specifies the Username and Password of the account that can access the instance. Click Edit to enter the username and
password.

Config Database

For SharePoint Offline mining, specifies the Configuration Database that will be used to mine SharePoint documents. Click ... to select from a list or type the
Configuration Database name.

Browse only volumes
Specifies that the browse operation must display only a list of volumes; required for a Volume Level Restore.
Advanced
Click to access additional browse capabilities.
List Media
Click to display media required for restore or index restore operations.
Type of Intended Restore (Virtual Server iDataAgent)
This section provides the facility to select the type of restore you want to perform following the Browse operation.
e Individual Files/Folders
Select this option if you intend on performing a file/folder-level restore.
e Entire Volume
Select this option if you intend on performing a volume-level restore.
e Container Restore
Select this option if you intend on performing a disk-level restore.
Browse/Restore Directory Server data from database

For Active Directory Offline Mining, enter the path to the database from which you want to restore directory server data. For Active Directory Server databases,
this file will be the ntds.dit file. For ADAM and Lightweight Server databases, this file will be the adamntds.dit file. Click Browse to locate the database or
enter the complete database path in the File Path field.

Back to Top

Advanced Browse Options

Use this dialog to access additional browse capabilities for the browse window. Note that all the options described in this help may not be available and only the
options displayed in the dialog box are applicable to the agent for which the information is being displayed.

Use MediaAgent
Select the MediaAgent associated with the data you want to browse, or select Any MediaAgent.
Show Deleted Items

Specifies whether the operation will browse all the data (including deleted items) secured by all data protection operations for the selected backup set as of the
specified browse items.

Page Size

Specifies the number of objects to be displayed in the browse window.

Include Metadata

Specifies that the browse operation results must also include data containing metadata information.

Exclude Data Before

Specifies that the browse operation must return data that has been backed up after the specified date. Also provides a space for you to type the date and time.
Browse from copy precedence

When selected, the system retrieves the data from the storage policy copy with the specified copy precedence number. If data does not exist in the specified
copy, the operation fails even if the data exists in another copy of the same storage policy.

When cleared, (or by default) the system retrieves data from the storage policy copy with the lowest copy precedence. If the data was pruned from the primary
copy, the system automatically retrieves the data from the other copies of the storage policy starting with the copy with the lowest copy precedence and
proceeding through the copies with higher copy precedence. Once the data is found, it is retrieved, and no further copies are checked.

Back to Top
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List Media

Use this dialog box to select the options that must be used to predict the required media.
Media For the Latest Data

Specifies whether the list media operation must display media associated with the most recent data protection operation (from now back to the last full backup)
This option is selected by default.

Specify Time Range
Specifies whether the whether the list media operation must display media associated with the specified date and time.
o Data Before/Time Range
Specifies the date and time that must be used to display media.
e Time Zone
Lists the time zones. To change the time zone, click one in the list.
Advanced

Click to access additional options.

Operation Window

Use this dialog box to add, modify, or delete operation rules for system operations.
Name

The friendly name assigned to the operation window.

Operations

The operations included in the rule.

Days

Displays the days in which the operations in this rule should not be run.

Do not run intervals

Displays the times in which the operations in this rule should not be run.

Add

Click this button to add an operation rule from the Operation Rule Details dialog box.
Modify

Click this button to modify an operation rule from the Operation Rule Details dialog box.
Delete

Click this button to delete an operation rule.

Ignore Operation Rules at Higher Levels (not applicable at the CommServe and Client group level)

Select this option to disable all operation rules set at levels above the currently selected entity.

Subclient Properties (General)

Use this dialog box to add, modify or view general information on the selected subclient.

Client Name

Displays the name of the Client computer to which this subclient belongs.

Billing Department

Displays the name of the billing department, when the subclient is associated with a billing department.
iDataAgent

Displays the name of the Agent to which this subclient belongs.
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Backup Set

Displays the name of the Backup Set to which this subclient belongs.

Subclient Name

Displays the name of this Subclient. You can use this space to enter or modify the name of the subclient.
Default Subclient

Displays whether this is the default subclient. When a subclient is designated as the default subclient, it will back up all the data for the subclient that is not
assigned to any other subclients within the backup set, and it cannot be deleted.

Description
Use this field to enter a description about the entity. This description can include information about the entity's content, cautionary notes, etc.

Back to Top

Subclient Properties (Content)

Use this tab to define the contents of a new subclient or to change the content of an existing subclient. Mailboxes that are listed in the Contents of subclient
pane are backed up/migrated/archived/content indexed by the subclient.

Contents of subclient

Displays a list of mailboxes included as content for this subclient. The autodiscovered mailboxes are displayed in italics whereas manually discovered mailboxes
are displayed in normal font. This is to differentiate which mailboxes will be qualified for Automatic Content Management.

e Display Name
Displays the Display Name of the mailbox included as content for this subclient.
e Alias Name
Displays the Alias Name of the mailbox included as content for this subclient.
e SMTP Address
Displays the Simple Mail Transfer Protocol Address of the mailbox included as content for this subclient.
e Mailbox Store
Displays the Mailbox Store in which the mailbox resides.
Configure

Click to discover and change the associations of the mailboxes to the subclients. Any mailboxes included as content for a user-defined backup set/subclient will
be automatically excluded from the default backup set/subclient.

Delete Archived messages after successful archive operations

Specifies whether to delete the contents of the mailbox after the data has been successfully archived. Selecting this option will cause the system to delete the
data from mailboxes included in subclient content after the data has been successfully archived.

Only backup following folders (separated by ;)

This allows you to configure the Exchange Mailbox iDataAgent to backup messages that reside in a specific root-level mailbox folder for the subclient of any
backup set. Other folders in the mailbox will not be backed up.

Perform backup using mining off snapshot

Click to run a data protection job from an offline snapshot copy of the Exchange data. Snap mining can improve performance in that it offloads processing on
the production application server.

Exchange DB client

Specifies the client computer where the Exchange Database is installed.

Client

Specifies the client computer that was used to create the snapshot.

Agents

Specifies the agent that was used to create the snapshot of the Exchange data.
Instance

Specifies the instance that was used to create the snapshot of the Exchange data.
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Backupset

Specifies the backupset that was used to create the snapshot of the Exchange data.

subclient to use

Specifies the subclient that was used to create the snapshot of the Exchange data

Exchange DB subclient to use

Specifies the Exchange Database iDataAgent subclient to use for mining the SnapProtect backup.
Proxy Client

Click and select a proxy computer to run the data protection job of the snapshot on a Proxy Client.

Subclient Properties (Auto-discovery)

Use this dialog box to view and establish the criteria to automatically discover new mailboxes. The criteria that can be configured depends on the assignment
method that was selected in Backup Set Properties (Auto Discover). Assignment methods include:

e Regular Expressions
e Database Affinity
e Active Directory User Group Affinity

Automatically add new mailboxes that don't qualify for membership in any of the sub-clients

Specifies whether to assign auto-discovered mailboxes to the contents of this subclient. This is useful in cases where mailboxes have not been assigned to any
other subclient within the Backup Set. This option applies only to the default subclient. Clearing this option will disable auto-discovery on the default subclient.

Add Mailbox Display Name

Displays a list of mailbox display name patterns i.e., regular expressions. Mailboxes that match the specified patterns entered in Mailbox Display Names will
be automatically discovered and assigned to this subclient. This display pane is enabled when the Match Mailboxes by Regular Expressions option was
selected in Backup Set Properties (Auto Discover).

Mailbox Display Names

Use this space to enter a mailbox display name pattern using regular expressions (i.e., wildcards). See Wildcards for a list of supported wildcards.

Wildcard Example Description
Accounting* Auto-discovers any mailbox display name that begins with Accounting followed by any number of any characters (e.g.,
Accounting Mailbox, Accounting Manager, etc.).
[leilnsure Auto-discovers any mailbox display name that ends with nsure but does not begin with e or i (e.g., unsure).
[ta-k]Lee AéJtc))—discovers any mailbox display name that does not begin with a through k and that ends with Lee (e.g., xLee, yLee,
etc.).

Add

Click to commit the mailbox display name pattern for auto-discovery entered in Mailbox Display Names and add it the Add Mailbox Display Name display
pane. This button is enabled when the Match Mailboxes by Regular Expressions option was selected in Backup Set Properties (Auto Discover).

Remove

Click to delete the selected mailbox display name pattern. This button is enabled when the Match Mailboxes by Regular Expressions option was selected in
Backup Set Properties (Auto Discover).

Newly discovered mailboxes from the following mailbox stores will automatically be associated with this subclient

Displays a list of databases. Mailboxes in these databases will be automatically discovered and assigned to this subclient. This display pane is enabled when the
Database Affinity option is selected in Backup Set Properties (Auto Discover).

The new discovered mailboxes of the following AD User Group will be backed up to this subclient

Displays a list of the Active Directory User Groups. Mailboxes in these AD User Groups will be automatically discovered and assigned to this subclient. This
display pane is enabled when the AD User Group Affinity option is selected in Backup Set Properties (Auto Discover).

Configuration
Click to configure the databases or AD User Groups that will be used to automatically discover mailboxes and assign them to this subclient.

Back to Top
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Configure Mailbox Stores for Auto-discovery

Use this dialog box to change the assignment of databases to subclients. Mailboxes in these databases will be automatically discovered and assigned to this
subclient.

Mailbox Store
Displays the name of the database where newly discovered mailboxes for the assigned subclient will be backed up.
Subclient

Displays the name of the subclient whose newly discovered mailboxes will be backed up to the assigned database. To change the subclient assignment, click on
the subclient and select a different one from the drop-down list.

Change all selected stores to:

Lists subclients that can be assigned to databases for auto-discovery. To change the subclient assignment, select one or more databases and click a subclient in
the list.

Configure AD User Group for Auto-discovery

Use this dialog box to add or change Active Directory (AD) User Groups. Mailboxes in these AD User Groups will be automatically discovered and assigned to
this subclient.

AD User Group Name
Displays the name of the Active Directory User Group where newly discovered mailboxes for this subclient will be backed up.
Subclient

Displays the name of the subclient that is assigned to the Active Directory User Group. Newly discovered mailboxes that reside in the AD User Group will be
assigned to this subclient. To change the assignment, click on the subclient and select a different one from the drop-down list.

Move all selected items to:

Lists subclients that can be assigned to Active Directory User Groups. To change the subclient assignment, select one or more Active Directory User Groups and
click a subclient in the list.

Discover

Specifies to discover an Active Directory User Group. When clicked, the Authenticate Active Directory Domain Controller dialog box will prompt you to provide
authentication information before proceeding with the discovery process.

Configure Subclient Mailbox Affinity

Use this list to select the assignment method by which newly discovered mailboxes will be included in the contents of user-defined subclients. To change the
assignment method, select one from the list. Choose from the following assignment methods:

e Ad Hoc

Manual assignment of newly discovered mailboxes.
e Mailbox

Automatic assignment of newly discovered mailboxes that match a wildcard pattern or mailbox name specified in the Subclient Properties (Mailboxes) dialog.
e Active Directory User Group

Automatic assignment of newly discovered mailboxes by Active Directory User Group specified in the Subclient Properties (Mailboxes) dialog.

Subclient Properties (Pre/Post Process)

Use the Pre/Post Process tab to add, modify or view Pre/Post processes for the selected subclient.
Pre-Backup process

Displays the name/path of the backup that you want to run before the respective phase. You can use this space to enter a path for the backup process that will
execute before this phase on the subclient . Click Browse to search for and select the name/path of the process. The system allows the use of spaces in the
name/path, provided they begin with an opening quotation mark and end with a closing quotation mark.
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Post-Backup process

Displays the name/path of the backup process that you want to run after the respective phase. You can use this space to enter a path for the backup process
that will execute after this phase on the subclient. Click Browse to search for and select the name/path of the process. The system allows the use of spaces in
the name/path, provided they begin with an opening quotation mark and end with a closing quotation mark.

Run Post Backup Process for all attempts

Specifies whether this process will execute for all attempts to run the phase. Selecting this option will execute the post backup process for all attempts to run
the phase, including situations where the job phase is interrupted, suspended, or fails. Otherwise, when the checkbox is cleared the specified process will only
execute for successful, killed, or failed jobs.

PreSnap process

Displays the name/path of the Snap process that you want to run before the respective phase. You can use this space to add or modify PreSnap processes for a
subclient. Click Browse to search for and select the name/path of the process. The system allows the use of spaces in the name/path, provided they begin with
an opening quotation mark and end with a closing quotation mark.

PostSnap process

Displays the name/path of the Snap process that you want to run after the respective phase. You can use this space to add or modify PostSnap processes for a
subclient. Click Browse to search for and select the name/path of the process. The system allows the use of spaces in the name/path, provided they begin with
an opening quotation mark and end with a closing quotation mark.

On Source

Specifies whether the PreSnap/PostSnap process will execute on the source computer.

On Proxy

Specifies whether the PreSnap/PostSnap process will execute on the proxy computer.

Browse

Click to search for and select the Pre/Post Process.

Run As / User Account

Displays either the Local System Account, or for added security, another account as having permission to run these commands.
Change

Click to add or modify the account that has permission to run these commands.

Back to Top

Storage Device

Use this dialog box to establish the storage device related settings on the selected subclient. Note that all the options described in this help may not be
available and only the options displayed in the dialog box are applicable to the agent or enabler for which the information is being displayed.

The following tabs are displayed:

e (Data) Storage Policy
e Data Transfer Option

e Deduplication

STORAGE POLICY

Use this tab to select or view storage policy settings on the selected subclient.
Data/Database/Transaction Log Storage Policy

Displays the storage policy to which this subclient is currently associated. To associate a storage policy to a new subclient or to change the storage policy
associated with an existing subclient, click one in the list.

Incremental Storage Policy

Displays the name of the Incremental Storage Policy associated with this subclient, if the storage policy has the Incremental Storage Policy option enabled.
Data Paths

Click to view or modify the data paths associated with the primary storage policy copy of the selected storage policy.

Number of Data/Database/Transaction Log Backup Streams
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Displays the number of streams used for backup operations. To change the number of streams, click one in the list. For DB2 DPF, be sure to set the appropriate
number of streams for each database partition by double-clicking the appropriate Stream space and typing the desired number.

Client/Instance/Status/Stream

Displays the names of the instances according to current backup priority along with other associated information that are included in the Oracle RAC node. To
change the backup priority of the instances, click the instance name as appropriate and use the directional arrows provided.

Maximum Backup Streams

For Informix, displays the maximum number of streams used for database backup operations, which is determined from the ONCONFIG file. The number of
streams for backups cannot be set currently from the CommcCell Console. Instead, you must set the BAR_MAX_BACKUP parameter in the $ONCONFIG file on
the Informix client. Also, the number of streams specified by the storage policy must be greater than or equal to the number specified by the
BAR_MAX_BACKUP parameter.

Data Threshold Streams

For Oracle RAC, specifies whether to run the backup job immediately when the total number of reserved streams is greater than or equal to the value in this
field. If you click this option, use the space provided to change this value if desired.

Create Storage Policy

Click to launch the Create a Storage Policy wizard. Once the storage policy has been created, it will be displayed in the list of storage policies to which the
selected subclient can be associated.

Buffer Size

Use this space to specify the size (in 4 KB pages) of each buffer to be used for building the backup image. The minimum value is 8, and the default value is
1024. If you select value 0, the value of the backbufz database manager configuration parameter will be used as the buffer allocation size.

DATA TRANSFER OPTION

Use this tab to establish the options for data transfer. Note that all the options described in this help may not be available and only the options displayed in the
dialog box are applicable to the agent for which the information is being displayed.

Software Compression

Indicates whether software compression for the subclient or instance is enabled or disabled, and if enabled whether it is performed on the client or MediaAgent
computer.

e On Client
Click to enable software compression on the client computer.
e On MediaAgent
Click to enable software compression on the MediaAgent computer.
e Use Storage Policy Settings
Click to use the settings enabled on deduplicated storage policy copy.

This option applies when subclient is associated with a storage policy copy that is deduplicated. See Copy Properties (Deduplication) - Advanced tab for
compression settings on deduplicated storage policy copy.

o Off
Click to disable software compression.

Note that hardware compression has priority over the software compression. Hardware compression is established in the Data Path Properties dialog box. The
above software compression option will take effect when the data path is associated with a disk library, or when hardware compression is disabled in the data
path associated with tape libraries.

For non-deduplicated storage policy copy, select On Client or On MediaAgent options to turn on compression,
depending upon your environment.

Resource Tuning
Indicates the processes used by the client to transfer data based and whether bandwidth throttling is enabled or not.
o Network Agents

Specifies the number of data pipes/processes that the client uses to transfer data over a network. Increasing this value may provide better throughput if the
network and the network configuration in your environment can support it. On non-UNIX computers, the default value is 2 and a maximum of 4 can be
established if necessary. On UNIX computers the default value is 1 and a maximum of 2 can be established if necessary.

o Throttle Network Bandwidth (MB/HR)
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Specifies whether the backup throughput is controlled or not. (By default this option is not selected and therefore the throughput is not controlled). When
selected, use the space to specify a value for the throughput. By default, this is set to 500. The minimum value is 1 and there is no limit to the maximum
value. (In this case the backup throughput will be restricted to the maximum bandwidth on the network.)

Use this option to set the backup throughput, based on the network bandwidth in your environment. Use this option to reduce the backup throughput, so that
the entire network bandwidth is not consumed, especially in slow links. Increasing this value will end up consuming the bandwidth with the maximum
throughput limited to the network bandwidth capability.

Note that throttling is done on a per Network Agent basis.
Application Read Size

This option specifies the amount of application data (such as SQL data, Windows File System data, and virtual machine data) backup jobs will read for each unit
transferred to the MediaAgent.

The default value for this options is 64KB; however, this value may be increased to reduce the amount of data read from the given application, which in turn
reduces the amount of I/O operations performed against it. As a result, overall backup performance may increase. However, backup memory usage may also
increase, which may inadvertently consume additional resources from the application. Thus, it is recommended that this value be set at either the default value
or match the block size directed by the application.

DEDUPLICATION

Use this tab to establish the options for deduplication on the subclient. It indicates whether deduplication for the subclient is enabled or disabled, and if enabled
whether the signature generation (a component of deduplication) is performed on the client or MediaAgent computer.

Note that deduplication is supported on disk storage devices. So the deduplication options are applicable only if the subclient is associated with a Storage Policy
containing disk storage.

On Client

Click to enable signature generation on the client computer.

On MediaAgent

Click to enable signature generation on the MediaAgent computer.

Back to Top

Filters

Use this dialog box to add, modify, or view the filters on the selected subclient.
Include Global Filters

Displays a list of options for enabling or disabling Global Filters which can be used in addition to the filters set at the subclient level to exclude data from data
protection operations for this subclient. To change the setting, select one of the following values from the list:

o OFF - Disables Global Filters for this subclient.
e ON - Enables Global Filters for this subclient.

e Use Cell Level Policy - Enables or disables Global Filters for this subclient depending on whether the Use Global Filters on All Subclients option is
enabled or disabled on the Control Panel (Global Filters) dialog. If the Use Global Filters on All Subclients option is enabled, then the Use Cell Level
Policy option will enable Global Filters on this subclient. If the Use Global Filters on All Subclients option is disabled, then the Use Cell Level Policy
option will disable Global Filters on this subclient.

Exclude the following folders
Displays entries that will be excluded from data protection operations for this subclient.
Exclude the folders that contain the following patterns

Displays wildcard patterns to filter mailboxes from backups. The pattern you enter will be applied to all content defined for the subclient. Enter each wildcard
pattern on a separate line. For a comprehensive wildcard list, see Wildcards.

Wildcard Example Description

Sent+* To filter out a folder which begins with Sent, specify the name of the folder and the asterisk * wildcard with no delimiters.

Sent Ttems\test* To filter out a subfolder called test, specify the full path including the leader \ backslash.

To filter out any path that ends in a folder name, use the full path including the leader \ backslash and the asterisk * wildcard

* *
\test for the first level.

Add
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Click to manually add an entry to be included in, or excluded from, data protection operations for this subclient.

Edit

Click to manually edit an entry to be included in, or excluded from, data protection operations for this subclient.

Delete

Click to delete a selected filter entry.

Wildcards

The supported wildcards include:

Back to Top

Wildcards

Description

Any number of any characters. For example:

Accounting*

e For search operations, the above wildcard pattern returns search results for any messages or items that match the pattern
"Accounting" followed by any number of any characters, found in any of the following fields (where applicable): Subject,
From, To, Cc, Bcc, Content, or Attachment; (e.g., Accounting Meeting Minutes, Accounting Manager, Accounting Records,
etc.).

e For filtering operations, the above wildcard pattern filters any mailbox folder name that begins with "Accounting" followed
by any number of any characters (e.g., Accounting Mailbox, Accounting Folder, etc.). For more filtering examples using
this wildcard character, see the note at the bottom of this page.

e For auto-discovery operations, the above wildcard pattern auto-discovers any mailbox display name that begins with
"Accounting" followed by any number of any characters (e.g., Accounting Mailbox, Accounting Manager, etc.).

Any one character. For example:
user_group?
e For search operations, the above wildcard pattern returns search results for any messages or items that match the pattern

beginning with "user_group" followed by any one character, found in any of the following fields (where applicable):
Subject, From, To, Cc, Bcc, Content, or Attachment; (e.g., user_groupA, user_groupl, etc.).

e For filtering operations, the above wildcard pattern filters any mailbox folder name that begins with "user_group" followed
by any one character (e.g., user_groupA, user_groupl, etc.).

e For auto-discovery operations, the above wildcard pattern auto-discovers any mailbox display name that begins with
"user_group" followed by any one character (e.g., user_groupA, user_groupl, etc.).

[1] Any range of characters. For example:
[JT]im
e For filtering operations, the above wildcard pattern excludes from data protection operations any mailbox folder name that
begins with "J" or "T" and ends with "im" (e.g., Jim, Tim).
e For auto-discovery operations, the above wildcard pattern auto-discovers any mailbox display name that begins with "J" or
"T" and ends with "im" (e.g., Jim, Tim).
[a-k]Lee
e For filtering operations, the above wildcard pattern excludes from data protection operations any mailbox folder name that
begins with any character in the range of "a" through "k" inclusive and that ends with "Lee" (e.g., aLee, bLee, etc.).
e For auto-discovery operations, the above wildcard pattern auto-discovers any mailbox display name that begins with any
character in the range of "a" through "k" inclusive and that ends with "Lee" (e.g., aLee, bLee, etc.).
This wildcard cannot be used for search operations.
['] The negation of a range of characters. For example:

['ei]nsure
e For filtering operations, the above wildcard pattern excludes from data protection operations any mailbox folder name that
ends with "nsure" but does not begin with "e" or "i" (e.g., unsure).

e For auto-discovery operations, the above wildcard pattern auto-discovers any mailbox display name that ends with "nsure"
but does not begin with "e" or "i" (e.g., unsure).

['a-k]Lee

e For filtering operations, the above wildcard pattern excludes from data protection operations any mailbox folder name that
does not begin with "a" through "k" and that ends with "Lee" (e.g., xLee, yLee, etc.).

e For auto-discovery operations, the above wildcard pattern auto-discovers any mailbox display name that does not begin
with "a" through "k" and that ends with "Lee" (e.g., xLee, ylLee, etc.).

This wildcard cannot be used for search operations.
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You can also use a combination of wildcards in a single expression, if the wildcards are supported for the type of operation

you are performing. For example, if you wanted to auto-discover all mailbox display hames beginning with any characters in
the range of "A" through "K" inclusive followed by any number of any characters, you would enter the following wildcard
combination:

[A-K]*

Keep in mind that the path entered for the subclient filter is based on what level is being filtered out. The examples provided
below illustrate this point:

e To filter out a root folder called "Sent Items", specify the name of the folder and the asterisk "*" wildcard with no
delimiters, as shown in the following example:

Sent*
e To filter out a subfolder called "test", specify the full path including the leader "\", as shown in the following example:
Sent Items\test*

e To filter out any path that ends in a folder name, use the full path including the leader "\" and the asterisk "*" wildcard for
the first level, as shown in the following example:

*\test*

e To filter all directories that begin with a particular word on all drives (e.g. My_Filter), use the global filter:
*:\**\My Filter*\**

e If you know the drive letter to filter, use the subclient filter as follows:
C:\**\My Filter\**

e To filter every directory named "temp" on all drives, use the global filter:
*:\**\temp\**

e Or use the subclient filter:
C:\**\temp\**

e To filter every "recycler" directory on all drives, use the global filter:
*: \**\RECYCLER\ **

e Or use the subclient filter:

C:\**\RECYCLER\**

Do not use "temp*" when all you want to filter is temp, as it will get "template" and other directories with word "temp".

Back To Top

Encryption

Use this dialog box to select the data encryption options for the selected content. When accessing this dialog box from the Subclient Properties Encryption tab,
this setting applies only to the selected subclient content for operations run from the CommcCell Console. When accessing this dialog box from the Instance
Properties Encryption tab, this setting applies only to third-party Command Line operations. The functionality is not propagated to the Subclient Properties
Encryption tabs.

None
When selected, no encryption will take place during a data protection operations.
Media Only (MediaAgent Side)

When selected, for data protection operations, data is transmitted without encryption and then encrypted prior to storage. During data recovery operations,
data is decrypted by the client.

When using this setting in conjunction with the client property With a Pass-Phrase, you will be required to provide a pass-phrase for data recovery operations
unless you export the client pass-phrase to the destination client(s). When using pass-phrase security for third-party Command Line operations or DataArchiver
Agents stub recovery operations, you must export the pass- phrase to the destination client.

Network and Media (Agent Side)

When selected, for data protection operations, data is encrypted before transmission and is stored encrypted on the media. During data recovery operations,
data is decrypted by the client.
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When using this setting in conjunction with the client property With a Pass-Phrase, you will be required to provide a pass-phrase for data recovery operations
unless you export the client pass-phrase to the destination clients.

Network Only (Agent Encrypts, MediaAgent Decrypts)

When selected, for data protection operations, data is encrypted for transmission and then decrypted prior to storage on the media. During data recovery
operations, data is encrypted by the MediaAgent and then decrypted in the client.

When using this setting in conjunction with the client property With a Pass-Phrase, you will not be required to provide a pass-phrase for data recovery
operations.

Script Preview

Click to display the backup script, based on the current subclient configuration, that will be submitted to RMAN when backups are performed for the selected
Oracle subclient.

Restore Options for All Selected Items (General)

Use this dialog box to control how Exchange data will be restored.
To Mailbox
Specifies whether to restore data to a mailbox, and enables options applicable for this type of restore.
Restore Destination
o Destination client
Specifies that the restore operation will restore the data to this client. From the pulldown menu, select the client.
o Restore to same folder
Select to restore the data to the same path from which it was backed up.
Specify Destination Path

Specifies whether the restore operation will restore data to a different path from which it was backed up. Use the corresponding space to enter the path on the
destination computer to which the data will be restored, or click Browse to specify the destination. If the specified path does not exist, it will be created during
the restore process.

When message exists
o Unconditional Overwrite

Specifies whether the restored data is unconditionally written to the specified location.

e Append

Specifies that all items selected for restore will be added to the folder regardless of whether they currently exist or not. The Append option is selected by
default.

e Skip

Specifies that if an item is selected for restore and that item already exists, it will not be restored.
To PST File
Specifies whether to restore data to a PST file, and enables options applicable for this type of restore.

e Use this space to enter the name and path of the PST file to which the messages are to be restored, or click the " ... " button to specify the destination. If
the specified path does not exist, it will be created during the restore process.

e Browse
Click to select a destination path for the PST file.
Local Drive
Specifies that the name and path of the PST file exists on a local drive.
Network
Specifies that the name and path of the PST file exists on a network drive.
Advanced
Click to select additional restore options.
Save As Script

Click to open the Save As Script dialog, which allows you to save this operation and the selected options as a script file (in XML format). The script can later be
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executed from the Command Line Interface using qoperation execute command.

When you save an operation as a script, each option in the dialog will have a corresponding xml parameter in the script file. When executing the script, you can
modify the value for any of these XML parameters as per need.

To view the XML values for each of the options in the dialog, see the following:
Command Line XML Options for Exchange Mailbox iDataAgent

Back to Top

Job Initiation

Select from the following options. Note that all the options described in this help may not be available and only the options displayed in the dialog box are
applicable to the operation for which the information is being displayed.

Immediate

Run This Job Now

Specifies this job will run immediately.

Schedule

Specifies this job will be scheduled. When you click Configure, the Schedule Details dialog box will open and allow you to configure the schedule pattern.
Result file location on CommServe

This option is only applicable for List Media operations. Specifies the name of the file in which the results of the scheduled list media job must be saved. Click
Browse to access to the Directory Browse dialog box which allows you to select the folder / file in the CommServe computer.

Automatic Copy

Specifies that an auxiliary copy operation will be performed at the interval specified. This operation will occur when new data that must be copied is found on
the primary copy.

Interval
The time interval in which the Automatic Copy will be performed. The default interval is 30 minutes.
Save As Script

Click to open the Save As Script dialog, which allows you to save this operation and the selected options as a script file (in XML format). The script can later be
executed from the Command Line Interface using qoperation execute command.

When you save an operation as a script, each option in the dialog will have a corresponding xml parameter in the script file. When executing the script, you can
modify the value for any of these XML parameters as per need.

To view the XML values for each of the options in the dialog, see the following:
Operations Supporting Save As Script
Configure Alert
Provides the necessary options to configure the alerts associated with this operation.
e Add/Modify Alert

When clicked, opens the Alert Wizard to configure necessary alerts for this operation.
o Delete Alert

When clicked, deletes any existing alerts that are already configured.
Advanced
Click to select additional options.
Script Preview

Click to display the restore script, based on the selected restore options, that will be submitted to RMAN when restores are performed for the selected Oracle
client.

Command Line XML Restore Options - Exchange Mailbox
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iDataAgent

Options

Task Request Information

Description Field Name Data Type Commandline Parameter
Task task

Type taskType enum taskType

Initiated From initiatedFrom enum initiatedFrom

Task Flags taskFlags

Disabled |disab|ed boolean disabled

Restore Job Options

Description |Fie|d Name Data Type Commandline Parameter
Browse Option browseOption

Comm Cell Id commCellld integer commCellld

Restore deleted items nolmage boolean nolmage

List Media listMedia boolean listMedia

Backupset backupset

Backupset Name backupsetName string backupset/backupsetName (b)
Client Name clientName string backupset/clientName (c)
Media Option mediaOption

Copy Precedence mediaOption/copyPrecedence
Restore from copy precedence copyPrecedenceApplicable boolean copyPrecedenceApplicable
Copy Precedence Type copyPrecedenceType enum copyPrecedenceType
Synchronous Copy Precedence synchronousCopyPrecedence integer synchronousCopyPrecedence
Copy Precedence copyPrecedence integer copyPrecedence/copyPrecedence
Time Zone timeZone

Time Zone Name TimeZoneName string TimeZoneName

Restore Destination destination

Specify destination path destPath list:string destPath

Restore to same folder inPlace boolean inPlace

Destination client destClient

Client Name clientName string destClient/clientName (c)
Exchange Restore Option exchangeOption

Exchange Restore Choice exchangeRestoreChoice enum exchangeRestoreChoice
Exchange Restore Drive exchangeRestoreDrive enum exchangeRestoreDrive
Volume Restore Option volumeRstOption

Volume Leve Restore |vo|umeLeveRestore |boo|ean volumeLeveRestore

File Restore Option fileOption

Source Item |source1tem |Iist:string sourceltem

Restore Common Options commonOptions

Append append boolean append

Skip skip boolean skip

Unconditional Overwrite unconditionalOverwrite boolean unconditionalOverwrite
Unconditionally overwrite only if target is a |restoreOnlyStubExists boolean restoreOnlyStubExists
DataArchiver stub

One Pass Restore onePassRestore boolean onePassRestore

Cluster DBBackedup clusterDBBackedup boolean clusterDBBackedup

Recover all selected items to 'Recovered recoverToRecoveredItemsFolder [boolean recoverToRecoveredItemsFolder
Items' folder

SubTask Options

Description Field Name Data Type Commandline Parameter
Sub Task Type subTaskType enum subTaskType (st)
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Operation Type operationType enum operationType (op)

Associations

Description Field Name Data Type Commandline Parameter
Backupset Name backupsetName string associations/backupsetName (b)
Subclient Name subclientName string subclientName (s)

Client Name clientName string associations/clientName (c)

App Name appName string appName (a)

Instance Name instanceName string instanceName (i)

Usage

Task Request Information

Task

taskType

Home

Type: enum
Default Value: IMMEDIATE

AGENTLESS_SRM , AGENTLESS_SRM
Command Line Paramter: taskType
Location: taskInfo/task/taskType

Possible Values: NONE , IMMEDIATE , SCHEDULE , SAVED_REPORT , SCHEDULE_POLICY , WORKFLOW , PREVIEW , AUTOMATIC_COPY ,

Type

initiatedFrom

Home

Type: enum

Default Value: GUI

Possible Values: NONE , GUI , COMMANDLINE , SYSTEM , SCRIPT , SCHEDULE , SCHEDULE
Command Line Paramter: initiatedFrom

Location: taskiInfo/task/initiatedFrom

Initiated From

Task Flags

disabled

Home

Type: boolean

Possible Values: true/false

Command Line Paramter: disabled
Location: taskInfo/task/taskFlags/disabled

Disabled

Restore Job Options

Browse Option

commCellld

Home

Type: integer
Command Line Paramter: commcCellld
Location: taskInfo/subTasks/options/restoreOptions/browseOption/commcCellld

Comm Cell Id

nolmage

Home

Type: boolean

Possible Values: true/false

Command Line Paramter: nolmage

Location: taskInfo/subTasks/options/restoreOptions/browseOption/noImage

Restore deleted items

listMedia

Home

Type: boolean

Possible Values: true/false

Command Line Paramter: listMedia

Location: taskInfo/subTasks/options/restoreOptions/browseOption/listMedia

List Media

Backupset

backupsetName

Home

Type: string
Command Line Paramter: backupset/backupsetName
Location: taskInfo/subTasks/options/restoreOptions/browseOption/backupset/backupsetName
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Backupset Name

clientName Home

Type: string
Command Line Paramter: backupset/clientName
Location: taskInfo/subTasks/options/restoreOptions/browseOption/backupset/clientName

Client Name

Media Option

Copy Precedence

copyPrecedenceApplicable Home

Type: boolean

Possible Values: true/false

Command Line Paramter: copyPrecedenceApplicable

Location: taskInfo/subTasks/options/restoreOptions/browseOption/mediaOption/copyPrecedence/copyPrecedenceApplicable

Restore from copy precedence

copyPrecedenceType Home

Type: enum

Default Value: SYNCHRONOUS

Possible Values: SYNCHRONOUS , SELECTIVE , SELECTIVE

Command Line Paramter: copyPrecedenceType

Location: taskInfo/subTasks/options/restoreOptions/browseOption/mediaOption/copyPrecedence/copyPrecedenceType

Copy Precedence Type

synchronousCopyPrecedence Home

Type: integer
Command Line Paramter: synchronousCopyPrecedence
Location: taskInfo/subTasks/options/restoreOptions/browseOption/mediaOption/copyPrecedence/synchronousCopyPrecedence

Synchronous Copy Precedence

copyPrecedence Home

Type: integer
Command Line Paramter: copyPrecedence/copyPrecedence
Location: taskInfo/subTasks/options/restoreOptions/browseOption/mediaOption/copyPrecedence/copyPrecedence

Copy Precedence

Time Zone

TimeZoneName Home

Type: string
Command Line Paramter: TimeZoneName
Location: taskInfo/subTasks/options/restoreOptions/browseOption/timeZone/TimeZoneName

Time Zone Name

Restore Destination
destPath Home

Type: list:string
Command Line Paramter: destPath
Location: taskInfo/subTasks/options/restoreOptions/destination/destPath

Specify destination path

inPlace Home

Type: boolean

Default Value: true

Possible Values: true/false

Command Line Paramter: inPlace

Location: taskInfo/subTasks/options/restoreOptions/destination/inPlace

Restore to same folder

Destination client

clientName Home

Type: string
Command Line Paramter: destClient/clientName
Location: taskInfo/subTasks/options/restoreOptions/destination/destClient/clientName

Client Name

Exchange Restore Option

exchangeRestoreChoice Home

Type: enum

Default Value: TO_MAILBOX

Possible Values: NONE , TO_MAILBOX , TO_PST_FILE , TO_PST_FILE

Command Line Paramter: exchangeRestoreChoice

Location: taskInfo/subTasks/options/restoreOptions/exchangeOption/exchangeRestoreChoice

Exchange Restore Choice
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exchangeRestoreDrive Home

Type: enum

Default Value: LOCAL_DRIVE

Possible Values: NONE , LOCAL_DRIVE , NETWORK , NETWORK

Command Line Paramter: exchangeRestoreDrive

Location: taskInfo/subTasks/options/restoreOptions/exchangeOption/exchangeRestoreDrive

Exchange Restore Drive

Volume Restore Option

volumeleveRestore Home

Type: boolean

Possible Values: true/false

Command Line Paramter: volumelLeveRestore

Location: taskInfo/subTasks/options/restoreOptions/volumeRstOption/volumelLeveRestore

Volume Leve Restore

File Restore Option

sourceltem Home

Type: list:string
Command Line Paramter: sourceltem
Location: taskInfo/subTasks/options/restoreOptions/fileOption/sourceltem

Source Item

Restore Common Options

append Home

Type: boolean

Possible Values: true/false

Command Line Paramter: append

Location: taskInfo/subTasks/options/restoreOptions/commonOptions/append

Append

skip Home

Type: boolean

Possible Values: true/false

Command Line Paramter: skip

Location: taskInfo/subTasks/options/restoreOptions/commonOptions/skip
Skip

unconditionalOverwrite Home

Type: boolean

Possible Values: true/false

Command Line Paramter: unconditionalOverwrite

Location: taskInfo/subTasks/options/restoreOptions/commonOptions/unconditionalOverwrite

Unconditional Overwrite

restoreOnlyStubExists Home

Type: boolean

Possible Values: true/false

Command Line Paramter: restoreOnlyStubExists

Location: taskInfo/subTasks/options/restoreOptions/commonOptions/restoreOnlyStubExists

Unconditionally overwrite only if target is a DataArchiver stub

onePassRestore Home

Type: boolean

Possible Values: true/false

Command Line Paramter: onePassRestore

Location: taskInfo/subTasks/options/restoreOptions/commonOptions/onePassRestore

One Pass Restore

clusterDBBackedup Home

Type: boolean

Possible Values: true/false

Command Line Paramter: clusterDBBackedup

Location: taskInfo/subTasks/options/restoreOptions/commonOptions/clusterDBBackedup

Cluster DBBackedup
recoverToRecoveredItemsFolder Home

Type: boolean

Possible Values: true/false

Command Line Paramter: recoverToRecoveredItemsFolder

Location: taskInfo/subTasks/options/restoreOptions/commonOptions/recoverToRecoveredItemsFolder

Recover all selected items to 'Recovered Items' folder

SubTask Options
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subTaskType Home

Type: enum

Possible Values: NONE , ADMIN , BACKUP , RESTORE , WORKFLOW , COMPLIANCE_POLICY , COMPLIANCE_POLICY
Command Line Paramter: subTaskType

Location: taskInfo/subTasks/subTask/subTaskType

Sub Task Type

operationType Home

Type: enum

Default Value: NONE

Possible Values: NONE , ALL_BACKUP_JOBS , BACKUP , RECOVERY_POINT_CREATION , CONSISTENTCY_POINT_CREATION , SRM , ARCHIVE ,
CONTENT_INDEXING , ALL_RESTORE_JOBS , RESTORE , POWER_RESTORE , BROWSE , RESTORE_BY_JOB , ONETOUCH_RECOVERY , ADMIN ,
WORK_FLOW , COMPLIANCE , SEARCH , SAVE , EMAIL , TAGGING , LEGAL_HOLDS , COMP_RESTORE , MOSS , PRUNE , DRBACKUP , AUX_COPY ,
REPORT , MEDIA_INVENTORY , SCHED_EXPORT , ARCHIVE_CHECK , MEDIA_PREDICTION , TAPE_ERASE , VT , SELECTIVE_DELETE ,
DRIVE_VALIDATION , DRIVE_CLEANING , STAMP_MEDIA , BROWSE_DELETE , CATALOGUE_MEDIA , DATA_AGING , DOWNLOAD_UPDATES ,
INSTALL_UPDATES , SRM_REPORT , OFFLINE_CONTENT_INDEX , MAGLIBMAINTENANCE , SHELF_MANAGEMENT , INFOMGMT , INSTALL_CLIENT ,
UNINSTALL_CLIENT , SNAP_TO_TAPE , CCM_CAPTURE , CCM_MERGE , EXTERNAL_DATA_PROCESSOR , MEDIA_REFRESHING , PREPARATION , FDC,
MAGLIBVOLRECON , DEDUPDBSYNC , TAPEIMPORT , WORKFLOW , QR , FS_BACKUP , IMAGE_BACKUP , SERVERLESS_BACKUP , MOUNT_SNAPSHOT ,
UNMOUNT_SNAPSHOT , DELETE_SNAPSHOT , MINING_BACKUP , SRM_AGENTLESS , SRM_AGENTLESS

Command Line Paramter: operationType

Location: taskInfo/subTasks/subTask/operationType

Operation Type

Associations

backupsetName Home

Type: string
Command Line Paramter: associations/backupsetName
Location: taskInfo/associations/backupsetName

Backupset Name

subclientName Home

Type: string
Command Line Paramter: subclientName
Location: taskInfo/associations/subclientName

Subclient Name

clientName Home

Type: string
Command Line Paramter: associations/clientName
Location: taskInfo/associations/clientName

Client Name

appName Home

Type: string
Command Line Paramter: appName
Location: taskInfo/associations/appName

App Name

instanceName Home

Type: string
Command Line Paramter: instanceName
Location: taskInfo/associations/instanceName

Instance Name

Advanced Restore Options (General)

Use this dialog box to access additional restore options.
Skip Errors and Continue

For index-based agents, this advanced restore/recover/retrieve option enables a restore/recover/retrieve job to continue despite media errors. This option also
provides an output file that lists the full path names of the files that failed to restore/recover/retrieve.

Recover all protected mails

Specifies whether to recover all e-mail messages that were backed up or archived in the selected mailbox(es) or folder(s) from the latest data or point-in-time
through the oldest available index.

Advanced Restore Options (Copy Precedence)
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Choose the copy from which you wish to recover or retrieve. Select from the following options:
Restore/recover from copy precedence

When selected, the system retrieves the data from the storage policy copy with the specified copy precedence number. If data does not exist in the specified
copy, the operation fails even if the data exists in another copy of the same storage policy.

When cleared, (or by default) the system retrieves data from the storage policy copy with the lowest copy precedence. If the data was pruned from the primary
copy, the system automatically retrieves the data from the other copies of the storage policy starting with the copy with the lowest copy precedence and
proceeding through the copies with higher copy precedence. Once the data is found, it is retrieved, and no further copies are checked.

Use MediaAgent / Library / Drive Pool

See Advanced Restore Options (Data Path)

Advanced Restore Options (Data Path)

Select the data path for the restore/recovery operation. You can specify the MediaAgent, Library, Drive Pool, and Drive from which the restore operation must
be performed.

Use MediaAgent
Specifies the name of the MediaAgent that will be used to perform the restore operation. If necessary, you can change the name of the MediaAgent.

For example, if the library is shared and you wish to use a specific MediaAgent (instead of the system selected MediaAgent, or a MediaAgent which may be idle,
or less critical) or if you know that the media containing the data you wish to restore is available in the library attached to the specified MediaAgent.

If the media containing the data is not available in the tape/optical library attached to the MediaAgent, the system will automatically prompt you to insert the
appropriate media. In the case of a disk library, the operation will fail if the requested data is not available in the disk library attached to the specified
MediaAgent.

Use Library

Specifies the name of the library that will be used to perform the restore operation. Use this option when you wish to restore using a specific library.

For example, if you know that the media containing the data you wish to restore is available in a specific library.

Use Drive Pool

Specifies the name of the Drive Pool that will be used to perform the restore operation. Use this option when you wish to restore using a specific Drive Pool.

To restore NAS data, select the drive pool type that was used to perform the backup, i.e., if a drive pool associated with an NDMP Remote Server was used to
perform the backup, select a drive pool associated with an NDMP Remote Server. Similarly, if an NDMP drive pool was used, specify an NDMP drive pool.

Use Drive

Specifies the name of the drive in the drive pool that will be used to perform the restore operation. Use this option when you wish to restore using a specific
Drive in the Drive Pool.

Use Proxy

Specifies the name of the proxy server that will be used to perform the restore operation. Use this option when you wish to restore using a proxy server.

Advanced Restore Options (Encryption)

Pass-Phrase

Enter the pass-phrase that is currently assigned to the client, whose data you are restoring. Note that if you have changed the pass-phrase since you secured
the client data, you need to provide the new pass-phrase here, not the old one.

Re-enter Pass-Phrase
Re-enter the pass-phrase for confirmation.
If you attempt an immediate restore of encrypted data that was pass-phrase protected without entering the pass-phrase here, the restore operation will fail.

If you have an exported pass-phrase set up, and you enter the pass-phrase under Decryption, you over-ride (not overwrite) the client properties pass-phrase.
Thus, if you enter the pass-phrase incorrectly, the restore does not complete successfully.

Advanced Restore Options (Selected Paths/Filters)

Displays the selected paths and filters for this operation.
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Startup

Select from the following options. Note that all the options described in this help may not be available and only the options displayed in the dialog box are
applicable to the operation for which the information is being displayed.

Priority
e Use Default Priority

If selected, the default priority for this type of job will be used in determining how the Job Manager will allocate resources for this job.
e Change Priority

Use this option to manually specify the priority for the job, between 0 (highest priority) and 999 (lowest priority). The Job Manager will use the priority
setting when allocating the required resources. This is useful if you have jobs that are very important and must complete, or jobs that can be moved to a
lower priority.

Start up in suspended state

Specifies that this job will start in the Job Controller in a suspended state and cannot run until the job is manually resumed using the Resume option. This
option can be used to add a level of manual control when a job is started. For example, you could schedule jobs to start in the suspended state and then
choose which scheduled jobs complete by resuming the operation started in the suspended state.

Description

Use this field to enter a description about the entity. This description can include information about the entity's content, cautionary notes, etc.

Advanced Restore Options (Browse Options)

Use this dialog box to restore deleted areas (file stores). Select from the following options:

Restore Deleted Items

Specifies that restore operation will include all data that was secured during all data protection operations, which includes deleted items.
Specify Time Range

Specifies to restore data within a specified time zone and time threshold. Select the checkbox to enable this option. Clearing the checkbox disables this option.
If this option is enabled, set the following parameters:

e Time Zone - Restores only those jobs within a specified time zone. Click the pull-down list and click the desired time zone.
e Start Time - Displays the start time for the restore operation. Click the pull-down arrow and click a date; use the up and down arrows to specify a time.

e End Time - Displays the end time for the restore operation. Click the pull-down arrow and click a date; use the up and down arrows to specify a time.

Alert

Use this tab to configure an alert for a schedule policy.
Configure Alert
e Alert
The currently configured Alert.
e Add/Modify Alert
When clicked, opens the Alert Wizard to configure alerts for this operation.
o Delete Alert

When clicked, deletes any existing alerts that are already configured.
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