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Prepare CommcCell - Laptop Backup

Overview Prepare CommCell Firewall Using Proxy Firewall Without Proxy Create Installation Package

Perform the following configurations on CommServe to enable laptop backup:

1. Create Storage Policy

2. Create a Client Group for Laptops

3. Configure Additional Settings Before Laptops Execute The First Backup
4. Create a Client Group for MediaAgent

5. Create a Schedule Policy

6. Create a Subclient Policy

PRE-REQUISITES

Ensure you have the following before setting up your CommCell:

e CommServe and MediaAgent software must be installed on the computer.
e Service Pack 12 (or higher) installed on the CommServe and MediaAgent.

e Disk Libraries must be configured.

CREATE STORAGE PoLICY

Web Access | € Previous | Mext » |

The Storage Policy act as a channel for backup and restore operations. It will map data from its original location to the physical media. Follow the steps given

below to create a storage policy for the laptop backup:

1.

happy01 - CommCel Console.

e From the CommCell Browser, navigate to and expand Policies.
e Right-click Storage Policies, and then click New Storage Policy.

& hapoyo1
¢ Clent Computer Groups
+ Client Computers.

Provisioning Polides
% 7 Repication Polces
4@ % Schedue Polices

File View Tools Wil 5
ErNES

A CommCel Browser 2

=] 5 &=

8 Storage Policies x
& hoppyo1 > [ Polcies > G Storage Poices >
Name  Type  No.of.. No.of..
@ Com... Disaster ... 1 1

> @
208
Inen... escrp... dest.. v|
Automas. A

B Conmser]
[ Subclent Pol
B VaultTradier

@ hol Reports

New Global Dedu

[New StorsgePoicy] 2 ‘

Subclient Associa

plication Policy
tions

% {# Content Drrector

happy01 | admin

Click Next.

Create Storage Policy Wizard

What will this storage policy be used for?

Press Next to continue.

Storage Policy Type
© Data Protection and Archiving

CommServe Disaster Recovery Backup

(ot ) (e s ]

Enter the name in the Storage Policy Name box and click Next.

Note down the Storage Policy name.

This is needed later to assign storage policy to subclient
during Create Subclient Policy.
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From the Library list, click the name of a disk library and click Next.

6.

From the MediaAgent list, click the name of a MediaAgent that will be used to create

the primary copy.
Click Next.

7.

Click Next.

Click Next.

Make Sure that the Enable Client Side Deduplication

check box is selected.

store.

Please enter the storage policy name

Laptop_SP|

Storage Policy Name:
e R

Press Nextto continue...

(e ]

for this primary copy

Please select a library to be the default library

Library:

Press Nextto continue...

Leptop_Library N

(re ]

Please select a MediaAgent for this copy

Press Nextto continue...

MediaAgent: | happy01 -

[re ]

criteria for this policy

Number of Device Streams: @j

Choose the Primary Copy's Aging Rules:
iDataAgent Backup data

Data Archive/Compliance Archiver
Infrite/ | 365/ Days

Please enter the streams and retention

[¥] Infinite/ 15 ‘j Days j Cydes

==

primary copy?
Deduplication

@ Yes

©No

Press Nextto continue...

Do you want to enable Deduplication for the

[¥] Enable Client Side Deduplication

=

o Verify Name and MediaAgent Name that will be used to store the deduplication
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e Type the name of the folder in which the deduplication database must be located in
the Deduplication Store Location or click the Browse button to select the

folder.

o Click Next.

9. Click Finish.

10. You can view the storage policy under Storage Policies node.

CREATE A CLIENT GROUP FOR LAPTOPS

The client computer group is a logical grouping of client computers. Client Computer Group definition help to define options to the entire group instead of the

Create Storage Policy Wizard

Please specify the location to store the
Deduplication Store

Neme: DB_Laptop_SP_Primary
Deduplication Store Location:
MediaAgent Name | happy01 v

Location:  |C:Vappy_SIDB|

Press Nextto continue..

—
—
Create Storage Policy Wizard
Please review your selections.
No. of Streams: 10 -
iDataAgent Backup Aging Rules: infinite
Data/Compliance Archiver Aging Rules: infinite
Deduplication: Yes (Block Level)
Deduplication Store Name: SIDB_Laptop_SP_Primary |=
Deduplication Store Location: C:\lappy_SIDB
Client Side Deduplication: Yes
Click Finish to create the Storage Policy
—
happy01 - CommCell Console o o=
File View Tools i
B
2 CommCel Browser 2 @ Storage Policies x ]
%h?c::tcmmam & happyo1 > B Poices > @ Storage Poices > EY=F)
Clent Computers. Name  Type No.of .. No.of... Increm... Descrp... Hdest.. y|
§-¢) Seartty @ Com.. Disaster ... 1 1 Automat.. ] R
s g::!: = @ Lapt... Standard 10 1 &

% B SpadenTPola
S VaultTracker Polces

# ll Revorss

) L# Content Dector

2 ConmCel Browser
%' agents 5

(@ Content | @) Summary
happy01 | admin

individual clients. Follow the steps given below to create a client group for the laptops which you want to backup:

11. From the CommCell Browser, right-click Client Computer Groups and then click

New Group.

12. e In the Group Name box, specify the name as Laptop Backup.

e Click OK.

You can create an additional group and name it as

Waiting Room. This group may be used as a staging
area to configure any additional setting for the clients
before performing the first backup. You can configure

encryption, content indexing, client side deduplication etc

for the client using command line scripts.

i File View Tools Wi

4 Commel Browser &% Client Computer Groups x
” S hapoyol > ¢ Client Computer Groups >
jent Computer Groupg

Thent Computers New Group Description
) Seaurity

g Storage Resources
Policies

| Reports

‘L Content Director

Ho Ttems to display
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Create New Client Group =)

General
GroupName:  |Laptop Backup

Description:

Al dients: Cients in this group:
Client Computers
happy01
sde-2k8r2vm_3
[ <Exdude
[ <<Excude al
[ Indude >

¢

[ Indude Al >> |

CONFIGURE ADDITIONAL SETTINGS BEFORE LAPTOPS EXECUTE THE FIRST BACKUP

You can configure several additional settings for laptops before allowing them to backup for the first time. For example:

e Enable Client Level Encryption
e Enable Content Indexing

e Enable Client Side Deduplication

Follow the steps given below to configure any additional settings:

13.

e Use the following steps to download the script needed for this task:
o Click the Download Now button located on the right.
O Select a location to save the .zip file.
O Navigate to the location of the .zip file and unzip the file.
e Modify the script to select the additional settings which you want to configure.

e Schedule a task to run this script after a specific time interval. You can use
Windows Task Scheduler to schedule this task.

R

I-'.
L5 Download Now

When the user installs the Installation Package on a laptop, the laptop will be
added to the Waiting Room client group. This script will configure the additional
settings for the laptops in the waiting room and then move the laptop from the
Waiting Room group to Laptop Backup group. After the laptop moves to the
Laptop Backup group, the backups will be performed as per the schedule policy.

CREATE A CLIENT GROUP FOR MEDIAAGENT

The MediaAgent monitors the transfer of data between client computer and media. Follow the steps given below to create a client group for all the MediaAgents
which will be used for the backup and restore:

14. From the CommCell Browser, right-click Client Computer Groups node, and click File View Tools Wi
New Group. ElRE] @
% CommCell Browser 3 &% Client Computer Groups %
%,

# hoppy0l > @ Client Computer Groups >
lient Computer Group

Clent Computers Description
- Security

& g Storage Resources
Polices

Ho Items to display

-4l Reports
- Content Director

15. e In the Group Name box, specify the name for the MediaAgent group.
e Add the MediaAgents to the group by clicking Include button.
e Click OK.
Add the MediaAgents which are not installed on the same

CommServe computer and used for backing up the
clients data.
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CREATE A SCHEDULE PoLICY

Create New Client Group

General

Group Name: | MediaAgent Group 1

Description: ’

Al dients:

'sde-2kBr2vm_3

Clients in this group:

4 (o) (o) (i)

When multiple clients or tasks require similar operations to be scheduled you can create a schedule policy as a scheduling template and attach it to the

respective client or task in the CommcCell.

Use the following steps to create a schedule policy.

16. e From the CommCell Browser, navigate to and expand Policies.
e Right-click Schedule Policies and then click Add.

17. e In the Name box, specify the name of the Schedule Policy.
e Click Add button.

18.

e Select Automatic and then click OK.

Automatic backup schedule does not perform synthetic

full backups.

happy01.testlab.commvault.com
File View Tools Wi

Em ekl

& CommCel Browser
& hapoyo1
&5 Clent Comuter Groups
@ Laptop Backup
5 Q Medargent Grow
5§ Clent Computers

80 Subcientpoices
BS VauitTracker Polces

®-{# Content Director

& Conmeel Browser

- CommCell Console

catonpices
]
o B8 Siaooe Pakces L

2 &% Clent Computer Groups % B2 Schedule Policies x b @
& hepoyo1 > [ poices > [ Scheduie Polces > soa
Total Schedue Polces: 2 Fiter |Show Al EIEICh 1

Schedule Polcy Type AgentType _ Desarption |
I System Created (Al Agent Types) Data Protecton Al Agents  System crea ~
[ System Created for Content Store Data Protecton Content Store System Crez.

%' Agents
happy01 | admin
New Schedule Policy (=3
General | Associations ] Alert
Name Laptop Schedule Policy
Type Data Protection -
AgentType | Al Agents -
Description
Tasks
ScheduleN... JobType  Pattern Time Zone ﬂ
Add Edit

(o) (oo ) [ Bsmermsoms ] ()

e In the Schedule Name box, enter a name of the schedule pattern.
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Backup Task Options ==
Schedue Pattern | Backup Optons [ Replcation Options

Schedue Name aptop Backup Schedule|

One Tme
Daly.
Weeky Job Interval
Monthly Minimum Interval between Jobs 3/ Hours
Yearly Maximum Interval between Jobs 72/ Hours
@ Automatic
Network Management
Use only wired network
Minimum Network Bandwidth 28 j Kops.
Throte at 01 % untlbandvidth 2/ 1ops
Use only speciic netork . i[=4
Poner Mansgenent
Start only if the computer is running on A/C power
Stop the task if battery mode begns
Resource Utiization
Start onlyif CPU utiization is below 4%
Start the job iffree disk space drops below 0 %
oK Cancel Advanced | [_Hep |
19. e Click Associations tab. New Schedule Policy
e Select the Laptop Backup client group. Gw;&ssooauons Alert
e Click OK. = et

[] Client Computers
#-[J happy01
4[] sde-2k8r2vm_3

H oK ” Cancel H [ save As Script ][ Help J

CREATE A SUBCLIENT POLICY
Subclient Policy allows you to configure options such as choosing specific folders/files to backup.

Use the following steps to create a subclient policy.

File View Tools Windel

20. e From the CommCell Browser, navigate to Policies. EnE
e Right-click Subclient Policies node and click New Subclient Policy. A Camcaironer | 50 Subclentpolices x | Scredule Poloes. X e
@, rooyor @ hapmos > B pokces > 8 subcentPoloes > soo
=@ Client Computer Groups
Q) Laptop Backup Name DataAgent |
Q) Medahgent Grow o Ttems to display -

Clent Computers

Seauity

Storage Resaurces

Polcies

Provisioning Policies
Repicaton Polices

5 s roces

Storage Polies
1 =
= VeutrackerFol|__[New Subclient Palic] 9

fal Reports
C ContentDirecor

2k CommCell Browser
5 Agents

happy01 | admin

22. e In the Name box, enter the name of subclient policy.
e In the iDataAgent list, select Windows File System.

Note down the Subclient Policy Name.

This is required later during Custom Package creation.
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General | Association

Name: Laptop Subdient Policy

Storage Policy ﬂ Add

ile System

T

Delete

Lok |) [ conce ][ teo |
22.  The display pane will display default subclient. ﬁ
General | Assodati
s
Dalafloents
Sublient T Storage Policy i]
[defadt Defauit =

ik

Delete

(o ][ concel [ teo |

23. Assign a Storage Policy, that you created in step 3, to the subclient.

Name: Laptop Subdlient Policy
et

Subdlient Type
Default

Delete

gk

[y =
24.  Select the subclient and then click Edit. T
General iation |
Nome:
Datargent: indons e 5y
Subdient Type Storage Policy ﬂ Add
befoit Lo
| Edt ]

[ox ][ conel J[ beb ]

25. e Clear the Backup System State check box.
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e Click Content tab. Create New Subclient ==

torage Device Files Failure Actions

Content K S Filters

General

Name: | defauit

Number of Data Readers: |

[] Allow multiple data readers within a drive or mount point.

[~ Enable Office Communications Server Backup
User Name: Edit
[7] use vss
Note: This is a default subdiient.
[7] SnapProtect
Available Snap Engines | Please select a Snap Engine v

Enter Array Credentials

Use Proxy

Use Separate Proxy for Snap to Tape

Proxy

Use source if proxy is unreachable

26.

e Click Browse and expand the CommServe node. Creste New Subclient =
e Select the required backup content location, e.g. Documents and click Add. e cree |t S e e e
e Click Close.

e The contents (e.g. word processing documents, digital photos,
music files and so on) of folders (e.g. Documents, Music,
Videos, etc,.) specified in the above location will be backed up.

[ Windows Fie System IName Sze Type Modified
The Administrator must request the users to copy the files and T .,1 , TheEE S B mie i i
folders to be backed up to this folder. e k==

e For Windows 7, the folders (Documents, Music, Videos, etc.,)
available under Libraries does not get backed up.

3 glai] (o= W, 4
“Subcient content ntacs uses regulr expressions

(i) (o) [t

27. Click OK.

Create New Subclient Policy (3]
Name: Laptop Subdiient Policy
iDataAgent: | \yindows File System
Subdlient Type Storage Policy ﬂ Add
default Default Laptop_SP -

Edit

Delete

ok | [ cancel | [ Hep |

( :< P
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Setup Firewall Using Proxy - Laptop Backup

Overview Prepare CommCell Firewall Using Proxy Firewall Without Proxy Create Installation Package Web Access

SKIP THIS PAGE IF YOU ARE NOT USING A PROXY SERVER

Click Mext » to Continue.

« Pravious | MNext »

When CommCell components are separated by a firewall, the components must be configured with the connection route to reach each other across the firewall.
Once configured, the components seamlessly communicate across the firewall for all data management operations such as backup, browse, restore, etc.

The following sections explain the steps involved in operating through a GatewayProxy:
1. Preconfigure the GatewayProxy

2. Configure Firewall on Client Group

3. Configure Firewall on CommServe

4. Configure Firewall on MediaAgent

5. Install on GatewayProxy

6. Verify the GatewayProxy

PRECONFIGURE THE GATEWAYPROXY

Follow the steps below to create and configure a placeholder for the GatewayProxy on your CommServe computer before installing it.

1. From the CommCell Console, right-click on the Client Computers, and click New = AT = B s {7 Event viewer
Client. . audi_cn @y audi_cn > B3 Clier
Clignt Compuksr Groups
+ %Client Computers Client Mame | 05
r Security Mews Client B audi_cn Microsc

=1 TP Storage Resour Register Client

32 Libraries

57 Locations

Y&l Mediafgerts

=& audi_cn
2 Comm¥ault ¥irtualLib 2
L[ DiskLibraryl

89 orphaned Media

B vaultTracker

1B Policies

| Reports

Content Director

1 workflows

2. Select Windows or Unix as applicable from drop-down list. Add New Client lI
Click OK.
Select Client:
raS Client
RAC Client
0 | DEZ DPF Client
Exchange 2010 DAG client
Zontent Skore Client
LIniz
3. Provide the Client Name and the Host Name you will use during your GatewayProxy x|
installation.
Client Mame :
Click OK. flmveroxe
Host Mame ImyProxy.domain.company.com
o4 Cancel Help
4. From the CommCell Console, right-click the client you just created, and click
Properties.
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& CommCell Browser n = Event viewsr

& n
. audi_cn @ oaudicn = B3

- Client Computer Groups
= Client Computers Agent Ty
=% myFrox DA File System

[=I-4DA File All Tasks 3

Wiew 4

Properties

[+ ¥ Security

@ Locations

-2l Mediasgents

H EI@ audi_cn

52 comm¥ault VirtualLib 2
gD DiskLibrary1

B% orphaned Media

@ YaultTracker

5. Click the Firewall Configuration tab.

General (IS CoRHGUFaHE ]

Select Configure Firewall Settings box.

Configure Firewall Settings

incoming Connections | ncoming Ports | Outgoina Routes | Cptions | summary
Specify hers the list of remoke clients or groups that cannok open direct connections
ke this client or can open them anly on restricted ports.

L« |
E
2

Connections from Group/Client: state

Delste
Edt

=
oK Cancel Help
6. Click the Incoming Ports tab.

General Firewall Configuration |

Select Listen for tunnel connections on port and enter port number on which the

. . /| Confi Fir ll Setti
GatewayProxy will listen from the CommServe. origue et Ene

Incoming Connections  Incaming Ports | Outgaing Routes | Options | Summary |
Tunnel HTTR/HTTPS Port

I Listen for tunnel connections on port: | 8452 |

~Additional open port
Additional incaming ports may be open for Faster data transport:

From l_j
L —

Add

Delete

Ok Cancel Help

7. Click Options tab.
Clear Lock down CommCell.
Select This computer is in DMZ and will work as proxy.

Click OK.
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CONFIGURE FIREWALL ON CLIENT GROUP

8. From CommcCell Browser, navigate to Client Computer Groups, select and right-
click the Laptop Backup group and click Properties.

9. e Click Firewall Configuration tab.
e Select Configure Firewall Settings box.
e Click Add button.

10. e Select GatewayProxy computer from From drop-down list.

e Select Blocked from State drop-down list.
e Click OK.

Client Computer Properti

General Firawal Configuration |

Configure Firewall Settings

Incaming Connectians | Incoming Parts | OutgaingRoukes OPtions | summary
Keep-alive Interval, seconds: 300 j
Tunnel Irit Interval, seconds: 1 j
Incoming bunnel protocol ccept HTTR and HTTRS =
I Bind ol services to open ports only

[# This computer is in DMZ and wil work as 3 proxy

Cancel Help

CommCell Console

3 CommCell Browser @ Laptop Backup x [}
& gamma_cn ] gamma_cn > ¢ Client Computer Groups > Y=
= &% Cient Computer Groups 3 i il 8
= Q) Laptop § Cllent...| OSV... Platf... Prod... Clent... Descr... v|
@ cvb B cve. 10.0.0... Up ToD. A
@ gm B2 cve. 10.0.0... Up ToD.
@ B&gd Bzoel... 10.00  UpToD.
oot <oy B ce... 10.0.0... Needs
@2 euphoria_cn () em... 1000  NjA
ot Sopiiapll Beu... 10.0.0... Up ToD.
@ @ oak_CN Bmd... 10.0.0... Needs ...
8% rohit_cn B2 ook 10.0.0... Up ToD.
& @8 stout_cn @ ron 10,00 UpToD...
&L swing_cn B =to 10.0.0... Up ToD..
@ La:tuuneat,z,m J 5w 1000 NA
Q) Laptops
-3 ool ... 10.0.0... Up ToD...
&) Client Computers
€ Security
4,89 Storae pecources.
2 CommCell Browser
%' Agents =
2| [@ content | @ Summary
12 object(s) gamma_cn | commyault-niidratan

Grou|

plop Backup

General | Activity Contral | Securiey Flrewa\l(unhguratuun|

Incoming Cannections | Incoming Ports | Outgoing Rotes | Optians | Summary
Specify here the: list of remote clients or groups that cannot open direct connections
to this cient or can open them only on restricted parts.
Connections from Group/Client State ¥ iadd
~
v
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Connections to (Laptop Ba... E|

From | mMediadgents w
Cwdy 004454 _cn

vy 005349_cn
DelgadoMacbook_CH
dewsrvZ

State

MediaAgent Group

11. Select Outgoing Routes tab. Client Group “Laptop Backup? 3
Click Add. | General | actiiy Control | Securcy | Firewall Configuration |

Configure Firewall Settings

Incoming Connections | Incoming Ports | Outgeing Routes | Options | Summary

Remate Group/Client Route settings

Add

3«

v

12. Select the CommServe from the Remote Group/Client drop-down list.

[ ]
e Select Via Proxy. Remote Group]Client v
e Select GatewayProxy computer from Remote Proxy drop-down list. Routs Type
e Click OK. O Direct O Via Gateway (3) Via Proxy
If MediaAgents are installed on separate computer, [foslcarpectoge ool

repeat the steps described above and select the
MediaAgent group in the Remote Group/Client list.

Gateway Settings

Proxy Settings

Remote Proxy: | cvproxygateway _CN v

[ox ] [[cancel ][ Hep

13. Click OK.
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Client Group “Laptop Backup™ E

General | Activity Control | Securicy | Firewall Configuration |
Configure Firewall Settings
Incoming Connections | Incoming Ports | Outgoing Routes | Options | Summary
Rém‘nteﬁmu‘p/(her‘\t - Route sémngs i
v
. . @8 cocinto1 docnto1 > g Client Computer Groups > ) Laptop Backup >
14. e From the CommCell Browser, navigate to Client Computer Groups. 8% Clent Computer Grvgs a i P it
¥ Admin Department Clients Client Name 08 Version Platforn
e Right-click the Laptop Backup group and point All Tasks and then click Push ] AlTe o
Firewall Configuration. %:ﬂ‘g‘: View D Delete
Policies Eropeitics| /i Software »
{in| Reports Operation Windowr
‘L # Content Director
Set Holidays
Push Firewall Configuration
™
15.  Click Continue.

g\ This il push Frevial corfiguraion and CommCell 35, certficates toselected cient or cient group
Y Ploase make sure that Frewall settings of all computers that need to communicate with this client
or client aroup have alveady been configured

Caneel

16.  The specified configuration is saved.

The firewall configuration was pushed successfully. \__12 Firewall Configuration successFully pushed For client [Ford].

17. The newly added clients will automatically be registered in the client group and will
hence inherit the firewall settings established in the client group.

CONFIGURE FIREWALL ON COMMSERVE

18. From the CommCell Console, right-click the CommServe computer and click 1k CommiCell Browser o
Properties. 5

audi_cr

Clie All Tasks 4
Cligg Wignat »

Control Panel

=
Properties
19 Security
Storage Resources
El Policies
,n| Reports
_# Content Director Workflows

whorkflowes

19. e Click the Firewall Configuration tab.

e Select Firewall Configuration Settings box.
e Click Add.
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CommCell Properties

General | Wersion | Security | Registry Key Settings | Activity Control | Advanced Features Firewall Corfiguration |
Configure Firewal Settings

Incoming Connections | Incoming Ports | Gutgeing Routes | Options | Summary |

Specify here the list of remate dlients or graups that cannot open direct connections
to this cisrt or can open them only on restricked ports,

[ |
z
3

Connections from GroupiClisnt State

Delete
Edit

]
Cancel Help

20. e Select GatewayProxy computer from From drop-down list. |

e Select Blocked from State drop-down list.

e Click OK. Frarm Imyproxy j
State IBLOCKED =]
RESTRICTED

a4 | Cancel | Help |

21 e Click the Outgoing Routes tab. e Pt =

General | Version | Security
e Click Add. Registry Key Settings | Activity Control | Advanced Featurss Firewall Configuration
Configure Firewall Settings
Incorming Connections | Incoming Ports  Qukgaing Routes | ptions | summry |

Remate Group/Client | Routs sttings |¥ | add
Delete

Edit

coned | i

22. e Select the GatewayProxy computer in Remote Group/Client.

e Click OK.
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Route settings
| Remote Groupfclient |myproxy 'I |

| Route Typs

i+ Direct  Via Gateway ( Via Proxy

[ Tunnel Connection Protacol

= HTTP (" HTTPS

[~ Force all data (slong with contral) raffic inta the tunnel

| Gateway Setting:

Gateway Hostname: |
Gateway: Tunnel Port: 443 :I
Additional destination pert mapping: G Port: Deestination Part:

G Port I 5400 =
Destination Port; | 5400 =
acd | oelet= |

"Proxy Sekting:

Remote Prosy: [cuprospwin |

ok | caneel | hem |
23. Click Add. CommCell Properties B
General | Version
Registry Key Settings | Activity Control | Advanced Features Firewall Configuration

Configure Firewsll Settings

Incering Connections | Incoming Perts Outgoing Routes | aptions | Summery |

Add

Delete:
Edit

Remote Group/Client | Route settings

]

-]
Cancel Help

24. e Select the Laptop Backup client group from the Remote Group/Client drop-
down list.

e Select Via Proxy.

e Select GatewayProxy computer from Remote Proxy drop-down list.

o Click OK.
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25.

26.

27.

28.

Click OK.

From the CommCell Console right-click the CommServe computer, click All Tasks,

and click Push Firewall Configuration.

Click Continue.

Click OK.

Route settings
| Remote Group/Client Icliem VI |

~Route Typ

" Direct (" Via Gateway (=

i~ Tunnel Connection Protocol

& HITR € HITPS

¥ Force all data (along with controly traffic into the tunme!

~Gateway Setting

Gateway Hostnanme: |
Gateway Tunne! Park: 443 ﬂ
Additional destination port mapping: &Yy Park: Destimation Part:

G Port: I 5400 ﬂ
Destination Part: I 400 ﬂ
Add I Delete I

rmxy Setting:

Remote Proxy: [rypromy |

[s]4 | Cancel I Help |

CommCell Propes

3
=
z

General | Version
Registry Key Settings | Activity Control | Advanced Features Firewall Configuration

onfigure Firewall Settings

Incaming Connections | Tncoming Ports - Cubgeing Rotes | Options | Summary |

Remote GroupCliert | Rauke settings |¥| | add

miyPrascy Direct, HTTP |
Delete
Edit

[l

Cancel Help

% CommCell Browser a ‘/& audi_cn x W
= .
All Tasks » Disaster Recovery Backup —

Wiew 4 DR Restare 4
Control Panel Diata Aging

1
Properties AddjRemove Software »

O Security

‘#_k' Storage Resources
[ Policies Event Search

Send Log Files

ill'll Reparts Commell Migration 3
1. Content Director N n N
Workfiowe Push Firewall Configuration

Export Firewall Certificate

This will push Fireviall configuration and CommCell SSL certificates to selected cient or client group
Ploase make sure that Frewall settings of all computers thet need to communicate with this client
or client aroup have alveady been configured

Caneel
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-\___12 Firewall Configuration successFully pushed Far client [Ford].

CONFIGURE FIREWALL ON MEDIAAGENT

SKIP THIS SECTION IF MEDIAAGENT IS SAME AS COMMSERVE

29. From the CommCell Console, navigate to Storage-Resource | MediaAgents, select IE- Commeell Browser 2 Event Yiewer
and right-click <media_agent> and click Properties B e computer Groups & oudien > FP stor
= ééé Client Computers Library

P2 Commvault Virtuallib :

=3 33_ E audi_cn
22 DiskLibrary1

E1-iB4 File System
L gF" defaultBackupSet
B F Security
Storage Resources
32 Libraries

&S Locations

B C Log Files 3
| B o Scan Hardware
BF orphaned
ER vaultTrac Detect Devices

& Folicies 2l Tasks >
3 :,,"'l Reports Wiew >
- Content Direc

=B workflows Relsase licenss For Meadia agent

Delete Media Agent

Properties |

. . - - - MediaAgent Properties
30 e Click the Firewall Configuration tab.
General | Cantrol | Catalog | Version I Security
Associsted Storags Palicies | Redistry Key Settings Firewsll Corfiguration

e Select Configure Firewall Settings box.
e From the Incoming Connections tab, click Add.

Canfigure Firawall Settings

Incoming Connections | mncoming Forts | Outgoing Routes | Options | Summary
Specify hete the st of remote cients or aroups thak: cannok open direct connections

o this client or can open them only on restricted ports.

Jx|
i
£

Cannections from Group/Client: State

»

Delete
Edit

=
Cancel Help

31. e In the From field, select the GatewayProxy computer. x|

e In the State field, select Blocked.
e Click OK. From Imyprnxy ;I

state [gLockeD ]

RESTRICTED

QK | Cancel | Help |

32. Click the Outgoing Routes tab.
Click Add.
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33.

34.

e Specify the route from MediaAgent Group to the GatewayProxy in Remote

Group/Client drop-down list.
e Click OK.

Click Add.

MediaAgent Properties

General | Contral | Catalog | Wersion

| Securi
#ssociated Storage Policies | Registry Key Settings Firewall Configuration

Configure Firewall Settings

Tncarning Connectians | Incoming Parts Qutgoing Rovtes | cptians | Summary |

Remote GroupjClient | Route settings |

it

|

Delete
Edit

Cancel Help

Route settings

| Remote GroupfClisnt Imypmxy 'I

~Route Typ

= Direct (" Wia Gateway ( Wia Proxy

- Tunnel Connection Protocol

& HTTP (" HTTPS

[~ Foree all data (along with control} traffic inta the tunnel

~Gateway Setting

Gateway Hostnare: |

Gateway Tunne! Park: 443 ﬂ

Additional destination pork mapping:  GYW Pork: Destination Paork:

G Port | &40 2
Destiation Part; | F400 ::I
Add I Delete I

Pemote Proxy: [cvprasgw |

rmxy Setting:

OK Cancel

Help |
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35.

36.

Select Via Proxy.
Select the GatewayProxy in Remote Proxy.
Click OK.

Click OK.

The Outgoing Routes tab must display two routes: the route from MediaAgent to
the proxy and the route from MediaAgent to the client through the proxy.

The MediaAgent is configured to receive communication from the client through the

GatewayProxy.

MediaAgent Properties [ <]

General | Contral | Catalog | Wersion

Configure Firewall Settings

Tncarning Connectians | Incoming Parts Qutgoing Rovtes | cptians | Summary |

| Security
#ssociated Storage Policies | Registry Key Settings Firewall Configuration

Remote Group/Client | Route sektings

«

Add

|

Delete
Edit

crca | e

Select the client computer in Remote Group/Client.

Route settings ﬁ

| Remote Group/Client [client |

Route Typs

" Direck " Via Gateway (% Yia Proxy

[ Tunnel Connection Protacol

& HITE € HITES

¥ Force all data (along with controll braffic into the bunme]

Gateway Setting:

Gateway Hostname: |

Gateway Tunnel Pork: 443 ﬂ

Additional destination pert mapping: G Port:

Destimation Port:

G Porks I 5400 =
Destiation Porty | 5400 =
fdd | Delete |

"Proxy Setting

QK Cancel

Hel |
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37. From the CommCell Console, right-click the MediaAgent computer and click All Tasks
| Push Firewall Configuration.

38. Click Continue.
The MediaAgent is configured to receive communication from the client through the
GatewayProxy.

39. Click OK.

You are now ready to install the GatewayProxy.

INSTALL ON GATEWAYPROXY

MediaAgent Properties [ <]

General Control
hssaciated Storage Policies |

Configure Firewall Settings

Catalog |
Registry Key Settings

Versiof

Incoming Connections | Incoming Ports - Outgoing Routss | options | summary |

| Security
Firewall Carfiguration

Remots GroupiClient | Route sattings |¥|  add
myProxy Direct, HTTP, data forced ko tunnel |
client Yia Prascy myProy, HTTP, data forced to .., Delete

Edit

|

crca | e

& CommCell Browser

2

v
Client Computer Groups
Clisnt Computers

B athena
Bt

2 audi_cn

/“B% murphy x What's nsw?

@ audicn > B Client Computers >

Agent Type

Mo Tkemns to display

B murph:
myPro:
! zekepn

) Security

Wiew

Properties

All Tasks 3

»

g Storage Rel
Policies
ml Reports
_# Content Director

N

Browse & Recover...
addiRemove Software 3
Release License for Client
Check Readiness

Send Log Fiies

Operation Window

Set Holidays

Push Firewall Configuration

Restart All Services

Reconfigure

| Job Controller

Caneel

This will push Fireviall configuration and CommCell SSL certificates to selected cient or client group
Ploase make sure that Frewall settings of all computers thet need to communicate with this client
or client aroup have alveady been configured

-\___12 Firewall Configuration successFully pushed Far client [Ford].

Install the CommCell client software using one of the following methods on GatewayProxy computer:

e Install GatewayProxy for Windows Client
e Install GatewayProxy for Unix Client

INSTALL GATEWAYPROXY FOR WINDOWS CLIENT

1. Run Setup.exe from the Software Installation Disc in the GatewayProxy
computer.
2. Select the required language.

Click Next.
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4.

5.

6.

7.

Select the option to install software on this computer.
NOTES

e The options that appear on this screen depend on the computer in which the
software is being installed.

Click Next.

Click OK.

Select I accept the terms in the license agreement.
Click Next.

Expand Client Modules | Backup & Recovery | File System and select Windows
File System iDataAgent.

Click Next.

Select the language you will use during installation.

LCancel

= Install Software on this computer

= Advanced options

2 View documentation website
2 Yiew Install Duick Start Guide (Requires Adobe Acrobat Reader)
2 Install Adobe Aciobat Reader

& Exit

taller &|

Welcome

The Installer wil quide you thiough the
setup process for Saftware

This program wil install Softwars on your computer.

It is strongly recommended that you exit all Windows pragrams before running this
Setup program.

Click Cancel to quit Setup and then close any programs pou have running. Click
et to continue with Setup.

WARNING: This program is protected by copyright law and intemational reaies.
Unautharizsd repraduction or distribution of this program. ar any pottion of it may

result in severe civil and criminal penaliss, and will e prasecuted ta the masimum
exient possible under the law

Installer

: Itis stwongly recommended that any and all vius scanning software be disabled
\‘) irnmediately before continuing with this Software instalation. Failure to do so may result in
file-locking by the wiius scanmer and subsequent failure for setup ta install its own files.

Click OK once you have disabled them and setup will continue.

License Agreement

Please read the following License Agreement. Press
the PAGE DOW/N key to view the entire agreement

~
End User License and Limited Warranty Agreement
Software Release 9.0.0
(including Microsoft® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)
Dol Tenas T mnsirn & mmanssd b4
(& | accept the terms in the license agreement
" 1 do not accept the terms in the license agreement.
Installer
< Back Next > Cancel
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8.

9.

10.

11.

Select the Configure Firewall Services box.

Select CommServe can open connection toward this machine and click Next.

Enter the name of the computer in CommServe client name field.

Click Next.

Click Next.

Specify a local port number through which the Client/MediaAgent will receive
communication from the CommServe.

Click Next.

Installer.

Select Platforms
Select the platforms you want to configure.

= Q A | Move the pointer over a
= © Common Technology Engine platform name to see a
& ConmiServe Mok description of the platform and
i omim Jerve Moouet reasons why it may be
# © CommCell Console disabled.
+ @ Mediadgent Modules
= @ Client Modules o
# 0 Backup & Recovery Sapoce
# 2 Content Indesing and Search (Req/Recommended)
# 0 Web Based Search & Browse Installation Folder:
# © Archive Management 0MB/ 0MB
# O ConfinuousDataReplicator )
Temporary on C: dive
# 0 SAM R
# O Supporting Modules EE
% 0 Tools v
Special Registy Keys In Use
Installe e il A
I Install Agents for Restore Only <Back | | cancel |

Installer E|

Firewall Configuration
Configure firewall services

IF these is a firewall betwesn this maching and the CommServe. configurs firewall services below.

¥ Canfigure firewal services

Flease specily how Windaws Firewallis [miting network traffic. Whether it is possible (o open
connection om here to a CommServe's tunnel pott, whether all connections toward
CommServe are blacked, and setup should instead sxpect Commerve to connest back ta this
machine, o whether there is & Praxy in betiesn

" This machine can open conhection to CommServe on tunnel port

& CommServe can open connection toward this maching

¢ CommServe is reachable only thiough a prowy

Irstaller

Installer &|

CommServe Name

Specity the Commervs computer name and hast
name

CommServe Client Name

audi

Installer

<Back Cancel
Installer E|

Communication Interface Name
Setup will configure the communication paths.

Select a client name

=

Select an interface name that this computer will use to
communicate with the CommS erve:

audi. mycompany.com ~|

P Adcess{es) for the selected host

Irstaller

< Back Next » Caricel
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Installer g|

Firewall Configuration
Configure firewal services

Since this maching cannet connect Comms erve directl, setup will need to configure reverse
funnel connection from the Commaerve ta this machine.
Please speciy a local port number ko listen on below

Nate: & persistent tunnel taward this client has to be canfigured in the Dulgeing! section of the
CommServe Firewall Properties.

Local HTTP/HTTPS tunnel port number.

Installer
<Back Cancel
12. Specify the port numbers to be used by the Bull Calypso Communications Service Installer X
(CVD) and Bull Calypso Client Event Manager (EvMgrc) Services. Port Number Selection
Flease specify the port numbers pou want to use for
Click Next. this instance.
e Valid range for the port number is between 1024 and 65000.
e Ensure that the port numbers specified here are within the valid range
and are not used by any other services. Please enter CVD part number:
Please enter Evkgrc port number.
Please make sure that selected ports are within valid
range and are not being used by another application,
Installer

< Back

Cancel |

13. Click Next. Installer X

Firewall Configuration
Pravide CommiCell certificate folder

If you have checked 'Lockdawn CommCell in the firewal properties of the CommServe or
Proxy. you need to pravide path to the directory with CormCell HTTPS cariiicate below

This cerlificate can be abtained by right-clicking CommS erve name in the Java GUI, and
selecting '4ll Tasks' - Export Firewall Certilicate’ popup menu ftem

Certificate Folder

I Browse

Installer

< Back W‘ Laneel |
14. Select Add programs to the Windows Firewall Exclusion List, to add CommCell _

programs and services to the Windows Firewall Exclusion List. Windows Firewall Exclusion List

i Allow programs to communicate through Windows
Click Next. Firewal
This option enables CommCell operations across Windows firewall by Windows Firewalis ON
adding CommCell programs and services to Windows firewall exclusion
list IV Add programs to the Windows Firewall Exclusion List

It is recommended to select this option even if Windows firewall is 1f you plan on using Windows Firewall it is recommended to add the software programs to the
disabled. This will allow the CommCell programs and services to function cichton ft
if the Windows firewall is enabled at a later time.

Installer

< Back I Next > I Cancel

15. Click Next.
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Installer &|

Download and Install Latest Update Packs

Download and Install the latest service pack and post
pack from the saftware provider website.

I~ Download latest update pack(s]

Make sure vou have intemet cannestivity at this time. This process maytake some tme
depending on download spee

Installer

< Back Hest > Carcel |

16. Verify the default location for software installation. Installer X

Click Browse to change the default location. "l;ﬂ'"a"ﬂ" Folder
elect the destination folder to install the program files.
Click Next.

e Do not install the software to a mapped network drive.

e Do not use the following characters when specifying the destination S
path: estination Folder

JiX?2N <> | #

Click Nest to accept the default location, or click Browse to choose an altemate location.

EBrowse..

It is recommended that you use alphanumeric characters only.

Drive List Space Required / Recammended
C a2BMB - 1394 ME /1670 ME
Installer

< Back Wt > concel |

17. Click Next. Installer X

Schedule Install of Automatic Updates

Choose when you want to scheduls an install of the
downloaded updates

Iv Scheduls Install of Automatic Lpdates

" Once
Tirne BAIZPM
& weskly
& Monday © Tuesdaw
" ednesday " Thursday
© Fridey © Satuday
© Sunday
Irstaler
< Back Hewt s cancel |
18. Click Next. Installer El

Select Global Filter Options
Select the Global Filter Options for the Agent,

Global Fiters provides the abilky to set exclusions within a CommiCel to fiter out data fom data
protection operations on all agents of a certain type.

@& Use Cell lvel policy
" Always uss Global Fiters

" Do not use Global Filters

Irstaller

< Back Next » Caricel

19. Click Next.
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Storage Policy Selection

Select a starage policy for the default subclient to be
backed up.

I Configure for Laptop or Deskiop Backup

Select a storage polioy from the pulldown list

Installer

< Back Hewt s cancel |

20. Click Next. Installer El
Summary

Summary of install selections

Setup has enough information to start copying the program fies. If you are satisfied with the
install seftings, ick Next to begin copying fles.

-~
Destination Path = C:\Program Files

CommServe Host = mycanputer mycompany. com

Interface Mame = audi.mycompany. com

Client =audi

Job Results Path = C:\Program FilestJ obResults | ]
Global Filkers = Use Cell level policy 3

Irstaller

< Back Wt > cancel |

21. Click Next. staller K

Schedule Reminder
Job schedule creation remindsr

Flease note:

*fou stil nesd to create a Job Schedule for sach iDatatgent that has been installed on
iz client computer.

Jab Schedules are required to allows the iD atabgents 1o perfom automated backup
and restore operalions,

Job Schedule creation can be accomplished through the CommCel Console
administration interface.

Installer

22, Click Finish. Installer El

Completion Report
Setup complete

Software installation completed successfully.

Wigit the website below to download latest Updates and Service Packs.

Click Finish to complete Setup.

Irstaller

Technical Support Websits

INSTALL GATEWAYPROXY FOR UNIX CLIENT

1. Place the Software Installation Disc on a GatewayProxy computer.

2. Run the following command from the Software Installation Disc:
./cvpkgadd

3. The product banner and other information is displayed.

Press Enter to continue.
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4.

10.

11.

12,

13.

Read the license agreement. Type y and press Enter to continue.

Press Enter.

Press Enter.

Press Enter.

Press Enter.

Type the appropriate number to install Unix File System iDataAgent.
A confirmation screen will mark your choice with an "X".

Type d for Done, and press Enter.

Press Enter.

Type the appropriate number to install the latest software scripts and press Enter to
continue.

o Select Download from the software provider website to download
the latest software scripts from your software provider website.

Make sure you have internet connectivity when you are using this
option.

e Select Use the one in the installation media, to install the software
scripts from the disc or share from which the installation is performed.

e Select Use the copy I already have by entering its unix path, to
specify the path if you have the software script in an alternate
location.

Press Enter.

Please select a setup task you want to perform from the
list below:

Advanced options provide extra setup features such as
creating custom package, recording/replaying user
selections and installing External Data Connector
software.

1) Install data protection agents on this computer
2) Advanced options
3) Exit this menu

Your choice: [1]

Certain Calypso packages can be associated with a virtual
IP, or in other words, installed on a "virtual machine"
belonging to some cluster. At any given time the virtual
machine's services and IP address are active on only one
of the cluster's servers. The virtual machine can "fail-
over" from one server to another, which includes stopping
services and deactivating IP address on the first server
and activating the IP address/services on the other

server.

You now have a choice of performing a regular Calypso
install on the physical host or installing Calypso on a
virtual machine for operation within a cluster.

Most users should select "Install on a physical machine"
here.

1) Install on a physical machine
2) Install on a virtual machine
3) Exit

Your choice: [1]

We found one network interface available on your machine.
We will associate it with the physical machine being
installed, and it will also be used by the CommServe to
connect to the physical machine. Note that you will be
able to additionally customize Datapipe Interface Pairs
used for the backup data traffic later in the Calypso Java

GUI.

Please check the interface name below, and make
connections if necessary:

Physical Machine Host Name: [angel.company.com]

Please specify the client name for this machine.

It does not have to be the network host name: you can
enter any word here without spaces. The only requirement
is that it must be unique on the CommServe.

Physical Machine Client name: [angel]

Install Calypso on physical machine 172.19.99.62

Please select the Calypso module(s) that you would like to
install.

[ 1 1) MediaAgent [1301] [CVGxMA]>
[ ] 2) UNIX File System iDataAgent [1101] [CVGxIDA]

[a=all n=none r=reverse g=quit d=done >=next <=previous ?
=help]

Enter number (s)/one of "a,n,r,q,d,>,<,?" here:

Do you want to use the agents for restore only without
consuming licenses? [no]

Installation Scripts Pack provides extra functions and
latest support and fix performed during setup time. Please

specify how you want to get this pack.

If you choose to download it from the website now, please
make sure you have internet connectivity at this time.
This process may take some time depending on the internet
connectivity.

1) Download from the software provider website.
2) Use the one in the installation media
3) Use the copy I already have by entering its unix path

Your choice: [1] 2

Keep Your Install Up to Date - Latest Service Pack

Latest Service Pack provides extra functions and latest
support and fix for the packages you are going to install.
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14. Press Enter to accept the default path and continue, or
Enter a path to modify the default path and press Enter.
Do not use the following characters when specifying the path:
1@#$%N&*():/?\

15. Press Enter to accept the default location for the log files and continue, or

Enter a path to modify the default location and press Enter.

16. Press Enter.

17. Type the Group name and press Enter.

Press Enter again.

18. Type a network TCP port number for the Communications Service (CVD) and press
Enter.

Type a network TCP port number for the Client Event Manager Service (EvMgrC) and
press Enter.

19. If this computer and the CommServe is separated by a firewall, type Yes and then
press Enter.

20. Type 2 to select CommServe can open connection toward us option and press
Enter.

21. Enter the client name of the CommServe computer in place of CommsServe Client

You can download the latest service pack from software
provider website.

If you decide to download it from the website now, please
make sure you have internet connectivity at this time.
This process may take some time depending on the internet
connectivity.

Do you want to download the latest service pack now? [no]

Please specify where you want us to install Calypso
binaries.

It must be a local directory and there should be at least
176MB of free space available. All files will be installed
in a "calypso" subdirectory, so if you enter "/opt", the
files will actually be placed into "/opt/calypso".

Installation Directory: [/opt]

Please specify where you want to keep Calypso log files.

It must be a local directory and there should be at least
100MB of free space available. All log files will be
created in a "calypso/Log_Files" subdirectory, so if you
enter "/var/log", the logs will actually be placed into
"/var/log/calypso/Log Files".

Log Directory: [/var/log]

Most of Software processes run with root privileges, but
some are launched by databases and inherit database access
rights. To make sure that registry and log files can be
written to by both kinds of processes we can either make
such files world-writeable or we can grant write access
only to processes belonging to a particular group, e.g. a

"calypso" or a "dba" group.
We highly recommend now that you create a new user group
and enter its name in the next setup screen. If you choose

not to assign a dedicated group to Software processes, you
will need to specify the access permissions later.

If you're planning to backup Oracle DB you should use
"dba" group.

Would you like to assign a specific group to Software?
[yes]

Please enter the name of the group which will be assigned
to all Software files and on behalf of which all Software

processes will run.

In most of the cases it's a good idea to create a
dedicated "calypso" group. However, if you're planning to
use Oracle iDataAgent or SAP Agent, you should enter
Oracle's "dba" group here.

Group name: skyl
REMINDER

If you are planning to install Calypso Informix, DB2,
PostgreSQL, Sybase or Lotus Notes iDataAgent, please make
sure to include Informix, DB2, etc. users into group
"skyl".

Press <ENTER> to continue

Every instance of Calypso should use a unique set of
network ports to avoid interfering with other instances

running on the same machine.

The port numbers selected must be from the reserved port
number range and have not been registered by another
application on this machine.

Please enter the port numbers.
Port Number for CVD : [8600]
Port Number for EvMgrC: [8602]

Is there a firewall between this client and the CommServe?
[no] Yes

Please specify now how your firewall is limiting network
traffic. Whether it's possible to open connection from
here to a CommServe's tunnel port, whether all connections
toward CommServe are blocked, and we should instead expect
CommServe to connect back to us, or whether there is a

proxy in between.

1) This machine can open connection to CommServe on a
tunnel port

2) CommServe can open connections toward us
3) CommServe is reachable only through a proxy

Your choice: [1]

Please specify client name of the CommServe below.
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Name.
CommServe Client Name: mycompany

Press Enter.

22, Specify a local port number through which the Client/MediaAgent will receive Since we cannot contact CommServe directly, we will need

communication from the CommServe to configure a reverse tunnel connection from the
) CommServe to us. Please enter a local port number to

Press Enter listen on below, then go to CommServe and create a
persistent tunnel toward this client in the [outgoing]
section of FwConfigLocal.txt. When finished, return to

this configuration screen, and hit Enter to continue.
Local HTTP/HTTPS tunnel port number: 8550

23. Press Enter. If you have checked "Lockdown CommCell" in firewall
properties of the CommServe or Proxy, you need to provide
path to the directory with CommCell HTTPS certificate

below.
This certificate can be obtained by right-clicking

CommServe name in the Java GUI, and selecting All Tasks ->
Export Firewall Certificate popup menu item.

Have you enabled "Lockdown CommCell"? [no]

24. Press Enter. Commcell Level Global Filters are set through Calypso
GUI's Control Panel in order to filter out certain
directories or files from backup Commcell-widely. If you
turn on the Global filters, they will be effective to the
default subclient. There are three options you can choose
to set the filters.

1) Use Cell level policy
2) Always use Global filters
3) Do not use Global filters

Please select how to set the Global Filters for the
default subclient? [1]

25. Type the number of a Client Group and press Enter. Client Group(s) is currently configured on CommServe
cs.company.com. Please choose the group(s) that you want
A confirmation screen will mark your choice with an "X". Type d for done with the to add this client client.company.com to. The selected
selection, and press Enter to continue. group (s) will be marked (X) and can be deselected if you

enter the same number again. After you are finished with

This screen will be displayed only if Client Groups are configured for the the selection, select "Done with the Selection”.
CommCell. [ ] 1) Unix
[ 12 DR

[a=all n=none r=reverse g=quit d=done >=next <=previous ?
=help]

Enter number (s)/one of "a,n,r,q,d,>,<,?" here: 2

26. Enter the number corresponding to the storage policy through which you want to back Flease select one storage policy for this IDA from the
up the Unix File System iDataAgent and press Enter. list below:

1) SP_StandAloneLibrary2 2
2) SP_Library3_3
3) SP_MagLibrary4 4

Storage Policy: [1]

27. Type 3 to the Exitopﬂon and press Enter. Certain Calypso packages can be associated with a virtual
IP, or in other words, installed on a "virtual machine"
The installation is now complete. belonging to some cluster. At any given time the virtual

machine's services and IP address are active on only one
of the cluster's servers. The virtual machine can "fail-
over" from one server to another, which includes stopping
services and deactivating IP address on the first server
and activating the IP address/services on the other
server.

Currently you have Calypso installed on physical node
stone.company.com.

Now you have a choice of either adding another package to
the existing installation or configure Calypso on a
virtual machine for use in a cluster.

1) Add another package to stone.company.com
2) Install Calypso on a virtual machine
3) Exit

Your choice: [1]

VERIFY THE GATEWAYPROXY

1. From the Proxy Computer, ensure that This computer is in DMZ and will work as
a proxy is selected in the Firewall Configuration | Options tab.

Page 30 of 86



2. Right-click the GatewayProxy computer and click All Tasks | Push Firewall
Configuration.

ient Computer Properties

General Firawal Configuration |

onfigure Firewal Settings

Incaming Connectians | Incoming Parts | OutgaingRoukes OPtions | summary
—T

Tunnel It Interval, secands: [ 1 <]

Incoming tunnel protocol [Accept HTTP and HTTES =

Keep-alive Interval, seconds:

I Bind ol services to open ports only

[# This computer is in DMZ and wil work as 3 proxy

Cancel Help

% Commell Brovser
r& audi_cn

% Client Computer Groups

murphy x

Wihal

B audi_en > I Client Computers = £

Client Computers

B2 athena

Agent Type

B audi_cn
B murphy

meyPron

Mo Ttems to display

All Tasks 3

zekepri

Browse & Recover...
) Security

Send Log Files
wckor
Cperation Windaw

Set Holidays

Restart All Services

Reconfigure

Wiew 4 Add/Remove Software »
Storage Re
B Properties Release License for Client
| Reports Check Readiness
{9 Content Dir

Push Firewall Configuration

T

« Pravious | MNext »
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Setup Firewall Without Proxy - Laptop Backup

Overview Prepare CommCell Firewall Using Proxy Firewall Without Proxy Create Installation Package Web Access « Pravious | MNext »

SKIP THIS PAGE IF YOU ARE USING PROXY SERVER

Click Mext » to Continue.

When CommCell components are separated by a firewall, the components must be configured with the connection route to reach each other across the firewall.
Once configured, the components seamlessly communicate across the firewall for all data management operations such as backup, browse, restore, etc.

The following sections explain the steps involved in operating the direct connection setup, where the client opens tunnel connection toward the CommServe and
the MediaAgent:

1. Configure Firewall On CommServe
2. Configure Firewall On MediaAgent

3. Configure Firewall On Client Group

BEFORE YOU BEGIN

Review the following considerations before you begin:

o Make a note of the port configuration on your firewall and substitute them appropriately in the following instructions.

e Microsoft Internet Information Services (IIS) uses port number 443 by default. So if you have IIS running on a computer, then you will not be able to use
port 443 for firewall configuration on that computer.

CONFIGURE FIREWALL ON COMMSERVE

1. From the CommCell Console, right-click the CommServe computer and click % CommCel Browser q W docintol x [{
Properties. i 11 )
= Al Tasks v E S
View 4 & [
Control Panel Client Clier
Properties 2 Computer Compu
Groups
| Reports
{_# Content Director
2. e Click the Firewall Configuration tab. oo ==
- . . General | Version | Security | Registry Key Settings | Activity Control | Advanced Features | Firewall Configuration
e Select Configure Firewall Settings box. S —
e Click Add. Incoming Connections | Incoming Ports | Outgoing Routes | Options | Summary|
Specify here the list of remote dients or groups that cannot open direct connections
to this dient or can open them only on restricted ports.
Connections from Group/Client State M| Add
" [osee
Edit
oK Cancel | [ Heb |
3.

e From the From list, click the Laptop Backup client group.
e From the State list, click Restricted.
e Click OK.
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Lok | [ concel |[ tep |
4. Click Incoming Port tab. e |
General | Version | security | Reg tings | Activity | \nmcwmnm{;
[¥] Configure Firewall Settings
Incoming Connectons | [ outgor | Optons | summery|
Specty o
to this dient or can open them only on restricted ports.
Connections from Group/Cient State M|
Laptop Backup RESTRICTED -
Cx]
5. o Select Listen for tunnel connection on port box and type or select the port Commcatopene &=
number on which the incoming tunnel connection is received. General Verson | seunty | Regsiry Ky Settngs | Actvty ontl | Advanced Fetres] Frenel Confiaraton |
. - [¥] Configure Firewall Settings
e Click Options tab.
Incoming Connections | Incoming Ports | | Optons [ summary|
Tunnel HTTPMHTTPS Port
9] Listen for tunnel connectons on port: | 8452 <]
Additional open ports
open for faster data transport: oo }
o [
o]

e In the Keep-alive Interval, seconds box modify the value to 86400 (24 hours).
e In the Tunnel Init Interval, seconds box, modify the value to 10.
e Click OK.
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7. From the CommCell Browser, right-click the CommServe computer, point All Tasks
and then click Push Firewall Configuration.

8. Click Continue.

9. The specified configuration is saved.

The firewall configuration was pushed successfully.

CONFIGURE FIREWALL ON MEDIAAGENT

SKIP THIS SECTION IF MEDIAAGENT IS SAME AS COMMSERVE.

10. From the CommcCell Console, navigate to Storage-Resource | MediaAgents, select
and right-click <media_agent> and then click Properties.

11. e Click Firewall Configuration tab.

e Select Configure Firewall Settings box.

CommCell Properties )
General | Version | Security | Regstry Key Settings | Activity Control | Advanced Features | Frrewal Configuration
7] Configure Firewal Settings

Incoming Connections | Incoming Ports | Outgoing Routes | Options | Summary

Keep-alive Interval, seconds: 86400] 1
Tunnel Init Interval, seconds: 104
Incoming tunnel protocol ‘Accept HTTP and HTTPS v |

Lock down CommCell

Bind all services to open ports only

[3 docintr= [ .
% cli All Tasks L Disaster Recovery Backup
-] o View v DR Restore v L
Sef
g o Control Panel Data Aging Security
Pol Properties Add/Remove Software 4

Reports
Content Director Send Log Files

Event Search

CommCell Migration »

Push Firewall Configuration

Export Firewall Certificate

Warning ==
i This will push firewall configuration and CommCell SSL certificates to selected client o client group

Please make sure that firewall settings of all computers that need to communicate with this client

or client group have already been configured
Cancel

‘0\ Firewall Configuration successfully pushed for client [docint01].

i, docinto1 -
% Client Computer Groups M
Client Computers Library
(¥ Security
Storage Resources
@ Libraries

[ Locations

Mo Items to display

Log Files v
[ vaultTrack] Scan Hardware
B i B Detect Devices
E]---im| Reports
(- Content Direct All Tasks R

View 3
Release license for Media Agent
Delete Media Agent

Push Firewall Configuration

Propeities
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o Click Add.

General Control talog ersion Security
e et e B
3
Incoming Connectons | incoming Ports | | options [ summary|
Spedify here the list of dients or groups
o this dient or can open them only on restricted ports.
Connections from Group/Client. State ﬂ
i
]
12, e From the From list, click the Laptop Backup client group. m
e From the State list, click Restricted.
e Click OK.
From
State
[ o]
13.  Click the Incoming Ports tab. [t &=
al Control taloa = ‘Security
Firewall Configuration Network Throtting
[] Configure Firewall Settings
Incoming Connectons | incoming Ports | | options [ summary|
Spedify here the list of dients or groups
to this dient or can open them only on restricted ports.
Connections from Group/Client State ﬂ
Laptop Backup RESTRICTED -
o)
14.

e Select Listen for tunnel connection on port box and type or select the port
number on which the incoming tunnel connection is received.
e Click Options tab.
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15.

16.

e In the Keep-alive Interval, seconds box modify the value to 86400 (24 hours).
e In the Tunnel Init Interval, seconds box, modify the value to 10.
e Click OK.

From the CommCell Console, navigate to Storage-Resource | MediaAgents.

Right-click the <media_agent> and then click Push Firewall Configuration.

MediaAgent Properties

(V] Configure Firewall Settings

Incoming Connections | Incoming Ports | Outgoing Routes | Options | summary|
Tunnel HTTPHTTPS Port

9] Listen for tunnel connections on port: | 8600 2|

Additional open ports

‘Additional incoming ports may be open for faster data transport: _ 4
To :I
= =

(I =

MediaAgent Properties
General | Control | _ca iated Storage Polides
Registry Key Settings | Firewall Configuration Network Throtting

[¥] Configure Firewall Settings

Incoming Connections | Incoming Ports | Outgoing Routes | Options | summary.

Keep-alive Interval, seconds: 86400 :I

Tunnel Init Interval, seconds: 10 j
Incoming tunnel protocol AcceptHTTP and HTTPS v |
[7] Lock down CommCell

[ Bind all services to open ports only

O] (Conet] (it

[ .
iy docinto 1 Wy docintot > B stora

E

Y
- Polices

% Client Computer Groups
Client Computers Library
¥ Security

Storage Resources
Q Libraries
Locations
MediaAgents

Mo Ttems to display

Log Files 4

Scan Hardware
- 4| Reports Detect Devices
-{_# Content Directq All Tasks 3

View L4

Release license for Media Agent

Delete Media Agent

Push Firewall Cenfiguration

Properties
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o)

17. Click Continue. Warning ==
This will push firewall and CommCell SSL selected client or client group
LN Please make sure that firewall settings of all computers that need to communicate with this client
or client group have already been configured
[
18. The specified configuration is saved.
The firewall configuration was pushed successfully. - ) . . .
t ) Firewall Configuration successfully pushed for client [docint01].

CONFIGURE FIREWALL ON CLIENT GROUP

19. e From CommCell Browser, navigate to Client Computer Groups. s Commeel Browser i @ taptop Backup x [f
e Right-click the Laptop Backup group and then click Properties. %_;ﬁ;gﬁimumpmr Groups @, dodnto1 > ¢ Client Cor

-3 Admin Department Clients Client Mame

a Laptop Bar s
Client Computes All Tasks Mo Items to display

Security View 3
i Storage Resour|
Policies Properties
m'l Reports
.# Content Director
20. 4 Cclick Firewall Configuration tab. ey, =
. . R General | Activity Control | Seurity | Firewall Configuration | Network Throtting,
e Select Enable Firewall Configuration box. e ]
e Click Add. Incoming Connections | Incoming Ports | Outgoing Routes | Options|
Spedify here the list of remote dients or groups that cannot open direct connections
to this dient or can open them only on restricted ports.
Connections from Group/Client State v Add
. Delete.
Edit
o] (]
21. e From the From list, click the name of the CommServe computer. Connections to (Laptop Backup)
e From the State list, click Blocked, since the CommServe cannot open connections
to the Client. = - 1
_ From | Admin Department Clients v
e Click OK. mrm /Admin Department Clients
laustin
bliss
happy01
OK ][Cancel J[ Help ]

22. e If you have not configured the firewall on MediaAgent, skip this step.
e If you have configured firewall on MediaAgent, follow this steps:
o From the From list, click the name of the MediaAgent computer.

o From the State list, click Blocked, since the MediaAgent cannot open
connections to the Client.

o Click OK.
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23.

24.

25.

Click the Outgoing Routes tab.
Click Add.

From the Route Type, click Direct.

Click OK.

If MediaAgent is installed on separate computer, repeat
the steps described above and select the MediaAgent in

the Remote Group/Client list.

Click Options Tab.

Click Network Throttling tab.

Connections to (Laptop Backup)

From  [docint01 =

austin
autumn
bliss
docint01

State

Client Group “Laptop Backup”

[ General | Activity Contro | Secuity | Frewal Configuration | Network Throtting

[¥] Enable Firewall Configuration
Incoming Connections | Incoming Ports | Outgoing Routes | Options|

Remote Group/Client Route settings ﬂ

i ) i

From the Remote Group/Client list, select CommServe name.

From the Tunnel Connection Protocol, click HTTPS.

Route settings

Remote Group/Client | docint01 v
Route Type

@ Direct () Via Gateway (7) Via Proxy

Tunnel Connection Protocol

[T Force all data (along with control) traffic into the tunnel
Gateway Settings
Gateway Hostname:

Gateway Tunnel Port: s34

Additional destination port mapping: ~ GW Port: Destination Port

GW Port: 8400 :'
Destination Port: 8400 j

Add elete

Proxy Settings

Remote Proxy:

ok ) Lo ]

[Lree )

In the Keep-alive Interval, seconds box modify the value to 86400 (24 hours).
In the Tunnel Init Interval, seconds box, modify the value to 10.
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26.

27.

28.

e Select Enable Network Throttling checkbox.

¢ In Remote Clients or Client Group, select the Media Agent designated for this

Client Group.
e Click Add to setup throttling rules.

Specify the following and then click OK.

e Days of Week - select a day or multiple days for the schedule to run.
e Time Interval - select Whole day or a specific time interval for the schedule to

run.

o Throttling Rate - select Throttle Send and Throttle Receive rate and enter values.

The newly added throttling rules will be displayed in Throttling Schedule.

Client Group “Laptop Backup®

| General [ Actvity Control [ Securiy | Frewall Configuration | Network Theott

[¥] Configure Firewall Settings

Incoming Connections | Incoming Ports | Outgoing Routes | Option,
Reep-alve Interval, seconds: S0 \

Tunnel Init Interval, seconds: e 2
B SR EEE [Accept HTTP and HTTPS v
] Lock down CommCel

[7]Bind al services to open ports only

3

1

i) (i) (mmiben)

Client Group “Laptop Backup”

General | Activity Control | Security | Firewall Configuration| Network Throtting

] Enable Network Throtting

Remote Clients or Client Group

- Client Computer Groups
[ MediaAgent Group

& [d Chent Computers
[1autumn 4

T ida%0dom:
O sde-2aravm_3
[ sde-suselinux64

=

[ startrek
O superway
0 wilow
Throtting Schedule
Days Time SendRate (Kbps) Recv. Rate _\Vj .
= (re )
Throttling Rule
Days of week 1
[] Sunday [7] Monday [7] Tuesday
Wednesday Thursday [ Friday
[~] saturday
2 Whole Day
Start Time 12:: 00 aM|
End Time 12 : 00 AM[ =

rottling Rate

3 [¥] Throttle Send (Kbps)

1,024

1,024/2
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Client Group "Laptop Backup” =

Click OK.

General | Activity Control | Security | Firewall Configuration| Network Throtting
] Enable Network Throtting

Remote Clients or Client Group
- Client Computer Groups
[ MediaAgent Group
=-[d Client Computers
O autumn_4

[ ida40dpm2010

O sde-2ar2vm_3
O sde-suselinux64
O startrek

O superway

0 wilow

‘Throtting Schedule

Days Time Send Rate (Kbps) _Recv. Rate ﬂ

[ [wednesday, Thursday _whole Day 1024 02 | =
Delete

— x Cancel tep |

@ docnto1
=g Client Computer Groups

@ docintd1 > gl Client Computer Groups > I Laptop Backup >

29. e From the CommCell Browser, navigate to Client Computer Groups.

% ‘Admin Department Clients Client Name 05 Version Platforn
e Right-click the Laptop Backup group and point All Tasks and then click Push ] AITee Reports
Firewall Configuration. ) sy | e . Delete
g%hues Bropeitis Software »
il Reports Operation Window
{§ Content Director e —
Push Firewall Configuration

30. Click Continue. Warning =
This will push firewall configuration and CommCell SSL certificates to selected client or client group
LN Please make sure that firewall settings of all computers that need to communicate with this client
or client group have already been configured

31. The specified configuration is saved. ==

The firewall configuration was pushed successfully. (0] o o Er et fully pushed for cli p [Laptop Backup].

32. The newly added clients will automatically be registered in the client group and will
hence inherit the firewall settings established in the client group.
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Create Installation Package - Laptop Backup

Overview Prepare CommCell Firewall Using Proxy Firewall Without Proxy Create Installation Package Web Access « Pravious | MNext »

The Installation Package will be used to install the backup client on a laptop. It will enable the automatic backup of the data residing on the laptop.

The Installation Package can be created using one of the following methods:
METHOD 1: CREATE INSTALLATION PACKAGE
Use this procedure to create a customized installation package for laptops.

METHOD 2: CREATE DECOUPLED INSTALLATION PACKAGE

Use this procedure to create a decoupled installation package which can install the

software without accessing the CommServe during installation and provide the
option to register the laptop later.

CREATE INSTALLATION PACKAGE

1.

5.

Log on to the client computer as Administrator or as a member of the Administrator
group on that computer.

Run Setup.exe from the Software Installation Package.
Select the required language.

Click Next.

Click Advanced options.

Click Create a custom install package.

BEFORE YOU BEGIN

Download Software Packages
Download the latest software package to perform the install.

System Requirements

Verify that the computer in which you wish to install the
software satisfies the System Requirements.

Select the language you wil use during installation.

LCancel

= Install Software on this computer

= Advanced options

€ View documentation website
£ View Install Quick Start Guide [Requies Adobe Acrabat Reader
2 Install Adobe Acrobat Reader

S Ext
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= Create arecording of user selections - Record Mode
= Create acustorn install package
= Install Third Party Connector software

2 Predinstall Appliance Server

2 Predinstall software Components (de-coupled made]

@ it
6. Select the CPU type corresponding to the binaries that you wish to create the custom FIEEE X
package. Select CPU type.
Select the CPU type for which the custom package
Click Next. needs to be created

Select Win32 for a 32-bit package and WinX64 for a 64 bit package.

Select CPU type

Win3z =

7. Verify the default location for creating the custom package. Installer X
Click Browse to change the default location. C‘f‘"’" Install Package Destination Faolder
elect the destination folder for the custom install
package
Click Next.
° Note dOWn the custom Package Iocation Click Mext to accept the default location, or click Browse to choose an altemate
: location.
This location will be required later to provide the custom package to Custom Install Package Destination Folder
user in Step 31. ( Buowise

e Do not use the following characters when specifying the destination
path:

/X2t <> |

It is recommended that you use alphanumeric characters only.

<pack [ e | Concel |

8. Click Next.

Install Instance Selection

Please specify the instance you want to use duing
install

Instance Selection
% Create a new instance (Not recommended)
€ Install to existing instance

Select an installed instance.

Client Name:
Client Host Name:
CommServe Name

Installer

< Back I Next > I Cancel

9. Expand Client Modules | Backup & Recovery | File System and select Windows
File System iDataAgent.

Click Next.
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10. Select Include service pack.

Click Next.

e If you have firewall setup with proxy, click Configure Firewall With Proxy.
e If you have firewall setup without proxy, click Configure Firewall Without Proxy.

Select Platforms
Select the platforms you want to configure.

= Q A | Move the pointer over a
= © Common Technology Engine platform name to see a
@ CommSenve Mockies desciiption of the platform and
e reasons why it may be
# 0 CommCel Console disabled.
+ @ Mediadgent Modules
= Q2 Clent Modules .
# 0 Backup & Recovery Sapoce
# 2 Content Indexing and Search (Req/Recommended)
# 02 Web Based Search & Browse Installation Folder:
# Q2 Archive Management 0MB/ 0MB
# Q1 ContinuousDataReplicator
# 0 SAM
# O Supporting Modules
# Q2 Tools v LA
e Special Registry Keys In Use
I Install Agents for Restore Only <Back | | cancel |

Installer E|

Select advanced options.
This is for advanced users. Change the default options
if you are sure.
I Save user answers in the custom package

¥ Cieale self extiacting executable

I Include WS SOL Server

I Includs sarvice pack.

< Back

Cancel

CONFIGURE FIREWALL WITH PROXY

11. Select the Configure Firewall Services option.

Select CommServe is reachable only through a proxy option and click Next.

12. Enter the name of the computer in CommServe client name field.

Click Next.

13. Provide the following information:
e In the Proxy HTTP/HTTPS tunnel port number field, provide the tunnel port on

Installer &|

Firewall Configuration
Configure firewal services

IF there is a firewall between this machine and the CommServe, configure firewall services below.

¥ Configure fiewal services

Pleass specify how Windaws Firewallis [miting network traffic. Whether it is possible to open
connection rom here to & CommServe's tunnsl pott. whether all connections toward
CammServe are blocked, and setup should instead xpect CammGerve ta cannest back ta this
maching, or whether there is a Praxy in between

£ This machine can open connection to CommServe on tunel port

£ CommServe can apen cannection tward this machin

" ‘CommServe is reachable only thiough a proxy

Installer

Installer E|

CommServe Hame
Specify the CommServe computer name and host

CommServe Clisnt Name

audi

Irstaller

<Back Cancel
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which the proxy is expecting connections to the CommServe. If the proxy is behind

a port-forwarding gateway, then provide the port number of the port-forwarding Firewall Configuration
gateway to reach the CommServe. Configurs frewsl semvices

e In the Proxy hostname or IP address field, specify the hostname of the proxy
through which the CommServe can be reached. If the proxy is behind a port-

Please specify the name or IP address of the prosy thal should be used to reach the

forwarding gateway, then provide the host name or the IP address of the port- CommServe along with the port number, on which the proxy is expecting connections. If the
. prawy is behind a port-fonwarding gateway, please enter the gatewayls hostname and port
forwarding gateway. Pumber below.

e In the Proxy client name field, specify the client name of Calypso proxy.
Click Next. Prosy HTTPAHTTPS tunnel port number.
Praxy/Gateway hostname of P address:

Proxy client name:

Installer

<Back Cancel

14. Click Next. Installer El

Firewall Configuration
Setup HTTP Proxy configuration

If thers is an HTTP prony between this client and the CommServe (e.g. Sauid or Apache),
pleass provids HTTP prowy canfiguration beiow.

HTTP Proxy hostname of [P addhess:
HTTP Proxy port number

Irstaller

< Back

15. Specify the port numbers to be used by the Bull Calypso Communications Service Installer 3]
(CVD) and Bull Calypso Client Event Manager (EvMgrc) Services.

Port Number Selection
Please specify the port numbers pou wart to use for

Click Next. this instance
e Valid range for the port number is between 1024 and 65000.

e Ensure that the port numbers specified here are within the valid range
and are not used by any other services. Please enler CYD port number:

Pleass enter Evharc port number

Pleass make sure that selected ports are within valid
tange and are not being used by ancther application

Installer

<Back Cancel
16. If the CommCell is in the Lockdown mode, specify the path to the folder in which the

CommCell HTTPS certificates are available. Firewall Configuration

Provide CommiCell certificate folder

Click Next.
See Enforcing CommCell Specific Certificates for Authentication for more IF pou have checked Lockdawn CanmCell in the frewal properties of the CommS srve or
information on the LOdeOWn featu re a nd Steps to export the COm mce” Promy, you need to provide path to the directory with CommCell HTTPS certificate below,
Ce rtification This certificate can be obtained by right-clicking CommServe name in the Java GUI, and

selecting ‘Al Tasks' > Export Firewall Catiicate’ popup menu item

Cerlificate Folder

I Bowse..

Irstaller

< Back Hest> Cancel |

e If you have configured your firewall without proxy, click Configure Firewall Without Proxy.
e If you have configured your firewall with proxy, click Configuration of Other Installation Options.

CONFIGURE FIREWALL WITHOUT PROXY

17. Select the Configure Firewall Services option.

Select This machine can open connection to CommServe on tunnel port and
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click Next to continue. Installer X

Firewall Configuration
Configure firewall services

IF there is a firewall betwesn this machine and the CommS erve, configure fiewal services belaw
I Configure frewall services

Please specily how Windaws Firewall s limiting netwark traffic. Whether it is possible to apen
cannection from here ta & CommServe's tunnel port, whether al eannections toward
CommServe are blocked, and setup should instead expect CommServe to connect back to this
machine, or whether thers is = Prosy in betwesn.

& This machine can open cannection to CammServe on tunnel part

' CommServe van open comection teward this machine

' CammServe is reachable anly through a prosy

Installer

< Back Newt > cancel |

18. Enter the fully qualified name or the IP address of the CommServe in the Installer X
CommServe Host Name. This should be TCP/IP network name. e.g., CommServe Name
computer.company.com. ﬁg:;ﬂy the CommServe camputer name and host

The CommServe client name is the name of the computer. This field is
automatically populated. CommBerve Client Mame

CommServe Hast Name
(Enter a valid, fullp-qualiied, IP hast name; for example:
mycomputer. mycompany.com)

If the CommServe s located bshind a port-forwarding gateway o 3 NAT router. you
should enter the hastname of the Gatewap/NAT rauter in place of the CommS erve
Host Name above.

Click Next to continue.

Irstaller

< Back et » concel |

19. Specify incoming port number in CommServe HTTP/HTTPS tunnel port number Installer K
through which the CommServe receives tunnel connection. Firewall Configuration

Configure firewall services

This is the port number, provided in the step 5 during Setting up

Connection to the CommServe.

Please specily the port number, on which we should open tunnel connections toward the

CommServe. This is the same ¢ ‘Tunnel HTTP/HTTPS part configurable in the Incaming

Click Next Ports' tab of the CommGerve Firewall Propetties adjusted for a passible port mapping Gateway
' in front of i,

CommServe HTTR/HTTPS tunnel port number.

Installer

< Back Newt > cancel |

20. e If this computer is separated from the CommServe by a HTTP Proxy, provide the Lzl X

following information: Firewall Configuration
Setup HTTP Proxp configuration

HTTP Proxy hostname or IP address: Specify hostname or IP address of the
HTTP Proxy through which the CommServe can be reached.

If thers is an HTTP prony between this client and the CommServe (e.g. Sauid or Apache),
pleass provids HTTP prowy canfiguration beiow.

HTTP Proxy port number: Specify the port number of the HTTP Proxy through
which the CommServe can be reached.

Click Next. HTTF Prowy hostname of IP address:

e If this computer is not separated from the CommServe by a HTTP Proxy, accept HTTF Frowy port rurber
the default values and click Next.

Irstaller

< Back

Cancel

21. Specify the port numbers to be used by the Bull Calypso Communications Service
(CVD) and Bull Calypso Client Event Manager (EvMgrc) Services.

Click Next.
e Valid range for the port number is between 1024 and 65000.

e Ensure that the port numbers specified here are within the valid range
and are not used by any other services.
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22, If the CommcCell is in the Lockdown mode, specify the path to the folder in which the

CommCell HTTPS certificates are available.
Click Next.
See Enforcing CommCell Specific Certificates for Authentication for more

information on the Lockdown feature and steps to export the CommCell
Certification.

Installer g|
Port Number Selection

Please specily the port numbers you want ta use for
thig instance.

Pleass enter Evharc port number

Pleass enter CYD port number

Pleass make sure that selected ports are within valid
tange and are not being used by ancther application

Installer

< Back

Installer E|

Firewall Configuration
Provide CommiCell certificate folder

IF yau have checked 'Lockdawn CarmCell in the frewal praperties of the CammServe or
Picxy, you need to provide path to the directory with CommCel HTTPS cerliicate below

This certficats can be obtained by right-clicking CommS erve name in the Java GUI, and
selecting ‘Al Tasks' > Export Firewall Catiicate’ popup menu item

Cerlificate Folder

I Bowse..

Irstaller

< Back

Mext >

Cancel |

‘CONFIGURATION OF OTHER INSTALLATION OPTIONS

23. Specify User Name and Password that must be used to access the client computer.

Click Next.

o The user must be an Administrator or a member of the Administrator
group on that computer.

e This window will be displayed when the Require Authentication for
Agent Installation option is selected in the CommCell Properties.

24. Click Browse to provide the location.

Click Next.

e Do not install the software to a mapped network drive.

e Do not use the following characters when specifying the destination
path:

[ <> | #

It is recommended that you use alphanumeric characters only.

25, Select the Laptop Backup as a client group.

Click Next.
If you want to configure any additional settings for the clients before
performing the backup, select the Waiting Room as the client group.

See Configure Additional Settings Before Laptops Execute The First

Installation Authentication

Enter an account canfigured an the CommCell that has
Adminishative Management capabilties.

Account
User Name:
Passwiard:

<Back [ Hets | Caned |

Installer g|

Destination Folder
Select the destination folder ta instal the program files.

Click Next to acoept the default location, or click Browse to choose an altenate location.

Destination Folder

Browse

Drive List Space Required ¢ Recommendad
C S2EME - 1394 ME /1670 MB

Installer

< Back

Nest >

Cancel
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taller &l
Backup for more information on Waiting Room client group o

. . Client Group Selection
configuration. Selsct a clisnt group for the clisnt

The Client Group is alogical grouping of client machines
wihich havs the same associations at various lsvels ke
Schedule Policy, Activity Cantiol. Security and Reports

Client aroup:

Installer

< Back Hewt s cancel |

26. Click Next. Installer El

Select Global Filter Options
Select the Global Filter Options for the Agent,

Global Fiters provides the abilky to set exclusions within a CommiCel to fiter out data fom data
protection operations on all agents of a certain type.

@& Use Cell lvel policy
" Always uss Global Fiters

" Do not use Global Filters

Irstaller

< Back Wt > concel |

27. Select Configure for Laptop or Desktop Backup to enable the Laptop Backup

Installer g|
features. Storage Policy Selection

Select a storage policy for the default subclient to be
. backed up.

The following Laptop Backup features are enabled:

o Automatic Ownership )
[¥ Configure far Laptap or Desktop Backup
o Automatic Scheduling

3 Backup Monitor Tool Select a subclient palicy from the pull-down list.

For more information, refer to FAQs.

Select a storage palicy from the pull-down list

Select a Subclient policy created in step 20 during Create Subclient Policy.
Unassigned =]
Click Next. ’

¢Back | mews | Cancel |

28. Click Next. Installer El
Summary
Summary of instal selections

Setup has enough informatian to start copying the pragram files, If you are satisfied vith the
install settings. click Mext to begin copying fls.

The following software -
il b invstalled : _I

+Windows File System iDatadgent

Destination Path = C\Program Filest

CommServe Host = mycomputer mycompany.com
Interface Name = maroon wxp.com

Client = maraan

Firewall service will be configured

Job Results Path = C-\Pragram FileshiDatafgenttobFesults
Global Fiters = Disabled

o

<gack [ New> | Comcel |

29. Verify the default location for Self Extracting executable package.
Click Browse to change the default location.
Click Next.
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Name and Location for the self-extracting
executable

Select the destinalion falder and name for the custom
nstal package sell-exlracting eve.

Click Next to accept the default location, or click Browse to choose an altemate
location.

Narme and Location for the self-zxtracting executable

Browse

¥ Cleanup custom package folders and only retain ssif-extracting eve:

Installer

30. Custom Install Package is now created.

Click OK.

1) Cusztom Install Package is successfully created.

31.  The CustomInstallPackageName.exe is created in the folder which you provided in
step 7. Fle Edt Vew Favorkss Took Help =
< D3 D seach [ roes | [+ S |rodersime
YOU CAN NOW PROVIDE THIS PACKAGE TO LAPTOP USERS. M;vess\Bc\<usmmxnstauva«aqeruameX 8
E‘S::DDacuments g CustomInstallPackagelame. sxe:

& 5 My Computer
3 3% Floppy (A:)
) % Local Disk (C2)
0 aoFs
(2 Backup
(3 CustominstalPackagehiame
(£ Documents and Settings
2 Program Fies
(5 winDows
10 wmpub
2 orive (o)
[ ControlPanel
&3 My Network Flaces
# Recydle Bin

CREATE DECOUPLED INSTALLATION PACKAGE

Use this procedure to create a decoupled installation package:

1. Log on to the client computer as Administrator or as a member of the Administrator

group on that computer.
2. Run Setup.exe from the Software Installation Package.
3. Select the required language.

Click Next.

Select the language you wil use during installation.
LCancel
4. Click Advanced options.
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= Install Sofware on this computer

= Advanced options

2 View documentation website
2 View Install Quick Start Guide [Requires Adobe Acrobat Rieader)
€ Install Adobe Aciobat Reader

8 Eait
5. Click Create a custom install package.
= Create a recording of user selections - Record Mode
= Create a custom install package
= Install Third Party Connector software
2 Pre-install Appliance Server
£ Predinstal software Components (de-coupled mode)
2 Exit
6. Select the CPU type corresponding to the binaries that you wish to create the custom JfEHE: X
package. Select CPU type.
Select the CPU type for which the custom package
Click Next. needs ta be created

Select Win32 for a 32-bit package and WinX64 for a 64 bit package.

Select CPU type

Win3z =

7. Verify the default location for creating the custom package.

Click Browse to change the default location. T L
elect the destination folder for the custom install
. package.
Click Next.
i Click Mext b t the default location. or click Bl tor che lbermat
o Note dOWn the Custom Package Iocatlon. |0|‘fatl0l’:x o accept the default lacation, or click Browse to choose an altemate
This location will be required later to provide the custom package to Custom Install Package Destination Folder
user in Step 31. ( =

e Do not use the following characters when specifying the destination
path:

/X2t <> |

It is recommended that you use alphanumeric characters only.

< Back I Next > I LCancel

8. Select Create a new instance, to install the Agents on separate instance.
Click Next.
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Installer.

Install Instance Selection
Please specify the instance you want to use during
instal
Instance Selection
@ Create a new instance (Not recommended)
€ Install to existing instance

Select an installed instance.

Client Name:
Client Host Name:
CommServe Name

Installer

<Back [ New> | Cancel |
9. Expand Client Modules | Backup & Recovery | File System and select Windows _

File System iDataAgent. Select Platforms
i Select the platiorms you want to configure.
Click Next.
= Q A | Move the pointer over a
= © Common Technology Engine platform name to see a
CommServe Modues description of the platform and
a . reasons why it may be
# 0 CommCel Console disabled.
+ @ Mediadgent Modules
= Q2 Clent Modules .
# 0 Backup & Recovery Sapoce
# 2 Content Indesing and Search (Req/Recommended)
# 02 Web Based Search & Browse Installation Folder:
# Q2 Archive Management 0MB/ 0MB
+# Q1 ContinuousDataReplicator )
+ 02 SAM Temporary on C: drive:
+ 02 Supporting Modules
# Q2 Tools v LA
I Registry Keys |
Installer Special Registry Keys In Use
I Install Agents for Restore Only <Back | | cancel |
10. Select Include service pack and Pre-Install software Components [decouple Installer X
mOde] . Select advanced options.
X This is for advanced users. Change the default oplions
Click Next. if you are sure.

¥ Save user answers in the custom package
¥ Crzate self extracting executable
™ Include MS SGL Server

™ Include service pack.

I Pieinsial soltware Components (de coupled modsh

< Back |f Hlest s :I Cancel

e If you have firewall setup with proxy, click Configure Firewall With Proxy.
e If you have firewall setup without proxy, click Configure Firewall Without Proxy.

‘CONFIGURE FIREWALL WITH PROXY

11. Select the Configure Firewall Services option. Installer X

Firewall Configuration
Configure firewall services

Select CommServe is reachable only through a proxy option and click Next.

IF these is a firewall betwesn this maching and the CommServe. configurs firewall services below.

¥ Canfigure firewal services

Flease specily how Windaws Firewallis [miting network traffic. Whether it is possible (o open
connection from here to a CommServe's tunnel port, whether all connections towar
CommServe are blacked, and setup should instead sxpect Commerve to connest back ta this

machine, or whether there is a Prasy in between
" This machine can open conhection to CommServe on tunnel port

" CommServe can open connection toward this machine

Irstaller

12, Enter the name of the computer in CommServe client name field.

Click Next.
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13. Provide the following information:

e In the Proxy HTTP/HTTPS tunnel port number field, provide the tunnel port on
which the proxy is expecting connections to the CommServe. If the proxy is behind
a port-forwarding gateway, then provide the port number of the port-forwarding
gateway to reach the CommServe.

e In the Proxy hostname or IP address field, specify the hostname of the proxy
through which the CommServe can be reached. If the proxy is behind a port-
forwarding gateway, then provide the host name or the IP address of the port-
forwarding gateway.

e In the Proxy client name field, specify the client name of Calypso proxy.

Click Next.

14. Click Next.

15. Specify the port numbers to be used by the Bull Calypso Communications Service
(CVD) and Bull Calypso Client Event Manager (EvMgrc) Services.

Click Next.

e Valid range for the port number is between 1024 and 65000.

e Ensure that the port numbers specified here are within the valid range
and are not used by any other services.

16. If the CommcCell is in the Lockdown mode, specify the path to the folder in which the
CommCell HTTPS certificates are available.

Click Next.

See Enforcing CommCell Specific Certificates for Authentication for more
information on the Lockdown feature and steps to export the CommCell
Certification.

Installer g|

CommServe Name
Specify the CommS srve computer rame and host

CommServe Client Name

audi

Installer

<Back Cancel

Installer, E|

Firewall Configuration
Configure firewall services

Please specify the name of IP address of the prowy that should be ussd to reach the
CommServe along with the port number. on which the proxy is expecting connections If the
prowy is behind @ partfawarding gateway, please ente the gatewayls hostname and part
number belaw.

Fron HTTR/HTTPS tunnel part number,
Prory/Gateway hostname of [P address
Froxy client name

Irstaller

< Back

Installer g|

Firewall Configuration
Setup HTTP Prosy configuration

If ther is an HT TP proxy between this client and the CommServe (¢.g. Squid o Apache),
please provide HTTP proky canfiguration below.

HTTP Proxy hostname of IP addiess:
HTTP Proxy port number

Installer

<Back Cancel
Installer E|

Port Number Selection

Flease specify the port numbers pou want ta use for
this instance.

Please enter CYD part number:
Please enter Evigre port number

Please make sure that selected ports are within valid
range and are nat being used by another application.

Irstaller

<Back Cancel
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Firewall Configuration
Pravide CommiCell certificate folder

If you have checked 'Lockdawn CommCell in the firewal properties of the CommServe or
Proxy. you need to pravide path to the directory with CormCell HTTPS cariiicate below

This cerlificate can be abtained by right-clicking CommS erve name in the Java GUI, and
selecting '4ll Tasks' - Export Firewall Certilicate’ popup menu ftem

Certificate Folder

I Browse

Installer

< Back W‘ Laneel |

e If you have configured your firewall without proxy, click Configure Firewall Without Proxy.
e If you have configured your firewall with proxy, click Configuration of Other Installation Options.

‘CONFIGURE FIREWALL WITHOUT PROXY
17. Select the Configure Firewall Services option. Installer X

Select This machine can open connection to CommServe on tunnel port and F'g:r“’,f;u"'Efc""Ev"vgg‘;'vﬁ’c‘;:"
click Next to continue.

IF there is a firewall between this machine and the CommServe, configure firewall services below.

¥ Configure frawall services

Please specily how Windows Firewallis limiting netwark traffic. Whether it is possible ta open
connection fiom hers to a CommServe's tunnel port, whether all connections toward
CommServe are blocked. and satup should instead expect CammS erve to connect back ta this
machine, or whether there i a Praxy in between,

¥ This machine can open connection to CommServe on tunnel port

" CommServe cah open connection toward this machine

" CommServe is reachable anly through a proxy

Installer
< Back Next> concel |
18. Enter the fully qualified name or the IP address of the CommServe in the Installer X
CommServe Host Name. This should be TCP/IP network name. e.g., CommServe Name
com puter. company.com. Eg;:ily the CommServe computer name and host
The CommServe client name is the name of the computer. This field is
automatically populated. CommServe Client Name

CommServe Host Name
(Enter a walid, fuly-qualiied, IP host name; for example:
MyCoMpUter MyGoMmpany. com)

Click Next to continue.

If the CommServe is located behind a port-forwarding gateway or  NAT router, you
should enter the hostname of the Gateway/NAT router in place of the CommServe
Hast Mame above.

Installer

< Back Newt > cancel |

19. Specify incoming port number in CommServe HTTP/HTTPS tunnel port number Installer X
through which the CommServe receives tunnel connection. Firewall Configuration
Configure firewall services
This is the port number, provided in the step 5 during Setting up
Connection to the CommServe.
Please specily the port number, on which we should open tunnel connections toward the
CommServe. This is the same as 'Tunnel HTTRMHTTFS part’ configurable in the 'Incoming

Click Next Parts' tab of the CommServe: Firswall Properties adjusted for a possible portmapping Gatewsy
. in front of it

CommServe HTTP/HTTPS tunnel port number

Irstaller

< Back Next » Caricel

20. e If this computer is separated from the CommServe by a HTTP Proxy, provide the

following information:
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HTTP Proxy hostname or IP address: Specify hostname or IP address of the
HTTP Proxy through which the CommServe can be reached.

HTTP Proxy port number: Specify the port number of the HTTP Proxy through
which the CommServe can be reached.

Click Next.

e If this computer is not separated from the CommServe by a HTTP Proxy, accept
the default values and click Next.

21. Specify the port numbers to be used by the Bull Calypso Communications Service
(CVD) and Bull Calypso Client Event Manager (EvMgrc) Services.

Click Next.

e Valid range for the port number is between 1024 and 65000.

e Ensure that the port numbers specified here are within the valid range
and are not used by any other services.

22, If the CommcCell is in the Lockdown mode, specify the path to the folder in which the
CommCell HTTPS certificates are available.

Click Next.
See Enforcing CommCell Specific Certificates for Authentication for more

information on the Lockdown feature and steps to export the CommCell
Certification.

Installer g|

Firewall Configuration
Setup HTTP Prosy configuration

If ther is an HT TP proxy between this client and the CommServe (¢.g. Squid o Apache),
please provide HTTP proky canfiguration below.

HTTP Proxy hostname of IP addiess:
HTTP Proxy port number

Installer

<Back Cancel

Installer E|

Port Number Selection

Flease specify the port numbers pou want ta use for
this instance.

Please enter Evigre port number

Please enter CYD part number:

Please make sure that selected ports are within valid
range and are nat being used by another application.

Irstaller

< Back Cancel |

Installer g|

Firewall Configuration
Pravide CommiCell certificate folder

If you have checked 'Lockdawn CommCell in the firewal properties of the CommServe or
Proxy. you need to pravide path to the directory with CormCell HTTPS cariiicate below

This cerlificate can be abtained by right-clicking CommS erve name in the Java GUI, and
selecting '4ll Tasks' - Export Firewall Certilicate’ popup menu ftem

Certificate Folder

I Browse

Installer

< Back W‘ Laneel |

CONFIGURATION OF OTHER INSTALLATION OPTIONS

23. Specify User Name and Password that must be used to access the client computer.

Click Next.

o The user must be an Administrator or a member of the Administrator
group on that computer.

e This window will be displayed when the Require Authentication for
Agent Installation option is selected in the CommCell Properties.

24, Click Browse to provide the location.

Click Next.

e Do not install the software to a mapped network drive.

e Do not use the following characters when specifying the destination
path:

Installation Authentication

Enter an account configured on the CommCCell that has
Adminisiative Management capabilties.

Account Information:
Uzer Name:

Password:

< Back I Mext > I LCancel
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Destination Folder
Select the destination folder ta instal the program files.

/XN <> | #

It is recommended that you use alphanumeric characters only.

Click Next to acoept the default location, or click Browse to choose an altenate location.

Destination Folder

Browse

Drive List Space Required ¢ Recommendad
C S2EME - 1394 ME /1670 MB
Installer

< Back Hewt s cancel |

25, Select the Laptop Backup as a client group. Installer X
Click Next.

Client Group Selection
Select a client group for the client

If you want to configure any additional settings for the clients before
performing the backup, select the Waiting Room as the client group.

The Client Group is a logical grouping of client machines
which have the same assaciations al various levels like
See Configure Additional Settings Before Laptops Execute The First Seheckie Poley Actiy Contel Secury ond Rezars

Backup for more information on Waiting Room client group
configuration.

Client group:

Irstaller

< Back Wt > concel |

26. Click Next. Installer X

Select Global Filter Options
Select the Global Filter Options for the Agent

Global Filters provides the ahility to set exclusions within a CommiCell to filter out data from data
protection operations on all agents of a certain type

& Use Cel level policy
" Always use Global Fiters

Do not use Global Filters

Installer

<Back Next> cancel |
27. Select Configure for Laptop or Desktop Backup to enable the Laptop Backup Installer X
features. Storage Policy Selection
Select 5 storage policy for the default subclient to be
) backed up.
The following Laptop Backup features are enabled:
o Automatic Ownership
[¥ Canfigure for Laptop o Desktop Backup
e Automatic Scheduling

e Backup Monitor Tool

Select a subslient policy from the pulk-down st

For more information, refer to FAQs.

Select 5 storage policy from the pull-down fist
Select a Subclient policy created in step 20 during Create Subclient Policy.
Click Next.

Unassigred |

< Back | Mext > I Lancel

28. Click Next.
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Summary
Summary of install selections

Setup has enough information to start copying the program files. If you are satisfied with the
install settings, click Mext to begin copying fiss.

The fallowing saftware =
will b installed B

+Windows File System iD atadgent

Destination Path = C:\Program Filest

CommServe Host = mycamputer mycompany com
Interface Name = maroon.wxg.com

Client = maroon

Fitewall service will be configured

Job Results Path = C:\Program FilestiDatafgent\obRissults
Global Filters = Disabled

o

<Back [ New> | Concel |

29, Verify the default location for Self Extracting executable package.

Installer E|

Click Browse to change the default location. Name aail Location for the self-extracting
. Select the destination folder and name for the custom
Click Next.

nstal packags sell-extracting eve

Click Next to acoept the default location, or click Browse to choose an altemate
location.

Name and Location for the self-sxtracting executable

Browse..

¥ Cleanup custom package folders and only refain self-extracting eve

Irstaller

Click OK.

\ i ) Custom Install Package is successfully created.

31.  The CustomInstallPackageName.exe is created in the folder which you provided in
step 7. Fle Edt Vew Favorkes Tooks Hep

€] ©  F Pseaan

[ Folders

[F- S| Fotdersyme

Adiiess |5 C\CustominstalPackageame v B

Folders x
(@ Desktop CustominstalPackagehlame exe
() My Documents

£ 9 My Computer
3 3% Floppy (A:)
) % Local Disk (C1)
(£ ADFS
2 Backup
(3 CustominstalPackageName
{3 Documents and Settings

&) RecyeleBin

32. From the CommCell Browser, expand the Security node, right-click CommcCell User 7:‘;5%“ | e sgq (memee
Groups and select New User Group. ’n 5 - 4

33. Type the user group name in Name text box.

Click Capabilities tab.
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New User Group Properties

Users | Associated Entites | Sezrch |
3

Desiription 2

Enabled
[[] &ll Capabilities

[] &l Associations

[ [+ 4 l[ Cancel l[ Help l

34. Select Installation capability from the Available Capabilities list box.

Click > to move the selected capabilities to the Assigned Capabilities list box. General | Capabilties | Users {(Assodiated Entities) |

~ 4 T =
Click Associated Entities tab. froletie Copehie A A Copchies
Annotation Management -
Browse
Browse and In Place Recover
Browse and Out of Place Recover
Compliance Search
Content Director Policy Manageme!
Data Protection/Management Oper|
End User Search
ERM Management
installation > 2
Job Management 3
Legal Hold Management
Library Administration
Library Management
License Management

a
Object Store Download
Object Store Upload
Report Management
Storage Policy Management

[Tag Management
< M »

35. Click OK.

Information

.
A ) For the capabilities to take effect, you need to associate at least one entity.

36. From the CommCell Browser, expand the Security node, right-click CommcCell a CommCell Browser o}
Users and then click New User.
a happy01

E]--%. Client Computer Groups
+--lgd Client Computers
=--%¥ Security

@ commecell
i) CommCeIItl
Mame Servers
3" Storage Resources
i 8 Polices
Janl Reports
H-{_j§ Content Director

Mew User ”

e 0 e O s O e

37. Type name in User Name box.

Type password in Password and Confirm Password box.
Type name of a user in Full Name box.

Type email address in E-Mail box.

Click the User Groups tab.
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38.

e Select User Group specified in step 33 from the Available Groups list box.

e Click > to move the selected User Group to the Member Groups list box.
e Click OK.

39. Using an editor create a read me with the following information:

1.

Locate the RegisterMe.exe utility from <Software_Installation_Directory>/base
folder.

Right-click the RegisterMe.exe and then click Run as Administrator.

Add the following information that must be provided during registration:
O CommcCell User Name and Password
O CommServer Name

New User Properties

D ——
General ‘ User Groups

User Name:

Password:

Confirm Password:

Full Name:

Description

E-Mail:

[¥] Enabled [7] Age Password in 0 :lpays

o ) [Lconcd ] [t ]

New User Properties [~

‘ General | User Groups

Available Groups: Member Groups:

view Al

master

Create New User Group

(o (e J[ Hep

SAMPLE READ ME:

Use the following instruction to register laptop1l client for a
userl:

1. Copy the CustomlnstallPackageName.exe on your
laptop.

2. Double-click the CustomInstallPackageName.exe and run
the installation.

3. After install, navigate to Bull Calypso/base folder.

4. Right-click the RegisterMe.exe and then Run as
Administrator.

5. Add the following information that must be provided
during registration.
O Computer Name: laptopl
O User Name: userl
O Password: pwdl
O Backup Server: CommServel

6. Click Register.

7. You client is now registered.

| € Previous | Mext » |
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Web Access - Laptop Backup

Overview Prepare CommCell Firewall Using Proxy Firewall Without Proxy Create Installation Package Web Access « Previous

The following section provides the steps to setup a self-service web console to perform backup, restore and download operations on laptop:
1. Installation

2. Configuration
O Add a New Domain Controller
O Enable Single Sign On

O Enable Secured Access for Web Search Client if you want to access the Web Console using HTTPS.

3. Assigning Owner For Laptop

INSTALLATION

In order to use web console for backup and restore operations, you need to install Web Server and Web Client on any computer which can connect with the
CommServe. The Web Server and Web Client can be installed on the same computer or on different computers.

For the web console to be available to users without a VPN session, install the Web Client on a dedicated host located in the DMZ, separate from the Web
Server.

1. Ensure that the IIS is installed on the computer before installing the Web Server and
Web Client.
2. Run Setup.exe from Software Installation Package on the computer that satisfies the
minimum System Requirements.
3. Select the required language.
Click Next.
Select the language you will use during installation
4. Select the option to install software on this computer.
= Install Software on this computer
= Advanced options
2 Wiew documentation website
£ View Install Quick Start Guids [Requires Adobe Acrobat Reader]
2 Install Adobe Acrobat Readsr
& Esit
5. Select I accept the terms in the license agreement.
Click Next.
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License Agreement

Please read the following License Agreement. Press
the PAGE DOWN key to view the entire agieement.

a
End User License and Limited Warranty Agreement
Software Release 9.0.0
(including Microsoft® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)
Tl Tlonw T fmnsnn Amsnnsensd ]
(% | accept the terms in the license agreement
" | do not accept the terms in the license agreement.
Installer
<Back | New> | Cancel |
6. Expand Common Technology Engine | Web Console Modules and select one of Installer X
the following options: Select Platforms
° Web Server Select the platforms pou want to configure.
e Web Client
=0 # || Move the pointer aver a
) ) ) . — | |platform name to see a
For the web console to be available to users without a VPN session, install the Web i S e descilor of et ond
. . . reasons why it may be
Client on a dedicated host located in the DMZ, separate from the Web Server. & CommiCell Console Geabled
0 Mediatgent Modules
C“ck Next. = B &1 Web Console Modules D S
[Req/Recommended)
= B8 Client Modules Ingtallation Folder.
£ Backup & Recavery OMB/ OMB
&3 Online Content Indexing . B
3 Archive Management Smparaly on L. CIive:
3 ContinuousD ataReplicator
& SRM o OMB/ DME
Special Registry Keys In Use
Installer
I Install Agents for Restore Only <Back ‘ | Cancel |

\\tp/ Setup will now install Microsoft MET Framework for the selected platfoms.
»

Click "es' to continue. Choosing Mo will exit the Setup. In such a case, you may resume
Setup later at any time.

8. Specify the SQL Server System Administrator password. Installer X

Click Next SOL User Password

Provide a password for SOL user 'sa

This is the password for the administrator's account created by SQL
during the installation.

Please provide a password for SOL user 'sa'

SOL user 'sa’

Enter Passward

e

\?/ Setup will now install a dedicated instance of the Database Engine. This process may
taks soms time. Click "Yes' to continue.

This is an essential step far the suecesshul instaliation of the software. Chaesing Ne' wil
crit the: Setup, In such a case, you may resume Setup later at any time.

Vs Mo

10. Verify the Installation Path for the Database Engine.
Click Browse to change the default location.

Click Next.

e This is the location where you want to setup the Microsoft SQL Server
System databases.

e If you plan to perform VSS enabled backups on the CommServe
computer, it is recommended that the CommServe database is not
installed on the system drive. VSS restores could cause system state
restore issues.
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e The install program installs the database instance. Database Engine Installation Path

Please provide the lacation to instal the database
engine.

Click Next to accept the default location, or click Browse to choose an altemate location.

Browse...

"Dalabase Engine Installation P.

Drivs List Spacs Required ¢ Recommended
(: 11363 ME - [ 200MB / 200 ME

<Back [ Mewts | Cancel |

11. Verify MSSQL Database Installation Path. Installer X

A : MSSQL Database Installation Path
C||CK Browse to Change the defau“: Iocat|0n. Choose the folder to install the MSSOL Database.
Click Next.

Click Next tor accept the default location, or click Brovse to choose an alkemate location,

e This is the location where you want to install Microsoft SQL Server.
e This step may take several minutes to complete.

" MSS0L Database Installation Path

Brawss

Diive List Space Required / Recammended
’Vc 11953 MB - ’V 200 MR ¢ 200 ME
gack [ mews | Cancel |

12. If this computer and the CommServe is separated by a firewall, select the Configure

firewall services option and then click Next. Firewall Configuration

Configure firewall services

For firewall options and configuration instructions, see Firewall Configuration and
continue with the installation.

. . . . . . If there is a firewall between this machine and the CommServe, configure firewall services below.
If firewall configuration is not required, click Next.

I™ Configure firewall services

“

Installer

13. Enter the fully qualified domain name of the CommServe Host Name.

Click Next. CommServe Name

Specify the Commervs computer name and hast

Do not use space and the following characters when specifying a new
name for the CommServe Host Name: CommServe Client Mame
A" @ #$9% A& ()4 = <>/2, (13, ‘
CammServe Host Name

[Enter a walid, fuly-qualfied, IP host name; for example:
myeampuler. mycampany. com]

[mpcamputer mpcompany. com

Installer

< Back Next > Cancel

14. Click Next.
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Communication Interface Name
Setup wil configurs the communication paths.

Select a client name

=

Select an interface name that this computer will use to
communicate with the CommServe

audi. mycompany. com j

P Address{es for the selected host,

Installer

< Back Newt > cancel |

15. Modify Apache Tomcat Server port number to 82.

Installer E|
Click Next.

Port Number Selection

Please specify the port numbers you wart to use for IS
and Apache.

Ensure that these port numbers are different and are not already used by
any other services or application.

115 Diefault WebSite port rurber: |70

[~ Stop 15 default website

Apache Tomeat Server port number: | 50

Search Service part number, |31

Irstaller

< Back et » concel |

16.  Select Add programs to the Windows Firewall Exclusion List, to add CommCell _
programs and services to the Windows Firewall Exclusion List. Windows Firewall Exclusion List

. Allow programs to commuricate thiough Windows
Click Next. Firewal

This option enables CommCell operations across Windows firewall by

adding CommcCell programs and services to Windows firewall exclusion
list.

Windows Firewall is ON

[V Add programs to the Windows Firewall Exclusion List

It is recommended to select this option even if Windows firewall is 1f you plan on using Windows Firewall it i recommended to add the software programs o the
disabled. This will allow the CommCell programs and services to function cichton ft
if the Windows firewall is enabled at a later time.

Installer

<Back [ New> | Cancel |

17. Click Next. Installer X

Download and Install Latest Update Packs

Download and Install the latest service pack and post
pack from the saftware provider website.

I~ Download latest update pack(s]

Make sure vou have intemet cannestivity at this time. This process maytake some tme
depending on download spee

Installer

< Back Next > Cancel

18. Verify the default location for software installation.
Click Browse to change the default location.
Click Next.

e Do not install the software to a mapped network drive.

e Do not use the following characters when specifying the destination
path:

JiX?N <> | #
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19.

20.

21.

22,

It is recommended that you use alphanumeric characters only.

Select a Client Group from the list.
Click Next.

This screen will be displayed if Client Groups are configured in the
CommCell Console.

Click Next.

Click Next.

Select a Storage Policy.
Click Next.

staller

Destination Folder
Select the destination folder ta instal the program files.

Click Next to acoept the default location, or click Browse to choose an altenate location.

Destination Folder

Browse

Drive List Space Required ¢ Recommendad
C S2EME - 1394 ME /1670 MB
Installer

< Back Hewt s cancel |

Installer E|

Client Group Selection
Select a client group for the client

The Client Graup s alagical grauping of client machines
which have the same associations at various levels ke
Schedule Policy, &etivity Control, Security and Reports

Client group:

Hone Selected
client_aroup

Irstaller

< Back Wt > concel |

Installer &|
Schedule Install of Automatic Updates

Choose when you want to scheduls an install of the
downloaded updates

Iv Scheduls Install of Automatic Lpdates

© Dnce
Time: 083112 PM

& weekly
& Monday © Tuesday
" ‘Wednesday © Thursday
 Fiiday © Saturday
' Sunday

Installer

< Back Hewt s cancel |

Installer E|
Select Global Filter Options
Select the Global Filter Options for the Agent,

Global Fiters provides the abilky to set exclusions within a CommiCel to fiter out data fom data
protection operations on all agents of a certain type.

@& Use Cell lvel policy
" Always uss Global Fiters

" Do not use Global Filters

Irstaller

< Back Next » Caricel
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Storage Policy Selection

Select a starage policy for the default subclient to be
backed up.

I Configure for Laptop or Deskiop Backup

Select a storage polioy from the pulldown list

Installer
<Back Next> cancel |
23. Enter the Web Server database installation path. Installer X
Click Browse to modify the default location. Database Path
ocation for database files
Click Next.
Database Patt
Browse...
Drive List Space Required / Recommended
’7 C. 10016 MB - ’7 200 ME /1024 MB
Installer
< Back Next» concel |
24. Click Next. staller K
Web Administration
‘wieb Administration for Web Search Clisnt
Wirtual Drirectories for Web Search Clisnt
Compliance site: [compliancessarch
End-user site:
Admin site: | searchadmin
Installer
<Back Next> cancel |
25, Click Next. Installer El
Summary

Summary of install selections

Setup has enough information to start copying the program fies. If you are satisfied with the
install seftings, ick Next to begin copying fles.

-~
Destination Path = C:\Program Files

CommServe Host = mycanputer mycompany. com

Interface Mame = audi.mycompany. com

Client =audi

Job Results Path = C:\Program FilestJ obResults |
Global Filkers = Use Cell level policy 3

Irstaller

< Back Wt > cancel |
26, Clckves.

This screen WI” appear If you are Installlng on WlndOWs Server 2008 92 Exchange e-mail restores require Dutlook to be installed on this machine. If you are planning to install
Outlosk 2007 or analher version of 32/6k Outloak, setup will need to install 324t campatibilty scftware.
computer. Do you wark o install the 32-tit compalibiily software now

27. Click Yes.
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o, el mustnow siop and esatthe Wtk Wi Wb Publsting [W3SUT) servie
! Select Yes to continue or No to continue without restating the service.

1f you select No, you must manually stop and restart the World Wide Web Publishing
354 service when setup completes.

28. Click Next. Installer El

Schedule Reminder
Jaob schedule creation reminder

Please nate:

“You still need to create a Job Schedule for each iDatadgent that has been installed on
this client computer.

Job Schedules are required to allows the iD atabgents to perform automated backup
and restors operations.

Job Schedule creation can be accomplished through the CommCel Consals
administration interface.

Irstaller

29. Click Finish to finish the installation. Installer 3]

Completion Report
Setup complete

Software installation completed successfully -

‘webSeanchServer URL:
hittp:fjdm2szarch3. dma, company  com:B1{Sear chsve

‘WebSearchClient URLs
hitp:/fdm2search3. dms3. company, com:B0jsearch

hitp: fdm2sear ch3.dms3. company, hadmin
http:/idm2searchd.dm3 company, com:&0fcompliancesearch

Services have not been started. Befors statting any servics, it is required that you rebaot this
lcamputer

Installer

CONFIGURATION

Once the Web Server and Web Client are installed perform the following to configure the Search Console.

ADD A NEW DOMAIN CONTROLLER

You need to provide the information required to communicate with the Active Directory service provider (such as domain name, hostname of directory server,

directory service type, username and password) so that it will be maintained in the Web Server database for authentication purposes. Adding a new domain
controller registers the external domain with the Web Server.

B ool x G Nameservers oo whatinen

30. From the CommCell Browser, expand the Security node, right-click Name Servers |
Add New Domain and click Active Directory.

& sty > O sy > €2 o s >
" o et iy

>

e
- E

31. e Enter the domain name in NetBIOS Name box, e.g., mydomain.

e Enter the Fully Qualified Domain Name (FQDN), e.g., mydomain.mycompany.
the Domain Name text box.

e Select Enable SSO.

com in
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32.

33.

34.

e Click Edit to enter the user account information of the domain.
e Type Username and Password in Enter User Account Information.
e Click OK.

Click OK.

Once you have registered the Domain Controller, restart the IIS services on the Web
Server.

NetBIOS Name: ‘mycompany

Domain Name: ‘mycnmpany
User Account: ‘qbuilder ‘ I Edit ]
Resource Domain [ M

[[] use Secure LDAP

[] Disable the use of this contraller

Description
[ oK ][ Cancel ][ Help ]

Add New Domain Controller
NetBIOS Name: |
Domain Name: ‘

1
User Account: ‘ ] (I Edit D
Resg -
O 2

DY
O Confirm Password: )

4

Des|

5
<[ oK D[ Cancel ][ Help ]

[ oK ][ Cancel ][ Help

Edit Domain Controller Details

NetBIOS Mame: | mydomain |

Damain Hame: |mydomain.mycampan.com ‘
User Account: |adm|n | [ Edit ]
Resource Domain | v ‘

Enable 550
[ Use Secure LDAP
[[] Disable the use of this contraller

Description

[ [s]'4 ][ Cancel ][ Help

)

From your CommServe computer, click the Start button
on the Windows task bar and then click Administrative

Tools.
Click Services.

In the Services window, select and right-click IIS Admin

Service and click Restart.

Restart Other Services dialog will be displayed, click

Yes.
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ENABLE SINGLE SIGN ON

The Single Sign On (SSO) enables laptop users to automatically login to the Web Console using their user-account credentials from the Active Directory service
provider.

Use the following steps to enable Single Sign On, on the computer where the Web Client is installed:

P . . . . dows' system:
35. e Ensure that you have administrative permissions for the domain. s
. . X validated... going for re:
e Ensure that Java 6 is installed (1.6.x and above). comnand tl"j‘_%éz;‘ g gpn o ator
. . . S .co pache/bin, 2 .company.com DM2\
o Open the command prompt and navigate to <software_installation_folder>/Base e e s Cean _exe -A HTTP/wehconsole .dn2 . company.con
e

folder.
e Run the following command:

-A HITP,uebconsole DM2\adninistrator
pn.exe - HTTP uchconsole DH2\administrator]

cvspn.bat -A <domainName\userName> (adds a Service Principal Name)

et start OxTomcatIns
rted successfully

G: \Progran Fi: onpany\Sof tuar

e If you are enabling Single Sign On from other computer, make sure
that the computer belongs to same domain.

o The userName must match with the Name Server registration done in
the Commcell GUI.

e Configure your browser to include the site in the Intranet zone in case
of Internet Explorer.

ASSIGNING OWNER FOR LAPTOP

By default, the following users will be designated as owners of the laptop (client) and will have privileges to access the Web Console:
e Active Directory users who are member of Administrators group.
The Active Directory domain must be the domain name specified in step 31 during Add a New Domain Controller.

o The user account used while registering a new client with the Register Me tool.

e The user account used to install the Laptop Backup package.

Use the following steps to include users who are not members of the Administrators group:

36. e From the CommCell Browser, expand the Client Computer Groups | Laptop
Encryption Ad Content Indexing Registry Key Settings Client Side Deduplication
BaCkup' General VersintlwityCunlm\ Groups | Firewall Configuration | Policies | Job Configuration
e Right-click the <Client_Computer> and select Properties.
e Select Security tab.

Availsble Groups: Associated Groups:

. . . Laptop User Group master
e Specify owner in the Client Owner box. view al
You can specify the Active Directory user accounts or CommcCell user accounts.

o Click OK.

client: Owners

Enter one owner on each line:

CONGRATULATIONS - YOU HAVE SUCCESSFULLY COMPLETED YOUR LAPTOP BACKUP SETUP.
Click Advanced Options for additional information.

« Previous
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Advanced Options - Laptop Backup

TABLE OF CONTENTS
Using Wildcards In the Subclient Policy
Supported Wildcards in Regular Expressions
Scheduling Automatic Updates
Modifying the Contents of the Subclient for Specific Laptop Users
Configuring Deduplication for a Client

Configuring Network Bandwidth Throttling
Disable Throttling on the Schedule Policy

Configuring Automatic Backup Schedules
Power
CPU Utilization

Enabling Automatic Client Registration

Assigning Laptop Owners
Assigning User As Owners
Adding User Profiles As Owners
Specifying Additional User Groups
Deleting Laptop Owners

Defining The Capabilities For Laptop Users
Defining Download Privilege to Laptop Owners
Modifying the Documentation Link for Backup Monitor

Enabling Secured Access for Web Search Client
Install Java with all the updates
Configure SSL on the Tomcat Server

Configuring Job Restartability
License Requirements

USING WILDCARDS IN THE SUBCLIENT POLICY

You can use wildcards in subclient contents (e.g. *.doc, *.docx, *.xls, *.xlsx etc.) to filter file groups from the client backups. This is useful to limit the scope of
collection/managed data from laptops.

Use the following steps to define wildcards in subclient policies:

1. From the CommcCell Console, navigate to Policies | Subclient Policies | G;:r:::m::s‘MMWS —— =
<Subclient Policies>. Contents of subcient:* ;

2. Right-click the Subclient Template displayed in the right pane and click Properties.

3. Click Content tab. Asuser |

4. To use wildcards, in the Enter new content box, type the path of the file or folder
with wildcard character. For example:

“Subdient content in talics uses reguiar expressions

*.docx
3 _pp X Cancel Help

:\**\.doc

¢

D:\**\*. jpeg

C:\temp\doc*

C:\temp\doc*\**

5. Click Add. The content gets added under the Contents of Subclient.
Repeat step 4-5, if you want to add more files and/or folders for the backup.

6. Click OK.

If you modified the content path using wildcards, make sure
to perform a full backup.

SUPPORTED WILDCARDS IN REGULAR EXPRESSIONS

For subclient policy, the following wildcard characters can be automatically detected in regular expression when backing up the data:

|Wi|dcards|Description |Examp|e |
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* Any number of any *.doc - any file name with the extension ".doc" (e.g., status.doc, mission.doc)
characters.
a*.d11 - any file name that begins with "a" and has the extension .dll (e.g., alsvc.dll, advdcc.dll)

? Any one character. access? - any file name that begins with- "access" followed by any one character (e.g., access1, access5)

?:\*.doc - any drive name that contains ".doc" files (e.g., c:\*.doc, e:\*.doc)

*ok Any directory level. C:\**\move.cpp - the file named move.cpp located at any directory level under the c: drive. (e.g.,
c:\info\com\move.cpp)

C:\sys*\** - all directories starting with sys. (e.g., all files and folder under c:\system or c:\sys1)

The following wildcards will be treated as literal for subclient policy:

Wildcards|Description Example
[1] Any range of characters. [ei]lnsure.doc - any file name that ends with "nsure.doc" and begins either "e" or "i". (e.g., ensure.doc,
insure.doc)

[a-m] .doc - any file name that ends with ".doc" and begins with the letters "a" through "m" inclusive.

['1 The negation of a range of ['eilnsure.doc - any file name that ends with "nsure.doc", but does not begin with "e" or "i". (e.g.,
characters. unsure.doc)

SCHEDULING AUTOMATIC UPDATES

Setup a schedule for Automatic Updates of a software to ensure that the software is up-to-date on the laptops. Follow the steps given below to setup a
schedule for automatic updates:

1. From the CommcCell Console, navigate to Client Computer Groups | <laptop
group>.

2. Right-click the <subclient policy> and navigate to All Tasks | Add/Remove
Software and then click Install Updates.

3. Select Ignore Running Jobs to install updates on laptops if you have critical backup
updates or service pack to be installed prior to running backup jobs.
4. Select Job Initiation tab.
O Select Schedule, click Configure button.
O Specify name in Schedule Name box for automatic updates schedule.
O Select Automatic option.

It is recommended to specify 3 weeks for Minimum
Interval between Job and 4 weeks for Maximum Interval
between Job.

o Click OK.
5. Click OK.

MODIFYING THE CONTENTS OF THE SUBCLIENT FOR SPECIFIC LAPTOP USERS

The default backup set for all clients will be associated to a subclient policy provided during custom package creation. If you wish to modify the content of a
subclient backup set associated with the subclient policy, you can disassociate the client from the subclient policy and modify the content of the subclient.

Use the following steps to disassociate the client from a subclient policy and modify the content of the subclient:

1. From the CommcCell Console, navigate to Policies | Subclient Policies.

2. Right-click the <subclient policy> and click Properties.

3. Select Association tab.

4. Expand the <client> and clear the BackupSet checkbox for which you wish to
change the association.

5. Click OK.

You client is now disassociated from the Subclient Policy.

6. From the CommCell Console, navigate to <client computer> | File System |
defaultBackupSet right-click default subclient and click Properties.

7. Select Content tab. o

8. Select the content (e.g., E:\ or \Music) in the Contents of subclient and click
Delete.

9. Click Browse and select the required content (e., Documents) in Browsing content
for default window.

Click Add.

Click Yes in the Warning window and then click Close.
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10.

Click OK.

A frpsptemstae

T

CONFIGURING DEDUPLICATION FOR A CLIENT

Source-Side deduplication is not enabled by default, if you have installed a laptop backup package prior to 9.0 SP3. It is

facilitate faster backups of laptops. Use the following steps to enable source side deduplication:

L A

From the CommcCell Browser, navigate to Client Computers | <Client>.
Right-click the client and click Properties.
In the Client Properties dialog box, click the Client Side Deduplication tab.

Select the Perform client side Deduplication and Enable Client Side Disk Cache
check boxes.

Click OK.

Client Computer Properties for smoky.

recommended to enable this option to

=]

oups | Firewall

[ activity Control | Grs
tent Ind

1 eai | EE
| Registry Key settings | Cient Sig= Dedupication 5

[7] Enable variable Content Aligrment

1

s (o Diew]

CONFIGURING NETWORK BANDWIDTH THROTTLING

The network traffic for Clients and MediaAgents can be throttled based on the network bandwidth in your environment. This is useful to regulate network traffic
and minimize bandwidth congestion.

By default, network throttling is disabled. You can enable the throttling options for an individual client, a client group consisting multiple clients, or a
MediaAgent. Once configured, the throttling options are applied to all data transfer and control message operations, such as Data Protection operations
including Laptop Backups, Copy operations including DASH copy, Data Recovery Operations, etc.

The throttling values setup in the throttling rule regulates the rate at which the data is sent and received.

You can also setup relative bandwidth throttling to ensure performance when the client machine connects with limited bandwidth. Multiple rules can be created
for same client/client group, however the lowest values set up in different rules takes precedence for each time that intersects.

Use the following steps to set up network throttling options for Client Computer Group and thereafter disable throttling from the automatic schedules:

o v A w N E

From the CommCell Browser, expand Client Computers.

Right-click the <Client_Computer_Group> and then click Properties.

Click the Network Throttling tab.

Select Enable Network Throttling check box.

Under Client Computer Groups, select client computer groups to setup throttling.

By default, All clients share allocated bandwidth check box is selected to share
the throttling settings among all selected clients cumulatively.

If this check box is cleared, each client will throttle at the configured rate instead of a
combined and shared rate.

Click Add to setup throttling rules.
If you have setup relative throttling at the Schedule Policy level, make sure t
note down the values specified there and Disable Throttling on the Schedule
Policy.

o In Days of Week select a day or multiple days for the schedule to run.

o In Time Interval select whole day or a specific time interval for the schedule to
run.

Client Group "automatic-Idap

1
el Aty Contl sty Pl Conpaaton [Vevvork Trearo] f - Thetting Rule

) Enae Network Throtting

2

Rerote Gents orCent Grop
= Gt Comuter e
B et Test
0

Dlen
5 01 Gient Computers.

7] Bl e have slocated borddti

Trotting Schede

=

oare e
Wedresday, Thursday Whele Day

L)
Darsaf week ——
fler ,  Whdeow @
Tuestoy [ Wenesdey ST =]
Ul Thusday (] Friday. EndTime =
Sotdoy
ThottingRate 4= 7
© Use Abaokte Thotting:
] Thotte send 009e) it
) ThotteReceve (09e) ES
TvoteRelve t Bt
s([oc]) (o) (oo
Sandoain Q) PP | r
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4
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452 Select one of the following under Throttling Rate:
choice @ Absolute Throttling
e Relative Throttling

Use Absolute Throttling

Select Throttle Send and/or Throttle Receive rate and enter
appropriate values for each to throttle at the specified speed
irrespective of the available bandwidth.

Throttle Relative to bandwidth

O Select If send bandwidth is less than (Kbps) to specify a
minimum bandwidth required for send throttling to take affect and
then specify the percentage rate to throttle the network bandwidth
when the minimum bandwidth is available.

O Select If receive bandwidth is less than (Kbps) to specify a
minimum bandwidth required for receive throttling to take affect and
then specify the percentage rate to throttle the network bandwidth
when the minimum bandwidth is available.

If the throttle bandwidth is higher than the amount specified in Kbps,
then the job will run without throttling.
Click OK.
The newly added throttling rules will be displayed in Throttling Schedule.
8. Click OK.

9. From the CommCell Browser, navigate to Client Computer Groups |
<Client_Computer_Group> | All Tasks and click Push Firewall Configuration.

10. Click Continue.

DISABLE THROTTLING ON THE SCHEDULE POLICY

Throttling options must be disabled at the Schedule Policy level so that the throttling values specified in the Client/Client group level takes affect.

Use the following steps to disable network throttling options for an automatic schedule.

1. From the CommCell Console, navigate to Policies | Schedule Policies.

2. Right-click the </aptop schedule policy> and click Edit.

3. Select <schedule task> displayed in the Tasks and then click Edit button.

4. In the Network Management area, clear the following options if selected. -
O Minimum Network Bandwidth
O Throttle at.

5. Click OK. —

CONFIGURING AUTOMATIC BACKUP SCHEDULES

An automatic backup schedule can be created to automatically run a backup within a specified time. It can also be scheduled to run when the resources, such
as network, power and CPU usage are met. The following sections provide information on configuring different resource management options available to
schedule a job.

Automatic backup schedule does not perform synthetic full backups.

POWER

You can schedule a job to run backups only if the computer is on AC power (not battery power). Additionally, you can set an option to stop the backup job if the
computer is switched to battery power. If both this options are set for automatic schedule, then your backups will only run when the computer is on AC power.

Use the following procedure to schedule a job depending up on the power management of laptops.

From the CommCell Console, navigate to Policies | Schedule Policies.
Right-click the </aptop schedule policy> and click Edit.
Select <schedule task> displayed in the Tasks and then click Edit button.

E

In the Power Management area, select one the following options:

O Select Start only if the Computer is running on A/C power box, to run the job
only when the computer is on A/C power.
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5.

(¢]

Backups continue to occur when your computer is running on A/C power.

Select Stop the task if battery mode begins box, backup job will not occur
when the laptop is running on battery power.

Click OK.

CPU UTILIZATION

Use the following procedure to schedule a job depending upon the CPU and the disk usage.

A

From the CommCell Console, navigate to Policies | Schedule Policies.

Right-click the </aptop schedule policy> and click Edit.

Select <schedule task> displayed in the Tasks and then click Edit button.

In the Resource Utilization area, select one of the following options:

(¢]

Select Start only if CPU usage percentage is below box, specify the amount to
run the job when CPU utilization is below the specified percentage.

If the laptop CPU utilization exceeds this percentage during an automatic backup,
then a backup won't start unless the CPU utilization falls below the specified
percentage.

Select Start only if free disk space percentage drops below box, specify the
amount to run the job when disk space percentage is below the specified
percentage.

If the laptop disk space exceeds this percentage during an automatic backup, then
a backup won't start unless the disk space percentage falls below the specified
percentage.

Click OK.

ENABLING AUTOMATIC CLIENT REGISTRATION

The Automatic Client Registration feature is useful when have more than one CommServe running in your environment. This feature simplifies the client
registration process for laptop clients. You can deploy the same installation package for all laptops and automatically register each laptop with the appropriate

CommServe of your choice. The list of clients, where you are going to deploy the installation package, can be administered from a central web interface.

For more information, refer to Auto Client Registration.

ASSIGNING LAPTOP OWNERS

By default, the following users will be designated as owners of the laptop (client) and will have privileges to access the Web Console or Backup Monitor tool.

Active Directory users who are member of Local Administrators group of the laptop (client).

The Active Directory domain must be the domain name specified in step 31 during Add a New Domain Controller.

The user account used while registering a new client with the Register Me tool.

The user account used to install the Laptop Backup package.

Use the following sections to add or modify additional owners to a laptop.

‘/ASSIGNING USER AS OWNERS

FROM COMMCELL CONSOLE

Use the following steps to include users who are not members of the Administrators group from CommCell Console:

From the CommCell Browser, expand the Client Computer Groups | Laptop
Backup.

Right-click the <Client_Computer> and select Properties.

Select Security tab.

Specify owner in the Client Owner box.
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. Client Computer Properties
5. Click OK.
Encryption | Ad Content Indexing | Registry Key Settings | _ Clert Side Deduplcation
General | versior mvuty Contral || Groups | Firewall Configuration || Palicies || Job Configuration
Available Graups: Associated Groups:

Laptop User Group master
Wiews Al

Client: Owners

Enter ane owner on each line:

mydamainibob|

FROM COMMAND LINE

The following sections describes how to assign multiple users as owners to a client or multiple clients (client computer groups) through command line.

ASSOCIATING/DISASSOCIATING USER GROUP TO A CLIENT
Use the following steps to associate or disassociate members from an existing user group to a client computer. This will allow you to manage the members in

the laptop user group.

If necessary you can use the following steps to overwrite the associate user group available on the client with a given user group.

1. Right-click the View Sample XML File link and click Save Link As... or Save VIEW SAMPLE XML FILE
Target As... to save the XML file needed for this task.
2. Open the .xml file using an XML editor and modify the following parameters:

o clientName - Specify the names of the client computers that to you want to
associate to the user group.

Togged in suecessfully.

For example: If you wish to associate user group to clientl, client2 and : ) )
. IC:\Progranm Files\Company\Software\Base > goperation execute —af C:\input.xml
clientx then you must add the following:
<entity>
<clientName>clientl</clientName>

<clientName>client2</clientName>

<clientName>clientx</clientName>

</entity>

O userGroupName - Specify the user group to which you want to associate to the
client.

For example: If you wish to associate usergroupl to the above clients, then you
must add the following:

<userGroupName>usergroupl</userGroupName>

O associatedUserGroupsOperationType - Indicate one of the following operation
types:

ADD - To associate the User Group to a Client
DELETE - To disassociate the User Group to a Client

OVERWRITE - To associate the user group mentioned above and disassociate all
the user group available on the client computer. For example:

If usergroup2 and usergroup3 are already associated on clientl, and you wish
to overwrite the available user groups with usergroup4. This operation associates
usergroup4 to the clientl and disassociates usergroup2 and usergroup3.

3. Save the file as input.xml.

4. From Command prompt, navigate to <Software Installation Directory>/Base
and then run the following command:

O Login to the CommServe using the glogin command and commcell credentials.
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For example, to log on to CommServe serverl with username user1:
C:\>glogin -cs serverl -u userl
O Run the XML using the qoperation command.
For example, to run input.xml
C:\>qoperation execute -af input.xml

5. You can verify the user group associated to client from Associated Groups.
o From the CommCell Browser, right-click the <Client> and then click Properties.
O Click Security tab.
O The User Group specified above will be listed in the Associated Groups.

ASSOCIATING/DISASSOCIATING USER GROUP TO A CLIENT GROUP

2 Commcel Browser

&

et
8 Clen Conper s
0 e o

fu Rec
& L# ContentDrector

3

Avatate Groups:

3o Conquaton | e | Advanced | Contet i | ety ey Setegs | Clent s beshlkatcn
Goneral | Verson, T 5061y | Acivty Contrl | Groups | Frenl Conigeaton | etk vt | Poles

Assocated Grovps:

Gk Onners-

Enter cne omme on each s

=]
=]

[Company-tiviscb
[Company-tiviautumn
(Company-iidrten

Use the following steps to associate or disassociate members from an existing user group to a client computer group. This will allow you to manage the

members in the laptop user group.

If necessary you can use the following steps to overwrite the associate user group available on the client group with a given user group.

1. Right-click the View Sample XML File link and click Save Link As... or Save
Target As... to save the XML file needed for this task.

2. Open the .xml file using an XML editor and modify the following parameters:

o clientGroupName - Specify the names of the client computer group that you
want to associate to the user group.

For example: If you wish to associate user group to clientgroupl, clientgroup2
and clientgroupx then your element will appear as follows:

<entity>
<clientGroupName>clientgroupl</clientGroupName>
<clientGroupName>clientgroup2</clientGroupName>
<clientGroupName>clientgroupx</clientGroupName>
</entity>

o userGroupName - Specify the user group to which you want to associate to the
client group.

For example: If you wish to associate usergroupl to above client group, then you
must add the following:

<userGroupName>usergroupl</userGroupName>

O associatedUserGroupsOperationType - Indicate one of the following operation
types:

ADD - This will associate the User Group to a Client Computer Group
DELETE - This will disassociate the User Group to a Client Computer Group

OVERWRITE - To associate the user group mentioned above and disassociate all
the user group available on the client computer group. For example:

If usergroup2 and usergroup3 are already associated on clientgroupl, and you
wish to overwrite the available user groups with usergroup4. This operation
associates usergroup4 to the clientgroupl and disassociates usergroup2 and
usergroup3.

3. Save the file as input.xml.

4. From Command prompt, navigate to <software Installation Directory>/Base
and then run the following command:

O Login to the CommServe using the glogin command and commcell credentials.
For example, to log on to CommServe serverl with username userl:
C:\>glogin -cs serverl -u userl

O Run the XML using the qoperation command.

For example, to run input.xml
C:\>goperation execute -af input.xml

5. You can verify the user group associated to client from Associated Groups.

o From the CommCell Browser, right-click the <Client_Computer_Group> and
then click Properties.

O Click Security tab.

VIEW SAMPLE XML FILE

[ Administrator: C:\

C:\>cd C:\Program Files\CompanyxSoftuare\Base

Progran Files\Gompany\Software\Base > qlogin —cs happydi —u admin

dows\system3z\cmd.exe

er logged in successfully.

C:\Progran Files\Conpany\SoftuaresBase > qoperation execute —af Ci\input.xml

2 Conmcel Bowser

FRegstry Key Setes | Clent e e
vl Confratin | etk Thotig | P

o« | _caca |t
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O The User Group specified above will be listed in the Associated Groups.

ASSOCIATING/DISASSOCIATING USER TO A CLIENT
Use the following steps to associate or disassociate user to a client computer. This will allow user to access the client computer and perform backup and restore

operations. This will assign user as a owner to the client computer and allow to perform backup and restore operations.

If necessary you can use the following steps to overwrite the user available on the client with a given user.

1. Right-click the View Sample XML File link and click Save Link As... or Save VIEW SAMPLE XML FILE
Target As... to save the XML file needed for this task.
2. Open the .xml file using an XML editor and modify the following parameters:

o clientName - Specify the names of the client computer group that you want to
associate to the user.

dows \system32\cmd.exe

\Progran Files\Company\Software\Base

gran Files\Company\Software\Base > qlogin —cs happyBl —u admin

sword
. . User logged in successfully.
For example: If you wish to associate user group to clientl, client2 and - \Progran FilessConpany\Softuaresiase > Goperation execute —af Gi\input.ml
clientx then you must add the following:
<entity>
<clientName>clientl</clientName>

<clientName>client2</clientName>

<clientName>clientx</clientName>

</entity>
o clientOwners - Specify the user to which you want to associate to the client.

For example: If you wish to associate userl to above clients, then you must add
the following:

<clientOwners>userl</clientOwners>
o clientOwnersOperationType - Indicate one of the following operation types:

ADD - This will associate the user to a client computer

3 Comncet owser | T b covllr B8 outomn x| whatsren? x

. . . . . & hapoyor
DELETE - This will disassociate the user to a client computer = oot o o

b Confiuation | Encrvtion | Advenced | Content ndexing | Recstry ey Settgs | Clent 5 Deduplcaton

G [ Vs g ety |ty Convl | s | Frnt Cntprn | vk vt | s

3

OVERWRITE - To associate the user mentioned above and disassociate all the
users available on the client computer. For example:

Avatate Groups: Assocated Grovps:

If user2 and user3 are already associated on client1, and you wish to overwrite
the available users with user4. This operation associates user4 to the clientl
and disassociates user2 and user3.

=]
=]

Gk Onners-

Enter cne omme on each s

3. Save the file as input.xml.

4. From Command prompt, navigate to <Software Installation Directory>/Base Coroeny o
and then run the following command:

O Login to the CommServe using the glogin command and commcell credentials.

For example, to log on to CommServe serverl with username userl: e
C:\>glogin -cs serverl -u userl
O Run the XML using the qoperation command.
For example, to run input.xml
C:\>goperation execute -af input.xml
5. You can verify the user associated to client from Client Owners.
o From the CommCell Browser, right-click the <Client> and then click Properties.

O Click Security tab.
O The user specified above will be listed in the Client Owners.

ASSOCIATE/DISASSOCIATE USER TO A CLIENT COMPUTER GROUP
Use the following steps to associate/disassociate user to client computer group.

Once this is done the included user will have access to client computer group and can backup and restore their data on this client.

1. Right-click the View Sample XML File link and click Save Link As... or Save VIEW SAMPLE XML FILE
Target As... to save the XML file needed for this task.

2. Open the .xml file using an XML editor and modify the following parameters:

o clientName - Specify the client computer groups to which you want to associate
the user.

For example: If you wish to associate user group to clientgroup1, clientgroup2
and clientgroupx then you must add the following:

<entity>
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<clientGroupName>clientgroupl</clientGroupName>
<clientGroupName>clientgroup2</clientGroupName>
<clientGroupName>clientgroupx</clientGroupName>
</entity>

o clientOwners - Specify the user to which you want to associate to the client
computer group.

For example: If you wish to associate userl to above client, then your element will
appear as follows:

<clientOwners>userl</clientOwners>

o clientOwnersOperationType - Indicate one of the following operation types:
ADD - This will associate the User Group to a Client Computer Group
DELETE - This will disassociate the User Group to a Client Computer Group

OVERWRITE - To associate the user mentioned above and disassociate all the
users available on the client computer group. For example:

If user2 and user3 are already associated on clientgroupl, and you wish to
overwrite the available user groups with user4. This operation associates user4 to
the clientl and disassociate user2 and user3.

3. Save the file as input.xml.

4. From Command prompt, navigate to <Software Installation Directory>/Base
and then run the following command:

O Login to the CommServe using the glogin command and commcell credentials.
For example, to log on to CommServe serverl with username user1:
C:\>glogin -cs serverl -u userl

O Run the XML using the qoperation command.

For example, to run input.xml
C:\>qoperation execute -af input.xml

5. You can verify the user associated to client from Client Owners.

O From the CommCell Browser, right-click the <Client_Computer_Group> and
then click Properties.

O Click Security tab.
O The user specified above will be listed in the Client Owners.

2 Commcel Browser S

cmd.ese
\Company\Softuare\Base
ompany\SoftuaresBase > qlogin —cs happy8l —u admin
sfully.

C:\Progran Files\Conpany\SoftuaresBase > qoperation execute —af Ci\input.xml

2 J0b Controler x” B autumn x| whatsnew? x

[ horoyor m— - -

* fr oo
EE RS Sk Job Configuration | Encrvobion | Advanced | Content Indexing | Registry Key Settings | Client Side Deduplication
General | Versin S6cirty | activiy Control | Groups |  Firewsl Configration | Network Thrating | Polces.

3

Avatate Groups: Assocated Grovps:

Laptop Groo
fnsster
hvew ot

e =]

B Yoo o
B Lapton Group

L v

[Company-tiviscb
[Company-tiviautumn
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‘ADDING USER PROFILES AS OWNERS

By default, the following users will be designated as owners of the laptop (client) and will have privileges to access the Web Console or Backup Monitor tool.

e Active Directory users who are member of Local Administrators group of the laptop (client).

The Active Directory domain must be the domain name specified in step 31 during Add a New Domain Controller.

e The user account used while registering a new client with the Register Me tool.

e The user account used to install the Laptop Backup package.

Use the following steps to add user profiles as client owners.

1. Logon to the CommServe computer.

2. From the Command prompt, login to the CommServe using the glogin command
and commecell credentials.

For example, to log on to CommServe serverll with username useril:
C:\>glogin -cs serverl -u userl

3. Run the following execscript operation using qoperation:

goperation execscript -sn SetKeyIntoGlobalParamTbl.sqgl -si
ClientGroupForLaptop -si y -si "Administrators,EnumUserProfiles"

Where:
Administrators - is the Administrators group under local group.

EnumUserProfiles - are the user profiles defined in the laptop.

Make sure to include new groups with the existing groups
while executing the script. If not the script will overwrite
existing groups with the new group specified as a value in
the script.

word:
Togged in

:\>qoperation execs
v ~si “Administrator

9Script [SetKeyIntoGlobalParanThl]l CS[happyBil DBLComnServ] Source[SQL Filel

Qscript Output:

ipt Execution Succeeded?
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SPECIFYING ADDITIONAL USER GROUPS

By default, the following users will be designated as owners of the laptop (client) and will have privileges to access the Web Console or Backup Monitor tool.

e Active Directory users who are member of Local Administrators group of the laptop (client).
The Active Directory domain must be the domain name specified in step 31 during Add a New Domain Controller.

e The user account used while registering a new client with the Register Me tool.

e The user account used to install the Laptop Backup package.

If you want to designate all the users in a user group as owners of the laptop (client), follow the steps given below to specify the user group (defined in the
laptop):

1. Logon to the CommServe computer. Pro Lles\ConnUauleng inpanasBase>qlogin —cs happyl.testlsh.conmvault .con

in successfully.

2. From the Command prompt, login to the CommServe using the qlogin command Progran Files\ConnlsultS ingans\Bsse>aoperation execscrit —sn SetlesIntoGlon
and commcell credentials.

t[SetKeylntoGlobalParanThl]l €8 [happy®il DBIConnSery] Source [SQL Filel

script Output:

For example, use the following command to log on to CommServe serverll with
username userl:

ascript Execution Succeeded?

C:\Progran Files\CommUault\Sinpana\Base>

C:\>glogin -cs serverl -u userl

3. Run the following execscript operation using qoperation:

USAGE:

goperation execscript -sn SetKeyIntoGlobalParamTbl.sgl -si
ClientGroupForLaptop -si y -si "Administrators, <groupl>,<groupx>"

Where:

<Groupl>, <Groupx>: Specify the name of the local user group, whose members will
be added as owner of the laptop (client). You can add multiple local user groups as
input to the script.

Make sure to include new groups with the existing groups
while executing the script. If not the script will overwrite
existing groups with the new group specified as a value in
the script.

DELETING LAPTOP OWNERS

FROM COMMCELL CONSOLE:

Use the following steps to delete the users as client owners.

1. From the CommcCell Browser, expand the Client Computer Groups | Laptop

B k Encryption Aduanced Content Indexing Registry Key Settings lient Side Deduplication
ackup. General | Versior [lwity Control | Groups | Firewall Configuration | Policies || Job Configuration

Right-click the <Client_Computer> and select Properties. T P —
H Laptop User Gr L
Select Security tab. Sptop e G bt

Remove the specific owner from the Client Owner box.

vk wenN

Click OK.

client: Owners

Enter one owner on each line:

mydomaintalice
mydomainibob|

FROM COMMAND LINE:

To remove multiple users from the client computer, see Associating/Disassociating User to a Client Computer
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DEFINING THE CAPABILITIES FOR LAPTOP USERS

By default, the owners of the laptop (client) will have permissions to perform all operations from the Web Console and Backup Monitor.

If necessary, you can define specific capabilities to enable user interface options in the Web Console and Backup Monitor to client owners in the CommCell.
Such capabilities include the following:

For Web Console:

e Running backup jobs

o Changing content rules

o Adding schedules

e Conducting browse/restore

For Backup Monitor:

e Running backup jobs

Use the following steps to assign the security rights to the laptop user.

H> W

box.

5. Click OK.

From the CommCell Browser, click Control Panel icon.
From the Control Panel, double-click Client Owner Capabilities.
Select Client Owner capabilities from the Available Capabilities list box.

Click Include > to move the selected capabilities to the Assigned Capabilities list

The following table provides the list of specific rights that are applicable to a laptop user.

To view the additional rights available in the CommCell, see Capabilities and Permitted Actions.

AVAILABLE
TASKS/OPERATIONS ON
'WEB CONSOLE

‘CAPABILITY ON CONSOLE

'‘DESCRIPTION

'WEB CONSOLE

Run backup now

Data Protection/Management
Operations

This capability is also
required to enable
Backup Now operation
on Backup Monitor tool.

User can run the incremental backup
ljobs, but cannot Cancel or Suspend
the backup job

B

Lostbackp:  Thursday, un 6, 2011 10532 Al 0.2 KE)
Totlbackupsze. 1348

Snonscantors

iy, dn 17,2011 120000 20

Control Jobs (Suspend and Cancel
jobs)

Job Management

User can resume, cancel or suspend
the backup job

Add new schedule

Data Protection/Management
Operations

Agent Scheduling

User can perform the following in the
Web Console:

e Create a new schedule

o Modify/Delete the existing
schedules created by user
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9 Laptop Backups

Change content to back up

Agent Management

User can perform the following in the
Web Console:

e Add a new content path

o Modify/Delete the existing content
path created by user

e Exclude the content path specified
by Administrator

89 Laptop Backups

Dounload Certer

Select files to restore

Browse or
Browse and In Place Recover or

Browse and Out of Place Recover or

User can perform the following in the

Web Console:

o Restore the backed up data to the
same place/different place as the
original data protection operation.

o Restore backed up data from a
specific time range.

DEFINING DOWNLOAD PRIVILEGE TO LAPTOP OWNERS

By default, the laptop users will have permissions to perform all operations from the Web Console. If you have defined specific rules to enable the user
interface options in Web Console, you can define the download privilege as follows:

1. From the CommCell Browser, expand the Security node.
2. Right-click the CommCell User Groups and then click New User Group.
3. Specify the user group name in Name box.
4. Click Capabilities tab.
5. Select Browse and Out of Place Recover and End User Search capabilities from
the Available Capabilities list box.
Click > to move the selected capabilities to the Assigned Capabilities list box.
6. Click Users tab.
7. Select the existing users available in Available Users list.
Click > to move the selected capabilities to the Member Users list box.
8. Use the following steps, to add a new user:
o Click Create new User button.
O Type name in User Name box.
O Type password in Password and Confirm Password box.
O Type name of a user in Full Name box.
O Type email address in E-Mail box.
o Click OK.
O The user will be displayed in the Available Users list.
O Repeat step 7 to assign the above user to User Group.
9. Click OK.

MODIFYING THE DOCUMENTATION LINK FOR BACKUP MONITOR

By default, the Backup Monitor tool o button is configured to launch Laptop User Guide documentation directly from the documentation web site.

However, if you wish to modify the default location to the documentation site that is hosted on intranet site or on a shared network location, use the following
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steps.

dows\ system32\cmd.exe

1. Logon to the CommServe computer. Pro H1es\Company~Sof tuare\Base> alogin —cs happydl —u adnin

ogged in successfully.

2. From the Command prompt, login to the CommServe using the glogin command and
commecell credentials.

C:\Progran Files\Company\Softuare\Base> goperation ex pt —sn SetKeyIntoGlob|
d1ParanThl.sql —si CustonLinkTeDocumentationtlehSite -s vz .con”

0ScriptISetKeyIntoGlobalParanThl]l €8 [happydil DBIConnSery] Source[SQL Filel

For example, to log on to CommServe serverll with username userl: 2ecrive Outpuc:

ascript Execution Succeeded?

C:\>glogin -cs serverl -u userl

C:\Progran Files\Conpany\Sof tware\Base>

3. Run the following execscript operation using qoperation:

USAGE:

goperation execscript -sn SetKeyIntoGlobalParamTbl.sgl -si
CustomLinkToDocumentationWebSite -si y -si "<URL>"

EXAMPLE:

goperation execscript -sn SetKeyIntoGlobalParamTbl.sgl -si
CustomLinkToDocumentationWebSite -si y -si "www.xyz.com"

Where:

<URL>: Specify the path of the hosted intranet site or shared network location.

ENABLING SECURED ACCESS FOR WEB SEARCH CLIENT

Use the following steps to enable secured access on the Web search client. This will allow you to access the Web Console using https instead of http.

INSTALL JAVA WITH ALL THE UPDATES
1. Stop the Tomcat services
2. If UAC is enabled, disable it.
3. Download and install the latest version of JAVA with all the updates on the Web client computer.

4. Open the command prompt window on the Web client computer, and execute the following command to verify if JAVA has been properly installed on the
Web client computer:

C:\java -version

If you find that JAVA with the latest updates has not been installed, uninstall JAVA that you have installed and reinstall it again with all the updates.
Navigate to the command prompt on the Web client computer, and run the command specified in step 4 to verify if JAVA has been installed successfully.

Skip this step if the updates are installed successfully.

5. Start Tomcat services. If the Tomcat fails to start, point the JVM manually to Tomcat using the following steps:

O Open the command prompt window on the Web client computer, navigate to <PRODUCT INSTALL PATH>\Apache\bin folder and execute the following
command:

C:\<PRODUCT_INSTALL PATH>\Apache\bin>tomcatéw.exe //ES//GxTomcatInstance00l
where, Instance001 is the instance installed on the WebClient computer.

O On the Tomcat Services Instance properties dialog box, click the Java tab, and clear the Use default check box.

O Restart Tomcat services

‘CONFIGURE SSL ON THE TOMCAT SERVER
Use the following steps for configuring SSL (Secure Socket layer) on the Tomcat Server:
1. Navigate to command prompt and run the following command:

C:\Program Files\Java\jre6\bin>keytool -genkey -alias cvtomcat -keyalg RSA -keystore "C:\Program
Files\company\product\Apache\cert\keystore"

2. Backup the server.xml file located in <product_install_path>\Apache\conf before making any changes to it.

3. In order to setup a JAVA JSSE connector to support SSL, search for the following entry in the server.xmil:
<Listener className="org.apache.catalina.core.AprLifecycleListener" SSLEngine="on" />
Modify the above entry as following:
<Listener className="org.apache.catalina.core.AprLifecycleListener" SSLEngine="off" />

4. Add the following entry to the server.xml file:

<Connector port="443" protocol="org.apache.coyote.httpll.HttpllNioProtocol" SSLEnabled="true" maxThreads="150" scheme="https"
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secure="true" clientAuth="false" keystoreFile="C:/Program Files/CommVault/Simpana/Apache/cert/keystore" keystorePass="mnoettomcat"

sslProtocol="TLS" />
5. Save the server.xml file, and restart the Tomcat services.

For more information, refer to http://tomcat.apache.org/tomcat-6.0-doc/ssl-howto.html.

CONFIGURING JOB RESTARTABILITY

Jobs that fail to complete successfully are automatically restarted based on the job restartability configuration set in the Control Panel. For laptop backup jobs

and install updates job, it is recommended to configure the job restartability as follows:

Job Management. ==
1. From the CommCell Browser, click Control Panel icon. Ganera [ o raries] ¥ et | cb Updatns | Job Sfuscn
Job Restart
2. Select Job Management. i — 2
{Auxiliary Copy - o
3. From the Job Type list, select File System and Indexing Based (Data S Y RestatLiecvel () 2
Protection) . possrecvery by 7] Restartable
. ) ) Download/Copy Updates 7] Preemptable
4. Select the Enable Total Running Time check and specify the Total Running Time i o on e e 0 | ——
as 720 or 1440 hrs. The Total Running Time is the maximum elapsed time before a B e et 01 e
jOb can be restarted or killed. Informix DB (Data Protection) - -
:::“ NU;:?;; o niny ] il Rinring 356 When Total Running Tine Expires
5. Select the Kill Running Jobs When Total Running Time Expires check box to kill B
the job after reaching the maximum elapsed time. B

(Oracle DB (Data Protection) fud
6. From the Job Type list, select Install Updates. =

Start Phase Retry Interval (Mins) 14

7. Select the Enable Total Running Time check box and specify the Total Running
Time as 72 hrs. The Total Running Time is the maximum elapsed time before a job

can be restarted or killed.

8. Select the Kill Running Jobs When Total Running Time Expires check box to Kkill
the job after reaching the maximum elapsed time.

9. Click OK.

LICENSE REQUIREMENTS

Laptop Backup requires following licenses based on the License Type:

e For traditional license:
o iDataAgent for Windows Desktop Class File System license is required for each laptop client.

o Block Level Deduplication license is required for the MediaAgent hosting the deduplication store.

For more information on licensing, see License Administration.

e For License Usage by Capacity, both Data Protection Core (for Backup) and Data Protection Enterprise (for Backup) license can be used.

For more information, see License Usage by Capacity.

SEE ALSO

o Alternate Data Path (GridStor) - Provides complete information on Alternate Data Paths.

e Firewall - provides information on configuring the different types of firewalls.
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Frequently Asked Questions - Laptop Backup

WHAT GETS BACKED UP?

Administrator creates a subclient policy to specify the folders (e.g. Documents, Music, Videos, etc,.) such that the contents (e.g. word processing documents,
digital photos, music files and so on) of user laptops gets backed up.

However, the administrator must request the users to copy the files and folders to be backed up into the specified folder(s) in subclient policy.

A user can also backup files or folder other than the folders specified by administrator, by adding backup content path from Web Console. See, Adding Backup
Content for step-by-step procedure.

WHAT WILL HAPPEN WHEN MULTIPLE ROUTES ARE ADDED FOR FIREWALL IN A LAPTOP?
e If the multiple route includes a direct connection, and if the direct connection is available, then the laptop will automatically use the direct connection.
e If a direction connection is not available, then the proxy setup will be used.

e If you have multiple proxies defined, the laptop will automatically use the faster connection.

‘CAN I CONFIGURE BOTH ABSOLUTE AND RELATIVE THROTTLING RULES TOGETHER?

Yes. Both absolute and relative throttling rules can be configured for the same client or client group. They work in conjunction, the absolute value will takes
precedence, after the percentage of relative bandwidth is calculated.

For example if you create a rule for a client with absolute throttling where the send or receive value is set at 1,000 kbps along with another rule where the
relative throttling for the same client is set at 50% of bandwidth if the bandwidth is less than 5,000 kbps. If the bandwidth measured for the client is 4,000
kbps then 50% of that value will result in 2,000 kbps.

Since the value set for the absolute throttling rule is below the calculated bandwidth for the relative throttling rule, the absolute throttling rule will take
precedence and will not exceed beyond 1,000 kbps.

‘HOW DO I ASSIGN DIFFERENT CAPABILITIES TO DIFFERENT SETS OF USERS?

Create user groups with the appropriate capabilities and attach the respective users to each of these groups.

WHAT WILL HAPPEN IF I CONFIGURE THE IDATAAGENT FOR LAPTOP OR DESKTOP BACKUP?

The following laptop features will get enabled when you configure an iDataAgent for Laptop or Desktop backup:

e Automatic Ownership - After the successful installation of the laptop software, all the users which belong to the Laptop's administrator group will be assigned
as owners of the laptop. For more information, refer to Assigning Laptop Owners.

e Automatic Scheduling - You can create an automatic backup schedule to perform the data protection operation based on the environmental conditions of the
laptop. For example: Network usage, CPU utilization, Power management. For more information refer to Configuring Automatic Backup Schedules.

o Backup Monitor Tool - You can now monitor the backup jobs on your laptop using the Backup Monitor that runs on the system tray. For more information,
refer to Monitor - Laptop User.

CONFIGURE FIREFOX FOR SINGLE SIGN ON AUTHENTICATION

Perform the following steps to ensure that your Firefox web browser is enabled to perform Single Sign On authentication.

e =ren |
1. e Open your Firefox web browser. e - = =

o Type about:config in the address bar.
e Click I'll be careful, I promise!.

A This might void your warranty!

2. Double-click network.negotiate-auth.trusted-uris from the Preference Name
list. You can easily find this preference by typing network.negotiate in the Search
box.

This preference lists the sites that are allowed to engage
in SPNEGO Authentication with the browser.
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3. e Enter the domain name or URL of your CommServe in the popup window. For
example, http://hostname If more than one domain, enter the values delimited by
a comma.
e Click OK.
4. Restart the Firefox web browser.

‘HOW DO I ASSIGN MULTIPLE USERS AS LAPTOP OWNERS?

By default, all users and groups who are member of Administrators group on the laptop (client) will be automatically designated as owners.

The following sections describes how to assign multiple users as owners to a client or multiple clients (client computer groups).

ASSOCIATING/DISASSOCIATING USER GROUP TO A CLIENT

Use the following steps to associate or disassociate members from an existing user group to a client computer. This will allow you to manage the members in

the laptop user group.

If necessary you can use the following steps to overwrite the associate user group available on the client with a given user group.

1. Right-click the View Sample XML File link and click Save Link As... or Save
Target As... to save the XML file needed for this task.

2. Open the .xml file using an XML editor and modify the following parameters:

o clientName - Specify the names of the client computers that to you want to
associate to the user group.

For example: If you wish to associate user group to clientl, client2 and
clientx then you must add the following:

<entity>
<clientName>clientl</clientName>
<clientName>client2</clientName>
<clientName>clientx</clientName>
</entity>

o userGroupName - Specify the user group to which you want to associate to the
client.

For example: If you wish to associate usergroupl to the above clients, then you
must add the following:

<userGroupName>usergroupl</userGroupName>

O associatedUserGroupsOperationType - Indicate one of the following operation
types:

ADD - To associate the User Group to a Client
DELETE - To disassociate the User Group to a Client

OVERWRITE - To associate the user group mentioned above and disassociate all
the user group available on the client computer. For example:

If usergroup2 and usergroup3 are already associated on clientl, and you wish
to overwrite the available user groups with usergroup4. This operation associates
usergroup4 to the clientl and disassociates usergroup2 and usergroup3.

VIEW SAMPLE XML FILE

[ Administrator: C:\Windows\system32\cmd.exe

C:\>cd C:\Program Files\CompanyxSoftuare\Base

Progran Files\Gompany\Software\Base > qlogin —cs happydi —u admin
rd:

v ogged in successfully.

C:\Progran Files\Conpany\SoftuaresBase > qoperation execute —af Ci\input.xml
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Save the file as input.xml.

From Command prompt, navigate to <Software Installation Directory>/Base
and then run the following command:

O Login to the CommServe using the glogin command and commcell credentials.
For example, to log on to CommServe serverl with username user1:
C:\>glogin -cs serverl -u userl

O Run the XML using the qoperation command.

For example, to run input.xml
C:\>goperation execute -af input.xml

You can verify the user group associated to client from Associated Groups.

O From the CommCell Browser, right-click the <Client> and then click Properties.
O Click Security tab.

O The User Group specified above will be listed in the Associated Groups.

ASSOCIATING/DISASSOCIATING USER GROUP TO A CLIENT GROUP

Right-click the View Sample XML File link and click Save Link As... or Save
Target As... to save the XML file needed for this task.

Open the .xml file using an XML editor and modify the following parameters:

o clientGroupName - Specify the names of the client computer group that you
want to associate to the user group.

For example: If you wish to associate user group to clientgroupl, clientgroup?2
and clientgroupx then your element will appear as follows:

<entity>
<clientGroupName>clientgroupl</clientGroupName>
<clientGroupName>clientgroup2</clientGroupName>
<clientGroupName>clientgroupx</clientGroupName>
</entity>

O userGroupName - Specify the user group to which you want to associate to the
client group.

For example: If you wish to associate usergroupl to above client group, then you
must add the following:

<userGroupName>usergroupl</userGroupName>

O associatedUserGroupsOperationType - Indicate one of the following operation
types:

ADD - This will associate the User Group to a Client Computer Group
DELETE - This will disassociate the User Group to a Client Computer Group

OVERWRITE - To associate the user group mentioned above and disassociate all
the user group available on the client computer group. For example:

If usergroup2 and usergroup3 are already associated on clientgroupl, and you
wish to overwrite the available user groups with usergroup4. This operation
associates usergroup4 to the clientgroupl and disassociates usergroup2 and
usergroup3.

Save the file as input.xml.

From Command prompt, navigate to <Software Installation Directory>/Base
and then run the following command:

O Login to the CommServe using the glogin command and commcell credentials.
For example, to log on to CommServe serverl with username user1:
C:\>glogin -cs serverl -u userl

O Run the XML using the qoperation command.

For example, to run input.xml
C:\>goperation execute -af input.xml

You can verify the user group associated to client from Associated Groups.
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Use the following steps to associate or disassociate members from an existing user group to a client computer group. This will allow you to manage the
members in the laptop user group.

If necessary you can use the following steps to overwrite the associate user group available on the client group with a given user group.

VIEW SAMPLE XML FILE

[ Administrator: C:\Windows\system32\cmd.exe

C:\>cd C:\Program Files\CompanyxSoftuare\Base

ran Files\Company\SoftwareBase > qlogin —cs happydl —u adnin

ord:
logged in successfully.

\Program Files\Conpany\Softuare\Base > qoperation execute —af Ci\input.xml
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O From the CommCell Browser, right-click the <Client_Computer_Group> and
then click Properties.

O Click Security tab.
O The User Group specified above will be listed in the Associated Groups.

ASSOCIATING/DISASSOCIATING USER TO A CLIENT

Use the following steps to associate or disassociate user to a client computer. This will allow user to access the client computer and perform backup and restore
operations. This will assign user as a owner to the client computer and allow to perform backup and restore operations.

If necessary you can use the following steps to overwrite the user available on the client with a given user.

1. Right-click the View Sample XML File link and click Save Link As... or Save VIEW SAMPLE XML FILE
Target As... to save the XML file needed for this task.
2. Open the .xml file using an XML editor and modify the following parameters:

o clientName - Specify the names of the client computer group that you want to
associate to the user.

dows \system32\cmd.exe

\Program Files\Company-\Software\Base

gran Files\Company\Software\Base > qlogin —cs happyBl —u admin

. . User logged in successfully.
For example: If you wish to associate user group to clientl, client2 and - \Progran FilessConpany\Softuaresiase > Goperation execute —af Gi\input.ml
clientx then you must add the following:
<entity>
<clientName>clientl</clientName>

<clientName>client2</clientName>

<clientName>clientx</clientName>

</entity>
o clientOwners - Specify the user to which you want to associate to the client.

For example: If you wish to associate userl to above clients, then you must add
the following:

<clientOwners>userl</clientOwners>
o clientOwnersOperationType - Indicate one of the following operation types:

ADD - This will associate the user to a client computer

3 Comncel Bowser BT b Convoler @2 aut x [ Whatsnewr x
[ hopovor S .

DELETE - This will disassociate the user to a client computer * G e s
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OVERWRITE - To associate the user mentioned above and disassociate all the
users available on the client computer. For example:

Avatate Groups: Assocated Grovps:

If user2 and user3 are already associated on client1, and you wish to overwrite
the available users with user4. This operation associates user4 to the clientl
and disassociates user2 and user3.

=]
=]
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3. Save the file as input.xml.
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4. From Command prompt, navigate to <software Installation Directory>/Base Coroan
and then run the following command:

O Login to the CommServe using the glogin command and commcell credentials.

For example, to log on to CommServe serverl with username userl: e
C:\>glogin -cs serverl -u userl

O Run the XML using the qoperation command.
For example, to run input.xml

C:\>goperation execute -af input.xml

5. You can verify the user associated to client from Client Owners.
o From the CommCell Browser, right-click the <Client> and then click Properties.
O Click Security tab.
O The user specified above will be listed in the Client Owners.

ASSOCIATE/DISASSOCIATE USER TO A CLIENT COMPUTER GROUP
Use the following steps to associate/disassociate user to client computer group.
Once this is done the included user will have access to client computer group and can backup and restore their data on this client.

1. Right-click the View Sample XML File link and click Save Link As... or Save VIEW SAMPLE XML FILE
Target As... to save the XML file needed for this task.

2. Open the .xml file using an XML editor and modify the following parameters:

o clientName - Specify the client computer groups to which you want to associate
the user.
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For example: If you wish to associate user group to clientgroup1, clientgroup2
and clientgroupx then you must add the following:

<entity>

cmd.ese
\Company\Softuare\Base
ompany\SoftuaresBase > qlogin —cs happy8l —u admin
sfully.

C:\Progran Files\Conpany\SoftuaresBase > qoperation execute —af Ci\input.xml

<clientGroupName>clientgroupl</clientGroupName>
<clientGroupName>clientgroup2</clientGroupName>
<clientGroupName>clientgroupx</clientGroupName>

</entity>

o clientOwners - Specify the user to which you want to associate to the client
computer group.

For example: If you wish to associate userl to above client, then your element will
appear as follows:

<clientOwners>userl</clientOwners>

o clientOwnersOperationType - Indicate one of the following operation types:
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Save the file as input.xml. Bl
From Command prompt, navigate to <Software Installation Directory>/Base
and then run the following command:
9 — o [ [

O Login to the CommServe using the glogin command and commcell credentials.
For example, to log on to CommServe serverl with username userl:
C:\>glogin -cs serverl -u userl

O Run the XML using the qoperation command.

For example, to run input.xml
C:\>goperation execute -af input.xml

You can verify the user associated to client from Client Owners.

o From the CommCell Browser, right-click the <Client_Computer_Group> and
then click Properties.

O Click Security tab.
O The user specified above will be listed in the Client Owners.
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