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Overview - Macintosh File System iDataAgent
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INTRODUCTION

WHERE TO GO NEXT

Getting Started - Macintosh File System

Walks you through the process of installing and configuring
the Macintosh File System iDataAgent.

The Macintosh File System iDataAgent provides a simplified end-to-end backup and recovery solution for file system data (i.e., files and directories) residing on
Macintosh computer systems. The product can be used to perform both full system rebuilds and granular recovery of the data.

KEY FEATURES

The Macintosh File System iDataAgent offers the following key features:

SIMPLIFIED DATA MANAGEMENT

The Macintosh File System iDataAgent enables easy management of
all the Macintosh systems in your environment, by providing a
singular approach to manage the data using the same unified console
and infrastructure.

POINT-IN-TIME RECOVERY S

In the event of a serious system failure, such as the breakdown of
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hardware, software, or operating systems, the Macintosh File System

iDataAgent provides point-in-time recovery of the files at any given
time.

BACKUP AND RECOVERY FAILOVERS

In the event that a MediaAgent used for the backup or recovery
operation fails, it is automatically resumed on alternate MediaAgents.
In such cases, the backup or restore job will not restart from the
beginning, but will resume from the point of failure. This is especially
useful for backups and restores of large amount of file system data.

In the event, that a network goes down, the backup and recovery jobs
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are resumed on alternate data paths. Similarly, in the event of a

device failure, the jobs are automatically switched to alternate disk and tape drives.

EFFICIENT JOB MANAGEMENT AND REPORTING

You can view and verify the status of backup and recovery operations from the Job Controller and Event Viewer windows within the CommCell Console. You can
also track the status of the jobs using Reports, which can be saved and easily distributed. Reports can be generated for different aspects of data management.
You also have the flexibility to customize the reports to display only the required data and save them to any specified location in different formats. For example,
you can create a backup job summary report to view at-a-glance the completed backup jobs.

In addition, you can also schedule these reports to be generated and send them on email without user intervention.

‘BLOCK LEVEL DEDUPLICATION
Deduplication provides a smarter way of storing data by identifying and eliminating the duplicate items in a data protection operation.

Deduplication at the data block level compares blocks of data against each other. If an object (file, database, etc.) contains blocks of data that are identical to
each other, then block level deduplication eliminates storing the redundant data and reduces the size of the object in storage. This way dramatically reduces
the backup data copies on both the disk and tapes.
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ADD-ON COMPONENTS

ICONTENT INDEXING AND SEARCH

Content Indexing and Search enables users to content index their data and later search the data from a user-friendly web interface. The users can also perform
restore operations or other advanced actions on the searched data.

TERMINOLOGY
The Macintosh File System documentation uses the following terminology:

The computer in which the iDataAgent is installed and contains the data to be secured.
CLIENT

A group of subclients which includes all of the data backed up by the iDataAgent.
BACKUP SET

The Macintosh file system data to be backed up.
SUBCLIENT
Back to Top
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New Features - Macintosh File System iDataAgent =

NEwW COMMCELL FEATURES SUPPORTED FOR MACINTOSH FILE SYSTEM IDATAAGENT

DEPLOYMENT
INSTALL FROM THE COMMCELL CONSOLE

The software installation for this component can be initiated and managed from the CommCell Console, which facilitates the building of your CommCell and
eliminates the need to manually install the software. Additionally, the installation of this component can be scheduled to occur at a time suitable for your
environment. For more information, see Install Software from the CommcCell Console.

UNINSTALL FROM THE COMMCELL CONSOLE

This component can be uninstalled using the CommCell Console. The Uninstall Software utility allows you to quickly see a list of the software packages installed
on the selected computer, from which you can then select the components to uninstall. With this, you can easily manage removing software components from
client computers and MediaAgents in your CommcCell without having to directly access each computer. For more information, see Uninstall Components using

the CommCell Console.
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System Requirements - Macintosh File System iDataAgent

System Requirements Supported Features

The following requirements are for the Macintosh File System iDataAgent:

OPERATING SYSTEM

MAC 0S X

Mac OS X v10.4.x
Mac OS X v10.5.x
Mac OS X v10.6.x
Mac OS X v10.7.x
Mac OS X v10.8.x

HARD DRIVE

95 MB minimum of hard disk space for software
50 MB of additional hard disk space for log file growth

10 MB of temp space required for install or upgrade (where the temp folder resides).

MEMORY

64 MB RAM per stream/drive minimum required beyond the requirements of the operating system and running applications

Swap space = 2*RAM size

PROCESSOR

Intel-based Macintosh computers

MISCELLANEOUS

NETWORK

TCP/IP Services configured on the computer.

DISCLAIMER

Minor revisions and/or service packs that are released by application and operating system vendors are supported by our software but may not be individually listed in our System
Requirements. We will provide information on any known caveat for the revisions and/or service packs. In some cases, these revisions and/or service packs affect the working of our software.
Changes to the behavior of our software resulting from an application or operating system revision/service pack may be beyond our control. The older releases of our software may not support
the platforms supported in the current release. However, we will make every effort to correct the behavior in the current or future releases when necessary. Please contact your Software
Provider for any problem with a specific application or operating system.

Additional considerations regarding minimum requirements and End of Life policies from application and operating system vendors are also applicable

Page 7 of 103



User Guide - Macintosh File System iDataAgent

Supported Features - Macintosh File System iDataAgent

System Requirements Supported Features

The following table lists the features that are supported by this Agent.

FEATURE SUB-FEATURE SUPPORT | COMMENTS
Data tab - Catalog v
ADVANCED BACKUP/ARCHIVE OPTIONS

Data tab - Create New Index v
Data tab - Verify Synthetic Full

Job Retry tab v
Media tab - Allow other Schedule to use v
Media Set

Media tab - Mark Media Full on Success v
Media tab - Reserve Resources Before Scan v
Media tab - Start New Media v
Startup tab v
VaultTracking tab v
Comments v

Additional option in the Data tab:
e Backup Mount Points

ADVANCED FILE SYSTEM IDATAAGENT OPTIONS

Automatic File System Multi-Streaming

<

On Demand Data Protection Operation

Restore by Jobs

Restore Data Using a Map File

Comments

ALERTS AND MONITORING

Global Alerts

Job-Based Alerts*

Comments

AUTOMATIC UPDATES

Automatic Updates

Comments

BACKUP/ARCHIVE OPTIONS

Differential Backup

Full Backup

Incremental Backup

Other Backup Types

Synthetic Full Backup

Comments

BACKWARD COMPATIBILITY

Version 7

Version 8

Version 9

Comments

BROWSE

Browse from Copy Precedence

<

Browse the Latest Data

Exclude Data Before

Find

Full Backup Transparent Browse

Image Browse

No Image Browse

Page Size

Specify Browse Path

Specify Browse Time

Subclient Browse

Use MediaAgent

View All Versions

SN EN N RN RS N EN RS RN RN Y

Comments

CLUSTERING

Netware cluster

Unix Cluster

Windows - Microsoft Cluster (MSCS)

Page 8 of 103



User Guide - Macintosh File System iDataAgent

Windows - Non-Microsoft Cluster

Comments

COMMAND LINE INTERFACE

Command Line Interface

Comments

COMMAND LINE INTERFACE - SPECIFIC COMMANDS

Qcreate - Backup set/SubClient

Qcreate - Instance

Qdelete - Backup set/Subclient

Qdelete - Client/Agent

Qlist globalfilter

Qmodify - instance

Qoperation - Backup

Qoperation - move

Qoperation - Restore

Comments

COMMCELL MIGRATION

CommCell Migration

Comments

CONTENT INDEXING

Offline Content Indexing

Comments

DATA AGING

Basic Retention Rules

Extended Retention Rules

Unique Data Aging Rules

Comments

DATA CLASSIFICATION ENABLER

Data Classification Enabler

Comments

DATA COMPRESSION

Client Compression

Hardware Compression

MediaAgent Compression

Comments

DATA ENCRYPTION

Data Encryption Support

Third-party Command Line Encryption
Support

Comments

DATA MULTIPLEXING

Multiplexing

Comments

DEDUPLICATION

MediaAgent Deduplication

Source Deduplication

Comments

ERASE BACKUP/ARCHIVED DATA

Erase Data by Browsing

Erase Stubs

Comments

GLOBAL FILTERS

Global Filters

Comments

INSTALLATION

Custom Package

Decoupled Install

Remote Install

Restore Only Agents

Silent Install

Comments

WINDOWS X64 PLATFORM

INSTALLING 32-BIT COMPONENTS ON A MICROSOFT

Install 32-bit On x64

Comments

JOB RESTART - DATA PROTECTION

Not Restartable

Restarts from the Beginning

Restarts from the Beginning of the
Database

Restarts from the Point-of-Failure

Comments

Not Restartable
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JOB RESTART - DATA RECOVERY

Restarts from the Beginning

Restarts from the Beginning of the
Database

Restarts from the Point-of-Failure v
Comments

List Media Associated with a Specific v
LIST MEDIA Backup Set or Instance

List Media Associated with Index v
List Media Associated with Specific Files v
and/or Folders

List Media Associated with Specific Jobs v

Comments

Multi Instance v
MULTI INSTANCING

Comments

Pre/Post Process with Data Protection and v
PRE/POST PROCESSES Recovery

Comments

Cross-Application Restores (Different
RESTORE/RECOVER/RETRIEVE DESTINATIONS Application version)

Cross-Platform Restores - Different
Operating System

Cross-Platform Restores - Same Operating v

System - Different Version

In-place Restore - Same path/ destination - v

Same Client

Out-of-place Restore - Different path/ v

destination

Out-of-place Restore - Same path/ v

destination - Different Client

Restore Data Using a Map File v

Restore to Network Drive /NFS-Mounted v

File System

Comments v See Advanced Restore - Macintosh

File System iDataAgent

Automatic Detection of Regular Expressions v
RESTORE/RECOVER/RETRIEVE OPTIONS

Filter Data From Recover Operations v

Rename/ Redirect Files on Restore v

Restore Data Using Wildcard Expressions v

Restore Data with Pre/Post Processes v

Restore from Copies v

Skip Errors and Continue v

Use Exact Index v

Use MediaAgent v

Comments

Overwrite Files v
RESTORE/RECOVER/RETRIEVE OVERWRITE OPTIONS

Overwrite if file on media is newer v

Restore only if target exists v

Unconditional Overwrite v

Unconditionally overwrite only if target is a

DataArchiver stub

Comments

Agent Specific Data Protection Schedule v
SCHEDULE POLICY Policy

All Agent Types Schedule Policy v

Comments

Incremental Storage Policy* v
STORAGE POLICIES

Standard Storage Policies v

Comments

Data Verification v
STORAGE POLICY COPIES

Job Based Pruning v

Manual Retention v

Mark Job Disabled v

Selective Copy v

Comments

v,

SubClient Policy
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SUBCLIENT POLICIES

Comments
Netware - Local

UPGRADE
Unix - Remote (Push)
Unix/Linux/Macintosh - Local v
Unix/Linux/Macintosh - Silent v
Upgrade from CommCell Console v

Windows - Local

Windows - Remote (Push)

Windows - Silent

Comments
Backup Set/Archive Set v
USER ADMINISTRATION AND SECURITY
Subclient v
Comments
Additional features are listed below:
Activity Control Auxiliary Copy
CommCell Console Deconfiguring Agents
GridStor Languages
Log Files MediaAgent
Operation window QR Volume Creation Options
Robust Network Layer Scheduling
SnapProtect Backup Snapshot Engines
\VaultTracker Enterprise VaultTracker
Report Output Options Restore/Recover/Retrieve - Other Options
Cloud Storage Job Restart - Data Collection
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Getting Started Deployment - Macintosh File System

iDataAgent

Use the following steps to install the File System iDataAgent on a Macintosh Server.

WHERE TO INSTALL

Install the software directly on the Macintosh computer you wish to protect.

Next »

Make sure the computer satisfies the minimum requirements specified in the System Requirements.

INSTALLATION

The software can be installed using one of the following methods:

METHOD 1: INTERACTIVE INSTALL

Use this procedure to directly install the software from the installation package or a
network drive.

METHOD 2: INSTALL SOFTWARE FROM COMMCELL CONSOLE

Use this procedure to remotely install the software on a client computer.

METHOD 1: INTERACTIVE INSTALL

1. Logon to the client computer as root.
2. If you are installing the software from CD, run the following command to mount the
CD:

mount_cd9660 /dev/disklsl /cdrom
Run the following command from the Software Installation Package or mount point:
. /cvpkgadd

3. The product banner and other information is displayed.

Press Enter.

4. Read the license agreement. Type y and press Enter.
5. Press Enter.
6. If you have only one network interface, press Enter to accept the default network

interface name and continue.

If you have multiple network interfaces, enter the interface name that you wish to use
as default, and then press Enter.

The interface names and IP addresses depend on the computer in which
the software is installed and may be different from the example shown.

7. Press Enter.

8. Press Enter.

BEFORE YOU BEGIN

Download Software Packages

Download the latest software package to perform the install.

System Requirements

Verify that the computer in which you wish to install the
software satisfies the System Requirements.

Please select a setup task you want to perform from the
list below:

Advance options provide extra setup features such as
creating custom package, recording/replaying user
selections and installing External Data Connector
software.

1) Install data protection agents on this computer
2) Advance options

3) Exit this menu

[1]

Your choice:

Network interfaces with the following IPs have been found
available on your system. One of these interfaces should
be associated with the client being installed. It will
also be used by the CommServe to initiate connections to
the client. Note that you will be able to additionally
customize Datapipe Interface Pairs used for the backup

data traffic later in the Calypso Java GUI.

Please select the correct network interface below.
1) mcstone.mycompany.com (172.16.60.176)

2) cvmcstn2.local (fe80::21le:52ff:fe85:56b4)

Interface number: [1]
Client Host Name

Please verify the client interface name below. Make it as
complete (with fully qualified domain name) as possible.

Client Host Name: [mcstone.mycompany.com]

Client Name

Please specify the client name for this machine.
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9. Type the number associated with the Unix File System iDataAgent and press
Enter.

10. A confirmation screen will mark your choice with an "X".

Type d for Done, and press Enter.

11. Type Yes to install Backup Monitor utility which allows you to view the backup job
summary of your client computer. See Monitor - Laptop User for more information.

Otherwise, accept no, press Enter.

12, Press Enter.

13. Type the appropriate number to install the latest software scripts and press Enter.

e Select Download from the software provider website to download
the latest software scripts. Make sure you have internet access.

o Select Use the one in the installation media to install the software
scripts from the package or share from which the installation is
currently being performed.

e Select Use the copy I already have by entering its unix path, to
specify the path if you have the software script in an alternate
location.

14.
Press Enter to accept the default path.

e If you want to specify a different path, type the path and then press Enter.

e If you want to install the software binaries to an NFS shared drive, specify the
directory on which you have mounted the NFS file system and then press Enter.

In order to make sure that the client computer has read/write access to NFS

shared drive, review the steps described in Installing Software Binaries to an NFS
Shared Drive.

Do not use the following characters when specifying the path:
1@#$%N&*():/?\

15. Press Enter to accept the default location.
e Enter a path to modify the default location and press Enter.

e All the modules installed on the computer will store the log files in this
directory.

16. Press Enter.

It does not have to be the network host name: you can
enter any word here without spaces. The only requirement
is that it must be unique on the CommServe.

Client Name: [mcstone]

Install Calypso on physical machine mcstone

Please select the Calypso module(s) that you would like to
install.

[ ] 1) UNIX File System iDataAgent [1101] [CVGxIDA]
[ ] 2) ProxyHost iDataAgent [1102] [CVGxProxyIDA]

[13
[ ] 4) Resource Pack [1130] [CVGxRP]

[15

CommCell Console [1118] [CVGxGUI]

CommNet Browser [1134] [CVGxQGUI]

[a=all n=none r=reverse g=quit d=done >=next <=previous ?
=help] Enter number (s)/one of "a,n,r,q,d,>,<,?" here:1l

Install Calypso on physical machine mcstone

Please select the Calypso module(s) that you would like to
install.

[X] 1) UNIX File System iDataAgent [1101] [CVGxIDA]
[ ] 2) ProxyHost iDataAgent [1102] [CVGxProxyIDA]

[13
[ ] 4) Resource Pack [1130] [CVGxRP]
[15

[a=all n=none r=reverse g=quit d=done >=next <=previous ?
=help] Enter number (s)/one of "a,n,r,q,d,>,<,?" here:1l

CommCell Console [1118] [CVGxGUI]

CommNet Browser [1134] [CVGxQGUI]

Config for Laptop or Desktop Backups

Do you want to configure the iDataAgent for laptop or
desktop backups? [no]

Do you want to use the agents for restore only without

consuming licenses? [no]

Installation Scripts Pack provides extra functions and
latest support and fix performed during setup time. Please

specify how you want to get this pack.
If you choose to download it from the website now, please
make sure you have internet connectivity at this time.

This process may take some time depending on the internet
connectivity.

1) Download from the software provider website.
2) Use the one in the installation media

3) Use the copy I already have by entering its unix path
Your choice: [1] 2

Please specify where you want us to install Calypso
binaries.

It must be a local directory and there should be at least
176MB of free space available. All files will be installed
in a "calypso" subdirectory, so if you enter "/opt", the
files will actually be placed into "/opt/calypso".

Installation Directory: [/opt]

Please specify where you want to keep Calypso log files.

It must be a local directory and there should be at least
100MB of free space available. All log files will be
created in a "calypso/Log Files" subdirectory, so if you
enter "/var/log", the logs will actually be placed into
"/var/log/calypso/Log Files".

Log Directory: [/var/log]

Most of Software processes run with root privileges, but
some are launched by databases and inherit database access
rights. To make sure that registry and log files can be
written to by both kinds of processes we can either make
such files world-writeable or we can grant write access
only to processes belonging to a particular group, e.g. a

"calypso" or a "dba" group.
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17. Type the Group name and press Enter.

Press Enter again.

18. Type d for done with the selection and press Enter.

This screen is displayed if you do not assign any group to the software
and type no in step 16.

19. Press Enter to accept the default value for Number of Streams.

You can type the Number of Streams that you plan to run at the same
time and then press Enter.

20. Press Enter if you do not want to apply the changes now.

e If you want to apply the changes now, type Yes and then press Enter.

21. Press Enter.

You will see this prompt if you have accepted the default no and pressed Enter in the
above step.

22, Press Enter.

You will see this message if you have accepted the default answer and pressed Enter
in step 20.

We highly recommend now that you create a new user group
and enter its name in the next setup screen. If you choose
not to assign a dedicated group to Software processes, you
will need to specify the access permissions later.

If you're planning to backup Oracle DB you should use
"dba" group.

Would you like to assign a specific group to Software?
[yes]

Please enter the name of the group which will be assigned
to all Software files and on behalf of which all Software

processes will run.

In most of the cases it's a good idea to create a
dedicated "calypso" group. However, if you're planning to
use Oracle iDataAgent or SAP Agent, you should enter
Oracle's "dba" group here.

Group name: skyl
REMINDER

If you are planning to install Calypso Informix, DB2,
PostgreSQL, Sybase or Lotus Notes iDataAgent, please make
sure to include Informix, DB2, etc. users into group
"skyl".

Press <ENTER> to continue

Access Permissions for Other Users

Installer will assign full access rights to root user and
its belonging group for all installed Calypso files and
its processes.

For any other users, you can specify the access
permissions now. However, since you chose not to assign a
dedicated group in previous step, make sure you specify
sufficient access rights for other users if you are also
planning to install Calypso agents involving third party
software protection.

[X] 1) Allow read permission to other users
[X] 2) Allow write permission to other users
[X] 3) Allow execute permission to other users

[a=all n=none r=reverse g=quit d=done >=next <=previous ?
=help] Enter number (s)/one of "a,n,r,q,d,>,<,?" here: d

Number of Streams

IMPORTANT : Please read install document "Configure Kernel
Parameters - Unix/Macintosh" from "Books Online" before
you start configuring kernel parameters. Please enter the
total number of streams that you plan to run at the same
time. We need to make sure that you have enough semaphores
and shared memory segments configured in /etc/system.

Number of streams [10]

Modify System Configuration File

We now need to modify the /etc/sysctl.conf configuration
file on this computer. It is done to make sure that there
will be enough shared memory and semaphores available for
Calypso programs.

Please review the changes below, and answer "yes", if you
want us to apply them to /etc/sysctl.conf file. Otherwise
the installation will proceed, the changes will saved to
some other file, and you will have to apply them manually.
kern.sysv.shmmax=2147479552 (unchanged)
kern.sysv.shmall=524287 (unchanged)

kern.sysv.shmmin=1 (unchanged)

kern.sysv.shmmni=1312 (was:672)

kern.sysv.shmseg=1288 (was:648

kern.sysv.semmns=88661 (was:88021)

kern.sysv.semmni=87381 (unchanged)

kern.sysv.semms1=88661 (was:88021)

Do you want us to apply these changes now? [no]

Changes saved into /etc/sysctl.gal.tmp.1744

Press <ENTER> to continue.

Although a ’'no’ answer can be selected to this question
during install, the user should make sure the min
requirements (below) for shared memory are met, otherwise
the backups may fail (the message in logs is ’could not

start the pipeline’).

set shmsys:shminfo shmmax=4199304
set shmsys:shminfo shmmin=1

set semsys:shminfo shmmni=640

set semsys:shminfo shmseg=640

set semsys:seminfo_ semmns=640
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set semsys:seminfo_ semmni=640
set semsys:seminfo_semmsl1=640
set maxusers=256

Press <ENTER> to continue.

23. Type a network TCP port number for the Communications Service (CVD) and press Every instance of Calypso should use a unique set of
Enter network ports to avoid interfering with other instances

running on the same machine.
Type a network TCP port number for the Client Event Manager Service (EvMgrC) and

The port numbers selected must be from the reserved port
press Enter.

number range and have not been registered by another
application on this machine.

Please enter the port numbers.
Port Number for CVD : [8400]

Port Number for EvMgrC: [8402]

24. If you do not wish to configure the firewall services, press Enter. Is there a firewall between this client and the CommServe?
[no]

If this computer is separated from the CommServe by firewall(s), type
Yes and then press Enter.

For firewall options and configuration instructions, see Firewall
Configuration and continue with the installation.

25, Type the fully qualified CommServe host name and press Enter. Please specify hostname of the CommServe below. Make sure
the hostname is fully qualified, resolvable by the name
Ensure that the CommServe is accessible before typing the name; services configured on this machine.
otherwise the installation will fail. CommServe Host Name: mycommserve.company.com
26. Press Enter. Commcell Level Global Filters are set through Calypso

GUI's Control Panel in order to filter out certain

directories or files from backup Commcell-widely. If you
turn on the Global filters, they will be effective to the
default subclient. There are three options you can choose

to set the filters.

1) Use Cell level policy

2) Always use Global filters
3) Do not use Global filters

Please select how to set the Global Filters for the
default subclient? [1]

27. Type the appropriate number to select the Client Group and press Enter. Selecting Client Computer Groups

. . . . . " Client Group(s) is currently configured on CommServe
This screen will be displayed only if Client Groups are configured for the mycommserve .company.com. Please choose the group(s) that
CommCell. you want to add this client myclient.company.com to.

[ ] 1) Client Grpl

[a=all n=none r=reverse g=quit d=done >=next <=previous ?
=help]

Enter number (s)/one of "a,n,r,q,d,>,<,?" here: 1

28. Type d for Done, and press Enter. Selecting Client Computer Groups

Client Group(s) is currently configured on CommServe
mycommserve.company.com. Please choose the group(s) that
you want to add this client myclient.company.com to.

[X] 1) Client Grpl

[a=all n=none r=reverse g=quit d=done >=next <=previous ?
=help]

Enter number (s)/one of "a,n,r,q,d,>,<,?" here: d

29, Enter the number associated with the storage policy you want to use and press Please select one storage policy for this IDA from the
Enter. list below:

1) SP_StandAloneLibrary2 2
2) SP_Library3_3
3) SP_MagLibrary4 4

Storage Policy: [1]

30. If you have not created a storage policy, this message will be displayed. There seem to be no Storage Policies configured on the
CommServe. Before you can run any backups of this IDA, you
You may not be prompted for user input. will need to install a MediaAgent, create a Storage Policy

and assign it to all subclients..

You can create the Storage Policy later in step 32.
Adjusting modes and permissions of files

Successfully installed Calypso

31. Type 3 and press Enter. Certain Calypso packages can be associated with a virtual
IP, or in other words, installed on a "virtual machine"
belonging to some cluster. At any given time the virtual
machine's services and IP address are active on only one
of the cluster's servers. The virtual machine can "fail-
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CHOICE

If you already selected a storage policy in step 29, proceed to the Configuration
section.

If you do not have Storage Policy created, follow the procedure given below.

32.

1. From the CommCell Browser, navigate to Policies.

2. Right-click the Storage Policies and then click New Storage Policy.

3. Follow the prompts displayed in the Storage Policy Wizard. The required options
are mentioned below:

o

o

Select the Storage Policy type as Data Protection and Archiving and click
Next.

Enter the name in the Storage Policy Name box and click Next.
From the Library list, click the name of a disk library to which the primary
copy should be associated and then click Next.

Ensure that you select a library attached to a MediaAgent operating in the
current release.

From the MediaAgent list, click the name of a MediaAgent that will be used
to create the primary copy and then click Next.

For the device streams and the retention criteria information, click Next to
accept default values.

Select Yes to enable deduplication for the primary copy.
From the MediaAgent list, click the name of the MediaAgent that will be used
to store the Deduplication store.

Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

Review the details and click Finish to create the Storage Policy.

METHOD 2: INSTALL SOFTWARE FROM COMMCELL CONSOLE

For sudo users, Service Pack 4B (or higher) must be available in the CommServe cache before performing the install.

Software for step-by-step instruction on downloading the latest software or updates.

1. From the CommCell Browser, select Tools menu, point to Add/Remove Software,
and then click Install Software.

2. Click Next.

over" from one server to another,

which includes stopping

services and deactivating IP address on the first server
and activating the IP address/services on the other

server.

Currently you have Calypso installed on physical node

angel.company.com.

Now you have a choice of either adding another package to
the existing installation or configure Calypso on a
virtual machine for use in a cluster.

1) Add another package to angel.company.com

2) Install Calypso on a virtual machine

3) Exit

Your choice: [3]
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Installer X

Instaif Wizard

This wizard guides you through the steps required to install software on computers.

Click Next to continue.

G e ;

3. Select Unix and Linux, and then click Next. Installer %)
Select the computer's operating system

© windows

Clmemed)

2

»

4. Select Manually Select Computers ,and then click Next. Installer &3
Seiect how 0 discover the computers for installiing the software

@ Fianuially select campliters
Software wil be installed only on the selected list of computers.

(O Automatically discover computers
Computers wil be discovered when the job runs.

=) »-

5. Enter the fully qualified domain name of the computer in which you wish to install. Installer 3

For example: apple.domain.company.com Enter the host names of the computers

Please enter the host names of the computers, one per lne

apple.domain.company.com| ) Import from File:
Click Next. Import From Active Directory
Select fram existing cients

The Unix File System iDataAgent will be installed on this client computer.

3

6. Click Next.
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Installer X
Select Software Cache

To use current: it or Client Group Software Cache settings, dick Next. To overide Software Cache settings check
Overtide Scftriars Cache and sslect the Softwars Cache to be used,

[] Override Software Cache

murphy domain . company.com

>
7. Type the User Name and Password of client computer who has administrator or

sudo privileges.
Click Next.

Enter Account Information

The specified account should have root level access and S5H login permission. IF you are instaling
multiple clients, the ser should have access to all clients.

e If a SUDO user has been created for root access then use visudo to

change /etc/sudoers, so that this user can SUDO into ssh without User Name: root
being prompted for the password. Change the /etc/sudoers by e
commenting the following lines. Fesmenx I

Confirm Password:

e For Sudo users with restricted privileges, in order to gain privilege to
install the software remotely, you need to have /bin/sh added to the
permission section in the sudoers file.

On SuSE Linux:

® Defaults targetpw # ask for the password of the target user
i.e. root

e
® ALL ALL=(ALL) ALL # WARNING! Only use this together with
'Defaults targetpw'!

On Red Hat Enterprise Linux/CentOS:

® Defaults requiretty

8. Select Unix File System /DataAgent. Instller ®

. Select Package(s) to Install
Click Next. elect Package Instal

=]
5 & Clnt Hoses
= ) Bacup SRecovry

= 5 i sytem
F 0 e 5ystem Datsagent
(0 FioSystem NP Restore Enaler
0 ProHost Datahgent
0 Inage Leve Datahgent
0 Novel OES il System Dakahoert
0 Novel OE5 Groupwise Dtafose Datadgent
(0 vl 083 Diecory Servces
0 Inage Level Proxyos Datadgert

= & oaaase
0 062 atahgent
0 st atahcent
0 postes Dstadgent
0 ocumentun Datsagent
0 sybose Datasgent
0 cvace Dataagent
0 530 for Orade
0 50 orvar0t

=0 austites
(0 Letus s Dtabase Datadgent
0 teus s Dcumert Dstaigent

Domino o Archiver Agent
= 3 SuppotingVeckes
Do
0 Serveess Dotaianoger

»
9. e Select Client Group from Available and click Add.
Enter Settings for Software
Do not add more than one Client Group. ——
e Select a Storage Policy from the drop-down list. Click Next. = Cllent Groups
Avalable: Selected:
Select the Configure for Laptop or Desktop Backup option to install e
Backup Monitor utility. This utility allows you to view the backup job Lostop o
summary from the client computer without opening the CommcCell
Console. See Monitor - Laptop User for more information.
Global Fiters Use Cel level policy b
] Configure For Laptop Backups
(® Storage Policy to use v
O subclent Policy to use.
»

10. Click Next.
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tallor 3]

Enter Additional instalf Options

= Installer Flags

stal Updates

[ Reboot (¢ requred)

K8 rowser Processos ( recured)

[ onre Runving Jobs

[ Stop Orac Services (F requred)

([ sk chents that ave aeadly part o the Commcel componert.
Advanced Options

(7] Delte Packages After Intal

[ sten oy an the network inteface used a5 hostname

01100 not oad WA drver into kernel ths tme.

amoer o sroams o3
(Toeon m))
BccesspemasaonsTor b wrs o

onore lenkHost e Confict
sl Ageks For Restors Ol
Optiona Settings
= J0b Result Directory
patn

cwpat S0l
Evmorcrot sroz)]
st Dvectary

‘Commserve Host Name

G G e

11. Select Immediate. Installer X

Click Next.

Flease Select When To Run The Job

Job Initiation

(%) Immediate

Run this job now

O Schedule

Corfigure Schedule Patter Configure

B 5ave Ais Soript Finish

12. Click Finish.

Summary

Select Type Of Installation: Unsz and Linuz 4
Select Type Of Client Discovery: Manualy select computers
Reuse Active Directory credentials: No

Client Authentication for Job

User Name: 2z

Password: ****

Install Flags

Install Updates: Yes

Reboot (if required): No

Kill Browser Processes (If required): No

Ignore Running Jobs: No

Stap Oracle Services (f required): No

Skip clients that are already part of the Comm(Cell component: No
Delete Packages After Install: Yes

Listen only on the network interface used as hostname: No
Do not load WA driver in to kernel this time: No

Number Of Streams: 0

Access permissions for other users: 0

Ignore Client/Host Name Conflict: Yes

Install Agents For Restore Only: No

Client Composition

Override Software Cache: No

Select Type Of Installation: Copy packages 1o remote machine
Components

Selected Components To Install: UNIX Fie System DataAgent

13. You can track the progress of the job from the Job Controller or Event Viewer -
WIndOW %%m—w thpe‘m: smv&mﬂwm Satus. :ﬂms-znm_ Delay Reason ?

[z i e

) et ver i o bty

ve
Foa
gt B | ossrpran A
ook e ]
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Getting Started Deployment - Macintosh File System

iDataAgent

Use the following steps to install the File System iDataAgent on a Macintosh Server.

WHERE TO INSTALL

Install the software directly on the Macintosh computer you wish to protect.

Next »

Make sure the computer satisfies the minimum requirements specified in the System Requirements.

INSTALLATION

The software can be installed using one of the following methods:

METHOD 1: INTERACTIVE INSTALL

Use this procedure to directly install the software from the installation package or a
network drive.

METHOD 2: INSTALL SOFTWARE FROM COMMCELL CONSOLE

Use this procedure to remotely install the software on a client computer.

METHOD 1: INTERACTIVE INSTALL

1. Logon to the client computer as root.
2. If you are installing the software from CD, run the following command to mount the
CD:

mount_cd9660 /dev/disklsl /cdrom
Run the following command from the Software Installation Package or mount point:
. /cvpkgadd

3. The product banner and other information is displayed.

Press Enter.

4. Read the license agreement. Type y and press Enter.
5. Press Enter.
6. If you have only one network interface, press Enter to accept the default network

interface name and continue.

If you have multiple network interfaces, enter the interface name that you wish to use
as default, and then press Enter.

The interface names and IP addresses depend on the computer in which
the software is installed and may be different from the example shown.

7. Press Enter.

8. Press Enter.

BEFORE YOU BEGIN

Download Software Packages

Download the latest software package to perform the install.

System Requirements

Verify that the computer in which you wish to install the
software satisfies the System Requirements.

Please select a setup task you want to perform from the
list below:

Advance options provide extra setup features such as
creating custom package, recording/replaying user
selections and installing External Data Connector
software.

1) Install data protection agents on this computer
2) Advance options

3) Exit this menu

[1]

Your choice:

Network interfaces with the following IPs have been found
available on your system. One of these interfaces should
be associated with the client being installed. It will
also be used by the CommServe to initiate connections to
the client. Note that you will be able to additionally
customize Datapipe Interface Pairs used for the backup

data traffic later in the Calypso Java GUI.

Please select the correct network interface below.
1) mcstone.mycompany.com (172.16.60.176)

2) cvmcstn2.local (fe80::21le:52ff:fe85:56b4)

Interface number: [1]
Client Host Name

Please verify the client interface name below. Make it as
complete (with fully qualified domain name) as possible.

Client Host Name: [mcstone.mycompany.com]

Client Name

Please specify the client name for this machine.
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9. Type the number associated with the Unix File System iDataAgent and press
Enter.

10. A confirmation screen will mark your choice with an "X".

Type d for Done, and press Enter.

11. Type Yes to install Backup Monitor utility which allows you to view the backup job
summary of your client computer. See Monitor - Laptop User for more information.

Otherwise, accept no, press Enter.

12, Press Enter.

13. Type the appropriate number to install the latest software scripts and press Enter.

e Select Download from the software provider website to download
the latest software scripts. Make sure you have internet access.

o Select Use the one in the installation media to install the software
scripts from the package or share from which the installation is
currently being performed.

e Select Use the copy I already have by entering its unix path, to
specify the path if you have the software script in an alternate
location.

14.
Press Enter to accept the default path.

e If you want to specify a different path, type the path and then press Enter.

e If you want to install the software binaries to an NFS shared drive, specify the
directory on which you have mounted the NFS file system and then press Enter.

In order to make sure that the client computer has read/write access to NFS

shared drive, review the steps described in Installing Software Binaries to an NFS
Shared Drive.

Do not use the following characters when specifying the path:
1@#$%N&*():/?\

15. Press Enter to accept the default location.
e Enter a path to modify the default location and press Enter.

e All the modules installed on the computer will store the log files in this
directory.

16. Press Enter.

It does not have to be the network host name: you can
enter any word here without spaces. The only requirement
is that it must be unique on the CommServe.

Client Name: [mcstone]

Install Calypso on physical machine mcstone

Please select the Calypso module(s) that you would like to
install.

[ ] 1) UNIX File System iDataAgent [1101] [CVGxIDA]
[ ] 2) ProxyHost iDataAgent [1102] [CVGxProxyIDA]

[13
[ ] 4) Resource Pack [1130] [CVGxRP]

[15

CommCell Console [1118] [CVGxGUI]

CommNet Browser [1134] [CVGxQGUI]

[a=all n=none r=reverse g=quit d=done >=next <=previous ?
=help] Enter number (s)/one of "a,n,r,q,d,>,<,?" here:1l

Install Calypso on physical machine mcstone

Please select the Calypso module(s) that you would like to
install.

[X] 1) UNIX File System iDataAgent [1101] [CVGxIDA]
[ ] 2) ProxyHost iDataAgent [1102] [CVGxProxyIDA]

[13
[ ] 4) Resource Pack [1130] [CVGxRP]
[15

[a=all n=none r=reverse g=quit d=done >=next <=previous ?
=help] Enter number (s)/one of "a,n,r,q,d,>,<,?" here:1l

CommCell Console [1118] [CVGxGUI]

CommNet Browser [1134] [CVGxQGUI]

Config for Laptop or Desktop Backups

Do you want to configure the iDataAgent for laptop or
desktop backups? [no]

Do you want to use the agents for restore only without

consuming licenses? [no]

Installation Scripts Pack provides extra functions and
latest support and fix performed during setup time. Please

specify how you want to get this pack.
If you choose to download it from the website now, please
make sure you have internet connectivity at this time.

This process may take some time depending on the internet
connectivity.

1) Download from the software provider website.
2) Use the one in the installation media

3) Use the copy I already have by entering its unix path
Your choice: [1] 2

Please specify where you want us to install Calypso
binaries.

It must be a local directory and there should be at least
176MB of free space available. All files will be installed
in a "calypso" subdirectory, so if you enter "/opt", the
files will actually be placed into "/opt/calypso".

Installation Directory: [/opt]

Please specify where you want to keep Calypso log files.

It must be a local directory and there should be at least
100MB of free space available. All log files will be
created in a "calypso/Log Files" subdirectory, so if you
enter "/var/log", the logs will actually be placed into
"/var/log/calypso/Log Files".

Log Directory: [/var/log]

Most of Software processes run with root privileges, but
some are launched by databases and inherit database access
rights. To make sure that registry and log files can be
written to by both kinds of processes we can either make
such files world-writeable or we can grant write access
only to processes belonging to a particular group, e.g. a

"calypso" or a "dba" group.
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17. Type the Group name and press Enter.

Press Enter again.

18. Type d for done with the selection and press Enter.

This screen is displayed if you do not assign any group to the software
and type no in step 16.

19. Press Enter to accept the default value for Number of Streams.

You can type the Number of Streams that you plan to run at the same
time and then press Enter.

20. Press Enter if you do not want to apply the changes now.

e If you want to apply the changes now, type Yes and then press Enter.

21. Press Enter.

You will see this prompt if you have accepted the default no and pressed Enter in the
above step.

22, Press Enter.

You will see this message if you have accepted the default answer and pressed Enter
in step 20.

We highly recommend now that you create a new user group
and enter its name in the next setup screen. If you choose
not to assign a dedicated group to Software processes, you
will need to specify the access permissions later.

If you're planning to backup Oracle DB you should use
"dba" group.

Would you like to assign a specific group to Software?
[yes]

Please enter the name of the group which will be assigned
to all Software files and on behalf of which all Software

processes will run.

In most of the cases it's a good idea to create a
dedicated "calypso" group. However, if you're planning to
use Oracle iDataAgent or SAP Agent, you should enter
Oracle's "dba" group here.

Group name: skyl
REMINDER

If you are planning to install Calypso Informix, DB2,
PostgreSQL, Sybase or Lotus Notes iDataAgent, please make
sure to include Informix, DB2, etc. users into group
"skyl".

Press <ENTER> to continue

Access Permissions for Other Users

Installer will assign full access rights to root user and
its belonging group for all installed Calypso files and
its processes.

For any other users, you can specify the access
permissions now. However, since you chose not to assign a
dedicated group in previous step, make sure you specify
sufficient access rights for other users if you are also
planning to install Calypso agents involving third party
software protection.

[X] 1) Allow read permission to other users
[X] 2) Allow write permission to other users
[X] 3) Allow execute permission to other users

[a=all n=none r=reverse g=quit d=done >=next <=previous ?
=help] Enter number (s)/one of "a,n,r,q,d,>,<,?" here: d

Number of Streams

IMPORTANT : Please read install document "Configure Kernel
Parameters - Unix/Macintosh" from "Books Online" before
you start configuring kernel parameters. Please enter the
total number of streams that you plan to run at the same
time. We need to make sure that you have enough semaphores
and shared memory segments configured in /etc/system.

Number of streams [10]

Modify System Configuration File

We now need to modify the /etc/sysctl.conf configuration
file on this computer. It is done to make sure that there
will be enough shared memory and semaphores available for
Calypso programs.

Please review the changes below, and answer "yes", if you
want us to apply them to /etc/sysctl.conf file. Otherwise
the installation will proceed, the changes will saved to
some other file, and you will have to apply them manually.
kern.sysv.shmmax=2147479552 (unchanged)
kern.sysv.shmall=524287 (unchanged)

kern.sysv.shmmin=1 (unchanged)

kern.sysv.shmmni=1312 (was:672)

kern.sysv.shmseg=1288 (was:648

kern.sysv.semmns=88661 (was:88021)

kern.sysv.semmni=87381 (unchanged)

kern.sysv.semms1=88661 (was:88021)

Do you want us to apply these changes now? [no]

Changes saved into /etc/sysctl.gal.tmp.1744

Press <ENTER> to continue.

Although a ’'no’ answer can be selected to this question
during install, the user should make sure the min
requirements (below) for shared memory are met, otherwise
the backups may fail (the message in logs is ’could not

start the pipeline’).

set shmsys:shminfo shmmax=4199304
set shmsys:shminfo shmmin=1

set semsys:shminfo shmmni=640

set semsys:shminfo shmseg=640

set semsys:seminfo_ semmns=640
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set semsys:seminfo_ semmni=640
set semsys:seminfo_semmsl1=640
set maxusers=256

Press <ENTER> to continue.

23. Type a network TCP port number for the Communications Service (CVD) and press Every instance of Calypso should use a unique set of
Enter network ports to avoid interfering with other instances

running on the same machine.
Type a network TCP port number for the Client Event Manager Service (EvMgrC) and

The port numbers selected must be from the reserved port
press Enter.

number range and have not been registered by another
application on this machine.

Please enter the port numbers.
Port Number for CVD : [8400]

Port Number for EvMgrC: [8402]

24. If you do not wish to configure the firewall services, press Enter. Is there a firewall between this client and the CommServe?
[no]

If this computer is separated from the CommServe by firewall(s), type
Yes and then press Enter.

For firewall options and configuration instructions, see Firewall
Configuration and continue with the installation.

25, Type the fully qualified CommServe host name and press Enter. Please specify hostname of the CommServe below. Make sure
the hostname is fully qualified, resolvable by the name
Ensure that the CommServe is accessible before typing the name; services configured on this machine.
otherwise the installation will fail. CommServe Host Name: mycommserve.company.com
26. Press Enter. Commcell Level Global Filters are set through Calypso

GUI's Control Panel in order to filter out certain

directories or files from backup Commcell-widely. If you
turn on the Global filters, they will be effective to the
default subclient. There are three options you can choose

to set the filters.

1) Use Cell level policy

2) Always use Global filters
3) Do not use Global filters

Please select how to set the Global Filters for the
default subclient? [1]

27. Type the appropriate number to select the Client Group and press Enter. Selecting Client Computer Groups

. . . . . " Client Group(s) is currently configured on CommServe
This screen will be displayed only if Client Groups are configured for the mycommserve .company.com. Please choose the group(s) that
CommCell. you want to add this client myclient.company.com to.

[ ] 1) Client Grpl

[a=all n=none r=reverse g=quit d=done >=next <=previous ?
=help]

Enter number (s)/one of "a,n,r,q,d,>,<,?" here: 1

28. Type d for Done, and press Enter. Selecting Client Computer Groups

Client Group(s) is currently configured on CommServe
mycommserve.company.com. Please choose the group(s) that
you want to add this client myclient.company.com to.

[X] 1) Client Grpl

[a=all n=none r=reverse g=quit d=done >=next <=previous ?
=help]

Enter number (s)/one of "a,n,r,q,d,>,<,?" here: d

29, Enter the number associated with the storage policy you want to use and press Please select one storage policy for this IDA from the
Enter. list below:

1) SP_StandAloneLibrary2 2
2) SP_Library3_3
3) SP_MagLibrary4 4

Storage Policy: [1]

30. If you have not created a storage policy, this message will be displayed. There seem to be no Storage Policies configured on the
CommServe. Before you can run any backups of this IDA, you
You may not be prompted for user input. will need to install a MediaAgent, create a Storage Policy

and assign it to all subclients..

You can create the Storage Policy later in step 32.
Adjusting modes and permissions of files

Successfully installed Calypso

31. Type 3 and press Enter. Certain Calypso packages can be associated with a virtual
IP, or in other words, installed on a "virtual machine"
belonging to some cluster. At any given time the virtual
machine's services and IP address are active on only one
of the cluster's servers. The virtual machine can "fail-
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CHOICE

If you already selected a storage policy in step 29, proceed to the Configuration
section.

If you do not have Storage Policy created, follow the procedure given below.

32.

1. From the CommCell Browser, navigate to Policies.

2. Right-click the Storage Policies and then click New Storage Policy.

3. Follow the prompts displayed in the Storage Policy Wizard. The required options
are mentioned below:

o

o

Select the Storage Policy type as Data Protection and Archiving and click
Next.

Enter the name in the Storage Policy Name box and click Next.
From the Library list, click the name of a disk library to which the primary
copy should be associated and then click Next.

Ensure that you select a library attached to a MediaAgent operating in the
current release.

From the MediaAgent list, click the name of a MediaAgent that will be used
to create the primary copy and then click Next.

For the device streams and the retention criteria information, click Next to
accept default values.

Select Yes to enable deduplication for the primary copy.
From the MediaAgent list, click the name of the MediaAgent that will be used
to store the Deduplication store.

Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

Review the details and click Finish to create the Storage Policy.

METHOD 2: INSTALL SOFTWARE FROM COMMCELL CONSOLE

For sudo users, Service Pack 4B (or higher) must be available in the CommServe cache before performing the install.

Software for step-by-step instruction on downloading the latest software or updates.

1. From the CommCell Browser, select Tools menu, point to Add/Remove Software,
and then click Install Software.

2. Click Next.

over" from one server to another,

which includes stopping

services and deactivating IP address on the first server
and activating the IP address/services on the other

server.

Currently you have Calypso installed on physical node

angel.company.com.

Now you have a choice of either adding another package to
the existing installation or configure Calypso on a
virtual machine for use in a cluster.

1) Add another package to angel.company.com

2) Install Calypso on a virtual machine

3) Exit

Your choice: [3]

& storage Polies
& orrle > B ralces > s Storage Polces >

Tiee No.o e
Mo Tt o diplay

Pols
2 tiow Gobal DedupleatiorWgler
Subciert Assocators
3

Ko of Copes | Incremertal,

Create Storaga Policy Wizard

Create Storage Policy Wizard

“This wizard guldes you trough the creaton of

aStorage Polcy and s Primary Copy.

Prass Nedto coninue

Descrtin

A Comcellromser
5 agenis

B contert| @ sumary

care s

murphy - CommCell Consale

Summary

Browse & Recover.,
 Jb Controller
Scheduler. .,

Event Viewer

| Reports

Control Panel

Data Replcation Moritor

£ Commeell Browser

' Agents

@ murphy x 3ob Controller %
murphy >

&b & @
[T cient Clent

Computer  Computers
Groups

k.4 il

See Configure Download

Security

w

Install Updates

Remave Updates 3
Upgrade Software
Download Software

Copy Software

AddjRemove Software Configuration

et
freckor

murphy | admin
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Installer X

Instaif Wizard

This wizard guides you through the steps required to install software on computers.

Click Next to continue.

G e ;

3. Select Unix and Linux, and then click Next. Installer %)
Select the computer's operating system

© windows

Clmemed)

2

»

4. Select Manually Select Computers ,and then click Next. Installer &3
Seiect how 0 discover the computers for installiing the software

@ Fianuially select campliters
Software wil be installed only on the selected list of computers.

(O Automatically discover computers
Computers wil be discovered when the job runs.

=) »-

5. Enter the fully qualified domain name of the computer in which you wish to install. Installer 3

For example: apple.domain.company.com Enter the host names of the computers

Please enter the host names of the computers, one per lne

apple.domain.company.com| ) Import from File:
Click Next. Import From Active Directory
Select fram existing cients

The Unix File System iDataAgent will be installed on this client computer.

3

6. Click Next.
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Installer X
Select Software Cache

To use current: it or Client Group Software Cache settings, dick Next. To overide Software Cache settings check
Overtide Scftriars Cache and sslect the Softwars Cache to be used,

[] Override Software Cache

murphy domain . company.com

>
7. Type the User Name and Password of client computer who has administrator or

sudo privileges.
Click Next.

Enter Account Information

The specified account should have root level access and S5H login permission. IF you are instaling
multiple clients, the ser should have access to all clients.

e If a SUDO user has been created for root access then use visudo to

change /etc/sudoers, so that this user can SUDO into ssh without User Name: root
being prompted for the password. Change the /etc/sudoers by e
commenting the following lines. Fesmenx I

Confirm Password:

e For Sudo users with restricted privileges, in order to gain privilege to
install the software remotely, you need to have /bin/sh added to the
permission section in the sudoers file.

On SuSE Linux:

® Defaults targetpw # ask for the password of the target user
i.e. root

e
® ALL ALL=(ALL) ALL # WARNING! Only use this together with
'Defaults targetpw'!

On Red Hat Enterprise Linux/CentOS:

® Defaults requiretty

8. Select Unix File System /DataAgent. Instller ®

. Select Package(s) to Install
Click Next. elect Package Instal

=]
5 & Clnt Hoses
= ) Bacup SRecovry

= 5 i sytem
F 0 e 5ystem Datsagent
(0 FioSystem NP Restore Enaler
0 ProHost Datahgent
0 Inage Leve Datahgent
0 Novel OES il System Dakahoert
0 Novel OE5 Groupwise Dtafose Datadgent
(0 vl 083 Diecory Servces
0 Inage Level Proxyos Datadgert

= & oaaase
0 062 atahgent
0 st atahcent
0 postes Dstadgent
0 ocumentun Datsagent
0 sybose Datasgent
0 cvace Dataagent
0 530 for Orade
0 50 orvar0t

=0 austites
(0 Letus s Dtabase Datadgent
0 teus s Dcumert Dstaigent

Domino o Archiver Agent
= 3 SuppotingVeckes
Do
0 Serveess Dotaianoger

»
9. e Select Client Group from Available and click Add.
Enter Settings for Software
Do not add more than one Client Group. ——
e Select a Storage Policy from the drop-down list. Click Next. = Cllent Groups
Avalable: Selected:
Select the Configure for Laptop or Desktop Backup option to install e
Backup Monitor utility. This utility allows you to view the backup job Lostop o
summary from the client computer without opening the CommcCell
Console. See Monitor - Laptop User for more information.
Global Fiters Use Cel level policy b
] Configure For Laptop Backups
(® Storage Policy to use v
O subclent Policy to use.
»

10. Click Next.
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tallor 3]

Enter Additional instalf Options

= Installer Flags

stal Updates

[ Reboot (¢ requred)

K8 rowser Processos ( recured)

[ onre Runving Jobs

[ Stop Orac Services (F requred)

([ sk chents that ave aeadly part o the Commcel componert.
Advanced Options

(7] Delte Packages After Intal

[ sten oy an the network inteface used a5 hostname

01100 not oad WA drver into kernel ths tme.

amoer o sroams o3
(Toeon m))
BccesspemasaonsTor b wrs o

onore lenkHost e Confict
sl Ageks For Restors Ol
Optiona Settings
= J0b Result Directory
patn

cwpat S0l
Evmorcrot sroz)]
st Dvectary

‘Commserve Host Name

G G e

11. Select Immediate. Installer X

Click Next.

Flease Select When To Run The Job

Job Initiation

(%) Immediate

Run this job now

O Schedule

Corfigure Schedule Patter Configure

B 5ave Ais Soript Finish

12. Click Finish.

Summary

Select Type Of Installation: Unsz and Linuz 4
Select Type Of Client Discovery: Manualy select computers
Reuse Active Directory credentials: No

Client Authentication for Job

User Name: 2z

Password: ****

Install Flags

Install Updates: Yes

Reboot (if required): No

Kill Browser Processes (If required): No

Ignore Running Jobs: No

Stap Oracle Services (f required): No

Skip clients that are already part of the Comm(Cell component: No
Delete Packages After Install: Yes

Listen only on the network interface used as hostname: No
Do not load WA driver in to kernel this time: No

Number Of Streams: 0

Access permissions for other users: 0

Ignore Client/Host Name Conflict: Yes

Install Agents For Restore Only: No

Client Composition

Override Software Cache: No

Select Type Of Installation: Copy packages 1o remote machine
Components

Selected Components To Install: UNIX Fie System DataAgent

13. You can track the progress of the job from the Job Controller or Event Viewer -
WIndOW %%m—w thpe‘m: smv&mﬂwm Satus. :ﬂms-znm_ Delay Reason ?

[z i e

) et ver i o bty

ve
Foa
gt B | ossrpran A
ook e ]

wh s = o e o 5 e ] conhod sl

z b 45 o Dndws loysem Dstasgueontheclr gt oo,

a = e 110 2y wsh  ma el ogedon

ok s s ek s u|

s B ana]  ormatn, Hrer, Her, Gk, Hasia s st 20
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Getting Started Configuration - Macintosh File System
iDataAgent

CONFIGURATION

Once installed, follow the steps given below to assign a storage policy with the default subclient.

1. e From the CommCell Browser, navigate to Client Computers | <Client> | File
System | defaultBackupSet.

e Right-click the default subclient and then click Properties.

2. e Click the Storage Device tab.
e In the Storage Policy box, select a Storage Policy name.
e Click OK.

Click Mext > to continue.

If you do not have Storage Policy created, follow the step given below to create a
storage policy.

1. Click Create Storage Policy.

2. Follow the prompts displayed in the Storage Policy Wizard. The required options
are mentioned below:

o

o

Select the Storage Policy type as Data Protection and Archiving and click
Next.

Enter the name in the Storage Policy Name box and click Next.

From the Library list, click the name of a disk library to which the primary
copy should be associated and then click Next.

Ensure that you select a library attached to a MediaAgent operating in the
current release.

From the MediaAgent list, click the name of a MediaAgent that will be used
to create the primary copy and then click Next.

For the device streams and the retention criteria information, click Next to
accept default values.

Select Yes to enable deduplication for the primary copy.
From the MediaAgent list, click the name of the MediaAgent that will be used
to store the Deduplication store.

Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

Review the details and click Finish to create the Storage Policy.

commdocs
Client Computer Groups ) 4

« Previous

@ commdocs > g% Client Computer Groups = Y admin > |

Flle Systeri>
B s
= I3 Cient: Computers
% commdocs

B¢
[c § Storage Resources
1 Palcies

B

[:

5 Subclient Natne

=3 admiry
o B Backup

Browse Backup Data
List Media

Erase Data
Find

Backup Histary
Schedules

Delete

i Reports Operation Window
{# Content Director B Content | [
Praperties 6 |[———
/ i Job ContraTer
Job Contraller
| Flags| 30610 | Operation | client Com...|  Agent Type 1]
Subclient Properties of default B
General | Contert | Fikers | PrefPost Process | Security  Storage Device | Activity Contral |
iiata Starage Foiicy | Data Transfer Option | Deduplication |
Storage Policy:
[DiskLibrary1 tcommdacs)_(1) - Data Paths
Incremental Storage Poficy; Tiféy
Data Paths
Create Storage Policy
ok | cancel Help

G| Gonon | | oot o oty SseDesce | ey |

{055 55755 ] ot s o | D]

S ey

What will this storage policy be used for?.

Saga ey Ty

- G

I T e (e

Co ] oma | e

« Previous

Next »

Next »
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Getting Started Backup - Macintosh File System iDataAgent

« Previous

Maxt »

By default, the following file systems are automatically skipped during backups:

WHAT GETS BACKED UP WHAT DOES NOT GET BACKED UP
FILE SYSTEMS
Apple Filing Protocol (AFP) e nfs
Hierarchical File System (HFS) * nfs3
o nfs4
HFS+, Universal Disk Format (UDF)
o smbfs
MS-DOS e afp
Universal File System (UFS) e msdos
e webdav
o ftp
e synthfs
e ISO 9660
e udf
e cd
e lofs
o tmpfs
® proc
e ctfs
e autofs
FILE SYSTEM ELEMENTS
Raw device files
Symbolic links that are browsed or manually added to the data
contents
Files with names containing non-ASCII characters as long as
the appropriate locales are set

Files for which the file path or file name contains more than 1024 characters.

PERFORM A BACKUP
Once the storage policy is configured, you are ready to perform your first backup.

The following section provides step-by-step instructions for performing your first backup:

1. e From the CommCell Browser, navigate to Client Computers | <Client> | File
System | defaultBackupSet.
e Right-click the default subclient and click Backup.
2. e Click Full as backup type and then click Immediate.
e Click OK.
3. You can track the progress of the job from the Job Controller window of the

CommcCell console.

commdacs

Client Computer Groups )
& & admin
B doc_linux
=1HER

b 3 4

Bl sders
= {3 dient Computers
B commdocs
B doc_linux
B sarzka
© Security

g Starage Resources
Palicizs

il Reports
' Content Director

Backup Options for Subclient: default

Backup Options |
Select Backup Type
1
© rcremertal
© iferentia

£ Synthetic Full

[ Bun Ineremental Backin
¥ Before Synthetic Ful

€ fter synthetc Pl

# commdocs > g% Client Computer Groups > I3 admin >

5

Sublient flame
B8 default

Backup
Browse Backup Data

List Media
Erase Data
Find

Backup History
Schedules

Delete

[E Cortene | [ Operation Window
= Pi ti
roperties

Job Controller

| Flags | Job > | operation | cient Com..|

Agent Type 7 1

Job Iniiation

2

Run this job now
© Schedue

Ganfigure Schedule Pattern

Corfigure.

3 ([ o |) concel | achanced

[3 Sovess St | relp

5 30b Controller x
51 J0b ontoler
[Fiogs] 30 [

R

et}

et Com,..[_Ager Type /_Subclent | b Type | _phase
a D
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5.

Once the job is complete, view the job details from the Backup History. Right-click
the Subclient and select Backup History.

Click OK.

You can view the following details about the job by right-clicking the job:
e Items that failed during the job

e Items that succeeded during the job

e Details of the job

e Events of the job

e Log files of the job

e Media associated with the job

A Concat mouser B derautsadapset %

[; cunneiocs > 4B Clen: Conputer Goups > @ s > BF sbehelt > B8 e sysen > (Y defaukpacumset >

1 S e

DA e Syt
& ceftbadupset
=Bt svio

Backup History Filter for: default K
Backup Type
@ all O Rl () Differential
O Tneremental ) Synthetic Full
Jnb Status
® Al O Completed () Falled O Killed

[ Specify Time Range

Start Time End Time

[ oK ][ Cancel ][ Advanced ][ Help

[+ Job Controller X

30b Controler

[Flags| Job 1D | Operation | Client Computer | Agent Type /#| Subclent | lobType | Phase | StorageP...[ Medagent
Fui

357 Disaster Re ] Backup _ Commserv... commdocs i

51 Padup [sbhishekt i %s_

Cormit
Resume
m

Change Priorty

View Events

View Logs

Send Log Fles
Detai,

Multi-Job Contral
Resubrit Job.,
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Delete lert
Modfy Alert
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List Media

Ust Media and Size

([« Previous | Mext » |
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Getting Started Restore - Macintosh File System iDataAgent

| < Pravious |

As restoring your backup data is very crucial, it is recommended that you perform a restore operation immediately after your first full backup to understand the

process. The following section explains how to restore the etc folder to a new location.

1. e From the CommcCell Browser, navigate to Client Computers| <Client> | File
System | defaultBackupSet

e Right-click the default subclient and then click Browse Backup Data.

2. Click OK.

Expand the defaultBackupSet and navigate to etc folder.
e Select the etc folder.
o Click Recover All Selected.

Clear the Overwrite Files and Restore to same folder options.
e Specify the destination path by clicking Browse button.

This will ensure that the existing files are not overwritten.

e Click OK.

5. e Click the Job Initiation tab.
e Select Immediate to run the job immediately.
e Click OK.

& CommCel Browser I3
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6. You can monitor the progress of the restore job in the Job Controller window of the
CommcCell Console.

7. Once the restore job has completed, right-click the defaultBackupSet , point to
View and then click Restore History.

8. Click OK.

9. You can view the following details about the job by right-clicking the job:
e View Restore Items
You can view them as Successful, Failed, Skipped or All.
e View Job Details
e View Events of the restore job.
e View Log files of the restore job

10. Once the File System is restored, verify that the restored files/folders are available in
the restore destination provided during step 4.

__Restore Options for All Selected ltems

| General | Job Initiation |

Job Tnitiation

(%) Immediate

Run this job now

() Schedule

Configure Schedule Pattern Configure

I gOK H Cancel ” Advanced ][ @SaveAsScript ][ Help l

T

57 3o contrlier

Flags| 30 10 | Conncel | Operaton | Cent Con...|_Agent Type | _Subclent | 3o Type | _Phise | Stoage ... | Medstomt | _Status | _progress

5'/.

2L Conmel Browser 2 o defaultbackupset x
& & doonto1 > @ Cient Computers > B2 SUN > iD8 Fie System > g defauitBacupset >
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53 dlent Conputers Subclent Nane Storage Polcy
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08 Fie System
1
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® gsmraqekzsuumes Propetties 3 -l.emueHlstmy |
@ polces Schedules
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4 Content Drector

| B content| B Summary

153 306 Contrter

5 30b Controer
Fl. JbID Operaton CientCo.. AgentType Subclent + + JobType  Phase
s mdp SN SoarisFieSystem default Ful san

Restore History Filter for: defaultBackupSet

Destination Client Computer:

[ Specify Time Rangs

Start Time: End Time

Job Type

Recovery/Retrieve Stub Recal

Job Status
@ al () Completed () Failed (O Killed
[ oK ] [ Cancel ] [ Advanced ] [ Help
| crmsscipset % RestoreJob Hitory ofde-. ¢ irm
soa

=
0 saredte  endTme No.of s _Destrton Cient_UsrNare_Gror o Desrpn P
-
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tl records found: 2

[parc02] # 1ls /.metacity

etc

CONGRATULATIONS - YOU HAVE SUCCESSFULLY COMPLETED YOUR FIRST BACKUP AND RESTORE.
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If you want to further explore this Agent's features read the Advanced sections of this documentation.

« Previous

Page 33 0of 103



User Guide - Macintosh File System iDataAgent

Advanced Configuration - Macintosh File System iDataAgent

TABLE OF CONTENTS

Understanding the CommcCell Console

Configuring User Defined Backup Sets
Creating a Backup Set for On Demand Backups

Configuring User Defined Subclients
Creating a Subclient to Backup Specific Files
Creating a Subclient to Backup Symbolic Links
Creating a Subclient to Backup Raw Devices

Configuring Backups for NFS-Mounted File Systems
Configuring the Locale for Non-ASCII Characters

Configuring Backups for Automatically Skipped File Systems
Enabling Backups for Skipped File Systems
Adding the Skipped File System to Subclient Content

Configuring Filters for Backups
Filtering Files from a Backup
Configuring Exclusions to Filters
Deleting a Filter

Configuring the Kernel Parameters
Configuring Multi-Streaming for Backups

Configuring the Index for Backups
Creating a New Index on a Full Backup
Converting to a Full Backup on Indexing Failures

Configuring Incremental/Differential Backups using Ctime and Mtime

Configuring Pre/Post Processing for Backups
Setting Up Pre/Post Processes
Setting Up Post Processes To Run During Failures

Configuring Sparse Files for Restores
Modifying an Agent, Backup Set or Subclient
Deleting an Agent, Backup Set or Subclient

UNDERSTANDING THE COMMCELL CONSOLE

. . . .':g CommCell Browser a2 e j’ defaultBackupSet <
The File System iDataAgent uses the following entities to manage backup and restore

\ IT& fard @ ford > I Client Computer:
operations from the CommcCell Console. B ot —_—

t Client Computer Groups
-3 Client Computers (' = default
-
Bz
-ls docink01
=B docunix

Subclient

A logical entity that uniquely defines a unit of data on a client computer.
Backup Set
A group of subclients which includes all the data backed up by the iDataAgent.

€y Security

-84 Storage Resources
E-03 Palicies

- |Il| Reports

-4 @ Content Director

CONFIGURING USER DEFINED BACKUP SETS

YoYou can create user defined backup sets to group a set of selected data that you need to backup. A user-defined backup set will contain its own default
subclient.

CREATING A BACKUP SET FOR ON DEMAND BACKUPS

On Demand backups allow content to be specified as an external input at the time of initiating a backup. Whereas traditional backups are performed using
subclients, which contain fixed content configured prior to performing the operation, On Demand backups allow you to specify content each time you perform a
backup.

Content for On Demand backups is defined through two entities:
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e a Content File, which is a text file that defines the location of the data that you want to protect. Each Content File contains the fully qualified paths from the
root directory to files, links, and devices to be backed up.

e a Directive File, which is a text file that defines where each Content File is located. The Directive File contains the fully qualified paths from the root
directory to one or more Content Files. Only one Directive File is needed for a single On Demand backup.

Once these entities are defined, an On Demand Backup Set is then created. Backups run from this Backup Set will provide the facility to select the Content and
Directive Files to be included.

FORMATTING CONTENT AND DIRECTIVE FILES

Content File entries should be in the following format with no filters, wildcards, or regular expressions included:
\\clientl\shares\ondemand content\testl.txt

/usr/datafile

/usr/textfile

/etc/docfile

Similarly, Directive File entries should be in the following format with no filters, wildcards, regular expressions, or blank lines:

/usr/ContentFilel

CONFIGURING ON DEMAND BACKUP SETS

Create one or more Content Files defining the content to be backed up. Create new On Demand Backup Set E|
1. From the CommcCell Browser, navigate to Client Computers | <Client>. ) .
Client Computer: doclocalvm
2. Right-click the File System, point to All Tasks and then click New On Demand Datafgent: Bl Sysiem

Backup Set.
Mew Backup Set Mame:
3. In the New Backup Set Name box, type a name (up to 32 characters).

4. Click OK. Storage Policy: SP1 w
Create a Directive File defining the locations of each Content File.

Once an On Demand Backup Set has been created, it cannot
be changed into a traditional backup set. ok ] [ @anE ] ’ Help

ADDING FILES AND FOLDERS WITH UNICODE CHARACTERS TO CONTENT FILES

If the path or the filename contains Unicode characters, the Content File must be converted to a format that can be used by the data protection operation. The
Unicode Conversion utility must be used to convert the Content File to a format that can be provided as input.

1. Using a text editor, create a file that contains a list of files/folders with Unicode characters. Make sure to save the file as a Unicode text file.
2. From the Command Line, navigate to the <software install folder>/base folder and type the following:
cvconvertunicode <source file> <destination file>
Where:
<source file> is the full path and name of the file created in Step 1.
<destination file> is the full path and name of the destination file. The file will automatically be created by the utility.
3. Use the destination file as the content file to perform an On-Demand backup.
PREVENTING DUPLICATE BACKUPS OF FILES
On-Demand Backups explicitly backs up the files listed in the Content File. If the Content file has two entries for the file, the file can be backed up twice.
For example, consider a Content File that lists the following entries:
/usr/
/usr/textfile

In this scenario, a backup operation will back up the contents of all data residing in the textfile folder twice as the Content File already has the entry for the
parent folder to be backed up.

It is recommended that Content Files do not include such duplicate entries. If you are not able to avoid duplicate entries, use the following steps to prevent the
duplication of data.

CONFIGURING CONTENT FILE TO EXCLUDE DUPLICATE ENTRIES

1. From the CommCell Browser, navigate to Client Computers.

Gereral | Verson | Sscurty | actwity Control | Grouns | Firewall Confiauration | Jab Configuration
Encryption || Advanced Content Indexing Registry Key Settings Client Side Deduplication

|- I awtion Tre: Valin Friahlert =l
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2. Right-click the <Client> in which you want to add the registry key, and then click
Properties.

Click the Registry Key Settings tab.

Click Add.

In the Name field, type OnDemand AutoExpandDir.
In the Location list, type FileSystemAgent.

In the Type list, select value.

In the Value field, type 0.

W ©® N Ot AW

Click OK.

CONFIGURING USER DEFINED SUBCLIENTS

You can create user-defined subclients to protect specific portions of the client data. For example, you may need to frequently backup a specific directory or a
set of directories. You can create a subclient for such directories and schedule frequent backups for that subclient.
By default, the content of the Default Subclient contains the entire file system.

When you create a user-defined Subclient, the contents of the user-defined Subclient will be excluded from the
Default Subclient.

CREATING A SUBCLIENT TO BACKUP SPECIFIC FILES

You can create a user-defined subclient to manage and backup specific data files.

1. From the CommcCell Browser, navigate to Client Computers | <Client> | File
System | Backup Set.

Right-click the Backup Set, point to All Tasks and then click New Subclient.

In the Subclient Name box, type a name. oo

HHU LU

Click the Storage Device tab.

In the Storage Policy list, click a storage policy name.

Click the Content tab.

Click Browse.

® N o 0k W N

Select the directory or file to be backed up and click Add.

Repeat this step to include all the files and directories to be backed up.
9. Click Close.

10. Click OK.

CREATING A SUBCLIENT TO BACKUP SYMBOLIC LINKS

A symbolic link is a file that points to another file. By default, the symbolic link file will be included in the subclient content. However, use the following
procedure to expand and backup the path in the symbolic link.

1. From the CommcCell Browser, navigate to Client Computers | <Client> | File
System.

Right-click the Backup Set, point to All Tasks and then click New Subclient.
In the Subclient Name box, type a name.

Click the Storage Device tab.

In the Storage Policy list, click a storage policy name.

Click the Content tab.

N o ok, w N

Select the Expand symbolic links of subclient content check box and then click
Discover.

The data paths to which the symbolic links in the data contents are pointing will be
displayed in contents of subclient.
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8.

Click OK.

ENABLING BACKUP OF SYMBOLIC LINK CONTENTS ON A SUBCLIENT

Use the following steps to follow the symbolic links under a subclient and include the content pointed by these links for backup:

v AW N

From the CommCell Browser, navigate to Client Computers | <Client> | File
System | Backup Set.

Right-click the <Subclient> and then click Properties.

Click the Content tab.

Click Browse.

Select the directory or file to be backed up and click Add.

Repeat this step to include all the files and directories to be backed up.
Click Close.

Select the Expand symbolic links of subclient content check box and then click
Discover.

The data paths to which the symbolic links in the data contents are pointing will be
displayed in contents of subclient.

Click OK.

ENABLING BACKUP OF SYMBOLIC LINK CONTENTS ON ALL SUBCLIENTS

Use the following procedure to follow the symbolic links under all the subclients and include the content pointed by these links for backup:

© N o v AW N

From the CommCell Console, navigate to Client Computers.
Right-click the <Client> and click Properties.

Click the Registry Key Settings tab.

Click Add.

In the Name field, type nBackupSymLinkDatal.

In the Location field, type FileSystemAgent.

In the Type list, select VALUE.

In the Value field, type 'y' or "Y' to enable expanding symbolic links for all the
subclients and backup the contents.

Click OK.

Duplicate links and certain kinds of circular links
(e.g., /a/b/c/d -> /a/b) are excluded from the subclient
content automatically.

Subclient Properties of default
Storage Dewice | Activky Contral | 1-Touch Recovery
General Content | Fiers | PrefPost Process Security
Contents of subclient:
Jhomefuser Delete
Browse
Add Paths
[™ Enable Apple Double Support
@ e semtbale (s sdid [DntErD i 1
oK Cancel Heln
Subclient Properties of default [ =]

Storage Dewice | Activity Control
General Content | Fiters |

Cantents of subclient:

PrejFost Process

J/homefuser

[~ Enabls Agple Double Support

@ B sttt o Ao canterD

Delete:
Browse
add Paths

1-Touch Recovery

Security

Cancel

Help
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Client Computer Properties for sbhishekt [x]
General | Version | Security | ctivity Cortrol | Groups | Firewall Configuration | etwork Throtting
Policies Job Configuration | Encryption | Advanced | Content Indexing Registry Key Settings
Hame | Location | Type | value | Enabled |

Add Registry Key on Unix Client. sbhishekt <]

Mame  [oBackupSymLinkDatal

Location | Fissystemagent =l

Tee valle &3 |

vaee [y

Cancel Help

]

e | oo
Ok Cancel Help

CREATING A SUBCLIENT TO BACKUP RAW DEVICES

You can create subclients to backup block and character raw devices. You can include raw device files referenced by one or more symbolic links in the subclient
content. The following should be noted:

o Use character device files instead of block device files for achieving better backup and restore performance.
o Raw devices are backed up using Full Backups.
o Raw device backups are not restartable. Hence, it is recommended to run these backups under high priority.

e Number of bytes backed up is always displayed as 0 on the CommCell Console even for a successful backup. However, the correct number of backed-up
bytes is displayed in the Job History.

1. From the CommCell Browser, navigate to Client Computers | <Client> | File
System.

Cor
[idevirhdiekas

Right-click the Backup Set, point to All Tasks and then click New Subclient.
Ca D

In the Subclient Name box, type a name.

Click the Storage Device tab.

In the Storage Policy list, click a storage policy name.

I Enable Apple Double Support

Click the Content tab. e A e

Click Add Paths.

Enter mutiple paths with new ine as a separator

[fdevibdskss

Type the raw device path (e.g., /dev/rhdisk34).

W P N U A WN

Click OK.

—
©

Click OK to close the Subclient Properties dialog box. I et haracters o e xoressons o widards
= ==

o« | ol | _bob

CONFIGURING BACKUPS FOR NFS-MOUNTED FILE SYSTEMS

By default, NFS mounted file systems are not included in the default subclient. You can include NFS mounted file systems to an existing subclient using the
following steps:

1. From the CommcCell Browser, navigate to Client Computers | <Client> | File
System | BackupSet.

Right-click the <Subclient> in the right pane, and then click Properties.
Click the Content tab.

Click Browse.

Select the NFS mount point to be included in the backup.

o M w N

Click Add.
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[ subclients [
7. Click Close. SorageDevs_ |t Contl Hmmmw%
General Content. Filters. PrejPost Process Security ﬁ
. o (%]
8. Click OK. ot o cion d
Tere oot 8
Dertle ol Dol siort
ClExpaesynbot s ofsbcen ot
sttt crtort ks s el

CONFIGURING THE LOCALE FOR NON-ASCII CHARACTERS

To backup and restore files containing non-ASCII (international) characters appropriate locale has to be configured in the server. Once configured, these
settings enable you to:

o Back up files with names containing non-ASCII characters.

o Restore file names containing non-ASCII characters without distortion.

e Properly display files with non-ASCII characters when browsing subclient content or backup data

The following steps use the example of KOI-8R character encoding scheme to store the files with Russian names.

1. Logon to the client as root and stop the Services. Calypso stop
2. Run the locale command (with no options) to determine which locale is currently set Example:
on the server. A sample output is shown in the example. LANG=en_US.1s0885915

LC_CTYPE="en US.iso0885915"
LC_NUMERIC="en US.is0885915"
LC_TIME="en_ US.is0885915"
LC_COLLATE="en_US.is0885915"
LC_MONETARY="en US.iso885915"
LC_MESSAGES="en_US.is0885915"
LC_ALL=

This output shows that the en US.is0885915 locale for the
LANG environment variable is currently set.

3. Use the Lc_cTYPE environment variable to set the desired locale. Example:
LC_CTYPE=ru.koi8-r

4. Export the locale. export LC_CTYPE

Run the locale command. A sample output is shown in the example. Example:
LANG= en_US.is0885915
LC CTYPE="ru.koi8-r"
LC_NUMERIC="ru.koi8-r"
LC_TIME="ru.koi8-r"
LC_COLLATE="ru.koi8-r"
LC_MONETARY="ru.koi8-r"
LC_MESSAGES="ru.koi8-r"

LC_ALL=
6. Start the Services Calypso start

A properly configured system will have the correct locale set in one of the operating system startup scripts (e.g., /etc/profile). In case you do not want to
change the locale for the entire system, you may make the changes to the Calypso startup scripts by editing the /opt/calypso/galaxy vm file

Example:
LC_CTYPE=ru.koi8-r
export LC CTYPE

To update the CRC consistency checking, include the following command as root from the Base directory:

/updatecrc32 galaxy/Base/Galaxy

Restart the server to allow the iDataAgent to start with the correct locale settings.

CONFIGURING BACKUPS FOR AUTOMATICALLY SKIPPED FILE SYSTEMS

By default, the following file systems are automatically skipped during backups:

o nfs
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o nfs3

e nfs4

e smbfs
e afp

e msdos
e webdav
o ftp

e synthfs
e ISO 9660
e udf

e cd

e lofs

o tmpfs
e proc

e ctfs

e autofs

However, you can include them in the backups using one of the following methods:

ENABLING BACKUPS FOR SKIPPED FILE SYSTEMS

By default, the default subclient includes all the data in the client. However, the above mentioned file systems are not included in the backups. Use the
following procedure to include the skipped file systems in the default subclient.

|

General | Version || Securty | Activity Control | Groups | Firewall Confiouration | Policies | Job Configuration
Encryption | Advanced Content Indexing Registry Key Settings Client Side Deduplication

From the CommCell Browser, navigate to Client Computers.

Right-click the <Client>, and then click Properties.

Name Location Type Walue Enabled =
-

Click the Registry Key Settings tab.
Click Add.
In the Name box, type ignoreFStype.

In the Location list, type FileSystemAgent.

Add Registry Key on Unix Client SUN

In the Type list, select value. Mame  [ignoreFstype

Location -
In the Value box, type ::. FilesystemAgent

Type VALUE v

Click OK. value

W P N O U A WL

‘ADDING THE SKIPPED FILE SYSTEM TO SUBCLIENT CONTENT

1. From the CommCell Browser, navigate to Client Computers | <Client> | File
System.

Right-click the Backup Set, point to All Tasks, and then click New Subclient.
In the Subclient Name box, type a name.

Click the Storage Device tab.

In the Storage Policy list, select a Storage Policy name.

Click the Content tab.

Click Browse.

Select the skipped file system data to be backed up and click Add.

Click Close.

W P N O U R WN
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10. Click OK. Sasotoin—|_aanvepa oo
‘Contents of subcient* .
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CONFIGURING FILTERS FOR BACKUPS

You can set filters to prevent specific data from being backed up. Typically, you can use filters to exclude certain system-related files and database application
files which consistently fail during a backup operation.

FILTERING FILES FROM A BACKUP

Subclient-level backup filters are available for the File System iDataAgent to exclude specified directories and files from being backed up. Follow the steps given
below to configure filters on a subclient:

1. From the CommCell Browser, navigate to Client Computers | <Client> | File Storogeoegce |y Col L ash vy
System | Backup Set i e L T | P prre—
y p ' Include Giobal Fiters | OFF o Sw.q' b2 Desxrbton
2. Right-click the Subclient in the right pane and then click Properties. e thse efolspatos
H H (SETT A Jame: Size
3. Click the Filters tab. G |[[7 5 e o
S 11Tt e s
4. Under Exclude these files/folders/patterns, click Browse. | Eecha [ oas
5. Click the file, folder, or directory that you want to exclude from backup operations fé;ggggﬂ;m e
and click Add. Fe=giin s
® () macromedia =
8 et
6. Optionally, click Add under Exclude these files/folders/patterns and type the ot o s et i%m\i e e
path to files and folders that you want to exclude. You can also enter patterns of files HE - ) ]
or folders using wild cards. s ) (58 s & SR
5 st I
You cannot enter Escape sequence to specify the path or file name. ;é;;w s
[t i
Click Close. facp o
#-() cachedc ¥ |.mysql_history 2988
Click OK. ] [

CONFIGURING EXCLUSIONS TO FILTERS

Once you set the filters, you can also provide exceptions for the filters. The files or folders added to the exception list will be included in the backup operations.
For example, if you want to exclude from your back up operation all the files in the /Ops directory except the Maintenance file. You can add a subclient filter to
exclude the /Ops directory from being backed up and also provide an exception to allow the Maintenance file to be backed up.

1. From the CommcCell Browser, navigate to Client Computers | <Client> | File St | s > ooy qs,m,m_ww
ot o rapt o

System | Backup set. = = =

Inchde GiobalFiters [OFF v

Right-click the <Subclient> in the right pane and click Properties. R ———

=

Click the Filters tab.

Under Except for these files/folders/patterns, click Browse.

oA WN

Click the file, folder, or directory that you want to include in the backups and then
click Add.

) devices
- Douuments
) dunpcs1 s

o

Click Close. et forthse st
7. Click OK.

DELETING A FILTER

You can remove a filter by deleting it from the exclusion list.
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1. From the CommCell Browser, navigate to Client Computers | <Client> | File
System | Backup set.

1-Tauch Recavery

Activity Cantral
Filters ecurity.

Content PrejPost Process

Include Global Fiters [Use Cell level policy .

2. Right-click the <Subclient> in the right pane, and then click Properties.

Exclude these filesifoldersfpatterns:

3. Click the Filters tab.

i .

4. Under Exclude these files/folders/patterns, select the filter that you want to
delete.

5. Click Delete.
6. Click OK.

Except for these Hies{roldersipatterns:

*Filters do not apply If Data Replicator is selected as snap snoine

CONFIGURING THE KERNEL PARAMETERS

The File System iDataAgent uses the operating system's kernel resources, such as shared memory, semaphores, etc., to perform backup and restore
operations. In order to run the backup and restore operations efficiently, you need to ensure that these kernel parameter settings are sufficient for the specific
environment.

By default, the kernel parameters are automatically set during the installation of the Macintosh File System iDataAgent . However, you can also modify the
parameters at a later point in time if needed.

The following table displays the recommended values for each kernel parameter. Note that the requirements specified for the resources needed by the
CommCell components do not take into consideration any additional resources needed by any other application. Therefore, systems that interact with an
application (e.g., Oracle) may require additional resources. These items should be (or should have been) administered by the appropriate application
administrator.

If "+" appears after the parameter name, this indicates that you can increment the value of the parameter based on the number of desired streams
by using the formula
parameter value = 64 * number of desired streams

as long as the "high-end" value of the range for the parameter is not exceeded.

PARAMETERS DESCRIPTION POSSIBLE RANGE OF VALUES
SEMMNTI* Defines the maximum number of semaphore sets in the entire |1 - 65535
system.
SEMMNS* Defines the maximum semaphores in the system. 1 - 2147483647 [MAXINT]
SEMMSL* Defines the minimum recommended semaphore value. 1 - 2147483647 [MAXINT]
SHMALL Defines the maximum total shared memory system-wide. shmmax/hw_pagesize
SHMMIN Defines the minimum allowable size of a single shared memory |1
segment
SHMMNTI* Defines the maximum number of shared memory segments in |1 - 2147483647 [MAXINT]
the entire system.
SHMMAX Defines the maximum allowable size of one shared memory 0 - 2147483648 [2 GB] (the high-end value is the recom
segment.
SHMSEG* Defines the maximum number of shared memory segments 0 - 32767
that one process can attach.
Use the following steps to modify the kernel parameters on Macintosh clients:
1. Log in to the client as root.
2 Ensure that no jobs are running on the client.
3. Navigate to the /etc directory.
4 Edit the required parameter in the sysctl.conf file. For example, set the value for Example:

semmni parameter to 55680

If the sysctl.conf file does not exist, edit the /etc/rc script instead (in this case,
the kernel parameter configurations are located under either the start BootCache
section or system Tuning section of the /etc/rc script).

Use the following formula to calculate the value for the parameters marked with * in

the above table:

parameter value =

64 * number of desired streams

as long as the high-end value of the range for the parameter is not exceeded.

kern.sysv.shmmni=12288
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5. Save the sysctl.conf file or the rc script.

6. Restart the computer to allow the changes to take effect.

CONFIGURING MULTI-STREAMING FOR BACKUPS

File System Multi-Streaming employs multiple data streams per subclient for data protection operations. This enables the subclient's contents to be distributed
to all the streams, transmitting them in parallel to the storage media. Hence a subclient whose data is secured using three data streams, utilizes more of the
available network resources, and can complete in as little as one third the time that the same data would require using a single stream. You can allocate a
maximum of 63 streams for a subclient.

Note that, you do not have to enable multi-streaming if you have multiple mount points pointing to the same physical drive. Do not use multiple streams if you
have added UNC paths to the subclient content.

Before enabling multi streaming, ensure that you can use multi-streaming when you restore the data and create an auxiliary copy.

Follow the steps given below to configure multi-streaming.

X

L-Touch Recovery
securiy

1. From the CommcCell Browser, navigate to Client Computers | <Client> | File
System | Backup Set.

Right-click the <Subclient> in the right pane and click Properties.
In the Number of Data Readers box type or select the number of data streams.
Select the Allow multiple data readers within a drive or mount point checkbox.

Click the Storage Device tab.

In the Storage Policy list, click a storage policy name.

N o o s w N

Click OK.

The number of streams configured in the Storage Policy
should be equal to, or greater than the specified Number of
Data Readers .

CONFIGURING THE INDEX FOR BACKUPS

CREATING A NEW INDEX ON A FULL BACKUP

This option accelerates Full or On Demand backups and is enabled by default. Subsequently, when you perform a browse and restore operation, the default
browse displays data up to the most recent full backup. To browse and restore older data you have to use the options to browse before or between specific
dates.

When disabled, Full or On Demand backups may be slower. However, the default browse displays all data in the entire retention period; not just one full backup
cycle.

Use the following steps to configure this option for all subclients. This option can also be set for the individual backups when initiating the job.

i x|
3. Click the Index tab. Gensral | version| Index | security | activy Cantrol
4. Select the Create new index on Full Backup check box. (©)Fr=at= newinde on ful backup

[[] Convert to full backup on indexing failures

5. Click OK.

CONVERTING TO A FULL BACKUP ON INDEXING FAILURE

Use this option to ensure that the backup does not fail if the index is irretrievable. When disabled, the backup will fail if the index is irretrievable.

3. Click the Index tab.

4. Select the Convert to full backup on indexing failures check box.
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B =

General | Version | Index | Security || activity Control

5. Click OK.

[ Create new index on Full backup

(&) Convert to Full backup on indexing failures

CONFIGURING INCREMENTAL/DIFFERENTIAL BACKUPS USING CTIME AND MTIME

Incremental and differential backups can be configured depending on the changed time. The changed time can include ctime (changes in the file properties) or
mtime (changes to the data in the file). You can use ctime to include the files with their properties changed since last backup/last full backup. Similarly, you
can use mtime to include the files with their data changed since last backup/last full backup.

The ctime and mtime will be applicable only for the volumes which are scanned by the Classic File Scan. When the Data Classification is used for scanning the
volumes, ctime and mtime will not be taken into account.

Follow the steps given below to configure an incremental backup using ctime and mtime options.

Subclient Properties of default 3]

1. From the CommcCell Browser, navigate to Client Computers | <Client> | File

Storage Device Activity Control 1-Touch Recovery
System | Backup Set. General Content Filters Pre{Post Process Security
. . - . . . - Client Mame: sumM
2. Right-click the <Subclient> in the right pane, and then click Properties. )
iDakafgent: File System
3. Under Incremental backups should use, select the change time (ctime or mtime). Elmpt e
Subclient narne: default
4. Click OK. mumber of Data Readers: 2|4

[ Allow multiple data readers within & drive or mount point.

Mote: This is a default subclient.

Incremental backup should use :

UNIX mkime

Description

ok ][ Cancel ][ Help

CONFIGURING PRE/POST PROCESSING FOR BACKUPS

SETTING UP PRE/POST PROCESSES

You can add and modify Pre/Post processes for a subclient. These are batch files or shell scripts that you can run before or after certain job phases. For
example, you can use an echo command to check the level of a backup. Similarly, you can include a case statement within a script to run specific operations
based on the level of the backup job.

A Save As Script file can also be run as a pre/post process, if you include the absolute path of the associated input file in the script file.

The first line of the script must execute a command that is designed to call in the pre/post program. Ensure that you have included the appropriate command in
the first line of the script.

The following is an example of a typical pre/post script:

#!/bin/bash base='basename $0' echo $0, 'date' > /extra/aah/RESULTS/Sbase.out exit 0

1. From the CommcCell Browser, navigate to Client Computers | <Client> | File
System | BackupSet.

2. Right-click the <Subclient> in the right pane, and then click Properties.
3. Click the Pre/Post Process tab.
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4. Depending on the process you want to set up, click the corresponding Browse EL B S [

b utton. Storage Device Activity Control — 1-Touch Recovery

General Corkent Fiters | Pre[Past Process 5 Serurity

FreSean process:

5. Select the process and then click OK.

| [oome ]

PostSean process:

| [[mrowss

[] Run Past Scan Process for all attempts.

PreBackup process:

| [ rowss

FostBackup process:

| [ rowse

[ Run Post Backup Pracess For al attempts.

ok ][ Cancel ][ Help

SETTING UP POST PROCESSES TO RUN DURING FAILURES
By default, a specified post process command is executed only on successful completion of the scan or backup operation or if the job is killed.

Use the following steps to run a post process even if the scan or backup operation did not complete successfully. For example, this may be useful to bring a
database online or release a snapshot.

|
1. From the CommcCell Browser, navigate to Client Computers | <Client> | File —— T T
System | BackupSet. Generd |  Content | Fiers Pre[Post Pracess I seasity
2. Right-click the <Subclient> in the right pane, and then click Properties. Tmm —
3. Click the Pre/Post Process tab. IP“"S""““" —
4. Select the Run Post Scan Process for all attempts check box.
5. Select the Run Post Backup Process for all attempts check box. ’I"‘“"“"’“" —
6. Click OK. Imﬂmm= _

CONFIGURING SPARSE FILES FOR RESTORES

The sparse files are restored by default as flat files, wherein the holes are restored as data. This will increase the disk usage. Use the following steps to restore
the holes as genuine holes which will considerably reduce the disk usage.

1. From the CommcCell Browser, navigate to Client Computers.

General | versien | Security | activity Control |_Grouos | Firewall Confiauration | Job Configuration

Encryption | Advanced | Cortent Indexing Registry Ksy Settings Cliert: Side Deduplication

2. Right-click the <Client> in which you wish to perform the restore, and then click
Properties.

Name Location Type value Enabled

3]«

3. Click the Registry Key Settings tab.
4. Click Add.

5. In the Name field, type OptimizeRunLengths.
Add Registry Key on Unix Client X
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Click OK.

In the Location list, select or type iDataAgent.
In the Type list, select value.

In the Value field, type the value which should be greater than or equal to -1.

MODIFYING AN AGENT, BACKUP SET OR SUBCLIENT

The following table describes the properties that can be configured from the agent, backup set and subclient levels.

OPTION

DESCRIPTION

RELATED TOPICS

Preserving the File
Access Time

data protection operations on the client. When this option is selected, the file access time will
be preserved.

1. From the CommCell Browser, right-click the backup set, and then click Properties.
2. Select the Preserve File Access Time check box.

3. Click OK.

This option allows you to prevent the file access time from being changed as a result of running

Change Storage Policies

You can modify the storage policies in any of the following situations.
e To include a different media for the backup operation.
e To use a storage policy with a different retention criteria.

You can change the storage policies from the subclient level.

1. From the CommCell Browser, navigate to Client Computers | <Client> | File System |
<Backup Set>

2. Right-click the <user-defined Subclient> in the right pane, and then click Properties.
3. Click the Storage Device tab.

4. Select the Storage policy from the drop-down list.

5. Click OK.

Refer to Storage Policies.

Rename a Backup Set or
Subclient

You can rename backup sets and subclients.

Renaming BackupSet:

1. From the CommCell Bowser, navigate to Client Computers | <Client> | File System.
2. Right-click the <Backup Set>, and then click Properties.

3. In the Backup Set box, type a name.

4. Click OK.

Renaming subclient:

1. From the CommCell Browser, navigate to Client Computers | <Client> | File System |
<Backup Set>.

2. Right-click the <user-defined Subclient>, and then click Properties.
3. In the Storage Policy list, click a storage policy name.

4. Click OK.

Data Transfer Options

You can efficiently configure the available resources for transferring data secured by data
protection operations from the subclient level. This includes the following:

e Enable or disable Data Compression either on the client or the MediaAgent.

e Configure the transfer of data in the network using the options for Network Bandwidth
Throttling and Network Agents.

You can configure the data transfer options.

1. From the CommCell Browser, navigate to Client Computers | <Client> | File System |
BackupSet.

2. Right-click the <Subclient> in the right pane, and then click Properties.
3. Click the Storage Device tab.
4. Click the Data Transfer Option tab.

Refer to Data Compression and
Network Bandwidth Throttling.
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5. Choose the appropriate software compression option for this subclient.

6. Select the Throttle Network Bandwidth check box, and set the required bandwidth.
7. Click OK.

View Data Paths

You can view the data paths associated with the primary storage policy copy of the selected
storage policy or incremental storage policy. You can also modify the data paths including their
priority from the subclient level.

1. From the CommCell Browser, navigate to Client Computers | <Client> | File System |
BackupSet.

2. Right-click the <Subclient> in the right pane, and then click Properties.
3. Click the Storage Device tab.
4. In the Storage Policy list, click a storage policy name.

5. Click Data Paths.

Configure Activity
Control

You can enable backup and restore operations from the agent and subclient level. However,
you can enable restore operations only from the agent level.

1. From the CommcCell Browser, navigate to Client Computers | <Client>
2. Right-click the <Client> or <Subclient> in the right pane, and then click Properties.
3. Click the Activity Control tab and select or clear option(s) as desired.

4. Click OK.

Refer to Activity Control.

Configure User Security

You can configure user security from the agent or subclient level.
You can perform the following functions:

e Identify the user groups to which this CommCell object is associated.
e Associate this object with a user group.
e Disassociate this object from a user group.

1. From the CommCell Browser, right-click the subclient.
2. Click Properties.

3. Click the Security tab.

4

Select the appropriate user groups to which you want to associate to the CommCell object
from the Available Groups pane, and then move the user group to the Associated

Groups pane.

5. Click OK.

Refer to User Administration
and Security.

Enable/Disable Data
Encryption

You can enable data encryption from the subclient level. Encryption must be enabled at the
client level prior to configuring any instances residing on that client.

1. From the CommCell browser, navigate to Client Computers | <Client> | File System |
<Backup Set>

2. Right-click the <Subclient> in the right pane, and then click Properties.
3. Click the Encryption tab and select the desired encryption.

4. Click OK.

Refer to Data Encryption.

View Software Version
and Installed Updates

The Version tab, at the Agent level displays the software version and post-release service
packs and updates installed for the component.

1. From the CommCell Browser, navigate to Client Computers

2. Right-click the <Client> for which you want to view the version and the click Properties.
3. Click the Version tab.

4. Click OK.

CommcCell Configuration
Report

The CommCell Configuration Report provides the properties of the CommServe, MediaAgents,
clients, agents, SRM agents, subclients, and storage policies within the CommCell based on the
selected filter criteria.

1. From the CommCell Browser, double-click Reports icon.

2. Select CommcCell Configuration.

Refer to CommcCell
Configuration.

3. Click Run.

DELETING AN AGENT, BACKUP SET OR SUBCLIENT

When you delete an instance or backupset, the associated data is logically deleted and you can no longer access the corresponding data from
CommCell Console for recovery purposes.

Refer to the troubleshooting article on Recovering Data Associated with Deleted Clients and Storage Policies for information on how to recover data
if you accidentally delete an entity.
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DELETING AN AGENT

You need to uninstall or DeConfigure the agent software from the client computer before deleting from CommCell Browser. After you delete the client software,
you can either leave the corresponding data intact for appropriate action or you can remove the data immediately. If you choose to remove the data
immediately, you must delete the agent from the CommCell Browser. If you delete the agent, all of the agent's data is irretrievably lost.

e You cannot delete an agent while operations for that agent are running.
1. From the CommCell Browser, navigate to Client Computers | <Client>.
2. Right-click the <Agent>, and then click Delete.

3. A confirmation message is displayed with the following message:

This operation will permanently delete the data backed up from this level and it cannot be restored.

4. Click OK to continue with the deletion operation., or click No to abort the deletion.

DELETING A BACKUP SET

Consider the following before deleting a Backup Set:

o You cannot delete a default Backup Set.

o Schedules associated with the Backup Set are also automatically deleted.

1. From the CommCell Browser, navigate to Client Computers | <Client> | <Agent>.
2. Right-click the <Backup Set>, and then click Delete.

3. A confirmation message is displayed, asking if you want to delete the Backup Set.

Click No to cancel the deletion and retain the Backupset, or click Yes to continue the deletion.

DELETING A SUBCLIENT

Consider the following before deleting a subclient:

e You cannot delete a default subclient.

o Schedules associated with the subclient are also automatically deleted.

1. From the CommcCell Browser, navigate to Client Computers | <Client> | <Agent> | <Backup Set>.

2. Right-click the <subclient> that you want to delete, and then click Delete.
3. A confirmation message is displayed, asking if you want to delete the subclient.

Click No to cancel the deletion and retain the subclient, or click Yes to continue the deletion.

Back to Top
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Advanced Backup - Macintosh File System /DataAgent

TABLE OF CONTENTS RELATED TOPICS

Full Backups Scheduling

Incremental Backups Provides comprehensive information on scheduling jobs.

Job Management

Differential Backups Provides comprehensive information on managing jobs.

Synthetic Full Backups
Running Synthetic Full Backups
Running an Incremental Backup Before or After a Synthetic Full Backup
Verifying Synthetic Full Backups
Ignoring Errors in Synthetic Full Backups
Accelerated Synthetic Full Backups (DASH Full)

On Demand Backups
Back Up Mount Points
Scheduling A Backup

Managing Jobs
Restarting Jobs
Controlling Jobs

Additional Options

FuLL BACKUPS

Full backups provide the most comprehensive protection of data.

.
1. From the CommCell Browser, navigate to <Client> | File System | Sadap Optons

defa u ItBaCku pset : Select Backup Type: Job Initiation
2. Right click the <Subclient> and click Backup.

O Ineremental Run this job nowe

3. Select Full as backup type and Immediate to run the job immediately. — ——
4. Click OK. © synthetic Ful

You can track the progress of the job from the Job Controller or Event Viewer

window. When the backup has completed, the Job Controller displays Completed.

INCREMENTAL BACKUPS

An incremental backup contains only data that is new or has changed since the last Backup # o123 x 2
backup, regardless of the type. On average, incremental backups consume less media and | @™ 7 e he e wesne o Fw
use less resources than full backups. -] v ¢H ¢ A
The illustration on the right clarifies the nature of full and incremental backups. ] v e
Follow steps given below to perform an incremental backup: S K V o
e systern 4 | H
(Files A - F) 5 ‘/ en o]
v ./ ]
A A
- - v/ = Flle Changed
1. From the CommCell Browser, navigate to <Client> | File System |
defaultBackupSet.
Backup Options
2. Right click the <Subclient> and click Backup. — s sson
Select Incremental as backup type and Immediate to run the job immediately. Ol
..@ Tiramantal Run this job now
4. Click OK. O Differential O schedule
You can track the progress of the job from the Job Controller. When the backup O sythetc Full

has completed, the Job Controller displays Completed.
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DIFFERENTIAL BACKUPS

A differential backup contains only the data that is new or has changed since the last full
backup. Like incremental backups, differential backups also consume less media and use
less resources than full backups. Differential backups are cumulative. This means that
each differential backup contains all changes accumulated since the last full backup. Each
successive differential backup contains all the changes from the previous differential
backup.

The illustration on the right demonstrates the nature of differential backups. For simplicity,
assume there is a file system that contains six files as represented in the figure.

1. From the CommCell Browser, navigate to <Client> | File System |
defaultBackupSet.

2. Right click the <Subclient> and click Backup.
3. Select Differential as a backup type and Immediate to run the job immediately.
4. Click OK.

You can track the progress of the backup job from the Job Controller. When the
backup has completed, the Job Controller displays Completed.

SYNTHETIC FULL BACKUPS

Backup #
Backup Type

b

File System {
(Flles A -F)

| I I T I |

=

1 2 3 X 2
Dif  Diff  Diff

ees DIt Ful

- v/ = File Changed

Backup Options for Subclient: default 9]

Backup Options

Select Backup Type
e}

O Incremenal

@ Biftereriial

O Synthetic Full

Job Initiation
Run this job now
O schedule

A synthetic full backup is a synthesized backup, created from the most recent full backup and subsequent incremental and/or differential backups. The resulting

synthetic full backup is identical to a full backup for the subclient.

Unlike full, incremental, and differential backups, a synthetic full backup does not actually transfer data from a client computer to the backup media. Therefore,

they do not use any resources on the client computer.

Synthetic full backups are media-based; they read backup data from one media and simultaneously write (restore) the result to the new active media within
the same media group. As a result, synthetic full backups require that at least two media drives for the same storage policy be available at the time the job is
started. Synthetic full backups cannot be performed on subclients where the storage policy is associated with a stand-alone drive.

RUNNING SYNTHETIC FULL BACKUPS

Synthetic full backups can either be started manually or scheduled to occur at regular intervals. Do not concurrently run more than one synthetic full backup,

especially synthetic full backups with multiple streams.

1. From the CommCell Browser, navigate to <Client> | File System |
defaultBackupSet.

Right click the <Subclient> and click Backup.
From the Backup Options window, select Synthetic Full for Backup Type.
Select Immediate for Job Initiation.

Click OK.

oA WN

You can track the progress of the backup job from the Job Controller. When the
backup has completed, the Job Controller displays Completed.

Backup Options for Subclient: default 3

Backup Options
Select Backup Type

O Full

) Incremertal

O Differential

mental Backup
@ Before Synthetic Ful

O After synthetic Ful

Job Initiation

(& Immediate

Run this jab now

© schedule

[ ox_ | [ concel ) [ advenced | [ [rsavessserpr | [ reb |

RUNNING AN INCREMENTAL BACKUP BEFORE OR AFTER A SYNTHETIC FULL BACKUP

An incremental backup can be run either before or after a synthetic full backup.

e Running an incremental backup before the synthetic full ensures that any new or recently changed data is included in the synthetic full.

e Running an incremental backup after the synthetic full ensures that any new or recently changed data since the backup that occurred prior to the synthetic

full, but was not included in the synthetic full, is backed up by the incremental.

The sections below describe the steps to run an incremental backup before or after a synthetic full backup:

1. From the CommCell Browser, navigate to <Client> | File System |
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defaultBackupSet.

2. Right click the <Subclient> and click Backup. I
Select Backup Type Job Initiation
3. From the Backup Options window, select Synthetic Full for Backup Type. - e
4. Select Run Incremental Backup and then select Before Synthetic Full or After O Inaremental Run thisjob nows
Synthetic Full options. O Differential © schedie
5. Select Immediate for Job Initiation. © Burthetic il
You can track the progress of the backup job from the Job Controller. When the Q3 At Syrthetic Pl
backup has completed, the Job Controller displays Completed.
[ ox ] [Concel | [Cavanced | [ @ save s serpe | [relp |
VERIFYING SYNTHETIC FULL BACKUPS
This option ensures that files that have not backed up by incremental jobs since the last Backup # o2 s ooz

full backup are backed up by the next incremental. Sackup Type. - Syn Full e
For example: If you perform the conventional full backup only once for a given subclient
and then perform incremental (or differential) backups and periodic synthetic full backups.
After the conventional full backup, a file is added to the subclient and the file has a time N
stamp older than the time of full backup. In such scenario, the file will never get backed suclent
up. Eventually, such files may be pruned and no backup of such files will be available. (Flesh-P)

The illustration on the right explains the necessity of verifying synthetic full backups.

In order to overcome this problem, it is recommended to verify the synthetic full backups

I Inc eeeweae Inc SynFul

‘/ "

B
Gy

D

X = File with
older tme
stampis
added

V =File Changed

job periodically as follows:

1. From the CommCell Browser, navigate to <Client> | File System |
defaultBackupSet.

Right click the <Subclient> and click Backup.

From the Backup Options dialog box, select Synthetic Full.

Click Advanced.

B | _omu Dsmnson | _reo |

In the Advanced Backup Options dialog box, click the Data tab.
Select Verify Synthetic Full. Click OK to continue.

N o o s w N

Click OK.

IGNORING ERRORS IN SYNTHETIC FULL BACKUPS

Errors encountered in synthetic full backups can be ignored, even if backup media is partially corrupted. Errors such as inability to read data (bad tape, files

missing on disk media, etc.) will be ignored when this option is enabled.

1. From the CommCell Browser, navigate to <Client> | File System | = e
defaultBackupSet. _—
Right click the subclient and click Backup. 2 - =]
From the Backup Options dialog box, select Synthetic Full. . -
Click Advanced. =] e KCom) Do [ || O

In the Advanced Backup Options dialog box, click the Data tab.
Select Verify Synthetic Full and then select Ignore Error in Synthetic Full.
Click OK to close the Advanced Backup Options dialog box.

® N o 0~ Ww N

Click OK .

‘ACCELERATED SYNTHETIC FULL BACKUPS (DASH FULL)

When a storage policy copy is deduplicated, synthetic full backups can be created in an accelerated mode to significantly reduce the copy duration. This is done

by identifying and transferring the data signatures (instead of the data itself) to the target wherever possible.

Learn more...
ON DEMAND BACKUPS

1. From the CommCell Browser, navigate to <Client> | File System |<On Demand
Backup Set>.
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Right click the <Subclient> and click Backup.

Click Browse.

Navigate to the Directive file or Content file that you want to use.
Click OK.

Select Immediate to run the job immediately.
Click OK.

N o o s w N

You can track the progress of the backup job from the Job Controller. When the backup
has completed, the Job Controller displays Completed.

BACK UP MOUNT POINTS

Backups follow mount points by default, backing up both the configuration and the data on the mounted volume. You can use another subclient to backup the
data on the mounted volume. In such case, you can exclude the data on the mounted volume from the default backup.

1. From the CommCell Browser, navigate to <Client> | File System ol — ”_'_EW.MM‘_H 5
|defaultBackupSet. il =

2. Right click the default <Subclient> and click Backup. ;;.‘E:‘.«w = E:‘*"*

3. Select Full as backup type and Immediate to run the job immediately. - :

4. Click Advanced and select the Advanced Backup Options dialog box. e el

5. In the Advanced Backup Options dialog box, click the Data tab. S e

6.

Select (or clear) Follow Mount Points to include (or exclude) mount point data from
the subclient.

7. Click OK.
Depending upon your selection, the mount point data will be included or excluded
from the default subclient backup.
SCHEDULING A BACKUP

1.

. . . & CommCell Browser kS (f defaultBackupset x
o From the CommCell Browser, navigate to <Client> | File System | & ey > @ GentComums 5 8wy 5 BB e s o
defaultBackupSet. ppS—
e Right-click the Subclient and click Backup. . —
Disk Performance Test
ty Browse Backup Data
e Lsthieca
)l Reports Find
e
Operation Window
Properties
2. e Select the Backup type Backup Options for Subclient: default 9]
p yp : Backup Options
4 ClICK SChedUIe' Select Backup Typs Jab Initiation
e Click the Configure button. OFdl O tmmedats
@ Incremental
(O Differential ® EifediE
© Synthetic Full Configure Schedue Pattern
3. Select the appropriate scheduling options.
For example, use the following steps to create a weekly schedule: EHELANTTD
. © One Time vt T .
e Type a name for the schedule in the Schedule Name box. O’Dm Satte [ oioom |
o Click Weekly. © Weskly
. . O Monthh
e In the Start Time box type or select the schedule start time. g
. O Yearly On these days. Monday Tuesday Wednesday
e Click and select the days to run the schedule. ] Thrsday [Friday [ Saturday
e Click OK. SR
[ ok [ concel [ Heb ] [Coptins>> ]
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4. When the schedule is run, the Job Controller window will display the job as shown in 2=~
the sample image. v \‘;:m |A£En: e e e e e [ vedanoent ‘wiﬂlm
W v s o " ey
P ot T RN it ]
5. Once the job is complete, you can view the job details from the Backup History. _% - - - ] =
e Right-click the Subclient and select View Job Details. @ coed ol | rogrss | Sreans | tansts| 30 Retrtion]
e -
[ e
View Faled Items. iriay 3
e -
e Dot Wndows 263325 loSyan
s 5t T
Sin oo

en S
e
et =
e
‘System State: Yes.

Desarption

Viow Events. e Hedia Close e

MANAGING JOBS

Jobs can be managed in a number of ways. The following sections provide information on the different job management options available:

RESTARTING JOBS

Jobs that fail to complete successfully are automatically restarted based on the job restartability configuration set in the Control Panel. Keep in mind that
changes made to this configuration will affect all jobs in the entire CommCell.

To Configure the job restartability for a specific job, you can modify the retry settings for the job. This will override the setting in the Control Panel. It is also
possible to override the default CommServe configuration for individual jobs by configuring retry settings when initiating the job. This configuration, however,
will apply only to the specific job.

Backup jobs for this Agent are resumed from the point-of-failure.

CONFIGURE JOB RESTARTABILITY AT THE COMMSERVE LEVEL

1. From the CommCell Browser, click Control Panel icon. Job Management X

General | Job Priorities | Job Restarts | Job Updates

2. Select Job Management.

Job Restart

3. Click Job Restarts tab and select a Job Type. A
2l
. Disaster Recovery backup -~
O Select Restartable to make the ]Ob restartable. Documentum (Data Protection) Restart Interval (Mins)
. . Dowinload/Copy Updates
o0 Change the value for Max Restarts to change the maximum number of times the e
T 1 Indexir [
Job Manager will try to restart a job. Fie System and Indesing Based (T Dlereariass
o Change the value for Restart Interval (Mins) to change the time interval e o) ]
N [[]Enable Total Running Time:
between attempts for the Job Manager to restart the job. Install Updates
Lokus Motes DB (Data Protection) j j
. Media Refresh
4. Click OK. MYSGL (Data Pretection)

Offline Contert Indexing
Grline Cortent Indexing
Oracle DB (Data Protection)
Other (Data Pratection)
5GL DB (Data Protection)

Start Phase Retry Incerval (Mins) 104

=

CONFIGURE JOB RESTARTABILITY FOR AN INDIVIDUAL JOB

From the CommCell Browser, navigate to <Client> | File System.
Right-click the <Subclient>and select Backup.

Click Advanced.

In the Advanced Backup Options dialog box, click the Job Retry tab.

oA W

Select Enable Total Running Time and specify the maximum elapsed time before a
job can be restarted or killed.

Select Kill Running Jobs When Total Running Time Expires to kill the job after
reaching the maximum elapsed time.
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6. Select Enable Number Of Retries and specify the number of retries.

7. Click OK. I e P

st rter ot 1

B cptons
SoketBadup Type o itihon
o © tnnedie

fun i ot

Ostesie

‘CONTROLLING JOBS

The following controls are available for running jobs in the Job Controller window:

Temporarily stops a job. A suspended job is not terminated; it can be restarted at a later time.
SUSPEND

Resumes a job and returns the status to Waiting, Pending, Queued, or Running. The status depends on the availability of
RESUME resources, the state of the Operation Windows, or the Activity Control setting.

Terminates a job.
KILL

SUSPENDING A JOB

1. From the Job Controller of the CommCell Console, right-click the job and select Suspend.

2. The job status may change to Suspend Pending for a few moments while the operation completes. The job status then changes to Suspended.
RESUMING A JOB

1. From the Job Controller of the CommCell Console, right-click the job and select Resume.

2. As the Job Manager attempts to restart the job, the job status changes to Waiting, Pending, or Running.
KILLING A JOB

1. From the Job Controller of the CommCell Console, right-click the job and select Kill.

2. Click Yes when the confirmation prompt appears if you are sure you want to kill the job. The job status may change to Kill Pending for a few moments
while the operation completes. Once completed, the job status will change to Killed and it will be removed from the Job Controller window after five
minutes.

ADDITIONAL OPTIONS

The following table describes the available additional options to further refine your backup operations:

OPTION DESCRIPTION RELATED TOPICS
Startup Options The Startup Options are used by the Job Manager to set priority for resource allocation. This is |Refer to Job Priority and

useful to give higher priority to certain jobs. You can set the priority as follows: Priority Precedence.

1. From the CommCell Browser, navigate to Client Computers | <Client> | File System |

Backup Set.

2. Right-click the Subclient in the right pane and click Backup.

3. Click Advanced and click Startup tab.

4. Select the Change Priority checkbox.

5. Enter a priority number - 0 is the highest priority and 999 is the lowest priority.

6. Select the Start up in suspended State check box to start the job in a suspended state.

7. Click OK.
Alerts This option enables users or user groups to get automatic notification on the status of the data |Refer to Alerts.

protection job. Follow the steps given below to set up the criteria to raise notifications/alerts:

1. From the CommCell Browser, navigate to Client Computers | <Client> | File System |
Backup Set.

Right-click the Subclient in the right pane and click Backup.
Click Advanced and select the Alert tab.
Click Add Alert.

v A wWN

From the Add Alert Wizard dialog box, select the required threshold and notification
criteria and click Next.

6. Select the required notification types and click Next.
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7. Select the recipients and click Next.
8. Click Finish.
9. Click OK.

Command Line Backups

Command Line Interface enables you to perform backups or restore from the command line.
The commands can be executed from the command line or can be integrated into scripts.

'You can also generate command line scripts for specific operations from the CommcCell Browser
using the Save As Script option.

Refer to Command Line
Interface.

Data Path Options

Data Protection operations use a default Library, MediaAgent, Drive Pool, and Drive as the Data
Path. You can use this option to change the data path if the default data path is not available.
Follow the steps given below to change the default data path:

1. From the CommCell Browser, navigate to Client Computers | <Client> | File System |
Backup Set.

2. Right-click the Subclient in the right pane and click Backup.
3. Click Advanced and select the Data Path tab.

4. Select the MediaAgent and Library.

5. Select the Drive Pool and Drive for optical and tape libraries.
6. Click OK.

Refer Change Data Path.

Index Cache Server

Index Cache Server provides the facility to automatically continue data protection operations
when there are job failures due to loss of connectivity to the index. You can configure the
Index Cache Server as follows:

1. From the CommCell Browser, navigate to Storage Resources | MediaAgent.
2. Right-click the <MediaAgent> and click Properties.

3. Click the Catalog tab and ensure that the Index Cache Server is configured.
4

From the CommcCell Browser, navigate to Client Computers | <Client> | File System |
Backup Set.

Ul

Right-click the Subclient in the right pane and click Backup.
6. Click Advanced.

7. Make sure that the Use shared profile if present with transaction logging option is
selected.

8. Click OK.

Refer to Index Cache Server
for more information.

Create New Index

This option accelerates Full or On Demand backups and is enabled by default. When you
perform a browse and restore operation, the default browse displays data up to the most
recent full backup. To browse and restore older data you have to use the options to browse
before or between specific dates.

When disabled, Full or On Demand backups may be slower. However the default browse
displays all data in the entire retention period; not just one full backup cycle. Use the following
steps to configure this option for specific Full or On Demand backups. This option can also be
configured for all subclients at the iDataAgent level.

1. From the CommCell Browser, navigate to Client Computers | <Client> | File System |
Backup Set.

2. Right-click the Subclient in the right pane and click Backup.
3. Select Full as a backup type and click Advanced.
4. Select the Create new index check box.

5. Click OK.

Refer to Index.

Start New Media

The Start New Media option enables you to start the data protection operation on a new media.
This feature provides control over where the data physically resides.Use the following steps to
start the data protection operation on a new media:

1. From the CommCell Browser, navigate to Client Computers | <Client> | File System |
Backup Set.

2. Right-click the Subclient in the right pane and click Backup.
3. Click Advanced and select the Media tab.

4. Select the Start New Media check box.

5. Click OK.

Refer to Start New Media.

Mark Media Full

This option marks the media as full, two minutes after the successful completion of the data
protection job. This option prevents another job from writing to this media. Follow the steps
given below:

1. From the CommCell Browser, navigate to Client Computers | <Client> | File System |
Backup Set.

2. Right-click the Subclient in the right pane and click Backup.
3. Click Advanced and select Media tab.

Refer to Export Media.
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4. Select the Mark Media Full on Success check box.

5. Click OK.

Allow other Schedules to
use Media Set

The Allow Other Schedules to use Media Set option allows jobs that are part of the schedule or
schedule policy and using the specific storage policy to start a new media. It also prevents
other jobs from writing to the same set of media.

1. From the CommCell Browser, navigate to Client Computers | <Client> | File System |
Backup Set.

2. Right-click the Subclient in the right pane and click Backup.

3. Click Advanced and select the Media tab.

4. Select the Allow Other Schedules To Use Media Set check box.
5. Click OK.

Refer to Creating an
Exportable Media Set.

Reserve Resources
Before Scan

Media is reserved for a job when the job is ready to write data. You can use this option to
reserve the media during the initial phase of the job. Follow the steps given below to reserve
media:

1. From the CommCell Browser, navigate to Client Computers | <Client> | File System |
Backup Set.

2. Right-click the Subclient in the right pane and click Backup.
3. Click Advanced and select the Media tab.
4. Select the Reserve Resources before Scan check box.

5. Click OK.

Extended Data Retention

This option allows you to extend the expiration date of a specific job. This will override the
default retention set at the corresponding storage policy copy. Follow the steps given below to
extend the expiration date:

1. From the CommCell Browser, navigate to Client Computers | <Client> | File System |
Backup Set.

2. Right-click the Subclient in the right pane and click Backup.
3. Click Advanced and select the Media tab.

4. Select one of the following options:
o Infinite - Select this option to extend the expiration date by infinite number of days

o Number of day - Select this option to specify the number of days to extend the
expiration date and then enter the number of days.

5. Click OK.

Refer to Extended Retention
Rules.

Vault Tracker

This feature provides the facility to manage media that is removed from a library and stored in
offsite locations. Depending on your VaultTracker setup, select the required options. Use the
following steps to access and select the VaultTracker options.

1. From the CommCell Browser, navigate to Client Computers | <Client> | File System |
Backup Set.

2. Right-click the Subclient in the right pane and click Backup.
3. Click Advanced and select the VaultTracking tab.
4. Select the required options.

5. Click OK.

Refer to VaultTracker or
\VaultTracker Enterprise.

CommcCell Readiness
Report

The CommCell Readiness Report provides you with vital information, such as connectivity and
readiness of the Client, MediaAgent and CommServe. It is useful to run this report before
performing the data protection or recovery job. Follow the steps given below to generate the
report:

1. From the Tools menu in the CommCell Console, click Reports.
Navigate to Reports | CommServe | CommCell Readiness.

Click the Client tab and click the Modify button.

El

In the Select Computers dialog box, clear the Include All Client Computers and All
Client Groups check box.

Select the client from the Exclude list.
Click the Include > button.

Click OK.

Click the MediaAgent tab.

v ® N a0

Clear the Include All MediaAgents checkbox.
L0. Select the MediaAgent from the Exclude list.
L1. Click Include >.

12. Click Run.

Refer to CommcCell Readiness
Report.
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The generated report is displayed.

Backup Job Summary
Report

The Backup Job Summary Report provides you with information about all the backup jobs that
are run in last 24 hrs for a specific subclient. You can get information such as status, time,
data size etc. for each backup job. It is useful to run this report after performing the backup.
Follow the steps given below to generate the report:

1. From the Tools menu in the CommCell Console, click Reports.
Navigate to Reports | Jobs | Job Summary.

Click Data Management on the General tab in the right pane.

Click Subclient and select the Edit tab.

Navigate to Client Computers | <Client> | File System | Backup Set | Subclient.

2
3
4. Select the Computers tab.
5
6
7

Click Run.

Refer to Backup Job Summary
Report.

Back to Top
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Browse Data - Macintosh File System

TABLE OF CONTENTS RELATED TOPICS
Understanding the Browse Window List Media

Provides comprehensive information on media management
Browse Data and prediction.

Latest Data
Data Before a Specified Time
Data Between a Specified Time

Browse from Copies

List Media

Full Backup Transparent Browse
Find a File or Directory
Image/No-Image Browse

Browse Multiple Versions of a File
Establish the Page Size for a Browse
Browse Using a Specified Path
Browse Using Media Agent

UNDERSTANDING THE BROWSE WINDOW

Browse provides an easy-to-use convenience to search and restore data. Yy i
You can open the browse window from client, agent, backup-set or subclient level. The sub levels (S S e
displayed in the browse window is based on where you start the browse operation.
SELECTING OBJECTS FROM THE BROWSE WINDOW FOR RESTORE
The browse window displays objects and consists of two parts:

ecover Al seeced... | | stiedamndsae | [ Newmonse.

e The left pane displays the object tree at the selected level.

e The right pane displays the contents of the selected object.

Note that the window displays only the data that was obtained by a backup. Data that is excluded by a filter, or data which did not exist as of the specified
browse time does not appear in the window.

Selections follow these rules:

e All selections are recursive.

e Clicking a box again causes the selection to be cleared.

e If you select an object in the left pane, then all of its contents are selected.

e You can select a specific object in the right pane.

Selection status is revealed by the selection icons as follows:

O Indicates that the object is not selected for restoration.
(d Indicates that a portion of the object is selected for restoration. i.e., only some of the child object(s) within the selected object.
B Indicates that the entire object, including all of its child objects, are selected for restoration.

BROWSE DATA

The option to browse the backup data provides the facility to view and restore the data that was backed up. The following sections explain how to browse the
backup data.

LATEST DATA
Follow the steps given below to view the latest data backed up by a backup set:

1. From the CommCell Browser, navigate to Client Computers | <Client> | File
System

2. Right-click a Backup Set and click All Tasks | Browse/Browse Backup Data.
3. Click OK.
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The latest data backed up by all the subclients is displayed in the Client Browse tab.

‘DATA BEFORE A SPECIFIED TIME

Follow the steps given below to browse the data backed up before specified time:

v A W N

From the CommCell Browser, navigate to Client Computers | <Client> | File
System

Right-click a Backup Set and click All Tasks | Browse/Browse Backup Data.
Select Specify Browse Time.
Select a date and time to Browse Data Before it.

Click OK.

DATA BETWEEN A SPECIFIED TIME

Follow the steps given below to browse data between specified time:

W e N LA WN

From the CommCell Browser, navigate to Client Computers | <Client> | File
System

Right-click a Backup Set and click All Tasks | Browse/Browse Backup Data.
Select Specify Browse Time.

Select a date and time to Browse Data Before it.

Click Advanced.

In the Advanced Browse Options dialog box, select Exclude Data Before.
Select the date and time to exclude the data before it from the browse operation.
Click OK in the Advanced Browse Options dialog box .

Click OK in the Browse Options dialog box.

BROWSE FROM COPIES

By default, when a browse operation is requested, the software attempts to browse from the storage policy copy with the lowest copy precedence. If the data
that you want to browse was already pruned from the primary copy, the software searches the other copies of the storage policy, starting from the copy with

the lowest copy precedence to a copy with the highest copy precedence.

This feature is useful in the following conditions:

The media containing protected data for a particular copy has been removed from the storage library, you can choose to browse from a copy whose media
are inside the library.

Allows browsing from a copy that accesses faster disk media rather than slower tape media.

When media drives used by a particular copy are busy with another operation, this helps in browsing from a different copy to avoid resource conflicts.

From the CommCell Browser, navigate to Client Computers | <Client> | File
System

Right-click a Backup Set and click All Tasks | Browse/Browse Backup Data.
From the Browse Options dialog box, click Advanced.

In the Advanced Browse Options dialog box select the Browse from copy
precedence option.

If you specify a copy precedence number for a browse
operation, the software searches only the storage policy copy
with that precedence number in all storage policies used for
securing the data. If data does not exist in the specified
copy, the browse operation fails even if the data exists in
another copy of the same storage policy.
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5. Specify the precedence number in Copy Precedence.
6. Click OK in the Advanced Browse Options dialog box .
7. Click OK in the Browse Options dialog box.

LIST MEDIA

List media option is useful to predict media required to restore the index required to browse data. This is useful when the index is not available in the index
cache.

The following section describes how to perform this operation.

1. From the CommcCell Browser, navigate to Client Computers | <Client> | File
System.

2. Right-click the backup set for which you wish to list media, point to All Tasks and
then click Browse.

3. From the Browse Options dialog box, if required, select the following options:

o Click Browse the Latest Data to list media associated with the most recent data
protection cycle.

O Click Specify Browse Time to list media associated with data protection
operations up to the specified date and time range. Use the Browse Data Before
box to specify the end date and time.

O Click Advanced and then click Exclude Data Before and then select the date and
time from which you wish to list media associated with data protection operations.

Note that you can use the Specify Browse Time and Exclude Data Before options
to list media between a specified date and time range.

4. Click List Media.

5. From the List Media dialog box, click List Media for restore within specified time
range.

6. Click OK.

The appropriate media is listed in the Media dialog box.

FuLL BACKUP TRANSPARENT BROWSE

The browse searches described so far are confined to one full backup cycle, either the most recent (by default) or some previous cycle. Usually, this provides
the desired results because generally you may want to restore either the latest version or the latest version as of some specified date.

If, however, you want to view all available versions that has not yet been pruned, then the browse cannot access data beyond it in a single operation.

Full backup transparent browses enable you to browse all the data within the entire retention period, not just one full backup cycle. When you use the View All
Versions option, the browse operation displays all versions available in the backup.

By default, the Full Backup Transparent Browse is not enabled. Use the following steps to enable this option on a client before performing a backup:

File System Properties ==

1. From the CommCell Browser, navigate to Client Computers | <Client>.
Genera\\\/emm Index | Security | Activity Control | Storage Device
2. Right-click the Agent and click Properties. e R R
3. Click Index and then clear Create new index on Full Backup. Convert to full backup on indexing failures
4. Click OK.

K | [ Cancel | [ Hep |

FIND A FILE OR DIRECTORY

Use Find to find a file or directory name or a name pattern. Find has the capability to browse multiple indexes which allows you to find beyond the last full
backup (or new index) as long as the data resides on an index that exists within the retention period.

1. From the CommCell Browser, navigate to Client Computers | <Client> | File
System
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2. Right-click a Backup Set and click All Tasks | Browse/Browse Backup Data.

3. Click OK. The latest data backed up by all the subclients is displayed in the Client
Browse tab. —
4. Right-click the selected content and click Find. e m—
5. Enter the file name and the location of the file to be searched in the Name/Pattern
and Folder fields and click Search.
e 4

IMAGE/NO-IMAGE BROWSE

Image browse displays the structure of the entity as it existed as of some specified time. When you browse data in the image mode, the system by default
returns the requested data based on the latest image available. The image browse can only restore the latest version. If the requested version was deleted
before the most recent full backup, the default browse will not find the data.

The no-image browse is useful for retrieving data that may have been deleted at some unknown time. It is also useful to retrieve a previous backup version.

1. From the CommCell Browser, navigate to Client Computers | <Client> | File
System

2. Right-click a Backup Set and click All Tasks | Browse/Browse Backup Data.

3. From the Browse Options dialog box, select one of the following options:

O Click and select the Show Deleted Items option to perform a no-image browse of
the data.

O Clear the Show Deleted Items option to perform an image browse of the data.

4. Click OK.

BROWSE MULTIPLE VERSIONS OF A FILE

By default, the system allows you to browse and recover previously backed up versions of data. This feature allows you to restore more than one version of the
same file by restoring each version individually.

1. From the CommcCell Browser, navigate to Client Computers | <Client> | File
System

2. Right-click a Backup Set and click All Tasks | Browse/Browse Backup Data.
3. Click OK.

4. From the Browse Window, right-click the file with multiple versions and then click
View All Versions.

The All Version dialog box displays the available versions for the file.

ESTABLISH THE PAGE SIZE FOR A BROWSE

The Page Size option allows you to specify the number of objects to be displayed in the browse window. You can browse through each page list by selecting the
appropriate page number in the Browse window. This field reverts back to the default setting after use.

a

1. From the CommCell Browser, navigate to Client Computers | <Client> | File
System

2. Right-click a Backup Set and click All Tasks | Browse/Browse Backup Data.

3. From the Browse Options dialog box, enter a value for Page Size.

4. Click OK.

BROWSE USING A SPECIFIED PATH

The Browse Path option allows you to specify the starting point for the browse operation.

1. From the CommCell Browser, navigate to Client Computers | <Client> | File
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System
2. Right-click a Backup Set and click All Tasks | Browse/Browse Backup Data.

3. From the Browse Options dialog box, enter the browse path in Specify Browse
Path.

4. Click OK.

BROWSE USING MEDIA AGENT

comps > B s > 8 iy > O gt

et =l

Sy e e

Data can be restored from any compatible library and drive type in the CommCell. By default, the system automatically identifies and restores data from any
configured library in the CommcCell, even if the media is not available in the original library in which the data protection operation was performed. Use this

procedure to Browse using a specific MediaAgent.

1. From the CommCell Browser, navigate to Client Computers | <Client> | File
System

2. Right-click a Backup Set and click All Tasks | Browse/Browse Backup Data.

3. From the Browse Options dialog box, choose the MediaAgent that must be used to
perform the browse.

4. Click OK.

Browse Options
@ Browse the Latest Data

Specify Browse Time

Client Computer:  [drones

Use MediaAgent [ any MEDIAAGENT >

< EDIAAGENT >
Show Deletz‘t
cobra32v_2

Page Size: | 10{devi-bmaix03
ldevl-bmaix04
ldiogenes
ldrones
[DroneMaA

) » [

(o< )[ cancel ][ Advanced | [ ListMeda |

Help

J
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Advanced Restore - Macintosh File System /DataAgent

TABLE OF CONTENTS RELATED TOPICS

Performing a Direct Restore Scheduling
Restoring Data Using Regular Expressions Provides comprehensive information on scheduling jobs.
Supported Wildcards in Regular Expressions Job Management

Performing an Out-of-Place Restore Provides comprehensive information on managing jobs.
Restoring to Different Folder on the Same Client List Media
Restoring Data to a Different Client Provides comprehensive information on media management

) and prediction.
Performing a Cross-Platform Restore

Restoring to NFS-Mounted File System

Renaming Files on Restore

Overwriting Data During Restores

Restoring Only When Data Exists on the Destination

Restoring by Jobs
Restoring All the Data Backed Up During a Job
Restoring Specific Data Backed Up During a Job

Restoring From a Failed or Killed Job
Resubmitting a Restore Job

Filtering Data from Restores
Supported Wildcards in Filters

Restoring Data Using a Map File
Creating a Map File
Adding Files and Folders with Unicode Characters to a Map File
Restoring Using a Map File
Combining Browse and Restore with the Map File Restore

Restoring Deleted Files
Setting Up Pre-Post Processes
Restoring Sparse Files

Restoring Raw Devices
Restoring Raw Device Files as Regular Files

Restoring Apple Double Encoded Files
Enabling a Global Option to Restore Resource Fork Data
Restoring Resource Fork Data for a Specific Job

Excluding ACLs from Restores

Browsing Data
Latest Data
Data Before a Specified Time
Data Between a Specified Time

Listing Media
Listing Media for a Subclient
Listing Media for a Backup Set
Listing Media and Size For a Backup Set

Scheduling a Restore

Managing Restore Jobs
Restarting Jobs
Controlling Jobs

Additional Restore Options

PERFORMING A DIRECT RESTORE

Perform a direct restore in the following scenarios:

o You know the path to the data that you want to restore

o The data that you want to restore is from a single volume
If you want to restore data from multiple volumes, perform a browse and restore.

Follow the steps given below to perform a direct restore:
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& Conmcetomser 5] @ detoukBackupset x | Whatsnowr x | Gent: ey (Lo 0. x | Gy Chrk: by (Ltes

e & swerway > W Chent Computers > B subway > 08 Fie System > ( defoukBadugset >

1. e From the CommCell Browser, navigate to Client Computers | <Client> | File =
System. 8 —ora Do)
e Right-click the defaultBackupSet and then click All Tasks | Restore.

Backup Al Subclents
Bromse Backup Dats
Fod

3
Restore by Jobs
Operaton Window
New Subdiert

2.

Enter the starting path of the data that you want to restore.

You can use wildcard characters to specify the patterns for files and folders to be Flease provide the starting path of the data you wank ko restore,

included in the restore. For example: If you want to restore all the files starting with ||
the word file, then specify file*.*

3. e In the Destination Client list, select the name of the client computer. A"mde“m
e If you want to add more data for restore, click Advanced. T—

I Datain device nodel

[ Unconditionally averwrite ol if target is a Datafrchiver stib

[ ¥ Overwite Files

© Overwriteif fle on media snewer & Uneanditianal Overurite

I~ Restare only f target exists

Restore

Destination clent @age b0z LD

[V Restore to same folder

Specify destintion path

Brovse

Preserve
£ preserve 1| tevelfromend of e source paify
€ Remove 0] evellrembegiing o the source potiy

Boc Cacel | pdvanced | oavesssoet | rep

Advanced Restore Options x|

4. e Click the Path/Filters tab.
i . . General | stard PrefPost | Capy Precedence | Datapath
e Click Add for Source Item list and enter the additional data paths. Pathe/iters | = | lobretry | Map Browse Options | Alert
. . . Modify PathsFilf
If you want to use wildcard characters to specify a file name pattern, you must SR
express complete paths (e.g. usr\test\*.txt). source {t=m
e Click OK.
Filter Item
Add
Delete
ok | cancel | e |
5. s Click the Job Initiation tab.
e Select Immediate from the Job Initiation tab. Ganeral | Job Iniiston |
o Click OK. - Job Initiation
% Immediate
Run this job now
(" Schedule
Configure Schedule Pattern Configure
gOK Cancel Advanced I @*Save As Scripk | Help I
6.

You can track the progress of the job from the Job Controller.
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5] 30b Controller % | ab

v |lert Com..| _AgentType | subclent | JobType | Phase | Storager...| Medangent | Status | _progess
Fiesysen _derak__Ful Storage pol... ford [N EO
torage pol. ford vatg | Ei
'RESTORING DATA USING REGULAR EXPRESSIONS
By default you can use wildcard characters to specify the patterns for files and folders to be included in the restore.
Use the following steps to define wildcard characters as regular expressions:
x|
1. From the CommCell Browser, navigate to Client Computers | <Client> | File Pathsiiters | o o s =
System. General | startp | Prefost | Copy Precedence |  Datzpat
) ) . @ Automatically Detect Requiar, Exprasmns)
2. Right-click the defaultBackupSet and then click All Tasks | Restore. -
skip errors and continue
3. Enter the source path that contains regular expressions and/or wild cards. [P S———
4. In the Restore Options for All Selected Items dialog box, click Advanced. I Use Exact Index
5. Clear Automatically Detect Regular Expressions and click OK. [ JSpromsean: nesars
I~ Recover Apple Resource Fork Data
This option is selected by default for direct restore
operations. For Browse and Restore operations, the option
cannot be enabled as you are selecting definitive paths to
restore.
6. Click OK. —
SUPPORTED WILDCARDS IN REGULAR EXPRESSIONS
If enabled, the following wildcards can be automatically detected in regular expressions when restoring data.
WILDCARD DEFINITION EXAMPLE
. Any number of characters. doc* will find any directory or file name that begins with
"doc" (e.g., document, documentation)
% Any number of characters across any number [/**/move will find the directory or file named move located at
of path levels. any level under the c: drive (e.g., /info/com/move)
5 Any one character. access? will find any directory or file name that begins with
' "access" followed by any one character (e.g., accessl,
access5)
Any range of characters. [ei]lnsure will find any directory or file name that ends with
1 "nsure" and begins either "e" or "i". (e.g., ensure, insure)
[a-z]nsure Will find any directory or file name that ends with
"nsure" and begins with any letter from "a" through "z". (e.g.,
ansure, bnsure, cnsure, etc.)
| N Any range of characters. !'[a] or ~[a] will exclude any directory or file name that begins
fTor ~[] with "a". (e.g., applications)

You can use a combination of wildcards in a single expression (e.g., access?.h*).

PERFORMING AN OUT-OF-PLACE RESTORE

You can restore the data to following locations:

e Different folder on the same computer from which the data was backed up

e Different computer

Keep in mind that the destination computer must reside in the same CommCell as the client whose data was backed up.

'RESTORING TO DIFFERENT FOLDER ON THE SAME CLIENT

Follow the steps given below to restore data to a different folder on the same client from which data is backed up:

1. From the CommCell Browser, navigate to Client Computers | <Client> | File

System | <Backup Set>.

2. Right-click the <Subclient> in the right pane and then click Browse Backup Data.

3. Click OK.
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4. Select the data that you want to restore and click Recover All Selected. ™ &
.. ont =
5. Clear the Restore to same folder check box and click Browse.
6. Click OK.
7. Use the options in the Preserve Source Paths area to exclude folders (and its
contents) from the source path.

For Example: If the selected data is /Documents/Memos/Sales, and you e T

want to restore data only from the sales folder, set the Preserve <n>

level from end of source path option to 1.

If the selected data is /Documents/Memos/Sales, and you want to restore

the data from Memos and sales folders, set the Remove <n> level from

beginning of source path option to 2.
8. Click OK.

RESTORING DATA TO A DIFFERENT CLIENT

Follow the steps given below to restore data to a different client:

. ) ) ) Restore Options for All Selected Items 3]
1. From the CommCell Browser, navigate to Client Computers | <Client> | File Sonera | 35 st
System | <Backup Set>. =
2. Right-click the <Subclient> in the right pane and then click Browse Backup Data. DR ’ :CL ,
Data in device node:
3. Click OK. (] Unconditionally overwrite arly F target is a Datadrchiver stub
4, Select the data that you want to restore and click Recover All Selected. [ overuie ks
(& Overwries if Fle on media is newer () Unconditional Overwrite:
5. In the Destination Client list, select the client. You can select any client that is in A
the same CommcCell as that of the client from which the data was backed up.
6. C|ICk oK. Restore Destination
Geﬂmtmﬂ cler .,>
If you do not clear Restore to same folder check box, the ] Restore to same Folder
data will be restored to the same folder on the destination Specty destination path
client. All the existing data in that folder will be overwritten
during the restore operation.
Preserve Source Paths.
| v
[ o ] [Ccamcel | [Cadvanced | [ B save asserpe | [Crep_|

PERFORMING A CROSS-PLATFORM RESTORE

You can perform the following cross-platform restores :

o Restores across all the supported versions of Unix.

o Restores from Unix to all the supported versions of Windows.

Follow the steps given below to perform a cross-platform restore:

Gereal | s i

1. From the CommCell Browser, navigate to Client Computers | <Client> | File ¥ b mrmrm— a
System | <Backup Set>. Eaa

A fun..see Tipe  podre E
3 Folde RS AN A

et ot F et st

2. Right-click the <Subclient> in the right pane and then click Browse Backup

@ vt e e e Uanarons oveete

Data. BT
3. Click OK. 5
4. Select the data that you want to restore and click Recover All Selected. 2_//
5. In the Destination Client list, select the client. You can select any client that is
in the same CommCell as that of the client from which the data was backed up. * )
d [z
6. Clear the Restore to same folder check box and click Browse. 5 (o] o | s | D | Mj

7. Select the destination folder and click OK.
8. Click OK.

RESTORING TO NFS-MOUNTED FILE SYSTEM

You can restore data to an NFS-mounted file system.

1. From the CommCell Browser, navigate to Client Computers | <Client> | File
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System | <Backup Set>.

2. Right-click the <Subclient> in the right pane and then click Browse Backup Data.

3. Click OK.

4. Select the data that you want to restore and click Recover All Selected.

5. In the Destination Client list, click the client computer that hosts the mounted file
system.

6. Clear the Restore to same folder check box.

7. In the Specify Destination Path, enter the network share or click Browse.

8. In the Browsing for destination folder on <client> dialog box, select the
destination folder and click OK.

For example: /yamun/mnt1/upd

9. Click OK.

RENAMING FILES ON RESTORE

Restore Options for Al Selected Ttems

Geres | o tton|

I Restare AL
I Dstandevee ode
I Uncondtonsly overvte aly ftrget ' aDatakrchver s
7 Ovenwie ies
@ Ovevete e anmeda znener  C Uncandtons Ovenvre

I Restore oy f trget et

Restore Destrton
owsratn . (o =)

I Restore o same folder

Specty destraton poth

! (= S

preserve sarce ot

G omme [T e fomendof hesarceosh i

| I —

B | oot |_soned | Brsovsont | _reb |

If you do not want to overwrite the existing files during restores, you can append a suffix to the filenames and restore them as new files. (This suffix is

appended to the filename before the extension.)

Follow the steps given below to rename files during the restore:

1. From the CommCell Browser, navigate to Client Computers | <Client> | File
System | <Backup Set>.

2. Right-click the <Subclient> in the right pane and then click Browse Backup Data.

3. Click OK.

4. Select the data that you want to restore and click Recover All Selected.

5. In the Destination Client list, select the client.

6. Click Advanced.

7. In the Advanced Restore Options dialog box, select the Map tab.

8. Enter the desired string that you want to append as a suffix to the filenames in
Rename all restore files with suffix and click OK. For Example: Enter the string
temp Will rename file.txt to filetemp.txt.

9. Click OK.

10. Click OK to start the restore.

OVERWRITING DATA DURING RESTORES

Advanced Restore Options

General
PathsfFikers

FrejPost Cony Precedence
Job Retry Map

Startup
Encryption

[ Use map filg

Data Path
Erowse Options Alert

®

Gname all restare Files with suffix

By default, the data in the destination is overwritten when the restored version is newer than the one in the destination.

Use the following steps to overwrite data irrespective of the destination version:

1. From the CommCell Browser, navigate to Client Computers | <Client> | File
System | <Backup Set>.

Right-click the <Subclient> in the right pane and then click Browse Backup Data.
Click OK.

Select the data that you want to restore and click Recover All Selected.

Ensure that the Overwrite Files check box is selected.

Click Unconditional Overwrite.

Click OK.

N o un bk w N

Clear the Overwrite Files check box when restoring to a
computer that has different hardware and different software
device drivers.

Restore Options for All Selected Items

General | 1o nttion|

¥ Restore ACLs
I™ Data in device node

r iftarget i a DatsArchiver stub

[~ ¥ Overwite Files

" Overwrite i fle onmedia isnewer (' [icondiional Gverwrite

I Restore only if target exists

FRestore D

Destration dent  [ypert =1
I Restore to same foider

Specify destination path

Browse

- Preserve Source
[T 13 level fomendofthe source patn
) :| level from beginning of the source path

# Preserve

 Remove

=

Cancal Advanced |

£oc

[ Savessapt | hep

RESTORING ONLY WHEN DATA EXISTS ON THE DESTINATION
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Follow the steps given below to restore the only data that already exists in the destination computer. This ensures any data removed from the destination
computer is not reintroduced by the data recovery.

o

oA WN

From the CommCell Browser, navigate to Client Computers | <Client> | File
System | <Backup Set>.

Right-click the <Subclient> in the right pane and then click Browse Backup Data.
Click OK.
Select the data that you want to restore and click Recover All Selected.

Ensure that the Overwrite Files check box is selected. (If it is not selected, only
those files that do not exist on the destination will be restored.)

Select the Restore only if target exists check box.

Click OK.

RESTORING BY JOBS

Restore Options for All Selectad Ttems

General | 30b Initiation |

I~ Restore ACLs
I Data in device node:

. orly f targetisa

i

 Overwiiteiffie on mediasnewer & Unconditional Overwrite

(% Restore oy f target et )

Destiation dent  [Grecvs

=

Bronse

~Preserve
@ Preserve A j level from end of the source path
[T 54 levelfrombegiming of the source path

 Remove

(5|

Cancel Advanced |

£ o

[ savesssaipt | oo

You can select a specific backup job for a restore. This method of restoring data is faster and useful in the following scenarios:

e To restore point-in-time data associated with a specific backup job

e To restore multiplexed data from the same client

Avoid running restores by jobs for jobs associated with the default backup set, if you do not want to restore the operating system files or directories. The
entire content of the backed up client will be restored and the client where you are restoring might run out of space.

RESTORING ALL THE DATA BACKED UP DURING A JOB

Follow the steps to restore all the data backed up during the selected job:

From the CommCell Browser, navigate to Client Computers | <Client> | File
System.

Right-click the <Backup Set> and select All Tasks | Restore by Jobs.

Enter the Start Time and End Time and click OK. The list of backup jobs, completed
in the specified time period is displayed.

Right click the job you wish to restore and select Restore Selected Jobs.

Click OK.

'RESTORING SPECIFIC DATA BACKED UP DURING A JOB

You can restore specific files and folders from the data backed up during the selected job. Follow the steps given below to restore specific files and folders from
the selected backup job:

w

N o un bk

From the CommCell Browser, navigate to Client Computers | <Client> | File
System.

Right-click the <Backup Set> and select All Tasks | Restore by Jobs.

Enter the Start Time and End Time and click OK. The list of backup jobs, completed
in the specified time period is displayed.

Right click the job you wish to restore and select Browse.
Click OK in the Browse Options dialog box.
Select data that you want to restore and click Recover All Selected.

Click OK.
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RESTORING FROM A FAILED OR KILLED JOB

You can restore from a failed or killed job. When restoring from a failed or killed job, the data backed up to the point of failure will be restored.

Failed or killed backup jobs are immediately aged regardless of their defined retention rules, therefore, these jobs can only be restored if the media is not yet

overwritten. You can restore aged data from tape media but cannot restore from disk libraries.

From the CommCell Browser, navigate to Client Computers | <Client> | File
System.

Right-click the <Backup Set> and select All Tasks | Restore by Jobs.

Select Failed or Killed in the Job Status area of the Restore by Jobs Filter dialog
box.

Enter the Start Time and End Time to specify the time period in which the job was
failed or killed.

Click Advanced.
Select the Include Aged Data check box and click OK.

Click OK on the Restore Jobs Filter dialog box. The list of backup jobs, completed in
the specified time period is displayed. The list also includes Failed or Killed jobs.

Right click the job you wish to restore and click Restore Selected Jobs.
Click OK.

RESUBMITTING A RESTORE JOB

[

36T Status | OperatenType | SubdentStorage oley

wrowse

| ——

e =)

You can rerun a failed or completed restore job. This is useful when you want to use all the options and settings configured for the original job.

Follow the steps given below to rerun a restore job:

v AN

From the CommCell Browser, navigate to Client Computers.
Right-click the <Client> and click View | Job History.
Select Data Recovery.

Select the Restore check box and clear all other check boxes.

Right-click the restore job that you want to resubmit from the Data Recovery Job
History tab and click Resubmit Job.

Click OK in the Restore Options for All Selected Items dialog box.

FILTERING DATA FROM RESTORES

Job History Filter for: startrek @

() Data Management

(@) Data Recovery Gperations
Restore [] Quick Recovery Agent Yolume Recavery

[ Recovery/Retrisve [ 5tub Recal

Specify Time Range
pecity ol

Start Time End Time

Job Status

@ al () Completed () Failed O Killed

Cancel Help

C e

| [ Advanced | |

During a restore operation, you can specify the files, directories, and file name patterns that you want to filter and exclude from restoring.

N o o~ w N

From the CommCell Browser, navigate to Client Computers | <Client> | File
System | <Backup Set>.

Right-click the <Subclient> in the right pane and then click Browse Backup Data.
Click OK.

Select the data that you want to restore and click Recover All Selected.

In the Recover Options for All Selected Items dialog box, click Advanced.
Select the Paths/Filters tab.

If you want to remove any files or folders from restore operation, click Add for Filter
Item list and enter the path of the data. Wildcard entries must be expressed as
complete paths.

You can also click Delete to remove existing source or filter items.
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8. In the Advanced Recover Options dialog box, click OK.

Advanced Restore Options @

General Startup PrefPost Copy Precedence Data Path
9. In the Recover Options for All Selected Items dialog box, click OK. Elliler ot il o 2 Ooon g e
Modify Paths/Filters
Source Item
usritesci* _bat
Filter Item
SUPPORTED WILDCARDS IN FILTERS
The following wildcards can be used in filters to include or exclude data when restoring data.
WILDCARD DEFINITION EXAMPLE
. Any number of characters. doc* will find any directory or file name that begins with
"doc" (e.g., document, documentation)
% Any number of characters across any number [/**/move will find the directory or file named move located at
of path levels. any level under the c: drive (e.g., /info/com/move)
5 Any one character. access? will find any directory or file name that begins with
: "access" followed by any one character (e.g., access1,
access5)
Any range of characters. [ei]lnsure will find any directory or file name that ends with
1 "nsure" and begins either "e" or "i". (e.g., ensure, insure)
[a-z]nsure WIill find any directory or file name that ends with
"nsure" and begins with any letter from "a" through "z". (e.g.,
ansure, bnsure, cnsure, etc.)
| N Any range of characters. !'[a] or ~[a] will exclude any directory or file name that begins
fTor ~[] with "a". (e.g., applications)

You can use a combination of wildcards in a single expression (e.g., access?.h*).

RESTORING DATA USING A MAP FILE

You can restore individual files and folders to different locations using a map file containing a list of files to be restored, with their corresponding restore paths.

CREATING A MAP FILE

The map file is a text file in the CSV (Command Separated Value) format. Follow the steps given below to create a map file:

1. Create a text file on the client computer where you want to restore the data.

2. Add the mapping information in the file in the following format:

"<source path>","<destination path>"

o If the specified destination folder is not available, the necessary destination folder will be created during the restore.

The specified paths for both the source and destination should be absolute paths within the same client computer.

You can provide following information in a map file:

INFORMATION

EXAMPLE

File to File Mapping

"/dirl/filel.txt","/dir2/filel.txt"

Folder to folder mappings

"/dir2/info/","/dir4/info/"

Drive to drive mappings

"/ (root),"/mnt","/usr"

Rename files/folder during restore

"/dird/file2.txt","/dir5/file3.txt"

Filter certain files

w/dirs", "

‘ADDING FILES AND FOLDERS WITH UNICODE CHARACTERS TO A MAP FILE

If the path or the filename contains Unicode characters, the Map File must be converted to a format that can be used by the data protection operation. The
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Unicode Conversion utility must be used to convert the Map File to a format that can be provided as input.

1.
2.

Using a text editor, create a file that contains a list of files/folders with Unicode characters. Make sure to save the file as a Unicode text file.

From the Command Line, navigate to the <software install folder>/base folder and type the following:

cvconvertunicode <source file> <destination file>
Where:

<source file> is the full path and name of the file created in Step 1.

<destination file> is the full path and name of the destination file. The file will automatically be created by the utility.

Use the destination file as the Map File to perform the restore.

RESTORING USING A MAP FILE

Use the following procedure to restore a list of files and folders from a computer and each of these files have a different destination.

1. From the CommCell Browser, navigate to Client Computers | <Client> | File Advanozd Resture Optious &
System | <Backup Set>. e e
2. Right-click the <Subclient> in the right pane and then click Browse Backup Data. i
3. Click OK. PR
4. Select the data that you want to restore and click Recover All Selected. RSl
5. Click Advanced. Rename alestore fies nith suffix
6. Select the Map tab.
7. Select the Use map file check box and click Browse to navigate to the map file.
8. Clear the Restore unmapped file check box.
9. In the Advanced Recover Options dialog box, click OK.
10. Click OK to start the restore. 3 e
‘COMBINING BROWSE AND RESTORE WITH THE MAP FILE RESTORE
Use the following procedure to restore a set of files to a specified location with some files within that set to different destinations.
1. From the CommCell Browser, navigate to Client Computers | <Client> | File A e &
System | <Backup Set>. e | e gk __Dai
2. Right-click the <Subclient> in the right pane and then click Browse Backup Data. [] Use map file
3. Click OK. Map File Path
4. Select the data that you want to restore and click Recover All Selected. [ Restre unmpped fles
5. Click Advanced. Rename il restors files with sufflx
6. Select the Map tab.
7. Select the Use map file check box and click Browse to navigate to the map file.
8. Select the Restore unmapped file check box.
9. In the Advanced Recover Options dialog box, click OK.
10. In the Recover Options for All Selected Items dialog box, click OK. o ) [cwen J [ oo

RESTORING DELETED FILES

Follow the steps given below to restore deleted files:

N o o s wN

From the CommCell Browser, navigate to Client Computers | <Client> | File
System | <Backup Set>.

Right-click the <Subclient> in the right pane and then click Browse Backup Data.
Click OK.

Select the data that you want to restore and click Recover All Selected.

Click Advanced.

Select the Browse Options tab.

Select the Restore deleted items check box and then select the Specify Time
Range check box.
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8.
9.
10.

Select the time range to restore the files, deleted in that period of time.
In the Advanced Recover Options dialog box, click OK.

In the Recover Options for All Selected Items dialog box, click OK.

SETTING UP PRE-POST PROCESSES

Advanced Restore Options El
General Startup Pre{Post Copy Precedence DataPath
Paths|Filters Encryption Job Retry Map Browse Options Alert

Restore deleted items

specify Time Range
Time Zone: (6MT-08:00) Pacific Time (U3 & Canada) v
Stark Time End Tma
Sun 02{27/7011 [~ ion 02/25{2011 [+
0L BLPM El 0L BLPM Bl

You can run batch files or shell scripts before and/or after restore jobs. Follow the steps given below to setup a process before or after the restore job

9.
10.

N o un bk w N

From the CommCell Browser, navigate to Client Computers | <Client> | File
System | <Backup Set>.

Right-click the <Subclient> in the right pane and then click Browse Backup Data.
Click OK.

Select the data that you want to restore and click Recover All Selected.

Click Advanced.

Click the Pre/Post tab.

If you want perform a process before the restore job, enter the path for the batch file
in the Pre Recovery Command box or click Browse to select the batch file.

If you want perform a process after the restore job, enter the path for the batch file
in the Post Recovery Command box or click Browse to select the batch file.

Click OK.
Click OK to start the restore.

Advanced Restore Options

PathsjFilters
General

Job Retry

Startup Pre/Post

Pre Recavery Command

Post Recovery Command

[C]Run Post Restore Process for all attempts

®

Map Browse Options Alert
Copy Precedence Data Path

Browse

SETTING UP A PRE/POST PROCESS TO RUN AFTER EACH ATTEMPT

By default, a specified post process command is executed only on successful completion of the restore operation.

Use the following steps to run a post process even if the restore operation did not complete successfully. For example, this may be useful to bring a database
online or release a snapshot.

N

o M w N

From the CommCell Browser, navigate to Client Computers | <Client> | File
System | <Backup Set>.

Right-click the <Subclient> in the right pane and then click Browse Backup Data.
Click OK.

Select the data that you want to restore and click Recover All Selected.

Click Advanced and then click the Pre/Post tab.

Enter the path for the batch file in the Post Recovery Command box or click
Browse to select the batch file.

Select the Run Post Process for all attempts check box.
Click OK.
Click OK to start the restore.

RESTORING SPARSE FILES

Advanced Restore Options

PathsFilkers
General

Job Retry

Startup Fre/Fost

Pre Recavery Command

Past Recovery Command

Run Past Restore Process for all attempts

®

Map Browse Options Alert
Copy Precedence Dats Path

Browse

The sparse files are restored by default as flat files, wherein the holes are restored as data. This will increase the disk usage. Use the following steps to restore
the holes as genuine holes which will considerably reduce the disk usage.
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1. From the CommcCell Browser, navigate to Client Computers.

2. Right-click the <Client> in which you wish to perform the restore, and then click
Properties.

3. Click the Registry Key Settings tab.

4. Click Add.

5. In the Name field, type OptimizeRunLengths.

6. In the Location list, select or type iDataAgent.

7. Inthe Type list, select value.

8. In the Value field, type the value which should be greater than or equal to -1.

9. Click OK.

RESTORING RAW DEVICES

Activiey Control || Groues.
Content Indexing

5
hent: Side Dedaph

15<]]

30b Corfiguration

Add Registry Key on Unix Client

Name  [Dptim iz eRunLenaths

Erabied I

Location  DataAgent

Tvee  fraiue

Valuo T

Cancel Help

Raw device files, including block and character, can be restored either in-place or out-of-place. The entire raw device or individual files can be restored. Use

character device files instead of block device files for achieving better restore performance.

1. From the CommcCell Browser, navigate to Client Computers | <Client> | File
System.

2. Right-click the <Backup Set>, point to All Tasks and then click Browse Backup
Data.

Click OK.

Select Data in device node.

Select Overwrite files and then click Unconditional Overwrite.

N o u hrow

Select the name of the client computer from the Destination Client list and click
OK.

8. Click the Job Initiation tab and click Immediate.
9. Click OK.

You can track the progress of the job from the Job Controller.

il Selected Items

Select the raw device data that you want to restore and click Recover All Selected.

'RESTORING RAW DEVICE FILES AS REGULAR FILES

You can restore the actual data in the device node file of the raw partition as a regular file system file.

1. From the CommCell Browser, navigate to Client Computers | <Client> | File

System.

2. Right-click the <Backup Set>, point to All Tasks and then click Browse Backup
Data.

3. Click OK.

4. Select the raw device data that you want to restore and click Recover All Selected.

5. Click Data in device node.

6. Select Overwrite files and then click Unconditional Overwrite.

7. Select the name of the client computer from the Destination Client list and click
OK.

8. Click Advanced.

9. Select Restore device files as regular files check box.

10. Click OK.

RESTORING APPLE DOUBLE ENCODED FILES

You can restore Apple Double formatted Macintosh files that contain resource fork data.

o

=

ooy e |

N T L -
e [T e tembepmesetsesasasen

-
= —

ENABLING A GLOBAL OPTION TO RESTORE RESOURCE FORK DATA
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From the CommCell Console, click Control Panel button in the toolbar.
Double-click the Browse/Search/Recovery icon.

Select Recover Apple Resource Fork Data check box.

MW

Click OK.

= () Ex
) 'y =5
Browse/Search/Recovery Options Aray Management

[[] Shaw aged daka during browse and recovery:
[ Aways uss exact index For browse
[C] Disable confirmation message for restore fobs

[ Automatically switch copy ta read data from any copy.

[(] Stert End User restares in suspended state Custom Calendars

[(] Start Compliance restores in suspended state

Recover Apple Resource Fork Dot

&

[ Enabis Exchange Delegate Search E-#il & 115 Configuration

L sjw =
‘RESTORING RESOURCE FORK DATA FOR A SPECIFIC JOB
Use the following steps to recover Apple resource fork data of selective Macintosh files.
. . . . Advanced Restore Options ﬁ‘
1. From the CommCell Browser, navigate to Client Computers | <Client> | File —
PathsiFilters Job Retry Map Erowse Options Alert
System. General Startup PrejPost Copy Precedence DataPath
2. Right-click the <Backup Set>, point to All Tasks and then click Browse Backup [[] éukomatically Ditect Regular Expressions
Data. [[] Skip errors and continue
3. Click OK. [ Restare device files as requiar Fles
4. Select the MAC File System data that you want to restore and click Recover All [ use Exact Index
Selected. [[] Skip Mount Point Restore:

5. Click Advanced.

6. Select Recover Apple Resource Fork Data check box.

7. Click OK.

EXCLUDING ACLS FROM RESTORES

The ACLs and the data are restored by default when you restore the data . Use the following procedure to exclude the ACLs from the restore.

1. From the CommcCell Browser, navigate to Client Computers | <Client> | File
System | Backup Set

Right-click the subclient in the right pane and then click Browse Backup Data.
Click OK.
Select the data that you want to restore and click Recover All Selected.

Click to clear the Restore ACLs check box.

o vk~ w N

Click OK.

BROWSING DATA

The option to browse the backup data provides the facility to view and selectively restore/recover the data that was backed up. The following sections explain

how to browse the backup data.

Restore Options for &ll Selected Items [x]

General | 3ab Iniiatian |

[~ Restore AcLs

I Data in device node

I™ uncondtionally overwrite only if target is a Datadrchiver stub
[V Overwrite Files
€ Overwite f file on mediais newer & Unconditional Overurite

[~ Restore orly i target exists

Restore Destination

Destination clent [perfinux03 =]
[ Restore to same Folder

Specify destination path

[ Brovse

Preserve Source Paths

(3 s T2 levelfromendof e sourcepath
o Cancel advanced | [savenssorot | Hep

LATEST DATA

Follow the steps given below to view the latest data backed up by a backup set:

1. From the CommcCell Browser, navigate to Client Computers | <Client> | File
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2.
3.

System
Right-click a Backup Set and click All Tasks | Browse/Browse Backup Data.
Click OK.

The latest data backed up by all the subclients is displayed in the Client Browse tab.

‘DATA BEFORE A SPECIFIED TIME

LANEE I

From the CommCell Browser, navigate to Client Computers | <Client> | File
System

Right-click a Backup Set and click All Tasks | Browse/Browse Backup Data.
Select Specify Browse Time.
Select a date and time to Browse Data Before it.

Click OK.

'DATA BETWEEN A SPECIFIED TIME

W P N LA WN

From the CommCell Browser, navigate to Client Computers | <Client> | File
System

Right-click a Backup Set and click All Tasks | Browse/Browse Backup Data.
Select Specify Browse Time.

Select a date and time to Browse Data Before it.

Click Advanced.

In the Advanced Browse Options dialog box, select Exclude Data Before.
Select the date and time to exclude the data before it from the browse operation.
Click OK in the Advanced Browse Options dialog box .

Click OK in the Browse Options dialog box.

LISTING MEDIA

List media option is useful to predict media required for the following operations:

e To restore data associated with a specific backup set or subclient.

e To restore the index required to browse data associated with a specific backup set or subclient.

e To restore a specific file (or specific files and folders).

e To restore data associated with a specific job.

The List Media feature can also be used in a number of other capacities. Refer to the List Media documentation for a complete overview of this feature.

The list media operation can be performed for backup sets and subclients. The following sections describe each of these methods.

LISTING MEDIA FOR A SUBCLIENT

1.

2.

From the CommCell Browser, navigate to Client Computers | <Client> | File System | Backup Set.

Right-click the subclient for which you wish to list media in the right pane and then click List Media.

From the List Media dialog box choose one of the following options:

o Click Media For the Latest Data to list media associated with the most recent data protection cycle.

o Click Specify Time Range to list media associated with data protection operations up to the specified date and time range. Use the Data Before box

to specify the end date and time.

o Click Advanced and then click Exclude Data Before to list media associated with data protection operations after the specified date and time.

Note that you can use the Specify Browse Time and Exclude Data Before options to list media between a specified date and time range.

Click OK.

The appropriate media is listed in the Media dialog box.
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LISTING MEDIA FOR A BACKUP SET

1.

2.

From the CommCell Browser, navigate to Client Computers | <Client> | File System.
Right-click the backup set for which you wish to list media, point to All Tasks and then click Browse.

From the Browse Options dialog box, if required, select the following options:
o Click Browse the Latest Data to list media associated with the most recent data protection cycle.

o Click Specify Browse Time to list media associated with data protection operations up to the specified date and time range. Use the Browse Data
Before box to specify the end date and time.

o Click Advanced and then click Exclude Data Before and then select the date and time from which you wish to list media associated with data
protection operations.

Note that you can use the Specify Browse Time and Exclude Data Before options to list media between a specified date and time range.
Click List Media.

From the List Media dialog box, click List Media for restore within specified time range.

Click OK.

The appropriate media is listed in the Media dialog box.

LISTING MEDIA AND SIZE FOR A BACKUP SET

Before restoring any file or folder, you can review all the media that is associated with the selected data. Use this option to ensure that the media required to
restore the selected data is available. You can also predict the total size of the data that you want to restore. Follow the steps given below to display the media

and the size:

1. From the CommCell Browser, navigate to Client Computers | <Client> | File
System.

2. Right-click a Backup Set and click All Tasks | Browse Backup Data.

3. From the Browse Options dialog box, if required, click Browse the Latest Data.

4. Click OK.

5. Select the data that you want to restore and click List Media and Size.

6. Click OK.

The media associated with the selected data is displayed. If required, you can recall the
required media from the export location.

SCHEDULING A RESTORE

1.

e From the CommCell Console, navigate to Client Computers | <client> | File B ]
System. & Browss the TR e
e Right-click an backupset and click All Tasks | Browse Backup Data. '@ Sy e ime
° C|ICk OK Erowse Data Beforer
= | 03 : 36PH :‘
Time Zane; I(UTC'US:UU) Eastern Time (US & Canada) |
Cllrk Computer:  [rilerey =
Wi Gzteig e [ <anv meDIAAGENT> =

I~ Specify Browse Path: |

I~ show Deleted Items

Page Size: | 1000 j

ok | cancel | advanced List Media Help

e Select a file to restore.
e Click Recover All Selected.
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& cetastoachumset xS Chents hsupd (Latest.. X

By Clent: hsupd (Latest Data )
Current Selected: /data (Subdient:default)
=) {DA File System + |selected Name Size. Type Modified
& [ defoutBackupset ] [ bin 0Bytes Folder 12/16/08 5:19PM
=@ e 58,7218 Mount point 12/16/08 5:027M
R oo i o
@ e 3468 Mount Point 5/5/09 12:19 AM
B oo 23168 Mount Point 3/12099:14PM
O crom 0Bytes Folder 5/3/09 5:58 AM
R G i gt
. T T S T T
E— Coves B e
SR bt o SiDiEeH]
B oone ol P
(ecove Miseect... )| Lathedssndsze | [ Newbromsen. |

3. Select the name of the client computer from the Destination Client list. ““""""""“’"’"‘"“"““‘“‘"‘5
i ]
Click OK.

IV Restore ACLs
I Datain device nodel
I Unconditionally aversrte only F target is a Datafrchiver stub

[ ¥ Overwite Files

© Overwriteif fle on media snewer & Uneanditianal Overurite

I~ Restare only f target exists

Restore

Destination clent @age b0z LD

[V Restore to same folder

Specify destintion path

Brovse

Preserve
£ preserve 1| tevelfromend of e source paify
€ Remove 0] evellrembegiing o the source potiy

Boc Cacel | pdvanced | oavesssoet | rep

e Click Job Initiation tab and click Schedule. Restore Options for, ALl Selected Items [‘X
e Click Configure. General | Job Initistion

o Tnitiation

) Immediate

(®) Schedulg

Configure Schedule Pattern

[ %OK H Cancel H Advanced H @Saveﬂss:rlpt H Help ]

5. Select the appropriate scheduling options. For example:

o Click Weekly.

Schedule Name:

e Check the days you want the run the restore job. © one Time statTme [ oooew ||

e Change the Start Time to 9:00 PM g::"m

e Click OK to close the Schedule Details dialog O Monthy

e Click OK to close the Restore Options dialog O Onthese days 7] onday [ Tuesday [ Wecnesday
Thursday [ Friday [ Saturday

The restore job will execute as per the schedule. [ sunday
[ ok [ concel [ Hep ] [Coptions>>

MANAGING RESTORE JOBS
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Once you initiate the restore operation, a restore job is generated in the Job Controller. Jobs can be managed in a number of ways. The following sections

provide information on the different job management options available:

RESTARTING JOBS

Jobs that fail to complete successfully are automatically restarted based on the job restartability configuration set in the Control Panel. Keep in mind that

changes made to this configuration will affect all jobs in the entire CommcCell.

To Configure the job restartability for a specific job, you can modify the retry settings for the job. This will override the setting in the Control Panel. It is also
possible to override the default CommServe configuration for individual jobs by configuring retry settings when initiating the job. This configuration, however,

will apply only to the specific job.

Backup jobs for this Agent are resumed from the point-of-failure.

CONFIGURE JOB RESTARTABILITY AT THE COMMSERVE LEVEL

1. From the CommCell Browser, click Control Panel icon.
2. Select Job Management.

3. Click Job Restarts tab and select a Job Type.
O Select Restartable to make the job restartable.

O Change the value for Max Restarts to change the maximum number of times the

Job Manager will try to restart a job.

O Change the value for Restart Interval (Mins) to change the time interval
between attempts for the Job Manager to restart the job.

4. Click OK.

CONFIGURE JOB RESTARTABILITY FOR AN INDIVIDUAL JOB

Right-click the Subclient and select Backup.
Click Advanced.
In the Advanced Backup Options dialog box, click the Job Retry tab.

v A W

job can be restarted or killed.

Select Kill Running Jobs When Total Running Time Expires to kill the job after

reaching the maximum elapsed time.
6. Select Enable Number Of Retries and specify the number of retries.
7. Click OK.

From the CommCell Browser, navigate to <Client> | File System | Backup Set.

Select Enable Total Running Time and specify the maximum elapsed time before a

Job Management Xl
General | Job Priorities | Job Restarts | Job Updates
Job Restart
Job Type Max Restatts
Disaster Recovery backup ~
Dacumentum (Data Protection) Restart Interval (Mins)
Downlosd/Capy Updates
Exchange DE (Data Protection) Restartable
y Indexing [
File System and Indexing Based (C Cléisempiati
Information Managemernt |
Informix DB (Data Frotection) ] Enable Total Running Time:
Install Updates
Lokus Motes DB (Data Protection) j j
Mediia Reefresh
M¥SQL (Data Protection)
Offine Content Indexing
Grline Cortent Indexing
Oracle DB (Data Protection)
Cther {Data Frotection]
501 DB {Data Pratection) 2
>
Start Phase Retry Interval (Mins) 104
(=)
e ®
ot () e it g
Yy
I =) e}
[REr— 4
funts b
O
(] [

Fo ] (oo )G |

CONTROLLING JOBS

The following controls are available for running jobs in the Job Controller window:

Temporarily stops a job. A suspended job is not terminated; it can be restarted at a later time.
SUSPEND

Resumes a job and returns the status to Waiting, Pending, Queued, or Running. The status depends on the availability of
RESUME resources, the state of the Operation Windows, or the Activity Control setting.

Terminates a job.
KILL

SUSPENDING A JOB

1. From the Job Controller of the CommCell Console, right-click the job and select Suspend.

2. The job status may change to Suspend Pending for a few moments while the operation completes. The job status then changes to Suspended.

RESUMING A JOB

1. From the Job Controller of the CommCell Console, right-click the job and select Resume.
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2. As the Job Manager attempts to restart the job, the job status changes to Waiting, Pending, or Running.

KILLING A JOB

1. From the Job Controller of the CommCell Console, right-click the job and select Kill.

2. Click Yes when the confirmation prompt appears if you are sure you want to kill the job. The job status may change to Kill Pending for a few moments
while the operation completes. Once completed, the job status will change to Killed and it will be removed from the Job Controller window after five

minutes.

ADDITIONAL RESTORE OPTIONS

Several additional options are available to further refine your restore operations. The following table describes these options, as well as the steps to implement

them.

Be sure to read the overview material referenced for each feature prior to using them.

OPTION

DESCRIPTION

RELATED TOPIC

Skip Errors and Continue

This option allows a restore job to continue regardless of media errors and outputs a file that
lists the full path names of the files that failed to get restored.

1. From the CommCell Browser, navigate to Client Computers | File System.

2. Right-click the <Backup set> that contains the data you want to restore, point to All
Tasks and then click Browse Backup Data.

3. In the Browse Options dialog box, click OK.

»

In the Client Browse tab, select the data to be restored and click Recover all
Selected.

5. In the Restore Options for All Selected Items dialog box, click Advanced.

6. In the Advanced Restore Options dialog box, select Skip errors and continue check
box.

7. Click OK

Use Exact index

This option allows you to associate the media with the most recent index available in the
CommCell.

1. From the CommCell Browser, navigate to Client Computers | File System.

2. Right-click the <Backup set> that contains the data you want to restore, point to All
Tasks and then click Browse Backup Data.

3. In the Browse Options dialog box, click OK.

4. 1Inthe Client Browse tab, select the data to be restored and click Recover all
Selected.

5. In the Restore Options for All Selected Items dialog box, click Advanced.
6. From the Advanced Restore Options , select Use Exact Index check box.
7. Click OK.

Startup Options

The Startup Options are used by the Job Manager to set priority for resource allocation. This is
useful to give higher priority to certain jobs. You can set the priority as follows:

1. From the CommCell Browser, navigate to Client Computers | File System.

2. Right-click the <Backup set> that contains the data you want to restore, point to All
Tasks and then click Browse Backup Data.

In the Browse Options dialog box, click OK.

4. Inthe Client Browse tab, select the data to be restored and click Recover all
Selected.

5. In the Restore Options for All Selected Items dialog box, click Advanced.

6. Inthe Advanced Restore Options dialog box, click Startup.

7. In the Startup tab, select Change Priority.

8. Enter a priority number. 0 is the highest priority and 999 is the lowest priority.

9. Select the Start up in suspended State check box to start the job in a suspended state.

0. Click OK.

Refer to Job Priority and
Priority Precedence.

Copy Precedence

By default, the system retrieves data from the storage policy copy with the lowest copy
precedence. If the data was pruned from the primary copy, the system automatically retrieves
data from the other copies of the storage policy in the lowest copy precedence to highest copy
precedence order. Once the data is found, it is retrieved, and no further copies are checked.

You can retrieve data from a specific storage policy copy (Synchronous Copy or Selective
Copy). If data does not exist in the specified copy, the data retrieve operation fails even if the

data exists in another copy of the same storage policy. Follow the steps given below to retrieve

Refer to Recovering Data From
Copies.
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the data from a a specific storage policy copy:
1. From the CommCell Browser, navigate to Client Computers | File System.

2. Right-click the <Backup set> that contains the data you want to restore, point to All
Tasks and then click Browse Backup Data.

3. In the Browse Options dialog box, click OK.

»

In the Client Browse tab, select the data to be restored and click Recover all
Selected.

In the Restore Options for All Selected Items dialog box, click Advanced.

5

6. In the Advanced Restore Options dialog box, click Copy Precedence.

7. On the Copy Precedence tab, select the Restore from copy precedence check box.
8

Enter the copy precedence number.

9. Click OK.

Data Path Options

The data recovery operations use a default Library, MediaAgent, Drive Pool, and Drive as the
Data Path. You can use this option to change the data path if the default data path is not
available. Follow the steps given below to change the default data path:

1. From the CommCell Browser, navigate to Client Computers | File System.

2. Right-click the <Backup set> that contains the data you want to restore, point to All
Tasks and then click Browse Backup Data.

3. In the Browse Options dialog box, click OK.

»

In the Client Browse tab, select the data to be restored and click Recover all
Selected.

In the Restore Options for All Selected Items dialog box, click Advanced.
In the Advanced Restore Options dialog box, click Data Path.
On the Data Path tab, select the MediaAgent and Library.

Select the Drive Pool and Drive for optical and tape libraries.

W ® N oW

Select the name of the Proxy server if you wish to restore using a proxy server.

is not available for a regular restore.

0. Click OK.

You can select the Proxy server only when you are restoring from a snapshot. This option

Refer to Change Data Path.

recovery job. Follow the steps given below to set up the criteria to raise notifications/alerts:
1. From the CommCell Browser, click Client Computers | File System.

2. Right-click the <Backup set> that contains the data you want to restore, point to All
Tasks and then click Browse Backup Data.

3. In the Browse Options dialog box, click OK.

4. 1Inthe Client Browse tab, select the data to be restored and click Recover all
Selected.

5. In the Restore Options for All Selected Items dialog box, click Advanced.

6. In the Advanced Restore Options dialog box, click Alerts.

7. Click Add Alert.

8. From the Add Alert Wizard dialog box, select the required threshold and notification

criteria and click Next.

9. Select the required notification types and click Next.

This option enables users or user groups to get automatic notification on the status of the data

Encryption Refer to Data Encryption.
yp If the client's data is encrypted with a pass phrase, you must enter the pass-phrase to start the s
data recovery operation. Follow the steps given below to enter the pass-phrase:
1. From the CommCell Browser, click Client Computers | File System.
2. Right-click the <Backup set> that contains the data you want to restore, point to All
Tasks and then click Browse Backup Data.
3. In the Browse Options dialog box, click OK.
4. 1Inthe Client Browse tab, select the data to be restored and click Recover all
Selected.
5. In the Restore Options for All Selected Items dialog box, click Advanced.
6. In the Advanced Restore Options dialog box, click Encryption.
7. Enter the Pass Phrase.
8. Click OK.
Alerts Refer to Alert.
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10. Select the recipients and click Next.
L1. Click Finish.
12. Click OK.

Command Line Restores

Command Line Interface enables you to perform backups or restore from the command line.
The commands can be executed from the command line or can be integrated into scripts.

'You can also generate command line scripts for specific operations from the CommcCell Browser
using the Save As Script option.

Refer to Command Line
Interface.

CommcCell Readiness
Report

The CommCell Readiness Report provides you with vital information, such as connectivity and
readiness of the Client, MediaAgent and CommServe. It is useful to run this report before
performing the data protection or recovery job. Follow the steps given below to generate the
report:

1. From the Tools menu in the CommCell Console, click Reports.
Navigate to Reports | CommServe | CommCell Readiness.

Click the Client tab and click the Modify button.

AW

In the Select Computers dialog box, clear the Include All Client Computers and All
Client Groups check box.

Select the client from the Exclude list.
Click the Include > button.

Click OK.

Click the MediaAgent tab.

v ® N e U

Clear the Include All MediaAgents checkbox.
L0. Select the MediaAgent from the Exclude list.
L1. Click Include >.

12. Click Run.

The generated report is displayed.

Restore Job Summary
Report

The Restore Job Summary Report provides you with information about all the data recovery
ljobs that are run in last 24 hours for a specific client and agent. You can get information such
as failure reason, failed objects, job options etc. It is useful to run this report after performing
the restore. Follow the steps given below to generate the report:

1. From the Tools menu in the CommCell Console, click Reports.
2. Navigate to Reports | Jobs | Job Summary.

3. Click Data Recovery on the General tab in the right pane.

4

On the Computers tab, select the client and the agent for which you want to run the
report.

5. Click Run.

Refer to Restore Job Summary
Report.

Back to Top
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Data Aging - Macintosh File System iDataAgent

TABLE OF CONTENTS

Getting Started
Extended Retention Rules

GETTING STARTED

Data Aging is the process of removing old data from secondary storage to allow the associated media to be reused for future backups.

By default, all backup data is retained infinitely. However, you should change the retention of your data based on your needs. Note that if you continue to have

infinite retention, you will also need infinite storage capacity.

1.

2.

From the CommcCell Browser, navigate to Policies | Storage Policies.

Highlight the Storage Policy.

From the right pane, right-click the Storage Policy Copy and click the Properties.

Click the Retention tab.

Click the Retain For in the Basic Retention Rules for All Backups area.

Enter number of days to retain the data.
Enter number of cycles to retain the data.
Click OK.
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apple - CommCell Console

From the CommCell Browser, click the Reports icon. T v T ORI
' P &m0 @ El@)
A cmot o
A vfm 208
® g-(m Conputer Groups o % Y =l 8
o g o
4 oo
3 s "
& B commiovetr v
. Job Controller J
[ Job Controler 208
v [xo Operatin Clenk Conguter oot Type| Sbclenk_ obType Phase 3|
o e s ety e A
2 CommCel Browser
% Agents & ” o
2] [ npose orlaring
=
6. Expand Reports and select Data Retention Forecast and Compliance. &
G [ mnry o
En Gow
Sonmntodoa
(7] Show unprunable deta.
e e
@ MNow
O Forecasted | 713 dys fromtaday
Lgates swor
Oam
® Storage Pokcy.
7. Click Run. Slsmilde g
2 s G [ mn oy Lo
emacotorsn
-um(wvy
4 3 Moot o
sl iSonmntodoa
-t ER—
ST fo
+ T o
:s{i;:w OForscatod [ 712 dpstromtcey
Do soti
Pyt
Oomt
® Storage Pokcy.
8. The report will display the data to be pruned when a data aging job is run. Data Retention Forecast and Compliance Report
To ensure only data intended for aging is actually aged, it
is important to identify the data that will be aged based :
on the retention rules you have configured. Hence, =
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age. S
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If necessary, fine-tune your rules so that only the R,
intended data is aged.
Once you run a data aging job, the data will be lost.
9. From the CommCell Console, right click the CommServe icon and click All Tasks | s Commeel Browser & idol x ol
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10. Select Immediate in the Job Initiation section and click OK.

Data Aging Options

Job Initiation |

Job Initiation

(&) Immediate

Run this job nows

() Schedule
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7)o oot e

11. You can track the progress of the job from the Job Controller window. When the job  =L20™" - - : vos
has completed, the Job Controller displays Completed. S e e e e s G 8 e e s

Make sure that the job completes successfully. If the job did not complete
successfully, re-run the job.

Wrase s iy G Poriny 0 Vi 2 om0 Sparied 8T e o Sy W

EXTENDED RETENTION RULES
Extended retention rules allow you to keep specific full (or synthetic full) backups for longer periods of time.
Extended retention rules can be used in the following circumstances:

e If you have a single drive tape library

e If you want to create a hierarchical retention scheme (grandfather-father-son tape rotation)

In all other cases, it is recommended that the Auxiliary Copy feature be used for extended storage as it actually creates another physical copy of the data,
thereby reducing the risk of data loss due to media failure.

UNDERSTANDING EXTENDED RETENTION RULES
Extended retention allows you to retain a specific full (or synthetic full) backup for an additional period of time. For example, you may want to retain your
monthly full backups for 90 days.

Extended retention rules allow you to define three additional "extended" retention periods for full (or synthetic full) backups. For example:

e You may want to retain your weekly full backups for 30 days.
e You may want to retain your monthly full backup for 90 days.

e You may want to retain your yearly full backup for 365 days.

A backup job will be selected for extended retention based on its start time. For example: If a backup job starts at 11:55 pm on August 31st and ends at 1 am
on September 1st, then it will be selected as the last full backup for the month of August and will be picked up for extended retention.

SETTING UP EXTENDED RETENTION RULES

Use the following steps for setting up the extended retention rules:

1. Right-click the storage policy copy and click Properties. = —
R . General Retention Data Paths Data Path Configuration
2. Click the Retention tab.
Enable Data Aging
3. Set the basic retention rules by clicking Retain for and entering the number of days and cycles 7] i g il e o ik iy
appropriate for your organization. B e e oo o el = 1 o e
4. Set the extended retention rules as follows: © spool Copy (o Retetion)
R Basic Retention Rule For All Backups
Click the For button. Ofinke
Enter the number of Days Total to retain the backup. ©nesener o] e Hf cres
Basic Retention Rules for Data/Compliance Archiver Data
Click the Keep drop-down list, and select the desired backup criteria (e.g., Monthly Full). O e
. . (® Retain for 365 || Days
Click the Grace Days drop-down list and select the number of days (e.g., 2). 1
Extended Retention Rules for Full Backups
5. Repeat Step 4 to configure additional extended retention. @ @ G vty (RN | s L
For  [ifinite] 503 ays TotelKeep Moty Ful | Grace Days -
6. Click OK. PFor Clinfinte) | 365\ DaysTotelkeep [vearyFul | Grace Days -
[ Select the jobs From previous tier
For wieekly Full Rule the Week starts on: | Friday -
For Monthly Full Rule the Month starts on: | 1 -
For al rules keep the:
() First full backup of time period
(5) Last Full backup of time period

ADVANCED TOPICS

Data Aging - Advanced
Provides comprehensive information on additional Data Aging capabilities.
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Disaster Recovery - Macintosh File System /DataAgent
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Planning for a Disaster Recovery

Rebuilding the Operating System

Restoring the Macintosh File System

PLANNING FOR A DISASTER RECOVERY

Before you begin a disaster recovery, make sure to do the following:

Perform regular backups of the Macintosh file system. These backups can be scheduled to run at convenient intervals.

Ensure that the destination client is same as source client while performing a disaster recovery.

Make sure to Install the Macintosh Operating System on the system that you want to restore. Make sure to install the Operating System exactly as it existed
prior to a hardware or software corruption problem.

The client computer must have an install partition with the Macintosh File System iDataAgent installed on it. Make sure to enable the Networking option. The
TCP/IP, hostname, and domain name settings of the default install must match those of the system that you are restoring.

REBUILDING THE OPERATING SYSTEM

1.

Place the Macintosh installation CD into the drive.
To boot the system from the CD, press the power-on button while holding down the c key. When the Apple logo displays you can release the c key.
From the Installer menu, select Open Disk Utility...

Partition a drive using the Disk Utility.

O Select a disk.

o In the Partition tab, click Split and then select the desired partition.

o In the Volume Information box, enter a Name for the partition (which we will refer to as mini_root in this procedure)
o In the Format box, select Mac OS Extended.

O In the Size box, enter a number that is at least 2 GB greater than the minimum space requirements for the version of Mac OS X that you are trying to
install

O Press Return.
Repeat these steps for each remaining disk/partition

o Click Partition
o Click Partition on the confirmation message.

O After the partition has been created, quit the Disk Utility.
In the Select Destination screen, select the mini_root partition created in step 3 above and then click Continue.
Click Install.

The install program starts copying the software. This step may take a while to complete. After the OS software installation has completed, the system will
restart automatically.

After the system has restarted, enter registration information, then assign the computer name and IP address using the same settings that were used in
the original installation.

If you are prompted to update your system software, select Quit Software Update.

Open a Terminal window, then enter sudo passwd root

When prompted, provide a password for root.

Switch to the root user.

su - root

Install the Macintosh File System iDataAgent to the same CommServe using the same Client name that was used during the previous installation.

We recommend that you adjust your Energy Saver settings before restoring the system so that the computer, display and hard disk will not be put to
sleep during the restore.

RESTORING THE MACINTOSH FILE SYSTEM
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1. e From the CommCell Browser, navigate to Client Computers | <Client> | File
System.
e Right-click the backup set that contains the backup data of the root file system,
point to All Tasks, and then click Restore.

2. Enter the path to restore the lost data. You can type "/" as the path to restore the
entire content.

3. e Select the name of the client computer from the Destination Client list.
o Clear the Restore to same folder checkbox.
e Click Browse and select the original root partition (which is currently mounted
under the Volumes directory).
e Click OK.
Do not select Unconditional Overwrite from the
Advanced Options.
Restored data retains its original permissions. The ACLs
are restored after the permissions are restored.
4. e Click Advanced.
e Click the Paths/Filters tab.
e Under Source Item, click Add and type /Volumes.
e Click OK.
5. e Select Immediate from the Job Initiation tab.
e Click OK.
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Restore Options for All Selected Items [x]

General Job Initiation |

-Job Initiation

Run this job now

" & Immediate

£ Schedule

Configure Schedule Pattern Configure

gOK I Cancel Advanced I B*Savens Scripk | Help I

6. You can monitor the progress of the restore job in the Job Controller or Event
Viewer window of the CommcCell Console.

7. e Open a Terminal window on the client and navigate to the original root partition mkdir Volumes
which is currently mounted under the Volumes directory.
e Re-create the volumes directory
8. Make the newly restored root bootable using the bless command bless -folder "/Volumes/<original root
partition>/System/Library/CoreServices" -setOF
9. Restart the computer.

The system boots to the newly restored root.
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Additional Operations - Macintosh File System /DataAgent
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AUDIT TRAIL

The Audit Trail feature allows you to track the operations of users who have access to the CommcCell. This capability is useful if a detrimental operation was
performed in the CommCell and the source of that operation needs to be determined.

Audit Trail tracks operations according to four severity levels:

e Critical: This level records operations that will result in imminent loss of data.
e High: This level records operations that may result in loss of data.

e Medium: This level records changes to the general configuration of one or more entities. Such changes may produce unintended results when operations
are performed.

e Low: This level records changes to status, addition of entities, and other operations that have minimal impact on existing CommcCell functions.
To set Audit Trail retention periods:

1. From the Tools menu in the CommCell Console, click Control Panel, and then select Audit Trail.

2. From the Audit Trail dialog box, select the desired retention time (in days) for each severity level.

3. Click OK.

ENABLING LAPTOP BACKUP FOR A DESKTOP CLIENT

The Laptop Backup feature provides access to a webconsole which you can use to manage data protection and data recovery operations for a desktop client.
Follow the steps given below to use the webconsole:

1. Ensure that the File System iDataAgent is installed on a client computer.

1% ./qlogin —cs happydl —u admin

ogged in successfully.

2. Open the Command prompt and navigate to the following location:

[ro0tBlocalhost Baseliqoperation execscript —sn enablelaptopBa
ckup —si ON —si xyz

Windows: <Software_Installation_Directory>\calypso\Base\
0Script [enableLaptopBackup] CS[obelisk] DBIConnServ] SPIQS_enahleLaptopBackup]l
Linux: /<install_path>/calypso/Base/ 2o0wint Oueputs
@script Execution Succeeded?
3. Login to the CommServe using the glogin command and commcell credentials.
[(root@localhost Basel#
Windows: C:\Company\Software\Base\> glogin -cs commserve_name -u
user_name

Linux or Macintosh: [root@localhost Base]# ./glogin -cs commserve_name -u
user_name

4. Run the following execscript operation using qoperation:
USAGE:

Windows:

goperation execscript -sn enablelaptopBackup -si ON -si <client name>

Linux:

./goperation execscript -sn enableLaptopBackup -si ON -si <client name>
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Where:

<client>: Specify the client name for which you want to enable laptop backup.
EXAMPLE:

Enable Laptop Backup for desktop client xyz.

Windows: goperation execscript -sn enablelLaptopBackup -si ON -si xyz

Linux: ./qgoperation execscript -sn enablelLaptopBackup -si ON -si xyz

5. Navigate to following location: -
Last Successful Backup :  07/12/11  07:15:09 PM
<Software_Installation_Directory>\calypso\Base\ o 8ackup Running
. Back
6. Run the Laptop2Taskbaricon.exe to launch the Backup Monitor. Now—
7. Click Web Console and enter CommCell credentials. i
8. Use the web console to manage data recovery and data protection operations for the

desktop client. For more information about the operations which you can perform,
refer to Restore -Laptop Users and Advanced Options - Laptop Users.

DISABLING LAPTOP BACKUP FOR A DESKTOP CLIENT

Follow the steps given below to disable the Laptop Backup feature for a desktop client: 16 - qlogin —cs happydL —u adnin

. R . ogged in successfully.

1. Open the Command prompt and navigate to the following location: ) )
[root@localhost Baselfigoperation execscript —sn enahleLaptopBa

ckup —si OFF —si xyz

Windows: <Software_Installation_Directory>\Base\

0ScriptlenableLaptopBackup] CSlobelisk] DBIComnServ] SPIQS_enableLaptopBackup]

Linux or Macintosh: /<install_path>/calypso/Base/ 2o0wint Oueputs

@script Execution Succeeded!

2. Login to the CommServe using the glogin command and commcell credentials.
[(root@localhost Basel#
Windows: C:\Company\Software\Base\> glogin -cs commserve name -u

user_name

Linux or Macintosh: [root@localhost Base]# ./glogin -cs commserve_name -u
user_name

3. Run the following execscript operation using qoperation:
USAGE:
Windows:
goperation execscript -sn enablelaptopBackup -si OFF -si <client name>
Linux or Macintosh:

./goperation execscript -sn enableLaptopBackup -si OFF -si <client name>
Where:

<client>: Specify the client name for which you want to enable laptop backup.

EXAMPLE:
Disable Laptop Backup for desktop client xyz.
Windows: goperation execscript -sn enablelaptopBackup -si OFF -si xyz

Linux or Macintosh: ./qoperation execscript -sn enablelaptopBackup -si OFF
-si xyz

STORAGE POLICY

A Storage policy defines the data lifecycle management rules for protected data. Storage policies map data from its original location to a physical storage media
and determine its retention period.

1. Expand the Policies node, right-click Storage Policies, and select New Storage Policy.
2. Click Next.

3. Select Data Protection and Archiving to create a regular storage policy or CommServe Disaster Recovery Backup to backup the CommServe
database and click Next.

4. Click Next.
5. Enter the name of storage policy and click Next.
6. Enter the name of the primary copy and click Next.

7. From the drop down box, select the default library for the primary copy and click Next.
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10.

11.

12.

From the drop down box, select the MediaAgent and click Next.

Enter number of data streams and set the retention period for the policy and click Next.
Click Next.

Click Browse, browse to your designated deduplication store location and click Next.

Confirm your selections and click Finish.

SUBCLIENT PoOLICY

Subclient policies allow you to configure multiple subclients within a CommCell from a centralized template. This alleviates the need to manually configure each
subclient that shares a similar configuration.

1.

2.

3.

4.

Expand the Policies node, right-click Subclient Policies and click New Subclient Policy.
Enter policy name in the Name entry field, then select the appropriate file system type from the iDataAgent drop-down list.
In the Subclient pane, assign a storage policy for each subclient template by clicking in the drop down box under the Storage Policy column.

Click OK.

SCHEDULE PoLICY

A schedule policy is a defined schedule or group of schedules for specific operations to be performed on associated objects within the CommCell. When the
schedules from a policy are run, the specified operations, (e.g., auxiliary copy, backup, etc.,) will be performed on the associated CommCell objects.

1.

2.

9.

10.

Expand the Policies node, right-click Schedule Policies and click Add.

Type the Name of the schedule policy.

Select the Type of schedule policy.

Select the Agent Type.

Type a description of the schedule policy.

Click Add.

Enter a Schedule Name in the Schedule Pattern tab.

Click OK.

On the Associations tab, select the objects to be associated with the schedule policy.

Click OK.

AUXILIARY COPY

An auxiliary copy operation allows you to create secondary copies of data associated with data protection operations, independent of the original copy.

1.

2.

Expand the Policies node, right-click storage policy for which you want to perform an auxiliary copy, click All Tasks, and then click Run Auxiliary Copy.

If you are starting the auxiliary copy operation from the CommServe level, select the storage policy for which you wish to perform the auxiliary copy.
If you are starting the auxiliary copy operation from the Storage Policy level, the Storage Policy field is already

populated with the name of the Storage Policy you selected.

If the source copy is configured with a shared library, select the Source MediaAgent for the auxiliary copy.

Click OK to start the auxiliary copy operation. A progress bar displays the progress of the operation.

OPERATION WINDOW

By default, all operations in the CommCell can run for 24 hours. To prevent certain operations from running during certain periods of the day, you can define
operation rules so that these operations are disabled during those times.

When operation rules are configured, operations that are started within the time window specified will go to a queued (as opposed to pending) state. Once the
time window specified in the operation rule has elapsed, these queued or running operations will resume automatically.

1.

2.

In the CommCell Browser, right-click the appropriate entity, click All Tasks, and then click Operation Window.
Click Add.

From the Operation Window dialog box:

O Enter the name of the rule in the Name field.
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O Select either an administration, data protection (either full or non-full), and/or a data recovery operation from the Operations pane.

4. Click OK.

OPERATING SYSTEM AND APPLICATION UPGRADES

Operating system upgrades are only supported when upgrading from one version of an OS to a different version of the same OS (e.g., Win2003 to Win2008).
The two methods of upgrading are:

e Seamless Upgrade - This involves uninstalling the Agent software, upgrading the operating system, and then re-installing the Agent software.

e Full OS Replacement - This involves performing a clean install of a new version of the OS, re-installing any application software, then re-installing the

CommServe, MediaAgent, and/or Agent software.

For Full OS Replacement, the client computer must be configured to have the CommServe, MediaAgent, and/or Client software re-installed to the same

location, the same Fully Qualified Domain Name or short domain name, the same partitions, disk drive format (FAT, NTFS, et. al.), and IP configuration as
previously.

If it is necessary to remove Agent software to facilitate an operating system or application upgrade, do not delete the icon for the Agent from the
CommCell Console, or all associated backed up data will be lost.

Use the following strategy to upgrade the operating system software:

e Identify the computers you want to upgrade and the CommcCell components installed on each of these computers.
o Choose the type of upgrade procedure you want to use on each computer: seamless or full replacement.

e CommServe, MediaAgent, and Client computers can be upgraded in any order.

GLOBAL FILTERS

Global Filters are exclusions that filter data from backups across all Agents in a CommCell that support the feature. Global Filters serve as a template for files,
folders, and entities that should always be excluded from all (or most) backups in a CommcCell, such as temporary data a computer does not retain or data that
is recoverable by means other than a restore. This saves space on media and enhances backup performance.

By default, filters configured for a particular subclient override any Global Filters configured for the CommCell. You can, however, configure subclients to include
global filters along with any filters already configured for the subclient.

§CONFIGURE GLOBAL FILTERS

1. From the CommCell Browser, right-click the CommServe, click Control Panel, and then click Global Filters.
2. Select Use Global Filters on All Subclients.

3. Click Browse to locate the files or folders to be excluded from backups and click OK.

4. Click OK to save your changes.

ENABLE/DISABLE GLOBAL FILTERS FOR A SUBCLIENT

1. From the CommCell Browser, right-click the subclient for which you want to enable Global Filters and click Properties.

2. Click the Filters tab.

3. Select one of the following values from the Include Global Filters list:
O ON to enable Global Filters for this subclient.

O OFF to disable Global Filters for this subclient.

4. Click OK.

ERASE BACKUP DATA

The Erase Data feature allows you to permanently erase any data that can be backed up.

ICONFIGURING ERASE DATA
To erase data, you need to first assign a Filter Storage Policy for Erasing Data. Follow the steps given below to assign a Filter Storage Policy:
1. From the CommCell Browser, right-click the storage policy that you want to use as a filter storage policy, then click Properties.

2. From the General tab of the Storage Policy Properties dialog box, select the Allow Erase Data check box.

3. Click OK.

4. From the CommcCell Browser, right-click the File System agent icon and then click Properties.
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5.

6.

From the Storage Device tab of the agent Properties dialog box, select a filter storage policy from the Filter Storage Policy list.

Click OK.

‘RUNNING AN ERASE DATA JOB

After the configuration has been completed, you can now browse and erase data.

1.

2.

From the CommcCell Browser, right-click the File System agent, select All Tasks and then click Erase Data By Browsing.
You are warned that the data will be permanently removed. Click Yes to continue.

From the Erase Data by Browsing dialog box, click Browse.

In the Browse Options dialog box, select a browse time range and any advanced browse options, and click OK.

From the browse selection window, select the data objects that you want to erase, and click OK.

In the Job Initiation tab, select Immediate to run the job immediately.

You can track the progress of the job from the Job Controller or Event Viewer.

UNINSTALLING COMPONENTS

You can uninstall the components using one of the following methods:

Method 1: Uninstall Components Using the CommCell Console

Method 2: Uninstall Components at the Client

‘METHOD 1: UNINSTALL COMPONENTS USING THE COMMCELL CONSOLE

From the CommCell Browser, right-click the desired Client Computer and click All Tasks -> Add/Remove Programs and click Uninstall Software.

1.

2.

Uninstall Software Options dialog will appear.
In the Uninstall Software tab, select Uninstall All to uninstall all the software packages.
In the Job Initiation tab, select Immediate to run the job immediately.

You can track the progress of the job from the Job Controller or Event Viewer.

‘METHOD 2: UNINSTALL COMPONENTS AT THE CLIENT

You can uninstall the unix components using the cvpkgrm utility.

The following table lists the File System components and their corresponding titles within the uninstall program's selection menu:

COMPONENT COMPONENT TITLE IN UNINSTALL PROGRAM'S SELECTION MENU
File System /DataAgent CVGxTDA

MediaAgent CVGxMA

Base Module CVGxBase

When uninstalling a component on a client computer, the following sequence must be used:

1.

2.

3.

Uninstall all application components and updates.
Uninstall the MediaAgent (if one exists).

Uninstall the Base software.

ONLINE HELP LINKS

Use the following links to view the online help for the corresponding tabs in the CommCell Console:

OPERATIONS ENTITY ONLINE HELP LINKS SUB LINKS

CONFIGURATION

Agent Agent Properties (General)

Agent Properties (Version)

Agent Properties (Index)

Agent Properties (Security)

Agent Properties (Activity Control)

Subclient Subclient Properties (General)
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Subclient Properties (Content)
Subclient Properties (Filters)

Subclient Properties (Pre/Post Process)
Subclient Properties (Encryption)
Subclient Properties (Storage Device)
Subclient Properties (Activity Control)

Subclient Properties (Security)

Add Multiple Contents

Backup Set

Backup Set (General)
Backup Set (Security)

BACKUP

Backup Options

Backup Options

Save As Script
Command Line XML Options

Advanced Backup
Options

Advanced Backup Options (Data)
Advanced Backup Options (Startup)
Advanced Backup Options (Job Retry)
Advanced Backup Options (Media)
Advanced Backup Options (Data Path)
Advanced Backup Options (VaultTracking)
Advanced Backup Options (Alert)

RESTORE

Restore Options

Restore Options (General)

Restore Options (Job Initiation)

Save As Script
Command Line XML Options

Advanced Restore
Options

Advanced Restore Options (General)
Advanced Restore Options (Startup)
Advanced Restore Options (Pre/Post)
Advanced Restore Options (Copy Precedence)
Advanced Restore Options (Data Path)
Advanced Restore Options (Paths/Filters)
Advanced Restore Options (Encryption)
Advanced Restore Options (Job Retry)
Advanced Restore Options (Map)

Advanced Restore Options (Browse Options)

Advanced Restore Options (Alert)

ADVANCED TOPICS

Provides comprehensive information on additional capabilities for the following features:

Back to Top

Audit Trail

Storage Policies

Storage Policy Copies
Subclient Policies
Schedule Policy
Auxiliary Copy
Operation Window
Erase Backup Data
Uninstalling Components
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Best Practices - Macintosh File System iDataAgent

'RE-CONFIGURING DEFAULT SUBCLIENT CONTENT

We recommend that you do not re-configure the content of a default subclient because this would disable its capability to serve as a catch-all entity for client
data. As a result, some data will not get backed up or scanned.

ELIMINATING BACKUP FAILURES

You can use filters to exclude items which consistently fail and that are not integral to the operation of the system or applications. Some items fail because they
are locked by the operating system or application and cannot be opened at the time of the data protection operation. This often occurs with certain system-
related files and database application files. Also, keep in mind that you will need to run a full backup after adding failed files to the filter in order to remove
them.

ELIMINATING RESTORE FAILURES

When restoring data, do not set a quota for an object (such as a volume, directory, or user) that is lower than the amount already used. Doing so may cause
improper results for data recovery operations.

Do not configure the content of a subclient while the parent node or any sibling subclient has a data backup or restore operation currently running on it.

'RESTORE BY JOB

Avoid running restores by jobs for jobs associated with the default backup set, if you do not want to restore the operating system files or directories. The
entire content of the backed up client will be restored and the client where you are restoring might run out of space.

‘ON DEMAND OPERATIONS
Perform On Demand operation when the contents change dynamically. Perform subclient-based operation when the contents do not change.

To perform On Demand Backups with multiple streams, create multiple content files. As each content file directly translates into a stream, it is recommended
that each stream is reading off a different disk. However, to ensure that concurrent read operations on the same disk do not cause performance degradation,
multiple content files should be used with care. For more information, refer Streams and Data Readers.

'OPTIMIZING THE CPU USAGE ON PRODUCTION SERVERS

In virtualized environments (e.g.,LPAR, WPAR, Solaris Zones etc.,) where dedicated CPUs are not allocated, backup jobs may result in high CPU usage on

production servers. The following measures can be taken to optimize the CPU usage:

e Set the appropriate priority for the backup jobs using the dNICEVALUE registry key to restrict allocation of all the available CPU resources to a specific backup
job. Use the following steps to set the registry key:

x|
1' From the Commce” C0n50|e’ naV|gate to CIient ComPUters' General | Version | Security | Activity Control | Grouos | Firewall Confiouration | Policies Jobconﬂgurahon_r
Encryption Advanced Content Indexing Registry Key Settings Client Side Deduplication

2. Right-click the <Client>, and then click Properties. Name Tocation Tee Valos Enabled ]
3. Click the Registry Key Settings tab.
4. Click Add.
5. In the Name field, type dNICEVALUE.
6. In the Location “St’ type Base. Add Registry Key on Unix Client phobos
7. Inthe Type list, select Value. = |EEIS

Location (5256 S
8. In the Value field, type <NICE value>. T [ 3
9. Click OK. we b

Restart the services on the client after setting this key. =
[ ]

e Client side compression, encryption, and deduplication operations also consume considerable CPU resources. Moving these operations from the client to the
MediaAgent will help reduce the additional CPU load.
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e Using a proxy server for SnapProtect operations will move the CPU load onto the proxy thereby decreasing the overhead on the production servers further.
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Frequently Asked Questions - Macintosh File System
iDataAgent

WHEN DOES A NON-FULL BACKUP AUTOMATICALLY GET CONVERTED TO A FULL BACKUP?

A non-full backup is automatically converted to a full backup in the following situations:

e First backup of the subclient.

o Re-associating a subclient to another storage policy.

e Promote a secondary storage policy copy that is not synchronized with a primary copy (for all the subclients of a storage policy).
e If a backup job within the most recent backup cycle is pruned or disabled from a primary copy.

e Adding a new content path to the subclient.

e If you switch from a SnapProtect backup to a traditional backup or vice versa.

e CommcCell Migration operation.

‘HOW LONG IS THE BACKUP DATA RETAINED?

Each subclient is associated to a storage policy. How long the backup data will be retained on the backup media is determined by the retention rules set in the
Storage Policy Copy Properties dialog box. This will affect media usage, and is an important consideration when planning your backups. A longer retention
period, for example, could use more media for securing the data over time.

If a retention period other than infinite is selected, the data will be pruned according to backup cycles in relation to the retention rules you set in the Storage
Policy Copy Properties dialog box. Pruned data can be overwritten on the backup media.

The backup data from a subclient will be retained according to the rules set for the storage policy associated with it. The ability to define data in subclients, and
then associate them to specific storage policies allows you to prioritize exactly what data is retained and for how long.

For example, a client is being backed up with the Windows File System iDataAgent using the default subclient (which backs up the entire file system). It is
associated to a storage policy that regularly ages the data. There is a critical folder on that client that you would like retained longer than the rest of the file
system. You could create a new subclient with that critical folder as its content, and associate the new subclient with a storage policy that has the desired
retention period.

When a user changes the storage policy association of a subclient, a subclient is deleted, or a client or an agent is deleted, only the retention days must be
exceeded for data to be aged. In these cases, retention cycles are set to zero (0). However, when a client or an agent is deconfigured, the associated data will
be aged according to the associated storage policy copy’s defined retention time and cycle rules. In this case, retention cycles are honored. If necessary, you
can enable the Ignore Cycles Retention on De-Configured Clients option from the Control Panel | Media Management Configuration (Service
Configuration) dialog box so that the defined retention cycle rules are ignored for the data associated with deconfigured clients.

See Data Aging for detailed information and advanced concepts on Data Aging and retention. See Subclients for information on assigning a storage policy to a
subclient.

WHAT PERMISSIONS DOES THE RESTORED DATA ACQUIRE AFTER THE RESTORES?

When performing restore operations (other than in-place restores), the restored data assumes the rights (i.e., permissions) of the parent directory.

HOW TO RUN PARALLEL BACKUPS USING SUBCLIENTS?

You can back up an entire instance more quickly by scheduling multiple subclients for simultaneous backup. This way, the backups proceed in parallel and take
less time than if the instance were not divided into separate subclients.

Note, however, that in order for the subclient backups to run in parallel, they must be configured to use different storage policies or a storage policy that is
configured to have at least as many data streams as the total required for all subclients you want to back up in parallel. If any of the subclients are configured
to use the same storage policy, and if that storage policy is not configured for enough data streams, then a media group resource contention will arise, and the
competing subclients will back up one after the other in a serial manner. For more information see Storage Policies and Media Groups.

WHAT ARE THE FOLDERS/FILES CREATED AND CHANGES DONE DURING INSTALL OF THIS AGENT?

PLATFORMS(FOLDERS CREATED FILES CREATED OTHER CHANGES

Macintosh opt/calypso/Base/calypso
/opt/calypso/ /calyp /etc/sysctl.conf (Darwin and FreeBSD when (Startup Scripts:

/usr/bin/calypso user selected to change IPC) ) .
/Library/StartupItems/Galaxy/StartupParameters.plist

/usr/bin/cvpkgrm etc/sysctl.conf.gal.bak (Darwin and FreeBSD
only; backup if user selected yes for IPC
change OR suggested settings if user
/usr/sbin/calypso selected not to change IPC this time)

/Library/StartupItems/Galaxy/Galaxy
/usr/bin/cvpkgcheck

/usr/sbin/cvpkgrm /etc/rc (Darwin only when user selected to
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/usr/sbin/cvpkgcheck change IPC)

/etc/rc.bak<n> where <n>="",1, 2, .....

/usr/bin/cvpkgchg (backup if user selected yes for IPC change)

/usr/sbin/cvpkgchg
/etc/galaxy
/dev/cxbf

/usr/bin/LaunchBrowser $INSDIR/
$INSSUBDIR/GUI/LaunchBrowser (only
when CVGxGUI is installed)

/usr/bin/console (only when CVGxGUI is
installed)

/usr/sbin/console (only when CVGxGUI is
installed)

/tmp/.gxsetup directory (during install and
after install if failed )

/var/log/.gxsetup directory (after install)

/etc/gxsetup_guid
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Troubleshooting Backup - Macintosh File System iDataAgent

Backup Restore

The following section provides information on some of the troubleshooting scenarios related to backup:

BACKUP FAILURES

Backup fails

The subclient content might have remote scripts with one or more blank lines at the top.

Ensure that you delete the blank lines at the top of any remote scripts.

Backup hangs indefinitely

Ensure that there are no stale NFS mounts on the server included in the backup.

If there are stale NFS mounts on the server, backups hang indefinitely. This can be avoided by either adding the
mounted directory to the exclusion filter of the subclient or ensuring that the NFS mount points are available for
backups.

Error while loading shared
libraries

On Linux clients, the below error appears when we run any process or service:

<process name>: error while loading shared libraries: <lib>.so: cannot enable executable stack as
shared object requires: Permission denied

For example,

#./ifind -getmnt -all
./ifind: error while loading shared libraries: 1ibCvOnTap.so: cannot enable executable stack as
shared object requires: Permission denied

As a workaround, do the following steps:

1. Check if ASL (Atomic Secured Linux) is configured on client.

#uname -r
2.6.32.59-17.art.i686.PAE

.art indicates that ASL is configured on the client.

2. Check for the presence of the below logs in /var/log/messages file.

May 24 22:01:08 rhelé6 kernel: Aborting core

May 24 22:01:08 rhel6 kernel: PAX: execution attempt in: <anonymous mapping>, bfc46000-bfc5b000
bffeb000

May 24 22:01:08 rhel6 kernel: PAX: terminating task: /usr/libexec/paxtest/mprotstack
(mprotstack) :13201, uid/euid: 0/0, PC: bfc5acf4, SP: bfcbSacdc

May 24 22:01:08 rhelé6 kernel: PAX: bytes at PC: c3 la a3 ae 2b ac 9f ae f4 0f 9f ae 00 00 00 00
f4 0f 9f ae

3. Run the following command.
chpax -ps ../iDataAgent/<process/service>

E.g.:
#chpax -ps /opt/calypso/iDataAgent/ifind

PRIORITY OF CALYPSO PROCESSES

By default, Calypso processes runs at default priority on the client computers. If there are available CPU cycles, then Calypso processes will use the available
CPU for backup and restore operations. If the CPU is being used by other application or system processes, Calypso processes will not preempt them. In such
cases, if you want to give higher priority to other application or system processes, which are running at the default priority, you can modify the priority of
Calypso process using the following steps:

Click Add.

O e N ;A W=

Click OK.

In the Location list, type Base.

In the Type list, select Value.

From the CommcCell Console, navigate to Client Computers.
Right-click the <Client>, and then click Properties.
Click the Registry Key Settings tab.

In the Name field, type dNICEVALUE.

In the Value field, type <NICE value>.

Restart the services on the client after setting this key.
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Client Computer Properties for phobos.

General | Version | Security | Activity Control | Grouns | _Firewal Configuration. || Policies | Job Configuration

x|

Encryption | Advanced Content Indexing Registry Key Settings Client Side Deduplication
Name Location Type value Enabled 3|
Add Registry Key on Unix Client phobos 3]

Name ANICEVALUE
Lontion [Base
e [vawe

vave |1

S
3

o) (o) (=)

EXCLUDING THE SCAN PHASE OF NON-LOCAL MOUNT POINTS

During default backups, the scan phase determines the size of all mount points even though they are not backed up by default. However, if some of the non-
local mount points become unavailable, the scan phase stops processing. Use the following steps to skip the scan phase of all non-local mount points.

From the CommCell Console, navigate to Client Computers.
Right-click the <Client>, and then click Properties.

Click the Registry Key Settings tab.

Click Add.

In the Name field, type sSkipNonLocalMountDetails.

In the Location list, type FileSystemAgent.

In the Type list, select Value.

Click OK.

@ N o v A wN

COMPLETED WITH ONE OR MORE ERRORS

Client Computer Properties for phobos.

General | Version | Securiy | Activity Control | Grouos |_Firewal Confiouration. | Policies | Job Configuration
Encryption | Advanced Content Indexing Registry Key Settings Client Side Deduplication

X]

Name Location Type Value Enabled

Add Registry Key on Unix Client phobos

Name |sskiphonLocalMountDet ails
Location  FileSystemAgent v
Tree  [vawe v

Value

o) (o) (=)

ﬂ

By default the backup jobs from Macintosh File System iDataAgent complete without any error messages.

In the Scan phase files that cannot be accessed will be populated in scan_failures.cvf, in the following scenarios:

e Stat failed.
e If a file is deleted or renamed.

e Unable to open a directory during scan

To view the "Completed w/ one or more errors" message in the Job History in the Scan phase, follow the steps given below:

Right-click the <Client> and click Properties.
Click the Registry Key Settings tab.
Click Add.

In the Name field, type sReportScanCompleteWithError.

uvoA W

From the CommCell Console, navigate to Client Computers.
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Client Computer Properties for =

6. In the Location field, type FileSystemAgent.

General | Version | Security |_ Actity Control | Groups | _Fi
30b Configuration. | Encryption | Advanced | Gontent indexing

Name Locaton Type

7. Inthe Type list, select VALUE.

8. In the Value field, type 'y' or "Y' to enable the error message display or 'n' or 'N' to
disable the error message display.

9. Click OK.

During backups the jobs will be marked partial success and reported into Failures.cvf, in the following scenarios:
e Stat failure on a backup file (moved/accessed, etc).

e Unable to open a directory.

e Error to get the file attributes.

e If File is locked.

e Path is a symbolic link and you are unable to read the symbolic link path.

e Critical error while reading extended attributes or ACLs of the file or directory.

e Size of the extended attributes or ACLs buffer exceeded the backup buffer size (default pipeline buffer size is 63kb).

To view the "Completed w/ one or more errors" message in the Job History after a backup, follow the steps given below:

From the CommCell Console, navigate to Client Computers.

Right-click the <Client> and click Properties.
Click the Registry Key Settings tab.
Click Add.

In the Name field, type sReportBackupCompleteWithError. L]
In the Location field, type FileSystemAgent.

In the Type list, select VALUE.

@ N o vk~ wNR

In the Value field, type 'y' or "Y' to enable the error message display or 'n' or 'N' to e
disable the error message display.

9. Click OK. ?

oK Concel ] [ mel )

TROUBLESHOOTING PERFORMANCE ISSUES

If you are experiencing performance issues during backup, you can troubleshoot them by enabling logging of performance details in the log files. These
performance counters contain information that help in resolving the performance related issues during backups.

The performance counters printed in the log files include:

FileRead Average time spent in system call to read the file.
CheckFileHole [Average time spent to verify if buffer read from the disk is a hole.
Close File Average time spent in system call to close the file.

AllocBuffer Average time spent waiting for the network buffer.

WriteBuffer Average time spent in sending the network buffer to the network.
Disk Read Average speed of reading from the disk.

Write Average speed of writing to the network.

DISPLAYING PERFORMANCE DETAILS OF A BACKUP JOB

Use the following steps to display the performance details for a specific backup job:

From the CommCell Console, navigate to Client Computers.
Right-click the <Client>, and then click Properties.

Click the Registry Key Settings tab.

Click Add.

H> N
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DISPLAYING PERFORMANCE DETAILS FOR EACH FILE IN A BACKUP JOB

In addition to viewing the performance details for a backup job, you can also view the performance details of each file in the backup job. This enables you to

W © N o u

In the Name field, type clBackupChild PERF.

In the Location list, select or type EventManager.
In the Type list, select value.

In the Value field, type v.

Click OK.

identity the specific file causing the performance issues.

Use the following steps to display performance details for each file in a backup job:

W ©® N oo AW NR

From the CommcCell Console, navigate to Client Computers.

Right-click the <Client>, and then click Properties.
Click the Registry Key Settings tab.

Click Add.

In the Name field, type clBackupChild PERF FILE.
In the Location list, select or type EventManager.
In the Type list, select value.

In the Value field, type v.

Click OK.

This key should be used in conjunction with the

clBackupChild PERF registry key.

Back to Top

Client Computer Properties for sbhishekt [x]
Genersl | Verson | Secuity | AdivityControl | Groups | Firewal Confiourstion
Network Throtting | Policies | Job Configuration | Advanced | ContentIndexing  Registry Key Settings
Hame | Location | Type | value | Enabled |

Add Registry Key on Unix Client sbhishekt [x]

Name  [rlpackupChid_PERF

Location  [evantManager =l

Tee [value =1

vabe [

| b
Fa|_pome
oK Cancel Help

Client Computer Properties for sbhishekt
enersl | version | Secuity | ActivityControl | Groups | Firewal Confiouration
Netwark Throtting | Palicies | Job Configuration | Advanced | Contentindexing  Registry Key Settings
Mame: | Locstion | Trpe | Yalue | Ensbled B
Add Registry Key on Unix Client_sbhishekt
MName |eeackupchid_perF_FiLE
Location e yentmanager |
Tree [vaue =1
vae [
Cancel Help
ra | ot
oK Cancel Help
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Troubleshooting Restore - Macintosh File System /DataAgent

Backup Restore

The following section provides information on some of the troubleshooting scenarios related to restore:

RESTORE FAILURES

Some of the files included in
the user-defined subclient are
not restored.

You may be performing the restore of user-defined subclient along with the restore of default subclient.

When you are recovering data backed up by the default subclient, you cannot recover the data backed up by a user-
defined subclient.

Browse from default subclient
displays No Backup at Time
error

Ensure that you do not include the root directory (/) as the subclient content.

When performing point-in-time restore from the default subclient, include the data/folders under the root directory as
the subclient content.

Restore fails when trying to
perform an out-of-place
restore.

Ensure that the file name along with the directory path to which the file is restored does not exceed 1024 characters.

Restore fails when trying to
restore to a Unix FAT32
directory

You may be restoring the full contents of a Unix directory that contains more than 32,767 files to a single Unix FAT32
directory.

The number of entries in a single FAT32 directory cannot exceed 32,767.

Error while loading shared
libraries

On Linux clients, the below error appears when we run any process or service:

<process name>: error while loading shared libraries: <lib>.so: cannot enable executable stack as
shared object requires: Permission denied

For example,

#./ifind -getmnt -all
./ifind: error while loading shared libraries: 1ibCvOnTap.so: cannot enable executable stack as
shared object requires: Permission denied

As a workaround, do the following steps:

1. Check if ASL (Atomic Secured Linux) is configured on client.

#uname -r
2.6.32.59-17.art.i686.PAE

.art indicates that ASL is configured on the client.

2. Check for the presence of the below logs in /var/log/messages file.

May 24 22:01:08 rhelé6 kernel: Aborting core

May 24 22:01:08 rhel6 kernel: PAX: execution attempt in: <anonymous mapping>, bfc46000-bfc5b000
bffeb000

May 24 22:01:08 rhel6 kernel: PAX: terminating task: /usr/libexec/paxtest/mprotstack
(mprotstack) :13201, uid/euid: 0/0, PC: bfc5acf4, SP: bfcbSacdc

May 24 22:01:08 rhel6 kernel: PAX: bytes at PC: c3 la a3 ae 2b ac 9f ae f4 0f 9f ae 00 00 00 00
f4 0f 9f ae

3. Run the following command.
chpax -ps ../iDataAgent/<process/service>

E.g.:
#chpax -ps /opt/calypso/iDataAgent/ifind

ACLs are not restored

Sometimes, when you restore data to a NFS-mounted file system, ACLs and other extended attributes may not be
restored.

Restore fails when trying to
restore a running executable
file.

Ensure that you are not including any running executable files in the restore operation.

Restore operation fails when
special characters are included
in the data

Restore operations on files containing [], /or the \ characters fail when restored without browsing. In order to restore
these files using a browse operation, the directory that contains these files, or a higher level directory, must be
selected in the browse window as content to restore.

For example, if there is a file named file[]lname in the /opt directory, then you must select the /opt directory or any
directory that contains /opt for restore. If you select only the file, the restore will fail.

Browse and Restore Failure

e When you browse the latest data on the default subclient after a full backup, the browse window will incorrectly
display the top-level directories of any user-defined subclients that have not been backed up. Attempts to restore
data from user-defined subclients that have not been backed up will fail.

e If you do a framed browse (i.e., select both a begin and end date/time for the browse) and select the entire
resulting data tree for restore by selecting the top-most (or root) node, an erroneous error message is displayed
stating that the restore operation failed. Restores under these circumstances are successful regardless of the error

message. To avoid this error message, select the data to be restored from the next-to-highest level in the tree.

RECOVERING DATA ASSOCIATED WITH DELETED CLIENTS AND STORAGE POLICIES
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The following procedure describes the steps involved in recovering data associated with the following entities:

e Deleted Storage Policy

e Deleted Client, Agent, Backup Set or Instance

EBEFORE YOU BEGIN
This procedure can be performed when the following are available:

e You have a Disaster Recovery Backup which contains information on the entity that you are trying to restore. For example, if you wish to recover a storage
policy (and the data associated with the storage policy) that was accidentally deleted, you must have a copy of the disaster recovery backup which was
performed before deleting the storage policy.

o Media containing the data you wish to recover is available and not overwritten.

e If a CommcCell Migration license was available in the CommServe when the disaster recovery backup was performed, no additional licenses are required. If
not, obtain the following licenses:

o IP Address Change license

o0 CommcCell Migration license
See License Administration for more details.

e A standby computer, which will be used temporarily to build a CommServe.

'RECOVERING DELETED DATA

1. Locate the latest Disaster Recovery Backup which contains the information on the entity (Storage Policy, Client, Agent, Backup Set or Instance) that you
are trying to restore.

O You can check the Phase 1 destination for the DR Set or use Restore by Jobs for CommServe DR Data to restore the data.

o If the job was pruned and you know the media containing the Disaster Recovery Backup, you can move the media in the Overwrite Protect Media
Pool. See Accessing Aged Data for more information. You can then restore the appropriate DR Set associated with the job as described in Restore by
Jobs for CommServe DR Data.

O If the job is pruned and you do not know the media containing the Disaster Recovery Backup, you can do one of the following:
If you regularly run and have copies of the Data on Media and Aging Forecast report you can check them to see if the appropriate media is available.
2. On a standby computer, install the CommServe software. For more information on installing the CommServe, see CommServe Deployment.

3. Restore the CommServe database using the CommServe Disaster Recovery Tool from the Disaster Recovery Backup described in Step 1. (See Restore a
Disaster Recovery Backup for step-by-step instructions.)

4. Verify and ensure that the Bull Calypso Client Event Manager Bull Calypso Communications Service (EvMgrS) is running.

5. If you did not have a CommCell Migration license available in the CommServe when the disaster recovery backup was performed, apply the IP Address
Change license and the CommCell Migration license on the standby CommServe. See Activate Licenses for step-by-step instructions.

6. Export the data associated with the affected clients from the standby CommServe as described in Export Data from the Source CommcCell.

When you start the Command Line Interface to capture data, use the name of the standby CommServe in the -
commcell argument.

7. Import the exported data to the main CommServe as described in Import Data on the Destination CommCell.

This will bring back the entity in the CommServe database and the entity will now be visible in the CommCell Browser. (Press F5 to refresh the CommcCell
Browser if the entity is not displayed after a successful merge.)

8. If you have additional data that was backed up after the disaster recovery backup and before the deletion of the entity, use the procedure described in
Import Metadata from a Tape or Optical Media to obtain the necessary information.

9. You can now browse and restore the data from the appropriate entity.

As a precaution, mark media (tape and optical media) associated with the source CommCell as READ ONLY before
performing a data recovery operation in the destination CommCell.

MACINTOSH OS SYSTEM RESTORE FAILED DUE TO KERNEL PANIC

During disaster recovery, when rebuilding the operating system, the computer does not restart correctly due to kernel panic. In such cases, refer Apple
documentation to recover the system from kernel panic and resume the disaster recovery operation.
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