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Overview - Oracle iDataAgent
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INTRODUCTION

WHERE TO GO NEXT

Install the Oracle /DataAgent

Walks you through the process of installing the Oracle
iDataAgent.

The Oracle iDataAgent provides an unique, simplified end-to-end backup and recovery solution for Oracle data in your enterprise. In addition to complete
protection of the entire Oracle database, it provides more granular backup and recovery of specific data files and logs. The product can be used to perform both

full system rebuilds and granular recovery of the data.

KEY FEATURES

FULL RANGE OF BACKUP AND RECOVERY OPTIONS

The Oracle iDataAgent provides the flexibility to backup the Oracle
database in different environments. This is very essential since the
Oracle database is always subject to constant changes.

You can perform a full or incremental backup of the entire database or
individual datafiles/ tablespaces, or archive logs at any point of time.
The following section describes the backups that can be performed in
different environments.

OFFLINE BACKUP

When the database is shutdown and not available for use, you can
perform a full backup of the database without the logs. This is
especially used when the data is consistent and there are no
transactions in the database.

ONLINE BACKUP

In cases, when you cannot bring down the database to perform an
offline backup, you can use the online backup method. Here, you can
perform full or incremental backups when the database is online and
in ARCHIVELOG mode. This is very useful when you want to perform a
point-in-time restore of the database.

You also have the facility the backup only the archive logs when the

e _, Storage Device MediaAgent |
~r -
=

CommServe

\_,a_.IA_‘_)‘-/

database is online. These logs can be applied to an online backup to
recover the database to the current point-in-time.

You can also protect the non-database files and profiles using the appropriate File System iDataAgent.

SELECTIVE ONLINE FULL BACKUP

This iDataAgent allows you to backup and store copies of valid data from a source copy of a specific storage policy to all or one active secondary copy within a
storage policy providing for a better tape rotation. An online full backup job is copied to a selective copy, if the full backup job cycle completes successfully
thereby allowing you to select, store and protect your valuable data on a secondary copy for future restores in a more viable and economic mode.

BACKUP AND RECOVERY FAILOVERS

In the event that a MediaAgent used for the backup or recovery operation fails, it is automatically resumed on alternate MediaAgents. In such cases, the
backup or restore job will not restart from the beginning, but will resume from the point of failure. This is especially useful for backups and restores of large

amount of file system data.
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In the event, that a network goes down, the backup and recovery jobs are resumed on alternate data paths. Similarly, in the event of a device failure, the jobs
are automatically switched to alternate disk and tape drives.

EFFICIENT JOB MANAGEMENT AND REPORTING

You can view and verify the status of backup and recovery operations from the Job Controller and Event Viewer windows within the CommCell Console. You can
also track the status of the jobs using Reports, which can be saved and easily distributed. Reports can be generated for different aspects of data management.
You also have the flexibility to customize the reports to display only the required data and save them to any specified location in different formats. For example,
you can create a backup job summary report to view at-a-glance the completed backup jobs.

In addition, you can also schedule these reports to be generated and send them on email without user intervention.

‘BLOCK LEVEL DEDUPLICATION
Deduplication provides a smarter way of storing data by identifying and eliminating the duplicate items in a data protection operation.

Deduplication at the data block level compares blocks of data against each other. If an object (file, database, etc.) contains blocks of data that are identical to
each other, then block level deduplication eliminates storing the redundant data and reduces the size of the object in storage. This way dramatically reduces
the backup data copies on both the disk and tapes.

ADD-ON COMPONENTS

SNAPPROTECT BACKUP

SnapProtect backup enables you to create a point-in-time snapshot by temporarily quiescing the data, taking a snapshot, and then resuming live operations.
SnapProtect backup works in conjunction with hardware snapshot engines.

TERMINOLOGY

The Oracle iDataAgent documentation uses the following terminology:

The computer in which the iDataAgent is installed and contains the data to be secured.
CLIENT
The Oracle database to be used for the backup and restore operations.
INSTANCE
The Oracle data to be backed up.
SUBCLIENT
Back to Top
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New Features - Oracle /iDataAgent =

NEW FEATURES FOR ORACLE IDATAAGENT

SUPPORT FOR BACK UP AND RESTORE OF ORACLE 12C, INCLUDING CONTAINER AND PLUGGABLE DATABASES

Oracle 12c is now supported, including backing up and restoring container databases (CDB) and pluggable databases (PDB).

DATA PROTECTION OPERATIONS

e For Oracle and Oracle RAC jDataAgents, you can now assign tags to a specific backup operation in order to facilitate restore based on the assigned tag. For
more information, Learn more...

o Oracle RMAN scripts for backup and restore operations can now be viewed and edited from the CommCell Console. Learn more...
e For archive log backups, you now have the facility to disable the log switch of current log files.
Learn more...
e Oracle instances can now be automatically or manually discovered for backups. Learn more....
e Multiple copies of data or log backups are now supported from the CommCell Console.

Learn more...

DATA RECOVERY OPERATIONS
e You can now restore the control file and SP file from a specific backup piece from the CommCell Console. Learn more...
e Oracle archive log files can be restored based on tags from the CommcCell Console. Learn more...

e Oracle RMAN scripts for backup and restore operations can now be viewed and edited from the CommCell Console. Learn more...

e When performing table level restore, you now have the facility to select the dependent and referenced tables of the selected tables for the restore operation.
You can also choose to include triggers, constraints, indexes, grants, stored procedures, or other external parameters (such as COMPRESSION or PARALLEL)
on the selected tables for the restore operation. Learn more...

e You can resubmit Oracle restore jobs from the Job History window without the need to reconfigure the job with the same options. If required, you can also
modify the existing configuration and resubmit the job. Learn more...

e During Oracle restore operations, the restore and recover processes are run as separate RMAN run blocks and hence when resumed, the job is restarted
from the last failed RMAN run block. Learn more...

SNAPPROTECT
ADDITIONAL SNAPPROTECT SUPPORT FOR THE ORACLE IDATAAGENT
o SnapProtect can now be utilized to perform ASM (Automatic Storage Management) and RMAN backups.
In addition, SnapProtect now supports RMAN based Movement to Tape allowing you to use Recovery Manager (RMAN) for the movement to media operation.
e Table Level restores of SnapProtect data is now supported.

Learn more...

ADDITIONAL SNAP ENGINE SUPPORT FOR SNAPPROTECT

The following Snapshot Engines are now supported for SnapProtect:

e Data Replicator

o Dell EquallLogic

e HP StorageWorks EVA
e IBM XIV

e EMC Celerra

SNAP TEST TOOL

Snap Test tool is now available to test basic snap engine operations. See SnapProtect - Snaptest Tool, for more information.

MULTI-STREAMING FOR SNAPPROTECT

Multi-stream backups are now supported for SnapProtect. You can now use multi-stream when moving data to media.
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VOLUME MANAGER SUPPORT

SnapProtect Volume Manager support has been extended to support more configurations for e.g., Multiple Physical Volumes containing one Logical Volume. See
Supported Volume Managers, for a complete list of volume managers supported for SnapProtect.

ADDITIONAL SNAPPROTECT SUPPORT FOR UNIX

SnapProtect support on Unix has been extended to include the following platforms, file system, and volume manager types:
e HP-UX

e Sun Volume Manager

e Solaris Local Zones

e Zettabyte File System (ZFS)

ICOMMAND LINE INTERFACE

Oracle third party command line operations can now be executed from the Oracle Enterprise Manager application.

NEw COMMCELL FEATURES SUPPORTED FOR ORACLE IDATAAGENT

DEPLOYMENT
CUSTOM PACKAGE

The Custom Package feature is now extended to almost all products in the Calypso suite. Using Custom Packages, you no longer have to push the entire
software DVD through a network, which is especially useful for reducing WAN/LAN payload while installing remote clients.

It is also possible to create Custom Packages using a customized .xm1 file.

When used in conjunction with the Install Software from the CommcCell Console and Automatic Updates features, WAN bandwidth can be drastically reduced
during remote site installations. Learn more...

INSTALL FROM THE COMMCELL CONSOLE

The software installation for this component can be initiated and managed from the CommCell Console, which facilitates the building of your CommCell and
eliminates the need to manually install the software. Additionally, the installation of this component can be scheduled to occur at a time suitable for your
environment. For more information, see Install Software from the CommcCell Console.

UNINSTALL FROM THE COMMCELL CONSOLE

This component can be uninstalled using the CommCell Console. The Uninstall Software utility allows you to quickly see a list of the software packages installed
on the selected computer, from which you can then select the components to uninstall. With this, you can easily manage removing software components from
client computers and MediaAgents in your CommCell without having to directly access each computer. For more information, see Uninstall Components using
the CommCell Console.

SCHEDULE POLICY
A data protection schedule policy can now be created for this specific agent. For more information, see Agent-Specific Data Protection Schedule Policy.

Back to Top
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System Requirements - Oracle iDataAgent

System Requirements Supported Features

The following requirements are for the Oracle iDataAgent:

APPLICATION/OPERATING SYSTEM PROCESSOR
'ORACLE 12C DATABASE (ENTERPRISE OR STANDARD EDITION) ON:
LINUX ORACLE LINUX
Oracle Linux 6.x with glibc 2.12.x x64
Oracle Linux 5.x with glibc 2.5.x x64
RED HAT ENTERPRISE LINUX/CENTOS
Red Hat Enterprise Linux/CentOS 6.x with glibc 2.12.x Xx64, Power PC or compatible processors
Red Hat Enterprise Linux/CentOS 5.x with glibc 2.5.x x64, Power PC or compatible processors
SOLARIS Solaris 11.x x64, Sparc5 (or higher recommended)
Solaris 10.x Xx64, Sparc5 (or higher recommended)
WINDOWS WINDOWS 2008

Microsoft Windows Server 2008 Editions with a minimum of Service Pack 1*

*Core Editions not supported

‘ORACLE 10G/11G (R1, R2 OR HIGHER) DATABASES (ENTERPRISE OR STANDARD EDITION) ON:

AIX AIX 7.1 Power PC (Includes IBM System p)
AIX 6.1 Power PC (Includes IBM System p)
AIX 5.3 Power PC (Includes IBM System p)
HP-UX HP-UX 11i v3 (11.31) Itanium
HP-UX 11i v3 (11.31) PA-RISC
HP-UX 11iv2 (11.23) PA-RISC
HP-UX 11i v2 (11.23) Itanium
LINUX ORACLE LINUX

Oracle Linux 6.x with glibc 2.12.x

Intel Pentium, x64 or compatible processors

Oracle Linux 5.x with glibc 2.5.x

Intel Pentium, x64 or compatible processors

Oracle Linux 4.x with a minimum of glibc 2.3.4

Intel Pentium, x64 or compatible processors

RED FLAG LINUX

Red Flag Linux 4.x with @ minimum of glibc 2.3.4

Intel Pentium or compatible processors

RED HAT ENTERPRISE LINUX/CENTOS

Red Hat Enterprise Linux/CentOS 6.x with glibc 2.12.x

Intel Pentium, Itanium, x64, Power PC (Includes IBM System
p) or compatible processors

Red Hat Enterprise Linux/CentOS 5.x with glibc 2.5.x

Intel Pentium, Itanium, x64, Power PC (Includes IBM System
p) or compatible processors

Red Hat Enterprise Linux/CentOS 4.x with a minimum of glibc 2.3.4

Intel Pentium, Itanium, x64, Power PC (Includes IBM System
p) or compatible processors

SUSE LINUX (SLES)

SuSE Linux 11.x with glibc 2.9.x and above

Intel Pentium, Itanium, x64, Power PC (Includes IBM System
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p) or compatible processors

SuSE Linux 10.x with glibc 2.4.x

Intel Pentium, Itanium, x64, Power PC (Includes IBM System
p) or compatible processors

Z-LINUX RED HAT ENTERPRISE LINUX
Red Hat Enterprise Linux 6.x s390x 64-bit
Red Hat Enterprise Linux 5.x s390x 64-bit
Red Hat Enterprise Linux 4.x s390x 64-bit
SUSE LINUX (SLES)
SuSE Linux 11.x Enterprise Server s390x 64-bit
SuSE Linux 10.x Enterprise Server s390x 64-bit
SOLARIS Solaris 11.x x64, Sparc5 (or higher recommended)
Solaris 10.x Xx64, Sparc5 (or higher recommended)
WINDOWS WINDOWS 2008

Microsoft Windows Server 2008 Editions with a minimum of Service Pack 1*

*Core Editions not supported

All Windows-compatible processors supported

Microsoft Windows Server 2008 Editions with a minimum of Service Pack 1*

*Core Editions not supported

WINDOWS 2003

Microsoft Windows Server 2003 Editions with a minimum of Service Pack 1

All Windows-compatible processors supported

CLUSTER - SUPPORT

The software can be installed on a Cluster if clustering is supported by the above-mentioned operating systems.

For information on supported cluster types, see Clustering - Support.

HARD DRIVE

1 GB of minimum disk space is required for installing the software.

256 MB of free disk space is required for job result directory.

256 MB of free disk space is required for log directory.

MEMORY

WINDOWS

32 MB RAM per stream/drive minimum required beyond the requirements of the operating system and running applications

‘AIX, HP-UX, LINUX, SOLARIS AND TRU64

64 MB RAM per stream/drive minimum required beyond the requirements of the operating system and running applications

Swap space = 2*RAM size

EXPRESS DATABASE EDITION SUPPORT

Express Editions of Oracle 10g/11g (R2) Databases are supported on all operating systems supported by the Oracle application server.

ORACLE EXADATA DATABASE MACHINE SUPPORT

Oracle Exadata Database Machine is supported on the following Oracle Database versions:
e Oracle 11g (11.1.0.7)
e Oracle 11g R2 (11.2.0.1 or higher)
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SOLARIS ZONES/CONTAINERS SUPPORT

Data Protection of data residing on global and non-global zones is supported.

For a comprehensive list of supported components, see Unix Virtualization.

AIX LPAR/WPAR SUPPORT

Data protection on Logical Partitioning (LPAR) and Workload Partitioning (WPAR) is supported.

PERIPHERALS
DVD-ROM drive

Network Interface Card

MISCELLANEOUS

The File System iDataAgent will be automatically installed during installation of this software, if it is not already installed. For System Requirements and install

information specific to the File System iDataAgents, refer to:

e System Requirements - Microsoft Windows File System iDataAgent

e System Requirements - AIX File System iDataAgent

e System Requirements - HP-UX File System iDataAgent
e System Requirements - Linux File System iDataAgent

e System Requirements - Solaris File System iDataAgent
e System Requirements - Tru64 File System iDataAgent

The operating system must have been installed with at least the user level software option selected.

NETWORK

TCP/IP Services configured on the computer.

SELINUX

If you have SELinux enabled on the client computer, create the SELinux policy module as a root user before performing a backup. The SELinux Development

package must be installed on the client.

To create an SELinux policy module, perform the following steps as user "root":

1. Create the following files in the /usr/share/selinux/devel directory:

File Name

Content of the File

<directory>/<file name>.te
where:
<directory> iS /usr/share/selinux/devel

<file name> is the name of the Unix file, created to save the
policy module statement. It is a good idea to use the same
name for policy module and the file.

For example: When you are creating a policy module for
backup_IDA application, you can use the following file name:
backup_IDA.te

The content of the file should be as follows:
policy_module(<name>,<version>)

EEEE I EEEEEE T E LT EEE LTS
where:

<name> is the name of the policy module. You can give any unique name to the policy module,
such as a process or application name.

<version> is the version of the policy module. It can be any number, such as 1.0.0.

For Example: While creating a policy module for the backup_IDA application, you can use the
following content.

policy module (backup_IDA,1.0.0)

<directory>/<file name>.fc
where:
<directory>iS /usr/share/selinux/devel

<file name> is the name of the Unix file, created to save the
policy module statement. It is a good idea to use the same
name for policy module and the file.

For example: When you are creating a policy module for
backup_IDA application, you can use the following file name:
backup_ IDA.fc

The content of the file should be as follows:

Note that the following list of files is not exhaustive. If the process fails to launch,
check /var/log/messages. Also, if required, add it to the following list of files.

/opt/<software installation directory>/Base/libCTreeWrapper.so -- gen_context
(system u:object r:texrel shlib t,s0)

/opt/<software installation directory>/Base/l1ibCVMAGuilImplgso -- gen_context
(system u:object r:texrel shlib t,s0)

/opt/<software installation directory>/Base/libdb2locale.so.l -- gen_context
(system _u:object r:texrel shlib t,s0)

/opt/<software installation directory>/Base/libdb2osse.so.l -- gen_context
(system_u:object_r:texrel shlib t,s0)

/opt/<software installation directory>/Base/libDb2Sbt.so -- gen_context
(system_u:object_r:texrel shlib t,s0)
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/opt/<software installation directory>/Base/libdb2trcapi.so.l -- gen_context
(system _u:object r:texrel shlib t,s0)

/opt/<software installation directory>/Base/libDrDatabase.so -- gen_context
(system_u:object r:texrel shlib t,s0)
/opt/<software installation directory>/Base/libIndexing.so -- gen_context

(system_u:object_r:texrel shlib_t,s0

/opt/<software installation directory>/Base/libSnooper.so -- gen_context
(system_u:object_r:texrel shlib_t,s0

2. Create the policy file from command line. Use the following command. Ensure that you give the following commands in the /usr/share/selinux/devel
directory.

[root]# make backup IDA.pp

Compiling targeted backup_IDA module

/usr/bin/checkmodule: loading policy configuration from tmp/backup IDA.tmp
/usr/bin/checkmodule: policy configuration loaded

/usr/bin/checkmodule: writing binary representation (version 6) to tmp/backup IDA.mod
Creating targeted backup_ IDA.pp policy package

rm tmp/backup IDA.mod tmp/backup IDA.mod.fc

[root]# semodule -i backup_ IDA.pp

[root]#

3. Execute the policy module. Use the following command:

[root]# restorecon -R /opt/<software installation directory>

SELinux is now configured to work with this application.

DISCLAIMER

Minor revisions and/or service packs that are released by application and operating system vendors are supported by our software but may not be individually listed in our System
Requirements. We will provide information on any known caveat for the revisions and/or service packs. In some cases, these revisions and/or service packs affect the working of our software.
Changes to the behavior of our software resulting from an application or operating system revision/service pack may be beyond our control. The older releases of our software may not support
the platforms supported in the current release. However, we will make every effort to correct the behavior in the current or future releases when necessary. Please contact your Software
Provider for any problem with a specific application or operating system.

Additional considerations regarding minimum requirements and End of Life policies from application and operating system vendors are also applicable
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Supported Features - Oracle iDataAgent

System Requirements

Supported Features

The following table lists the features that are supported by this Agent.

Use MediaAgent

FEATURE SUB-FEATURE SUPPORT | COMMENTS
Data tab - Catalog v
ADVANCED BACKUP/ARCHIVE OPTIONS
Data tab - Create New Index
Data tab - Verify Synthetic Full
Job Retry tab v
Media tab - Allow other Schedule to v
use Media Set
Media tab - Mark Media Full on v
Success
Media tab - Reserve Resources
Before Scan
Media tab - Start New Media v
Startup tab v
VaultTracking tab v
Comments v Includes several additional options in the Backup
Archive Logs, Delete Archive Logs, Custom RMAN
Script, and Oracle Options tabs.
Automatic File System Multi-
ADVANCED FILE SYSTEM IDATAAGENT Streaming
OPTIONS
On Demand Data Protection v
Operation
Restore by Jobs
Restore Data Using a Map File
Comments v For On Demand Data Protection Operations, see
On Demand Instances.
Global Alerts v
AALERTS AND MONITORING
Job-Based Alerts* v
Comments
Automatic Updates v
AUTOMATIC UPDATES
Comments
Differential Backup
BACKUP/ARCHIVE OPTIONS
Full Backup v
Incremental Backup v
Other Backup Types
Synthetic Full Backup
Comments
Version 7 v
BACKWARD COMPATIBILITY
Version 8 v
Version 9
Comments
Browse from Copy Precedence v
BROWSE
Browse the Latest Data v
Exclude Data Before
Find
Full Backup Transparent Browse
Image Browse v
No Image Browse v
Page Size v
Specify Browse Path
Specify Browse Time v
Subclient Browse v
v,

View All Versions
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C t v
omments Additionally, Browse Database Tables is supported.
Netware cluster
CLUSTERING
Unix Cluster v
Windows - Microsoft Cluster v
(MSCS)
Windows - Non-Microsoft Cluster
Comments
Command Line Interface v
COMMAND LINE INTERFACE
Comments
Qcreate - Backup set/SubClient v
COMMAND LINE INTERFACE - SPECIFIC
COMMANDS
Qcreate - Instance v
Qdelete - Backup set/Subclient v
Qdelete - Client/Agent v
Qlist globalfilter
Qmodify - instance v
Qoperation - Backup v
Qoperation - move v
Qoperation - Restore v
Comments b>Qcreate backupset and Qdelete backupset are not
supported.
CommCell Migration v
COMMCELL MIGRATION
Comments v CommCell Migration is not supported with SnapProtect
backup when using Data Replicator snapshot engine.
Offline Content Indexing
CONTENT INDEXING
Comments
Basic Retention Rules v
DATA AGING
Extended Retention Rules v
Unique Data Aging Rules v
Comments v Extended Retention Rules are supported for
offline/selective online fulls.
Data Classification Enabler
DATA CLASSIFICATION ENABLER
Comments
Client Compression v
DATA COMPRESSION
Hardware Compression v
MediaAgent Compression v
Comments
Data Encryption Support v
DATA ENCRYPTION
Third-party Command Line v
Encryption Support
Comments
Multiplexing v
DATA MULTIPLEXING
Comments
MediaAgent Deduplication v
DEDUPLICATION
Source Deduplication v
Comments
Erase Data by Browsing
ERASE BACKUP/ARCHIVED DATA
Erase Stubs
Comments
Global Filters
GLOBAL FILTERS
Comments
Custom Package v
INSTALLATION
Decoupled Install v
Remote Install v
Restore Only Agents v
Silent Install v
Comments v

Decoupled Install is supported on Unix; not supported
on Windows.
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To install this agent as restore only, see Restoring
Oracle, SAP for Oracle, SAP for MaxDB as Restore Only

INSTALLING 32-BIT COMPONENTS ON A
MICROSOFT WINDOWS X64 PLATFORM

Install 32-bit On x64

Comments

JOB RESTART - DATA PROTECTION

Not Restartable

Restarts from the Beginning

Restarts from the Beginning of the
Database

Restarts from the Point-of-Failure

Comments

Third-party command line operations and selective
online full backup jobs are Not Restartable.

Offline backup jobs Restart from the Beginning.

JOB RESTART - DATA RECOVERY

Not Restartable

Restarts from the Beginning

Restarts from the Beginning of the
Database

Restarts from the Point-of-Failure

Comments

Third-party command line operations are Not
Restartable.

LIST MEDIA

List Media Associated with a
Specific Backup Set or Instance

List Media Associated with Index

List Media Associated with Specific
Files and/or Folders

List Media Associated with Specific
Jobs

Comments

MULTI INSTANCING

Multi Instance

Comments

Supported on Unix; not supported on Windows.

Multi Instancing is not supported for SnapProtect
Backup.

PRE/POST PROCESSES

Pre/Post Process with Data
Protection and Recovery

Comments

RESTORE/RECOVER/RETRIEVE
DESTINATIONS

Cross-Application Restores
(Different Application version)

Cross-Platform Restores - Different
Operating System

Cross-Platform Restores - Same
Operating System - Different
\Version

In-place Restore - Same path/
destination - Same Client

Out-of-place Restore - Different
path/ destination

Out-of-place Restore - Same path/
destination - Different Client

Restore Data Using a Map File

Restore to Network Drive /NFS-
Mounted File System

Comments

See Advanced Restore - Oracle iDataAgent for this
iDataAgent.

RESTORE/RECOVER/RETRIEVE OPTIONS

Automatic Detection of Regular
Expressions

Filter Data From Recover
Operations

Rename/ Redirect Files on Restore

Restore Data Using Wildcard
Expressions

Restore Data with Pre/Post
Processes

Restore from Copies

Skip Errors and Continue

Use Exact Index

Use MediaAgent

Comments
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RESTORE/RECOVER/RETRIEVE OVERWRITE
OPTIONS

Overwrite Files

Overwrite if file on media is newer

Restore only if target exists

Unconditional Overwrite

Unconditionally overwrite only if
target is a DataArchiver stub

Comments

SCHEDULE POLICY

Agent Specific Data Protection
Schedule Policy

All Agent Types Schedule Policy

Comments

STORAGE POLICIES

Incremental Storage Policy*

Standard Storage Policies

Comments

<

Incremental Storage Policy does not support
Transaction Log backups for this agent.

STORAGE POLICY COPIES

Data Verification

<

Job Based Pruning

Manual Retention

Mark Job Disabled

Selective Copy

AN RN RN N

Comments

Selective Copy is supported for Selective Online and
Offline Fulls.

SUBCLIENT POLICIES

SubClient Policy

Comments

UPGRADE

Netware - Local

Unix - Remote (Push)

Unix/Linux/Macintosh - Local

<

Unix/Linux/Macintosh - Silent

Upgrade from CommcCell Console

Windows - Local

Windows - Remote (Push)

Windows - Silent

< <) < <

Comments

USER ADMINISTRATION AND SECURITY

Backup Set/Archive Set

Subclient

Comments

Additional features are listed below:

Activity Control

Auxiliary Copy

CommCell Console

Deconfiguring Agents

GridStor Languages

Log Files MediaAgent

Operation window QR Volume Creation Options
Robust Network Layer Scheduling

SnapProtect Backup

Snapshot Engines

\VaultTracker Enterprise

VaultTracker

Report Output Options

Restore/Recover/Retrieve - Other Options

Cloud Storage

Job Restart - Data Collection
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Getting Started Deployment on Windows - Oracle /iDataAgent

Maxt »

WHERE TO INSTALL

Install the Oracle iDataAgent on the Oracle server. This computer should satisfy the minimum requirements specified in the System Requirements.

PLANNING YOUR INSTALLATION

The Oracle iDataAgent installation may require a system reboot if a pending rename operation from a previously installed application is found in the operating
system, hence, plan your installation at a convenient time.

INSTALLATION BEFORE YOU BEGIN

The software can be installed using one of the following methods: Download Software Packages
Download the latest software package to perform the install.

METHOD 1: INTERACTIVE INSTALL Verify System Requirements

Use this procedure to directly install the software from the installation package ora  Make sure that the computer in which you wish to install
network drive. the software satisfies the System Requirements.

METHOD 2: INSTALL SOFTWARE FROM COMMCELL CONSOLE

Use this procedure to install remotely on a client computer.

METHOD 1: INTERACTIVE INSTALL

1. Log on to the client computer as Administrator or as a member of the Administrator
group on that computer.

2. Run Setup.exe from the Software Installation Package.

If you are installing on Windows Server Core editions, navigate to Software
Installation Package through command line, and then run Setup.exe.

3. Select the required language.
Click Next.
Select the language you will use duing installation.
4. Select the option to install software on this computer.

The options that appear on this screen depend on the computer in which
the software is being installed.

= Install Software on this computer

= Advanced options

& View documentation websits
€ View Install Quick Start Guide [Requiies Adabe Acrobat Feader]
£ Install Adobe Acrobat eader

2 Exit

5. Select I accept the terms in the license agreement.
Click Next.
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License Agreement
Please read the following License Agreement. Press
the PAGE DOWN key to view the entire agreement
~
End User License and Limited Warranty Agreement
Software Release 9.0.0
(including Microsoft® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)
Tl Trnes T S &mammssennnt b4
(& | accept the terms in the license agreement
" 1 do not accept the terms in the license agreement.
Installer
<Back | New> | Cancel |

6. Expand Client Modules | Backup and Recovery | Database and then click Oracle

iDataAgent. Select Platforms
Select the platforme pau want to configure.
Click Next.
=) & Client Modules 4| Move the pointer avera
B & Backup kRecavery platform name 1o see a
£ Fie System desciiption of the platform and
reasans why it may be
E B3 Dalabase disabled
DB2 iDatabgent
it
[ 300 Server Datdgent it Gt
] S4P tor Dracs [Req/Recommended)
[ 54P for MasDB Installation Folder
Subase iDatatgent _ 560 MB/ 913 MB
O MySOL Databgent )
O Fuchange Temporary on C: diive:
£ Lotus Notes
3 ShareFoint - R CDINE
Installer
I~ Install Agents for Restore Orly < Back | Hext > | Cancel |

7. If this computer and the CommServe is separated by a firewall, select the Configure

firewall services option and then click Next. Firewall Configuration

Configure firewall services

For firewall options and configuration instructions, see Firewall Configuration and
continue with the installation.

. . . . . . If there is a firewall between this machine and the CommServe, configure firewall services below.
If firewall configuration is not required, click Next.

I™ Configure firewall services

“

Installer

8. Enter the fully qualified domain name of the CommServe Host Name.

Click Next. CommServe Name

Specify the Commervs computer name and hast

Do not use space and the following characters when specifying a new
name for the CommServe Host Name: CommServe Client Mame
A" @ #$9% A& ()4 = <>/2, (13, ‘
CammServe Host Name

[Enter a walid, fuly-qualfied, IP host name; for example:
myeampuler. mycampany. com]

[mpcamputer mpcompany. com

Installer

< Back Next > Cancel

9. Click Next.
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10. Select Add programs to the Windows Firewall Exclusion List, to add CommCell
programs and services to the Windows Firewall Exclusion List.

Click Next.

This option enables CommCell operations across Windows firewall by
adding CommcCell programs and services to Windows firewall exclusion
list.

It is recommended to select this option even if Windows firewall is
disabled. This will allow the CommCell programs and services to function
if the Windows firewall is enabled at a later time.

11. Verify the default location for software installation.
Click Browse to change the default location.
Click Next.

e Do not install the software to a mapped network drive.

e Do not use the following characters when specifying the destination
path:

[ <> | #

It is recommended that you use alphanumeric characters only.

12. Select a Client Group from the list.
Click Next.

This screen will be displayed if Client Groups are configured in the
CommCell Console.

13. Click Next.

Installer g|
Communication Interface Name
Setup wil configurs the communication paths.

Select a client name

=

Select an interface name that this computer will use to
communicate with the CommServe

audi. mycompany. com j

P Address{es for the selected host,

Installer

< Back Newt > cancel |

Windows Firewall Exclusion List

Allow programs to communicate through Windows
Firewa

Windows Firewall is ON
[V Add programs to the Windows Firewall Exclusion List

1f you plan on using Windows Firewall it is recommended to add the software programs to the
exclusion ist

Installer

<Back [ New> | Cancel |

Installer g|
Destination Folder
Select the destination folder ta instal the program files.

Click Next to acoept the default location, or click Browse to choose an altenate location.

Destination Folder

Browse

Drive List Space Required / Recommendsd
C. g28MB - 1334 MB / 1670 MB
Installer
< Back Hext » cancel |
Installer E|

Client Group Selection
Select a client group for the client

The Client Graup s alagical grauping of client machines
which have the same associations at various levels ke
Schedule Policy, &etivity Control, Security and Reports

Client group:

Hone Selected
client_aroup

Irstaller

< Back Next » Caricel
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Installer g|

Schedule Install of Automatic Updates
Chooze when yau want to schedule an install of the
downloaded updates

Iv Scheduls Install of Automatic Lpdates

" Once
Tirne BAIZPM
& weskly
& Monday © Tuesdaw
" ednesday " Thursday
© Fridey © Satuday
© Sunday
Irstaler
< Back Hewt s cancel |
14. Click Next. Installer El

Select Global Filter Options
Select the Global Filter Options for the Agent,

Global Fiters provides the abilky to set exclusions within a CommiCel to fiter out data fom data
protection operations on all agents of a certain type.

@& Use Cell lvel policy
" Always uss Global Fiters

" Do not use Global Filters

Installer
< Back Next» concel |
15. Select a Storage Policy from the drop-down list. Installer 3]
Click Next. Storage Policy Selection
Select a storage policy for the default subclient to be
backed up.
[~ Configure for Laptop or Desktop Backup
Select a storage palicy from the pull-dawn list
Installer
<Back Next> cancel |
If you do not have Storage Policy created, this message will be displayed. Installer X
Click Next. Storage Policy Selection

Select a starage policy for the defaul subclient to be
backed up.

You can create the Storage Policy later in step 22.

[~ Configue for Laptop o Deskiop Backup

Irstaller

< Back Next » Caricel

16. Click Next.

Stop the Oracle services by clicking the Service Control Manager
button.
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Oracle Instance Shutdown

Shutdown the Dracle databass instances to propely
nstall Oracle Media Library

Pleass shut down all Oracle database instances before setup copies fils. Bs
advised, that i you do not stop the iacle services, the Oracke Media
Management ibrary will not be nstalled until you rebaot

“ou can stop the Oracle services by clicking the Service Control Manager
button below

After you have stopped the Oracle services click Next to continue with the
installation,

{"Zervice Contiol Manager

Hext» Cancel

17. Click Next.

Oracle Cleanup ORASBT.DLL
Click Search ORASBT.dIIl button to search for any existing ORASBT.dII Delete or Rename any instances of ORASBT.DLL on

the spstem

file. If found, rename or delete the ORASBT.dII file.
Setup will now search all the locations specified in the SYSTEM PATH
enwironment variable to find any oceunences of ORASET I

Flease either rename or delete these occurrences so that Oracle iDatafgent
can use the correct ORASBT.dI

farasbt. il was not found on this spstem. Please click

INEXT button to continve...
Delete Al DRASET.dl
Rename A ORASET i
Confim

< Back

Nest> | cencel |

15, Click Next

Summary
Summary of install selections

Setup has enough information to start copying the program fies. If you are satisfied with the
install seftings, ick Next to begin copying fles.

-~
Destination Path = C:\Program Files

CommServe Host = mycanputer mycompany. com

Interface Mame = audi.mycompany. com

Client =audi

Job Results Path = C:\Program FilestJ obResults

Global Filkers = Use Cell level policy 3

Irstaller

< Back Wt > cancel |
TR I
Click OK.

g/ Before starting any software servicss, this computsr will 1equite a reboot after completion
: of Setup.

20. Click Next. Installer X

Schedule Reminder
Job schedule creation remindsr

Flease note:

*fou stil nesd to create a Job Schedule for sach iDatatgent that has been installed on
iz client computer.

Jab Schedules are required to allows the iD atabgents 1o perfom automated backup
and restore operalions,

Job Schedule creation can be accomplished through the CommCel Console
administration interface.

Installer

21. Click Finish.
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9

CHOICE

22,

If you already have a storage policy selected in step 15, proceed to the
Configuration section.

If you do not have Storage Policy created, continue with the following step.

To create a storage policy, you must have configured a library in the CommCell.

e If you do not already have a library configured, go to Disk Library Creation.
e If you have a library configured, go to Storage Policy Creation.

DISK LIBRARY CREATION:

1.

4.
5.

From the CommcCell Console, click the Backup Target button on EZ Operations
Wizard.

Click Disc Library (For backup to disc) and click Next.
Click Use Local Disk.

Type the name of the folder in which the disc library must be located in the
Enter backup destination folder box or click the Browse button to select the
folder.

Click Next.

If you click the Use Network Share option you will be prompted for the
credentials (user name and password) to access the share.

Click Next.
Click Finish.

This will create a library and Storage Policy. Click the Mext » button available at the
bottom of the page to continue.

STORAGE POLICY CREATION:

1.
2.
3.

From the CommCell Browser, navigate to Policies.

Right-click the Storage Policies and then click New Storage Policy.

Follow the prompts displayed in the Storage Policy Wizard. The required options
are mentioned below:

O Select the Storage Policy type as Data Protection and Archiving and click
Next.

O Enter the name in the Storage Policy Name box and click Next.
O From the Library list, click the name of a disk library to which the primary
copy should be associated and then click Next.

Ensure that you select a library attached to a MediaAgent operating in the
current release.

o From the MediaAgent list, click the name of a MediaAgent that will be used
to create the primary copy and then click Next.

O For the device streams and the retention criteria information, click Next to
accept default values.

O Select Yes to enable deduplication for the primary copy.
O From the MediaAgent list, click the name of the MediaAgent that will be used
to store the Deduplication store.

Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

O Review the details and click Finish to create the Storage Policy.

This will create a storage policy. Click the Mext > button available at the bottom of
the page to continue.

Installer g|
Completion Report
Setup complste
Software installation complsted succassfully B
Wisit the website below to download latest Updates and Service Packs.
Click Finish to complete Setup.
Installer
Techrical Suppart Websitz
Steps
sl Backup Targe Fokder: C:\ackun
= Medi Agentfor Deduplcaton : black_3_en
4 Cipacin
5. Summary
Retan backups untdsk reaches B5% capacky.
Retain backip Fo 15 days.

apple - Commell Console:

2 Conncel rowse

@ cas.en

(5 8y Clrt Computr Groups
Clct Comors are Topn

D
S o
1 B

I8 i

‘Evaﬂmd«- 2 ow Global Deamlcation gy
s | e o

Create Storage Policy Vfiza

Prass Nada contnue.

Create Storage Policy Wizard

“This wizard uides you trough the creaton of
a Storage Polcy and s Primary Copy.

ive
soa

£ CommCel Browser
5 agents

¥ | [ content| B sunmary
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METHOD 2: INSTALL SOFTWARE FROM COMMCELL CONSOLE

1. From the CommCell Browser, select Tools | Add/Remove Software | Install murphy - CommCell Console
File  wiew (( Tools
Software. P
%y Browse &Recover..,
& Commcell Job Contraller @ murphy x 3ob Controller % 4 b B
Do)
& '"”'DC:YW B scheduer.., murphy > Ao
@Chent & Event viewer s @ o
ST dert gy repons TOEE  cient Clent Securey
= B Compter  Computers
ecur] @ Control Panel P P
Groops
Storaa] T
Policies| Data Replication Manitor
J Report 2
# Conte % ol o
(2 AddjRemovs Software D Install Updates et
recvor
Remave Updates 3
Upgrade Software
Download Software
Copy Software
i) Software Configuration

& Commeell Browser

' Agents

murphy | admin

2 CickNext

Instaif Wizard

This wizard guides you through the steps required to install software on computers.
Click Next to continue.

G e ;

3. Select Windows. Installor 5]
Click Next.

O Unix and Linux

»

4. Select Manually Select Computers. Installer &3

Click Next. Select how 10 discover the computers for installing the software

@ Fianuially select campliters
Software wil be installed only on the selected list of computers.

(O Automatically discover computers
Computers wil be discovered when the job runs.

=) »-

5. Enter the fully qualified domain name of the computer on which SQL Server resides.
For example: apple.domain.company.com

Click Next.
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staller ]

Enter the host names of the computers
Flease enter the host names of the computers, one per line
om| Import from File

=pple. domain. compan:

6. Click Next. Installer, 3]

Select Software Cache

To use current: it or Client Group Software Cache settings, dick Next. To overide Software Cache settings check
Overtide Scftriars Cache and sslect the Softwars Cache to be used,

[] Override Software Cache

murphy domain . company.com

3

7. Specify User Name and Password that must be used to access the client computer.

staller X

Click Next. Enter Account Information

The specified account should have administrative access o the computer, If you are instaling

The user must be an Administrator or a member of the Administrator e et the user showd hae 2ccess 2 al lents.
group on that computer.

User Name: ]

Example:domainiusername

Password: ‘ ‘

Confirm Password: ‘ ‘

3

8. Select Oracle iDataAgent.
Click Next.

Select Package(s) to Install

Sinpana
). Cllnk Modes

8 Vindows e ystem Datagent
0 Prosytioat Detangent

(0 tmage Level Proxytoat Datangert
0 ctiv Diecery Datangert

(] Fie System NOW Restore Enatler
] mage LevelDatangent

0 bt Protection Mansger

0 et Server gert

] ocumentuan Agent
B Exchange
0 Exchange Database Datagert

|

B Save s it Finish concel | el |

9. From Storage Policy to use list, click storage policy.
Click Next.
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10. Click Next.

When Auto Discover Instances is enabled, new instances are
automatically discovered every 24 hours.

11. Click Reboot (if required) and then click Next.

When Reboot (if required) is selected, the install program will
automatically reboot the client computer and resume the installation.

12. Click Immediate.
Click Next.

13. Click Finish.

Installer 3]

ettings for

Recommended Settngs

dlobalFiters Use Cellevel polcy

] ConfioureFor Laptop Bachups

Storage Polcy To Use

G B »

Installer

Enter the Install Options for the selected Software

X

‘Agent Specic Settngs
= Components.
= SQL Agent Information

futo discove nstances

| e

Enter Adaitiona instalf Options

[ oeto packoges aftor tnstal
21 tarore ClriHost Name Confike
nsall o5t Log Locaton

] sl Agert For Restore Oy

Option

= J0b Result Directory

patn

>

Installer,

Flease Select When To Run The Job

Job Initiation

(%) Immediate

Run this job now

O Schedule
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Summary
Plese verty
Client Install Option |
Select Type Of Installation: Windows

Select Type Of Client Discovery: Manually select computers

installed: Yes
Reuse Active Directory credentials: No

Client Authentication for Job

User Name: IDCLAB\administrator

Password: *+**

Install Flags

Install Updates: Ves

Reboot (if required): No

Kill Browser Processes (f required): No

Ignore Running Jobs: No

Stop Oracle Services (f required): No

Skip clients that are already part of the CommCell component: No
Delete Packages After Install: No

Ignore Client/Host Name Conflict: Yes

Install Agents For Restore Only: No

Client Compostion

No

14. You can track the progress of the job from the Job Controller or Event Viewer eFr— DJ
window. B R e

W I Flgna]  ormatn, Vo, Weps, G, W et i 20

| Mext » |

ADDITIONAL INSTALLATION METHODS

Custom Package

Create a compact software package for quick deployment to multiple clients
Remote Install

Deploy the software from CommcCell Console on multiple clients.

Installing Restore only Agents
Setup a client in the CommCell for restore purposes

Silent Install
Deploy the software silently on multiple clients.
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Getting Started Deployment on a Windows Cluster - Oracle
iDataAgent

« Previous | Mext »

(S:IIfl]‘I'I;_i_I'EII%S PAGE IF YOU ARE NOT INSTALLING THIS AGENT ON A WINDOWS

Click Mext » to continue with the deployment.

WHERE TO INSTALL BEFORE YOU BEGIN

Install the Oracle iDataAgent on the Oracle server that you want to protect and is part of a

Cluster which satisfies the minimum requirements specified in the System Requirements. Download Software Packages

Download the latest software package to perform the install.

Verify System Requirements

Make sure that the computer in which you wish to install
the software satisfies the System Requirements.

PLANNING YOUR INSTALLATION

The Oracle iDataAgent installation may require a system reboot if a pending rename operation from a previously installed application is found in the operating
system, hence, plan your installation at a convenient time.

INSTALLING THE ORACLE IDATAAGENT IN WINDOWS CLUSTERED ENVIRONMENT

1. Log on to the active node as the Domain User with administrative privileges to all
nodes on the cluster.
2. Run Setup.exe from the Software Installation Package.
3. Select the required language.
Click Next.
Select the language you will use during installation
4. Select the option to install software on this computer.

The options that appear on this screen depend on the computer in which
the software is being installed.

= Install Software on this computer

= Advanced options

2 View documentation website
2 Yiew Install Duick Start Guide (Requires Adobe Acrobat Reader)
2 Install Adobe Aciobat Reader

& Exit

5. Select I accept the terms in the license agreement.

Click Next.
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License Agreement
Please read the following License Agieement. Press
the PAGE DOWN key to view the entire agreement
-~
End User License and Limited Warranty Agreement
Software Release 9.0.0
(including Microsoft® SQL Server™ 2008 Enterprise Edition, SQL Server™s
2008 Express Edition and Windows Pre-Installation Environment)
Tl Tlonw T fmnsnn Amsnnsensd ]
% | accept the tems in the license agreement
1 do not accept the tems in the license agreement
Installer
<Back | New> | Cancel |
6. Select Configure a Virtual Server. Installer 3]
H Cluster Type Selection
Click Next. Configure the Physical Node or a Vitual Server
Configuration Opti
" Corfigure the Physical node
" Corfigure a Virtual server
¢Back Concel |
7. Select the disk group in which the virtual server resides. Installer X
Click Next. Virtual Server Selection
Select the vitual server you would like to configure
Chaose from the following list of disk groups
configured o this cluster.
<Back [ Mews | Concel |
8. Expand Client Modules | Backup and Recovery | Database and select Oracle
iDataAgent. Select Platforms
Select the platforme pau want to configure.
Click Next.
=) & Client Modules 4| Move the pointer avera
B & Backup kRecavery platform name 1o see a
& Fil Systam desciiption of the platform and
¥ teasons why it may be
5 & Database disabled
DB2 iDatabgent
Oracle
[ 300 Server Datdgent it Gt
] S4P tor Dracs [Req/Recommended)
[ 54P for MasDB Installation Folder
Subase iDatatgent _ 560 MB/ 913 MB
O MySOL Databgent .
O Fuchange Temporary on C: diive:
£ Lotus Notes
3 ShareFoint - R CDINE
Installer
™ Install Agents for Restare Only < Back Mext > Cancel
9. If this computer and the CommServe is separated by a firewall, select the Configure

firewall services option and then click Next.

For firewall options and configuration instructions, see Firewall Configuration and
continue with the installation.

If firewall configuration is not required, click Next.
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10. Enter the fully qualified domain name of the CommServe Host Name.
Click Next.
Do not use space and the following characters when specifying a new

name for the CommServe Host Name:

\I"~@#$%N8X () +=<>/7,[1{}:;"

11. Specify the name of the Cluster Group Client.
Click Next.

12, Select the name of the Physical Machine from drop-down list.

Click Next.

13. Select Add programs to the Windows Firewall Exclusion List, to add CommCell
programs and services to the Windows Firewall Exclusion List.

Click Next.

This option enables CommCell operations across Windows firewall by
adding CommcCell programs and services to Windows firewall exclusion
list.

It is recommended to select this option even if Windows firewall is
disabled. This will allow the CommCell programs and services to function
if the Windows firewall is enabled at a later time.

Installer.

Firewall Configuration
Configure firewall services

If there is a firewall between this machine and the CommServe, configure firewall services below.

I™ Configure firewall services

¢
~
-
Installer
Installer g|

CommServe Name

Specify the Commervs computer name and hast
name

Comméerve Client Name

CommServe Host Name
[Enter a walid, fuly-qualfied, IP host name; for example:
myeampuler. mycampany. com]

[mpcamputer mpcompany. com

Installer

< Back Hest > Carcel |

Installer E|

Communication Interface Name
Setup will configure the communication paths.

Select a client name

=

Select an interface name that this computer will use to
communicate with the CommS erve:

audi. mycompany.com ~|

P Adcess{es) for the selected host

Irstaller

< Back et » concel |

Installer &

Communication Interface Name
Setup will configure the communication paths.

Select a client name for physical machine

H

Select an interface name for physical machine to
communicate with the CommServe

|gndavarl MyCoMpanY.com =1

P Address{es) for the selscted host

Installer A Net> | Cancel
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Installer.

Windows Firewall Exclusion List

Allow programs to communicate through Windows
Firewa

Windows Firewall is ON
[V Add programs to the Windows Firewall Exclusion List

1f you plan on using Windows Firewall it is recommended to add the software programs to the
exclusion st

Installer

<Back [ New> | Cancel |

14. Verify the default location for software installation. Installer X
Click Browse to change the default location. Destination Falder

elect the destination folder to install the program files.
Click Next.

e Do not install the software to a mapped network drive. Click Next to accept the default location, o click Browse to choose an altemate location,
e Do not use the following characters when specifying the destination
path: Destination Folder

JiX?2N <> | #

EBrowse..

It is recommended that you use alphanumeric characters only.

Drive List Space Required / Recammended
C a2BMB - 1394 ME /1670 ME
Installer

< Back Wt > concel |

15. Verify the default location for Job Results Path.

: . Job Results Path

Cl ICK Browse to Cha nge the defa u |t Iocatlon N Select the location on a shared drive to store Job
) Results files for this client computer.

Click Next.

Click Mext to accept the default location, or click Browse to choose an altemate location

Job Results Path

Browse,

Diive List Space Requied / Recommended
’V M. 15061 ME - ’V 50 MB / 50 MB

Installer Bk [ Hes | Concel |

16. Select a Client Group from the list.

Installer E|
Click Next.

Client Group Selection
Select a client group for the client

This screen will be displayed if Client Groups are configured in the
CommCell Console.

The Client Graup s alagical grauping of client machines
which have the same associations at various levels ke
Schedule Policy, &etivity Control, Security and Reports

Client group:

Hone Selected
client_aroup

Irstaller

< Back Next » Caricel

17. Click Next.
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Installer g|

Schedule Install of Automatic Updates
Chooze when yau want to schedule an install of the
downloaded updates

Iv Scheduls Install of Automatic Lpdates

" Once
Tirne BAIZPM
& weskly
& Monday © Tuesdaw
" ednesday " Thursday
© Fridey © Satuday
© Sunday
Irstaler
< Back Hewt s cancel |
18. Click Next. Installer El

Select Global Filter Options
Select the Global Filter Options for the Agent,

Global Fiters provides the abilky to set exclusions within a CommiCel to fiter out data fom data
protection operations on all agents of a certain type.

@& Use Cell lvel policy
" Always uss Global Fiters

" Do not use Global Filters

Installer
< Back Next» concel |
19. Select a Storage Policy from the drop-down list. Installer 3]
Click Next. Storage Policy Selection
Select a storage policy for the default subclient to be
backed up.
[~ Configure for Laptop or Desktop Backup
Select a storage palicy from the pull-dawn list
Installer
<Back Next> cancel |
If you do not have Storage Policy created, this message will be displayed. Installer X
Click Next. Storage Policy Selection

Select a starage policy for the defaul subclient to be
backed up.

You can create the Storage Policy later in step 31.

[~ Configue for Laptop o Deskiop Backup

Irstaller

< Back Next » Caricel

20. Click Next.

Stop the Oracle services by clicking the Service Control Manager
button.
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Oracle Instance Shutdown

Shutdown the Dracle databass instances to propely
nstall Oracle Media Library

Pleass shut down all Oracle database instances before setup copies fils. Bs
advised, that i you do not stop the iacle services, the Oracke Media
Management ibrary will not be nstalled until you rebaot

“ou can stop the Oracle services by clicking the Service Control Manager
button below

After you have stopped the Oracle services click Next to continue with the
installation,

Hext s Cancel
21.  Click Next. K

Oracle Cleanup ORASBT.DLL
Click Search ORASBT.dIIl button to search for any existing ORASBT.dII Delete or Rename any instances of ORASBT.DLL on

he spstem
file. If found, rename or delete the ORASBT.dII file. e

Setup will now search all the locations specified in the SYSTEM PATH
environment variable to find any occunences of ORASET.dil

Flease either rename or delete these occurrences so that Diacle iDatafgent

can use the conect ORASET.dI,

farasbt. il was not found on this spstem. Please click

INEXT button to continve...
Delete Al DRASET.dl
Rename A ORASET i
Confim

< Hack Nest> | cencel |

22, Click Next. Installer ﬁl
Summary

Summary of install selections

Setup has enough information to start copying the program fies. If you are satisfied with the
install seftings, ick Next to begin copying fles.

-~
Destination Path = C:\Program Files

CommServe Host = mycanputer mycompany. com

Interface Mame = audi.mycompany. com

Client =audi

Job Results Path = C:\Program FilestJ obResults

Global Filkers = Use Cell level policy 3

Irstaller

< Back Wt > cancel |
23, toter
Click OK.

g/ Before starting any software servicss, this computsr will 1equite a reboot after completion
: of Setup.

0K

r’/ ‘would you like ta install the software on remaining nodes on the cluster?
o

25, Select cluster nodes from the Preferred Nodes list and click the arrow button to
move them to the Selected Nodes list.

Once you complete your selections, click Next.
e The list of Preferred Nodes displays all the nodes found in the

cluster; from this list you should only select cluster nodes configured
to host this cluster group server.

e Do not select nodes that already have multiple instances installed.

Page 31 of 261



User Guide - Oracle iDataAgent

Installer g|

Cluster Node Selection
Select cluster nodes to configure

[~ Prefened Nodes [~ Selected Nodes - Configured Nodes
Eumeiusters | ] WMELUSTERT <]

e

s | OO (| O s

26. Specify User Name and Password for the Domain Administrator account Installer X
Information to perform the remote install on the cluster nodes you selected in the Domain administrator account inf
previous step. Please piovide domain adminishiator account
Click Next.

Domain Account Information

User Name [<DOMAINAUSERS |
[Legtadminstator

Account Password;

< Back I Mest » I Cancel

27. The progress of the remote install for the cluster nodes is displayed; the install can be [ X
interrupted if necessary. o

You can stop remate install at any time. Installed clients wil not be uninstalled. Clients in

Click StOp to prevent installation to any nodes after the current ones complete. progiess will continue installation, but their results will not show comecty.
Click Advanced Settings to specify any of the following: Ciont Name__| Client Stalus (TR
resal2

e Maximum number of nodes on which Setup can run simultaneously.

e Time allocated for Setup to begin executing on each node, after which the install
attempt will fail.

e Time allocated for Setup to complete on each node, after which the install attempt 1 0
will fail.
Installed sucoesshully |T Left ta install |1_
If, during the remote install of a cluster node, setup fails to complete or is Failed ta nstal [ pogess: [0 Mac[1 5
interrupted, you must perform a local install on that node. When you do, Benciiie Qs Estimated time left. 10 min 0 sec
the install begins from where it left off, or from the beginning if [

necessary. For procedures, see Manually Installing the Software on a
Passive Node.

Installer

Advanced Settings

Number of simulkaneous remate machines ko run Setups | 10 =] machines

Time to wait For Setup to stark on each remate maching: z 3: minutes
Time to wait For Setup ko complete on each remote machine: | 15 3: minutes

28. Read the summary for remote installation to verify that all selected nodes were Installer X
installed successfully. Results
) Remote install results
Click Next.
e If any node installation fails, you must manually install the software on Surnmary of remate instal
that node once the current installation is complete. See Manually M e e e e =]
Installing the Software on a Passive Node for step-by-step instructions. oot

. . REALZ: Instal ded.
e The message displayed on your screen will reflect the status of the el suczeede

selected nodes, and may look different from the example.

29. Click Next.
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Installer g|

Schedule Reminder
Job schedule creation remindsr

Flease note:

*fou stil nesd to create a Job Schedule for sach iDatatgent that has been installed on
iz client computer.

Jab Schedules are required to allows the iD atabgents 1o perfom automated backup
and restore operalions,

Job Schedule creation can be accomplished through the CommCel Console
administration interface.

Installer

30. Click Finish. Installer x|
Completion Report
Setup complete
Software installation completed suscesshuly. =l
Visit the website below ta dowrload lstest Updates and Service Packs,
Click Finish to complete Setup.

Irstaller

Technical Support Websits

-.r"l If you already have a storage policy selected in step 19, proceed to the
cnmee Configuration section.

If you do not have Storage Policy created, continue with the following step.

31. To create a storage policy, you must have configured a library in the CommCell.
e If you do not already have a library configured, go to Disk Library Creation.
e If you have a library configured, go to Storage Policy Creation.

DISK LIBRARY CREATION: e S e
1. From the CommCell Console, click the Backup Target button on EZ Operations | 2o e
Wizard. e e b 5
P ——

2. Click Disc Library (For backup to disc) and click Next. oo s

3. Click Use Local Disk.
Type the name of the folder in which the disc library must be located in the
Enter backup destination folder box or click the Browse button to select the
folder.
Click Next.

If you click the Use Network Share option you will be prompted for the
credentials (user name and password) to access the share.

4. Click Next.
5. Click Finish.

This will create a library and Storage Policy. Click the Mext » putton available at the
bottom of the page to continue.

STORAGE POLICY CREATION:
1. From the CommCell Browser, navigate to Policies.
2. Right-click the Storage Policies and then click New Storage Policy.

3. Follow the prompts displayed in the Storage Policy Wizard. The required options
are mentioned below:

O Select the Storage Policy type as Data Protection and Archiving and click
Next.

O Enter the name in the Storage Policy Name box and click Next.

O From the Library list, click the name of a disk library to which the primary
copy should be associated and then click Next.

Ensure that you select a library attached to a MediaAgent operating in the
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current release.
o From the MediaAgent list, click the name of a MediaAgent that will be used
to create the primary copy and then click Next.

O For the device streams and the retention criteria information, click Next to
accept default values.

O Select Yes to enable deduplication for the primary copy.
O From the MediaAgent list, click the name of the MediaAgent that will be used
to store the Deduplication store.

Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

O Review the details and click Finish to create the Storage Policy.

This will create a storage policy. Click the Mext » button available at the bottom of
the page to continue.

apple - CommCell Console

T

I

[BIE =R )
®

Home e

e el
421 2. Now Glabal Dod plcatioNgiey
Sublent Assoctions

Strage Poley

- 3

& aople > [ s > @ Storage poles > EY=r)

Create Storage Policy Wizard

o T of Cols_Incementl | Oospin S ¥|

Create Storage Policy Wizard.
Tnis wizard uides you hrauh he creation of

 Storage Policy and s Primary Copy.

Press Nedta contnue.

e

2 ComncalBronser.
5 Agents

B Cortont | B Surenary

Cors_cn | i

| € Previous | Mext » |
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Getting Started Deployment on a UNIX Computer - Oracle
iDataAgent

« Previous | Mext »

SKIP THIS PAGE IF YOU ARE NOT INSTALLING THIS AGENT ON A UNIX COMPUTER.

Click Mext » to continue with the deployment.

WHERE TO INSTALL

Install the software on a UNIX computer on which Oracle Database application resides, and satisfies the minimum requirements specified in the System
Requirements.

For Solaris, software can be installed on one of the following:

e Unix computer hosting the global zone on which Oracle Database application resides, and satisfies the minimum requirements specified in the System
Requirements.

e Unix computer in a non global zone on which Oracle Database application resides, and satisfies the minimum requirements specified in the system
requirements.

INSTALLATION BEFORE YOU BEGIN

The software can be installed using one of the following methods: Download Software Packages
Download the latest software package to perform the install.

METHOD 1: INTERACTIVE INSTALL Verify System Requirements

Use this procedure to directly install the software from the installation package or a  Verify that the computer in which you wish to install the
network drive. software satisfies the System Requirements.

METHOD 2: INSTALL SOFTWARE FROM COMMCELL CONSOLE

Use this procedure to remotely install the software on a client computer.

METHOD 1: INTERACTIVE INSTALL

1. Logon to the client computer as root or as a sudo user.

If you are installing the software using a sudo user account, make sure that sudo user
account is configured on this computer. For more information, see FAQ - Install.

2.
Use the following options depending upon on your environment:
o On Global Zone or Unix machine, run the following command to mount
the cd:
mount -t is09660,udf /dev/cdrom /mnt/cdrom
Run the following command from the Software Installation Package or
mount point:
. /cvpkgadd
e On a Non-Global Zone, run the following commands to mount the cd:
mkdir <Non-Global Zone root location>/<Non-Global Zone local
directory>
mount -F lofs <Global zone software Install package mount
point> <Non-Global Zone root location>/<Non-Global Zone
local directory>
Connect to Non-Global Zone terminal
Run the following command from the Software Installation Package or
mount point:
. /cvpkgadd
3. The product banner and other information is displayed.
Press Enter.
4. Read the license agreement. Type y and press Enter.
5. Press Enter. Please select a setup task you want to perform from the

list below:

Advance options provide extra setup features such as
creating custom package, recording/replaying user
selections and installing External Data Connector
software.
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6. e If your computer is 32-bit, or if you want to install 32-bit binaries on 64-bit
computer, press Enter.
e If your computer is 64-bit, and want to install 64-bit binaries, type 2, and then
press Enter.
e This prompt is displayed only when you are installing on AIX, HP-UX,
or Solaris computers.
e You can determine this by verifying whether all the components that
you wish to install in this computer are supported in 64-bit in System
Requirements
e Note that when the first component is installed using 64-bit binaries,
you cannot subsequently install another component using 32-bit. (Or
vice-versa.)
7. Press Enter.
8. If you have only one network interface, press Enter to accept the default network
interface name and continue.
If you have multiple network interfaces, enter the interface name that you wish to use
as default, and then press Enter.
The interface names and IP addresses depend on the computer in which
the software is installed and may be different from the example shown.
9. Press Enter.

10. Type the number associated with the Oracle iDataAgent and press Enter.

11. A confirmation screen will mark your choice with an "X".

Type d for Done, and press Enter.

1) Install data protection agents on this computer
2) Advance options
3) Exit this menu

Your choice: [1]

32 or 647

This machine supports both 32 bit and 64 bit binaries. By
default, we will install 32 bit binary set that has full
support for all the modules included in this package.
Please note that 64 bit binary set currently only support
limited modules.

1) All platforms(32 bit)
2) FS and MS only (64 bit)

Your choice: [1]

Certain Calypso packages can be associated with a virtual
IP, or in other words, installed on a "virtual machine"
belonging to some cluster. At any given time the virtual
machine's services and IP address are active on only one
of the cluster's servers. The virtual machine can "fail-
over" from one server to another, which includes stopping
services and deactivating IP address on the first server
and activating the IP address/services on the other

server.

You now have a choice of performing a regular Calypso
install on the physical host or installing Calypso on a
virtual machine for operation within a cluster.

Most users should select "Install on a physical machine"
here.

1) Install on a physical machine
2) Install on a virtual machine
3) Exit

Your choice: [1]

We found one network interface available on your machine.
We will associate it with the physical machine being
installed, and it will also be used by the CommServe to
connect to the physical machine. Note that you will be
able to additionally customize Datapipe Interface Pairs
used for the backup data traffic later in the Calypso Java

GUI.

Please check the interface name below, and make
connections if necessary:

Physical Machine Host Name: [angel.company.com]

Please specify the client name for this machine.

It does not have to be the network host name: you can
enter any word here without spaces. The only requirement
is that it must be unique on the CommServe.

Physical Machine Client name: [angel]

Install Calypso on physical machine 172.19.99.62

Please select the Calypso module(s) that you would like to
install.

[ ] 1) MediaAgent [1301] [CVGxMA]
[ ] 2) UNIX File System iDataAgent [1101] [CVGxIDA]
[ ] 3) Oracle iDataAgent [1204] [CVGxOrIDA]

[a=all n=none r=reverse g=quit d=done >=next <=previous ?
=help]

Enter number (s)/one of "a,n,r,q,d,>,<,?" here:3

Install Calypso on physical machine 172.19.99.62

Please select the Calypso module(s) that you would like to
install.

[ 1) MediaAgent [1301] [CVGxMA]
[ ] 2) UNIX File System iDataAgent [1101] [CVGxIDA]
[X] 3) Oracle iDataAgent [1204] [CVGxOrIDA]

[a=all n=none r=reverse g=quit d=done >=next <=previous ?
=help]
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12, Press Enter.

13. Type the appropriate number to install the latest software scripts and press Enter.

e Select Download from the software provider website to download
the latest software scripts. Make sure you have internet access.

o Select Use the one in the installation media to install the software
scripts from the package or share from which the installation is
currently being performed.

e Select Use the copy I already have by entering its unix path, to
specify the path if you have the software script in an alternate
location.

14. Press Enter.

15.
Press Enter to accept the default path.

e If you want to specify a different path, type the path and then press Enter.

e If you want to install the software binaries to an NFS shared drive, specify the
directory on which you have mounted the NFS file system and then press Enter.

In order to make sure that the client computer has read/write access to NFS
shared drive, review the steps described in Installing Software Binaries to an NFS
Shared Drive.
Do not use the following characters when specifying the path:
1@#$%N&*():/?\
16. Press Enter to accept the default location.

e Enter a path to modify the default location and press Enter.

e All the modules installed on the computer will store the log files in this
directory.

17. Type Yes and press Enter.

If you do not want to assign a group to software, type no, press Enter
and proceed to step 19.

18. Type the Group name and then press Enter.

19. Type d for done with the selection and press Enter.

Enter number (s)/one of "a,n,r,q,d,>,<,?" here:d

Do you want to use the agents for restore only without
consuming licenses? [no]

Installation Scripts Pack provides extra functions and
latest support and fix performed during setup time. Please

specify how you want to get this pack.

If you choose to download it from the website now, please
make sure you have internet connectivity at this time.
This process may take some time depending on the internet
connectivity.

1) Download from the software provider website.
2) Use the one in the installation media

3) Use the copy I already have by entering its unix path

Your choice: [1] 2
Keep Your Install Up to Date - Latest Service Pack

Latest Service Pack provides extra functions and latest
support and fix for the packages you are going to install.
You can download the latest service pack from software
provider website.

If you decide to download it from the website now, please
make sure you have internet connectivity at this time.
This process may take some time depending on the internet
connectivity.

Do you want to download the latest service pack now? [no]

Please specify where you want us to install Calypso
binaries.

It must be a local directory and there should be at least
176MB of free space available. All files will be installed
in a "calypso" subdirectory, so if you enter "/opt", the
files will actually be placed into "/opt/calypso".

Installation Directory: [/opt]

Please specify where you want to keep Calypso log files.

It must be a local directory and there should be at least
100MB of free space available. All log files will be
created in a "calypso/Log Files" subdirectory, so if you
enter "/var/log", the logs will actually be placed into
"/var/log/calypso/Log Files".

Log Directory: [/var/log]

Most of Software processes run with root privileges, but
some are launched by databases and inherit database access
rights. To make sure that registry and log files can be
written to by both kinds of processes we can either make
such files world-writeable or we can grant write access
only to processes belonging to a particular group, e.g. a

"calypso" or a "oinstall" group.

We highly recommend now that you create a new user group
and enter its name in the next setup screen. If you choose
not to assign a dedicated group to Software processes, you
will need to specify the access permissions later.

If you're planning to backup Oracle DB you should use
"oinstall" group.

Would you like to assign a specific group to Software?
[yes]

Please enter the name of the group which will be assigned
to all Software files and on behalf of which all Software
processes will run.

In most of the cases it's a good idea to create a
dedicated "calypso" group. However, if you're planning to
use Oracle iDataAgent or SAP Agent, you should enter
Oracle's "oinstall" group here.

Group name: oinstall
REMINDER

If you are planning to install Calypso Informix, DB2,
PostgreSQL, Sybase or Lotus Notes iDataAgent, please make
sure to include Informix, DB2, etc. users into group
"oinstall".

Access Permissions for Other Users.Installer will assign
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20.

21.

22,

23.

24,

25.

26.

27.

This screen is displayed if you do not assign any group to the software and type no in
step 17.

This prompt is relevant only when you install on Solaris. Press Enter to accept the
default value for Number of Streams.

You can type the Number of Streams that you plan to run at the same
time and then press Enter.

Press Enter if you do not want the changes to be updated automatically.

e If you want the changes to be made automatically, type Yes and then
press Enter.

e You will come across this prompt when you install the software on the
earlier versions of Solaris.

Press Enter.

Press Enter.

You will see this prompt if you have accepted the default no and pressed Enter in
step 21.

Type a network TCP port number for the Communications Service (CVD) and press
Enter.

Type a network TCP port number for the Client Event Manager Service (EvMgrC) and
press Enter.

If you do not wish to configure the firewall services, press Enter.

If this computer is separated from the CommServe by firewall(s), type
Yes and then press Enter.

For firewall options and configuration instructions, see Firewall
Configuration and continue with the installation.

Type the fully qualified CommServe host name and press Enter.

Ensure that the CommServe is accessible before typing the name;
otherwise the installation will fail.

Press Enter.

full access rights to root user and its belonging group
for all installed Calypso files and its processes.For any
other users, you can specify the access permissions now.
However, since you chose not to assign a dedicated group
in previous step, make sure you specify sufficient access
rights for other users if you are also planning to install

Calypso agents involving third party software protection.

[X] 1) Allow read permission to other users
[X] 2) Allow write permission to other users
[X] 3) Allow execute permission to other users

a=all n=none r=reverse g=quit d=done >=next <=previous ?
=help]

Enter number (s)/one of "a,n,r,q,d,>,<,?" here: d

Number of Streams

IMPORTANT : Please read install document "Configure Kernel
Parameters - Unix/Macintosh" from "Books Online" before
you start configuring kernel parameters. Please enter the
total number of streams that you plan to run at the same
time. We need to make sure that you have enough semaphores
and shared memory segments configured in /etc/system.

Number of streams [10]

We now need to modify the /etc/system configuration file
on this computer. It is done to make sure that there will
be enough shared memory and semaphores available for
Calypso programs. Please review the changes below and
answer "yes" if you want us to apply them to

the /etc/system file. Otherwise, the installation will
proceed, the changes will be saved to some other file, and

you will have to apply them manually.

set shmsys:shminfo shmmni=8570 (was 7930)
set shmsys:shminfo:shmseg:8420 (was 7780
set semsys:seminfo_semmns=10320 (was 9680)
set semsys:seminfo_semmni=8570 (was 7930)
set semsys:seminfo_semms1=8570 (was 7930)

Do you want us to apply these changes now? [no]
Changes saved into /etc/system.gal.1744

Press <ENTER> to continue.

Although a ’'no’ answer can be selected to this question
during install, the user should make sure the min
requirements (below) for shared memory are met, otherwise
the backups may fail (the message in logs is ’could not

start the pipeline’).

set shmsys:shminfo shmmax=4199304
set shmsys:shminfo shmmin=1

set semsys:shminfo shmmni=640

set semsys:shminfo_ shmseg=640

set semsys:seminfo semmns=640

set semsys:seminfo semmni=640

set semsys:seminfo semmsl=640

set maxusers=256

Press <ENTER> to continue.

Every instance of Calypso should use a unique set of
network ports to avoid interfering with other instances
running on the same machine.

The port numbers selected must be from the reserved port

number range and have not been registered by another
application on this machine.

Please enter the port numbers.
Port Number for CVD : [8400]
Port Number for EvMgrC: [8402]

Is there a firewall between this client and the CommServe?
[no]

Please specify hostname of the CommServe below. Make sure
the hostname is fully qualified, resolvable by the name

services configured on this machine.
CommServe Host Name: mycommserve.company.com

Commcell Level Global Filters are set through Calypso
GUI's Control Panel in order to filter out certain
directories or files from backup Commcell-widely. If you
turn on the Global filters, they will be effective to the
default subclient. There are three options you can choose
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28. Type the number associated with the Client Group and press Enter.

This screen will be displayed only if Client Groups are configured for the
CommCell.

29, A confirmation screen will mark your choice with an "X".

Type d for done with the selection, and press Enter to continue.

30. Enter the number associated with the storage policy you want use and press Enter.

If you do not have Storage Policy created, this message will be displayed.

You may not be prompted for user input.

You can create the Storage Policy later in step 31.

31. Type 3 to the Exit option and press Enter.

The installation is now complete.

45 If you already have a storage policy selected in step 30, proceed to the Configuration
chnolce  Section.

If you do not have Storage Policy created, follow the procedure given below.

32.
1. From the CommCell Browser, navigate to Policies.

2. Right-click the Storage Policies and then click New Storage Policy.

3. Follow the prompts displayed in the Storage Policy Wizard. The required options
are mentioned below:

O Select the Storage Policy type as Data Protection and Archiving and click
Next.

O Enter the name in the Storage Policy Name box and click Next.

O From the Library list, click the name of a disk library to which the primary
copy should be associated and then click Next.

to set the filters.

1) Use Cell level policy

2) Always use Global filters
3) Do not use Global filters

Please select how to set the Global Filters for the
default subclient? [1]

Client Group(s) is currently configured on CommServe
cs.company.com. Please choose the group(s) that you want
to add this client client.company.com to.

[ ] 1) Unix
[ ] 2) DR

[a=all n=none r=reverse g=quit d=done >=next <=previous ?
=help]

Enter number (s)/one of "a,n,r,q,d,>,<,?" here: 1

Client Group(s) is currently configured on CommServe
cs.company.com. Please choose the group(s) that you want

to add this client client.company.com to.
[X ] 1) Unix
[ 1 2) DR

[a=all n=none r=reverse g=quit d=done >=next <=previous ?
=help]

Enter number (s)/one of "a,n,r,q,d,>,<,?" here: d
Please select one storage policy for this IDA from the
list below:

1) SP_StandAloneLibrary2 2

2) SP_Library3 3

3) SP_MagLibrary4 4

Storage Policy: [1]

There seem to be no Storage Policies configured on the
CommServe. Before you can run any backups of this IDA, you
will need to install a MediaAgent, create a Storage Policy

and assign it to all subclients..
Adjusting modes and permissions of files

Successfully installed Calypso

Certain Calypso packages can be associated with a virtual
IP, or in other words, installed on a "virtual machine"
belonging to some cluster. At any given time the virtual
machine's services and IP address are active on only one
of the cluster's servers. The virtual machine can "fail-
over" from one server to another, which includes stopping
services and deactivating IP address on the first server
and activating the IP address/services on the other
server.

Currently you have Calypso installed on physical node
angel.company.com.

Now you have a choice of either adding another package to
the existing installation or configure Calypso on a
virtual machine for use in a cluster.

1) Add another package to angel.company.com
2) Install Calypso on a virtual machine
3) Exit

Your choice: [1] 3
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Ensure that you select a library attached to a MediaAgent operating in the
current release.

o From the MediaAgent list, click the name of a MediaAgent that will be used
to create the primary copy and then click Next.

O For the device streams and the retention criteria information, click Next to
accept default values.

O Select Yes to enable deduplication for the primary copy.

O From the MediaAgent list, click the name of the MediaAgent that will be used
to store the Deduplication store.

Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

O Review the details and click Finish to create the Storage Policy.

METHOD 2: INSTALL SOFTWARE FROM COMMCELL CONSOLE

1. From the CommCell Browser, select Tools | Add/Remove Software | Install murphy - CommCall Console
Software. C—
Sronse & Recover,
8l i contralier @ murphy x 3ob Controller % 4 b B
Scheduler.., murphy > rOoa
Event iower & r P o
| Reports. Client Client Security
i Compter Compiters
el
Drata Replication Monitor
k-l inl =]
Add{Remove Software Install Updates ntent
e
Remave Updates 3
Upgrade Software
Download Software
Copy Software
Add/Remove Software Configuration
& Commeell Browser
& fgenis
murphy | admin
2. Click Next. Installer 3
Instail Wizard
This wizard guides you through the steps required to install software on computers.
Click Next to continue.
(== »
3. Select Unix and Linux. Installor 5]
Click Next. Select the computer's operating system
O Windows
!
2
[ 2
4. Select Manually Select Computers.
Click Next.
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Installer X

Select how to discover the computers for installing the software

@ Fianuially select campliters
Software wil be installed only on the selected list of computers.

(O Automatically discover computers
Computers wil be discovered when the job runs.

=) »-

5. Enter the fully qualified domain name of the computer in which you wish to install. Installer 3

For example: apple.domain.company.com Enter the host names of the computers

Please enter the host names of the computers, one per lne

apple.domain.company.com| ) Impart From File
Click Next. Impart From Active Directory
Select from existing chents

The Oracle iDataAgent will be installed on this client computer.

6. Click Next. Installer 3

Select Software Cache

To use current Client or Clisnt Group Software Cache sektings, dlick Nexxt. To override Softwars Cache settings check.
Ovenide Software Cache and select the Software Cathe to be used

[C] override Software Cache

murphy doriain, company.com

3

7. Specify User Name and Password that must be used to access the client computer. Installer 3]

Click Next. Enter Account Information

The specified account should have root level access and S5H login permission. If you are instaling
multiple clients, the ser should have access to all clients.

User Name: [root
Example:username(root or Administrator)

Password: |

Confirm Password:

>

8. Select Oracle iDataAgent.
Click Next.
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Installer 3]

Select Package(s) to Install
L Tt Hodes a
6 Bickup &Recovery

=0 Fie System
8 U i ystem Dotagert
(] Fie SystemNOWP Restore Enaler
0 ProxyHost Datangert
0 InageLevelDtahgent
(0] Wovel S Fil System Datadgent
(0] Wovel 05 Groupise Detaase Datagent
(] Novel S Direcory Services
[ tmage Level ProxyHost Datagent

= C Databese
[ bezosangent
0 WSl Dotatgert
0 PostSres Datedgent
O Documentun iDataAgent
0 Sybese Dotagert
@ Orace Datangent
0 540 forOrade
0 5#Pfor Mox0B

= O Lowshotes
(0] Lotus Notes Dtabase Datagent
(0] Lotus Notes Dcment Datahgent
0 bomino o rciver Agent

= £ Supporting Hodies

0] Serverless Data Manager
= 3 frchive Management
L 77 m

Installer 3]

Enter Settings for Software

e Select Client Group from Available and click Add.

Do not add more than one Client Group.

Recommended Settings

e Select a Storage Policy from the drop-down list. Click Next. = Client Groups

Avalable: Selected:
Select the Configure for Laptop or Desktop Backup option to install EEZ’EZ:’ -
Backup Monitor utility. This utility allows you to view the backup job st o C<tome ]
summary from the client computer without opening the CommcCell [ ]
Console. See Monitor - Laptop User for more information.

Ghbal Fikers Use Cel level policy >,

] Configure For Laptop Backups
© Storage Polcy touse. v

O subelent Polcy to use.

) D »

10. e In the Unix Group box, type the Unix group name to which the oracle user e L

belongs to.
e Click Next.

Enter Additional instalf Options

= Installer Flags
stal Updates
[ Reboot (¢ requred)
K8 rowser Processos ( recured)
[ onre Runving Jobs
[ Stop Orac Services (F requred)
([ sk chents that ave aeadly part o the Commcel componert.
Advanced Options
Delete Packages Ater nstal
[ sten oy an the network inteface used a5 hostname
[C100 notfoad WA diver i o kernelthis te
Number OF Streams ol

= )}

BccesspemasaonsTor b wrs o

Tonore ClentHost Name Confict
] tnstall Agents For Restore Only.
Optional Setings
= J0b Result Directory
Path
oo w00l
G ozl
nsta Drectory

‘Commserve Host Name

) B 8

11, Select Immediate.

Click Next. Plgase Select When To Run The Job

Job Initiation

(%) Immediate

Run this job now

O Schedule
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12. Click Finish.

13. You can track the progress of the job from the Job Controller or Event Viewer

window.

14. Once the job is complete, right-click the CommServe computer, click View and then

click Admin Job History.

15. Select Install/Upgrade/Remove Software.

Click OK.

16. You can view the following details about the job by right-clicking the job:
e Items that succeeded during the job
e Items that failed during the job

e Details of the job
e Events of the job
e Log files of the job

Summary

st ey end lck st torur the icb imediecely or ci ot 0 save the

Tgnore Client/Host Name Conflict: Yes =
Install Agents For Restore Only: No

Glient Gomposition

Override Software Cache: No

Select Type Of Installation: Copy peckages to rerote raciine

Cornponents

Selected Components To Install: UNIX Fie 3ystem Datadgent, Oracee Daadgent
Fil: Sysiem

Configure For Laptop Backups: Ho

Common Information (Oational)

Global Filters: Use Celllevel poficy

Client Info

Client Croups: CYGG

Client

CVD Port: #0)
Evingre Port: 8402

Seecied Clienis

Client Name: s g

oo | [ Fommsen ] (] (G

*oa
flo oo Cpeaten ClrtCo.. Aot Tyro Subent ibTyoe | nuse | Soae . Wedsagee 5ots | pogss s besewen 3|
< s |

e g e
) et e o bty v
e [T
Sy £ bD oas + sgan gt B | ossrpran A
20 cefs 10 14515 Db congeted sy #

s 15 07 oD o =
a s s o7 oD woh aws wdencrbns
a = e 113 2y woh  ma el s logedon

- ok s s ek s u|
e D] ormatn, e, Hep, Gk, Hasa vess st 20

idol.testlab.commvault.com - CommCell Console

& apple x L
& apple > La=F"
Job History Q o [ [ =
i b Hetory ) Clert Searty  Storage Polcies
e 3| comouers Resources v
Users Logged In B
Schedes a
% D Fie System Fi.. JobID _Operation Clent Co...|_Agent Type _subclent
D& Virtual Server 21 DataAgng
& O Securky
i <
4
@ polcies | mpase prayng  Rumn
e-fl Reports
& {1 Content Director T2 Event viewer x | @ Admin Job Hstory x <> @
[ Event viewer L=
Severty EventD  XbID  Date 1 program Computer | Evy
) 233 2108/31/2010 12:00:23 JobManager apple
a 232 2108/31/2010 12:00:08 JobManager apple
2 Conmcel B a 21 06/31/2010 11:52:42 EvMarS apple
a 228 2008/31/2010 11:46:15 DistrbuteSoftware  apple
5 Agents . v annoiosianin s1uaian Pisebebeabnen e
s —_—
1 Pause | Playing|  Information, Minor, Majr, Critica, Maximu events shown: 200
8 object(s) apple | admin
Admin Job History Filter
Job Type
Qual O Data Aging O Export Media
© Auwlary Copy © Inventory © Disaster Recovery Backup
© Data Verification © ffine Content Indexing © Erase Media
O Erase Backup/Archived Data O Drive Validation O Drive Cleaning
O Stamp Media © InstaljRemove Updates © Download/Copy Software

JO Disk Library Maintenance © SRM ReportsfActions

O Information Management © CommCell Export © CommCell Import
1
©) Media Refreshing O Recover Store
[] Specify Time Range
Start Time End Time.

Job Status
@Al O Completed O Faled O Killed

Number of Jobs

(@ view All Jobs
©) Desired Number of Jobs :|
2
[ ox_ Y concel

5 Admin Job History | & arsle X e
sos
St | EndTie | Use o] ErorC.o] Sioege] Atons | Logdue | lowiee | o 3]
TS T - |

View ob Detals
Resubrit Job.

View Events

ViewLogs
Send Logs

Total records count : 9
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ADDITIONAL INSTALLATION METHODS

Custom Package
Create a compact software package for quick deployment to multiple clients

Decoupled Install
Install the software first and later register the client in the CommCell.

Remote Install
Deploy the software from CommcCell Console on multiple clients.

Installing Restore only Agents
Setup a client in the CommCell for restore purposes

Silent Install
Deploy the software silently on multiple clients.

« Pravious | MNext »
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Getting Started Deployment on a UNIX Cluster - Oracle

iDataAgent

« Previous | Mext »

SKIP THIS PAGE IF YOU ARE NOT INSTALLING THIS AGENT ON A UNIX CLUSTER.

Click Mext » to begin Configuration.

WHERE TO INSTALL

Install the software on a client computer that you want to protect and is part of a Cluster which
satisfies the minimum requirements specified in the System Requirements.

INSTALLING THE ORACLE IDATAAGENT IN UNIX CLUSTERED

1. Logon to the active node as root.

2. If your are installing the software from CD, run the following command to mount the
CD:

mount -t is09660,udf /dev/cdrom /mnt/cdrom
Run the following command from the Software Installation Package or mount point:
. /cvpkgadd
3. The product banner and other information is displayed.

Press Enter.

4. Read the license agreement. Type y and press Enter.
5. Press Enter.
6.

e If your computer is 32-bit, or if you want to install 32-bit binaries on 64-bit
computer, press Enter.

e If your computer is 64-bit, and want to install 64-bit binaries, type 2, and then
press Enter.

e This prompt is displayed only when you are installing on AIX, HP-UX,
or Solaris computers.

e You can determine this by verifying whether all the components that
you wish to install in this computer are supported in 64-bit in System
Requirements

e Note that when the first component is installed using 64-bit binaries,
you cannot subsequently install another component using 32-bit. (Or
vice-versa.)

7. Type 2, and press Enter to install on a computer which is part of a Cluster.

BEFORE YOU BEGIN

Download Software Packages
Download the latest software package to perform the install.

Verify System Requirements

Make sure that the computer in which you wish to install
the software satisfies the System Requirements.

ENVIRONMENT

Please select a setup task you want to perform from the
list below:

Advance options provide extra setup features such as
creating custom package, recording/replaying user
selections and installing External Data Connector
software.

1) Install data protection agents on this computer
2) Advance options
3) Exit this menu

Your choice: [1]

32 or 647

This machine supports both 32 bit and 64 bit binaries. By
default, we will install 32 bit binary set that has full
support for all the modules included in this package.
Please note that 64 bit binary set currently only support
limited modules.

1) All platforms(32 bit)
2) FS and MS only (64 bit)

Your choice: [1]

Certain Calypso packages can be associated with a virtual
IP, or in other words, installed on a "virtual machine"
belonging to some cluster. At any given time the virtual
machine's services and IP address are active on only one
of the cluster's servers. The virtual machine can "fail-
over" from one server to another, which includes stopping
services and deactivating IP address on the first server
and activating the IP address/services on the other
server.

You now have a choice of performing a regular Calypso
install on the physical host or installing Calypso on a
virtual machine for operation within a cluster.

Most users should select "Install on a physical machine"
here.

1) Install on a physical machine
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10.

11.

12.

13.

14.

15.

16.

Type the name of the computer that you want to configure or its corresponding IP
address and press Enter.

Press Enter.

Specify the network interface that you want to associate with the physical machine
and press Enter.

This prompt appears only when the Unix File System iDataAgent is not
installed on the physical node.

Verify the name of the physical interface and make any required changes. Then press
Enter.

Enter a node name for the physical machine and press Enter.

Type the number associated with the Oracle iDataAgent and press Enter.

A confirmation screen will mark your choice with an "X".

Type d for Done, and press Enter.

Press Enter.

Type the appropriate number to install the latest software scripts and press Enter.

e Select Download from the software provider website to download
the latest software scripts. Make sure you have internet access.

2) Install on a virtual machine
3) Exit
Your choice: [2]

Please enter the hostname or IP address of the virtual
machine being installed. It can be either short or long;
the only requirement is that it must be resolvable by the

name services configured on this machine
WARNING: You should follow this path ONLY if this host

participates in a cluster and you really want to install
Calypso on the virtual machine. This is NOT how most

people will use Calypso.

If you got into this screen by mistake, hit "“C and restart
cvpkgadd.

Virtual Machine Host Name:devm.mycompany.com

Virtual Machine Client Name

Please specify the client name for this machine.

It does not have to be the network host name: you can
enter any word here without spaces. The only requirement
is that it must be unique on the CommServe.

Virtual Machine Client Name: [devm]

Even though it is a virtual machine that you are
installing now, we still have to ask you to provide

hostname and client name for the physical node.

Network interfaces with the following IPs are available on
your system. Please select the one that you want to be
associated with Calypso physical machine. The interface
should be static, and should not get disabled in case of
cluster failover.

1) mackrel71l

2) mackrel

3) mackrell

Interface number: [1] 2

Please verify the physical interface name below. Make it
as complete (with fully qualified domain name) as
possible.

Physical Hostname: [mackrel]

Even though you are installing Calypso on a machine, we
still need to ask you to provide a node name for the

physical machine.

It does not have to be the network host name: you can
enter any word here without spaces. The only requirement
is that it must be unique on the CommServe.

Physical Machine Node Name: [mackrel]

Install Calypso on physical machine 172.19.99.62

Please select the Calypso module(s) that you would like to
install.

[ ] 1) MediaAgent [1301] [CVGxMA]
[ ] 2) UNIX File System iDataAgent [1101] [CVGxIDA]
[ ] 3) Oracle iDataAgent [1204] [CVGxOrIDA]

[a=all n=none r=reverse g=quit d=done >=next <=previous ?
=help]

Enter number (s)/one of "a,n,r,q,d,>,<,?" here:3

Install Calypso on physical machine 172.19.99.62

Please select the Calypso module(s) that you would like to
install.

[ 1) MediaAgent [1301] [CVGxMA]
[ ] 2) UNIX File System iDataAgent [1101] [CVGxIDA]
[X] 3) Oracle iDataAgent [1204] [CVGxOrIDA]

[a=all n=none r=reverse g=quit d=done >=next <=previous ?
=help]

Enter number (s)/one of "a,n,r,q,d,>,<,?" here:d

Do you want to use the agents for restore only without
consuming licenses? [no]

Installation Scripts Pack provides extra functions and
latest support and fix performed during setup time. Please

specify how you want to get this pack.

If you choose to download it from the website now, please
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o Select Use the one in the installation media to install the software
scripts from the package or share from which the installation is
currently being performed.

e Select Use the copy I already have by entering its unix path, to
specify the path if you have the software script in an alternate
location.

Enter a node name for the physical machine and press Enter.

17. Press Enter.

18
Press Enter to accept the default path.

e If you want to specify a different path, type the path and then press Enter.

e If you want to install the software binaries to an NFS shared drive, specify the
directory on which you have mounted the NFS file system and then press Enter.

In order to make sure that the client computer has read/write access to NFS

shared drive, review the steps described in Installing Software Binaries to an NFS

Shared Drive.
Do not use the following characters when specifying the path:
1@#$%N&*():/?\

19. Press Enter to accept the default location.

e Enter a path to modify the default location and press Enter.

e All the modules installed on the computer will store the log files in this
directory.

20. Type Yes and press Enter.

If you do not want to assign a group to software, type no, press Enter
and proceed to step 22.

21. Type the Group name and then press Enter.

22, Type d for done with the selection and press Enter.

This screen is displayed if you do not assign any group to software and type no in
step 20.

make sure you have internet connectivity at this time.
This process may take some time depending on the internet
connectivity.

1) Download from the software provider website.
2) Use the one in the installation media
3) Use the copy I already have by entering its unix path

Your choice: [1] 2

Keep Your Install Up to Date - Latest Service Pack

Latest Service Pack provides extra functions and latest
support and fix for the packages you are going to install.
You can download the latest service pack from software
provider website.

If you decide to download it from the website now, please
make sure you have internet connectivity at this time.
This process may take some time depending on the internet
connectivity.

Do you want to download the latest service pack now? [no]

Please specify where you want us to install Calypso
binaries.

It must be a local directory and there should be at least
176MB of free space available. All files will be installed
in a "calypso" subdirectory, so if you enter "/opt", the
files will actually be placed into "/opt/calypso".

Installation Directory: [/opt]

Please specify where you want to keep Calypso log files.

It must be a local directory and there should be at least
100MB of free space available. All log files will be
created in a "calypso/Log Files" subdirectory, so if you
enter "/var/log", the logs will actually be placed into
"/var/log/calypso/Log Files".

Log Directory: [/var/log]

Most of Software processes run with root privileges, but
some are launched by databases and inherit database access
rights. To make sure that registry and log files can be
written to by both kinds of processes we can either make
such files world-writeable or we can grant write access
only to processes belonging to a particular group, e.g. a

"calypso" or a "oinstall" group.

We highly recommend now that you create a new user group
and enter its name in the next setup screen. If you choose
not to assign a dedicated group to Software processes, you
will need to specify the access permissions later.

If you're planning to backup Oracle DB you should use
"oinstall" group.

Would you like to assign a specific group to Software?
[yes]

Please enter the name of the group which will be assigned
to all Software files and on behalf of which all Software

processes will run.

In most of the cases it's a good idea to create a
dedicated "calypso" group. However, if you're planning to
use Oracle iDataAgent or SAP Agent, you should enter
Oracle's "oinstall" group here.

Group name: oinstall
REMINDER

If you are planning to install Calypso Informix, DB2,
PostgreSQL, Sybase or Lotus Notes iDataAgent, please make
sure to include Informix, DB2, etc. users into group
"oinstall".

Access Permissions for Other Users

Installer will assign full access rights to root user and
its belonging group

for all installed Calypso files and its processes.

For any other users, you can specify the access
permissions now. However, since you chose not to assign a
dedicated group in previous step, make sure you specify
sufficient access rights for other users if you are also
planning to install Calypso agents involving third party

software protection.
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23.

24,

25.

26.

27.

28.

29.

30.

This prompt is relevant only when you install on Solaris. Press Enter to accept the
default value for Number of Streams.

You can type the Number of Streams that you plan to run at the same
time and then press Enter.

Press Enter if you do not want the changes to be updated automatically.

e If you want the changes to be made automatically, type Yes and then
press Enter.

o You will come across this prompt when you install the software on the
earlier versions of Solaris.

Press Enter.

Press Enter.

You will see this prompt if you have accepted the default no and pressed Enter in
step 24.

Type a network TCP port number for the Communications Service (CVD) and press
Enter.

Type a network TCP port number for the Client Event Manager Service (EvMgrC) and
press Enter.

If you do not wish to configure the firewall services, press Enter.

If this computer is separated from the CommServe by firewall(s), type
Yes and then press Enter.

For firewall options and configuration instructions, see Firewall
Configuration and continue with the installation.

Type the fully qualified CommServe host name and press Enter.

Ensure that the CommServe is accessible before typing the name;
otherwise the installation will fail.

Press Enter.

[X] 1) Allow read permission to other users
[X] 2) Allow write permission to other users

[X] 3) Allow execute permission to other users

a=all n=none r=reverse g=quit d=done >=next <=previous ?
=help]
Enter number (s)/one of "a,n,r,q,d,>,<,?" here: d

Number of Streams

IMPORTANT : Please read install document "Configure Kernel
Parameters - Unix/Macintosh" from "Books Online" before
you start configuring kernel parameters. Please enter the
total number of streams that you plan to run at the same
time. We need to make sure that you have enough semaphores
and shared memory segments configured in /etc/system.

Number of streams [10]

We now need to modify the /etc/system configuration file
on this computer. It is done to make sure that there will
be enough shared memory and semaphores available for
Calypso programs. Please review the changes below and
answer "yes" if you want us to apply them to

the /etc/system file. Otherwise, the installation will
proceed, the changes will be saved to some other file, and
you will have to apply them manually.

set shmsys:shminfo shmmni=8570 (was 7930)

set shmsys:shminfo shmseg=8420 (was 7780)

set semsys:seminfo_semmns=10320 (was 9680)

set semsys:seminfo_semmni=8570 (was 7930)
set semsys:seminfo_semms1=8570 (was 7930)

Do you want us to apply these changes now? [no]
Changes saved into /etc/system.gal.1744
Press <ENTER> to continue.

Although a ’'no’ answer can be selected to this question
during install, the user should make sure the min
requirements (below) for shared memory are met, otherwise
the backups may fail (the message in logs is ’could not
start the pipeline’).

set shmsys:shminfo shmmax=4199304

set shmsys:shminfo shmmin=1

set semsys:shminfo shmmni=640

set semsys:shminfo shmseg=640

set semsys:seminfoisemmns:640

set semsys:seminfo:semmni:640

set semsys:seminfo semmsl=640

set maxusers=256

Press <ENTER> to continue.

Every instance of Calypso should use a unique set of
network ports to avoid interfering with other instances

running on the same machine.

The port numbers selected must be from the reserved port
number range and have not been registered by another
application on this machine.

Please enter the port numbers.
Port Number for CVD : [8400]
Port Number for EvMgrC: [8402]

Is there a firewall between this client and the CommServe?

[no]

Please specify hostname of the CommServe below. Make sure
the hostname is fully qualified, resolvable by the name

services configured on this machine.

CommServe Host Name: mycommserve.company.com

Commcell Level Global Filters are set through Calypso
GUI's Control Panel in order to filter out certain
directories or files from backup Commcell-widely. If you
turn on the Global filters, they will be effective to the
default subclient. There are three options you can choose

to set the filters.

1) Use Cell level policy

2) Always use Global filters
3) Do not use Global filters

Please select how to set the Global Filters for the
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31.

32.

33.

34.

i

CHOICE

35.

Type the number associated with the Unix File System iDataAgent and press

Enter.

A confirmation screen will mark your choice with an "X".

Type d for Done, and press Enter.

Enter the number associated with the storage policy you want use and press Enter.

If you do not have Storage Policy created, this message will be displayed.

You may not be prompted for user input.

You can create the Storage Policy later in step 35.

Type 4 to the Exit option and press Enter.

The installation is now complete.

If you already have a storage policy selected in step 33, proceed to the Configuration

section.

If you do not have Storage Policy created, follow the procedure given below.

1. From the CommCell Browser, navigate to Policies.

2. Right-click the Storage Policies and then click New Storage Policy.

3. Follow the prompts displayed in the Storage Policy Wizard. The required options
are mentioned below:

o

o

Select the Storage Policy type as Data Protection and Archiving and click
Next.

Enter the name in the Storage Policy Name box and click Next.
From the Library list, click the name of a disk library to which the primary
copy should be associated and then click Next.

Ensure that you select a library attached to a MediaAgent operating in the
current release.

From the MediaAgent list, click the name of a MediaAgent that will be used
to create the primary copy and then click Next.

For the device streams and the retention criteria information, click Next to
accept default values.

Select Yes to enable deduplication for the primary copy.

From the MediaAgent list, click the name of the MediaAgent that will be used

to store the Deduplication store.

Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

default subclient? [1]

Client Group(s) is currently configured on CommServe
cs.company.com. Please choose the group(s) that you want

to add this client client.company.com to.
[ ] 1) Unix
[ ] 2) DR

[a=all n=none r=reverse g=quit d=done >=next <=previous ?
=help]

Enter number (s)/one of "a,n,r,q,d,>,<,?" here: 1

Client Group(s) is currently configured on CommServe
cs.company.com. Please choose the group(s) that you want
to add this client client.company.com to.

[X ] 1) Unix
[ ] 2) DR

[a=all n=none r=reverse g=quit d=done >=next <=previous ?
=help]

Enter number (s)/one of "a,n,r,q,d,>,<,?" here: d

Please select one storage policy for this IDA from the
list below:

1) SP_StandAloneLibrary2 2
2) SP_Library3_3

3) SP_MagLibrary4 4
Storage Policy: [1]

There seem to be no Storage Policies configured on the
CommServe. Before you can run any backups of this IDA, you
will need to install a MediaAgent, create a Storage Policy
and assign it to all subclients..

Adjusting modes and permissions of files
Successfully installed Calypso

Calypso is currently configured on virtual machine
devmc.company.com.

Now you have an option of installing Calypso on physical
machine, another virtual machine or you can add a new
package to devmc.company.com.

1) Add a new package to hpuxmcl.company.com
2) Install Calypso on the physical machine

3) Install Calypso on another virtual machine
4) Exit

Your choice: [4]

apple - CommCell Console.

Fle Yew Took windows Help

3

2| & storagePolicies x <re
@ secle > B pokces > s Storage roces > [-E}

-
Clent Computers = Type No.of Stre... | No.of Copies | Incremental.. Description | Hide Storag... | ¥
oo ey [

TrEw

5 Repcain s

1 Esame

o & VaukTracke 2. ey Gobal DeduplcatioWgey
sllime | s amoe
3
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O Review the details and click Finish to create the Storage Policy.

« Pravious | MNext »
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Getting Started Configuration - Oracle

Once the Oracle iDataAgent is installed, configure the instance and subclient as follows:

1.

3. Click Yes.

4. e From the CommCell Browser, navigate to Client Computers | <Client>|Oracle.
e Right-click the <Instance> and then click Properties.
Automatic instance discovery will not detect the manually created databases. If

Instances are not discovered, create an instance manually. See Enabling Automatic
Instance Discovery and Manually Adding an Instance for more information.

5. On Windows clients:
e Click Change.

e In the User Account box, enter the user name to access the Oracle application.
e In the Password box, enter the password for the user account.

e In the Confirm Password box, re-confirm the password.
[ ]

Click OK.
Skip this step if you have a Unix client.

6. e Click the Storage Device tab.

e In the Storage Policy used for user command backup of data box, select a

storage policy name.

If you do not have a storage policy created, go to step 10 to create a storage policy.

e From the CommcCell Browser, navigate to Client Computers | <Client>.
e Right-click Oracle and then click Properties.
e Select the Enable Instance Discovery check box.

e From the CommCell Browser, navigate to Client Computers | <Client>.
e Right-click Oracle, point to All Tasks and then click Discover Instance.

iDataAgent

Q et con B suzic > B8 crae >

| € Previous | Mext » |

Instance (ORACLE SID)
No tems to dpley

D (I XN =

e =

EEe

= =
: : J= e
1=

= Description
o Concel e

1 CommCell Browser 7 B4 orade x What's new? x [

% commdocs > ) Cllent Conputers > @ sd2ie > DA Orace > soa

% ol Reperts Properties Hew On Demand Instance
s Content Director Release Liense

‘Operation Window

Discover Instance

B
(i = | | G | €0 | S E|

Impersonate NT User

General ‘ Details | Storage Device Security
Client Name: sdr2ka
iDatafgent: Cracle
Instance (ORACLE SID): ORCL
CORACLE Version:
DEID:
e
ORACLE HOME: dministratoriproduct’1.2.00dbhome _1% ‘ [ Browise: ]
ORACLE Status: @ refieth i e e i,

User Account: |

Enter Password: |

Confirm Password:

[ oK ][ Cancel ][ Help |

) =]
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ORCL Properties E|
General | Details Stﬂfﬁgené‘fka‘ Security

Command Line Backup | Log Backup | Data Transfer Option | Deduplication

Storage Policy used for user command backup of data:

\ )

DiskLibrary1{commdocs)_(1)

[ o ] [ Cancel ] [ Help ]
7. i Properties &|
e Click the Logs Backup tab. p tad
e In the Storage Policy used for all Archive Log backups box, select a storage | General | Details| Storage Device | Security
policy name. Command Line Backup | o9 Backup | Data Transfer Option | Deduplication
e Click OK.
If you do not have a storage policy created, go to step 10 to create a storage policy. Storage Policy used for all Archive Log backups:
(D]
DiskLibrary1{commdocs)_(1)
ok | [ Cancel ] [ Help
' e From the CommCell Browser, navigate to Client Computers | <Client> | Oracle
| <Instance>.
e Right-click the default subclient and then click Properties. E
9. o Click the Storage Device tab. Subclient Properties of, default E|
- . . G | ontent Backup Ar k:
e In the Data Storage Policy list, select a Storage Policy name. PraPostProcess | Storass ovte | Aty Gomal | Ererspion | LogDestngions
e Click OK to convert the next backup as a full backup. Data Starage Polcy | Data Transfer Option | Deduplication
e Click OK. Data Storage Palicy

Click Mext > to continue. If you do not have Storage Policy created, follow the step
given below to create a storage policy.

Changing Storape Policy.

All Fulls from old storage policy will be aged off after the retention is met.
Tt is strongly recommended to convert the next peration ta a Ful in the new storage policy
Do you want bo proceed with the re-association?

@ Fomyert ezt Operation to Full;

() Do not convert ko Full, Ensure that Full backup is performed as soon as possible,

Page 52 of 261



User Guide - Oracle iDataAgent

10.

Create a Storage Policy:

1.
2.

Click Create Storage Policy.

Follow the prompts displayed in the Storage Policy Wizard. The required options
are mentioned below:

o

o

Select the Storage Policy type as Data Protection and Archiving and click
Next.

Enter the name in the Storage Policy Name box and click Next.
From the Library list, click the name of a disk library to which the primary
copy should be associated and then click Next.

Ensure that you select a library attached to a MediaAgent operating in the
current release.

From the MediaAgent list, click the name of a MediaAgent that will be used
to create the primary copy and then click Next.

For the device streams and the retention criteria information, click Next to
accept default values.

Select Yes to enable deduplication for the primary copy.
From the MediaAgent list, click the name of the MediaAgent that will be used
to store the Deduplication store.

Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

Review the details and click Finish to create the Storage Policy.

B Storage Polcies x | natenont x

& docetot > B poies > B e

| s S oty Wi

What will ths storage policy be used for?

« Pravious | MNext »
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Getting Started Backup - Oracle iDataAgent

« Pravious | MNext »
WHAT GETS BACKED UP WHAT DOES NOT GET BACKED UP
Oracle database files that include datafiles (*.dbf) and control |Oracle application files associated with the Oracle installation.
files (*.ctl)
. Use the File System iDataAgent to back up the above mentioned
Archived redo logs components.
Oracle Managed Files (OMF)
Parameter files (SP File)
CommCel Browser B E orax
1. e From the CommcCell Browser, navigate to Client Computers | <Client> | Oracle < T R T
I <Instance>. — . Subdientame ]Wfb. Storage poley
e Right-click the default subclient and click Backup. e e i
& B comovce @
T
2. e Click Full as backup type and then click Immediate. msmmmn i
e Click OK. St
@1 (=Y
C'—le'e*:lé,:ililj I~ | Cumudative L
Status of SID (ORCL): OPEN Refresh Conise St s putisi —II‘ BEE
saptorevin
HO A
3. You can track the progress of the job from the Job Controller window of the e
CommocCell console. 3
4. Once the job is complete, view the job details from the Backup History. Right-click :mﬁi‘ﬁm 2 ‘5 ‘":“tm e B B B
the Subclient and select Backup History. & o et compuer Goos I s e
E g:’:ﬂx;s = data Storg_Pley1
tggﬂm Backup
- ok rvetstup 03
sgE e
- =
& G Locaens P——
& G MedisAgents
IS St |6 ot 2 s | pete:
5. Click OK.
Backup Type
C Ful € Different
¢ Incremental {5 5
Job Status
@ al " Completed " Failed  Killed
[~ Specify Time Range
J(Gmr-08:00) Pacific Time (US & Canada) =l
Start Time: End Time
| 10 - 15AM :I | 0 15AM :I
oK Cancel Advanced Help
6. Right-click the job to:
o Browse the database that was backed up.
e View RMAN Logs.
e Resubmit the job.
e View job details.
e View media associated with the job.
e View events associated with the job.
e View or send the log file that is associated with the job. -
« Pravious | MNext »
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Getting Started Restore - Oracle /iDataAgent

« Previous

As restoring your backup data is very crucial, it is recommended that you perform a restore operation immediately after your first full backup to understand the
process. The following section explain the steps for restoring a database.

. . . [ conmeocs & conmdocs > Q) Clent Computers > B 92a > 08 Orace > B ORCL >
1. e From the CommCell Browser, navigate to Client Computers | <Client> | : oo cmue gy Subdortons —
OraCle ® mrwwda(s  aasa Storg_Pley1
. P ;  data stwv)::vi
. . . . s>’ st S o
e Right-click the <Instance>, point to All Tasks, and then click Browse Backup LGSy - s et
< ot bt
Data . ’ (Browse Backup Data) g
4 Restore.
et
B9 Storage Resources Operation Window
s e sbcere e——

2. Click OK.

& Browss the Latest Dats

" Spedify Browse Time

Browse Data Befiore;

[rue osj24i2011 = |l 02 53AM :I

Time Zone: I(GMT'UB:UU) Pafic Tine (US & Canada) v |

Client Computer: IserkB LI

e P2 |<ANV MEDIAAGENT >

L4

[~ Show Delsted Ttems

Page size: | 1000 4]

[~ Table view

( 0K ' Caneel Advanced List Media Help

ik g Laast v |
3. e In the right pane of the Browse window, click the <Instance> and select all the
entities.
e Click Recover All Selected.
e
a. Click Advanced.
General | Job Initiation |
Destination Client: [z | Mumber of streams to use for restore: l—‘j
catlog et [ O |
I Restore Control Fle |~ Restore Archivelog [ Restore 5P File
[¥ Restore Data [¥ Recaver I~ Duplicate DB
[V MO CATALOG
The latest Database Vien:
- [ UNDOTESL
@ vsers
S gRal Refresh | Hew Browse |
Scripk Preview | £ ox I Cancel |( Advanced J| [ Save As Seript | Help
5.

Click the Options tab.

In the Reset Logs box, select None.

Select the Switch Database mode for Restore checkbox.
Click OK.
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5]

Oracle Advanced Restore Optioi

General Copy Precedence DataPath PrefPost Startup
Alert Customize script Redrect | Options | Restore il & 5P Files Recover
Time Zone: | (GMT-08:00) Pacific Time (LS & Canada) -

[ Reset Database Open DB

Reset Logs ((nore ¥ [INoRe-doloss

[ validate [] Disable Crale Channel Restore Failover

[] 5et DBID

Max Open Files: DH
Set DB Incarnation DH

[]

Oracle Restore Options sdr2k8 SII

6. Click OK.

General | Job Inication |
Destination Client: [ o1 Humber of streams b use for restore: 1 :I

Catelng Connect: I i I @ |

[~ Restore Control Fle [~ Restore Archivelog | Resore 5P File
[V Restore Daka ¥ Recover I Duplicate DB

[V HO CATALOG

The latest Database View:

Getting Status. Fefresh | Hews Browss |

Sript Preview H Aok P ol | Advanced | [3 Save as Sorpt | Help

7. You can monitor the progress of the restore job in the Job Controller. /m‘mm

Flogs| Job1 | Operation | Clent Com...| Agent Type | _Subclert | JobType | _Phase | StorageP...

Medoagent | Status | progress

3 CommCel Browser k3 iDA Oracle x

@ conmdocs > ) Cient Conputers > (B s3ka > DA orade >
Instance (ORACLE SID)

Cienk Conputers
82 commocs Bora
B2 doc_nux
= 08 He system

& detausackupse:

Once the restore job has completed, right-click the agent and click View | Restore
History.

ATasks ¥
Gen D2y Backup Hstory

Restore Htory ) 3

Il Reperts Scheddes

properties

frary

9. Click OK.
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10. You can view the following details about the job by right-clicking the job:

e View Restore Items

You can view them as Successful, Failed, Skipped or All.

e View Job Details

e View Events of the restore job.
e View Log files of the restore job
e View number of objects

e View Rman Logs

11.

Once the database is restored, verify that the restored database and log files are
available in the original location.

Restore History Filter for: Oracle

Destination Client Computer:

~ [~ Specify Time Range
Time Zone: |{GHT-08:00) Pacific Time (LS & Canada) x|
|'Start Time |'End Time |
e 05/24(2011 = led05/25/2011 -
30 104N I 03 : 10 AM T
T T
~Job Typ
[V RecoveryiRetrieve [ Stub Recall
Job Statu
’76' All (~ Completed ¢ Failed i Killed

( Ok 1 Cancel

| Advanced Help |

08 Orace x99 Restore Job istory of 0. X

Recover Jbs | s Recal 2o |
S

Vi Job Detal

Pathe

Ve Events
Ve Logs
SendLogs
Rezubt Job.

Total records found: 1

(53 200 ontrler
ings[ 39610 | Operation | len Com..| Aget Type | _Subck

There are 1o jobs csrenty runing.

Job Details for Job: 53

Genersl | Dt | ttenpts |

No.of Gbjects | Destination Cle | UserName

20001 E
Operation Type:  Restore.

Source Clerts scr2ka
Destinaton Clent: sch2ka
Datatgent;  Oracle Database
Instance oR¢

Job Stasted From: Interactive
Job StatedBy:  adnin
Status Completed

Errer Code

CONGRATULATIONS - YOU HAVE SUCCESSFULLY COMPLETED YOUR FIRST BACKUP AND RESTORE.

If you want to further explore this Agent's features read the Advanced sections of this documentation.

= T T = =
—_— sl .

| CONTROLOL,CTL 5/30j2011 6:56 AM CTL File 9,552 KB
_REDONL 5/30j2011 6:02 AM  Text Document 51,201 KB
_REDONZ 5/30j2011 656 AM  Text Document 51,201 KB
_REDON3 5/30j2011 6:02 AM  Text Document 51,201 KB
|| SYSALIXD1.DBF 5/30j2011 6:28 AM  DEF File 737,285 KB
|| SYSTEMD1.DBF 5/30j2011 6:28 AM  DEF File T727,045KB
| TEMPO1, DBF 5/30j2011 6:02 AM  DEF File 52,232KB
_|UNDOTBS01.DBF 5/30j2011 6:28 AM  DEF File 46,085 KB
k_‘lﬁEREDLDBF 5/30j2011 6:28 AM  DEF File 5,126KE

« Previous
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Advanced Configuration - Oracle /iDataAgent

TABLE OF CONTENTS

Understanding the CommcCell Console Command Line Operations
Log on to the CommServe
Configuring Instances
Configuring the Subclients

Managing Instances
Enabling Automatic Instance Discovery
Setting the Automatic Discovery Frequency
Manually Discovering Instances
Manually Adding an Instance
Creating an On Demand Instance
Changing the Oracle Home Directory
Configuring the TNS ADMIN Directory

Managing Container Databases
Adding a Container Database

Configuring User Accounts for Backups
Configuring User Account to Access the Oracle Application
Configuring User Account to Access the Oracle Database

Disabling the RMAN Crosscheck

Managing Subclients
Creating a Subclient for Offline Backups
Creating a Subclient for Online Backups
Creating a Subclient to Backup Individual Datafiles/Tablespaces
Creating a Subclient for Selective Online Full Backups
Creating a Subclient for Log Backups

Configuring Backups for Standby Database

Configuring Archive Log Destinations
Setting up the Log Destination for Deletion
Deleting the Logs after a Backup

Disabling Log Switch
Enabling Log Deletion after Backup

Managing Control Files
Enabling Automatic Backup of Control Files for All Subclients
Enable/Disable Control File Backups for a Specific Subclient

Configuring Table Restores
Enabling Table Browse for Restores
Setting Up the Auxiliary Instance

Configuring Lights Out Script for Offline Backups
Including the Server Parameter (SP) File during Backups
Enabling Backups of Flash Recovery Area

Using Recovery Catalog for Backups
Synchronizing the Control File with the Recovery Catalog

Configuring Streams for Backups
Data Backups
Log Backups

Enhancing Backup Performance

Assigning Unique Identification Tags for Backups
Excluding Data During Backups

Validating Database for Backups

Enabling Multiple Backup Copies

Modifying an Agent, Instance, or Subclient

Deleting an Agent, Instance or Subclient
Deleting an Agent

Deleting an Instance

Deleting a Subclient

UNDERSTANDING THE COMMCELL CONSOLE

The Oracle iDataAgent uses the following logical entities to manage backup and restore
operations from the CommCell Console.
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& CommCel Browser a B oraL x
AGENT commiocs :
%c‘w g o Wy commdoss > €Y Cient Computers > B sdr2kg > DA Oracle >
i A A =19 Cliert: Computers Subcient Hame storag
Facilitates Oracle instance discovery. %;””T“““ T 3 —
INSTANCE = Beadzo X Storo_F
g
Defines the Oracle database to be backed up. ety
Srorage Resourtes
SUBCLIENT

‘C Cortent: Directar [ Content | [ Sunmary

Defines the Oracle database objects to be backed up.

MANAGING INSTANCES

In the CommCell Console each instance references an Oracle database. Hence it is necessary to discover the instances which can then be used to backup data.
You can discover or add an instance as described in the following sections:

ENABLING AUTOMATIC INSTANCE DISCOVERY

When automatic instance discovery is enabled, the existing Oracle database instances are discovered as follows:

e Every 168 hours.

o Whenever the Communications Service (GxCVD) is restarted (such as after a computer reboot).
This capability ensures that all instances are accounted for on a regular basis for backups.

Automatic instance discovery will not detect the manually created databases in an instance. Make sure that there is an entry in /etc/oratab for manually
created oracle instance which contains manually created databases. Then, this instance is automatically discovered when you enable instance discovery.

Use the following steps to enable automatic instance discovery:

From the CommCell Browser, navigate to Client Computers | <Client>.

1.
General | version | Security | Activity Control
2. Right-click Oracle, and then click Properties.
Client Name: sdr2kg
3. Select the Enable Instance Discovery check box. DataAgert:  Orace
4.

Installed date:  Thursday, June 2, 2011

Click OK.

Description

SETTING THE AUTOMATIC DISCOVERY FREQUENCY

When instance discovery is enabled, Oracle instances are automatically discovered every 168 hours or whenever the Communications Service (GxCVD) is
restarted. Use the following steps to modify the default discovery time interval.

1' From the CommCeII Browser, naVIgate to Clleﬂt comPUters' General | Version | Security | Activity Control | Grouos | _Firewall Confiouration | Policies | Job Configuration
) ) . ; . Encryption Advanced Content Indexing Registry Key Settings Client Side Deduplication
2. Right-click the <Client>, and then click Properties. e e o T = F
3. Click the Registry Key Settings tab.
4. Click Add.
5. In the Name box, type nORACLEINSTANCEDISCOVERYINTERVAL
6. In the Location box, select or type OracleAgent. Name [nORACLEINSTANCEDISCOVERYINTERVAL
Location | oracleAgent v
7. In the Type box: Srachiget
Type REG_DWORD v
O On Windows client R
o On Unix client
Select Value.
8. In the Value box, type the time interval to discover instances.
For example, to discover instances every two hours, type 2.
9. Click OK. —

‘MANUALLY DISCOVERING INSTANCES
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If you have manually created an Oracle database, then you must manually discover the corresponding instance. Automatic instance discovery will not detect

the manually created databases.

In addition, you can also use the manual discovery process to discover the Oracle databases at any point in time. Use the following steps to manually discover

instances:

1. From the CommcCell Browser, navigate to Client Computers | <Client>.
2. Right-click Oracle, point to All Tasks, and then click Discover Instance.

3. Click Yes to confirm discovery of instances.

24 CommCel Bromser ) 5 Oracle x | Whatsnew? x

vE

@ conndocs > ) Clenk Computers > B s > 108 orace > roa

Instance (ORACLE SID) |

Mo Items to display 4

4
v some
Ve > | ewInstace (ORACLE SID) El
Propertes Hew on Demend nsance

o L Conten Dvectar Rclase e e
Operaton Windon soa
(S = o[ g e subclent_[_ b Type ] B

‘MANUALLY ADDING AN INSTANCE

During automatic instance discovery, options such as oracle home path and user account, connect string are preset. When instances are manually added, these

options can be customized. Use the following steps to manually add an instance:

1. From the CommcCell Browser, navigate to Client Computers | < Client >.

2. Right-click Oracle, point to All Tasks, and then click New Instance (ORACLE SID).

o v rw

policy name.

7. Click the Details tab.

8. In the Connect String box, type the credentials to access the Oracle database. For
example, sys/pwdl2@orcld.

9. Click the Storage Device tab.

10. In the Storage Policy used for user command backup of data box, select a

storage policy.

11. In the Storage Policy used for all Archive Log backups box, select a storage

policy name.

12. Click OK.

In the Instance (ORACLE SID) box, type the Instance name.
In the User Account box, type the login credentials to access the Oracle client.
In the ORACLE HOME box, type the Oracle application install path.

In the Storage Policy used for the data of default subclient box, select a storage

File View Toos Windows Help

ERH B WRD wEe

s CommCell Browser S DA Oracle x| @ ORCL x What's new? %
i commdocs @ commdocs > [ Client Computers > B scr2ks > BA Oracle
6% 2t Groups

Cliert Computers) 1 Instance (ORACLE 5ID)

1 BE commducs B ORCL
el ) 7 orcl2
ORCL3
ST Sustem B
4
C altass Bromse 5
e e P | ew Instance (ORACLE SID))
) Security Properties Hew On Demand Instance
- B Storage Resources
Release License
-1 palcies
& -fil Reports Operation window
- Conkent Director Discover Instance

Job Controller %
Job Contraller
Fl. Ih N | Oneration

Client

Creating New Instance (ORACLE SID) @

General | Details | Storage Device | Encryption
Client Name: sdr2ks

iDataAgent: Oracle

Instance (ORACLE SID): ORCL4|

User Account: DomainiAdministrator
ORACLE HOME: Gmmisnatov\product\lLz.o\dbhame_D ((Browse |)

Storage Policy used for the data of default subclient:

CStovg_Plcyl

)

K

Q

] [ Cancel ] [ Help
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Creating New Instance (ORACLE SID) @

Connect String:

Ctrl File Autobackup:

[[] Use Catalog Connect:

General | Details | Storage Device | Encryption

TNS_ADMIN folder (not required):

[] Disable RMAN cross check

Csys feesscesse @ orcld| )
Mot configure %
Block Size: 262144 j (Selecting 0 will disable Block Size)
[ oK ] [ Cancel ] [ Help ]

CREATING AN ON DEMAND INSTANCE

You need to create an On Demand instance to perform on demand backup operations. When creating an On demand instance, a default subclient is
automatically created for the instance. The content for the default subclient will be specified in the RMAN script that is run through the Command Line

Interface.

Once an On Demand Instance is created, it cannot be changed into a traditional instance.

Use the following steps to create an On Demand instance:

1. From the CommcCell Browser, navigate to Client Computers | <Client>.

2. Right-click Oracle, point to All Tasks, and then click New On Demand Instance.

3. Click Yes to confirm the creation of an On Demand Instance.

focs - CommCell Console

D Oracle x | Whatznen? x

& comndcs > @ ot Conpuers > BY 5330 > 8 orce >

ossrption

1 i

Create On Demand Instance

141 Bep  sdie  CrockDat. s inerentd Dotab Forl commdocs

ause Flafn]  Rurring: O Pendngs 3 Wating: 0 Queued: 0 Suspended: 1 Tekl Jobs: 4 Job Sreas: 0 Hih Water

CONFIGURING THE ORACLE HOME DIRECTORY

Oracle HOME directory refers to the location where the Oracle application resides. When instances are discovered, the home path is automatically assigned to
the instance. However, you can modify the home path location for an instance at any point of time. Use the following steps to configure the Oracle HOME

directory:

1. From the CommcCell Browser, navigate to Client Computers | <Client>| Oracle]|.
2. Right-click the <Instance>, and then click Properties.

3. In the ORACLE HOME box, type the path to Oracle Home directory. Alternatively,

you can use Browse to locate the path.

4. Click OK.

Page 61 of 261



User Guide - Oracle iDataAgent

ORCL Properties @

General | Details | Storage Device | Encryption | Security
Client Name: sdr2kg

iDataAgent: Oracle

Instance (ORACLE SID): ORCL

ORACLE Version: 11.2.0.1.0

DBID: 1278695563

User Account: sdr2ks\administrator
Gm,r:l_z HOME: dministratoripraducti11.2. U\.dbl’-or'\e_!‘.\ Rrowse
N =

ORACLE Status: Click refresh button to get status.

[ oK ][ Cancel ][ Help ]

CONFIGURING THE TNS ADMIN DIRECTORY

When an instance is configured, by default, the TNS_Admin directory is created in the oracle

the path for the TNS_ADMIN directory:

1.

2. Right-click the <Instance>, and then click Properties.

3. Click the Details tab.

4. 1Inthe TNS_ADMIN folder box, type the location for the TNS Admin directory.
Alternatively, you can use Browse to locate the path.

5. Click OK.

MANAGING CONTAINER DATABASES (CDB)

From the CommCell Browser, navigate to Client Computers | <Client>| Oracle].

HOME\network\admin path. Use the following steps to change

ORCL Properti

General | Detals | Storage Device | Encryption | Security

Connect String: sys J eessee @ orcl

[[] Use Catalog Connect:

GNS_ADMIN folder (not required): | C:\applAdministratoriproducti11.2.0

D

[] Disable RMAN cross check
Ctrl File Autobackup: Configure On %
Block Size: 262144 j (Selecting 0 will disable Block Size)

[[ok ] [[concel ][ Hen |

In the CommCell Console each Oracle 12c container database (CDB) maps to an instance. Once you have added an instance for the container database, you

can create subclients and backup sets as you would for any Oracle database instance.

‘ADDING A CONTAINER DATABASE

1. From the CommcCell Browser, navigate to Client Computers | < Client >.

2. Right-click Oracle, point to All Tasks, and then click New Instance (ORACLE SID).

File Wiew Tools Windows Help

BB LWED wEe

(s CommCell Browser S {08 Oracle x | [ ORCL x \What's new? X

£ '””'W(S & <ommdocs > I dient Computers > B2 scr2ke > DA oracle

Instance (ORACLE SID)

i orcL
7 orclz

B oras

4

()]

view

Browise 5
[ (e Instance (oRACLE SD))
) Seaurity Properties tew On Demand Instance

g Storage Resources Y —
Policies

»
»

Reports Operation Windor
W Content Director Discaver Instance
Job Controller

Job Contraller

IR pcr—

Clisrt
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10.

11.

12.

In the Instance (ORACLE SID) box, type the container database name.

In the User Account box, type the login credentials to access the Oracle container
database.

In the ORACLE HOME box, type the Oracle container database application install
path.

In the Storage Policy used for the data of default subclient box, select a storage

policy name.

Click the Details tab.

In the Connect String box, type the credentials to access the Oracle container
database. For example, sys/pwdl12@orcl4.

Click the Storage Device tab.

In the Storage Policy used for user command backup of data box, select a
storage policy.

In the Storage Policy used for all Archive Log backups box, select a storage
policy name.

Click OK.

CONFIGURING USER ACCOUNTS FOR BACKUPS

¢ Creating New Instance (ORACLE SID)

General | Details | Storage Device |
Client Name: oradevss-new

Biing Department:

DataAgent: Orade

Instance (ORACLESID): orade_test_cdb

User Account:

Change

ORACLE HOME: Administrator\product\12.c\cdb_home|

Storage Policy used for the data of default subdient:

DB2_DATA ﬂ

Description

(o ][ cancel

‘ @ saveassaipt | [ Hep |

==

¢ Creating New Instance (ORACLE SID)

General | Details | Storage Device |

Connect String: sys [eoese @ orade_test_c

7] Use Catalog Connect: / e
TNS_ADMIN folder (not required):
[ Browse |
Data Aging
Disable RMAN crosscheck

Cross Check Timeout 600 j seconds

Ctrl File Autobackup: Not configure v

Block Size: 262144 j (Selecting 0 will disable Block Size)

(o ][ cancel

‘ @ saveassaipt | [ Hep |

In order to perform backup and restore operations, you need to create and configure the following user accounts on the Oracle client:

e User Account with administrative privileges to access the Oracle application.

On Unix clients, the user should be part of the user group assigned during the /DataAgent install. You can also use the operating system user account to
verify the rights to perform all backup and restore operations for the associated Oracle instance.

On Windows clients, the user should be part of local administrator group and also part of the ora_dba group with read/write permissions on Calypso folder.
You can use the Impersonate user account to verify the rights to perform all backup and restore operations for the associated Oracle instance.

User account to access the Oracle database. You can use separate accounts to access the standard database and the Recovery Catalog database. The

account information is provided as a connect string with the following information:
o Database user ID.
o Password for the user ID.

O Oracle Service name.
The user account for standard database should have the following privileges:

O Administration privileges (default) or Oracle database administration privileges.

O SYSDBA and ALTER SYSTEM system privileges.

Alternatively, instead of using administrator user account with SELECT ANY TABLE privilege, you can also create user accounts with lesser privileges for

accessing specific objects:

For example:
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SELECT ON "SYS"."V_$DATABASE"
SELECT ON "SYS"."V_$DATAFILE"
SELECT ON "SYS"."DBA_TABLESPACES"

o O O O

The Recovery Catalog database user account must have recovery catalog owner privileges.

GRANT SELECT ON "SYS"."V_$ARCHIVE_DEST" TO "USER_NAME

Additional accounts (except Impersonate User) should be established by Oracle database administrator.

‘CONFIGURING USER ACCOUNT TO ACCESS THE ORACLE APPLICATION

Use the following steps to configure the user account to access the Oracle application:

1. From the CommcCell Browser, navigate to Client Computers | <Client>| Oracle.

2. Right-click the <Instance>, and then click Properties.

3. On Windows client:
O Click Change.

o In the User Account box, type the user account name.
o In the Enter Password box, type the password for the user account.
o In the Confirm Password box, retype the password, and then click OK.

On Unix clients:

In the User Account box, type the user account to access the Oracle

application.

4. Click OK.

ORCL Properties [XJ
Gereral | Detals | storage Deviee | Enryption | securiy|

Client Mame: sdrzia

iDataAgent: Oracle

Instance (ORACLE SIDY:  |ORCL ‘

ORACLE Wersion; 11.20.1.0

DBID: 1276695563

User Account:

ORACLE HOME: |smmstratoriproductis 1.2 oidbbome 11| [ Bromse ]

CRACLE Status Impersonate NT Uiser

User Accounk: | Domaind | Administratar

Enter Password: | essesesesseers

Confirm Password: ‘llolloolco.loo

[ oK ][ Cancel ][ Help

[ o ][ Cancel ][ Help ]

___oral1gr2 Properties

General | Details | Storage Device Security
Client Name: doc_linux

iDataAgent: Oracle

Instance (ORACLE SID):  orallgr2

ORACLE Yersion: 11.2.0.1.0

DBID: 67894187

. D

ORACLE HOME: |appjoracle/product{11.1.0fdb_1 ‘ Browse
ORACLE Status: Click refresh button to get status.
Description
ok | [ Cancel ] [ Help ]

‘CONFIGURING USER ACCOUNT TO ACCESS THE ORACLE DATABASE

Use the following steps to configure the user account privileges to access the Oracle database:

Click the Details tab.

H> W

database as following:

From the CommCell Browser, navigate to Client Computers | <Client>| Oracle.

Right-click the <Instance>, and then click Properties.

In the Connect String box, type the connect string to connect to the Oracle
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O Type the Database user ID.

O Click the Password box, in the Enter Password box, type the password for the

user ID.

o In the Confirm Password box, retype the password, and then click OK.

O Type the Oracle service name.
For example:

sysdba/<password>@<orcl

where, sysdba is the Database User ID, <password> is the password of the
Database User ID, and orcl is the Oracle service name.

5. Click OK.

DISABLING THE RMAN CROSSCHECK

General | Details | Storage Device | Security
@unect String: sysdba J eessee @ orcl j
[[] Use Catalog Connect:
TNS_ADMIN folder (not required):
[[] Disable RMAN cross check
Ctrl File Autobackup: Not configure %
Block Size: 262144 j (Selecting 0 will disable Block Size)
[k ] [ Cancel ] [ Help ]

By default, during a data aging operation, an Oracle CROSSCHECK is performed by the system to synchronize the entries in the CommServe database with the

RMAN catalog. Use the following steps to disable the cross check operation:

Click the Details tab.

Click OK to close the warning message.
Click OK.

o v A w N

MANAGING SUBCLIENTS

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle .

Right-click the <Instance>, and then click Properties.

Select the Disable RMAN cross check check box.

General | Details | Storage Device | Encryption | Security
Connect String: sys feseees  @ord
Use Catalog Connect: userl j eesese @ orcl2
TNS_ADMIN folder (not required):
Ctrl File Autobackup: Configure On %
Block Size: 262144 j (Selecting 0 will disable Block Size)
[k ] [ Cancel ] [ Help ]

When you create an instance, a default subclient is automatically created. The default subclient includes the entire database associated with that instance,
which includes all components, such as the log files and control files. However, you can create user-defined subclients to backup the specific components or

conditions, such as the following:

o Whether a backup will be offline or online.

o Whether the entire database will be backed up, or only a subset of objects within the database should be backed up.

o Whether the archive logs need to be backed up separately

e Manage your archive log and control file backups.

If a new database object is added to the database, and if none of the subclients contain that database object , then that object is automatically assigned to the

content of the default subclient.

CREATING A SUBCLIENT FOR OFFLINE BACKUPS

During an offline backup, the database is shutdown and is not available for use. Since incremental backups require access to various tablespaces and datafiles,
it is always recommended that you perform a full backup of the database when it is offline. The full backup includes all the datafiles, tablespaces, and control

file of the Oracle database. Note that, offline backups do not include the archived log files.
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Offline backups can be performed when the database is in offline or online mode. If the database is online, it shuts down the database, performs the backup

and then brings up the database back.

In order to backup the Oracle database when it is offline, you need to create a separate user-defined subclient for offline backup. Make sure that the database

is in the MOUNT mode during the backup.

A static listener must be configured for offline backups with lights out script when the Oracle database is in open mode. See When do we configure a static

listener for additional information.

Use the following steps to create a subclient for offline backups:

Right-click the <Instance>, point to All Tasks, and then click New Subclient.
In the Subclient name box, type the subclient name.

Click the Content tab.

Click Offline Database.

Click the Storage Device tab.

In the Data Storage Policy box, select the storage policy name.

Click OK.

©® N O v hrwNH

From the CommCell Browser, navigate to Client Computers | <Client>| Oracle.

Creating New Subclient 3]

Pre{Post Process
General

Storage Device
Content

[] Selective Online Ful

Data
Backup Mode: O Online Database
O Online Subset
Current Database View:
i |
i |
|
|
=il

Items in bold are not included in any Online Subset subclient.

[] Backup Control Fie

Activity Control

[] Back up 5P File

Encryption | Log Destinations

Backup Arguments

CREATING A SUBCLIENT FOR ONLINE BACKUPS

In some environments, it may not be possible to bring down the entire database to perform an offline backup. In such situations, you can choose online

backups, where the database will be up and running during the backup.

You can perform either a full backup or incremental backup of the Oracle database when it is online. Since full backups includes all the datafiles, tablespaces
and logs, it is very time consuming, hence you can plan for a full online backup less frequently (say, on weekly basis). On the other hand, incremental backups
includes the data and logs that have been changed after the last full backup, they are faster and can be performed more frequently (say, on a daily basis).

If a new database object is added to the database, and if none of the subclients contain that database object , then that object is assigned to the content of

the default subclient

Use the following steps to create a subclient for online backups:

From the CommCell Browser, navigate to Client Computers | <Client>| Oracle.
Right-click the <Instance>, point to All Tasks, and then click New Subclient.
In the Subclient name box, type the subclient name.

Click the Content tab.

Click Online Database.

Click the Storage Device tab.

In the Data Storage Policy box, select the Storage policy.

Click OK.

© N o v kN

|

&)

Pre{Post Process
General

Storage Device

[] Selective Online Ful

Data
Backup Mode: (® Online Database
O Online Subset
Current Database View:
3 |
|
|
|
=l

Items in bold are not included in any Online Subset subclient.

Backup Archive Log
[] Backup Control File
[[] Protect backup recovery area

Activity Control

[] Archive Delete
[ Back up 5P File

Encryption | Log Destinations
Backup Arguments

© Offine Database
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CREATING A SUBCLIENT TO BACKUP INDIVIDUAL DATAFILES/TABLESPACES
You can also create subclients to backup specific datafiles and tablespaces, which undergo frequent changes in the Oracle database.

Use the following steps to create a subclient to backup individual datafiles and tablespaces:

1. From the CommCell Browser, navigate to Client Computers | <Client>| Oracle. X
PrejPost Process Storage Device Activity Control Encryption Log Destinations
. . . . - Content
2. Right-click the <Instance>, point to All Tasks, and then click New Subclient. Goneral oren Backp brguments
[] Selective Online Full
3. In the Subclient name box, type the subclient name. -
Data
4. Click the Content tab. Backup Mode: © Online Database © Offline Database
o oni
5. Click Online Subset.
Carent Database Vew:
6. Select the database objects to be included in the backup.
2 ORCL
. - +-[J] CATALOG_TBS
7. Click the Storage Device tab. & O SYSAUX
R . = @ svsTEM
8. Inthe Data Storage Policy box, select the storage policy name. DIc‘\Avp\nowumsmron\omm\om\svsrmm.oar
+ UNDOTBS1
9. Click OK. —
Items in bold are not included in any Online Subset subclient.
Backup Archive Log [] Archive Delete
Backup Control File [[] Back up SP File
[] Protect backup recovery area

§CREATING A SUBCLIENT FOR SELECTIVE ONLINE FULL BACKUPS
Selective Online Full backup is a full backup performed when an Oracle database is online and is copied to a selective copy (during an auxiliary copy operation)
from which it can be restored.

The advantage of this type of backup is that both the data and logs use the same storage policy, which means that they reside together on the same media.
They are completely self-contained for restore and long term archiving purposes. This is especially useful in disaster recovery situations by alleviating the need
to locate different offsite media from various jobs to gather the necessary data and logs to recover the database. Also, the data aging rules for selective online
full backups are different from regular full backups, as both data and logs are aged together under the same storage policy.

When performing the selective online full backup, note the following:

o A selective online full backup job will wait for other Oracle backup jobs currently running on the same instance to complete before it begins.

e For this type of backup, both data and archive logs will use the same storage policy as defined for data in the subclient, and will ignore the storage policy
setting for archive logs (which is defined at the instance level).

e During selective online full backups, if the data streams (defined at the subclient level) is less than the archive log streams (defined at the instance level),

then both the data phase and the archive log phase will use the same number of streams defined for the data in the subclient, and will ignore the number of

streams set for the archive logs.

e Selective online full backup jobs are not preemptable nor restartable. Similarly, oracle log backup jobs that are submitted during selective online full backups

(data phase) also cannot be preempted nor restarted.

e While the data backup phase of a selective online full backup is running, the only other Oracle backup jobs that are allowed to run on the same instance are

archive log backups. During the log backup phase of a selective online full backup, no other Oracle backups are allowed to run (neither logs nor data) on the

same instance.

e If other Oracle archive log backup jobs are running at the same time as the selective online full backup, they will be forced to use the same storage policy
used by the selective online full backup during the time-frame in which the selective online full backup job is running, and will be included in the same
auxiliary copy operation.

e Selective Copy is supported only for Selective Online Full job and offline jobs for Oracle.

e Extended Retention Rules are applicable for only Selective Online Full and Offline jobs.

Use the following steps to create a subclient for performing selective online full backups:

From the CommCell Browser, navigate to Client Computers | <Client>| Oracle.
Right-click the <Instance>, point to All Tasks, and then click New Subclient.
In the Subclient name box, type the subclient name.

Click the Content tab.

v A W

Select the Selective Online Full check box.
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Creating New Subclient

PrefPost Process Storage Device Activity Control | Encryption | Log Destinations
General Content Backup Arguments

6. Click the Storage Device tab.
7. In the Data Storage Policy box, select the storage policy name.

8. Click OK.

Data

Backup Mode:

““‘
SNESE

Items in bold are not included in any Online Subset subclient.
[] Archive Delete

[ Back up 5P File
[] Protect backup recovery area

See Data Aging Rules for Selective Online Full Backups for more data aging rules for selective online full backups.

If you want to create a subclient for selective online full backup on multiple instances or clients instead of navigating to each client
and creating the subclients, then, use this gscript.

Use the following steps to create a subclient for selective online full backups from the command line using gscript:

1. From the command prompt, logon to the CommServe using the glogin command. Example: To log on to CommServe leonard64.devemc.com
with user name user1:

glogin -cs leonard64.devemc.com -u userl

Password:

2. Run the command to create a subclient for Oracle Selective Online Full backup. D:\>gcreate sub client -cs leonardé64.devemc.com -c
dbserved4 -a Q ORACLE -i auto -n "NEWSUB" -sp
"ying_data" -f "auto

3. Run the command to execute the gscript. D:\>qgoperation execscript -sn
SetSubClientProperty.sql -si 'c=dbserved4' -si

'a=Q_ORACLE' -si 'i=auto' -si 'b=default' -si
's=NEWSUB' -si 'Oracle Online Selective Full' -si
v1r o_gi 10

For more information about the parameters and arguments, see gscript.

ENABLING SELECTIVE ONLINE INCREMENTAL BACKUP
When performing selective online incremental backups, note the following:

e Selective online incremental backup jobs can be suspended in the Job controller and restarted from the point of failure like regular backups.
e Selective online incremental backups are not copied to Selective copy.

e Selective online incremental backup will use the storage policies specified for both data and logs.

You can enable and disable selective online incremental backup using sql scripts.

Enable selective online incremental backup:

gqoperation execscript -sn SetKeyIntoGlobalParamTbl.sgl -si JMSOFIncrSupport -si y -si 1
Disable selective online incremental backup:

goperation execscript -sn SetKeyIntoGlobalParamTbl.sgl -si JMSOFIncrSupport -si n

CREATING A SUBCLIENT FOR LOG BACKUPS

Archive logs are required to recover database transactions that have been lost due to an operating system or disk failure. You can apply these archive logs to
an online backup in order to recover a database.

Though online full backups can include both data and logs, because of their importance in recovering data, it is recommended that you create separate
subclients to backup archive log files.
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From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.

1.
2. Right-click the <Instance>, point to All Tasks, and then click New Subclient. p'egzizms e Amwtycu;::':up “'gu'"L:"gt:)emamns
3. In the Subclient name box, type the subclient name. L]3skoane ok 1l
4. Click the Content tab. Do
Backup Mode:
5. Clear the Data checkbox.
6. Select the Backup Archive Log check box.
7. Click the Storage Device tab. =
8. In the Data Storage Policy box, select the storage policy name. : =
9. Click OK. d |

Items in bold are not included in any Online Subset subclient.

(¥] Backup Archive Log [[] Archive Delete
[[] Backup Control File [[] Back up SP File
[[] Protect backup recovery area [[] Disable Switch Current Log
[k J[Gance ] [ rep |

If you want to create a subclient for Log backups on multiple instances or clients instead of navigating to each client and creating
the subclients, then, use this gscript.

Use the following steps to create a subclient for Log backups from the command line using gscript:

1. From the command prompt, logon to the CommServe using the glogin command. Example: To log on to CommServe leonard64.devemc.com
with user name user1:

glogin -cs leonard64.devemc.com -u userl
Password:

2. Run the command to create a subclient. D:\>qcreate sub client -cs
leonard64.devemc.commvault.com -c dbserved -a

Q _ORACLE -i auto -n "NEWlog" -sp "ying data" -f
"auto"

3. Run the command to disable Data option. D:\>goperation execscript -sn
SetSubClientProperty.sqgl -si 'c=dbserve4' -si
'a=Q ORACLE' -si 'i=auto' -si 'b=default' -si
's=NEWlog' -si 'Oracle Backup Mode' -si 'l' -si '2"'

4. Run the command to disable Backup Control File option. D:\>qoperation execscript -sn
SetSubClientProperty.sql -si 'c=dbserved4' -si
'a=Q ORACLE' -si 'i=auto' -si 'b=default' -si
's=NEWlog' -si 'Backup Control Files' -si '0' -si
X

5. Run the command to disable Delete Archive log option. D:\>qoperation execscript -sn
SetSubClientProperty.sql -si 'c=dbserved' -si
'a=Q ORACLE' -si 'i=auto' -si 'b=default' -si
's=NEWlog' -si 'Archive Log Deleting' -si '0' -si
o

For more information about the parameters and arguments, see gscript.

CONFIGURING BACKUPS FOR STANDBY DATABASE

Standby databases can be backed up when they are in offline or online state. If the database is online, the iDataAgent detects the standby database mode by
checking the database role and automatically disables the log switch operation.

Use the following steps to configure backups for standby database:

1. Add an instance for the Standby database. Alternative, you can auto discover the
database.

From the CommCell Browser, navigate to Client Computers | <Client>| Oracle.
Right-click the <Instance>, point to All Tasks, and then click New Subclient.
In the Subclient name box, type the subclient name.

Click the Content tab.

o v w0

Select the backup mode. Choose one of the following;
O Offline Database - if the backup is performed when database is offline.
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O Online Database - if the backup needs to be performed on the online database ol =
. ) Activity Control | | SnapProtect Operations | __Log Destinations
7. Click the Storage Device tab. General | Content BacupArguments | PrefPostProcess | Storage Device

In the Data Storage Policy box, select the storage policy name. Sehcbee Oerd

| Data
Click OK.
Backup Mode: @ Online Database Offiine Database
Oniine Subset
Current Database View: Refresh

Items in bold are not induded in any Online Subset subdient.

ol Archive Delete
Backup Control File Back up P File
Protect backup recovery area Disable Switch Current Log

e e

CONFIGURING ARCHIVE LOG DESTINATIONS

When you backup archive logs, you can specify the locations from where the log backups should be performed. This capability enables you to schedule backup
operations from different log destinations on the same subclient. If necessary, you can also delete the logs after the backup. For more information, see Deleting
the Logs after a Backup

SETTING UP THE LOG DESTINATION FOR DELETION

e y —@

1. From the CommcCell Browser, navigate to Client Computers | <Client> | Oracle |

General Content. Backup Arguments
<Instance>. Pre/Post Process Storage Device Activity Control Encryption Log Destinations
Right-click the <Subclient>, and then click Properties. 5"“’""""“’9“”“"““’"5’“5"‘“"’)

Click the Log Destinations tab. —m

Select the Select ArchiveLog Destinations for Backup check box.
[[] Select ArchiveLog Destinations for Delete

Click Add, type or select the Archive log file destination, and then click OK.
Click OK.

o u A w N

salect an Archivel og 1

USE_DB_RECOVERY_FILE_DEST

DELETING THE LOGS AFTER A BACKUP

Ensure that the logs in the specified location are backed up. This may cause data loss if those archive logs are not backed up.

1. From the CommCell Browser, navigate to Client Computers | <Client> | Oracle |
<Instance>.

Right-click the <Subclient>, and then click Properties.
Click the Log Destinations tab.

Select the Select ArchiveLog Destinations for Delete check box.

LANEE T SN

Click Yes to close the warning message.
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6. In the Confirmation box, type Confirm.
7. Click OK.

8. Click Add.
9

Type or select the Archive log file destination.

10. Click OK.
11. Click OK.

DISABLING LOG SWITCH

~_ Subclient Properties of default
General Content Backup Arguments
PrejPost Process Storage Device | Activity Control | Encryption | Lo Destinations

[[] select Archivelog Destinations for Backup

( [V] Select ArchiveLog Destinations for Delete )

€ | Youhave selected the option to ‘Delete Archive Logs',
\‘/ Archive logs that meet the selection criteria will be deleted,
this may cause data loss if those archive logs are not backed up.

[x]

When performing archive log backups, the current redo log file is closed (even if it is not filled up completely) and the next redo log file is used for writing using
a log switch. The closed redo log file is then archived during the log phase. Use the following steps to disable the log switch:

1. From the CommcCell Browser, navigate to Client Computers | <Client>|

Oracle|<Instance>.

Click the Content tab.
Clear the Data checkbox.
Select the Backup Archive Log check box.

N o ok wN

Click OK.

ENABLING LOG DELETION AFTER BACKUP

Right-click the <Subclient>, and then click Properties.

Select the Disable Switch Current Log check box.

__Subclient Properties of default @
Pre{Post Process Storage Device Activity Control Encryption Log Destinations
General Content Backup Arguments
[] Selective Oniine Full
Backup Mode:
]
+
®
®
®
®
Items in bold are not included in any Online Subset subclient.
([ Backup Archive Log [[] Archive Delete
Backup Control File [] Back up 5P File
Disable Switch Current Log

When backing up archive logs, by default the logs are not deleted after the backup operation. Use the following steps to enable deletion of logs soon after the

backup.

1. From the CommcCell Browser, navigate to Client Computers | <Client>| Oracle |

<Instance>.

Click the Content tab.
Select the Archive Delete check box.

Click OK.

a M W

Right-click the <Subclient>, and then click Properties.
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lient Properties of default %]
PrefPost Process Storage Device Activity Control | Encryption | Log Destinations
General Content Backup Arguments
[] selective Online Full
Data
Backup Mode: ® Oniine Database O Offline Database
O Online Subset
Current Database View:
-
-l
2 |
|
2 |
-l
Ttems in bold are not included in any Online Subset subclient.
Backup Archive Log Archive Delete
Backup Control File [] Backup P File
[] Protect backup recovery area

See Deleting Archive Logs After a Specific Backup for more information.

MANAGING CONTROL FILES

As the Control file stores the status of the physical structure of the database. It is required when you want to recover the database to the current state. Hence
it is important to include control files in your backups. By default, control files are included in the subclient for selective online full backups. You can also
include/exclude control files for online or offline backups. The following sections describe the methods by which you can backup control files.

EENABLING AUTOMATIC BACKUP OF CONTROL FILES FOR ALL SUBCLIENTS
You can configure the instance to automatically backup Control Files whenever you a backup the subclient in that instance.

Use the following steps to enable automatic backup of control files for all the subclients in the instance.

1. From the CommcCell Browser, navigate to Client Computers | <Client>| Oracle. JRCL Bropert! &
General | Details | Storage Device | Encryption | Security
2. Right-click the <Instance>.
Connect String: sys J eessee @ orcl
3. Click the Details tab, in the Ctrl File Autobackup box,
. . . . Use Catalog Connect: userl j eesese @ orcl2
O Select Configure ON. This will backup the control file separately.
o Alternatively, select Configure Off to backup the control file along with the =Dt g (ot ey
datafile.
4. Click OK. )
[] Disable RMAN cross check
Ctrl File Autobackup:
Block Size: 262144 j (Selecting 0 will disable Block Size)
[[ox ] [[concel ][ Hep |

ENABLE/DISABLE CONTROL FILE BACKUPS FOR A SPECIFIC SUBCLIENT

If the control file backup is enabled at the instance level, you can also include/exclude control files for backups from a specific subclient. Use the following steps
to enable control file backups for a specific subclient.

1. From the CommcCell Browser, navigate to Client Computers | <Client>| Oracle |
<Instance>.

2. Right-click the <Subclient>,and then click Properties.
3. Click the Content tab.
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4. Select the Backup Control File check box.
5. Click OK.

CONFIGURING TABLE RESTORES

Creating New Subclient 3]

Pre{Post Process
General

[ Selective Oniine Ful

Data

Backup Mode:

[

&8-858

[¥] Backup Archive Log
A

Current Database View:

Items in bold are not included in any Online Subset subclient.

[] Protect backup recovery area

Storage Device Activity Control | Encryption | Log Destinations.
Content Backup Arguments

(® Oniine Database
O Online Subset

© Offine Database

[] Archive Delete
[ Back up 5P File

By default, all data is backed up which includes tablespaces. If you want to restore individual tables, you need to enable table level backup.

ENABLING TABLE BROWSE FOR RESTORES

In order to backup and restore database tables, you need to enable table level backups for the subclient. Use the following steps to enable backups at table

level.

1. From the CommcCell Browser, navigate to Client Computers | <Client>| Oracle |

<Instance>.

Select the Enable Table Browse check box.
Click OK.

v A WN

Right-click the <Subclient>, and then click Properties.

Click the Backup Arguments tab, and then click the Options tab.

Pre{Post Process
General

Auxiiary Arguments

[ SKIP READ ONLY

] SKIP OFFLINE

[[] SKIP INACCESSIBLE

Storage Device

Backup Arguments | Offline Arguments | Options

Activity Control Encryotion Loa Destinations
Content. Backup Arguments

Common Arguments

[[] validate

Enable Table Browse

[[] Resync Catalog

(This option can only be selected when the "Use Catalog
Connect” of the instance level is selected)

SETTING UP THE AUXILIARY INSTANCE

By default, when you restore database tables to a target instance, the system automatically duplicates the source database to an auxiliary instance in a
temporary staging location specified during the restore operation. The database will be automatically imported from this auxiliary instance after the restore.

Use the following steps to set up a specific database as an auxiliary instance. This is useful when you want to restore a table to a specific failure point.

1. Copy the init<sID>.ora file from the source
database to the auxiliary database instance.

2. Update the database name and the database file
locations in the init<s1D>.ora file for the
auxiliary database instance.

3. Add the DB_FILE NAME_CONVERT and
LOG_FILE_NAME CONVERT parameters in the

Windows Clients:

DB_FILE NAME_ CONVERT=
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CONFIGURING LIGHTS OUT SCRIPT FOR OFFLINE BACKUPS

init<siD>.ora file. These parameters will
redirect the datafiles, temp files, and log files to
the auxiliary instance.

Unix Clients:

DB_FILE NAME_ CONVERT=

('sourcE_of df path/','dup of df path/','source_ of temp path/', 'dup of temp path/',...)
LOG_FILE_NAME_CONVERT=('source_of log path/redo', 'dup of log_path/redo')

(source_of df path/,dup_of df path/,source_of temp path/,dup_of temp_path/,...)

LOG_FILE_NAME CONVERT=(source_of log path/redo,dup_of log path/redo)

Add the log archive dest 1 parameter is
added to the init<SID>.ora file on the auxiliary
instance.

Restart the Oracle Services, if using Windows

= powerpc02) (PORT =

clients.

Add the destination instance name in the DUPDB = (DESCRIPTION =

L.istener.ora and Tnsname.s.ora files. If using a (ADDRESS = (PROTOCOL = TCP) (HOST
different host, add the duplicate database

instance name in the Listener.ora file on the (CONNECT_DATA = (SERVER = DEDICATED)
destination host and Tnsnames.ora files on the (SERVICE_NAME = dupdb) (UR=A) )

destination and source hosts. Also, add the
original database name in the Tnsnames.ora file
on the destination host.

Restart the Listener. $lsnrctl reload

Ensure that the auxiliary instance is in NOMOUNT sql> startup nomount;

mode.

1521))

In order to perform offline backups of the Oracle database, all users must be logged out of the database and it must be completely shut down. When the
database is online, you can enable a graceful shutdown of the database using lights out script that will notify the users about the shutdown and set a specific
wait time for the users to logout of the database. Use the following steps to configure lights out script for offline backups:

Subclient Properties of default @

® N o 0~ Ww N

10.

11.
12.

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle |
< Instance>.

Right-click the <Subclient>, and click Properties.

Click the Content tab, and then click Offline Database.

Click the Backup Arguments tab, and then click the Offline Arguments tab.
Select the Lights Out Script check box.

Select the Warning checkbox to display a warning message on the physical node.
In the Delay Time box, select the delay time interval in minutes.

In the Sleep Time (min) box, select or type the number of minutes to wait between
retry attempts.

In the Sleep Time (sec) box, select or type the number of seconds that you want
the script to wait between retry attempts to shut down the database and check the
status.

In the Tries Number box, type the number of times the system must retry to
attempt to shut down the database.

Select the Use SQL Connect checkbox to connect to the oracle database.

Click OK.

Pre{Post Process
General

Storage Device
Content

Backup Arguments | Offiine Arguments | Options

Activity Control

Encryotion Loa Destinations.
Backup Arguments

Lights Gut Script

Sleep Time (min):

Tries Number:

Warning
1
4

Delay Time (min):

3
10}

Sleep Time (sec):

[] Use SQL Connect

STARTUP PFILE location:

default

Browse

INCLUDING SERVER PARAMETER (SP) FILE DURING BACKUPS

The Server Parameter file (SPFile) contains the database startup information. By default, the backups do not include the SPFile.

Use the following steps to include SPFile during backups:

v A WwN

From the CommCell Browser, navigate to Client Computers | <Client>| Oracle |
<Instance>.

Right-click the <Subclient>, and then click Properties.
Click the Content tab.

Select the Back up SP FILE check box.

Click OK.
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Subclient Properties of data X

PrefPost Process Storage Device Activity Control | Encryption | Log Destinations
General Content Backup Arguments

[] Selective Oniine Ful

Data

Backup Mode: © Oniine Database @® Offline Database
O Online Subset

Curent Database View:

[ |

6558

Items in bold are not included in any Online Subset subclient.

[] Backup Control Fie

ENABLING BACKUPS OF FLASH RECOVERY AREA

Flash Recovery Area is a specific area in the disk storage that exclusively holds a copy of all backup-related components, such as image copies, redo logs, and

control file auto backups. This facilitates faster restores of backup data and minimizes restores from tapes during restore operations. Use the following steps to
enable backup of flash recovery area:

1. From the CommcCell Browser, navigate to Client Computers | <Client>| Oracle |

PrejPost Process Storage Device Activity Control Encryption Log Destinations
<Instance>. Garszal Content Backup Arguments
2. Right-click the <Subclient>, and then click Properties. [0] selective Online Ful
3. Click the Content tab. ot
Backup Mode: () Online Database O Offline Database
4. Select the Protect backup recover area check box. O Onine Subset
5. Click OK. Current Database View:
2 |
|
ce- Sl
ce- S
ce- il

Items in bold are not included in any Online Subset subclient.

[[] Backup Archive Log
[ Backup Control File [ Backup 5P File

Protect backup recovery area

USING RECOVERY CATALOG FOR BACKUPS

By default, recovery catalog is not used for backup and restore. As the recovery catalog contains metadata about RMAN operations for each registered
database, it is recommended to include recovery catalog in backups. The metadata information is useful when you want to restore and recover the database
after a crash. Use the following steps to use the Recovery Catalog for backups:

1. Verify that you have a recovery catalog database created using the following
command:

From the CommCell Browser, navigate to Client Computers | <Client>| Oracle.
Right-click the <Instance>, and then click Properties.
Click the Details tab.

Select the Use Catalog Connect check box.

o vk~ W N

In the Catalog Connect string box
o In the User Id box, type the Database user ID.
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O Click the Password box, in the Enter Password box, type the password for the ORCL Properti k3
user ID. General | Details | Storage Device | Encryption | Security
0 In the Confirm Password box, retype the password, and then click OK. @ 5 leeesse  lelord
O Type the Oracle service name. )
Use Catalog Connect: userl jeessee @ orcl2
For example:
TNS_ADMIN folder (not required):
sysdba/<password>@<orcl
where, sysdba is the Database User ID, <password> is the password of the
Database User ID, and orcl is the Oracle service name. [] Disable RMAN cross check
7. Click OK. Ctrl File Autobackup: Configure On %
Block Size: 262144 j (Selecting 0 will disable Block Size)
ok ] [ Cancel ] [ Help ]

SYNCHRONIZING THE CONTROL FILE WITH THE RECOVERY CATALOG

It is a good practice to synchronize the recovery catalog with the control file, as the control file contains the latest backup information, which is need to perform
restores.

Use the following steps to synchronize the control file with the recovery catalog:

1. From the CommCell Browser, navigate to Client Computers | <Client>| Oracle | [ _subcent roperies mj

PrejPost Process Storage Device Activity Control Encryotion Loa Destinations
< Instance >. ! 5

[[] SKIP OFFLINE

Click OK

[] SKIP INACCESSIBLE (This option can only be selected when the "Use Catalog
Connect” of the instance level is selected)

General Content Backup Arguments
2. Right-click the <Subclient>, and then click Properties. Baclop frgunerts | Offine Arguents] OpUons
Auxiliary Arguments Common Arguments
3. Click the Backup Arguments tab, and then click the Options tab. e nese o Dvaidate
4. Select the Resync Catalog check box. [C] Enable Table Browse
5.

CONFIGURING STREAMS FOR BACKUPS

By default, backup data is sent to media in two streams. This means that a database is sent to media during a backup in two parallel waves. This results in
backup taking about half the time to complete as it otherwise would if only one stream is used.

You can increase the number of streams used for backups for a particular subclient provided the number of streams does not exceed the maximum number
configured in the subclient's storage policy. Increasing the number of streams for a subclient further reduces the amount of time a backup takes to complete.
For example, increasing the number of streams from 2 to 3 enhances backup time from one-half that of a single stream to one-third.

Keep in mind that the same number of streams used for performing a backup will be needed to restore the data.

'DATA BACKUPS

1. From the CommcCell Browser, navigate to Client Computers | <Client>| Oracle |
<Instance>.

2. Right-click the <Subclient>, and then click Properties.
3. Click the Storage Device tab.

4. In the Number of Data Backup Streams box, type or select the number of data
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backup streams.

5. Click OK General Content Backup Arquments
. Ic . Pre{Post Process Storage Device Activity Control | Encryption | Log Destinations

Data Storage Policy |

Data Transfer Option | Deduplication’

Data Storage Policy

Storg_Plcy1 v Data Paths

Qumber of Data Backup Streams: 1 j)

LOG BACKUPS

From the CommCell Browser, navigate to Client Computers | <Client>| Oracle.

1.
General | Details | Storage Device | Encryption | Security
2. Right-click the <Instance>, and then click Properties. =~ ¢
Command Line Backup |Log Backup || Data Transfer Option | Deduplication
3. Click the Storage Device tab, and then click the Log Backup tab.
4. In the Number of Archive Log Backup Streams box, type or select the number of Storage Policy used for all Archive Log backups:
log backup streams. Storg_Pley1 S
5. C“Ck OK. @mber of Archive Log Backup Streams: 13
[k ] [ Cancel ] [ Help ]

ENHANCING BACKUP PERFORMANCE
Several options are available for enhancing backup performance and reduce the network bandwidth used for performing backups. These options include:
e Specifying the number of datafiles and archive files to be included in each RMAN backupset.The default value is 32.
e Specifying the maximum size for each RMAN backupset. By default no limits are defined. By default no limits are defined.
e Specifying the number of open datafiles that can be read by RMAN during the backup. The default value is 8.
e Specifying the maximum size of data blocks used during backups. The default value is 262144 Kb.

In addition to the above configurations, you can also enable distribution of data across disks during backup operations. See Enhancing Backup Performance for
more details

Use the following steps to enhance the backup performance:

1. From the CommCell Browser, navigate to Client Computers | <Client> | Oracle |
< Instance>.

2. Right-click the <Subclient>, and then click Properties.
3. Click the Backup Arguments tab.

4. 1In the Data Files per BFS box, type or select the number of datafiles in each RMAN
backup set.
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; .
5. In the MAX Backup Set Size (kb) box, type or select the size of backup set allowed &
PrefPost P St D Activity Control El ti Loa Destinati
for RMAN backup set. vl roces egeDovee |ty Conal_[_encten. | Lonestostions

Backup Arguments | Offline Arguments | Options

6. In the Archive Files per BFS box, type or select the number of archive files in each
RMAN backup set. Data Files per BFS: a2l Max Backup Set Size (kb): sl

7. Inthe Max Open Files box, type or select the number of datafiles that RMAN can Archive Fies per BFs: | 32| Max Open Fies: ol
read from simultaneously during a backup operation.

Oracle Tag:

P x|

General | Detals | Storage Device | Encryption | Security

8. From the CommCell Browser, navigate to Client Computers | <Client>| Oracle.
9. Right-click the <instance>, and then click Properties.

10. Click the Details tab.

Connect String: sys jessees  @orc

[[] Use Catalog Connect:
11. In the Block Size box, type or select the size of the block for backup and restore
operations.

12. Click OK.

[] Disable RMAN cross check

TNS_ADMIN folder (not required):

Ctrl File Autobackup: Not configure W

@ck Size: 262144 j (Selecting 0 will disable Block. SizeD

[ox ][ Cancel ][ Help ]

ASSIGNING UNIQUE IDENTIFICATION TAGS FOR BACKUPS

You can assign unique identification tags for all backup operations from a specific subclient. These tags can be used during a restore operation to easily identify
a particular backup. Use the following steps to assign unique identification tag for backups.

1. From the CommcCell Browser, navigate to Client Computers | <Client> | Oracle |
<Instance>.

Right-click the <Subclient> and click Properties.
Click the Backup Arguments tab.

In the Oracle Tag box, type the tag name.

Click OK.

oA WN
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Subclient Properties of default X

Pre{Post Process Storage Device Activity Control | Encryotion | Loa Destinations
General Content Backup Arguments
Backup Arguments | Offline Arguments | Options

Data Files per BFS: 5| Max Backup Set Size (kb): 114

j Max Open Files: 8 j

@cle Tag: [BackupS42| )

EXCLUDING DATA DURING BACKUPS

You can configure a subclient to skip the following data during backup operations:
o Read-only tablespaces
o Offline tablespaces

e Inaccessible Datafiles and Archived redo log files

Use the following steps to exclude data during backup operations:

1. From the CommcCell Browser, navigate to Client Computers | <Client>| Oracle| g e Bj

Connect" of the instance level is selected)

Select the SKIP INACCESSIBLE check box to exclude inaccessible data and log files.
Click OK.

Pre/Post Process Storage Device Activity Control Encryotion Loa Destinations.
<In5tance >. General Content Backup Arguments
2. Right-click the <Subclient>, and then click Properties. Beckup frgments | Offine Argess] OPtons
Auxiliary Arguments Common Arguments
3. Click the Backup Arguments tab, and then click the Options tab. EEDIEETS [ vaidate
4. Select the SKIP READ ONLY check box to exclude the read only tablespaces. [ Enable Table Browse
[¥] SKIP OFFLINE
5. Select the SKIP OFFLINE check box to exclude the offline tablespaces. PlResvme catzog
SKIP INACCESSIBLE (This option can only be selected when the "Use Catalog
6.
7.

VALIDATING DATABASE FOR BACKUPS

Prior to running backup operations, you can validate a backup job, which will cause RMAN to simulate the backup for the purpose of determining whether the
backup can be successfully restored. Once a validate job is completed, you can view the log files of the job to identify and correct any validation issues.

During validation, the backup jobs are simulated without the media, you can view the log files of the job to identify and correct any validation issues.

Use the following steps to enable validation of backup jobs:
Prior to running a backup, you can check the following:

e Datafiles for physical and logical block corruption

e Database files exist and are in the correct location.
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1. From the CommcCell Browser, navigate to Client Computers | <Client>| Oracle | Q
Pre/Post Process Storage Device Actiyity Control Encryotion Loa Destinations.
<In5tance >. General Content Backup Arguments
2. Right-click the Subclient and click Properties. feckp Argmecks | Offie Argapents} OPUXS
Auxiliary Arguments Common Arguments
3. Click the Backup Arguments tab, and then click the Options tab. AT
4. Select the Validate check box.
[] SKIP OFFLINE
5 C|i Ck oK [[] Resync Catalog

[ SKIP INACCESSIBLE (This option can only be selected when the "Use Catalog
Conneot* of the instance level is selected)

COMMAND LINE OPERATIONS

You can add, modify, or delete several configurable properties for the Oracle iDataAgent from the command line interface.
Command line configuration enables you to:

e configure the same properties across multiple clients simultaneously.

e reuse the same configurations for additional entities.

The following sections describe the available command line configurations:

SLOG ON TO THE COMMSERVE

To run command line operations you must first login to the CommServe as follows:

e From Command prompt, navigate to <Software_Installation_Directory>/Base and run the following command:
glogin -cs <commserve name> -u <user name>

e For example, to log on to CommServe 'serverl' with username 'userl':

glogin -cs serverl -u userl

‘CONFIGURING INSTANCES
CREATING AN INSTANCE
e From Command prompt, navigate to <Software_Installation_Directory>/Base and run the following command:

gcreate instance -c client -a iDataAgent -n instance -dsp defaultstoragepolicy -csp cmdlinestoragepolicy -1lsp
logstoragepolicy -hu Host User (Windows|Unix) [-ntp ntpassword] -oh oracleHome -ocu connectUser -ocp connectPassword -

ocs connectService -ct usecatalog [-ctu catalogUser] [-ctp catalogPassword] [-cts catalogService] [-tns tnsadmin]
Example for creating an instance on the Unix client:

[root@clientl Base]# ./gcreate instance -c clientl -a Q ORACLE -n instancel -dsp spl -csp sp2 -lsp sp3 -hu oracle -
oh /oracle/oraclelOg ocu sys -ocp sys -ocs dctmdb -ct yes -ctu snap -ctp snap -cts test

Created instance successfully.

[root@clientl Basel#

You can execute a CreateOracleInstance gscript too using goperation execscript gcommand to create an instance.
MODIFYING AN INSTANCE

e From Command prompt, navigate to <Software_Installation_Directory>/Base and run the following command:

gqoperation execscript -sn SetOracleInstanceProperties.sgl -si 'clientname' -si 'Q ORACLE' -si 'instancename' -si
‘instanceprop’ -si ‘instancevalue’ -si ‘instanceproptype’

Examples:
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[root@clientl Basel# ./gmodify instance -c clientl -a Q ORACLE -i instancel -csp sp2 -lsp sp3
Modified instance successfully.
[root@clientl Basel#

e TO MODIFY ORACLE HOME

goperation execscript -sn SetOracleInstanceProperties.sgl -si 'clientl' -si 'Q ORACLE' -si 'instancel' -si 'Oracle Home'

-si '/oracle/oraclelOg'

e TO MODIFY TNS ADMIN LOCATION

goperation execscript -sn SetOracleInstanceProperties.sgl -si 'clientl' -si 'Q ORACLE' -si 'instancel' -si 'INS admin
path' -si '/oracle/oraclelOg/network/admin'

e TO DISABLE RMAN CROSSCHEK

goperation execscript -sn SetOracleInstanceProperties.sgl -si 'clientl' -si 'Q ORACLE' -si 'instancel' -si 'Oracle RMAN

Cross Check' -si '1l' -si 2

e TO CONFIGURE CONTROLFILE AUTO BACKUP

goperation execscript -sn SetOracleInstanceProperties.sgl -si 'clientl' -si 'Q ORACLE' -si 'instancel' -si ‘Auto Backup
Control File’ -si '1' -si 10

to disable Auto backup of control file, use —si ‘2’ for instancevalue(0-for Not Configure, 1- Configure On, 2- Configure OFF)
e MODIFYING BLOCK SIZE IN INSTANCE PROPERTIES (TO CHANGE BLOCK SIZE VALUE TO 1M)

goperation execscript -sn SetOracleInstanceProperties.sgl -si 'clientl' -si 'Q ORACLE' -si 'instancel' -si 'Oracle block
size' -si 1048576 -si 10

o TO CHANGE USER IMPERSONATION/CONNECT STING/CATALOG CREDENTIALS

gopetation execscript -sn setOraclecredentials.sqgl -si c=clientName|allclients -si t=Catalog|DB|Impersonate| [username]
-p2 <password> -si <username>

o TO CHANGE THE CONNECT STRING USER NAME/ PASSWORD FOR ALL DATABASES OF ALL CLIENTS, WHERE THE PASSWORD IS IN PLAIN
TEXT

goperation execscript -sn SetOracleCredentials.sqgl -si allclients -si t=DB -p2 passwd -si sys
e TO CHANGE CREDENTIALS FOR IMPERSONATE USER (APPLICABLE FOR WINDOWS CLIENTS ONLY)

gqoperation execscript -sn SetOracleCredentials.sqgl -si c=clientl -si t=Impersonate -p2 passwd -si domainname\username
e TO CHANGE CATALOG USER NAME/PASSWORD FOR ALL THE DATABASES UNDER ONE CLIENT

goperation execscript -sn SetOracleCredentials.sqgl -si c=clientl -si t=Catalog -p2 passwd -si rman

e TO CHANGE LOG AND COMMAND LINE STORAGE POLICIES

gmodify instance -c client -a dataagenttype -i instance -csp cmdlinestoragepolicy -1lsp logstoragepolicy

‘CONFIGURING THE SUBCLIENTS

CREATING A SUBCLIENT

e Execute the following command from the <Software_Installation_Directory>/Base folder after substituting the parameters and attributes:
gcreate subclient -c client -a dataagenttype -i instance -n subclient -sp storagepolicy -f content

Example to create subclient with default options:

[root@clientl Base]# ./gcreate subclient -c clientl -a Q ORACLE -i instancel -n subclientl -sp spl -f " "

Created subclient successfully.

MODIFY SUBCLIENT

e Execute the following command from the <Software_Installation_Directory>/Base folder after substituting the parameters and attributes:

qoperation execscript -sn SetSubClientProperty.sqgl -si 'c=<client name>' -si 'a=<agent type>' -si 'i=<instance name>' -
si 'b=<backup set name>' -si 's=<subclient name>' -si <subclient property> -si <subclient property value> -si <subclient
property type >

Examples:
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CREATING ORACLE SELECTIVE ONLINE FULL SUBCLIENT

CREATE THE SUBCLIENT

gcreate subclient -c clientl -a Q ORACLE -i instancel -n "SOF" -sp "ora_ data" -f " "

ENABLE SELECTIVE ONLINE FULL

goperation execscript -sn SetSubClientProperty.sgl -si 'c=clientl' -si

-si 's=SOF' -si 'Oracle Online Selective Full' -si '1' -si '2'

CREATING ORACLE OFFLINE SUBCLIENT AND ENABLING THE LIGHT OUT SCRIPT

CREATE THE SUBCLIENT

gcreate subclient -c clientl -a Q ORACLE -i instancel -n "OFFLINE" -sp

ENABLE THE OFFLINE OPTION

goperation execscript -sn SetSubClientProperty.sgl -si 'c=clientl' -si
-si 's=0OFFLINE' -si 'Oracle Backup Mode' -si '2'

ENABLE THE LIGHT OUT SCRIPT

'a=Q ORACLE' -si 'i=instancel'

"oraidata" -£ " "

'a=Q ORACLE' -si 'i=instancel'

goperation execscript -sn SetSubClientProperty.sgl -si 'clientl' -si 'a=Q ORACLE' -si 'i=instancel' -si

si 's=OFFLINE' -si 'Light out Script’ =-si ‘1’ -si '2'

CREATING LOG ONLY SUBCLIENT

CREATE THE SUBCLIENT

gcreate subclient -c clientl -a Q ORACLE -i instancel -n "LOGONLY" -sp

DISABLE DATA OPTION

goperation execscript -sn SetSubClientProperty.sqgl -si 'c=clientl' -si
-si 's=LOGONLY' -si 'Oracle Backup Mode' -si '1'

DISABLE DELETE ARCHIVE LOG OPTION

goperation execscript -sn SetSubClientProperty.sqgl -si 'c=clientl' -si

-si 's=LOGONLY' -si 'Archive Log Deleting' -si '0' -si '2’

CONFIGURING BFS VALUES

CHANGE DATAFILE PER BFS TO 10:

goperation execscript -sn SetSubClientProperty.sgl -si 'c=clientl' -si

-si 's=command testl' -si ‘Oracle Data FPS’ -si '10' -si '7'
CHANGE ARCHIVE FILES PER BFS TO 12:

goperation execscript -sn SetSubClientProperty.sqgl -si 'c=clientl' -si
-si 's=command testl' -si ‘Arch per bfs’ -si '12' -si '8'

CONFIGURING NUMBER OF DATA STREAMS

"ora_data" -f " "

'a=Q ORACLE' -si 'i=instancel'

'a=Q ORACLE' -si 'i=instancel'

'a=Q ORACLE' -si 'i=instancel'

'a=Q ORACLE' -si 'i=instancel'

Execute the following command from the <Software_Installation_Directory>/Base folder after substituting the parameters and attributes:

-si 'b=default'

-si 'b=default'

'b=default' -

-si 'b=default'

-si 'b=default'

-si 'b=default'

-si 'b=default'

goperation execscript -sn SetSubClientProperty.sgl -si c=<client name> -si 'a=Q ORACLE' -si i=<instance name> -si
'b=default' -si s=<subclient name> -si 'Oracle Data backup streams' -si '<stream value>’ -si '7'
Example:

Example to set the number of data streams to 4:

goperation execscript -sn SetSubClientProperty.sqgl -si c=clientl -si

-si

'Oracle Data backup streams' -si '4' -si '7'

DELETE SUBCLIENT

'a=Q ORACLE' -si i=orcl -si

'b=default’

o Execute the following command from the <Software_Installation_Directory>/Base folder after substituting the parameters and attributes:

gdelete subclient -c client -a dataagenttype -i instance -s subclient

Example:

[root@clientl Basel]# ./gdelete subclient -c clientl -a Q ORACLE -i instancel -s subclientl

-si s=FullSc
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Deleted subclient successfully.

ENABLING MULTIPLE BACKUP COPIES

You can take multiple copies of the data or log backups using RMAN command line. During restores, even if one of the copies is missing or corrupted, the
restore operation will automatically failover to the other copy and restore the data.

1. To utilize the PARALLELISM option, you need to set the initial parameter in pfile or Example:

spfile. BACKUP_TAPE_IO_ SLAVES=TRUE

2. Configure device type. Example:

RMAN> CONFIGURE DEVICE TYPE DISK PARALLELISM 2
BACKUP TYPE TO BACKUPSET;

3. Specify two copies of data. Example:

RMAN> CONFIGURE DATAFILE BACKUP COPIES FOR DEVICE
TYPE 'SBT_TAPE' TO 2;

4. Specify two copies of log backups. Example:

RMAN> CONFIGURE ARCHIVELOG BACKUP COPIES FOR DEVICE
TYPE 'SBT_TAPE' TO 2;

5. Add the environmental variables for the client and instance on which the iDataAgent Example:
is installed. allocate channel chl type 'sbt tape'
PARMS="<software install path>/Base/libobk.so,
ENV=(CvClientName=<client name>,

CvInstanceName=<instance name>)"

6. Once you set the parameters, restart the Oracle database and perform backup Example: To restart the database,
operations from the CommcCell Console.
1. Connect to the database.
SQL> connect admin/adminQorcl as sysdba
2. Shutdown the database.
SQL> shutdown
3. Mount the database.
SQL> startup mount;
4. Change to archivelog mode.
SQL> alter database archivelog;
5. Open the database.

SQL> alter database open;

MODIFYING AN AGENT, INSTANCE, OR SUBCLIENT

There are several configurable properties available for your agent that can be modified from the agent, instance, or subclient level as per need.

It is recommended that that you do not modify the properties of a subclient when a job is in progress for that specific subclient. If a job is in progress, either
wait for the job to complete or kill the job from the Job Controller.

The following table describes the properties that can configured from the agent, instance, and subclient levels.

OPTION DESCRIPTION RELATED TOPICS

Change Storage Policies [You can modify the storage policies in any of the following situations: Refer to Storage Policies.
e To include a different media for the backup operation.
e To use a storage policy with a different retention criteria.

[You can change the storage policies from the subclient level.
1. From the CommCell Browser, right-click the subclient.
2. Click Properties.

3. Click Storage Device.
4. Select the Storage policy from the drop-down menu.
5. Click OK.

Rename a Subclient )
You can rename a subclient:

1. From the CommCell Browser, right-click the subclient.

2. Click Properties.
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3. Type the new name in the Subclient name field.

4. Click OK.

Rename an Instance

You can rename a subclient.

1. From the CommCell Browser, navigate to Client Computers | <Client>| Oracle.
2. Right-click the <Instance>, and then click Properties

3. In the Instance( Oracle SID) box, type the instance name.

4. Click OK.

Data Transfer Options

You can efficiently configure the available resources for transferring data secured by data
protection operations from the subclient level. This includes the following:

e Enable or disable Data Compression either on the client or the MediaAgent.

e Configure the transfer of data in the network using the options for Network Bandwidth
Throttling and Network Agents.

[You can configure the data transfer options.
1. From the CommCell Browser,right-click the subclient.
Click Properties.
Click Storage Device.
Click Data Transfer Option tab.
Choose the appropriate software compression option for this subclient.
Select Throttle Network Bandwidth and set the required bandwidth.
7. Click OK.

o v M w NN

Refer to Data Compression and
Network Bandwidth Throttling.

View Data Paths

You can view the data paths associated with the primary storage policy copy of the selected
storage policy or incremental storage policy. You can also modify the data paths including their
priority from the subclient level.

1. From the CommCell browser, right-click the subclient.
2. Click Properties.

3. Click Storage Device.

4. Select Storage Policy from the drop-down menu.

5. Click Data Paths.

Configure a Subclient for
Pre/Post Processing of
Data Protection

You can add, modify or view Pre/Post processes for the subclient. These are batch files or shell
scripts that you can run before or after certain job phases.

1. From the CommCell browser, right-click the subclient.
2. Click Properties.

3. Click Pre/Post Process.

4

Click one of the following phases and type the full path of the process that you want to
execute during that phase. Alternatively, click Browse to locate the process (applicable
only for paths that do not contain any spaces).

o PreBackup Process

o PostBackup Process

O PreSnap Process

O PostSnap Process
5. Click OK.

6. Select Run Post Backup Process for all attempts to run a post backup process for all
attempts.

7. For subclients on Windows platforms, Run As displays Not Selected.

If you want to change the account that has permission to run these commands, click
Change.

a. In the User Account dialog box, select Use Local System Account, or select
Impersonate User and enter the user name and password. click OK.

b. If you selected Local System Account, click OK to the message advising you that
commands using this account have rights to access all data on the client computer.

Refer to Pre/Post Processes.

Configure Activity
Control

You can enable backup and restore operations from the agent and subclient level. However,
you can enable restore operations only from the agent level.

1. From the CommCell browser, right-click the subclient.

2. Click Properties.

3. Click Activity Control, select or clear option(s) as desired.
4. Click OK.

Refer to Activity Control.

Configure User Security

You can configure user security from the agent or subclient level.

Refer to User Administration

Page 84 of 261




User Guide - Oracle iDataAgent

'You can perform the following functions:

e Identify the user groups to which this CommCell object is associated.
e Associate this object with a user group.
e Disassociate this object from a user group.

1. From the CommCell browser, right-click the subclient.
2. Click Properties.

3. Click Security.
4

Select the appropriate user groups to which you want to associate to the CommCell object
from the Available Groups pane, and then move the user group to the Associated
Groups pane.

5. Click OK.

and Security.

Enable/Disable Data
Encryption

You can enable data encryption from the suclient level.Encryption must be enabled at the client
level prior to configuring any instances residing on that client.

1. From the CommCell browser, right-click the subclient.
2. Click Properties.

3. Click Encryption.

4. Select the desired encryption.

5. Click OK.

Refer to Data Encryption.

Enable/Disable
Encryption for Third-
party Command Line
Operations

You can enable data encryption for the command line operations from instance properties:
1. From the CommCell Browser, navigate to Client Computers | <Client>| Oracle.

2. Right-click the <Instance>, and then click Properties.

3. Click the Encryption tab.
4

Select the desired Encryption from the following:

O None

O Media Only (MediaAgent Side)

O Network and Media (Agent Side)

O Network Only (Agent Encrypts, MediaAgent Decrypt

5. Click OK.

View Software Version
and Installed Updates

The Version tab, at the Agent level displays the software version of the component.
1. From the CommCell browser, right-click the agent.

2. Click Properties.

3. Click Version.

4. Click OK.

CommcCell Configuration
Report

The CommcCell Configuration Report provides the properties of the CommServe, MediaAgents,
clients, agents, SRM agents, subclients, and storage policies within the CommCell based on the
selected filter criteria.

1. From the CommCell browser, click Reports icon.

2. Select CommcCell Configuration.

3. Click Run.

Configuration.

Refer to CommcCell

DELETING AN AGENT, INSTANCE, OR SUBCLIENT

The following sections describe the steps involved in deleting an agent, instance, or subclient.

When you delete an instance or backupset, the associated data is logically deleted and you can no longer access the corresponding data from
CommCell Console for recovery purposes.

Refer to the troubleshooting article on Recovering Data Associated with Deleted Clients and Storage Policies for information on how to recover data
if you accidentally delete an entity.

'DELETING AN AGENT

You need to uninstall or DeConfigure the agent software from the client computer before deleting from CommCell Browser. After you delete the client software,
you can either leave the corresponding data intact for appropriate action or you can remove the data immediately. If you choose to remove the data
immediately, you must delete the agent from the CommCell Browser. If you delete the agent, all of the agent's data is irretrievably lost.

e You cannot delete an agent while operations for that agent are running.

1. From the CommCell Browser, navigate to Client Computers | <Client>.

2. Right-click the <Agent>, and then click Delete.
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3. A confirmation message is displayed with the following message:

This operation will permanently delete the data backed up from this level and it cannot be restored.

4. Click OK to continue with the deletion operation., or click No to abort the deletion.

§DELETING AN INSTANCE

Consider the following before deleting an instance:
o When you delete a specific instance all job schedules and job histories that pertain to any of the levels within the deleted instance are deleted.

You cannot delete an instance if it is being backed up. Attempts to delete an instance under such conditions cause the deletion to fail. If a backup is in

[ ]
progress, either wait for the backup to complete or kill the backup job using the Job Manager. Once the backup is no longer in progress, you can delete the

instance level.
You cannot delete an instance if there is only one instance present for an agent. To delete the final instance, you must remove the agent software from the
client computer.

1. From the CommCell Browser, right-click the instance that you want to delete, click All Tasks and then click Delete.

2. click Yes to confirm the deletion. (clicking No cancels the deletion and retains the node.)

3. Type the requested phrase in the Enter Confirmation Text dialog box and click OK. This should delete the instance.

DELETING A SUBCLIENT
Consider the following before deleting a subclient:

e You cannot delete a default subclient.

o Schedules associated with the subclient are also automatically deleted.

1. From the CommCell Browser, navigate to Client Computers | <Client> | <Agent> | <Instance>.

2. Right-click the <Subclient> that you want to delete, and then click Delete.
3. A confirmation message is displayed, asking if you want to delete the subclient.

Click No to cancel the deletion and retain the subclient, or click Yes to continue the deletion.
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Advanced Backup - Oracle iDataAgent
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FuLL BACKUPS

Full backups provide the most comprehensive protection of data.

Backups for any client start with a full backup. The full backup becomes a baseline to which subsequent backup types are applied. For example, a full backup

must be performed before an archive log backup can be initiated.
You can perform a full backup of an online or offline database. If the database is in NOARCHIVELOG mode, you should perform offline back
Use the following steps to run a full backup:

Backup Options for Subclient: default

up only.

1. From the CommcCell Browser, navigate to Client Computers | <Client> | Oracle | ““Z":";LT
<Instance>. °= i
2. Right-click the <Subclient> and click Backup.  iprementa Rt oo
3. Select Full as the backup type and click Immediate. ;“mwmml;i rm ”:Mﬂ -
4. Click OK. ki

You can track the progress of the job from the Job Controller. When the backup job
has completed, the Job Controller displays Completed.

concel | advanced (B savensscpt | Heb
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INCREMENTAL BACKUPS

2 3 4 n-1 n
Inc  Inc Inc ees Inc Ful

|/ /H s/ A

Incremental backups can be performed when the database is online. Backup #
ackup Type

o

The incremental backups will fail if the database is offline.

An incremental backup contains only data that is new or has changed since the last
backup, regardless of the type. On average, incremental backups consume less media and
use less resources than full backups.

Data Files
(Flles A - F)

The illustration on the right clarifies the nature of full and incremental backups.

[T T OoToT T =1
I

Follow steps given below to perform an incremental backup:

o
)

+/ =File Changed

1. From the CommCell Browser, navigate to Client Computers | <Client> | Oracle |

Select Backup Type 3ob Initaton

<Instance>.
2. Right-click the <Subclient> and click Backup. Finv
i codsnasmmtatevl[ 14 ”lmsotve € scmtie
3. Select Incremental as the backup type and click Immediate. B : r&m o Sl Pt
4. Click OK. st Frovon
You can track the progress of the job from the Job Controller. When the backup job
has completed, the Job Controller displays Completed. (o | | W= | ez e

§CUMULATIVE INCREMENTAL BACKUPS
In a cumulative level n backup, all the data changes since the most recent backup at level n-1 or lower are backed up.

For example, in a cumulative level 2 backup, data changes since the most recent level 1 backup are backed up. If no level 1 backup is available, data changes
since the base level 0 backup are backed up.

Cumulative incremental backups reduce restore times because you need one incremental backup from any particular level. However, cumulative backups
require more space and time because they duplicate the work done by previous backups at the same level.

By default, the incremental level for cumulative backups is 1.

Follow the steps below to perform a cumulative incremental backup:

Backup Options for Subclient: default

1. From the CommcCell Browser, navigate to Client Computers | <Client> | Oracle | !

<Instance>. wru“w m:.m:m
2. Right-click the <Subclient> and click Backup. ot e

P —] : s

3. Select Incremental as the backup type, and then type or select the incremental level d()j sgrosinedie e

in the Oracle Incremental Level box. —
4. Select the Cumulative check box and click Immediate.
5. Click OK. I e - e

You can track the progress of the job from the Job Controller. When the backup job
has completed, the Job Controller displays Completed.

ARCHIVE LOG BACKUPS

An archive log backup captures the archive redo logs generated during database transactions.

Archive log backups are useful when you want to recover database transactions that have been lost due to an operating system or disk failure. You can apply
these archive logs to an online backup in order to recover a database.

By default full backups include both data and archive logs. However, you can also perform separate archive log backups.
In order to perform a backup of the archive logs:

o The database has to be in ARCHIVELOG mode.

e Subclient should have been configured for archive log backups. See Creating A Subclient for Log Backups for step-by-step instructions to create a separate
subclient for archive logs.

ALL ARCHIVE LOGS

Use the following steps to backup all archive logs. Note that this is the default option:

1. From the CommcCell Browser, navigate to Client Computers | <Client> | Oracle |
<Instance>.
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2. Right-click the <Subclient> configured for archive log backup, and then click
Backup.

3. Click Advanced.

4. Click the Backup Archive Logs tab.
5. Click All.

6. Click OK.

‘Advanced Backup Options =]
Startp | Meda | Data Path | VaultTracking
Oracle Options Backup Archivelogs ) | Deketc Archivelogs | Custommmensaipt | Alert
7 [ Backup Archive Log
 oiderthan [ 0 4| pays
€ NotOider than | 0 5 pays
C ByLogTme
Time Zone: [(urc-+05:30) Chennai, Kolkata, Mumbai, New Dehi =
I |startTime: I End Time
oo 06 /08 /2011 | [Fu=oefo7/2011 |
[ 01+ 43P = [ 01 43PM =

[r By LogSeqhum

I= tert seqium 1 Flendseanin 4 ‘

|, By Sys change Num

| StzrtSys Change Num 1 :| [~ End Sys Change lum 1 :l ‘

© Like

[ |Select Archive Log Dest

Add]

Delete
I NotBackedup [ 0 2 bmes
Conce e
‘BY NUMBER OF DAYS
Use the following steps to backup archive logs older than a specified number of days.
1. From the CommcCell Browser, navigate to Client Computers | <Client> | Oracle | satp | (am.—‘-jm | omerath | Vauitrackng
<Instance>. Oradle Options BackpArchivelogs )| Delete Archivelogs |  Customrmanserpt | Alert
7 ¥ Badkup Ardhive Log
2. Right-click the <Subclient> configured for archive log backup, and then click
Backup.  Notolder than | 0 ] Days
3. Click Advanced. By LogTime
4. Click the Backup Archive Logs tab. e “"C*'“3“"(“*““"'“”'“““"‘“,”_‘” ot ton [ o
E
5. Click Older than n Days, and type or select the number of days older than which the { M G /2011 ;I o Goia2nt ;I
archive logs are to be backed up. [ Taomm = [ o B
For example, to backup logs older than 10 days, type 10.
" ByLog Seqhum
6. Click OK. [ I Start Seq hum |—‘:| I End seq fiom) l—‘j ‘
" By Sys change Num
[ I~ statsyscrangeion [ 14 I Enesyechemenn [T ‘
 Like li
(ol ')
[~ Select Archive Log Dest
Add
[~ NotBacked up I—nj times
Cancel Help

Use the following steps to backup archive logs not older than a specified number of days.

1. From the CommcCell Browser, navigate to Client Computers | <Client> | Oracle |
<Instance>.

2. Right-click the <Subclient> configured for archive log backup, and then click
Backup.

3. Click Advanced.
4. Click the Backup Archive Logs tab.

5. Click Not Older than n Days, and type or select the number of days not older than
which the archive logs are to be backed up.

For example, to backup logs not older than 10 days, type 10.
6. Click OK.
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Advanced Backup Options [x]

| Data Path | Vaultiracking
Delete Archive logs | Customrmanseript |

satp | Media
Oracle Options. Backup Archive Logs |

Alert

15 I |Badkup Archive Log,
£ Older tan | 0 Dars
ot b |10 oo

" By LogTime

Time Zone: [wrc-+05:30) chennai, Kokata, Mumba

 notoder than | 0 4 pays =
I=|E

620 | Tue 06/07/2011 -
= oo = = =

I Start Seq hum 1 :| I End seq fiom) 1 j

[r‘ By Sys change Num ‘

I |Start Sy Change hum 1 :l I End Sys Change fium 1 :l
" Like

CoA

[r 8yLog Seqfium ‘

[ select Archive Log Dest

’ dd

Delete
[~ NotBacked up I—nj times
Cancel Help
WITHIN A SPECIFIC TIME RANGE
Use the following steps to backup archive logs between a specified time:
1. From the CommcCell Browser, navigate to Client Computers | <Client> | Oracle | sro | :"‘"““"—":a b teda | octaran Vaultiracking
<Instance>. Oracie Options ckup Archivelogs ) | peletearchivelogs | Custommansaript | Alert
[~ ¥ Backup Ardhive Log
2. Right-click the <Subclient> configured for archive log backup, and then click :DMMM Il—nﬂm
Backup. .
 notoider tan [ 0 % pays
3. Click Advanced. 7 sylogTme
4. Click the Backup Archive Logs tab. Time Zome: Jrc-+05:30) Chenna, kokats, Mumbai, New Dl =
[ StartTime ¥ EndTime
5. Click By Log Time. Fri 05 082011 - ’;W -
T oA = [ mrom =
6. In the Time Zone box, select the time zone.
7. Select the Start Time check box and enter the start time after which the logs were € Brlogseanun
generated. { strtseatiom [ 14 FlEeseanon [ 14 ‘
8. Select the End Time check box and enter the time before which the logs were LA
senerated. g ( I smtspctomenin [ Tg e [ T4 ‘
" Like ,—
9. Click OK.
Com

I~ Select Archive Log Dest.

’ Add

Delete
I notsadedup [ 0 2 omes
Cancel Hep

BY LOG SEQUENCE NUMBER

Log Sequence Number uniquely identifies an archive log. For example, if you create a database with two online log files, then the first file is assigned log
sequence number 1. When the first file fills Oracle switches to the second file and assigns a log sequence number of 2; when it switches back to the first file, it

assigns log sequence number 3, and so forth.

Use the following steps to backup archive logs within a specific range of log sequence numbers:

1. From the CommcCell Browser, navigate to Client Computers | <Client> | Oracle |
<Instance>.

2. Right-click the <Subclient> configured for archive log backup, and then click
Backup.

Click Advanced.
Click the Backup Archive Logs tab.
Click By Log Seq Num.

o v rw

Select the Start Seq Num check box and enter the start sequence number of logs to
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be backed up.

7. Select the End Seq Num check box and enter the end sequence number of logs to be

backed up.
8. Click OK.

Advanced Backup Options [<]

Startp | Meda | Data Path 1 VaulTrading

Orade Options BackpArchivelogs ) |  Delete Archivelogs | Customrmensoipt | Alert

= [V Badain Archive Log

 oderthan [ 0 4 pays

€ Notoiger tian [ 0 2 bays

€ BylogTme
Time Zone;  [(UTC-+05:30) Chennai, Kokkats, Mumba, New Dehi =
[ |start Time I~ EndTime
Jéor 06/0872011 ~ ruc o6/07/2011 ~
01:31FM = 01 31PM =

 ByLog Seqhum
|7 Start SeqNum 1 :l [ EndSeqhum q :I ) ‘

F‘ By Sys change Num ‘

7 tartSys Change fium 1 sy Crengerin 4
ke

(o]

[ Select Archive Log Dest

’ Add

Delets:
[~ NotBacked up |—n:| tmes
ok Cancel e

BY SYSTEM CHANGE NUMBER

System Change Number (SCN) is a stamp that defines a committed version of a database at a point in time. Oracle assigns every committed transaction a
unique SCN. For example, SCNs of two successive transactions committed could be 576601 and 576799.

Use the following steps to backup archive logs within a specific range of system change numbers:

1. From the CommcCell Browser, navigate to Client Computers | <Client> | Oracle |
<Instance>.

2. Right-click the <Subclient> configured for archive log backup, and then click
Backup.

3. Click Advanced.
4. Click the Backup Archive Logs tab.

5. Click By Sys change Num, and then specify the Start Sys Change Num and End
Sys Change Num.

6. Click OK.

Advanced Backup Options
Startup ] Media | Data Path VaultTracking
Orade Options Backup Archive Logs ) | DeletcArchivelogs | Customrmansaipt | Alert
- ¥ Badap Archive Log
¢ oderthan [ 0% pays
£ Mot Okder than [ 0 ] Days
£ ByLogTime
Time Zone: [0 +05:30) Chennai, Kolkats, Mormbai, New Deki =
I StartTime I~ End Time
frion 067082011 - frue oe/o7/2011 ~
[ T = [ T =
 ByLog Sequm
" I Start Seqium 14 Fendseam 14 ‘
By 5ys change Mum
|7 Start Sys Change Num 101 j [# End Sys Change Num ;;n\:l J

€ e |

oAl

I Select Archive Log Dest

Add
Delete
I~ NotBackedup [ 0 ] times

BY A SPECIFIC STRING PATTERN

Use the following steps to backup archive log files whose name match a specific naming pattern. Note that if you do not specify any pattern, all the logs from

the specified destination will be backed up.

1. From the CommcCell Browser, navigate to Client Computers | <Client> | Oracle |
<Instance>.

2. Right-click the <Subclient> configured for archive log backup, and then click
Backup.

Click Advanced.
4. Click the Backup Archive Logs tab.
5. Click Like, and then enter the desired string pattern in the text box.

For example, to backup all archive logs whose names start with 'arch' type
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‘arch%.log'.

6. Click OK.

‘Advanced Backup Options =1

Startp | eda | Data Path | VaultTracking
Oracle Options Backup Archive Logs Delete Archive Logs | Custommmanscript | Alert

I+ 7 |Bachup Archive Log

 oiderthan [ 0 4| pays

€ NotOider than | 0 5 pays

 EyLogTime
Time Zone: [(urc-+05:30) Chennai, Kolkata, Mumbai, New Dehi =
I Start Time: I |End Time
fremET - | o _~ |
[ 0L+ 43P = [ 01 43PM =

= tert 5eqnim 15 FEnseanion 4

|, By Sys change Num ‘

[r By LogSeqhum ‘

I StartSys Chiange Num 1 :| I~ End Sys Change fium 1 :l
C-‘ Like {%stors| )

Al

I~ Select Archive Log Dest
’ Add

Delete
I NotBackedup [ 0 2 bmes
==

FROM A SPECIFIC LOCATION

Use the following steps to backup archive logs from a specific path or location. Note that the path or location specified at the backup level will override the

archive log location defined at the subclient level.

1. From the CommcCell Browser, navigate to Client Computers | <Client> | Oracle |
<Instance>.

2. Right-click the <Subclient> configured for archive log backup, and then click
Backup.

Click Advanced.

Click the Backup Archive Logs tab.

Click Like.

Select Select Archive Log Dest check box.
Click Add to select the archive log location.

Click OK.

©® N o u rw

Advanced Backup Options [x]

Startup ] Meda | Data Path | VaultTracking
Orade Options Badwp Archivelogs )| DeleteArchivelogs | Custommansaipt | Alert

I+ W Bzckup Archive Log

© Older than |—"j Days

€ NotOlderthan [ 0 4 pays

 ByLogTme

Time Zore: [twrc+0s:30) Chenna, Kolkata, Mumbai, New Delhi =

I StartTime I~ |EndTime
JMon 06706 2011 ~ [roe oejo772011 -
[ 01:53PM = [ 01 53PM =

’, £ ByLog SeqNum ‘

[ Start Seq hum 1 :I I~ End Sequm L :I

ey
{ I Start Sys Change Num 1 :| [~ End Sy= Chang fium 1 :| ‘

- —

o
[ Select Archive Log Dest
Deete
I NotBackedp | 0 ] tines
oK Cancel Hep

LOGS NOT BACKED UP A SPECIFIED NUMBER OF TIMES

Use the following steps to backup archive logs that have failed to backup a specified number of times earlier:

1. From the CommcCell Browser, navigate to Client Computers | <Client> | Oracle |
<Instance>.

2. Right-click the <Subclient> configured for archive log backup, and then click
Backup.

3. Click Advanced.
4. Click the Backup Archive Logs tab.

5. Select the Not Backed Up n times check box, and type or select the number so that
the logs that meet the criteria 'Not Backed Up n times' are backed up.

6. Click OK.
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Advanced Backup Options [x]

Startp | Meda | Data Path | VaultTracking
Oradle Options Badup Achive logS) | DeleteArchivelogs | Customrmensaipt | Akrt

= [V Backup Archive Log, =

€ Older then [ 02| Bays

£ NotOlder than [ 0 ] Days

By LogTime
Time Zone:  [(UTC+05:30) Chenn, Kokata, Mumbai, New Dehi =l
I StertTine I7 End ime
g = Fraeoep7ra -
2PM = [ 02 22PM =

" By LogSeqhum

I startsequm T :| I~ End Seq hum 1 :| ‘

ey
{ I~ Start Sys Change Num 17 Flexsstmsenn E ‘
" Like

& Al

I |Select Archive Log Dest

Add
| Delets’
( fizteagedipl [ 6 2 tes) Zl
Cancel Help

DELETING ARCHIVE LOGS FOR A SPECIFIC BACKUP

Once the archive logs are backed up you can choose to delete them from the destination location. This can be done by configuring the subclient to delete
archive logs soon after the backup. See Enabling Log Deletion After Backup for step-by-step instructions on enabling deletion of logs.

Always ensure that the archive logs are backed up before they are deleted to prevent data loss.

However, you can also choose to delete the archive logs for a specific backup job. Moreover, you can also specify additional criteria to delete the archive logs.

1. From the CommcCell Browser, navigate to Client Computers | <Client> | Oracle |

starwp | Job Retry 1 Med\a(J_Daia.EaS | VauitTracking
<Instance> Orade Options | Backup Archive Logs Delete Archive Logs )| Customrmansaipt | Alert
(J¥ Delete Archive Log >
2. Right-click the <Subclient> configured for archive log backup, and then click - oteran [ 0 oaye
Backup. @ Notoder than [ 0 <] pays
3. Click Advanced. T By LogTme
4. Click the Delete Archive Logs tab. [(c-+05:30) Chennai, Kokkata, Mumb, New Dekhi =l
I~ [EndTime.
5. Select the Delete Archive Log check box. { e oo 2010 =
CIELT = I =
6. Click Yes on the warning dialog. /
7. Type confirm in the Enter Confirmation text Dialog, and then click OK. Keuogsewm
| Start Seq Num 1 :| [~ End seq hum 1 :D ‘
8. Specify the desired criteria for archive log deletion.
1 By Sys change Num
9. Click OK. (l— Siart 5y Chiange hum 19 Flendsys Gramse tian d ‘
Guke [ )
(l_sele(lnmmve Log Dest )
Cancel el

CONTROL FILE BACKUPS
The control file contains metadata about the physical structure of the database including the location of all files, the current database state etc. Each control file
is associated with only one database. The control file backups are used for creating standby databases from the CommCell Console. Standby databases are

used during database recovery.

The subclients need to be configured prior to running control file backups; see Enable/ Disable Control File Backups for a Specific Subclient for step-by-step
instructions.

Use the following steps to backup the control file:

1. From the CommcCell Browser, navigate to Client Computers | <Client> | Oracle |
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<Instance>. Advanced Backup Options
o | Job Retry | Meda | Data Path | aultTracking

. . - . . . racle Options. ack rchive Logs elete Archive Logs ustom rman scrif lert
2. Right-click the <Subclient> configured for control file backup, and click Backup. | SE=dT e o B = i o B L | L

. The backup will continue until the number of database block corruptions reaches a threshold.
3. Click Advanced. Wik Db lock Cornuptions | o4
4. Click the Oracle Options tab. Llsetans o

FRaman Disk Ratio I_Dﬂ
5. Select the Backup Controlfile for Standby check box.
oraceTag: |

6. Click OK.

== || &

CONTAINER AND PLUGGABLE DATABASE BACKUPS
Oracle 12c supports container and pluggable databases. Calypso supports the backup of container and pluggable databases. You can backup the entire
container database or one or more pluggable databases.

Container databases can be backed up by creating an instance for the container database. Single and multiple pluggable databases can be separately backed
up through custom RMAN scripts.

BACKING UP A CONTAINER DATABASE

When you backup a container database, all pluggable databases that are part of the container database are also backed up.
1. Add an instance for the container database.

2. Follow the steps to create a full or incremental backup, where the instance is the one added for the container database.

BACKING UP A SINGLE PLUGGABLE DATABASE

1. Create and customize an RMAN script file on the client computer, where the last line Example: RMAN script backing up the pluggable database
in the script specifies the pluggable database to back up. The line has the following "SINGLE_PDB".

format, with "pluggable_database_name" specifying the pluggable database to back .
run

up- setlimit channel chl maxopenfiles 8;
pluggable database pluggable database name; backup
incremental level = 0

filesperset = 32
pluggable database SINGLE_PDB
}
exit;
Click here to see the RMAN log output for this
example.

2 Execute the RMAN script. See Running RMAN Scripts from Third Party Command Line.

BACKING UP MULTIPLE PLUGGABLE DATABASES

1. Create and customize an RMAN script file on the client computer, where the last line Example: RMAN script backing up the pluggable databases
in the script specifies the pluggable databases to back up. The line has the following  "PLUG_DB1" and "PLUG_DB2".
format, with "pluggable_database_namel" through "pluggable_databaseN. Each

Wwon run {
database must be separated by a ",". setlimit channel chl maxopenfiles 8;
pluggable database pluggable database namel, ..pluggable database nameN; backup

incremental level = 0
filesperset = 32
pluggable database PLUG_DB1, PLUG_DB2

;

}

exit;

Click here to see the RMAN log output for this
example.

2 Execute the RMAN script. See Running RMAN Scripts from Third Party Command Line.
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ON DEMAND BACKUPS

The content for the backup operation during On Demand backup is provided in an RMAN script and executed from the command line interface. You need to
create an On Demand instance to perform on demand backup operations. Refer Creating an On Demand Instance for step by step instructions.

1.

Create an RMAN script file on the client computer.

Example: RMAN script file for archive log backup
run { allocate channel chl type 'sbt_ tape'
PARMS="BLKSIZE=262144";

sgql 'alter system archive log current';
backup

filesperset 4

(archivelog all);

}

exit

Create the parameter file on the client with the path to the specified RMAN script file. Example: Parameter file argfilel.txt with path to RMAN script

See RMAN Parameters for a list of mandatory and optional RMAN parameters.

file, backuplogs.txt, specified:
[instancescripts]
orallgvl,D:\backuplogs.txt
[datatypel

LOG

[sp]

SP1

[streamcount]

2

From the command prompt, login to the CommServe using the glogin command. Example: To log on to CommServe serverl with user name

Run the backup operation using goperation backup.

SUPPORTED RMAN PARAMETERS

userl:
D:\>glogin -cs serverl -u userl

Password:

Example: To run a full backup on client client1 using the
parameter file argfilel.txt:

D:\>goperation backup -c clientl -a Q ORACLE -
af /argfilel.txt -t Q FULL

PARAMETER USAGE

DESCRIPTION

[instancescripts] [instancescripts]

<instance name>,<file name>
Example:
[instancescripts]

orallgvl,D:\backuplogs.txt

Name of the instance to be backed up, and the name of the file that contains
the RMAN backup script.

[datatype] [datatype]

DATA | LOG
Example:
[datatype]
LOG

Mark the associated backup archive files as either DATA or LOG.

[spl

[spl]
<StoragePolicyName>
Example:

[sp]

SP1

Name of the Storage Policy to be used for the RMAN backup job.

[streamcount] [streamcount]

<number>
Example:

[streamcount]

Number of streams to reserve for the RMAN backup job.
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2
[rmanlogfile] [rmanlogfile] This is an optional parameter.
<ouputfile location>/<outputfile [Location where the RMAN backup output file will be saved and the name of the
name> output file.
Example: By default, an output file backup.out is created in the job results directory.
[rmanlogfile] You can change the name of the output file as well as the location using this
d parameter. In order to include the JOB ID in the output file name, you need to
/usr/temp1 set the sQcmd_Bkp_RmanLogFile registry key.
Here, temp1 is the directory and not the
file name.
[options] e QB NO PARTIAL STREAM These are optional parameters.
o QB_NO_MULTIPL;X STREAM e If specified, the backup will start only if all the specified number of streams
- - - are available. The default behavior is to reserve as many streams as
® OB DO_NOT_USE_ORA_CONNECT_STRING| possible at the start of the backup. If additional streams become available
during the backup, they will be allocated dynamically.
e To multiplex different jobs. Do not multiplex streams of a single job
If specified, the backup will use the user defined connect string and catalog
connect values specified in the RMAN script instead of the values specified
in the Instance Properties (Details) tab in the CommcCell Console.
[mediaagent] [mediaagent] This is an optional parameter.
<mediaagentname> Name of the MediaAgent to be used for the backup job.
Example:
[mediaagent]
MA1
[library] [library] This is an optional parameter.
<libraryname> Name of the library to be used for the backup job.
Example:
[library]
LN1
[drivepool] [drivepool] This is an optional parameter.
<library name>/<drivepool name> Name of the drivepool in the library to be used for the backup job.
Example:
[drivepool]
LN1/DP1
[scratchpool] [scratchpool] This is an optional parameter.
<library name>/<scratchpool name> [Name of the scratchpool in the library to be used for the backup job.
Example: The drivepool and scratchpool parameters are applicable only if a tape library
[scratchpool] is used for the RMAN backup. The drivepool and scratchpool names can be
P given along with the library name followed by a backslash (/) or itself alone.
LN1/SN1
[jobdescription] [jobdescription] This is an optional parameter.
<jobdescription> Job description for the backup job.
Example:
[jobdescription]
weekly data bkp

COMMAND LINE BACKUPS

You can perform backups of one or more Oracle databases from the command line interface.

Command line backups enable you to perform backup operation on multiple clients simultaneously. In order to run the backups from command line, you need
an input xml file which contains the parameters for configuring the backup options. This input xml file can be obtained from one of the following ways:

o Download the input xml file template and save it on the computer from where the backup will be performed.

o Generate the input xml file from the CommCell Console and save it on the computer from where the backup will be performed.

LOG ON TO THE COMMSERVE

To run command line operations you must first login to the CommServe as follows:

e From Command prompt, navigate to <Software_Installation_Directory>/Base and run the following command:

glogin -cs <commserve name> -u <user name>

e For example, to log on to CommServe 'serverl' with username 'userl':
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glogin -cs serverl -u userl

PERFORM THE BACKUP

1. Download the backup_template.xml file and save it on the computer from where the command will be executed.
2. Execute the saved .xml script using qoperation execute command.

goperation execute -af backup template.xml -backupLevel FULL -subclientName xxxxx -clientName xxxxx -instanceName

XXXXX
3. Verify the status of the job using the following command:
glist job -3j JOBID
4. Once the job completes, logout from the CommServe using the glogout command.

glogout [-cs commserver] [-all] [-tf tokenfile] [-tk token] [-h]

EXAMPLES

Performin Full Back ) . .
erto gafku ackup goperation execute -af backup template.xml -backupLevel FULL -subclientName subclientl -

clientName clientl -instanceName instancel

Performing an Incremental

Backup goperation execute -af backup template.xml -backupLevel INCREMENTAL -subclientName

subclientl -clientName clientl -instanceName instancel

‘GENERATE THE COMMAND LINE SCRIPT FROM THE COMMCELL CONSOLE

In addition to the parameters provided in the template xml file, if you want to include additional options for the backup, you can do so by selecting the required
options from the CommcCell Console and generate the command line xml script for the backup.

Follow the steps given below to generate a script which you can use to perform a backup from the command line interface:

1. From the CommcCell Browser, navigate to Client Computers | <Client> | Oracle | s:::::::mWhmwn >
<Instance>. st Bacun T b totton

2. Right-click the <Subclient> and click Backup. s el

3. Select the required backup options which you want to execute using the script. ::’::""W H Z:" o

4. Click Save as Script. Savtreon

B ok [ ] [avanced ] [ @ savorssant. | (oo

5. Enter the location where you want to save the script or click Browse and navigate to i S ()
the location. Client [ winuac -
The script will be saved as a .xml file and a .bat file is created. D Browse |
If a file with the same name already exists in the specified location, the .xml file will ece
be created with a timestamp. However, the .bat file will overwrite the existing file. Gerndaoncls B=rconots

Specify user account to run the script

6. Enter the username and password for the user account which you want to use to
perform the backup.

@ Use the currently logged in user account

By default, the user account which you have used to login to CommCell console is User Name: | admin
used for performing the backup. However, if the user account does not have access to
any application or database, click Use a different account.

Use a different user account
7. Click OK. User Name
Password:

Confirm Password:

oK ] { Cancel ] { Help

'RUNNING BACKUPS USING QCOMMANDS

You can submit RMAN scripts from the Command Line Interface using QCommands. The RMAN scripts are submitted through argument files.

AVAILABLE SBT PARAMETERS

[CvClientName] [CvClientName] Name of the client defined in the CommCell Console and the

<Client_Name>

Example:

client name from where RMAN script runs. This parameter is
optional. It is primarily used in a clustered environment.
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[CvClientName]
client_name

[CvinstanceName] [CvInstanceName] Name of the Calypso instance installed on the client from
<Instance Name> where the RMAN script runs.
Example'_ This parameter is optional.
In cases of multiple instances of the software, the first installed
[CvInstanceName] instance would be 'Instance001'.
instance name
[CvOraSID] [CvOraSID] Name of the Oracle System ID (SID). This parameter is used

<oracle_sid>

Example:

[CvOraSID]
DB1

during multi stream backups and also when the Oracle
database name is different from Oracle SID. It is also used for
multistream restores to get single job id. This parameter is
optional.

In case of a duplicate database restore, CvOraSID must be the
destination SID name, otherwise in all cases it is source SID.

When you submit RMAN scripts using QCommands:

e One job ID is used in the CommServe. The same Job ID is also used across different streams and attempts.

e The job can be resumed from the point of failure from the CommcCell Console or Command Line.

e The job history can be viewed for these jobs.

e A list of media can be obtained for the job in primary or secondary copy.

e Job-based storage policies can be used.

e Multiple streams can be allocated before the job starts.

1. Create an argument file on the client computer.
2. From the command prompt, login to the CommServe using the glogin command.
3. Run the backup operation using goperation backup.

Example: Argument file for full backup argfile.txt
[client]

machinel cn

[dataagent]

Q_ORACLE

[instance]

orcl

[subclient]

default

[backuptype]

Q_FULL

Example: To log on to CommServe serverl with user name
userl:

glogin -cs serverl -u userl

Password:

Example: To run a full backup on client using argument file
ardfile.txt:

D:\>goperation backup -af D:\argfile.txt

RUNNING RMAN SCRIPTS FROM THIRD PARTY COMMAND LINE

Backup operations can also be performed from the third-party command line using the RMAN utility. The RMAN executable is located in the ORACLE_HOME/bin

directory.

Use the following steps to run backups from the third-party command line:

1. Create an RMAN script file on the client computer.

2. From the RMAN command prompt on the client computer, add the
environmental variables for the client and instance on which the iDataAgent is

installed.

On Unix clients, add the SBT_LIBRARY path.

Example: backup.txt

Example:

allocate channel chl type 'sbt tape'
PARMS="ENV=(CvClientName=<client name>,
CvInstanceName=<instance name>)"
Example:

allocate channel chl type 'sbt_ tape'

PARMS="SBT LIBRARY=<software install path>/Base/libobk.so,
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3. Add the RMAN script for backup to the file backup.txt.

4. Connect to the target database.

5. Execute the RMAN script.

ENV=(CvClientName=<client name>,

CvInstanceName=<instance_name>)”

The SBT_LIBRARY path for the various platforms are listed below:

o AIX with 64 bit Oracle - <Client Agent Install
Path>/Base64/libobk.a (shr.o)

e HP UX PA RISC 64 bit Oracle - <Client Agent Install
Path>/Base64/libobk.sl

o Solaris with 64 bit Oracle -<Client Agent Install
Path>/Base64/1libobk.so

e Linux on System Z with 64 bit Oracle - <Client Agent Install
Path>/Base64/libobk.so

e All Other Unix platforms -<Client Agent Install
Path>/Base/libobk.so

Example: RMAN script file backup.txt

run {

allocate channel chl type 'sbt_ tape'
PARMS="BLKSIZE=262144,
SBT_LIBRARY=/opt/calypso/Base/libobk.so,

ENV=
(CvClientName=<client name>,CvInstanceName=<instance name>)";

backup database;
release channel chl;
}

rman target sys/sys@<databasename>

@backup.txt

‘MULTI STREAM BACKUPS FROM THIRD PARTY COMMAND LINE

Oracle third party command line operations running on multiple streams will share the same Job ID in the Job Manager. If all the streams return failure, then
the job is marked as failed. However, if one of the streams fail, it is submitted to the other stream for completion.

e When you multiplex Oracle third party operations with multiple streams, each stream uses different drives by default

e When performing third party command line operations, a new CloraControlAgent.log file is generated along with ORASBT. 1og to record the command line

jobs

o When you use different storage policies for archive log backups and command line backups and if control file autobackup is configured in RMAN, when you
submit a command line backup, the archive logs are backed up using log backup storage policy and control file autobackups use the command line storage

policy.

Use the following steps to run multi stream backups from the third party command line:

1. From the RMAN command prompt, set the number of automatic channels for a In the below example, RMAN allocates two channels for the

specific device type.

device type when using automatic channels.

Note that to utilize the PARALLELISM option, set the initial parameter in pfile or spfile. CONFIGURE DEVICE TYPE 'SBT_TAPE' PARALLELISM 2

Eg., BACKUP_TAPE IO SLAVES=TRUE

BACKUP TYPE TO BACKUPSET;

2. If you are using the OEM application with multiple channels, include the RMAN Example:

settings in the Oracle Enterprise Manager.

Unix:

SBT_LIBRARY=<software install path>
/Base64/1ibobk.so,
BLKSIZE=262144,ENV=(CvClientName=<client name>,
CvInstanceName=<instance_name>,

CvOraSID=<oracle sid>

Windows:
ENV=(CvClientName=<client name>,
CvInstanceName=<instance name>,

CvOraSID=<oracle sid>),BLKSIZE=262144

3. Create RMAN script file to run the backup operation with a single job ID, and save it Example: Content in RMAN script file backup1.txt

in the desired </location_path>/<file_name>. For example, D:\backup1.txt.
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When creating the RMAN script, the cvClientName and CvOraSID parameters can be run

used optionally for backup jobs. {allocate channel chl type 'sbt tape'

If you use both the RMAN PARALLELISM configure parameter and set multiple

streams from RMAN script, the backup job will utilize double the number of streams.
For example, if PARALLELISM is set to 2 and 2 streams are set from RMAN script, the /Base64/libobk.so,
backup job will utilize 4 streams.

PARMS="SBT_ LIBRARY=<software install path>

ENV= (CvInstanceName=<instance name>,
CvClientName=<client_ name>,

CvOraSID=<oracle sid>)";

allocate channel ch2 type 'sbt_tape'
PARMS="SBT_ LIBRARY=<software install path>
/Base64/1ibobk.so,
ENV=(CvInstanceName=<instance_name>,
CvClientName=<client name>,

CvOraSID=<oracle sid>)";

setlimit channel chl maxopenfiles 1;
setlimit channel ch2 maxopenfiles 1;
backup

incremental level = 0

filesperset = 32

database include current controlfile;
sql "alter system archive log current";
backup filesperset =1

(archivelog all delete input); }

4. Connect to the target database. rman target sys/sys@<databasename>

ul

Navigate to the saved location and execute the RMAN script. @<file path>backupl.txt

PREVIEWING RMAN SCRIPTS FROM COMMCELL CONSOLE

Prior to running a backup operation from the CommCell Console, you can preview the corresponding RMAN script for the backup job. This is useful to determine
whether the selected backup options will yield the desired result in the script. You can also manually copy and save the generated RMAN script to your
computer and later execute the script from the command line.

1. From the CommCell Browser, navigate to Client Computers | <Client> | Oracle | e o
<Instance>. e  imetes
2. Right-click the <Subclient> and click Backup. ] o | | (ra
3. Click Script Preview. St antons o s ]

G=)
4. Click OK. \me

| nsBeis=2,C_charospar=hi)

CusTOMIZING RMAN SCRIPTS FROM COMMCELL CONSOLE

In addition to previewing the RMAN script, you can also modify the script from the CommCell Console. This is useful when you want to include the RMAN
commands that are not supported by the software. Use the custom rman scripts to run the saved stored scripts. For example:
To run a backup stored script:

a. create stored script

[oracle@brahmani64 ~]$ rman target sys/sys@netapp catalog snap/snap@test
Recovery Manager: Release 10.2.0.4.0 - Production on Wed Oct 18 11:06:36 2011
Copyright (c) 1982, 2007, Oracle. All rights reserved.

connected to target database: NETAPP (DBID=3312111657)
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connected to recovery catalog database
RMAN> create global script backup_script
2> |

3> backup database;

4>}

created global script backup_ script

RMAN>

You should include recovery catalog to successfully run customized rman scripts. See Using Recovery Catalog for Backups for more information.

Use the following steps to run the custom rman scripts from CommcCell Console:

1. From the CommcCell Browser, navigate to Client Computers | <Client> | Oracle.

- [

2. Right-click the <Subclient> configured for archive log backup, and then click TS T ——
Backup. oy oo |
s
3. Click Advanced. d
IO =Tl
4. Click the Custom rman script tab.
5. Select the Customize script check box.
6. Edit the RMAN script as required, and then click OK.
e T |
SCHEDULING BACKUPS
Follow the steps given below to schedule a backup:
Follow the steps given below to schedule a backup:
CommCell Browser L3 T ordl2 X [ 4P Backup Job History of default |
1 e From the CommCell Browser, navigate to Client Computers | <Client> | ;‘5”§1115<mww & comndocs > @ Cent Computrs > B sade J@mﬂgmn
Oracle. jﬁﬂ;&ﬁ s S e ey
it e s
e Right-click the <Subclient> and click Backup. ?%2‘;3:‘"’“ Ermas
s T
) aigrzki o Schedules

On Demand Instance. Operation Window
oRcL

pas Properties

| & Content | B Summary |

2 Backup Options for Subclient: default

e Select the Backup type. sackup optons |
e Click Schedule to schedule the backup for a specific time. ”’:";“”"’ ”"""‘:““"m
e Click Configure to set the schedule for the backup job. The Schedule Details S Fun i o

dialog displays. o[ T] Eem * e

Status of SID (ORCL) OPEN Eren Configure Schedule Pattern Configure.
Script Preview
G| vt | @rswvenssait | b
3. Select the appropriate scheduling options. For example:

o Click Weekly.

Check the days you want the run the backup job.
Change the Start Time to 9:00 PM.

Click OK to close the Schedule Details dialog.
Click OK to close the Backup Options dialog.

The backup job will execute as per the schedule.
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Schedule Details
Sehedue Hame [
" One Time Start Time 3 O0PM =
= Daily
& Weskly
 Monthly
© early
onthesedays [ monday [V Tuesday ¥ wednesday
W Thursday I~ Eriday I saturday
¥ sunday
OK Cancel Help Optionsz >

MARKING BACKUPS WITH A UNIQUE IDENTIFICATION TAG

You can configure tags for backups to uniquely identify a particular backup copy. These tags can be used later during restore operation to restore from a

specific backup. Note that the tag defined at the backup job level will override the tag defined at the subclient level.

FOR A SPECIFIC BACKUP

Advanced Backup Options
1. From the CommCell Browser, navigate to Client Computers | <Client> | Oracle | atn | lobRety | Meda | DataPath | VaukTracking
<Instance> (Orsdeoptns )| backphrchiveloss | eleteachivelogs | Customrmenscipt | et
. R . . The backup will continue until the number of database block corruptions reaches a threshold.
2. Right-click the <Subclient> and click Backup. Wi Db Block Corruptions | |
3. Click Advanced.
runan skt [ 2 2
4. Click the Oracle Options tab.
Oracle Tag: | )
5. In the Oracle Tag box, type the tag name. e
For Example, weekly_backup.
6. Click OK.
Cancel Help

FOR ALL BACKUPS

1. From the CommCell Browser, navigate to Client Computers | <Client> | Oracle |
<Instance>.

Right-click the <Subclient> and click Properties.
Click the Backup Arguments tab.

In the Oracle Tag box, type the tag name.

Click OK.

v A WwN
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Subclient Properties of default [x]
PrejPost Process | StorageDevice | activiev Control | Encrvotion | Loa Destinations
General | Content. Backup Arguments

Backiip Argumenty | offine Arguments | Options |
Data Files per BFS: 24 Max Backup Set Size (Ko): s

Archive Files per BFS: 32 < Max Open Files: Bl |

Gac\e Tag: | )

crcsl |t

DISABLING DATABASE BROWSE DURING BACKUPS

By default, browse query will automatically run on the database to collect datafile names when you perform a backup. This SQL query may hang or hamper the
backup performance. Use the following steps to skip database browsing before performing a backup:

1. From the CommcCell Browser, right-click <CommServe>. mngs|,m,mm|ammm Frenal Gonfiguaton | -
2. Click Properties, and then click the Registry Key Settings tab. o o I“E“Z = E
3. Click Add.
4. In the Name box, type sSKIPBACKUPBROWSE.
5. In the Location box, select CommServe.

B3 Add Registry Key on Windows Cient leonard =
6. In the Type box, select REG_SZ. Neme  fsmmoumomE
7. In the Value box, type Y. LW:“ ::E:”; j
8. Click OK. e —

=l
nid [z || pee

ENHANCING BACKUP PERFORMANCE

Backup performance can be increased by setting the RMAN Disk Ratio value for distributing the backup load across disks. By default, the RMAN disk ratio is not
set.

Backup performance can also be enhanced by setting additional configurations at the subclient level. See Enhancing Backup Performance for more details.
Use the following steps to set the RMAN disk ratio:

1. From the CommcCell Browser, navigate to Client Computers | <Client> | Oracle |
<Instance>.

Right-click the <Subclient> and click Backup.

Click Advanced.

Click the Oracle Options tab.

Select the Enable Rman Disk Ratio check box.

Type the number of disks in the Rman Disk Ratio box.

N o o~ w N

Click OK.
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Advanced Backup Options

Job Retry | Meda | Data Path | aultTracking

o |
Oracle Options ) | Bacwp Archivelogs | Deletearchivelogs | Customrmanscript | Alert

“The backup wil continue until the number of datahase biock corruptions reaches a threshold

M Db Block Corruptians | 03

K[ Enable Rrman Disk Ratic
Fovon Dk Ratio | 2] )

oraceTag: |

I Backup Controlfle for Standsy

== || &

VALIDATING BACKUPS FOR RESTORE

You can validate previously run backups to ensure the integrity of the data for successful restores.
Use the following steps to validate the backup jobs of a subclient:

Subclient Properties of default

1. From the CommcCell Browser, navigate to Client Computers | <Client>| Oracle |

PrejPost Process | StorageDeviee | activies Contral |
<Instance>. General | Content
Backup Arguments | Offine Argumenls
2. Right-click the Subclient and click Properties. P — Comman Arguments
3. Click the Backup Arguments tab, and then click the Options tab. L|SKIPREAD OMLY B vascate
; I Enable Table Erowse

4. Select the Validate check box. I~ SKIP OFFLINE

™ Resync Catalog
5. Click OK. I SR ACEESSTEE (This optien can only be selzcted when the *Use Catalog

Canneat® of the instance level is selected)

crcsl |t

DISABLING RMAN WARNINGS FROM RMAN OuUTPUT
By default RMAN warnings are reported in the RMAN output. If such warnings are found during backups, the job is reported as ‘Completed With Errors’.

Use the following steps to disable the RMAN warnings:

‘GLOBALLY DISABLING ALL RMAN WARNINGS

From the CommcCell Browser, right-click <CommServe>.

Click Properties, and then click the Registry Key Settings tab.
Click Add.

In the Name box, type sIGNORERMANWARNINGS.

In the Location box, select CommServe.

In the Type box, select REG_SZ.

In the Value box, type Y.

@ N o v~ W NR

Click OK.

Page 104 of 261



User Guide - Oracle iDataAgent

CommCell Properties

General | Version | Security Registry Key Settings | activiy Control| Advanced Features | Firewall Corfiguration |

Name | Location | Type | Value | Enabled %
2
‘Add Registry Key on Windows Client commdocs
Name  [iGHORERHAWARNINGS
[ r—— =
[ =
vae [y

ok Cancel Help

=
edt || bt

ok Cancel Help.

DISABLING ALL RMAN WARNINGS FOR A SPECIFIC CLIENT

Note that if this option is set in both the client and the CommServe, the client side value will override the value set in the CommServe.

Client Computer Properties for sdr2k8 [x]

1. From the CommcCell Browser, navigate to Client Computers. el vf Secury | Activty Control | Groups | Frepal Gonfiaation || Nebwork Thotting | Poies
Job Configuration | Encryption | Advanced | Conkent Indexing | Registry Key Seffings | Cient Side Deduplcation
2. Right-click <Client> and then click Properties. T __JL__win__JL__i>_JL_tzla__Jl_Guill |j
3. Click the Registry Key Settings tab.
4. Click Add.
5. In the Name box, type sIGNORERMANWARNINGS.
6. In the Location box, select OracleAgent.
Mame  [oIGHORERMANWARNINGS
7. Inthe Type box, select REG_SZ. Locdin [cradsngar: |
On Unix Client, select Value. e fees ]|
vaue ¢
8. In the Value box, type Y.
Cancel Help
9. Click OK.
]
add Edi
oK Cancel Help
‘GLOBALLY DISABLING SPECIFIC RMAN WARNINGS
CommCell Properties

N o o hwnNR

From the CommCell Browser, right-click <CommServe>.

Click Properties, and then click the Registry Key Settings tab.
Click Add.

In the Name box, type sIGNORE RMAN WARNINGLIST.

In the Location box, select CommServe.

In the Type box, select REG_MULTI_SZ.

In the Value box, type RMAN-<number rman_codel>, RMAN-<number rman_code2>, ...

For example, to disable RMAN-06061 warning at the CommServe level, type

SIGNORE_RMAN WARNINGLIST RMAN-06061.

Click OK.

General | Version | Security Registry Key Settings | activiy Control| Advanced Features | Firewall Corfiguration |

Name | Location | Type | Value | Enabled %
Add Registry Key on Windows Client commdocs
Name IS IGNORE_RMAN_WARNINGLIST
Location  [Conmrserve =
T [REG_MULTL 52 =l

Walue. ,RMnN—Dsnsl—
oK Cancal Help

=l

e | o

ok Cancel Help.
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DISABLING SPECIFIC RMAN WARNINGS FOR A CLIENT

Note that if this option is set in both the client and the CommServe, the client side value will override the value set in the CommServe.

N o 0 b~ w N

From the CommCell Browser, navigate to Client Computers.
Right-click <Client> and then click Properties.

Click the Registry Key Settings tab.

Click Add.

In the Name box, type sIGNORE RMAN WARNINGLIST.

In the Location box, select OracleAgent.

In the Type box, select REG_MULTI_SZ.

On Unix Client, select Value.

In the Value box, type RMAN-<number rman_codel>, RMAN-<number rman_code2>, ...

For example, to disable RMAN-06061 warning at the client level, type
SIGNORE RMAN WARNINGLIST RMAN-06061.

Click OK.

MANAGING JOBS

Client Computer Properties for sdrzké [x]
General | wersion | Security | Activity Control | Groups | Firewal Confiouration | Network Throtting | Folicies
3ob Configuration | Encryption | Advanced | Content Indexing | ReGitry ey 52tiids | Cient Side Deduplication
[ | Location | Type | value | Enabled ¥

Add Registry Key on Windows Client sdr2ks

Name  [sIGHORE_RMAN_WARNINGLIST

Locaton [ oracleagent |

T [rec_muir_sz =l

] FanAn-06061

3 Cancel Help
s | e
oK Cancel Help

Jobs can be managed in a number of ways. The following sections provide information on the different job management options available:

RESTARTING JOBS

Jobs that fail to complete successfully are automatically restarted based on the job restartability configuration set in the Control Panel. Keep in mind that
changes made to this configuration will affect all jobs in the entire CommcCell.

To Configure the job restartability for a specific job, you can modify the retry settings for the job. This will override the setting in the Control Panel. It is also
possible to override the default CommServe configuration for individual jobs by configuring retry settings when initiating the job. This configuration, however,
will apply only to the specific job.

Backup jobs for this Agent are resumed from the point-of-failure.

CONFIGURE JOB RESTARTABILITY AT THE COMMSERVE LEVEL

From the CommCell Browser, click Control Panel icon.
Select Job Management.

Click Job Restarts tab and select a Job Type.
O Select Restartable to make the job restartable.

O Change the value for Max Restarts to change the maximum number of times the

Job Manager will try to restart a job.

O Change the value for Restart Interval (Mins) to change the time interval
between attempts for the Job Manager to restart the job.

Click OK.

CONFIGURE JOB RESTARTABILITY FOR AN INDIVIDUAL JOB

1.

2.

From the CommCell Console, navigate to Client Computers | <Client> | Oracle |
<Instance>.

Right-click the Subclient and select Backup.

Job Management
General | Job Priorities | Job Restarts | Job Updates
Job Reestart

Job Type Max Restarts

Disaster Recovery backup -

Documentum (Data Protection)

Download/Copy Updates

Exthange DB (Data Protection)
d

and Indexirn G
Filz: System and Indexing Based (C
Information Management
Informix DB (Data Pratection)
Install Updates
Lotus Motes DB (Data Protection) :I
Wedia Refresh
MYSQL (Data Protection)
Cffine Content Indexing
Orline Comtent Indexing
Gracle DB (Data Protection)
Other (Data Protection)
SQL DB (Data Protection)

SO (P2 el

Start Phase Retry Interval (Mins) 104

Restart Interval (Mins)

Restartable

[ Breemptatie

[]Enable Tatal Running Time:

3]
4
(o Do ) e
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3. Click Advanced.
4. In the Advanced Backup Options dialog box, click the Job Retry tab.

5. Select Enable Total Running Time and specify the maximum elapsed time before a
job can be restarted or killed.

Select Kill Running Jobs When Total Running Time Expires to kill the job after
reaching the maximum elapsed time.

6. Select Enable Number Of Retries and specify the number of retries.

7. Click OK.

ooy

CONTROLLING JOBS

The following controls are available for running jobs in the Job Controller window:

Temporarily stops a job. A suspended job is not terminated; it can be restarted at a later time.
SUSPEND

Resumes a job and returns the status to Waiting, Pending, Queued, or Running. The status depends on the availability of
RESUME resources, the state of the Operation Windows, or the Activity Control setting.

Terminates a job.
KILL

SUSPENDING A JOB

1. From the Job Controller of the CommCell Console, right-click the job and select Suspend.

2. The job status may change to Suspend Pending for a few moments while the operation completes. The job status then changes to Suspended.

RESUMING A JOB

1. From the Job Controller of the CommCell Console, right-click the job and select Resume.

2. As the Job Manager attempts to restart the job, the job status changes to Waiting, Pending, or Running.

KILLING A JOB

1. From the Job Controller of the CommCell Console, right-click the job and select Kill.

2. Click Yes when the confirmation prompt appears if you are sure you want to kill the job. The job status may change to Kill Pending for a few moments
while the operation completes. Once completed, the job status will change to Killed and it will be removed from the Job Controller window after five

minutes.

ADDITIONAL OPTIONS

The following table describes the available additional options to further refine your backup operations:

OPTION DESCRIPTION

RELATED TOPICS

Startup Options

<Instance>.

Click Advanced and click Startup tab.
Select the Change Priority checkbox.

I U

7. Click OK.

The Startup Options are used by the Job Manager to set priority for resource allocation. This is
useful to give higher priority to certain jobs. You can set the priority as follows:

1. From the CommCell Browser, navigate to Client Computers | <Client> | Oracle |

Right-click the Subclient in the right pane and click Backup.

Enter a priority number - 0 is the highest priority and 999 is the lowest priority.

Select the Start up in suspended State check box to start the job in a suspended state.

Refer to Job Priority and
Priority Precedence.

Alerts

<Instance>.

Click Advanced and select the Alert tab.
Click Add Alert.

v A wWN

criteria and click Next.

This option enables users or user groups to get automatic notification on the status of the data
protection job. Follow the steps given below to set up the criteria to raise notifications/alerts:
1. From the CommCell Browser, navigate to Client Computers | <Client> | Oracle |

Right-click the Subclient in the right pane and click Backup.

From the Add Alert Wizard dialog box, select the required threshold and notification

Refer to Alerts.
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6. Select the required notification types and click Next.
7. Select the recipients and click Next.

8. Click Finish.

9. Click OK.

Vault Tracker

This feature provides the facility to manage media that is removed from a library and stored in
offsite locations. Depending on your VaultTracker setup, select the required options. Use the
following steps to access and select the VaultTracker options.

1. From the CommCell Browser, navigate to Client Computers | <Client> | Oracle |

<Instance>.
2. Right-click the Subclient in the right pane and click Backup.
3. Click Advanced and select the VaultTracking tab.

4. Select the required options.

5. Click OK.

Refer to VaultTracker or
\VaultTracker Enterprise.

Extended Data Retention

This option allows you to extend the expiration date of a specific job. This will override the
default retention set at the corresponding storage policy copy. Follow the steps given below to
extend the expiration date:

1. From the CommCell Browser, navigate to Client Computers | <Client> | Oracle |

<Instance>.
2. Right-click the Subclient in the right pane and click Backup.
3. Click Advanced and select the Media tab.

4. Select one of the following options:
o Infinite - Select this option to extend the expiration date by infinite number of days
O Number of day - Select this option to specify the number of days to extend the
expiration date and then enter the number of days.

5. Click OK.

Refer to Extended Retention
Rules.

Allow Other Schedules to
Use Media Set

The Allow Other Schedules to use Media Set option allows jobs that are part of the schedule or
schedule policy and using the specific storage policy to start a new media. It also prevents
other jobs from writing to the same set of media.

1. From the CommCell Browser, navigate to Client Computers | <Client> | Oracle |

<Instance>.
2. Right-click the Subclient in the right pane and click Backup.
3. Click Advanced and select the Media tab.
4. Select the Allow Other Schedules To Use Media Set check box.
5. Click OK.

Refer to Creating an
Exportable Media Set.

Mark Media Full

This option marks the media as full, two minutes after the successful completion of the data
protection job. This option prevents another job from writing to this media. Follow the steps
given below:

1. From the CommCell Browser, navigate to Client Computers | <Client> | Oracle |
<Instance>.

2. Right-click the Subclient in the right pane and click Backup.
3. Click Advanced and select Media tab.

4. Select the Mark Media Full on Success check box.

5. Click OK.

Refer to Start New Media.

Start New Media

The Start New Media option enables you to start the data protection operation on a new media.
This feature provides control over where the data physically resides. Use the following steps to
start the data protection operation on a new media:

1. From the CommCell Browser, navigate to Client Computers | <Client> | Oracle |
<Instance>.

Right-click the Subclient in the right pane and click Backup.
Click Advanced and select the Media tab.
Select the Start New Media check box.

2.
3.
4,
5. Click OK.

Refer to Start New Media.

Data Path Options

Data Protection operations use a default Library, MediaAgent, Drive Pool, and Drive as the Data
Path. You can use this option to change the data path if the default data path is not available.
Follow the steps given below to change the default data path:

1. From the CommCell Browser, navigate to Client Computers | <Client> | Oracle |

<Instance>.

Refer Change Data Path.
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2. Right-click the Subclient in the right pane and click Backup.
3. Click Advanced and select the Data Path tab.

4. Select the MediaAgent and Library.

5. Select the Drive Pool and Drive for optical and tape libraries.

6. Click OK.

CommcCell Readiness
Report

readiness of the Client, MediaAgent and CommServe. It is useful to run this report before
performing the data protection or recovery job. Follow the steps given below to generate the
report:

1. From the Tools menu in the CommcCell Console, click Reports.
Navigate to Reports | CommServe | CommCell Readiness.

Click the Client tab and click the Modify button.

Eal N

In the Select Computers dialog box, clear the Include All Client Computers and All
Client Groups check box.

Select the client from the Exclude list.
Click the Include > button.

Click OK.

Click the MediaAgent tab.

w ® N o u”

Clear the Include All MediaAgents checkbox.
L0. Select the MediaAgent from the Exclude list.
1. Click Include >.

12. Click Run.

The generated report is displayed.

The CommCell Readiness Report provides you with vital information, such as connectivity and

Refer to CommCell Readiness
Report.

Backup Job Summary
Report

are run in last 24 hrs for a specific subclient. You can get information such as status, time,
data size etc. for each backup job. It is useful to run this report after performing the backup.
Follow the steps given below to generate the report:

1. From the Tools menu in the CommCell Console, click Reports.
Navigate to Reports | Jobs | Job Summary.

Click Data Management on the General tab in the right pane.

Click Subclient and select the Edit tab.

2

3

4. Select the Computers tab.

5

6. Navigate to Client Computers | <Client> | File System | Backup Set | Subclient.
7

Click Run.

The Backup Job Summary Report provides you with information about all the backup jobs that

Refer to Backup Job Summary
Report.
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Browse Data - Oracle iDataAgent

TABLE OF CONTENTS

Understanding the Browse Window

Browse Data
Latest Data
Data Before a Specified Time

Browse from Copies

List Media

Image/No-Image Browse

Establish the Page Size for a Browse
Browse Database Tables

Browse Using MediaAgent

UNDERSTANDING THE BROWSE WINDOW

Browse provides an easy-to-use convenience to search and restore data.

Dsrsaux

You can open the browse window from client, agent, instance or subclient level. The sub levels displayed
in the browse window is based on where you start the browse operation.

SELECTING OBJECTS FROM THE BROWSE WINDOW FOR RESTORE

The browse window displays objects and consists of two parts:

e The left pane displays the object tree at the selected level.

e The right pane displays the contents of the selected object.

Note that the window displays only the data that was obtained by a backup. Data that is excluded by a filter, or data which did not exist as of the specified
browse time does not appear in the window.

Selections follow these rules:

e All selections are recursive.

e Clicking a box again causes the selection to be cleared.

e If you select an object in the left pane, then all of its contents are selected.

e You can select a specific object in the right pane.

Selection status is revealed by the selection icons as follows:

[l Indicates that the object is not selected for restoration.
(d Indicates that a portion of the object is selected for restoration. i.e., only some of the child object(s) within the selected object.
a Indicates that the entire object, including all of its child objects, are selected for restoration.

BROWSE DATA

The option to browse the backup data provides the facility to view and restore the data that was backed up. The following sections explain how to browse the
backup data.

LATEST DATA

Follow the steps given below to view the latest data backed up by a backup set:

1. From the CommCell Browser, navigate to Client Computers | <Client> | Oracle
2. Right-click a Instance and click All Tasks | Browse/Browse Backup Data.

3. Click OK.
The latest data backed up by all the subclients is displayed in the Client Browse tab.
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‘DATA BEFORE A SPECIFIED TIME

Follow the steps given below to browse the data backed up before specified time:

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle
Right-click a Instance and click All Tasks | Browse/Browse Backup Data.
Select Specify Browse Time.

Select a date and time to Browse Data Before it.

Click OK.

v oA W N e

BROWSE FROM COPIES

By default, when a browse operation is requested, the software attempts to browse from the storage policy copy with the lowest copy precedence. If the data
that you want to browse was already pruned from the primary copy, the software searches the other copies of the storage policy, starting from the copy with
the lowest copy precedence to a copy with the highest copy precedence.

This feature is useful in the following conditions:

e The media containing protected data for a particular copy has been removed from the storage library, you can choose to browse from a copy whose media
are inside the library.

e Allows browsing from a copy that accesses faster disk media rather than slower tape media.

e When media drives used by a particular copy are busy with another operation, this helps in browsing from a different copy to avoid resource conflicts.

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle
Right-click a Instance and click All Tasks | Browse/Browse Backup Data.

From the Browse Options dialog box, click Advanced.

A

In the Advanced Browse Options dialog box select the Browse from copy
precedence option.

If you specify a copy precedence number for a browse
operation, the software searches only the storage policy copy
with that precedence number in all storage policies used for
securing the data. If data does not exist in the specified
copy, the browse operation fails even if the data exists in
another copy of the same storage policy.

5. Specify the precedence number in Copy Precedence.
6. Click OK in the Advanced Browse Options dialog box .
7. Click OK in the Browse Options dialog box.

LIST MEDIA

List media option is useful to predict media required to restore the index required to browse data. This is useful when the index is not available in the index
cache.

The following section describes how to perform this operation.

1. From the CommcCell Browser, navigate to Client Computers | <Client> | Oracle
2. Right-click a Instance and click All Tasks | Browse/Browse Backup Data.

3. From the Browse Options dialog box, if required, select the following options:

‘Gt Computer:

o Click Browse the Latest Data to list media associated with the most recent data
protection cycle. e
o Click Specify Browse Time to list media associated with data protection e [0
operations up to the specified date and time range. Use the Browse Data Before
box to specify the end date and time. ] ) () ()

O Click Advanced and then click Exclude Data Before and then select the date and
time from which you wish to list media associated with data protection operations.

Use Medahost | un EDIARGENT>

Expotice... Bcode.. Contaner Wy medaTpe st v
¢ Mopetc  Medsinlbery el Dk » s

4. Click List Media.

5. From the List Media dialog box, select the media you wish to recall and click Recall et | coen )
Media.

6. From the Recall Media dialog box General tab, select the following:
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O The time until which the media would be retained in the library for read
operations.

O A reason for recalling the media.

From the Destination tab, configure the following destination options:

O Click the Track Transit option and select the transit location from the list, to track
the transit information.

O Select the desired Destination.

o If desired, select the Move Media to Overwrite Protection Pool option along
with the desired pool to which the media will be moved.

O Select Acknowledge the action as Reached Destination automatically if
desired.

Click OK.

IMAGE/NO-IMAGE BROWSE

Image browse displays the structure of the entity as it existed as of some specified time. When you browse data in the image mode, the system by default
returns the requested data based on the latest image available. The image browse can only restore the latest version. If the requested version was deleted
before the most recent full backup, the default browse will not find the data.

The no-image browse is useful for retrieving data that may have been deleted at some unknown time. It is also useful to retrieve a previous backup version.

i

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle

Right-click a Instance and click All Tasks | Browse/Browse Backup Data.

From the Browse Options dialog box, select one of the following options:

O Click and select the Show Deleted Items option to perform a no-image browse of
the data.

O Clear the Show Deleted Items option to perform an image browse of the data.

Click OK.

ESTABLISH THE PAGE SIZE FOR A BROWSE

The Page Size option allows you to specify the number of objects to be displayed in the browse window. You can browse through each page list by selecting the
appropriate page number in the Browse window. This field reverts back to the default setting after use.

e

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle

Right-click a Instance and click All Tasks | Browse/Browse Backup Data.
From the Browse Options dialog box, enter a value for Page Size.
Click OK.

BROWSE DATABASE TABLES

This option displays the backup data as database tables of each user in a tree view during the browse operation and allows selecting multiple tables to restore
them to a destination location.

i

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle

Right-click a Instance and click All Tasks | Browse/Browse Backup Data.
From the Browse Options dialog box, click and select Table View.
In order to browse and restore the database tables, you

must run a full backup of the entire database with the
Enable Table Browse option enabled at the Subclient level.

See, Enabling Table Browse for Restores for more
information.

Click OK.

You can restore the data as database tables as described in Restoring Tables to a
different Host.
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BROWSE USING MEDIAAGENT

Data can be restored from any compatible library and drive type in the CommCell. By default, the system automatically identifies and restores data from any
configured library in the CommcCell, even if the media is not available in the original library in which the data protection operation was performed. Use this
procedure to Browse using a specific MediaAgent.

1. From the CommCell Browser, navigate to Client Computers | <Client> | Oracle b =

© Browse the Latest Data

2. Right-click a Instance and click All Tasks | Browse/Browse Backup Data. e —

3. From the Browse Options dialog box, choose the MediaAgent that must be used to
perform the browse.

4. Click OK. T =
Client Computer:
Use MediaAgent 'WMBW> = |
[<ANY MEDIAAGENT> l

o e ——

pageSize: | 1000 |
Table View
[ oK ] [ Cancel ] [ Advanced ] [ List Media ] [ Help ]
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Advanced Restore - Oracle /iDataAgent

TABLE OF CONTENTS

Restoring and Recovering an Entire Database
To the Same Host
To a New Host with the Same Directory Structure
To a New Host with a Different Directory Structure
To a Previous Point-in-Time
Using a Tag

Restoring Individual Datafiles/Tablespaces
Redirecting to a New Location
Using a Tag
Restoring Archive Logs
All Logs
To a Specific Log Time
To a Specific Log Serial Number
Using a Tag

Restoring Control File/SP File
From the Latest Backup
From a Specific Backup
From a Copy of the Control File
To a Point-in-Time
To a New Location
From A Custom Auto Backup Without Catalog

Restoring Container and Pluggable Databases
Restoring a Container Database
Restoring Pluggable Databases from a Container Database Backup
Restoring Pluggable Databases from a Pluggable Database Backup

Recovering a Database
To the Current Time
To a Point-in-Time
To a Specific System Change Number

Creating a Duplicate Database
On a Different Host with the Instance Configured
On a Different Host without an Instance Configured
On the Same Host without the Instance Configured
On the Same Host with the Instance Configured
Excluding Read-only Tablespaces During Restore
Opening the Database in Restricted Mode after a Restore
Excluding Tablespaces from a Restore
Creating Online Redo Log Files after a Restore
Setting up the Redo Log Files
Disabling File Name Validation During a Restore

Creating a Standby Database
On a Different Host without the Instance Configured
On a Different Host with the Instance Configured

Restoring Database Tables
To the Source Database
To a Different Database on the Same Host
To a Different Host
Using a User-defined Auxiliary Instance for a Database Client Not on the Source
Setting up the Auxiliary Instance
Using a User-defined Auxiliary Instance
Disabling Clean-up of Auxiliary Instance after Restore
Restoring Tables with Non-English Characters
Exporting Table Objects
Selecting/De-Selecting Dependent/Referenced Tables
Including all Dependencies to the Dependent/Referenced Tables
Deleting Existing Tables during a Restore

Automatically Switching the Database Mode before a Restore
Opening the Database after a Restore

Setting the Log State after a Restore

Setting the Database Incarnation

Command Line Restores
Log on to the CommServe
Perform the Restore
Running RMAN Scripts Using QCommands
Viewing RMAN Scripts from the CommCell Console
Customizing RMAN Scripts from the CommCell Console
Running RMAN Scripts from the RMAN Interface
Restoring from a Secondary Copy using RMAN Interface
Restoring Multiple Streamed Backups

Restoring From Conflicting Backups
In-place Restore
Cross-machine Restore
Duplicate Restore
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Resetting the Database after a Restore
Disabling Failovers During Restores

Setting Up Pre-Post Processes
Setting Up a Pre/Post Process to run after Each Attempt

Validating Restores

Setting the Database Identifier (DBID)
Setting Up Online Redo Log Files
Enhancing Restore Performance
Scheduling a Restore

Managing Restore Jobs
Restarting Jobs
Controlling Jobs
Resubmitting Jobs

Additional Restore Options

RESTORING AND RECOVERING AN ENTIRE DATABASE

When the database is corrupted or lost, you can restore and recover it from the latest offline or online full backup (depending on how the subclient was
configured for backups).

TO THE SAME HOST

By default, the database is restored to the same location from where it was backed up. Once the database is restored, it is recovered to the current time.

Use the following steps to restore and recover a database to the same host:

oA WL

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.
Right-click the <Instance>, point to All Tasks and then click Restore.

Verify that the Restore Data and Recover options are selected.

Select the Restore Control File check box.

Click OK.

o o prreey
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TO A NEW HOST WITH THE SAME DIRECTORY STRUCTURE

If the computer on which you hosted a database is damaged or destroyed, you can restore and recover the lost database with the same directory structure on
to a new host.

By default, the database is restored in the ARCHIVELOG mode, You can also choose to restore the db in NOARCHIVELOG mode.

Use the following steps to restore and recover a database to a new host with the same directory structure:

PREREQUISITES

1.

Verify the following in both the source and destination computers:

e The connection specifications (host, service name, port) in the tnsnames.ora file on
both the source and destination computers should be different.

e The <username> you use for the destination computer is different than the username
for the source computer.

e Sufficient disk space is available on the destination computer to accommodate the
restored database.

o Both the source and destination computers should have the following similar features:

O O O O O O

Operating systems

Oracle version
ORACLE_SID

init <SID>.ora file
Processor (32-bit or 64-bit)
Datafile directory structures

SETTING UP THE SOURCE AND DESTINATION HOSTS
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2.

Create a new user account with recovery catalog owner permission within the
Recovery Catalog for the destination computer. Use a different <username>

Manually transfer the Oracle password file orapw<oOracle SID name> from the
source computer to the destination computer. Usually, this file resides in
ORACLE_HOME/dbs.

Export the recovery catalog data for the catalog user.

For example, if the user ID for the recovery catalog owner is userl, you need to
export the database backup information for user1.

Import the recovery catalog data to the new user account for the destination
computer.

Copy the recovery catalog’s connect string entry in the tnsnames.ora file from the
source host to the destination host.

Make sure that the ORACLE_SID and ORACLE_HOME are appropriately configured on
the destination computer.

Install the Oracle iDataAgent and configure it as client in the same CommServe in
which the source computer resides.

Create and configure a new Oracle instance, similar to the one existing in the source
computer on the destination computer. Ensure that this instance is in NOMOUNT
mode.

RESTORING THE DATABASE

10.
11.
12.
13.
14,

15.
16.
17.

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.
Right-click the <Instance> point to All Tasks and then click Restore.

Select the name of the client computer from the Destination Client list.

Select Restore Control File check box.

Click Advanced.

Click the Options tab.
If the database is in NOARCHIVELOG mode, then select No Redo Logs.
Click OK.

Example:

SQL>create user <username> identified by <password>
2>temporary tablespace <temp tablespace name>
3>default tablespace <default tablespace name>
4>quota unlimited on <default_ tablespace_name>;

Statement processed.

SQL>grant connect, resource,

<username>;

Statement processed.

Example using IMPORT CATALOG Command:

RMAN>IMPORT CATALOG userl/userl@src;

<service name> =
(DESCRIPTION =
(ADDRESS = (PROTOCOL =
= <##>))

(CONNECT_DATA = (SID =

Example:
For Unix:

<protocol>) (HOST

recovery catalog_owner to

= <host>) (PORT

<Recovery Catalog database>)))

#export ORACLE_SID= <target database SID>
#export ORACLE_HOME= <Oracle home directory>

For Windows:

C:\set ORACLE SID= <target database SID>

C:\set ORACLE HOME= <Oracle home directory>

o e prreey
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Oracle Advanced Restore Options for Client: sdr2k8 SID: orcl2. x|
Genersl |  CopyPrecedence |  DataPath Encypton | Prefost | Startup
Mert |  Customizescript | Redrect  Options | Restore |  Ctl &SP Files Recover
Time Zone: | (GMT-08:00) Pacific Tme (Us & Canada) =
I Reset Database I~ openDB
Reset Logs None = I~ NoRe-do Logs
I Switch Database mode for Restore
I~ validate I~ Disable Orade Channel Restore Failover
[~ SetDBID
Max Open Files: o j k
Set DB Incarnation 0 j
Cncel | b

TO A NEW HOST WITH A DIFFERENT DIRECTORY STRUCTURE

If the computer on which you hosted a database is damaged or destroyed, you can restore and recover the lost database on a new host computer with a
different directory structure. You can restore a database either in ARCHIVELOG or NOARCHIVELOG mode on a new host.

By default, the database is restored in the ARCHIVELOG mode, You can also choose to restore the db in NOARCHIVELOG mode.

Use the following steps to restore and recover a database to a new host with a different directory structure:

PREREQUISITES

1.

Verify the following in both the source and destination computers:

e The connection specifications (host, service name, port) in the tnsnames.ora file on
both the source and destination computers should be different.

e The <username> you use for the destination computer is different than the username
for the source computer.

S

ufficient disk space is available on the destination computer to accommodate the

restored database.

Both the source and destination computers should have the following similar features:

O O O 0O 0O O

Operating systems

Oracle version
ORACLE_SID

init <SID>.ora file
Processor (32-bit or 64-bit)
Datafile directory structures

CONFIGURING THE INIT <SID>.0ORA FILE

Copy the init<SID>.ora from the old host to the new host.

Edit the init<sID>.ora file on the new host to reflect all the directory structure

changes (i.e., change the path for control files, archivelog destination and *dump
destinations).

Create the directory structures as defined in init<sSID>.ora file for all paths.

SETTING UP THE SOURCE AND DESTINATION HOSTS

5.

Create a new user account with recovery catalog owner permission within the
Recovery Catalog for the destination computer. Use a different <username>

6. Manually transfer the Oracle password file orapw<Oracle SID name> from the

source computer to the destination computer. Usually, this file resides in

Example:
SQL>create user <username> id

2>temporary tablespace <temp_

entified by <password>
tablespace_name>

3>default tablespace <default tablespace name>
4>quota unlimited on <default tablespace name>;

Statement processed.

SQL>grant connect,
<username>;

resource,

Statement processed.

recovery catalog_owner to
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10.

11.

12.

ORACLE_HOME/dbs.

Export the recovery catalog data for the catalog user.

For example, if the user ID for the recovery catalog owner is userl, you need to
export the database backup information for user1.

Import the recovery catalog data to the new user account for the destination
computer.

Copy the recovery catalog’s connect string entry in the tnsnames.ora file from the
source host to the destination host.

Make sure that the ORACLE_SID and ORACLE_HOME are appropriately configured on
the destination computer.

Install the Oracle iDataAgent and configure it as client in the same CommServe in
which the source computer resides.

Create and configure a new Oracle instance, similar to the one existing in the source
computer on the destination computer. Ensure that this instance is in NOMOUNT
mode.

RESTORING THE DATABASE

13.
14.
15.
16.
17.

18.
19.
20.

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.
Right-click the <Instance> point to All Tasks and then click Restore.

Select the name of the client computer from the Destination Client list.

Select Restore Control File check box.

Click Advanced.

Click the Options tab.
If the database is in NOARCHIVELOG mode, then select No Redo Logs.
Click OK.

Example using IMPORT CATALOG Command:

RMAN>IMPORT CATALOG userl/userl@src;

<service_name> =
(DESCRIPTION =
(ADDRESS = (PROTOCOL =
= <##>))
(CONNECT_DATA =

<protocol>) (HOST = <h

(SID = <Recovery Catalog dat
Example:

For Unix:

#export ORACLE_SID= <target database SID>
#export ORACLE_HOME= <Oracle home directory>

For Windows:
C:\set ORACLE SID= <target database SID>
C:\set ORACLE HOME= <Oracle home directory>

ost>)

abase>)))

o e prreey

s | £ ]

coot | (o) Dome | o |

Oracle Advanced Restore Options for Client: sdr2ks SID: orcl2 x|

Data Path
Options

CopyPrecedence |
| Redirect

General |

Startup

Encypton | PrefPost
Mert | Customize script Restore |  Ctrl 5P Files Recover

Time Zone: | (GMT-08:00) Pacific Tme (Us & Canada) =

I Reset Database I~ openDB

None ~

I Switch Database mode for Restore

Reset Logs I~ NoRe-doLogs

I~ validate I~ Disable Orade Channel Restore Failover
[~ SetDBID
Max Open Files: o j k
Set DB Incarnation 0 j
Cncel | b

TO A PREVIOUS POINT-IN-TIME

The point-in-time restore is useful in the following scenarios:

e If any undesired transaction occurs in the database, you can revert the database to a state just before the transaction.

e If a database fails, you can restore to the state just before the point of failure.

When you restore and recover an entire database to a previous point-in-time from an online backup or offline backup (depending on how the subclient was

configured for backups) to the original host, it is recommended to use the control files.
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When you perform a point-in-time restore for a database, the next scheduled backup for that database will

automatically convert to a full backup.

Use the following steps to restore and recover a database to a previous point-in-time:

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.

1
2. Right-click the <Instance>, point to All Tasks and then click Restore.

3. Select Restore Control File check box, if you want to restore the control file(s).
4

Click Advanced.

5. Click the Restore tab.

6. Click To Point-In-Time and select the data and time.

7. Click the Recover tab.

8. Click the Point-In-Time and select the data and time.

9. Click Ctrl&SP Files Tab, if you have selected to restore the control file(s).
10. Select Restore From check box.

11. Click the Point-In-Time and select the data and time.

You must restore the control files to a point-in-time later than or equal to the point-

in-time set in the Restore tab.

12. Click OK.

=

e o] O —
[ —

- ek

3] et [

o prreey

oo [(F] oot | vt || ez | e |

Oracle Advanced Restore Options for Client: sdr2k8 SID: orcl2

CopyPrecedence | DataPath | Enavotion |
| Redrect | Optons  Restore | ctlasPFies

General |
Alert | Customize seript

Pre/Post Startup
Recover

x|

~ ¥ Restore Data

[Mon 081372011 ~ |l

@u Boirt in e

05:53 : 29AM :D

" Fromthe LatestBackup I Check READ ONLY

[ Teg [

~ ™ Restore Archive Log
& al

€. Bylog Time

= [ [o5:53 :l25am :I
= |[ [o5:s3 :l25am :I

[ start: Mo 06/13/2011

I End:  [Mon 0871372011

By Log SerialNumber

I~ Start: ,—tj I |End: ! j

I~ By Tag [

Terget Directory: Browse

cacd |t

Oracle Advanced Restore Options for Client: sdr2k8 SID: orcl2

|

Gereral | Copy Precedence | DataPath Enayption | PrefPost | Stertup
flert | Customizescript | Redrect | Options | Restore | il &sPFies
~ ¥ Recover

€ Current Time

@F_ﬂ_\r_\t!r_\ﬁmg [Mon 081372011 > |[ 05:53:208M :D

€ san |

Cancel Help
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USING A TAG

Oracle Advanced Restore Options for Client: sdr2kg SID: orcl2 x|

CopyPrecedence | DataPath Enayption | Prefost | Startup

General |
| Redrect | oOptions | Restore Cl&SPFies | Recover

Alert | Customize script
~ [V Restore Control File

{5 From auto Backup (' From backup piece ‘

G'ra Point In Time ~ |[ 05:53:25Am :D
[~ Restore Control Fiie As: Browse

- [~ Restore SP File

[en 06/13/20 11

’— [~ Restore From. ‘

(& From suto Backup ¢~/ From backup piece

> | D823 :29em =
Brawse

[~ To Point In Time [¥on 0871372011

™ Restore 5P Fle As:

Cancel Help

If you have assigned unique identification tags for the data, you can restore and recover an entire database from a specific backup using the tags.

Use the following steps to restore the database with specific identification tags:

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.
Right-click the <Instance>, point to All Tasks and then click Restore.

Select Restore Control File check box.

AW N R

Click Advanced.

5. Click the Restore tab.

6. Click By Tag and type the Tag name that is assigned for a specific data backup that
you want to restore.

7. Click OK.

RESTORING INDIVIDUAL DATAFILES/ TABLESPACES

S L [y |
=
mmmmm 7] et [
Ll e

[Eem— i
P

sonm e o .

e (VA [ nea Wl e e

Oracle Advanced Restore Options for Client: dbservel SID: largedb x|
General | CopyPrecedence | DamPath | =oovpton | Prefost Startup
Aert | Customizescript | Redrect | Optons — Restre | ctlasPFles | Recover
~ ¥ Restore Data
£ To Point In Time [wed 0771372011 > |[ Tos:a3 asam :’

& From the LatestBackup I Check READ ONLY

QV Ted [ )

~ I Restore Archive Log

& Al

1By Log Time:
[ start:  [wed 07/13/2011 = |[ o643 F5sam :I
" End:  [wedo7/13/2011 = |[ o543 s am :’

By Log Serial Number:

I~ Starts ,—lj I |End: l—lj

I~ By Tag [

Target Directory: Browse
caxd |t

In addition to restoring a database, you can also restore specific tablespaces or datafiles that were lost due to an error or corruption. By default, the selected

tablespaces/datafiles are restored to the original location from the latest online backup.

Use the following steps to restore the datafile(s) or tablespace(s):

1. From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.

2. Right-click the <Instance>, point to All Tasks and then click Browse Backup
Data.

3. Click OK.
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4.

In the right pane of the Browse window, select the datafiles or tablespaces you want

to restore and click Recover All Selected.

Click Advanced.

Click the Options tab and select the Switch Database mode for Restore
checkbox.

Click OK.

If you are restoring system tablespaces, you need to
manually switch the database to mount mode.

o x

& s > ) e conputes > B8 5926 > 58 0 > B w2 >

Shdertion: I Strage oty

= derait
e

L — |

e s | T 2
5 e o
B s I showoekediens
B s Lo
B e e[ o
o e—

I T
| | |

/B ari2 5 Ty Clent: sdr2ké (LatestD.. X
‘S Cient: scr28 (Latest Data)

Current Selected: SID: ord2 Tablespace: SYSALX

58 Orade

&[] On Demand Instance.
=0 ora

- ord2

@0 oras

@[ tarstiss

Tablespace
Tablespace
Tablespace
Tablespace

Gz ) | iswesamize |

Oracle Restore Options sdr2k8 SID: orel2 x|
General | Job Initiation |
Destination Client: [ 5,5 - | Number of streams to use for restore: 1 j

Catalog Connect: Iuserl 1 Izzz

& foad

I~ Restore Control Fle [ Restore Archivelog [ Restore 5P File

¥ Restore Data ¥ Recover ™ Duplicate DB

I MO CATALOG

The latest Database View:

d ord2
[] CATALOG_TBS
[ svsaux

[] sYsTEM
UNDOTBS 1
@ users

SAT=SLETED Refresh | MNew Browse |

Seript Preview | A o I

Concel | advanced |

[ save As seript | Help

‘REDIRECTING TO A NEW LOCATION

By default, the control file will be automatically updated with the new location when you redirect tablespaces/datafiles to a new location. Use the following steps
to redirect the tablespaces/datafiles to a new location without updating the control file:

10.
11.
12.

© N o v h~w N

From the CommCell Browser, right-click the <CommServe> and then click
Properties.

Click the Registry Key Settings tab.

Click Add.

In the Name field, type sORADISABLE_SWITCH_DATAFILE.
In the Location list, select CommServe from the list.

In the Type list, select string.

In the Value field, type ¥.

Click OK.

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.
Right-click the <Instance>, point to All Tasks and then click Restore.
Clear the Recover check box.

Click Advanced.

7 x|
I Enatied. 15
|

Type ’ﬁ‘

1 G e
| |

e .

s | v
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3] neesme e [
Ll e

[ S, | ]
[ - oo

e
o | F] o | Gy e | e |

3 Click th d b x|
13. Click the Redirect tab. T tara crypion | Prefeos g
AIGErt |‘ (Iiustum‘i:zepzapmt ‘ Redirect y ‘Eupn:r:s | R:mr:hl clm &FSP’;IE: | rffmhffr
14. Select the Redirect check box. G_Redlrectnl\Tab\espamsm‘ [ wonse ])
15. Select each object and type the new path in New Path box or click Browse to locate =
the new path. Object New Path |
16. Click Apply to confirm the new path.
17. Select the Redirect All Table Spaces to redirect all the objects displayed in the Y
object column to a new location.
18. Click OK.
New Path: [C:\APP\ADMINISTRATOR \ORADATA\ORCL 2\CATALOG 1.DBF Browse
Cancel Help
USING A TAG

If you have assigned unique identification tags during backups, you can restore from a specific backup using the tag. Use the following steps to restore the

datafile(s) or tablespace(s) using a specific tag:

5| B or2 x
& s > ) e conputes > B8 5926 > 58 0 > B w2 >
Sbdeione I Storsve ot I

1. From the CommcCell Browser, navigate to Client Computers | <Client> | Oracle.

= derait

2. Right-click the <Instance>, point to All Tasks and then click Browse Backup

Data.
3. Click OK. '
155 b Controler [
o] oD | O mmederen | <] e
o =EE
= - Stk
= o Lo
7 e ”
- raeven
| v v

B w2 5 By Clentssdrai (LatestD..
‘S Cient: scr 28 (Latest Data)
Current Selected: SI>: ord2 Tablespace: SYSALX

4. 1In the right pane of the Browse window, select the datafiles or tablespaces you want

1o estore and ek Recover Al selected P
b4 ES,ZC; SISTEM Tablemace
g =

]

5. Click Advanced.
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Oricle Restore Options sdr2k8 SID: orcl2 x|
General | Job Initiation |
Destination Client: l—_,sdrma | MNumber of streams to use for restore: l_1 :I

Catalog Connect: |user1 ! Itet @ I“fdzl

I™ Restore Control File [~ Restore Archivelog [~ Restore SP File
|V Restore Data W Recover ™ Duplicate DB

[~ NO CATALOG
The latest Database View:

[d orcl2.
[ CATALOG_TBS
[] srsaux
[ SYsTEM
@ vootes1
A Users

Status: STARTED Refiesh | NewBrowse |

sarptpreview | [ %ok I Canced | Advanced | (3 Save As saript | Help

) T
6. Click the Restore tab. General | CopyPrecedence | DataPath | Enawotion | PrefPost Startup
. . . Mert | Customizescript | Redrect | Optons — Restore |  Cir &SP Fies Recover
7. Select the Tag check box and type the Oracle Tag name that is assigned for a specific = © Rrestorzpata
backup that you want to restore. = Topoint InTime s > = =
8. Click OK. & Fromthe LatestBackup | Check READ ONLY

G Tag [

[~ I Restore Archive Log

& Al

By log Time

[7 Start:  [Mon 06/13/2011 > || im0 c0iam =)
[ End:  [Mon 08713/2011 > || w:z0coiam =)

By lLog SerialNumber:

[~ stere ,—1:| I~ End: l—lj

I~ |6y Teg [

Target Directory: li Erowse

RESTORING ARCHIVE LOGS
Archive logs can be restored separately or along with the database. Archive Log restores are useful in the following scenarios:

e If there is a database failure and you need to recover the database to the recent state, you will restore all the logs along with the database.
e If the logs from a specific time range were lost due to a hard disk corruption, you can restore them by performing a point-in-time restore of the logs.
e In certain cases, you might need to restore only specific logs that are missing in the database. Such logs can be identified and then restored using a serial

number or identification tag.

ALL LOGS

Use the following steps to restore all the archived logs (note that this is the default option):

A comcelsroneer p | Bemx
=

& comeors > ) GentComputrs > B 5938 > B8 Ok > B8 o2 >

1. From the CommCell Browser, navigate to Client Computers | <Client> | Oracle. — i = I
2. Right-click the <Instance>, point to All Tasks and then click Restore. - e x| i
it ] Webmlieem i [
3. Select the Restore Archive Log check box. e e ) - —
4. Click Advanced. =, oo
e Fostans
T Eventviener x TR 3 I canece

) oo congoter helatet Daabase ven:

PRRER et o s

sotpeven o Do st |t

5. Click the Restore tab.
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6. In the Target Directory box, type the path or click Browse to specify the path to

restore all the logs.
7. Click OK.

Oracle Advanced Restore Options for Client: sdr2k8 SID: orcl2

Genersl | CopyPrecedence | DataPath | _Enawoton | Prefost | Starup
Alert | Customize script | Redirect | Options Ctrl &SP Files Recover

x|

= I Restore Data

@ Fromthe LatestBackup [ Check READ ONLY

€170 PointIn Time [Mon 0871372011 = | 505 lesam :’

"= [

~ ¥ Restore Archive Log
(O8]

 BylogTime

[ Start:  [Mon 06/06/2011 > |[ 10:3:3mAM :I

["End:  [Mon 0871372011 = [ [i0:55 sam :’

" By Log Serial Number

[~ |Start: ,—lj I End: l—lj

I~ By Tag [

CargEtDlrELmr‘f‘ Browse

)

o p  concel Help

TO A SPECIFIC LOG TIME

When you browse between a specific point of time range, the logs pertaining to all the cycles within the specified time range will be listed.When restoring the
archive logs based on the log time, if the data is also included in the restore, ensure that the point-in-time range for the restore is the same for both the data

and logs.

If you are including the database in the restore, see point-in-time restore to restore the database to a specific point-in-time. Use the following steps to restore

the logs to a specific log time:

Select the Restore Archive Log check box.
Click Advanced.

A

5. Click the Restore tab.

6. Click By Log Time and specify the point-in-time (date and time) restore of archived

log files.

7. In the Target Directory box, type the path or click Browse to specify the path to

restore all the logs.
8. Click OK.

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.

Right-click the <Instance>, point to All Tasks and then click Restore.

& comeoss > ) GentComputrs > B 5938 > 55 Ok > B8 o2 >

Sbcmtnans I Sursperey

S deit Sora et

el | s st |

I Restore Convoirie I Restor

I nocmos

LR S—_—

=
o

s

I Restoreoats I Recoer I ouslctern

El

PRRER et o s

_soutrreien |[ Bk | _coed |G Brioverssont |

Oracle Advanced Restore Options for Client: sdr2k8 SID: orcl2

General | CopyPrecedence | DataPath | __Enavoion | Prefost | Startw
Mlert | Customize seript | Redrect | Optons Ctrl &SP Files Recover

= I Restore Data

|

@ Fromthe LatestBackup [T Chieck READ ONLY

€170 PointIn Time [Mon 081372011 =l o5 ssam :’

(e [

~ ¥ Restore Archive Log

 al

& BylogTime

[ Start:  [Mon 06/06/2011 [ || 10:39 : 38AM :I

[ End:  [Mon 06/13/2011 > |[ 10:3:3kAm :’

" By Log Serial Number

I~ Start: ,—tj I End: ! j

[~ By Tag [

C Target Directory: Browse

)

C ok p  cancel Help

TO A SPECIFIC LOG SERIAL NUMBER

Note the following when you restore the logs based on the log serial number:

e The end serial number must be greater than or equal to the start serial number. For example, S.No 1 to 15.

e The start and the end serial number cannot be 0.
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e The range of serial numbers to be restored could be from one or more backup jobs or from a part of a job and from one or more cycles.

e If only the start sequence number is provided then the logs starting from that sequence number will be restored.

Use the following steps to restore the log identified by a serial number:

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.

Right-click the <Instance>, point to All Tasks and then click Restore.

Select Restore Archive Log check box.

H W

Click Advanced.

somrereven | B | oo B soveresow: | _nep

. )
5. Click the Restore tab. General | CopyPrecedence | DataPath | _Enayotion |  PrefPost Startup
Mert |  Customizescript | Redrect | Options Ctl &SP Files Recover
6. Click By Log Serial Number and type or select the Start and End log serial | I Restore Data
numbers. 170 Point In Time [Men 06/13/2011 > |[ w:3erzeam =
7. In the Target Directory box, type the path or click Browse to specify the path to ¥ From the LatestBacup. 7| ChedkREAD ONLY
restore all the logs. e T
8. C“Ck OK. 1 [¥ Restore Archive Log
ol
By Log Time:
[7 start:  [Mon 06/05/2011 > || 10:39:z8am :I
[ End:  [Mon 06/13/2011 > || w:3erzaam =
& By Log Serial Numberi
[V Start: le I™ End: 1 j
I~ ByTag [
Gvgemvemw‘ li — )
cancel Help
USING A TAG

If you have assigned unique identification tags during log backups, you can restore the logs using the tags.

Use the following steps to restore the logs with specific identification tags:

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.

Right-click the <Instance>, point to All Tasks and then click Restore.

Select Restore Archive Log check box.

H W

Click Advanced.

‘‘‘‘‘‘‘‘‘ = e —

somrereven | B | oo B soveresow: | _nep

5. Click the Restore tab.

6. Click By Tag and type the Tag name that is assigned for a specific log backup that
you want to restore.

7. In the Target Directory box, type the path or click Browse to specify the path to
restore all the logs.

8. Click OK.
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RESTORING CONTROL FILE/SP FILE

Oracle Advanced Restore Options for Client: sdr2k8 SID:orcl2 x|
Genersl | CopyPrecedence | DataPath | _Enawoton | Prefost Startup
Aert | Customizescript | Redrect | Optons ctlaspFiles | Recover
= I Restore Data
€70 Pointon Tim [Mon 081372011 = | o5 sam :’
(% From the I Chieck READ ONLY
"= [
~ ¥ Restore Archive Log
Al
& Byiog Time
[ Start:  [Mon 06/06/2011 > |[ 10:3:3kAM :I
["End:  [Mon 0671372011 = [ [i0:l5 ssam :’
" ByLog Serial Number
[ Start: 1 j I~ |End: 1 j
@ By Tag [
EﬂﬂetDlre:ﬁnr% I e )
= <
Corsl | |_riw

Control and SP files are required to recover a database to the current state. Restoring a control/sp file is useful in the following scenarios:

e If the recovery catalog is lost.
e If the recovery catalog was never used.
e If the catalog connect string is not specified for the instance during the backup.

Ensure that the database is in NOMOUNT mode when you restore the control/sp files.

The database will be in MOUNT mode after you restore the control/SP file.

If you want to restore the backup repository contained in the control file when the Control file is lost

Ensure that you have previously configured auto backup of control files to restore the control file from auto backup. Restoring a control file will destroy all the

previous backups. Hence, you need to perform a full backup after you restore a control file.

FROM THE LATEST BACKUP

By default, the Control/SP files are restored from the latest backup. Use the following steps to restore a Control/SP file from a latest backup:

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.
Right-click the <Instance>, point to All Tasks and then click Restore.

Select Restore Control File and Restore SP File check boxes.
Click OK.

H>w N

FROM A SPECIFIC BACKUP

Bom x|

& oo > @ CencConpuis > Bt s430 > 8 ok > F w2 >

Subdentilame 1 Storage Polcy L

= aet
e

St Pyt

]
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e e - T

I Restre oo I Recover I Ouplete 08
I nocaTos

helaetDatbase v

St STATED et S

sovttrven || x| coms | (ot (psomsent | _ses

If the control file and recovery catalog are lost, you can restore the control file from a specific backup piece using a backup piece number. (Backup piece

references the backup of one or several database files)

You can obtain the backup piece value from the RMAN logs of the backup job. Use the following steps to restore a control/sp file from a specific backup:

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.
Right-click the <Instance>, point to All Tasks and then click Restore.

Select the Restore Control File and Restore SP File check boxes.
Click Advanced.

AL N R
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5. Click the Ctrl&SP Files tab. General | CopyPrecedence | Data Path Enaypton | Prefost | Startup
Mert |  Customizesaript | Redrect | Options | Restore Cl&sPFies | Recover
6. Under the Restore Control File, select Restore From check box. | ¥ Restore Control Fie
7. Click From Backup Piece box and type the Backup Piece value. [ Rectore From )
P YP P " From auto Backup f From backup piece ¥
8. Under the Restore SP File, select Restore From check box.
[~ 7o Point In Time. [rue oe/28/2011 > |[ w:02:45am :’
9. Click From Backup Piece box and type the Backup Piece value. et Conblfiens [ e
10. Click OK.

IV Restore SP Fie

[ Restore From)
" From auto Badkup (& From backup piecs! | ) ‘
I 7o Point In Time [Tue 062872011 > |[ w:3zrasmm =

I™ Restore SP File As: Broyise

FROM A COPY OF THE CONTROL FILE

If your database consists of multiple copies of control files, you can replace a corrupted control file by manually copying from an existing control file and
restoring it.

Follow the steps given below to restore a control file from an existing control files:
1. Shutdown the database.

SQL> shutdown

Manually copy one of the existing control files to the missing control file location.

Assign the same owner, group and file permissions to the new control file as that of the original missing control file.

4. Startup the database.

SQL> startup nomount;

TO A POINT-IN-TIME

If you are certain that the control file was corrupted, lost at or after a specific time, you can restore the control file to such a point-in-time.

Follow the steps given below to restore a control/sp file to a point-in-time:

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.

Right-click the <Instance>, point to All Tasks and then click Restore.

Select the Restore Control File and Restore SP File check boxes.

A wnNH

Click Advanced.

sewtresen | B ] e Boeveresows | b

5. Click Ctrl&SP Files tab.
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6. Under the Restore Control File, select the To Point-In-Time check box and select the

start and end time.

7. Under the Restore SP File, select the To Point-In-Time check box and select the

start and end time.

8. Click OK.

Oracle Advanced Restore Options for Client: sdr2k8 SID: orcl2. |
Genersl | CopyPrecedence |  DataPath Enaryption | Preost | Startup
flert | Customizescript | Redrect | Options | Restore Cil&SPFies | Recover
~ ¥ Restore Control File
I~ Restore From
’7  From =uto Badkup {8/ From backup piece ‘
G'ru Point In Time [wed 0s/08/2011 > |[ w:02:4am 3
[~ Restore Control File As: Bromse
~ ¥ Restore SP File
™ Restore From
’V  From =uto Badkup {8/ From backup piece ‘
GTu Point In Time [wed o6/o8/2011 v|| 10 : 32 : 46PM :D
[~ Restore SP File As: Browse
oK Cancel Help

TO A NEW LOCATION

By default, the Control file/SP File is restored to the original location. Use the following steps to restore the control files to a new location:

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.

Right-click the <Instance>, point to All Tasks and then click Restore.

1
2
3. Select the Restore Control File and Restore SP File check boxes.
4

Click Advanced.

Type the path or click Browse to specify the new location to restore the control file.

Type the path or click Browse to specify the new location to restore the SP file.

5. Click the Ctrl&SP Files tab.
6. Select the Restore Control File As check box.
7.
8. Select the Restore SP File As check box.
9.
10. Click OK.

soomenen | (o | coes D smereseer | e
Oracle Advanced Restore Options for Client: sdr2k8 SID:orcl2 x|
Genersl | CopyPrecedence |  DataPath Enayption BrePost | Startup
Alert | Customize script | Redrect | Options | Restore Ctrl &SP Files Recover
~ ¥ Restore Control File
I~ Restore From
’7 {3 From =uto Backup ¢~/ From backup piece ‘
[ To Point In Time [rue o8/28/20 11 ~ |[ Tos:a Titam :’
@Resmve Control File As: | Browse D
~ ¥ Restore SP File
™ Restore From
’V {3 From =uto Backup ¢~/ From backup piece ‘
[ To Point In Time [rue o6/28/2011 ~ |l Tos:a Titem :I
67 Hestore 5P File As: Browse D
Cancel | heb

FROM A CUSTOM AUTO BACKUP WITHOUT CATALOG

If auto backup format is customized other than the default format( ‘%F’), you can customize the RMAN Script to restore the controlfile/spfile from this custom

format auto backup without catalog.

The custom format for auto backup is as follows:

RMAN> show all;

using target database control
RMAN configuration parameters
CONFIGURE RETENTION POLICY TO
CONFIGURE BACKUP OPTIMIZATION
CONFIGURE DEFAULT DEVICE TYPE

file instead of recovery catalog

for database with db unique name TEST are:

REDUNDANCY 1; # default
OFF; # default
TO DISK; # default

CONFIGURE CONTROLFILE AUTOBACKUP ON;
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CONFIGURE
CONFIGURE

CONTROLFILE AUTOBACKUP FORMAT FOR DEVICE TYPE DISK TO 'TEST DB SF';
CONTROLFILE AUTOBACKUP FORMAT FOR DEVICE TYPE 'SBT TAPE' TO 'TEST DB %F CTRL';

CONFIGURE DEVICE TYPE DISK PARALLELISM 1 BACKUP TYPE TO BACKUPSET; # default
CONFIGURE DATAFILE BACKUP COPIES FOR DEVICE TYPE DISK TO 1; # default

CONFIGURE

v R W N E

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.
Right-click the <Instance>, and select Restore.

Click Advanced.

Click the Customize Script tab.

Select the Customize Script checkbox.

The default control file/spfile restore script will be generated in Control File tab.
Edit the control file/spfile restore script:

Example:

SET CONTROLFILE AUTOBACKUP FORMAT FOR DEVICE TYPE 'SBT TAPE' TO
'"TEST DB_%F CTRL';

SET DBID 3762969889;

run {

restore spfile from autobackup ;

startup force nomount;

}

exit;

SET CONTROLFILE AUTOBACKUP FORMAT FOR DEVICE TYPE 'SBT TAPE' TO
'"TEST DB_%F CTRL';

SET DBID 3762969889;

run {

restore controlfile from autobackup ;

sgl 'alter database mount';

}

exit;

Click OK.

RESTORING CONTAINER AND PLUGGABLE DATABASES

ARCHCONFIGURE ARCHIVELOG BACKUP COPIES FOR DEVICE TYPE DISK TO 1; # default

Oracle Advanced Restore Options for Client: brahmani64 SID: test [
General | CoovPrecedence | DataPath | | Prefost | startp
Aert |  CustomRmanScipt | Redrect | Optins | Restore [ ctlaspries [ Recover
7] Customize script Update saript |

Control fi || Database

ISET CONTROLFILE AUTOBACKUP FORMAT FOR DEVICE TYPE 'SBT_TAPE' TO 'TEST_DB_%F_CTRL';
ISET DBID 3762969889

Fun {

restore spfile from autobackup ;

tartup force nomount;

SET CONTROLFILE AUTOBACKUP FORMAT FOR DEVICE TYPE 'SBT_TAPE' TO 'TEST_DB_%F_CTRL';
ET DBID 3762969889
yun {
restore controfile from autobackup ;
ksql ‘alter database mount’;

exit;

oKk | [ cancel | [ Hep |

Oracle 12c supports container and pluggable databases. Calypso supports the restore of container and pluggable databases.

If you have backed up an entire container database you can restore the entire container database, a single pluggable database, or multiple pluggable

databases.

'RESTORING A CONTAINER DATABASE

Container databases can be restored like any full database. See Restoring and Recovering an Entire Database.

RESTORING PLUGGABLE DATABASES FROM A CONTAINER DATABASE BACKUP

Before running the restore, enter the following on the command line:

alter pluggable database <PDB_NAME> close;

Create and customize an RMAN script file on the client computer, where the last line
in the script specifies the pluggable databases to restore. The line has the following
format, with "pluggable_database_name1l" through "pluggable_databaseN". Each

database must be separated by a "," and must be part of the backup.

restore pluggable pluggable database namel, ..pluggable database_ nameN;

Execute the RMAN script.

Example: RMAN script restoring the pluggable database
"SINGLE_PDB".

run
{

restore pluggable database SINGLE_PDB ;
}

exit;

Click here to see the RMAN log output for this
example.

See Running RMAN Scripts from Third Party Command Line.

'RESTORING PLUGGABLE DATABASES FROM A PLUGGABLE BACKUP

1.

Before running the restore, enter the following on the command line:
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alter pluggable database <PDB_NAME> close;

2. Create and customize an RMAN script file on the client computer where the last line in
the script specifies the pluggable database to restore. The line has the following
format, with "pluggable_database_name1l" through "pluggable_databaseN". Each
database must be separated by a "," and must be part of the backup.

restore pluggable database pluggable_database_namel,

...pluggable_database_ nameN;

recover pluggable database pluggable_database_namel,

..pluggable database_ nameN;

3. Execute the RMAN script.

RECOVERING A DATABASE

Example: RMAN script restoring the pluggable databases

"PLUG_DB1" and "PLUG_DB2".

run

{

restore pluggable database PLUG_DB1l, PLUG_DB2 ;

recover pluggable database PLUG_DB1l, PLUG_DB2;

}

exit;

Click here to see the RMAN log output for this

example.

See Running RMAN Scripts from Third Party Command Line.

By default, the database is recovered along with the restore. However, you can also restore the data and then recover the database at a later point-in-time.

'RECOVERING A DATABASE TO THE CURRENT TIME

You can recover a database to the current time either to the original host or to a different host. Use the following steps to recover a database to the current

time:
1.
2.
3. Clear the Restore Data check box.
4. Click Advanced.

5. Click the Options tab.
6. In the Reset Logs box, select Yes.

7. Click OK.

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.

Right-click the <Instance>, point to All Tasks and then click Restore.

Oracle Advanced Restore Options for Client: sdr2k8 SID: orcl2 x|

Data Path Encrypton | PrefPost | Startup
Alert | Customize script | Redirect Restore |  Ctrl &SP Fies

General | CopyPrecedence |

.......... = et [

= e s I

Recover

Time Zone: [GMT-08:00) Pacific Time (Us & Canada) =

I Reset Database ¥ OpenDB

Reset Logs Yes | [~ NoRe-do Logs

I~ validate I Disable Oracle Channel Restore Failover

I~ setDeID

Max Open Files: ,_D:I
Set DB Incarnation ,_U:i

Cancel Help

RECOVERING A DATABASE TO A POINT-IN-TIME

You can apply archived logs and recover a database to a previous point-in-time where it is consistent and stable. Use the following steps to recover a database

to a point-in-time:

Clear the Restore Data check box.

L A

Click Advanced.

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.

Right-click the <Instance>, point to All Tasks and then click Restore.
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FRRERE, == v
= [ Box | _cocu |Chmmmea @ smwosasoes | o
i
5. Click Recover tab. General | Copy Precedence |  DataPath Enaypton | PrefPost | Starun
Mert | Customizesaript | Redrect | Options | Restore | Ctl&SPFies
6. Click Point-In-Time and select the date and time. - ¥ Recover
 Current Time
@Fumtln'ﬁma [Mon 081372011 ~ |[ os:s3:20Am :D
seN [
Cancel Help
5!
7. Click the optlons tab. General | CopyPrecedence |  Data Patt Enayption |  PrefPost Startup
Mert | Customizescript | Redirect Restore |  Ctrl &5P Fies Recover
8. In the Reset Logs box, select Yes.
Time Zone: [(GMT-08:00) Pacifc Time (US & Canads) =l
9. Click OK. I ResetDatabsse  [¥ OpenDEB
==l Yes I~ NoRe-do Logs

I ilftch Batabase mode for Restore:

I Validate I Disable Oradk Channe! Restore Failover

I~ setDBID
Max Open Flles: 03
Set DB Incarnation 03

'RECOVERING A DATABASE USING THE SYSTEM CHANGE NUMBER

The System Change Number (SCN) keeps track of the timing of transactions in the oracle database. The SCN's are stored in the control files and the datafile
headers. You can recover the database to the last existing SCN number in the control file. (The last SCN number denotes the last consistent state of the

database.)

Use the following steps to recover a database using SCN:

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.

Right-click the <Instance>, point to All Tasks and then click Restore.

Clear the Restore Data check box.

A w N H

Click Advanced.
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5.
6.

7.
8.
9.

Click Recover tab.

Click SCN and type the System Change Number.

Click the Options tab.
In the Reset Logs box, select Yes.

Click OK.

CREATING A DUPLICATE DATABASE

Oracle Advanced Restore Options for Client: sdr2k8 SID: orcl2 x|
Generasl | CopyPrecedence | DataPath Enaypton | Prefost | _Staruo
Mlert | Customize seript | Redrect | Options | Restore | Cti&SPFies
~ ¥ Recover
£ Current Time
€ PointInTime  [Mon 06/13/2011 > |[ 12:12:18eM -
concel ||t
Oracle Advanced Restore Options for Client: sdr2k8 SID: orcl2 x|
Genersl | CopyPrecedence | DataPath Encrypton | PrefPost | Startup
Alert | Customize script | Redirect Restore |  Ctrl &SP Fies Recover
Time Zone: [GMT-08:00) Pacific Time (Us & Canada) =
I Reset Database ¥ OpenDB
Reset Logs Yes = [~ No Re-do Logs
I~ Validate I Disable Oracle Channel Restore Failover
I~ setDeID
Max Open Files: Uﬂ
Set DB Incarnation 0 :1
concel ||t

A duplicate (auxiliary) database is a copy or subset of the target database and has a unique DBID. It is independent of the primary database and can be

registered in the same recovery catalog as the primary database. The duplicate database will be useful for testing and demo purposes.

If the duplicate (auxiliary) database already exists in the destination computer, it will be overwritten. Duplicate database is created from the full backup of the

database with the logs. If you want the latest data in the duplicate database, make sure to perform a full backup with the log files before creating the duplicate
database.

‘ON A DIFFERENT HOST WITH THE INSTANCE CONFIGURED

Use the following steps to create a duplicate database on a different host with the configured instance. Make sure that the instance is configured on a different
host in the CommCell Console.

1.

Perform a full backup along with the log files on the original database.

On the destination host, make sure to remove the temp.dbf file from the existing
database instance.

Manually, copy the init<SID>.ora file from the source computer to the destination
computer.

Update the database name, dump files, archive logs and the control file locations in
the init<SID>.ora file for the duplicate database instance.

Add the DB_FILE_NAME_CONVERT and LOG_FILE_NAME_CONVERT parameters in the
init<SID>.ora file. These parameters will redirect the datafiles, temp files, and log

On Unix:

SORACLE_HOME

On Windows:

%ORACLE_HOME%

On Unix:

DB_FILE_NAME CONVERT=
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10.

11.

12.
13.
14.
15.

16.
17.
18.
19.
20.
21.
22,
23.
24,

25.

files to the auxiliary instance.

Make sure that all the other parameters in the init<sSID>.ora file are same as that in

the original database.

On Windows clients, restart Oracle services.
Skip this step, if you are using an Unix client.

Add the duplicate database instance name in the Listener.ora file on the destination
host and add TNS entry on Tnsnames.ora files on the source and destination hosts.

Add the source database name in the Tnsnames.ora file on the destination host.

Restart the Listener.

Provide a valid connect string for the auxiliary channel.

Startup the duplicate database instance in NOMOUNT mode.

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.
Right-click the <Instance>, point to All Tasks and then click Restore.

Select Duplicate DB check box.

Click Advanced.

Click Duplicate tab.

Click Duplicate To.

Type the name of duplicate database in Database Name box.

Click OK.

Select the name of the client computer from the Destination Client list.

Click Advanced.

Type the name of startup Parameter file in Pfile box or click Browse to locate it.
Click OK.

Under The latest Database View box, click Refresh to verify that the status of the
duplicate database is STARTED.

Click OK.

(source_of df path/,dup of df path/,
source_of temp_path/,dup_of_ temp path/,...)

LOG_FILE_NAME CONVERT=
(source_of_log_path/redo,dup_of_ log_path/redo)

On Windows:

DB_FILE_NAME CONVERT=
('sourckE_of_df path/', 'dup_of df path/',

'source_of_ temp path/', 'dup_of temp path/',...)

LOG_FILE NAME CONVERT=
("source_of log path/redo', 'dup_of log path/redo')

(When using these parameters on a Windows computer, the file
paths should be entered in uppercase.)

DUPDB =

DESCRIPTION =

ADDRESS = (PROTOCOL = TCP) (HOST = powerpc02) (PORT =
1521))

(CONNECT_DATA =

(SERVER = DEDICATED)

(SERVICE_NAME = dupdb)

)

)

$ Isnrctl reload

Example:

sys/sys@<SID name>

Bk
& comoes > R Gt Camputrs » B 039 > 8 O B8 ordz >

Sbdenrns | Sorsgeroey |
oot Sera Pt
S e

x

e | s ion]
(ommoms [ =) ot 4
L e e

I RestoreConvolmie [~ Resae Acvetog [~ Restre e

[

I rockmmos

LR —

S STRTED ek crmonse

sootieren |[ oK | coel |Cadvorcea )| (B swvessant | ren

Oracle Duplicate Options Dialog for Client: sdr2k8 SID: orcl2 I x|

Gereral |  CopyPrecedence | DataPath | Encrypton | PrefPost | Startun Al
Customze srpt | Redrect | DuplcateDBOptons |  Recover
(@ beE gy

[~ Duplicate To Skip Read Only [ Duplicate To Open Restricted
Database Name
o= Browse
~ I Duplicate To Skip Tablespace — — [~ Duplicate ToLogFile ——————————————————

ClGowp € He

Group Number |_sze | Reuse [¥]

=l
-]
Add Edit Delete

File Name | Size [Re...| ¥

=l
-]
e &I Add Edit Delete
cancel Help
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‘ON A DIFFERENT HOST WITHOUT AN INSTANCE CONFIGURED

In order to create duplicate database on a different host without a configured instance, we need the following installed on the destination computer:

e Base client

e Oracle /DataAgent

Use the following steps to create a duplicate database on a different host without the configured instance. Make sure that the duplicate instance is not
configured from the CommcCell console.

10.

11.

When using a different host without configuring an instance, the install path in the source
and destination clients must be the same. Use the following steps to set the same install

Perform a full backup along with the log files on the original database.

Create a duplicate database instance on the destination host.

Manually, copy the init<SID>.ora file from the source computer to the destination

computer.

Update the database name, dump files, archive logs and the control file locations in

the init<SID>.ora file for the duplicate database instance.

Add the DB_FILE_NAME_CONVERT and LOG_FILE_NAME_CONVERT parameters in the
init<SID>.ora file. These parameters will redirect the datafiles, temp files, and log

files to the auxiliary instance.

Make sure that all the other parameters in the init<sIiD>.ora file are same as that in
the original database. Copy the destination computer init<sID>.ora to source

computer.

On Windows clients, restart Oracle services.

Skip this step, if you are using an Unix client.

Make sure that Static listener is configured on the destination host. Add the duplicate
database instance name in the Listener.ora file on the destination host.

Add the TNS entry in Tnsnames.ora file on the destination host.

Add the auxiliary database name in the Tnsnames.ora file on the source host. Make
sure to use the password change_on_install when you create the password file for

auxiliary database.

Restart the Listener.

Provide a valid connect string for the auxiliary channel.

Startup the duplicate database instance in NOMOUNT mode.

path in the source and destination clients.

12.

From the CommCell Browser, right-click the <CommServe> and then click

Properties.

On Unix:

SORACLE HOME

On Windows:

%ORACLE_HOME%

On Unix:

DB_FILE NAME CONVERT=
(source_of df path/,dup_of df path/,

source_of temp_path/,dup_of_ temp path/,...)

LOG_FILE NAME CONVERT=
(source_of_log_path/redo,dup_of_ log_path/redo)

On Windows:

DB _FILE NAME CONVERT=
('sourck_of_df path/', 'dup_of df path/',

'source_of_ temp path/', 'dup_of temp path/',...)

LOG_FILE_NAME CONVERT=
("source_of log path/redo', 'dup_of log path/redo')

(When using these parameters on a Windows computer, the file
paths should be entered in uppercase.)

DUPDB =

DESCRIPTION =

ADDRESS = (PROTOCOL = TCP) (HOST = powerpc02) (PORT =
1521))

(CONNECT_DATA =

(SERVER = DEDICATED)

(SERVICE_NAME = dupdb)
)
)

Example:

sys/sys@<SID name>
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13.
14.
15.
16.
17.
18.
19.

20.

21.
22,
23.
24,

25.
26.
27.
28.
29.

Click the Registry Key Settings tab.

Click Add.

In the Name field, type sNOSBTLIBNAME.

In the Location list, select CommServe from the list.
In the Type list, select string.

In the Value field, type Y.

Click OK.

Ensure to run the ora_install.sh on the auxiliary client.

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.
Right-click the <Instance>, point to All Tasks and then click Restore.

Select Duplicate DB check box.

Click Advanced.

Click Duplicate tab.

Click Duplicate To.

Type the name of duplicate database in Database Name box.

Type the name of startup Parameter file in Pfile box or click Browse to locate it.

Click OK.

After restoring to a duplicate database, change the
sNOSBTLIBNAME value to N.

Q0 1

Gensa vrson |
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Oracle Duplicate Options Dialog for Chient: sdr2k8 SID: orcl2 I x|

Copy Precedence |
Redirect

General |
Customize sript |

DataPath | Enayption | PrefPost | Startn Ale
| DulcatecBOptions | Recover

™ Duplicate To Skip Read Only

I Duplicate To Open Restrictzd

Database Name

Pfile

—

[ Erowse

(T Duplicate To Skip Tablespace || | Duplicate To Log Fike
iGoup e
Growptumber | Size | Reuse [ ¥
-]
Add Eiit Delete
File Name | size [Re...[ ¥
=l
=l
Acd Delcte
Add Eiit Delete
Cancel Help

‘ON THE SAME HOST WITHOUT THE INSTANCE CONFIGURED

Use the following steps to create a duplicate database on the same host without the configured instance:

Perform a full backup along with the log files on the original database.

Create a duplicate database instance on the destination host. If the database already

exists on the destination host, make sure to remove the temp.dbf file before
performing a restore operation.

Manually, copy the init<sID>.ora file from the source computer to the destination
computer.

Update the database name, dump files, archive logs and the control file locations in
the init<SID>.ora file for the duplicate database instance.

On Unix:
$ORACLE_HOME

On Windows:
$ORACLE_HOME%

On Unix:
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10.

11.

12.
13.
14.
15.

16.

17.
18.
19.
20.
21.

Add the DB_FILE_NAME_CONVERT and LOG_FILE_NAME_CONVERT parameters in the DB_FILE NAME CONVERT=

init<SID>.ora file. These parameters will redirect the datafiles, temp files, and log

files to the auxiliary instance.

Make sure that all the other parameters in the init<sib>.ora file are same as that in

the original database.

On Windows clients, restart Oracle services.

Skip this step, if you are using an Unix client.

Add the duplicate database instance name in the Listener.ora file and

Tnsnames.ora files.

Add the source database name in the Tnsnames.ora file on the destination host.

Make sure to use the password change on_install when you create the password

file for auxiliary database.

Restart the Listener.

Provide a valid connect string for the auxiliary channel.

Startup the duplicate database instance in NOMOUNT mode.

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.

Right-click the <Instance>, point to All Tasks and then click Restore.

Select Duplicate DB check box.

Under The latest Database View box, click Refresh to verify that the status of the

duplicate database is STARTED.
Click Advanced.

Click Duplicate tab.
Click Duplicate To.

Type the name of duplicate database in Database Name box.

Type the name of startup Parameter file in Pfile box or click Browse to locate it.

Click OK.

(source_of_df path/,dup_of df path/,
source_of temp_ path/,dup_of temp path/,...)

LOG_FILE_NAME_CONVERT=
(source_of log path/redo,dup_of log path/redo)

On Windows:

DB_FILE_NAME_CONVERT=
("sourcE_of df path/', 'dup of df path/',

'source_of_ temp_path/', 'dup_of temp path/',...)

LOG_FILE_NAME CONVERT=
('source_of log_path/redo', 'dup_of log path/redo')

(When using these parameters on a Windows computer, the file
paths should be entered in uppercase.)

DUPDB =

DESCRIPTION =

ADDRESS = (PROTOCOL = TCP) (HOST = powerpc02) (PORT =
1521))

(CONNECT_DATA =

(SERVER = DEDICATED)

(SERVICE_NAME = dupdb)
)
)

Example:

sys/sys@<SID name>
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Oracle Duplicate Options Dialog for Client: sdr2k8 SID: orcl2 x|

Gereral |  CopyPrecedence | DataPath | Encrypton | PrefPost | Startun Al
Customze srpt | Redrect | DuplcateDBOptons |  Recover
(@ beE gy

[~ Duplicate To Skip Read Only [ Duplicate To Open Restricted
Database Name
o= Browse
~ I Duplicate To Skip Tablespace -~ [~ Duplicate To Log File

Coop Rk
Group Number |_sze | Reuse [¥]
-]
[]
Acd Edit Delete
File Name | Size [Re...| ¥
-]

[]
A—ddl ﬂl Add Edit Delete
cancel Help

‘ON THE SAME HOST WITH THE INSTANCE CONFIGURED

Use the following steps to create a duplicate database on the same host with the configured instance:

1. Perform a full backup along with the log files on the original database.

2. Create a duplicate database instance on the destination host. If the database already
exists on the destination host, make sure to remove the temp.dbf file before
performing a restore operation.

3. Manually, copy the init<SID>.ora file from the source computer to the destination
computer.

4. Update the database name, dump files, archive logs and the control file locations in
the init<SiD>.ora file for the duplicate database instance.

5. Add the DB_FILE_NAME_CONVERT and LOG_FILE_NAME_CONVERT parameters in the
init<SID>.ora file. These parameters will redirect the datafiles, temp files, and log
files to the auxiliary instance.

Make sure that all the other parameters in the init<sSID>.ora file are same as that in
the original database.

6. On Windows clients, restart Oracle services.
Skip this step, if you are using an Unix client.

7. Add the duplicate database instance name in the Listener.ora file and
Tnsnames.ora files.

8. Add the source database name in the Tnsnames.ora file on the destination host.

Make sure to use the password change _on_install when you create the password
file for auxiliary database.

On Unix:
$ORACLE_HOME
On Windows:

%ORACLE_HOME%

On Unix:

DB _FILE NAME CONVERT=
(source_of_df path/,dup_of df path/,

source_of temp_path/,dup_of temp path/,...)

LOG_FILE_NAME CONVERT=
(source_of log path/redo,dup_of log path/redo)

On Windows:

DB_FILE_NAME CONVERT=
('sourck_of_df path/', 'dup_of df path/',

'source_of_ temp path/', 'dup_of temp path/',...)

LOG_FILE_NAME CONVERT=
("source_of log path/redo', 'dup_of log path/redo')

(When using these parameters on a Windows computer, the file
paths should be entered in uppercase.)

DUPDB =

DESCRIPTION =

ADDRESS (PROTOCOL = TCP) (HOST = powerpc02) (PORT =
1521))

(CONNECT DATA =

(SERVER DEDICATED)

(SERVICE_NAME = dupdb)
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10.

11.

12.
13.
14.
15.

16.

17.
18.
19.
20.
21.

Restart the Listener.

Provide a valid connect string for the auxiliary channel.

Startup the duplicate database instance in NOMOUNT mode.

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.
Right-click the <Instance>, point to All Tasks and then click Restore.
Select Duplicate DB check box.

Under The latest Database View box, click Refresh to verify that the status of the
duplicate database is STARTED.

Click Advanced.

Click Duplicate tab.

Click Duplicate To.

Type the name of duplicate database in Database Name box.

Type the name of startup Parameter file in Pfile box or click Browse to locate it.

Click OK.

Example:

sys/sys@<SID name>

2| Bem
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Oracle Duplicate Options Dialog for Client: sdr2k8 SID: orcl2 x|
| DataPath | Enarypton | PrefPost | Startun Al
Duplicats DB Options | Recover

Copy Precedence
Redirect

Gereral |
Customize seript |

(e —0 4
[P T—
— i
B evencriener x5 - ™ rocaaos
——
S

Sorapert

x

e | s ion]

sootreren |[ ok | coel |Cadvorcea )| (Bswvessant | ren
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I~ Dupiicate To Skip Read Only

I~ Duplicate To Open Restricted

Database Name

Pfile

—
l— Browse

~ I Duplicate To Skip Tablespace —

:

~ I~ Duplicate To Log File

€ Gop € Fe
Group Number |_sze | Reuse [¥]
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Acd Edit Delete

File Name | Size [Re...| ¥

[]
il = Add Edit Delete
cancel Help

EXCLUDING READ-ONLY TABLESPACES DURING RESTORE

By default, the read only tablespaces are not verified for consistency and are restored from the backup. You can skip the consistent tablespaces and restore the

tablespaces that are not consistent or missing. This will save the time taken for the restore.

Use the following steps to exclude read only table spaces during restore:

uvoA W

o N

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.
Right-click the <Instance>, point to All Tasks and then click Restore.

Select the name of the client computer from the Destination Client list.

Select Duplicate DB check box.

Click Advanced.

Click Duplicate tab.
Click Duplicate To.
Type the name of duplicate database in Database Name box.

Type the name of startup Parameter file in Pfile box or click Browse to locate it.

Bom x|

& comde > G canputers > B stk > B8 cvace > B rdz >

Sunderthone [ Sorsgeroiey I
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10.
11.

Select Duplicate To Skip Read Only check box.
Click OK.

Oracle Duplicate Options Dialog for Client: sdr2k8 SID: orcl2 [ x|
Gereral |  CopyPrecedence | DataPath | Encrypton | PrefPost | Startn Al
Customize srpt | Redrect | DuplcateDBOptons |  Recover
uplicate To
I~ Duplicate To Open Restricted
Database Name N\
o= Browise Yy
~ I Duplicate To Skip Tablespace — — [~ Duplicate ToLogFile ————————————————————
Cop Rk
Group Number | sze | Reuse [¥]
i Edit Delete
File Name | Size [Re...| ¥
Acd Delete
[ | i Edit Delete

'OPENING THE DATABASE IN RESTRICTED MODE AFTER A RESTORE

By default, a duplicated database is opened without any restricted access. If necessary, you can open the db in restricted mode for administrative tasks. This

will restrict access to other users.

Use the following steps to open the duplicate database in restricted mode:

v oA W N e

o ® N o

10.

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.
Right-click the <Instance>, point to All Tasks and then click Restore.

Select the name of the client computer from the Destination Client list.

Select Duplicate DB check box.

Click Advanced.

Click Duplicate tab.

Click Duplicate To.

Type the name of duplicate database in Database Name box.

Type the name of startup Parameter file in Pfile box or click Browse to locate it.
Select Duplicate To Open Restricted check box.

Click OK.

B x|
& comde > G canputers > B stk > B8 cvace > B rdz >

Sundentions [ Sorsgeroiey

= derit St Pyt
e

Generdl | 3o Titaton |

x

(oo o )

|

Gt [ (e

I ResoreContolfie [~ Resore rwelog [~ Restore 2 e
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Oracle Duplicate Options Dialog for Client: sdr2kg SID: orcl2

General | Copy Precedence

Customize script |
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Redrect | Duplicate DB Options | Recover

|

[~ ¥ Duplicate To
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=
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Delete
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EXCLUDING TABLESPACES FROM A RESTORE

While creating a duplicate database, you can exclude some tablespaces from the duplicate database. Use the following steps to exclude the tablespaces from

the duplicate database:

1.
2.
3.

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.
Right-click the <Instance>, point to All Tasks and then click Restore.

Select the name of the client computer from the Destination Client list.
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2 orez x
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4. Select Duplicate DB check box.
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5. Click Advanced.
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6. Click I b | _0rocle Dupiicate Options Dialog ET|
. ick Duplicate tab.
P e o W B R
7. Click Duplicate To. ¥ Dupicate To
8. Type the name of duplicate database in Database Name box. WErEsmiEy R smeeEEs
Database Name l—
9. Type the name of startup Parameter file in Pfile box or click Browse to locate it. o N
o Erowse
10. Select the Duplicate To Skip TableSpaces check box. (B X[
e —— [CATALOG_TBS
11. Click Add svsaLx
SYSTEM
12. Select the tablespaces that appear in the TableSpaces box to exclude from the Py
duplicate database.
4]
13. Click OK.
Refresh | b
ele =
Cod _tee | e
Cancel Help

SETTING UP THE REDO LOG FILES

You can create online redo logs for duplicate database and apply them to restore the database in case of corruption. Use the following steps to create an online
redo log file:

A comcelsroneer B Wom

& comeers > @ GoneCompiers > B w09 > B8 Ok > 08 e >

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.

Sbdenrns | Sorsgeroey |
oot Sera Pt
S e =

e | s ion]

G ) ot I
et [ (e fm

Right-click the <Instance>, point to All Tasks and then click Restore.

Select the name of the client computer from the Destination Client list.

I RestoreConvolmie [~ Resae Acvetog [~ Restre e

5G] @ v | D T e

ST | Mrecmos

Select Duplicate DB check box.

LA A

Click Advanced.

LR —

S STRTED = i

sootieren |[ @k | ool |Cadvorcea | (B swessant | ren

6. Click Duplicate tab.

7. Click Duplicate To.

8. Type the name of duplicate database in Database Name box.

9. Type the name of startup Parameter file in Pfile box or click Browse to locate it.
10. Select Duplicate To Log File check box.
11. Click File to select a file containing the online redo log.
12. Click Add to include the specifications for an online redo log file.

13. In the Spec Dialog for Oracle Redo Log File box, type the name or click Browse
to select the redo log file.

14. Type the Size of the online redo log file.
15. Select the Size Specifications of the file from SizeSpec list.

16. Select Reuse check box to allow the database to reuse an existing file.
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17. Click OK.

TO ADD A REDO LOG FILE FOR A GROUP

By default, groups are created to include specific online redo log members. Use the following steps to add specifications for each of these online redo log

groups:
1. From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.
2. Right-click the <Instance>, point to All Tasks and then click Restore.
3. Select the name of the client computer from the Destination Client list.
4. Select Duplicate DB check box.
5. Click Advanced.

Click Duplicate tab.
Click Duplicate To.

6
7
8. Type the name of duplicate database in Database Name box.
9

Type the name of startup Parameter file in Pfile box or click Browse to locate it.

10. Select Duplicate To Log File check box.
11. Click Group to select a group containing the online redo log members.

12. Click Add.

13. In the Spec Dialog for Oracle Redo Log Group box, add the Size of the Group.

14. Select the Size Specifications from SizeSpec list.
15. Select Reuse check box to allow the database to reuse an existing file.

16. Click OK.

Oracle Duplicate Options Dialog for Client: sdr2k8 S x|
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DISABLING FILE NAME VALIDATION DURING A RESTORE

By default, when you create a standby database, RMAN will verify the target datafiles for duplicate files (files sharing the same names). This verification job

may consume more time. Hence, use the following steps to prevent RMAN from performing this verification:

Right-click the <Instance>, point to All Tasks and then click Restore.

Type the connect string name in the Catalog String box.

H>w N

Select Duplicate DB check box.

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.
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5. Click Advanced.

6. Click Duplicate DB Options tab.
7. Select No FileName Check check box.
8. Click OK.

CREATING A STANDBY DATABASE

2 o
A s > 0 ok Commiers > B w538 » 8 0 » B8 o2 >
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Oracle Duplicate Options Dialog for Client: raci SID: racdbl x|
Gereral | CopyPrecedence | DataPath | Erovntion | PrefPost | Startup | Alert
Customize script | Redirect Dupiicate DB Options | Recover | Duplcate
Time Zone: [wrc-05:00) Eastern Time (US & Canada) 7|

v Fig Fiename Chedd

I™ Duplicate For Standby

Oradle SID. I™ DoRecover

oK Cancel Help

Standby databases are useful when a primary database experiences a disaster such as hardware related failure or data corruption and it is not configured for a
cluster failover. A standby database is a replicated copy of the primary database. It is updated by applying archived redo logs from the primary database. A

standby database will not have a unique DBID.

‘ON A DIFFERENT HOST WITHOUT THE INSTANCE CONFIGURED

Use the following steps to create a standby database on a different host without the configured instance:

SETTING UP A STANDBY DATABASE

1. Perform an online full backup of the primary database with current control file.

2. Set the following initialization parameters in init<standbydb>.ora (i.e., Startup
PFile) on source (primary) host.

3.

Create an initialization parameter file, init<standbydb>.ora for the standby
database and set the following initialization parameters on the standby host:

4. Configure the listner.ora and $TNS ADMIN/tnsnames.ora files on the destination
computer for the standby database.

LOG_ARCHIVE_DEST 1='LOCATION=
C:\Oracle\Oradata\TSH1\Archive MANDATORY REOPEN=30"'
LOG_ARCHIVE DEST 2='SERVICE=stbyl LGWR SYNC AFFIRM'

*.log archive dest 1='LOCATION=/
LOCATION OF DESTINATION DB ARCHIVELOG /arch'

*.STANDBY_ARCHIVE DEST='/
LOCATION OF STANDBY DB ARCHIVELOG /stdbyarch'

*.STANDBY_ FILE_MANAGEMENT=auto

DB_FILE_NAME CONVERT=
('/DATA FILE PATH ON SOURCE MACHINE/stdby',
' /ORACLE DATA FILE PATH ON STANDBY MACHINE/stdby/')

LOG_FILE_NAME CONVERT=('/
DATA_FILE PATH ON_SOURCE MACHINE /stdby', '/
ORACLE DATA FILE PATH ON_STANDBY MACHINE /stdby/')

On Source computer:
<Standbydbl use_ diff connection_string> =
(DESCRIPTION =

(ADDRESS = (PROTOCOL = TCP) (HOST =

Page 142 of 261



User Guide - Oracle iDataAgent

6.

When using a different host without configuring an instance, the install path in the source

Use a connect string to connect to the auxiliary database when the instance is not

configured.

While creating password file for standby database on destination host, make sure to

use the change on install password file for auxiliary channel.

Startup the standby database instance in NOMOUNT mode.

and destination clients must be the same.

Use the following steps to set the same install path in the source and destination clients:

7.

10.
11.
12.

From the CommCell Browser, right-click the <CommServe> and then click
Properties.

Click the Registry Key Settings tab.

Click Add.

In the Name field, type sNOSBTLIBNAME.

In the Location list, select or type CommServe.

In the Type list, select Reg_SZz.

destination_host_name) (PORT = 1521)
(CONNECT_DATA =
(SERVER = DEDICATED)

(SERVICE_NAME =
<standbydb_use_same_db_name_as_primary>)

)

)

<Standbydb_primary> =
(DESCRIPTION =

(ADDRESS = (PROTOCOL = TCP)

(HOST = primary host name) (PORT = 1521))
(CONNECT_DATA =

(SERVER = DEDICATED)
(SERVICE_NAME =
<standbydb_same_as_destination><)
)

)

On standby computer:

<standbydbl destination_connection_string> =

(DESCRIPTION =

(ADDRESS = (PROTOCOL = TCP) (HOST =

destination_standby host name) (PORT = 1521))

(CONNECT_DATA =
(SERVER = DEDICATED)

(SERVICE_NAME =

<standbydb_destination_db name same_as_primary>)

(UR = A)

)

)

<standbydb_primary connection> =
(DESCRIPTION =

(ADDRESS = (PROTOCOL = TCP)

(HOST = primary host_name) (PORT = 1521)
(CONNECT_DATA =

(SERVER = DEDICATED)

(SERVICE_NAME = <standbydb primary_ db>)
)

)
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# x
13. In the Value field, type Y. e e e e T
I}
14. Click OK.
|
e .«
el | v
15. Ensure to run the ora install.sh on the auxiliary client.
16. Install the Oracle iDataAgent on the Destination host.
- DB _FILE NAME CONVERT=
17. Set the Standby Role Initialization parameter, DB FILE NAME CONVERT, to add all the - - -
temp datafiles from the primary database location to the standby database location. '<primary database_temp datafile old _location>',

'<standby database temp datafile new_location>'

CREATING A STANDBY DATABASE

o x|

A s > O ok Comiers > B w538 » 8 O » B8 o2 >

18. From the CommcCell Browser, navigate to Client Computers | <Client> | Oracle.

spoertiane S 1

19. Right-click the <Instance>, point to All Tasks and then click Restore.

20. Type the connect string name in the Catalog String box.

semnGen: [zs 7] Mot oo [

21. Select Duplicate DB check box. = Chors G o (o ® ),

22. Click Advanced.

L

Foomim e

e c
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s AT ek =

sovirerny | B ] oot |G| Bomessson | o |

El
23. Click Duplicate DB Options tab. Gerera | Copyrecedence | Datarth | Envoton | prefost | Strt | ert
Customize script | Redirect Duplicate DB Options | Recover | Duplicate
24. Click Duplicate For Standby.
Time Zone: [(GHT-08:00) Pacific Time (US & Canada) =

25. Type the Oracle <SID> name in Oracle SID box.
26. Click OK.

I~ No Fiiename Check

i

CesED ¥ DoRecover

¢ oc ) concal Help

27. Once the job is completed, the new database will be on MOUNT mode for the standby

database. You must enable the log shipping to maintain the standby database up-to-
date.

Alter database recover managed standby database disconnect;

‘ON A DIFFERENT HOST WITH THE INSTANCE CONFIGURED

Use the following steps to create a standby database on a different host with the configured instance:
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Setting up a Standby database:

1. Perform an online full backup with current control file.

L . . o LOG_ARCHIVE_DEST_1='LOCATION=C:\Oracle\Oradata\TSH1
2. Set the following initialization parameters in the primary initialization parameter \Archive MANDATORY REOPEN=30'

file init<standbydb>.ora (i.e., Startup PFile) on source (primary) host.
LOG_ARCHIVE_DEST_2="'SERVICE=stbyl LGWR SYNC AFFIRM'

. . *.log_archive_dest_ 1='LOCATION=/
3. Create an initialization parameter file, init<standbydb>.ora for the standby LOCATION_OF DESTINATION DB_ARCHIVELOG /arch'

database and set the following initialization parameters on Standby host: « . STANDBY ARCHIVE DEST—'/

LOCATION OF STANDBY DB ARCHIVELOG /stdbyarch'
*.STANDBY FILE_MANAGEMENT=auto

DB_FILE_NAME CONVERT=
('/DATA_FILE_PATH_ON_SOURCE_MACHINE/stdby',
' /ORACLE_DATA FILE PATH ON_STANDBY MACHINE/stdby/')

LOG_FILE_NAME CONVERT=('/
DATA FILE PATH ON_SOURCE_MACHINE /stdby', '/
ORACLE DATA FILE PATH ON_STANDBY MACHINE /stdby/')

] . . On Source computer:
4. Perform any Oracle Net setup and configuration required to connect to the

standby database. <Standbydbl_use_diff_ connection_string> =
For example, set up the listener and configure the destination computer's (DESCRIPTION =
$TNS_ADMIN/tnsnames.ora file for the standby database. (ADDRESS = (PROTOCOL = TCP) (HOST = destination host name)

(PORT = 1521))

(CONNECT_DATA =

(SERVER = DEDICATED)

(SERVICE_NAME = <standbydb use same_db name_as_primary>)
(UR = A)

)

)

<Standbydb primary> =

(DESCRIPTION =

(ADDRESS = (PROTOCOL = TCP) (HOST = primary host name) (PORT
= 1521))

(CONNECT_DATA =

(SERVER = DEDICATED)

(SERVICE_NAME = <standbydb same_as_destination><)
)

)

On standby computer:

<standbydbl destination connection_string> =
(DESCRIPTION =

(ADDRESS = (PROTOCOL = TCP) (HOST =
destination_standby host name) (PORT = 1521)

(CONNECT_DATA =
(SERVER = DEDICATED)

(SERVICE_NAME =
<standbydb_ destination_db_name_same_as_primary>)

(UR = A)

)

)

<standbydb_primary connection> =
(DESCRIPTION =

(ADDRESS = (PROTOCOL = TCP) (HOST = primary_host_name)(PORT
= 1521))

(CONNECT_DATA =

(SERVER

DEDICATED)

(SERVICE_NAME = <standbydb primary_ db>)
)

)
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Use a connect string to connect to the auxiliary database when the instance is
not configured. Make sure to use the password change _on_install when you

create the password file for auxiliary channel while creating password file for
standby database on destination host.

Startup the standby database instance in NOMOUNT mode. Configure the Oracle
instance for the destination host in the CommCell Browser.

Ensure to run the ora _install.sh on the auxiliary client.
Ensure that the Oracle iDataAgent is installed on the Destination host.

Ensure that you set the Standby Role Initialization parameter,
DB_FILE NAME CONVERT,to add all the temp datafiles from the primary database
location to the standby database location.

Creating a Standby Database:

10.

11.
12.
13.
14.

15.

18.
19.
20.
21.
22.

From the CommCell Browser, navigate to Client Computers | <Client> |
Oracle.

Right-click the <Instance>, point to All Tasks and then click Restore.
Type the connect string name in the Catalog String box.
Select Duplicate DB check box.

Under The latest Database View box, click Refresh to verify that the status of
the standby database is STARTED.

Click Advanced.

Click Duplicate DB Options tab.

Click Duplicate For Standby.

Type the Oracle <SID> name in Oracle SID box.

Select Do Recover check box to recover the standby database.

Click OK.

RESTORING DATABASE TABLES

DB_FILE_NAME CONVERT='<primary database temp datafile old
_location>', '<standby database temp datafile new_ location>'

x

Genera |

[ e )
el —

st s e s

sootpeien || x| oot [l promsssons | b |

Oracle Duplicate Options Dialog for Client: sdr2k8 SID: orcl2 x|
General |  CopyPrecedence | DataPath | Enavoton | PrefPost | Startup | Alert
Customize script | Redirect Duplicate DB Options Recover |  Duplicate
Time Zone:  |(GMT-08:00) Pacific Time (US & Canads) = |

I~ NoFilename Check.

¥ Buplicate For Standby

Orade SID |— ¥ Do Recover

o ) cancel Help

By default, the database tables can be restored from an online full backup, provided the table browse was enabled in the associated subclient before performing
the backup. See Enabling Table Browse for Restores for information on configuring the subclient for table browse.

When restoring database tables, by default an auxiliary instance is automatically created. Hence, make sure that there is enough disk space on the client for
the auxiliary instance.

RESTORING TABLES TO THE SOURCE DATABASE

If some of the tables in the database are lost or corrupted, you can restore those tables back to the same database using the following steps:

1.
2.
3.

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.

Right-click the <Instance>, point to All Tasks and select Browse Backup Data.

Select the Table View check box and click OK.

Browse Options

() Browse the Latest Data

O Specify Browse Time
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4.

8.
9.

From the Browse window, navigate and select the tables to be restored and click
Recover All Selected.

Click the Table Restore tab.

In the Staging Path box, click Browse and select the location where the auxiliary
instance will be created.

Click the Advanced Options tab.

Select Import to Source DB.
Click OK.

~ Oracle Table Restore Options for Clients sdr2k8 SID: orcl2

Table Restore Options

Users/Tables selected for restore:

] Auxiliary Instance

Staging Path:  |C:\temp

Cleanup Auxiliary

General | Job Initiation | Table Restore | Advanced Options

A IName Size T...Moaﬂedﬂ
. 671 Al
. 67, ‘

@ 1o
-] Boot
@) Documents and :
) orade _db_sf
® ] orc

® ] Perflogs

-] Program Fies
-] Program Files (xi
@ ) ProgramData
) System Volume T
] |

# ] Users!

183
184
185

186

. Fie 2/19/...

. Fie 2/19)...
.. File 2/19f...

o 67,
o (Ao

File 2/23]...

File 20191

Database Client:

sdr2ks

[scriptpreview | [ ok | [ cancel | [ advanced ][ [ save s Script ]

Export Options

Use DataPump if available
Include triggers.

Include constraints
Include indexes

Include grants

[] tnclude stored procedures

[] Use addtional export parameters

Import Options

© Do not Import

O Import to a different DB

[[] Drop Table for Import

Oracle Table Restore Options for Clients sdr2k8 SID: orcl2 X

General | Job Initiation | Table Restore | Advanced Options

Script preview | [ @ ok | [ cancel | (advanced )[ [B save s Script ]

'RESTORING TABLES TO A DIFFERENT DATABASE ON THE SAME HOST

Use the following steps to restore tables to a different database on the same host:

aor W

Add the destination instance name in the Listener.ora and Tnsnames.ora files.
From the CommcCell Browser, navigate to Client Computers | <Client> | Oracle.
Right-click the <Instance>, point to All Tasks and select Browse Backup Data.
Select the Table View check box and click OK.

From the Browse window, navigate and select the tables to be restored and click
Recover All Selected.

Oracle Table Restore Options for Clients sdr2k8 SID: orcl2

Export Options

Use DataPump if available
Include triggers

Include constraints
Include indexes

Include grants

General | Job Initiation | Table Restore | Advanced Options
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6. Click the Table Restore tab.

7. In the Staging Path box, type the location where the tables will be restored.
8. Click the Advanced Options tab.

9. Select Import to a Different DB.

10. In the Enter Import Oracle Instance: box, type the destination instance name.

11. In the Select a Client box, select the source client.

12. Click OK.

RESTORING TABLES TO A DIFFERENT HOST

When restoring the tables to a different host, ensure the following:

Oracle Table Restore Options for Clients sdr2k8 SID: orcl2 &3]

Both the source and the destination host should have the same database schema.

Add the duplicate database instance name in the Listener.ora file on the destination host and Tnsnames.ora files on the destination and source hosts. ,
Add the source database name in the Tnsnames.ora file on the destination host.

Ensure that both the source and destination clients use a different connection name in the tnsnames.ora file.

For example:

// dbl_table = <--- Name of the source database

dbl_table =

(DESCRIPTION =

(ADDRESS = (PROTOCOL = TCP) (HOST = M1) (PORT = 1521))

(CONNECT_DATA =

(SERVER = DEDICATED)

(SERVICE NAME = dbl)

)

)

//dbl = <--- Name of the destination database

dbl =

(DESCRIPTION =

(ADDRESS = (PROTOCOL = TCP) (HOST = M2) (PORT = 1521))

(CONNECT DATA =

(SERVER = DEDICATED)

(SERVICE NAME = dbl)

)

)

Use the following steps to restore the tables to a different host:
1. From the CommcCell Browser, navigate to Client Computers | <Client> | Oracle.

General | Job Initiation | Table Restore | Advanced Options
2. Right-click the <Instance>, point to All Tasks and select Browse Backup Data. Export Options
) Use DataPump if available
3. Select the Table View check box and click OK.
Include triggers
4. From the Browse window, navigate and select the tables to be restored and click @S
Recover All Selected.
Include indexes

5. In the Destination Client box, select the destination client name. [Z]include grants

Click the Table Restore tab.

7. In the Staging Path box, type the location where the auxiliary instance will be
created.

8. Click the Advanced Options tab.

[ Include stored procedures

[[] Use addtional export parameters

Import Options
© Do not Import
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9. Select Import to a Different DB.
10. In the Enter Import Oracle Instance: box, type the destination instance name.
11. In the Select a Client box, select the destination client.

12. Click OK.

USING A USER-DEFINED AUXILIARY INSTANCE FOR A DATABASE CLIENT NOT ON SOURCE

When the selected database client is not the source on a Table Restore, you must select the Auxiliary Instance and provide a user defined Auxiliary database
name. If you do not do this, the Auxiliary database is created on source client itself and the selected database client is ignored.

SETTING UP THE AUXILIARY INSTANCE

By default, when you restore database tables to a target instance, the system automatically duplicates the source database to an auxiliary instance in a
temporary staging location specified during the restore operation. The database will be automatically imported from this auxiliary instance after the restore.
Use the following steps to set up a specific database as an auxiliary instance. This is useful when you want to restore a table to a specific failure point.

1. Copy the init<SID>.ora file from the source
database to the auxiliary database instance.

2. Update the database name and the database file
locations in the init<sID>.ora file for the

auxiliary database instance.

3. Addthe DB FILE NAME CONVERT and Windows Clients:
LOG_FTLE_NAME_CONVERT parameters |n‘the DE_FILE_ NAME_CONVERT=
init<sID>.ora file. These parameters will ("sourcE_of df path/','dup_of df path/','source of temp path/', 'dup_of temp path/',...)
redirect the datafiles, temp files, and log files to
the auxiliary instance. LOG_FILE_NAME_CONVERT=('source_of log path/redo', 'dup of log path/redo')
Unix Clients:

DB_FILE NAME CONVERT=
(source_of df path/,dup_of df path/,source_of temp path/,dup_of temp path/,...)

LOG_FILE NAME CONVERT=(source of log path/redo,dup of log path/redo)

4. Addthe log archive dest_1 parameter is
added to the init<SID>.ora file on the auxiliary
instance.

5. Restart the Oracle Services, if using Windows

clients.
6. Add the destination instance name in the DUPDB = (DESCRIPTION =
L.j.stener.ora and Tnsname.s.ora files. If using a (ADDRESS = (PROTOCOL = TCP) (HOST = powerpc02) (PORT = 1521))
different host, add the duplicate database
instance name in the Listener.ora file on the (CONNECT_DATA = (SERVER = DEDICATED)
destination host and Tnsnames.ora files on the (SERVICE_NAME = dupdb) (UR=A) ) )

destination and source hosts. Also, add the
original database name in the Tnsnames.ora file
on the destination host.

7. Restart the Listener. $lsnrctl reload

8. Ensure that the auxiliary instance is in NOMOUNT sgl> startup nomount;
mode.

'RESTORING TABLES USING A USER-DEFINED AUXILIARY INSTANCE

By default, when you restore database tables to a target instance, the system automatically duplicates the source database to an auxiliary instance in the
specified temporary staging location. Once the database is duplicated, you can import the tables to the target instance.

However, if required, you can also use an user-defined auxiliary instance for the restore operation. This is used when you want to restore a table to a specific
failure point.
When restoring tables to a different host, if a user-defined auxiliary instance option is selected for the restore, you

need to recover the database to a specified point-in-time or SCN number. You cannot recover the database to the
current time using an user-defined auxiliary instance.

SETTING UP THE AUXILIARY INSTANCE

1. Copy the init<SID>.ora file from the source database to the
auxiliary database instance.
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8.

Update the database name and the database file locations in
the init<SID>.ora file for the auxiliary database instance.

Add the DB_FILE_NAME_CONVERT and Windows Clients:
LOG_FILE_NAME_CONVERT parameters in the init<SID>.ora
file. These parameters will redirect the datafiles, temp files,

and log files to the auxiliary instance.

DB_FILE_NAME_CONVERT=
('sourcE_of_df_path/','dup_of_df_path/','source_of_temp_path/','dup_of_temp_path/’,...)

LOG_FILE_NAME_CONVERT=('source_of_log_path/redo’,'dup_of_log_path/redo")

Unix Clients:

DB_FILE_NAME_CONVERT=
(source_of_df_path/,dup_of_df_path/,source_of_temp_path/,dup_of temp_path/,...)

LOG_FILE_NAME_CONVERT=(source_of_log_path/redo,dup_of_log_path/redo)

Add the log_archive_dest_1 parameter is added to the
init<SID>.ora file on the auxiliary instance.

Restart the Oracle Services, if using Windows clients.

Add the destination instance name in the Listener.ora and
Tnsnames.ora files. If using a different host, add the duplicate
database instance name in the Listener.ora file on the

DUPDB = (DESCRIPTION =
(ADDRESS = (PROTOCOL = TCP)(HOST = powerpc02)(PORT = 1521))

destination host and Tnsnames.ora files on the destination
and source hosts. Also, add the original database name in the
Tnsnames.ora file on the destination host.

Restart the Listener.

Ensure that the auxiliary instance is in NOMOUNT mode.

RESTORING THE TABLES USING THE AUXILIARY INSTANCE

H W

v e N u

10.

11.

12.
13.
14,
15.

(CONNECT_DATA = (SERVER = DEDICATED)
(SERVICE_NAME = dupdb) (UR=A) ) )

$lsnrctl reload

sgl> startup nomount;

Oracle Table Restore Options for Clients sdr2k8 SID: orcl2 X

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.

Right-click the <Instance>, point to All Tasks and select Browse Backup Data.
Select the Table View check box and click OK.

From the Browse window, navigate and select the tables to be restored and click
Recover All Selected.

Click the Table Restore tab.
Select the Auxiliary Instance checkbox.

In the Database Instance box, type the auxiliary instance name.

In the Database Client box, select the destination client for the auxiliary instance.

In the PFile box, type the path to the PFile of the auxiliary instance. Alternatively,
click Browse to select the path.

In the Staging Path box, type the location where the auxiliary instance will be
created. Alternatively, click Browse to select the path.

Click the Advanced Options tab.

Select Import to a Different DB.
In the Enter Import Oracle Instance: box, type the destination instance name.
In the Select a Client box, select the destination client.

Click Advanced.

General | Job Initiation | Table Restore | Advanced Options
Table Restore Options

Users/Tables selected for restore:

Auxilary Instance

Database Client: | sdr2ks v

Browse |

Database Name: orcl
PFile: C:\pp\Administratorladminiorclipfie

Staging Path: | C:\temp

([Csaritpreview | [ ok ] [Ccancel | [Cadvanced | [ [B save As Script ]

Oracle Table Restore Options for Clients sdr2k8 SID: orcl2 &3]

General | Job Initiation | Table Restore | Advanced Options
Export Options

Use DataPump if avallable
Include triggers

Include constraints
Include indexes

Include grants

[] tnclude stored procedures

[7] use addional export parameters

Import Options
© Do not Import

O Import to Source DB

(% Import to a different DB
Enter Import Oracle instance : el

jdoc_linux v

Select a Client:

[[] orop Table for Import

[scritpreview | [ ok | [ cancel ] [ Advanced ][ [ save As Script ]

Oracle Table Advanced Restore Options for Client: sdr2k8 SID: orcl2 m
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16.
17.

18.

Select the Recover tab.

Select Point-In-Time checkbox and specify the time range to which the the
database need to be recovered.

Click OK.

DISABLING CLEAN-UP OF AUXILIARY INSTANCE AFTER RESTORE

By default, the system generated auxiliary instance is deleted automatically once the tables are imported to the destination instance.

Use the following steps to disable the clean-up of auxiliary instance after the restore:

AW

© N o u

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.
Right-click the <Instance>, point to All Tasks and select Browse Backup Data.
Select the Table View check box and click OK.

From the Browse window, navigate and select the tables to be restored and click
Recover All Selected.

Click the Table Restore tab.
In the Staging Path box, type the location where the tables will be restored.
Clear the Cleanup Auxiliary checkbox.

Click OK.

General | Job Iniiation | Table Restore | Advanced Options
Table Restore Options

Users|Tables selected for restore:

[] Auxiiary Instance

Database Client: | sdr2ks

Staging Path:

[] Cleanup Auxiliary

Browse

saptprevien | [ @0k | [ cancel ] [ advanced ][ [ save s Script ]

'RESTORING TABLES WITH NON-ENGLISH CHARACTERS

By default, you can restore the tables with english characters. Use the following steps to restore the non-english characters in the tables:

o

v AWM R

From the CommCell Browser, navigate to Client Computers.
Right-click the <Client>, and then click Properties.

Click the Registry Key Settings tab.

Click Add.

In the Name box, type <ORACLE_SID>_NLS_LANG. For example,
tsrst119_NLS_LANG

In the Location box, select or type Oracleagent from the list.
In the Type box, select Value.

In the Value box, set the database's characterset as per your database's characterset
and then click OK.

For example, if the database’s nls characterset value is ZHS16GBK, you can set
NLS_LANG reg key to AMERICAN_AMERICA.ZHS16GBK. By default this value is set to
AMERICAN_AMERICA.US7ASCII.
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Client Computer Properties for doc_linux x|
General | Version | Security | Actiity Control | Groups | | Network Throtting | Policies
Job Configuration | Advanced |  ContentIndexing Registry Key Settings. Client Side Deduplication

Name | Location | Type | Value | Enabled =

Add Registry Key on Unix Client: doc_linux X

Neme  [tsrst119_NLS_LANG

Lecaten [oracleAgent |
e [REG_sz =]
vaive  [AMERICAN AMERICA.ZHS16GEK
r ok Cancel Hep
||
[) Edt Delete

EXPORTING TABLE OBJECTS

During table restores, the tables are exported from the auxiliary instance to the destination client and later imported to the target database. By default, the
following data objects are exported along with the tables:

e Triggers

e Constraints

Indexes

e Grants

However, the stored procedures associated with the selected tables are not exported by default. Use the following steps to export the stored procedures and
additional export parameters, such as (COMPRESS or PARALLEL):

Stored procedures are restored from the Schema level. Schema is the collection of data objects created by the user
to contain or reference their data. Hence, if one of the table within the schema is selected for restore, all the stored

procedures for that schema will also get restored.

When exporting the tables, the datapump export utility is used if it is supported by the Oracle application. The datapump utility facilitates the export of stored
procedures. In oracle versions that do not support datapump export utility, you will not be able to include stored procedures during export.

A wnNH

6]

10.

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.
Right-click the <Instance>, point to All Tasks and select Browse Backup Data.
Select the Table View check box and click OK.

From the Browse window, navigate and select the tables to be restored and click
Recover All Selected.

Click the Table Restore tab.

In the Staging Path box, type the location where the auxiliary instance will be
restored.

Click the Advanced Options tab.
Select the Include Stored Procedures checkbox.

Select Use additional export parameters checkbox and type the parameters to be
exported.

Click OK.

Oracle Table Restore Options for Clients sdr2k8 SID: orcl2 3]

General | Job Intiation | Table Restore | Advanced Options
Export Options 9
Use DataPump I avallable
Include triggers
Include constraints

Include indexes

Include grants

lude stored procedures

Import Options
® Do not Import

© Import to Source DB

© Import to a different DB

v

([Csaritpreview | [ &0k [Ccancel | [Cadvanced | [ B save s Seript ]

SELECTING/DE-SELECTING DEPENDENT/REFERENCED TABLES

When you browse using the table view, you can also view the dependent and referenced tables associated with the tables selected for the restore.

Dependent tables are the parent tables (containing the primary key) that the selected table (containing the foreign key) depends upon. Similarly, Referenced
tables are the child tables (containing the foreign key) that references the selected table (containing the primary key).
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By default, all the dependent and referenced tables will be included in the restore operation.

tables:

oA W

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.
Right-click the <Instance>, point to All Tasks and select Browse Backup Data.
Select the Table View check box and click OK.

From the Browse window, navigate to the table to be restored.

Right-click the <table> and click Select/Deselect All Dependent Tables to
exclude all the dependent tables.

Similarly, click Deselect All Referenced Tables to exclude all the referenced tables.

Click Restore All Selected.
Click the Table Restore tab.

In the Staging Path box, type the location where the auxiliary instance will be
restored.

Click OK.

Use the following steps to exclude the dependent/referenced

(remeraisiast ] | ot cnicie | [ waonas )

R ClortCo,.| ArtTie bl JbTyps | Phwe | Stwags. Mokt ot

INCLUDING ALL DEPENDENCIES TO THE DEPENDENT/REFERENCED TABLES

When restoring tables, you can include recursive dependency relationship of all the dependent/referenced tables.

Use the following steps to include all the dependent/referenced tables recursively:

v AW N R

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.
Right-click the <Instance>, point to All Tasks and select Browse Backup Data.
Select the Table View check box and click OK.

From the Browse window, navigate to the table to be restored.

Right-click the <table> and click Select All Dependent Tables Recursively to
include recursive dependency of dependent tables.

Similarly, click Deselect All Referenced Tables Recursively to to include recursive

dependency of referenced tables.
Click Restore All Selected.
Click the Table Restore tab.

In the Staging Path box, type the location where the auxiliary instance will be
restored.

Click OK.

DELETING EXISTING TABLES DURING A RESTORE

By default, the restore operation will overwrite the existing tables in the destination database during the restore. You can also configure the restore operation
to delete the existing tables before performing the restore.

Manually drop/delete the existing tables at the destination instance and then import the tables.

Use the following steps to automatically delete existing tables on the destination instance during restore. Note that you can also manually drop/delete the
existing tables at the destination instance and perform the restore without enabling this option.

Oracle Table Restore Options for Clients sdr2k8 SID: orcl2 X

H> W

v e N u

10.

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.
Right-click the <Instance>, point to All Tasks and select Browse Backup Data.
Select the Table View check box and click OK.

From the Browse window, navigate and select the tables to be restored and click
Recover All Selected.

Click the Table Restore tab.

In the Staging Path box, type the location where the tables will be restored.
Click the Advanced Options tab.

Select Import to Source DB.

Click Drop Table for Import checkbox.

Click OK.

General | Job Initiation | Table Restore | Advanced Options
Include triggers

Include constraints
Include indexes

Include grants

[] Include stored procedures

[[] Use additional export parameters

Import Options

© Do not Import
@ Import to Source DB

© Import to a different DB

Drop Tabe for Tmport

-

v

[“scriotpreview | [ ok 11 cancel [ advanced | [ @ saveasscriot | [ Helo
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COMMAND LINE RESTORES

You can perform restores of one of more databases from the command line interface.

Command line restores enable you to perform restore operations on multiple clients at the same time. It also allows you to reuse the command line scripts for
additional restores.

When performing command line restores, note that backups taken from the CommcCell Console can be restored using Command Line and vice versa. However,
backups taken from a previous version of the CommCell Console can be restored only from the Command Line.

In order to run the restores from command line, you need an input xml file which contains the parameters for configuring the restore options. This input xml
file can be obtained using one of the following ways:

e Download the input xml file template and save it on the computer from where the restore will be performed.

o Generate the input xml file from the CommCell Console and save it on the computer from where the restore will be performed.

SLOG ON TO THE COMMSERVE

To run command line operations you must first login to the CommServe as follows:

e From Command prompt, navigate to <Software_Installation_Directory>/Base and run the following command:
glogin -cs <commserve name> -u <user name>

e For example, to log on to CommServe 'serverl' with username 'userl':

glogin -cs serverl -u userl

PERFORM THE RESTORE
1. Download the restore_template.xml file and save it on the computer from where the command will be executed.
2. Execute the saved xml script using qoperation execute command.
gqoperation execute -af restore template.xml -clientName xxxxx -instanceName xxxxx
3. Verify the status of the job using the following command:
glist job -3 JOBID
4. Once the job completes, logout from the CommServe using the glogout command.

glogout [-cs commserver] [-all] [-tf tokenfile] [-tk token] [-h]

EXAMPLES

Restoring from a Current
Backup

Restoring Databases to a Point ) . ) . )
in Time 9 goperation execute -af restore template.xml -clientName clientl -instanceName instancel -

toTimeValue '2011-11-28"

goperation execute -af restore template.xml -clientName clientl -instanceName instancel

'RUNNING RMAN SCRIPTS USING QCOMMANDS

You can also submit RMAN scripts from the Command Line Interface using Qcommands. The RMAN scripts are submitted through argument files. This method

enables you to take advantage of the CommServe's job management and reporting capabilities as well as media reservation, multi-streaming and storage
policies.

When you submit RMAN scripts using gcommands:

e One job ID is used in the CommServe. The same Job ID is also used across different streams and attempts.
e The job can be resumed from the point of failure from the CommcCell Console or Command Line.

o The job history can be viewed for these jobs.

e A list of media can be obtained for the job in primary or secondary copy.

e Job-based storage policies can be used.

o Multiple streams can be allocated before the job starts.

o The job will use as many available drives and start other streams as drives become available.

o Run time reservation of storage policy can be used during restore. For example, if a log backup is encountered in the data phase, all data storage policy
resources will be released, and archive log resources will be dynamically reserved.

1. Create the RMAN Script file for the restore operation. run {

Ensure that you create separate RMAN scripts for the data and logs allocate channel chl type 'sbt_tape'
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2. Create the argument file.
3. Login to the Commserve from the command prompt.
4. Run the goperation restore command.

SUPPORTED RMAN PARAMETERS

PARMS="BLKSIZE=262144" ;

allocate channel ch2 type
PARMS="BLKSIZE=262144" ;

'sbt_tape'

restore database ;

recover database;

sgql "alter database open";
}

For example,
[oraclerestorescript]
/rman_restore.scr

For example:

glogin -cs serverl -u userl
Example:

goperation restore -sc clientl -a Q ORACLE -i
instancel -af /argfile2.txt

PARAMETER USAGE DESCRIPTION
[oraclerestorescript] [oraclerestorescript] Name of the file that contains RMAN script for restore.
<filename>
Example:
[oraclerestorescript]
restorelogs. txt
[rmanlogfile] [rmanlogfile] This is an optional parameter.
<ouputfile location>/<outputfile |Location where the RMAN restore output file will be saved and the name of the
name> output file.
Example: By default, an output file restore.out is created in the job results directory. You
[rmanlogfile] can change the name of the output file as well as the location using this
9 parameter. In order to include the JOB ID in the output file name, you need to
/usr/temp1l set the sQcmd_Rst_RmanLogFile registry key.
Here, temp1 is the directory and not
the file name.
[options] QR_DO_NOT USE_ORA_CONNECT_STRING |[Thijs is an optiona| parameter.
If specified, the restore operation will use the user defined connect string and
catalog connect values specified in the RMAN script will be used instead of the
values specified in the Instance Properties (Details) tab in the CommcCell
Console.
[mediaagent] [mediaagent] This is an optional parameter.
<mediaagentname> Name of the MediaAgent to be used for the restore job.
Example:
[mediaagent]
MA1
[library] [library] This is an optional parameter.
<libraryname> Name of the library to be used for the restore job.
Example:
[library]
LN1
[drivepool] [drivepool] This is an optional parameter.
<library name>/<drivepool name> |Name of the drivepool in the library to be used for the restore job.
Example:
[drivepool]
LN1/DP1
[scratchpool] [scratchpool] This is an optional parameter.
<library name>/<scratchpool name>|Name of the scratchpool in the library to be used for the restore job.
Example: The drivepool and scratchpool parameters are applicable only if a tape library
[scratchpool] is used for the RMAN backup. The drivepool and scratchpool names can be
P given along with the library name followed by a backslash (/) or itself alone.
LN1/SN1
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VIEWING RMAN SCRIPTS FROM THE COMMCELL CONSOLE

Prior to running a restore operation from the CommCell Console, you can preview the corresponding RMAN script for the restore job. This is useful to determine
whether the selected restore options will yield the desired result in the script. You can also manually copy and save the generated RMAN script to your

computer and later execute the script from the command line.

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.
Right-click the <Instance>, and select Restore.
Click Script Preview.

Click OK.

H> W

Oracle Restore Options sdr2k8 SID: orcl2 @

General | Job Initiation

Destination Client: [ 4 o\q | Number of streams to use for restore: 1 j
Catalog Connect:  [,cory i @ [y
d <

NSETENV=0,ENV=(CY_mmshopNsne2,CY_charneParschi )

7T_UNSETENY=0,ENY=(CY_mmshphsn=2,CY_charnebar=cht

]

Status: STARTED [ Refresh | [ mewbrowse |

G ScriptPreview || g ok | [ Cancel | [ Advanced ][ [ Save As Script ]

CUSTOMIZING RMAN SCRIPTS FROM THE COMMCELL CONSOLE

In addition to previewing the RMAN script, you can also modify the script from the CommCell Console. This is useful when you want to include the RMAN

commands that is not supported by the software.

From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.
Right-click the <Instance>, and select Restore.
Click Advanced.

Click the Customize Script tab.

v oA W N e

Select the Customize Script checkbox.
The script for the control file restore will be generated.
6. Click the Database tab to view the script for the database restore.

7. Click OK.

Oracle Advanced Restore Options for Client: sdr2k8 SID: orcl2 3]

General Copy Precedence Data Path Encryption PrefPost Startup
Alert | Customize script Redrect | Options | Restore | Ctrl&SPFies | Recover
Customize script.

Control file |{Database |

fun {
| restore database ;
)

et

| recover database ;
lalter database open resetiogs;

exit;

‘RUNNING RMAN SCRIPTS FROM THE RMAN INTERFACE

AVAILABLE SBT PARAMETERS

<Instance_Name>

Example:

[CvInstanceName]

[CvClientName] [CvClientName] Name of the client defined in the CommCell Console and the
. client name from where RMAN script runs. This parameter is
<Client_Name> optional. It is primarily used in a clustered environment.
Example:
[CvClientName]
client name
[CvinstanceName] [CvInstanceName] Name of the Calypso instance installed on the client from

where the RMAN script runs.
This parameter is optional.

In cases of multiple instances of the software, the first installed
instance would be 'Instance001".
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instance name

[CvOraSID] [CvOraSID] Name of the Oracle System ID (SID). This parameter is used
during multi stream backups and also when the Oracle

<oracle_sid> database name is different from Oracle SID. It is also used for

Example: multistream restores to get single job id. This parameter is
optional.
[CvOraSID] In case of a duplicate database restore, CvOraSID must be the
DB1 destination SID name, otherwise in all cases it is source SID.
[CvSrcClientName] [CvSrcClientName] Name of the Source client defined in CommServe for which

restore should look for backup pieces. It will be needed for
cross-machine/duplicate restores to get correct backup piece
of the required oracle instance when there are conflicting
backup pieces between two oracle instances on different
clients.

Source_client_name

Prior to running the RMAN scripts from the RMAN command line, do the following:

1. Add the environmental variables for the client and instance on which allocate channel chl type 'sbt tape'

the iDataAgent is installed. PARMS="<software install path>/Base/libobk.so,ENV=

(CvClientName=clientname,CvInstanceName=instancename)"
2. On Unix clients, add the SBT LiBRARY path. For example,
allocate channel chl type 'sbt_tape'

PARMS="SBT LIBRARY=<software install path>/Base/libobk.so,ENV=
(CvClientName=clientname,CvInstanceName=instancename)"

The SBT_LIBRARY path for the various platforms are listed below:
o AIX with 64 bit Oracle - <Client Agent Install Path>/Base64/libobk.a
(shr.o)

e HP UX PA RISC 64 bit Oracle - <Client Agent Install
Path>/Base64/1libobk.sl

e Solaris with 64 bit Oracle -<Client Agent Install Path>/Base64/libobk.so

e Linux on System Z with 64 bit Oracle - <Client Agent Install
Path>/Base64/libobk.so

e All Other Unix platforms -<Client Agent Install Path>/Base/libobk.so

3. Add the same block size value that was used for the corresponding allocate channel chl type 'sbt_tape'
backup job. PARMS=" SBT_LIBRARY=<software install path>/Base/libobk.so, ENV=
You can skip this step if the default block size was used for the (CvClientName=clientname,CvInstanceName=instancename), BLKSIZE=32768";
backup.

4. From the RMAN command prompt, connect to the target database. rman target sys/sys@<databasename>

5. Execute the RMAN script. @restore.txt

The restore and recover processes are run as separate RMAN run blocks and hence when resumed, the job is restarted from the last failed RMAN run block.

‘RESTORING FROM A SECONDARY COPY USING RMAN INTERFACE
During restores, if the primary copy of the database is not available, you can restore from a secondary copy using the RMAN command line.

1. Include the environmental variable for copy allocate channel chl type 'sbt_tape'

precedence in the RMAN script. PARMS=" SBT_LIBRARY=<software install path>/Base/libobk.so,

ENV=
(CV_restCopyPrec=2,CvClientName=clientname,CvInstanceName=instancename),BLKSIZE=32768";

2. From the RMAN command prompt, connect to rman target sys/sys@<databasename>
the target database.

3. Execute the RMAN script. @restore.txt

RESTORING MULTIPLE STREAMED BACKUPS

In order to restore using multple streams from RMAN interface, set the following parameters in the RMAN script.

1. Set the number of automatic channels for CONFIGURE DEVICE TYPE 'SBT_TAPE' PARALLELISM 2 BACKUP TYPE TO BACKUPSET;

a specific device type using the . . .
CONFIGURE DEVICE TYPE ... In the above example, RMAN allocates two channels for the device type when using automatic channels.

PARALLELISM command.

2. Run the restore operation. Make sure to run
set the CvOraSID parameter to run the

N N . . allocate channel chl type 'sbt tape'
restore operation with a single job ID. { e —ar

PARMS="SBT_LIBRARY=<software_ install path>/Base64/libobk.so, ENV=
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(CvClientName=rdlab04,CvOraSID=DB1l,CvInstanceName=Instance001)";

allocate channel ch2 type 'sbt tape'
PARMS="SBT_LIBRARY=<software_ install path>/Base64/libobk.so, ENV=
(CvClientName=rdlab04,CvOraSID=DB1l,CvInstanceName=Instance001)";

allocate channel ch3 type 'sbt_tape'
PARMS="SBT_LIBRARY=<software_ install path>/Base64/libobk.so, ENV=
(CvClientName=rdlab04,CvOraSID=DBl,CvInstanceName=Instance001)";

restore database ;
recover database ;

sql "alter database open"; }

3. If you are using the OEM application, For Unix:
include the RMAN settings in the Oracle

. SBT LIBRARY=<software install path>/Base|Base64/libobk.so,BLKSIZE=262144, ENV=
Enterprise Manager. = — —

(CvClientName=client_name,CvInstancename=Instance_name,CvOraSID=database_name)

Windows:
ENV=

(CvClientName=client_name,CvInstanceName=Instance_name,CvOraSID=database_name),BLKSIZE=262144
RESTORING FROM CONFLICTING BACKUPS

If there are same backup piece names for two different oracle instances, while command line restore going on, you might see the following errors:

o ORA-19626: backup set type is archived log - cannot be processed by this conversation
e ORA-19615: some files not found in backup set
o ORA-19613: datafile 3 not found in backup set

IN-PLACE RESTORE
Include the environmental variable for the source Oracle instance name in the RMAN script.

allocate channel chl type 'sbt_ tape'
PARMS=" SBT_LIBRARY=<software install path>/Base/libobk.so,

ENV=(CvClientName=clientname, CvInstanceName=instancename, ,CvSrcOraSID=sourceoracleSID),BLKSIZE=32768";

§CROSS-MACHINE RESTORE
Include the environmental variable for the source client name in the RMAN script.

allocate channel chl type 'sbt_tape'
PARMS=" SBT_LIBRARY=<software install path>/Base/libobk.so,
ENV=(CvClientName=clientname, CvInstanceName=instancename,CvSrcClientName=sourceclientname),BLKSIZE=32768";

‘DUPLICATE RESTORE
Include the environmental variable for the source client name in the RMAN script.

allocate channel chl type 'sbt_tape'
PARMS=" SBT LIBRARY=<software install path>/Base/libobk.so,
ENV=(CvClientName=clientname, CvIinstanceName=instancename,CvSrcClientName=sourceclientname), BLKSIZE=32768";

AUTOMATICALLY SWITCHING THE DATABASE MODE BEFORE A RESTORE

In order to perform a restore operation, the database should be in the MOUNT mode. If the database is not in mounted state, you are

prompted to switch the database to the mounted state and then perform the restore.

A static listener must be configured for database restores with the switch database mode when the Oracle database is in open mode. See

When do we configure a static listener for additional information.
Use the following steps to automatically switch the database to mount mode prior to restore:

1. From the CommCell Browser, navigate to Client Computers | <Client> |
Oracle.

2. Right-click the <Instance>, point to All Tasks and then click Restore.

3. Click Advanced.
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4. Click the Options tab.

5. Select Switch Database mode for Restore.

6. Click OK.

Sometimes,

Restore - Troubleshooting.

the database may not restart after switching the database during restore on Linux clients.

OPENING THE DATABASE AFTER A RESTORE

After a restore operation,

Use the following steps to open

1. From the CommCell Browser,
Oracle.

2. Right-click the <Instance>,

3. Click Advanced.

4. Click Options tab.
5. Select Open DB check Box.
6. Click OK.

the database:
<Client> |

navigate to Client Computers |

point to All Tasks and then click Restore.
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SETTING THE LOG STATE AFTER A RESTORE

By default,

From the CommCell Browser, navigate to Client Computers | <Client> |

Oracle.
Right-click the <Instance>, point to All Tasks and then click Restore.

Click Advanced.

Click Options tab.
Select Open DB check Box.
Select the following options from Reset Logs list.

O None - Open the database without RESETLOGS option.
O No - Open the database with NORESETLOGS option.

Click OK.

SETTING THE DATABASE INCARNATION

When you perform a point-in-time recovery of an Oracle database with RESETLOGS,

the database is automatically set to open and the logs are reset.

Use the following steps to prevent resetting the logs:
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archive log files generated after resetting the logs will be associated to the new incarnation.

in-time recovery from a backup of a previous incarnation,

Use the following steps to set the incarnation value:

1.

2.

3.

4.

5.
6.

From the CommCell Browser, navigate to Client Computers | <Client> |

Oracle.
Right-click the <Instance>, point to All Tasks and then click Restore.

Click Advanced.

Click Options tab.
Select the database incarnation value from Set DB Incarnation list.

Click OK.

However,

a new incarnation of the database is created. All
in order to perform a point-

you need to reset the current incarnation to the previous incarnation value.
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RESETTING THE DATABASE AFTER A RESTORE

By default, the database is not reset.

reset the database after a restore:

1. From the CommCell Browser,
Oracle.

2. Right-click the <Instance>,

3. Click Advanced.

4. Click Options tab.

5. Select Open DB check Box.

7. Select Reset Database check box.

8. Click OK.

navigate to Client Computers

After resetting the logs to open state,

| <Client> |

point to All Tasks and then click Restore.

Select Yes from the Reset Logs list.

DISABLING FAILOVERS DURING RESTORES

During restore operations,

® a backup piece is corrupted or deleted

® a media agent is offline

® a block in the backup is corrupted within the latest full backup

If it is not available in the other copy,
RMAN will automatically retry on another channel.

for the same device type,

exhausted all possibilities.

RMAN will use older versions of the

This process will delay the restore Jjobs.

Oracle Advanced Restore Options for Client: sdr2k8 SID: orcl2 [x]

Genersl | CopyPrecedence | DataPath Encryption | PrefPost Startup
Blest | Customize script | Redvect  Options | Restore | Ctla.SPFies Recover
Titwe: Zone: [(GT-08:00) Pacfic Time (U5 & Canada) =
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RMAN automatically looks for another copy of the file under the following circumstances:

file, if available.

Use the following steps to disable the failovers during restore and prevent job delays:
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1. From the CommCell Browser,
Oracle.

2. Right-click the <Instance>,

3. Click Advanced.

4. Click Options tab.

navigate to Client Computers | <Client> |

point to All Tasks and then click Restore.

5. Select Disable Oracle Channel Restore Failover check box.
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Oracle Advanced Restore Options for Client: sdr2k8 SID: orcl2

General |

Mert | Customize script

x|

Time Zone:

6.

Click OK.

[~ ResetDatabase | OpenDB
==z Nane = I~ NoRe-do Logs

I™ Switch Database mot

I Validate
I~ setDBD
Max Open Fles: [ o
setDB Incamation [ g 4

CopyPrecedence | D Enayption | PrefPost Startup
| Rediect Restore | Ctl&SPFles | Recover
(M T-08:00) Pacific Time (Us & Canads) =l
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SETTING UP PRE-POST PROCESSES

You can run batch files or shell scripts before and/or after restore jobs. Use the following steps to setup a process before or after

a restore job:

1. From the CommCell Browser,
Oracle.

2. Right-click the <Instance>,
3. Click OK.

4. Click Advanced.

5. Click Pre/Post tab.

6. Type the path for the batch file

click Browse to select the
restore Jjob.

7. Type the path for the batch file

click Browse to select the
restore job.

8. On Windows,

O Use Local Accounts

navigate to Client Computers | <Client> |

point to All Tasks and then click Restore.

in the Pre Recovery Command box or

batch file to perform a process before the

in the Post Recovery Command box or

batch file to perform a process after the

select one of the following options:

- Select this option if the local account has

permissions to execute the processes on the destination client.

O Impersonate User

- Select this option and enter the username and

password, that has the permissions to execute the processes on the

destination client.
Skip this step,

9. Click OK.

if you are using an Unix client.
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Oracle Advanced Restore Options for Client: sdr2k8 SID: orcl2

Mert | Customize script
General | Copy Precedence
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Restore |
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Recover
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(ﬂst Recovery Command
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I™ Run Post Restore Process for al
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™ Use Local System Account

- User

User Name; [
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C ok ] camcel Help

gSETTING UP A PRE/POST PROCESS TO RUN AFTER EACH ATTEMPT

By default,

a specified post process command is executed only on successful completion of the restore operation.
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Perform a restore operation even if the restore operation did not complete successfully. This may be useful to bring a database online

or release a snapshot. Use the following steps to run a post process:

From the CommCell Browser,
Oracle.

Right-click the <Instance>,
Click OK.

Click Advanced.

Click the Pre/Post tab.

Enter the path for the batch file in the Post Recovery Command box or

click Browse to select the

navigate to Client Computers

point to All Tasks and then click Restore.

batch file.

Select the Run Post Process for all attempts check box.

Click OK.

VALIDATING RESTORES

If you perform a validating restore job,

required for the restore are intact and usable.

Use the following steps to validate a restore job:

1.

2.

3.

4.
5.

6.

From the CommCell Browser,
Oracle.

Right-click the <Instance>

Click Advanced.

Click Options tab.
Select Validate check Box.

Click OK.

’

navigate to Client Computers

<Client> |

<Client> |

point to All Tasks and then click Restore.
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Oracle Advanced Restore Options for Client: sdr2k8 SID: orcl2 [x]
Genersl | CopyPrecedence | DataPath Encryption | PrefPost Startup

Blest | Customize script | Redvect  Options | Restore | Ctla.SPFies Recover
Titwe: Zone: [(GT-08:00) Pacfic Time (U5 & Canada) =

IT [feset Database ™ Open DB
Reset Logs Mone = [ i Re-ddon Logs:
I | Suitch Database made for Restare

W i

I~ Disable Oracle Channel Restore Faiover

I~ setDBID

Max Open Files: ,_D:I
Set DB Incarnation ,_U:i

Cancel Help

SETTING THE DATABASE IDENTIFIER (DBID)

The Database Identifier (DBID) is an internal, uniquely generated number that will distinguish the target database from the rest of
the databases that have the same name in the recovery catalog. Oracle creates this number automatically when you create the database.

The DBID is set while restoring the control file to differentiate the database for which the control file is restored.

Use the following steps to set the DBID and differentiate the database:

> © Ot » 8 230> B o > B [T

1. From the CommCell Browser, navigate to Client Computers | <Client> | — o L o L e 1
Oracle.

==
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2. Right-click the <Instance>, point to All Tasks and then click Restore. et o I o

3. Click Advanced. e i e ]
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Oracle Advanced Restore Options for Client: sdr2k8 SID: orcl2 x|
4. Click Options tab. Genersl | CopyPrecedence |  DataPath Encrypton | PrefPost Startup
Alert | Customizescript | Redrect  Optins | Restore | CtdasPFies Recover
5. Select the Set DBID check box.
Time Zone: [ (GMT-08:00) Pacific Time (US & Canada) =

6. Click OK.

I Reset Database I~ OpenDB
Reset Logs None = [~ No Re-do Logs
I Switch Database mode for Restore

I~ validate I~ Disable Oracle Channel Restore Failover

Max Open Files: ,_D:I
Set DB Incarnation ,_U:i

Cancel Help

SETTING UP ONLINE REDO LOG FILES

Each Oracle database has a redo log. This redo log records all changes made in datafiles. When you run your database in NOARCHIVELOG
mode, you disable the archiving of the redo log.

By default, the No Redo Log is disabled. Hence, While restoring the database, RMAN will search for archived re-do logs after applying
incremental backup data. Setting No Re-do Logs will enable the RMAN to suppress the archived re-do logs so that only data from
incremental backups is restored. Enable No Re-do logs when you perform a point-in-time restore of a database that was backed up in
NOARCHIVELOG mode.

Use the following steps to enable No Re-do Logs and perform a restore operation:
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1. From the CommCell Browser,
Oracle.

2. Right-click the <Instance>,

3. Click Advanced.

4. Click Options tab.

navigate to Client Computers | <Client> |

point to All Tasks and then click Restore.

5. Select the No Re-do Logs check box.

6. Click OK.

ENHANCING RESTORE PERFORMANCE
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You can perform a restore operation faster when you set a maximum number of concurrent open datafiles for RMAN to read simultaneously.

Use the following steps to enhance your restore operation:

1. From the CommCell Browser,
Oracle.

2. Right-click the <Instance>,

3. Click Advanced.

4. Click Options tab.
5. Select the number of open f

6. Click OK.

navigate to Client Computers | <Client> |

point to All Tasks and then click Restore.

iles from Max Open Files list.

7. Click OK to start the restore.

SCHEDULING A RESTORE
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Follow the steps given below to schedule a restore job:

1. From the CommCell Browser, navigate to Client Computers | <Client> |
Oracle.

2. Right-click the <Instance>, point to All Tasks and then click Restore.

3. Select the required restore options.

4. Click Job Initiation tab and then click Schedule.

5. Click Configure.

6. Select the appropriate scheduling options. For example:

® Click Weekly.
® Check the days you want the run the restore job.
® Change the Start Time to 9:00 PM

7. Click Options for the following advanced schedule options:

® Range of recurrence
® Repeat times

® Time Zone

8. Click OK.

The restore job will execute as per the schedule.
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Advanced Schedule Dptions [ %]

énge of recurrence =
Start  wed 06/15/2011] - |
& Mever End
¢ EndBy [wed 06/15/2011 - |
\_ " End after | 05 2 timets) Yy,
@peat
Every 1 ﬂWeek(s) Advanced |
™ Repeat every g ﬂhr(s)l 0 ﬂmin(s) until IDZ 130 AM ﬁ
M A

Gme Zone: I(GMT-DS:DD) Pacific Time {5 & Canada) - )
( oK 1 Cancel Help |

MANAGING RESTORE JOBS

Once you initiate the restore operation, a restore job is generated in the Job Controller. Jobs can be managed in a number of ways.

The following sections provide information on the different job management options available:

RESTARTING JOBS

Jobs that fail to complete successfully are automatically restarted based on the job restartability configuration set in the Control

Panel. Keep in mind that changes made to this configuration will affect all jobs in the entire CommCell.

To Configure the job restartability for a specific job, you can modify the retry settings for the job. This will override the setting
in the Control Panel. It is also possible to override the default CommServe configuration for individual jobs by configuring retry
settings when initiating the job. This configuration, however, will apply only to the specific job.

Restore jobs for this Agent are resumed from the point-of-failure.

CONFIGURE JOB RESTARTABILITY AT THE COMMSERVE LEVEL

. . Job Managems
1. From the CommCell Browser, click Control Panel icon. E: El
General | Job Priorities | Job Restarts | Job Updates
2. Select Job Management.
Job Restart
3. Click Job Restarts tab and select a Job Type. < ”DED Max Restarts T Ce
Disaster Recovery backup ] —=
O Select Restartable to make the job restartable. Documentum (Data Protection) Restart Interval (Mins) E
Dowinload/Copy Updates
O Change the value for Max Restarts to change the maximum number of Exchange DE (Data Protection)
times the Job Manager will try to restart a job. File System and Indesing Based (T A
N . Information Management |
(¢] Qhange the value for Restart Interval (Mins) to change the tllTle Informi: D (Data Protection) ] bl Toted Rurning Tines
interval between attempts for the Job Manager to restart the job. Install Updates
Lokus Motes DB (Data Protection) I:H I:H
4 Click OK Media Refresh
. ic . MYSGL (Data Pretection)
Cffline Content Indexing
Crline Cortent Indexing
Oracle DB (Data Protection)
Cther (Data Protection)
SGL DE {Data Probection)
S .
Start Phase Retry Inkerval (Mins) j
()

CONTROLLING JOBS

The following controls are available for running jobs in the Job Controller window:

Temporarily stops a job. A suspended job is not terminated; it can be restarted at a later time.
SUSPEND

Resumes a job and returns the status to Waiting, Pending, Queued, or Running. The status depends on the
RESUME availability of resources, the state of the Operation Windows, or the Activity Control setting

Terminates a job.
KILL

SUSPENDING A JOB

1. From the Job Controller of the CommCell Console, right-click the job and select Suspend.
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2. The job status may change to Suspend Pending for a few moments while the operation completes. The job status then changes to

Suspended.

RESUMING A JOB

1. From the Job Controller of the CommCell Console, right-click the job and select Resume.

2. As the Job Manager attempts to restart the job, the job status changes to Waiting, Pending, or Running.

KILLING A JOB

1. From the Job Controller of the CommCell Console, right-click the job and select Kill.

2. Click Yes when the confirmation prompt appears if you are sure you want to kill the job. The job status may change to Kill Pending

for a few moments while the operation completes. Once completed, the job status will change to Killed and it will be removed from

the Job Controller window after five minutes.

RESUBMITTING JOBS

If a restore job fails to complete successfully, you can resubmit the job without the need to reconfigure the original job's restore

options

using the Resubmit Job feature. When a job is resubmitted, all the original options, restore destinations, and other settings

configured for the job remain in tact.

RESUBMIT

A RESTORE JOB

1. From the CommCell Browser, right-click a client computer whose data recovery history you want to view, click View, then click to

view a job history.

2. From the Job History Filter dialog box, select Restore.

O If you want to view more advanced options for restores, from the Job History Filter, select Restore, then click Advanced.

O From the Data Recovery History Advanced Filter select the destination client computer of the restores you would like to view,
then click OK.

3. The system displays the results of the options you selected in the Data Recovery Job History window.

4. Right-click on any job, and select Resubmit.

5. Select the job options.

6. Click OK.

ADDITIONAL RESTORE OPTIONS

Several additional options are available to further refine your restore operations. The following table describes these options, as
well as the steps to implement them.

Be sure to read the overview material referenced for each feature prior to using them.

OPTION DESCRIPTION RELATED TOPICS

Use hardware revert This option allow you to revert the data to the time when the snapshot was

capability if available created. Selecting this option brings back the entire LUN to the point when the

snapshot was created, overwriting all modifications to the data since the
snapshot creation. This option is only available if the storage array used for
SnapProtect Backup supports the revert operation.

1. From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.

2. Right-click the <Instance> point to All Tasks, and then click Browse Backup
Data.

3. Click OK.

4. In the right pane of the Browse window, select the data you want to restore
and click Recover All Selected.

5. Click Advanced.
6. Select Use hardware revert capability if available check box.

7. Click OK.

Startup Options Refer to Job Priority and

The Startup Options are used by the Job Manager to set priority for resource
allocation. This is useful to give higher priority to certain jobs. You can set
the priority as follows:

Priority Precedence.

1. From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.

2. Right-click the <Instance> point to All Tasks, and then click Browse Backup
Data.

3. Click OK.
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4. In the right pane of the Browse window, select the data you want to restore
and click Recover All Selected.

5. Click Advanced.
6. Click Startup tab.
7. Select Change Priority.

8. Select a priority number - 0 is the highest priority and 999 is the lowest
priority.

9. Select the Start up in suspended State check box to start the job in a
suspended state.

0. Click OK.

Copy Precedence

By default, the system retrieves data from the storage policy copy with the
lowest copy precedence. If the data was pruned from the primary copy, the system
automatically retrieves data from the other copies of the storage policy in the
lowest copy precedence to highest copy precedence order. Once the data is found,
it is retrieved, and no further copies are checked.

You can retrieve data from a specific storage policy copy (Synchronous Copy or
Selective Copy). If data does not exist in the specified copy, the data retrieve
operation fails even if the data exists in another copy of the same storage
policy. Follow the steps given below to retrieve the data from a a specific
storage policy copy:

1. From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.

2. Right-click the <Instance> point to All Tasks, and then click Browse Backup
Data.

3. Click OK.

4. In the right pane of the Browse window, select the data you want to restore
and click Recover All Selected.

5. Click Advanced.

6. Click Copy Precedence tab.

7. Select the Restore from copy precedence check box.
8. Select the number from Copy Precedence list.

9. Click OK.

Refer to Recovering Data
From Copies.

Data Path Options

The data recovery operations use a default Library, MediaAgent, Drive Pool, and
Drive as the Data Path. You can use this option to change the data path if the
default data path is not available. Follow the steps given below to change the
default data path:

1. From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.

2. Right-click the <Instance> point to All Tasks, and then click Browse Backup
Data.

3. Click OK.

4. In the right pane of the Browse window, select the data you want to restore
and click Recover All Selected.

5. Click Advanced.

6. Click Data Path tab.

7. Select the MediaAgent from Use MediaAgent list.
8. Select the Library from Use Library list.

9. Select the drive pool and drive from Use Drive Pool and Use Drive lists for
optical and tape libraries.

L0. Select the name of the Proxy server from Use Proxy list, if you wish to
restore using a proxy server.

1. Click OK.

Refer to Change Data Path.

Encryption

If the client's data is encrypted with a pass phrase, you must enter the pass-
phrase to start the data recovery operation. Follow the steps given below to
enter the pass-phrase:

1. From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.

2. Right-click the <Instance> point to All Tasks, and then click Browse Backup
Data.

3. Click OK.

4. In the right pane of the Browse window, select the data you want to restore
and click Recover All Selected.

5. Click Advanced.

6. Click Encryption tab.

Refer to Data Encryption.
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7. Type the pass phrase in Pass Phrase box.
8. Re-type the pass phrase in Re-enter Pass Phrase box.

9. Click OK.

Alerts

This option enables users or user groups to get automatic notification on the
status of the data recovery job. Follow the steps given below to set up the
criteria to raise notifications/alerts:

1. From the CommCell Browser, navigate to Client Computers | <Client> | Oracle.

2. Right-click the <Instance> point to All Tasks, and then click Browse Backup
Data.

3. Click OK.

4. In the right pane of the Browse window, select the data you want to restore
and click Recover All Selected.

5. Click Advanced.
6. Click Alerts tab.
7. Click Add Alert.

8. From the Add Alert Wizard box, select the required threshold and
notification criteria and click Next.

9. Select the required notification types and click Next.
L0. Select the recipients and click Next.
1. Click Finish.

2. Click OK.

Refer to Alert.

CommCell Readiness
Report

The CommCell Readiness Report provides you with vital information, such as
connectivity and readiness of the Client, MediaAgent and CommServe. It is useful
to run this report before performing the data protection or recovery job. Follow
the steps given below to generate the report:

1. From the Tools menu in the CommCell Console, click Reports.
2. Navigate to Reports | CommServe | CommCell Readiness.
3. Click the Client tab and click the Modify button.

4. In the Select Computers dialog box, clear the Include All Client Computers
and All Client Groups check box.

5. Select the client from the Exclude list.

6. Click the Include > button.

7. Click OK.

8. Click the MediaAgent tab.

9. Clear the Include All MediaAgents checkbox.
0. Select the MediaAgent from the Exclude list.
1. Click Include >.

2. Click Run.

The generated report is displayed.

Refer to CommCell
Readiness Report.

Restore Job Summary
Report

The Restore Job Summary Report provides you with information about all the data
recovery jobs that are run in last 24 hours for a specific client and agent. You
can get information such as failure reason, failed objects, job options etc. It
is useful to run this report after performing the restore. Follow the steps
given below to generate the report:

1. From the Tools menu in the CommCell Console, click Reports.
2. Navigate to Reports | Jobs | Job Summary.
3. Click Data Recovery on the General tab in the right pane.

4. On the Computers tab, select the client and the agent for which you want to
run the report.

5. Click Run.

Refer to Restore Job
Summary Report.
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Data Aging - Oracle iDataAgent

TABLE OF CONTENTS

Getting Started

Extended Retention Rules

Data Aging for Transaction, Archive, and Logical Log Backups
Data Aging of the Oracle Recovery Catalog Database

Timeout for Oracle Crosscheck Per Instance During Data Aging
Data Aging Rules for Oracle Archive Index

Disable Oracle RMAN Crosschecks During Data Aging

Data Aging Rules for Selective Online Full Backups

Data Aging Rules for Command Line Backups

Data Aging Rules for On Demand and Customized RMAN Script Backups
Oracle RMAN Retention Policy

Data Aging Rules for Jobs Completed with Errors

GETTING STARTED

Data Aging is the process of removing old data from secondary storage to allow the associated media to be reused for future backups.

By default, all backup data is retained infinitely. However, you should change the retention of your data based on your needs. Note

that if you continue to have infinite retention, you will also need infinite storage capacity.
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® Click

® Click
area.

® Enter
® Enter

® Click OK.

From the CommCell Browser,

the Retention tab.

number of days to retain the data.

number of cycles to retain the data.

click the Reports icon.

Expand Reports and select Data Retention Forecast and

Click Run.

The report will display the data to be pruned when a data
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Data Retention Forecast and Compliance Report

data that will be aged based on the retention
rules you have configured. Hence, ensure this
report includes only the data you intend to age.

If necessary, fine-tune your rules so that only
the intended data is aged.

Once you run a data aging job, the data will be
lost.
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From the CommCell Console,
Tasks | Data Aging.

right click the CommServe icon
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10. Select Immediate in the Job Initiation section and click OK. q
Data Aging Options El
Job Initiation
Job Initiation
(&) Immediate
Run this job now
() Scheduls
[ gOK 1 [ Cancel l [ Advanced ] [ @Save As Script ] [ Help ]
11. You can track the progress of the job from the Job Controller window. D st —
When the job has completed, the Job Controller displays Completed. S i i S £ i i i
Make sure that the job completes successfully. If the job did not
complete successfully, re-run the job.

Ware Bl Fars 0Py 0 i 2 om0 Spanc 0T o 2o v e s

EXTENDED RETENTION RULES

Extended retention rules allow you to keep specific full (or synthetic full) backups for longer periods of time.

Extended retention rules can be used in the following circumstances:

® If you have a single drive tape library

® If you want to create a hierarchical retention scheme (grandfather-father-son tape rotation)

In all other cases, it is recommended that the Auxiliary Copy feature be used for extended storage as it actually creates another

physical copy of the data, thereby reducing the risk of data loss due to media failure.

@NDERSTANDING EXTENDED RETENTION RULES

Extended retention allows you to retain a specific full (or synthetic full) backup for an additional period of time.

may want to retain your monthly full backups for 90 days.

Extended retention rules allow you to define three additional "extended" retention periods for full
example:

® You may want to retain your weekly full backups for 30 days.

® You may want to retain your monthly full backup for 90 days.

® You may want to retain your yearly full backup for 365 days.

(or synthetic full)

For example, you

backups. For

A backup job will be selected for extended retention based on its start time. For example: If a backup job starts at 11:55 pm on

August 31st and ends at 1 am on September 1st, then it will be selected as the last full backup for the month of August and will be

picked up for extended retention.

$ETTING UP EXTENDED RETENTION RULES
Use the following steps for setting up the extended retention rules:

1. Right-click the storage policy copy and click Properties.
2. Click the Retention tab.

3. Set the basic retention rules by clicking Retain for and entering the number of days
and cycles appropriate for your organization.

4. Set the extended retention rules as follows:
Click the For button.
Enter the number of Days Total to retain the backup.

Click the Keep drop-down list, and select the desired backup criteria (e.g., Monthly
Full) .

Click the Grace Days drop-down list and select the number of days (e.g., 2).
5. Repeat Step 4 to configure additional extended retention.

6. Click OK.
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DATA AGING FOR TRANSACTION, ARCHIVE, AND LOGICAL LOG BACKUPS

Log Backups (transaction,

retention parameters do not apply to them.

retention as follows:

® Log backups are linked to a
data only or data and logs.

® If a full backup job is run
unlinked log backups and by

archive,

or logical logs) are not considered part of the backup cycle. Therefore, storage policy cycle

However, log backups may be linked to data backup operations, which can affect their

full backup if they are run at the same time. This is regardless of whether the full backup included

Such backups follows the standard data aging rules.
on data and logs, then the next log backup will not be linked to this full backup job. These are

default, this will follow the unique data aging rules for log backups as given below:

O Logs that need to be copied
O Logs that exist only on one

O When logs exist on multiple
aged after the oldest data.

to secondary copies will not be aged both on primary and non-primary source copy
copy will be aged when they are older than the oldest data
copies, the logs on the copy with longest retention days will be retained with the data and will be

The log jobs on the remaining copies will be aged according to copy retention days without checking

if the oldest data exists or not.

O Partial, disabled logs will be aged when they are older than the oldest data

® If a full backup job is run on data, then the next log backup job will be linked to this full backup job.

linked or chained log backups and are not aged until the linked data is aged.

These are considered as
In addition, these log backups will also follow the

unique data aging rules for log backups.

gPRUNING ALL LOG BACKUPS BY DAYS RETENTION RULE

Use the following steps to enable unlinked log backups to be aged according to the defined days retention rule for the data:
1. From the CommCell Browser, select Tools | Control Panel.

2. Double-click Media Management

3. Click the Data Aging tab.

4. Enable the Prune All Database Agent Logs Only By Days Retention Rule option.

5. Click OK.

DATA AGING OF THE ORACLE RECOVERY CATALOG DATABASE

When a Data Aging job is run, the BackupPieceName UNAVAILABLE command is automatically issued to RMAN to disable specific backup
pieces in the Oracle Recovery Catalog database that were pruned from the Media Manager CommServe tables. Any backup pieces that were
aged from the system's database that have exceeded their retention criteria will be marked as unavailable in the Oracle Recovery
Catalog database through this methodology. You can delete these specific backup pieces by creating and enabling the

OracleDeleteAgedBackupPiece registry key.

TIMEOUT FOR ORACLE CROSSCHECK PER INSTANCE DURING DATA AGING

By default the timeout for Oracle CROSSCHECK per instance is 600 seconds during data aging operation. You can modify this value (or
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disable the option) by using the OraCrossCheckTimeOut registry key.
EFFECTS OF DOWNED SERVICES

When data aging is running, if the Oracle services go down, the data aging operation will complete successfully. However, you need to

manually execute Oracle CROSSCHECK to synchronize the Oracle Recovery Catalog database with that of the CommServe database.
EFFECTS ON ORACLE ARCHIVE LOGS

Oracle archive logs get deleted for those clients/instances where the Oracle CROSSCHECK has been completed successfully. However, if
the timeout for the Oracle CROSSCHECK is small (between 1 - 300) and if there are many archive logs, then the crosscheck will fail
with a timeout error (or any other error). In such cases, the archive logs will get deleted from the CommServe database during the
next data aging operation.

EFFECTS OF UNINSTALLING THE SOFTWARE

When uninstalling the iDataAgent software, CROSSCHECK will no longer be performed by the system to synchronize entries in the CommServe
Database with the RMAN catalog. If either of these iDataAgents is later re-installed, then the next data aging job will synchronize the
RMAN catalog with the CommServe Database unless the data on tape has been deleted (such as the case where the tape/volume was used for

other backups and has been pruned).

DATA AGING RULES FOR ORACLE ARCHIVE INDEX

Oracle archive index is deleted when the associated backup data is deleted. This applies to SnapProtect Backup and Table Level Backup.

DISABLE ORACLE RMAN CROSSCHECKS DURING DATA AGING

By default, during a data aging operation, an Oracle CROSSCHECK is performed by the system to synchronize the entries in the CommServe
database with the RMAN catalog. If required, you can disable this CROSSCHECK operation using the Disable RMAN Cross Check option in

the Instance Properties (Details) tab for the specific Oracle instance. For step-by-step instructions, see Disable RMAN Cross Check.

DATA AGING RULES FOR SELECTIVE ONLINE FULL BACKUPS

A selective online full operation that consists of archive logs and oracle data can also be linked to the logs of a separate job,
which was initiated within the time frame of the selective online full operation. These logs and the selective online full are then
considered as one entity within the software, regardless of whether or not separate jobs have the same job ID. Therefore, they are
copied to synchronous and selective copies together during auxiliary copy operations and are aged together. If any part of the
selective online full is missing from a copy, the full will not be considered as a valid full and will not be counted as a cycle

during data aging. Consider the following:

® Data from selective online full backups are considered the same as regular full and offline full backups for each Oracle subclient
in terms of basic retention rules of cycles and days. However, if any logs on a primary copy have not been fully copied to a
secondary copy, the selective online full cannot be aged.

® Data from selective online full backups are considered the same as offline full backups for each Oracle subclient in terms of
extended retention rules of days. Selective online full backups and all logs linked with it must be retained together on the same
storage policy copy.

® Those Logs that are linked with a selective online full (and the logs of the selective online full) can be aged only if they are
older than the oldest data that can be aged and the corresponding data of the selective online full that can be or have been aged.

® Selective online full backup jobs that are completed with errors will not be retained by extended retention rules during data aging

operation.

DATA AGING RULES FOR COMMAND LINE BACKUPS

® Oracle third party command line log backups can be linked to third party data backups as well as any other kind of backup data as
per regular data link rule.

® Data from third-party command line (i.e., RMAN) backups for Oracle is aged differently than data from backups initiated through the
CommCell Console. Retention cycles are not used for copies involved in operations from the third-party command line. For such
operations, data is aged according to the associated retention time. However, you can manually set the retention time for each third
party command line job from the storage policy copy. The command line log backups will be aged according to the retention time set
for its associated command line data backup job.

® The goperation agedata command can age data and logs simultaneously based on the Job ID, and it is especially useful for aging each

of these items separately.

DATA AGING RULES FOR ON DEMAND AND CUSTOMIZED RMAN SCRIPT BACKUPS

Data Aging for Oracle On Demand and Customized RMAN Script backup jobs uses days/time, and ignores cycles, as the determining factor

for pruning the data. Therefore, once the retention time criteria has been met, all data (for both data and logs) is pruned that was
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backed up using the storage policy specified in the RMAN script that was run through the Command Line Interface.

When you perform an On Demand Full backup job (that includes data and logs), the next log backup job will get linked to this job,
since the job type for Full backup is DATA for both the data and log phase.

An effective storage policy strategy for Oracle On Demand and Customized RMAN Script backups is as follows:

® The same storage policy should not be used for regular Oracle backups and Oracle On Demand backups or Customized RMAN Script
backups.

® The storage policy copy containing logs of Oracle On Demand backups or Customized RMAN Script backups should have a much longer
retention time than other storage policies used by regular Oracle backups for the same instance. This is to prevent the logs of
Oracle On Demand backups from being pruned before the data of regular Oracle backups, and allow the database to be fully restored
and recovered using the data of old regular Oracle backups and logs afterwards.

ORACLE RMAN RETENTION POLICY

An Oracle RMAN retention policy can be configured for each database. When RMAN retention rules are in effect, RMAN considers the
backup jobs comprising data files and control files as obsolete, that is, no longer needed for recovery, according to criteria that
you specify in the CONFIGURE RETENTION POLICY command. When you run DELETE OBSOLETE or CROSS CHECK operations, RMAN ages data by

freeing disk and tape space used by backups that are no longer needed.

Do not configure RMAN retention policy if you want to retain data using the data aging feature provided in the CommCell console. To
disable the RMAN retention policy, use the following command: CONFIGURE RETENTION POLICY TO NONE. This ensures that data will only be
aged according to the retention rules specified in the associated storage policy copy.

DATA AGING RULES FOR JOBS COMPLETED WITH ERRORS

Jobs that are completed with errors are not treated as a valid full backup job and hence are pruned based on basic retention rules.
However, in case if you require to apply extended retention rules to these jobs, you can exclude jobs that completed with errors
during extended retention calculations. Note that this option is applicable only for Selective Online full backup Jjobs.

1. From the CommCell Browser, select Tools | Control Panel.
2. Double-click Media Management
3. Click the Data Aging tab.

4. Change the value for the Ignore Completed With Errors job option for Extended Retention calculations option from 1 to 0.

5. Click OK.
ADVANCED TOPICS

Data Aging - Advanced
Provides comprehensive information on additional Data Aging capabilities.
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Disaster Recovery - Oracle iDataAgent

TABLE OF CONTENTS

Planning for a Disaster Recovery

Rebuilding the Operating System

Restoring the Oracle Database

PLANNING FOR A DISASTER RECOVERY

Before you begin a disaster recovery, make sure to perform the following:

® Perform frequent Oracle backups with control files and the latest file system.

® Make sure that the recovery catalog is available on a separate computer.

REBUILDING THE OPERATING SYSTEM

In the case of disaster recovery, where a full system restore is required, you must first rebuild the system to exactly the state as

it existed before the problem. Use the following steps to rebuild the operating system:

1.

2.

10.

Rebuild the hardware if needed.

Install the same version of the operating system with the same patches that were previously installed.
Edit the host file of the client to include the CommServe name.

Install the File System iDataAgent on the client.

Perform a full system restore of the File System iDataAgent. This will restore the Oracle application available under the <oracle
install> directory. If there are any problems with the Oracle iDataAgent, we recommend that you un-install and re-install the
software in the same drive as it was previously installed. Use the same installation parameters, passwords, and backup type
settings as were previously used. In addition to restoring your operating system, this operation will restore the Oracle

application files and the Oracle iDataAgent.

Make sure to exclude the Oracle Database files while performing the file system backup. You can achieve this by setting a backup

filter for .dbf files in the appropriate file system subclients.
Reboot the computer.
Manually copy the init<SID>.ora file on to the computer you are rebuilding.

Perform the following steps if the recovery catalog is on the same computer that you are rebuilding:

O Create the recovery catalog database as it existed before the crash.

O Create the user who was the owner of the recovery catalog with the same user privileges that existed for the user.

O Import the user which was exported to a flat file and was backed up as a part of the file system using the Oracle Import

command.

Start the database in the NOMOUNT mode.

RESTORING THE ORACLE DATABASE

® From the CommCell Browser, navigate to Client Computers | <Client>
Oracle.

® Right-click the <Instance> point to All Tasks and then click Restore.

R e
il

® Select the name of the client computer from the Destination Client
list.

® Clear Recover check box.
® Select Restore Archive Log check box.

® Select Restore Control File check box.
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® Verify that the Status of the database is displayed as STARTED
® Click Advanced.

3. ® Click the Restore tab.
® Ensure that the Restore Data with From the Latest Backup and Restore
Archive Log with All options are selected.
Fiosmopott 1 v [ osisnioeaM |
[Fiosporots """ = | B350 bean |
=
4. ® Click the Control&SP files tab.
® Ensure that the Restore Control File with From Auto Backup options are
selected.
5.

® Click the Options tab.
® Select the Switch Database mode for Restore check box.
e Click OK.

Page 178 of 261



User Guide - Oracle iDataAgent

Oracle Advanced Re: Options for Client: sdr2ks SID: orcl2

(GMT-08:00) Pacific Time (US & Canada)
r

ffore =] T

6. ® From the CommCell Browser, navigate to Client Computers | <Client> |
Oracle.

® Right-click the <Instance> point to All Tasks and then click Restore.

7. ® Select the name of the client computer from the Destination Client b T
list.
® Clear the Restore Data check box. r‘
® Click Advanced.
8.

® Click Recover tab.
® Ensure that the Recover with Current Time options are selected.

® Click OK.
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9.

10. Once the restore job has completed,
| Restore History.

11. Click OK.

12. Once the database is restored,

You can monitor the progress of the restore job in the Job Controller.

right-click the agent and click View

verify that the restored database and log

files are available in the original location.

After the Database is restored, perform a full backup of the Oracle

Database.

x|

| Starto
Recover

Oracle Advanced Restore Options for Client: sdr2k8 SID: orcl2

CopyPrecedence | DataPath | Enayption | PrefPost

General |
| Redrect | oOptions | Restore | CtrlaSPFies

Alert | Customize script

f I Remver)

 Point In Time

05 :53 : 06 AM

[Frive/ =

=

£ 5eN [

Cancel Help

Progress

3 CommCel Browser k3 iDA Oracle x
& conmdcs > ) Clent Conputers > B 53248 > D8 Orade >
Instance (ORACLE SID)
®ora
doc s
T e System
8 defautBackupset
& B8 Oracke
B oraligz
& @ surde
-
7 ATads ¥
4y securty Gen D2y Backup History.
-l Reports. Schedules 2
Restore History Filter for: Oracle

Destination Client Computer:

~ I Specify Time Range
Time Zane: I(GMT—US:UU) Pacific Time {US & Canada) ;I
|—Start Tirm | |—End Tirm |
Je 05/24/2011 w ied 05252011 et
3 0 104aM I 3 010 AM T
S -
~Job Type
Iv¥ Recovery/Retrieve [ Stub Recall
Job Statu
’7(3' Al " Completed " Failed i Killed
( ok 1 Cancel | Advanced | Help |

o e ol o |

| CONTROLOL,CTL 5/30j2011 6:56 &M CTL File 9,552 KB
_REDONL 5/30j2011 6:02 &M Text Documert: 51,201 KB
_REDONZ 5/30j2011 6:56 AM Text Documert 51,201 KB
_REDON3 5/30j2011 6:02 &M Text Documert: 51,201 KB
|| SYSALIXD1.DBF 5/30j2011 6:28 AM  DEF File 737,285 KB
|| SYSTEMD1.DBF 5/30j2011 6:28 AM  DEF File 727,045 KB
| TEMPO1, DBF 5/30j2011 6:02 AM DEF File 52,252 KB
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Additional Operations - Oracle iDataAgent

TABLE OF CONTENTS
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Storage Policy

Uninstalling Components

AUDIT TRAIL

The Audit Trail feature allows you to track the operations of users who have access to the CommCell. This capability is useful if a
detrimental operation was performed in the CommCell and the source of that operation needs to be determined.

Audit Trail tracks operations according to four severity levels:

® Critical: This level records operations that will result in imminent loss of data.

® High: This level records operations that may result in loss of data.

® Medium: This level records changes to the general configuration of one or more entities. Such changes may produce unintended results

when operations are performed.

® Low: This level records changes to status, addition of entities, and other operations that have minimal impact on existing CommCell

functions.
To set Audit Trail retention periods:
1. From the Tools menu in the CommCell Console, click Control Panel, and then select Audit Trail.

2. From the Audit Trail dialog box, select the desired retention time (in days) for each severity level.

3. Click OK.

AUXILIARY COPY

An auxiliary copy operation allows you to create secondary copies of data associated with data protection operations,
the original copy.

independent of

1. Expand the Policies node, right-click storage policy for which you want to perform an auxiliary copy, click All Tasks, and then
click Run Auxiliary Copy.

2. If you are starting the auxiliary copy operation from the CommServe level, select the storage policy for which you wish to perform
the auxiliary copy.

If you are starting the auxiliary copy operation from the Storage Policy level, the Storage Policy
field is already populated with the name of the Storage Policy you selected.

3. If the source copy is configured with a shared library, select the Source MediaAgent for the auxiliary copy.

4. Click OK to start the auxiliary copy operation. A progress bar displays the progress of the operation.

LICENSE ADMINISTRATION

?EQUIRED LICENSES

The Oracle iDataAgent requires the iDataAgent for Oracle license.

?ONVERTING EVALUATION LICENSES TO PERMANENT LICENSES
If you installed the software using an Evaluation License, you can upgrade to a Permanent License as follows:

1. From the CommCell Browser, right-click the CommServe icon, click Control Panel, and then click License Administration.

Page 181 of 261



User Guide - Oracle iDataAgent

2. Select the Update License tab and then click Convert.
3. Check the box that corresponds to the evaluation license you would like to upgrade and then click Convert.

The license information is updated in the License Administration window.

@SING CAPACITY-BASED LICENSING

License Usage by Capacity is a licensing mechanism that allows you to obtain licenses based on the amount of data you back up. It

provides the following features:

® Flexibility of usage on all agents, rather than being tied to number of server, agents, etc.

® Allows you to purchase licenses based on your data protection needs

Both Core and Enterprise license types are available. Refer to License Usage by Capacity for comprehensive information on utilizing
this method.

?ELEASING A LICENSE

If you no longer require a license on a computer, such as cases where the computer is being retired, you can release the license and
use it later for another computer. Backup data from the retired computer can still be restored after the license is released provided

the data is not aged.

1. From the CommCell Browser, right-click the name of the client from which you want to release a license, click All Tasks, and then

click Release License for Client.
2. Click OK to continue releasing the license

3. Click Yes to confirm you want to release the license or No to abort.

ONLINE HELP LINKS

Use the following links to view the online help for the corresponding tabs in the CommCell Console:

OPERATIONS ENTITY ONLINE HELP LINKS SUB LINKS

CONFIGURATION|Agent Oracle Properties (General
Oracle Properties (Version)
Oracle Properties (Security)

Oracle Properties (Activity Control)

Instance Properties of Oracle: <instance name> (General)
Properties of Oracle: <instance name> (Details)
Properties of Oracle: <instance name> (Storage Device)
Properties of Oracle: <instance name> (Encryption)

Properties of Oracle: <instance name> (Security)

Subclient Subclient Properties of <Subclient Name> (General)
Subclient Properties of <Subclient Name> (Content)
Subclient Properties of <Subclient Name> (Backup Arguments)
Subclient Properties of <Subclient Name> (Log Destinations)
Subclient Properties of <Subclient Name> (Encryption)
Subclient Properties of <Subclient Name> (Activity Control)
Subclient Properties of <Subclient Name> (Storage Device)

Subclient Properties of <Subclient Name> (Pre/Post Process)

BACKUP Backup Options Backup Options for Subclient <Subclient Name> Save As Script
Command Line XML Options

Schedule Details

Advanced Backup Advanced Backup Options (Startup)
Options
Advanced Backup Options (Job Retry)
Advanced Backup Options (Media)
Advanced Backup Options (Data Path)
Advanced Backup Options (VaultTracking)
Advanced Backup Options (Alert)

Advanced Backup Options (Custom RMAN Script)
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Advanced Backup Options
Advanced Backup Options

Advanced Backup Options

(Backup Archive Logs)
(Delete Archive Logs)

(Oracle Options)

RESTORE

Restore Options

Oracle Restore Options

Oracle Restore Options

(General)

(Job Initiation)

Save As Script

Command Line XML Options

Schedule Details

Advanced Restore
Options

Advanced Restore Options (General)
Advanced Restore Options (Copy Precedence)
Advanced Restore Options (Data Path)
Advanced Restore Options (Encryption)
Advanced Restore Options (Pre/Post)
Advanced Restore Options (Startup)
Advanced Restore Options (Recover)
Advanced Restore Options (Ctrl & SP Files)
Advanced Restore Options (Restore)
Advanced Restore Options (Options)
Advanced Restore Options (Redirect)
Advanced Restore Options (Customize Script)
Advanced Restore Options (Alert)

Advanced Restore Options (Duplicate)

Advanced Restore Options (Duplicate DB Options)

OPERATING SYSTEM AND APPLICATION UPGRADES

Operating system upgrades are only supported when upgrading from one version of an 0OS to a different version of the same 0S (e.g.,

Win2003 to Win2008). The two methods of upgrading are:

® Seamless Upgrade - This involves uninstalling the Agent software, upgrading the operating system, and then re-installing the Agent
software.
® Full OS Replacement - This involves performing a clean install of a new version of the 0S, re-installing any application software,

then re-installing the CommServe, MediaAgent, and/or Agent software.

For Full OS Replacement, the client computer must be configured to have the CommServe, MediaAgent, and/or Client software re-installed
to the same location, the same Fully Qualified Domain Name or short domain name, the same partitions, disk drive format (FAT, NTFS,

et. al.), and IP configuration as previously.

If it is necessary to remove Agent software to facilitate an operating system or application upgrade, do not delete the icon
for the Agent from the CommCell Console, or all associated backed up data will be lost.

Use the following strategy to upgrade the operating system software:

® Tdentify the computers you want to upgrade and the CommCell components installed on each of these computers.
® Choose the type of upgrade procedure you want to use on each computer: seamless or full replacement.

® CommServe, MediaAgent, and Client computers can be upgraded in any order.

OPERATION WINDOW

By default, all operations in the CommCell can run for 24 hours. To prevent certain operations from running during certain periods of

the day, you can define operation rules so that these operations are disabled during those times.

When operation rules are configured, operations that are started within the time window specified will go to a queued (as opposed to
pending) state. Once the time window specified in the operation rule has elapsed, these queued or running operations will resume

automatically.
1. In the CommCell Browser, right-click the appropriate entity, click All Tasks, and then click Operation Window.
2. Click Add.

3. From the Operation Window dialog box:
O Enter the name of the rule in the Name field.

O Select either an administration, data protection (either full or non-full), and/or a data recovery operation from the Operations

pane.
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4.

Click OK.

SCHEDULE POLICY

A schedule policy is a defined schedule or group of schedules for specific operations to be performed on associated objects within the

CommCell. When the schedules from a policy are run, the specified operations, (e.g., auxiliary copy, backup, etc.,) will be performed

on the associated CommCell objects.

1.

2.

10.

Expand the Policies node, right-click Schedule Policies and click Add.

Type the Name of the schedule policy.

Select the Type of schedule policy.

Select the Agent Type.

Type a description of the schedule policy.

Click Add.

Enter a Schedule Name in the Schedule Pattern tab.

Click OK.

On the Associations tab, select the objects to be associated with the schedule policy.

Click OK.

STORAGE POLICY

A Storage policy defines the data lifecycle management rules for protected data. Storage policies map data from its original location

to a physical storage media and determine its retention period.

1.

10.

11.

12.

Expand the Policies node, right-click Storage Policies, and select New Storage Policy.
Click Next.

Select Data Protection and Archiving to create a regular storage policy or CommServe Disaster Recovery Backup to backup the

CommServe database and click Next.

Click Next.

Enter the name of storage policy and click Next.

Enter the name of the primary copy and click Next.

From the drop down box, select the default library for the primary copy and click Next.
From the drop down box, select the MediaAgent and click Next.

Enter number of data streams and set the retention period for the policy and click Next.
Click Next.

Click Browse, browse to your designated deduplication store location and click Next.

Confirm your selections and click Finish.

UNINSTALLING COMPONENTS

You can uninstall the components using one of the following method:

Method 1: Uninstall Components Using the CommCell Console

Method 2: Uninstall Components from Add or Remove Programs

5METHOD 1: UNINSTALL COMPONENTS USING THE COMMCELL CONSOLE

1.

From the CommCell Browser, right-click the desired Client Computer and click All Tasks -> Add/Remove Programs and click Uninstall
Software.

Uninstall Software Options dialog will appear.
In the Uninstall Software tab, select Uninstall All to uninstall all the software packages.
In the Job Initiation tab, select Immediate to run the job immediately.

You can track the progress of the job from the Job Controller or Event Viewer.
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iﬂETIKDI) 2: UNINSTALL COMPONENTS FROM ADD OR REMOVE PROGRAMS
1. Click the Start button on the Windows task bar and then click Control Panel.
2. Double-click Add/Remove Programs.
For Windows Vista/Windows 2008, click Uninstall a Program in the Control Panel.
3. Click Remove to uninstall the components in the following sequence:
1. <Agent>
2. File System iDataAgent

3. Base Software

ADVANCED TOPICS

Provides comprehensive information about additional capabilities for the following features:
Audit Trail

Auxiliary Copy

License Administration

License Usage by Capacity

Operation Window

Schedule Policy

Storage Policies

Uninstalling Components

Back to Top
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Best Practices - Oracle iDataAgent

?REATING USER GROUP ON UNIX CLIENT COMPUTER

When more than one database applications such as Oracle and DB2 reside on the same UNIX client computer, prior to the installation of

database iDataAgents on this computer, it is recommended to do the following:
® Create a new user group on the UNIX client computer.

® Add the desired users/owner of each database application residing on the client computer to this newly created user group.

This newly created common user group name must be assigned during the installation of database iDataAgents.

gPLANNING A BACKUP
® If you are running in NOARCHIVELOG mode, you must back up the database offline.
® If you are running in ARCHIVELOG mode and database accessibility is a priority, an online backup of the database may be appropriate.

® If the database must be accessible and you have a small backup window, you can run a series of online backups in which different
portions of the database are backed up at different times.

You can also combine all of these backup types in your backup strategy. Once you have determined your backup needs, you can define

your backup strategy by creating one or more subclients for the database.

?REATING SUBCLIENTS
As a best practice, it is recommended that you create separate subclients to backup data that undergo frequent changes.
For example, if the EXAMPLE and USERS dbspaces undergo frequent changes, you can create a separate subclient for each tablespace.
Example:
¢ User-defined subclient: Testl
Content: EXAMPLE
¢ User-defined subclient: Test2
Content: USERS
It is recommended that you create a separate user-defined subclient for the log files on the client.

Distributing the client data using subclients as recommended above, can help improve backup performance by organizing the workload on

the client into logical groupings.

?E—CONFIGURING DEFAULT SUBCLIENT CONTENT

We recommend that you do not re-configure the content of a default subclient because this would disable its capability to serve as a

catch-all entity for client data. As a result, some data will not get backed up or scanned.

ﬁNABLING FULL SYSTEM RESTORE ON DEFAULT SUBCLIENT

The default subclient for the Oracle instance usually includes all the objects in the instance. Once the default subclient is created,
synchronize the recovery catalog with the control files. This would help in successfully performing a full system restore in the event

of destroyed or damaged client.

?ESTORING CONTROL/SP FILES

Ensure that the database is in NOMOUNT mode when you restore the control/sp files. Ensure that you have previously configured auto
backup of control files to restore the control file from auto backup. Restoring a control file will destroy all the previous backups.

Hence, you need to perform a full backup after you restore a control file.

?ESTORING DEPENDENT TABLES

It is recommended to include the parent tables along with all the dependent tables for a successful restore operation. This will

ensure the inclusion of all the reference constraints of the dependent tables along with parent tables.

RESTORING - RECOVERY CATALOG

When restoring backups with recovery catalog, the method you use to restore the Recovery Catalog depends on the method you have used

to back up the Recovery Catalog.
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If you have exported the Recovery Catalog using the exp command, you must import the Recovery Catalog into a new database using the
imp command. If you have backed up the Recovery Catalog from the CommCell Console, use an appropriate restore method from the CommCell

Console to restore the Recovery Catalog.

?UNNING COMMAND LINE OPERATIONS

® Any RMAN command line operation can fail if the required media resource is unavailable due to a conflicting resource reservation by
another backup/recovery process or when the resource is unavailable offline. If this happens, it is recommended to establish or

verify the availability of the required resource and then rerun the RMAN command line operation.

® When performing backups using RMAN scripts from command line, it is recommended to use separate scripts for data and logs since only
one data type can be passed through the argument file (i.e., data or log). This data type is used by the system to mark the archive
files created by the backups as DATA or LOG in the CommServe database. Therefore, if you have scripts containing both data and logs,

the archive files will be marked as either DATA or LOG depending on the data type mentioned in the argument file.

® Although you can combine data and log scripts in the same job, it is a best practice to run data and log scripts in separate jobs.

The drive reservation and re-try mechanism will function more efficiently, if you use this method.

pN DEMAND BACKUP

We recommend not to run data and log backups in the same RMAN script.

?EY PERFORMANCE TUNING PARAMETERS AND THEIR RECOMMENDED USES

Performance tuning parameters are a valuable tool for the recovery administrator to increase efficiency of backup and restore
operations by avoiding throughput bottlenecks. The performance of Oracle backup and restore operations can be optimized through the

appropriate configuration of RMAN parameters. See Enhancing Backup Performance and Enhancing Restore Performance for more details.
DATA FILES PER BFS

The Data Files per BFS parameter defines the number of datafiles to be bundled in each RMAN backupset for datafile backups. It is
often used in conjunction with the Max Open Files parameter to establish the proper RMAN multiplexing factor for disk buffer

allocation.
For example:
Assume that you are backing up six datafiles with one RMAN channel.

If FILESPERSET=6 and MAXOPENFILES=1, then the channel includes 6 datafiles in a backupset but does not multiplex the files because

RMAN is not reading from more than one file simultaneously.

The channel reads one file at a time and writes to the backup piece. In this case, the level of multiplexing is 1 and would result in

relatively slower backups because of the throughput bottleneck.

Ideally, the MAXOPENFILES parameter should be set in such a way that the number of files read simultaneously is just enough to fully

utilize the output device.

In this example, if FILESPERSET=6 and MAXOPENFILES=3, the level of multiplexing is 2 and would result in a quicker and more efficient
backup, especially when the output device is tape, by allowing RMAN to provide the proper disk buffer allocation. However, keep in

mind that multiplexing too many files can decrease restore performance depending on the hardware configuration.
ARCHIVE FILES PER BFS

The Archive Files per BFS parameter defines the number of archive files to be bundled in each RMAN backupset for archive log backups.

Its use is similar to the Data Files per BFS parameter.

MAX BACKUPSET SIZE (KB)

The Max Backupset Size parameter defines the maximum allowable size for an RMAN backupset. It can be used to adjust performance for
either partial restore or whole database restores. A smaller MAXBACKUPSETSIZE will result in faster partial restores, however, an
entire database restores will be slower. A larger MAXBACKUPSETSIZE will result in a faster entire database restores. However, they may
not be optimal for partial restores. It is generally recommended that you avoid entering too small a value for this setting, which
should be at least 2000 KB. The exception is the default value of 0, which means unlimited.

MAX OPEN FILES

The Max Open Files parameter defines the maximum number of concurrent open datafiles that RMAN can read from simultaneously during a
backup operation. A smaller MAXOPENFILES setting results in faster performance on most systems. However, it should be used in
conjunction with the Data Files per BFS or Archive Files per BFS parameters to achieve the most efficient RMAN multiplexing level for
optimizing disk buffer allocation. The goal is to set the number of files read simultaneously to fully utilize the output device. Keep

in mind that the default value for this parameter is 8.

DISK RATIO
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Disk ratio enables RMAN to read data files across disks and group them in a backup set.
For example:

Consider data files distributed across 10 disks that supply data at 10 bytes/second and a tape drive that needs 40 bytes/second to
keep streaming. In this case, you can set the disk ratio value to 4, which will direct RMAN to include data files from 4 disks in each
backup set.

Disk ratio groups the data files into backup sets and distributes the backup load across disks. The disk ratio facilitates the backup
performance. However, the restore performance will be slower if more number of disks are grouped. Hence, make sure that a minimum

possible value is set for disk ratio.

?UIDELINES TO IMPROVE DEDUPLICATION PERFORMANCE
Use the following settings for Oracle iDataAgent to get a better deduplication performance.
® Block Size Settings:

Recommended deduplication block size to 128 KB.

® Compression Settings:

O Turn off deduplication compression from subclient, instance and storage policy copy level.
See Setting Up Data Compression for step-by-step instructions.
® Oracle Application Settings:
O Turn off Oracle compression.
O Increase Oracle block size to 512 KB.
See Running RMAN Scripts from Third Party Command Line for modifying the block size.
O Depending upon your environment, modify Data Files per BFS value to 4 or 8.
See Enhancing Backup Performance for step-by-step instructions.
O Make sure RMAN backup optimization is OFF.
® Use Non-deduplicated Storage Policy with Compression ON settings to back up the following:
O Oracle Archive Logs
O Flash Recovery Area (FRA)

O Oracle Export dump files using File System Agent
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Frequently Asked Questions - Oracle iDataAgent

?AN WE PERFORM COMMAND LINE BACKUPS OF ORACLE INSTANCES WITH DIFFERENT ORACLE SID AND DATABASE NAMES?
Yes. Different SID and database names for Oracle instances are supported for Oracle command line backups.

However to get single job id CvOraSID Environmental variable should be used otherwise multiple jobs will be generated.

Example for Unix:

SBT_LIBRARY=<software_install_ path>

/Base64/1ibobk.so,

BLKSIZE=262144,ENV=(CvClientName=<client name>,

CvInstanceName=<instance_name>,

CvOraSID=<oracle_sid>

?AN WE PERFORM COMMAND LINE BACKUPS IF ORACLE DATABASE NAME AND INSTANCE NAME (AS DEFINED IN THE COMMCELL
?ONSOLE) ARE DIFFERENT?

No. Prior to running backups from the RMAN command line, ensure that the Oracle database name and the Instance Name as defined in the

CommCell Console are the same, otherwise you will need to pass the name of the instance in the RMAN script as follows:

allocate channel chl type 'sbt_tape'
PARMS="SBT_LIBRARY=<SBT LIBRARY NAME>,ENV=(CvClientName=<client name>,CvInstanceName=<instance name>,CvOraSID=<Oracle SID>)"

where <client name> and <instance name> are the names of the Client and Instance (e.g., Instance00l) on which the iDataAgent is
installed.

Example for Linux:
Consider oracle instance name as RMAN and database name as RMANDB.

allocate channel chl type 'sbt_ tape'
PARMS="SBT_LIBRARY=<software install path>/Base/libobk.so>,ENV=(CvClientName=machinel cn,CvInstanceName=Instance001l,CvOraSID=RMAN)"

ON WINDOWS CLIENTS, CAN WE RUN MULTIPLE RMAN JOBS SIMULTANEOUSLY FOR THE SAME INSTANCE FROM THE COMMCELL
CONSOLE?

No. You should always limit the RMAN jobs for the same instance to run one at a time in the CommCell Console and Scheduler.

?AN WE PERFORM RMAN CROSS CHECK ON ON DEMAND INSTANCES?

No. We cannot perform RMAN Cross check on On Demand Instances.

?AN WE RUN MULTIPLE INSTANCE SCRIPTS USING THE SAME INPUT FILE FOR AN ON DEMAND INSTANCE?

No. We cannot run multiple instance scripts using the same input file for an On Demand Instance.

MHY DOES THE DATA SIZE INCREASE WHEN YOU RESTART AN ON DEMAND BACKUP JOB?

If you restart an On Demand backup job with multiple scripts for the same instance, the backup is resumed from the beginning of the
script. During this process, the archive files that were backed up before the restart will again be included in the backup after the

restart. This increases the data size of the restarted backup job.

You can prevent this behavior by updating the scripts before the restart.

?AN WE RUN THIRD-PARTY COMMAND LINE BACKUP OPERATIONS WHEN A SELECTIVE ONLINE BACKUP JOB IS RUNNING?

No. Third-party command line backup operations cannot be run when a selective online full backup job is running.

iAN WE MOVE ORACLE INSTANCES USING COMMAND LINE?

Yes. We can move Oracle instances from one client or cluster node to another client or node within a CommCell using the goperation

move command. However, On Demand instances cannot be moved using this command. See goperation move for more information on usage.

@HEN DOES A NON-FULL BACKUP AUTOMATICALLY GET CONVERTED TO A FULL BACKUP?
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® When you select backup type as Full in CommCell Console and enter the backup type as Incremental on customize script, the job will

run as Full.

® When you select backup type as Incremental in CommCell Console and enter the backup type as Full on customize script, the job will
run as Full. However, the Job Manager will treat this job as Incremental (on job controller and job history and job report). This

job will be pruned as it reaches the data retention date.
® When a storage policy is changed and if backup type is switched to full from job manager, the increment level will be changed to 0.

® If you do not enter the backup type on customize script, then the system picks up the backup type selected in CommCell Console.

?AN WE RUN ORACLE DATA INTEGRATOR (ODI) BACKUP IF CHANNEL NAME CONTAINS ALL ZEROES
No. We cannot perform On Demand Instance backups (ODI) backups if the channel name contains all zeroes.
Example:

allocate channel ch00 type sbt;

@HAT IS A SELECTIVE ONLINE FULL BACKUP JOB?

Selective Online Full backup is a full backup performed when an Oracle database is online and is copied to a selective copy (during an
auxiliary copy operation) from which it can be restored.

The advantage of this type of backup is that both the data and logs use the same storage policy, which means that they reside together
on the same media. They are completely self-contained for restore and long term archiving purposes. This is especially useful in
disaster recovery situations by alleviating the need to locate different offsite media from various jobs to gather the necessary data
and logs to recover the database. Also, the data aging rules for selective online full backups are different from regular full

backups, as both data and logs are aged together under the same storage policy.

?HY ORACLE FULL JOBS ARE NOT COPYING TO SELECTIVE COPY DURING AUXILIARY COPY OPERATION?

Only Oracle Selective Online Full and Offline jobs will be copied to a selective copy. All other jobs including regular online full

jobs will not be copied.

?OW TO RETAIN THE ORACLE FULL JOBS THAT ARE NOT HONORING EXTENDED RETENTION RULES?

Oracle regular Online FULL jobs are not considered for selective copy. Hence, they do not honor the extended retention rules. Extended

retention is supported only for Oracle Selective Online Full and Offline FULL jobs.

?OW DO YOU VERIFY IF EXTERNAL PRUNING IS ENABLED FOR ORACLE DATA?

Oracle Data is retained using the retention settings in RMAN. From the RMAN prompt, run the following command to verify the retention

rules:

show RETENTION POLICY;

Run the following command from RMAN to receive obsolete pieces:

report obsolete;

Run the following command from RMAN if you want to delete them:

delete obsolete;

Oracle sends prune request to Media manager to prune data when delete obsolete command is run from RMAN session.

We do not recommend running these commands as it interferes with Calypso retention rules and auxiliary copies.

See Oracle RMAN Retention Policy for more information.

&OW DO WE SET THE DATE TIMESTAMP IN THE RMAN OUTPUT?
In the RMAN output, the date timestamp parameter is set to Mon DD YYYY HH24:MI:SS format, by default.

Use the following steps to set the date timestamp in a specified format:

1. From the CommCell Browser, navigate to Client Computers.
2. Right-click <Client> and then click Properties.
3. Click the Registry Key Settings tab.

4. Click Add.
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[ ient computes roperiesforsirgs |
5. In the Name box, type NLS_DATE_FORMAT. General | ersion | Security | Activity Contral | Groups | Firewall Gonfiauration | Netwerk Thrtting | Polices
Job Configuration | Encryption | Advanced | Conkent Indexing | Registry Key Seffings | Cient Side Deduplcation
6. In the Location box, select iDataAgent. Name | tocaton | Type | value | Enabled E
7. In the Type box, select REG_SZ.
On Unix Client, select Value.
8. In the Value box, type <Value>.
For example, DD-MM-YYYY HH24:MI:SS.
9. Click OK. Mame [ S_DATE_FORMAT
Locatlon [y =l
e [rec sz =l
value  [oD-MMYYY HHEMISS
oK Cancel Help
]
add Edi
oK Cancel Help

?AN WE INCLUDE MULTIPLE RUN BLOCKS IN THE SAME RMAN SCRIPT FOR AN ON DEMAND INSTANCE?

No. We cannot include multiple Run Blocks in the same RMAN script.

?OW IS THE DATA RETRIEVED DURING BROWSE AND RESTORE OPERATIONS?

When you browse or restore data, the browse function by default returns the requested data based on the latest backups available. This
is usually the information that users are interested in. The browse function does this by using the current date and time as the

effective date.

?OW CAN WE SUCCESSFULLY RESTORE A TABLE?

You must select all the tablespaces on which this table resides to successfully restore a table.

@HAT ARE THE TABLES THAT CAN BE RESTORED IN ORACLE 11G2?

You can restore tables under non-system tablespaces in Oracle 11lg2.

?OW ARE TABLE INDEXES HANDLED DURING RESTORE?

When you include the indexes during a table restore, note that only the index definition is restored and not the indexed data.

?AN WE MANUALLY IMPORT TABLES FROM THE AUXILIARY INSTANCE?

Once the tables are restored to the auxiliary instance, you can either use the CommCell Console to export the data from the auxiliary
instance and import it to a destination that you choose, or you can leave the data in the staging path and import the data manually by

using Oracle import utilities.

?OW ARE STORED PROCEDURES RESTORED?

Stored procedures are restored from the Schema level. Schema is the collection of data objects created by the user to contain or
reference their data. Hence, if one of the table within the schema is selected for restore, all the stored procedures for that schema

will also get restored.

?AN WE RESTORE TABLES WHEN THERE IS A SCHEMA CHANGE IN THE DATABASE?

No. Table restores are not supported when there are schema changes in the database.

WHAT HAPPENS IF ONE OF THE STREAMS FAIL WHEN RUNNING THIRD-PARTY COMMAND LINE OPERATIONS WITH MULTIPLE
STREAMS?

Oracle third-party command line operations running on multiple streams will share the same Job ID in the Job Manager. If all the
streams return failure, then the job is marked as failed. However, if one of the streams fail, it is submitted to the other stream for

completion.
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?OW ARE THIRD PARTY COMMAND LINE JOBS HANDLED WHEN ORACLE SERVICES USE A DIFFERENT SERVICE ACCOUNT INSTEAD

pF LOCAL SYSTEM?

When Oracle Services use a different service account other than Local System,

IDs. In such cases, use the following steps to enable third party command line jobs to run with a single job ID:

1. From the Start menu, point to Administrative Tools, and then click Local Security Policy.

2. Double-click Local Policies, and then double-click User Rights Assignment.
3. In the details pane, double-click Adjust memory quotas for a process.
4. Click Add User or Group.

5. In the Enter the object names to select box,
click OK.
6. In the details pane, double-click Replace a process level token.

7. Click Add User or Group.

8. In the Enter the object names to select box,
click OK.

type the user or group name to which you want to assign the user right,

type the user or group name to which you want to assign the user right,

third party command line jobs are run with multiple job

and then

and then

?OW DO WE DELETE ARCHIVE LOGS FROM A FLASH RECOVERY AREA THAT IS PROTECTED?

When the Oracle database is configured to save archive logs in the Flash recovery area,

have both the Protect backup recovery area and the Archive Delete options enabled at the same time.

To avoid such backup failures you need to configure two different subclients, one for Protect backup recovery area and

enabling Archive Deletion option for deleting Archive logs.

backup jobs will fail if the Oracle subclients

the other for

@HAT IS THE BEHAVIOR OF ARCHIVE FILES IF YOU RESTART AN OFFLINE BACKUP JOB?

By default, the offline full backup jobs restart from the beginning. The archive files that are created in the earlier

attempt are

still marked valid. The size of the application in the restarted job will increase from the earlier attempt of this backup job.

If we submit restore from the latest offline restarted jobs,

restarted will also be restored.

the data from the archive files that are created after the job is

ﬁOW DO WE CONFIGURE BACKUPS ON ORACLE EXADATA DATABASE MACHINES?

In order to backup Oracle Exadata Database Machines, do the following:

Exadata

1. Install the Oracle iDataAgent on all the Exadata nodes.
2. Create a RAC pseudo client that includes all the Exadata nodes.

3. Add the MediaAgent to the Infiniband network.

Sun Oracle Database Machine

CommsServ Server
Windows 2008

£ = =y

Oracle StorageTek Library
SL3000 with T10000C tape drives

If using tapes for backup, make sure to include an optimal tape block
size (eg.,2048K for Linux clients) in the storage policy copy. See Set
the Chunk Size and Block Size for a Data Path for information on setting
the block size value.

Media Agents - Oracle
Enterprise Linux 5.5

TR

Infiniband Network

wsmmzm)
8GB Fiber Channel SAN

4. Add Data Interface Pair (DIPs) for Infiniband IP address between the
Exadata nodes and the MediaAgent.

5. Run backups on the pseudo client.

?HY IS THE CLEANUP NOT OCCURRING FOR STAGING AREA DURING TABLE LEVEL RESTORES?

It happened as you have not removed the data files which are restored to staged path and auxiliary instance when a table level restore

failed in export or import phase. You can run the export and import jobs manually without restoring the database again.

?AN I USE A DEDUPLICATED STORAGE POLICY FOR LOG BACKUPS?

Yes. You can assign deduplicated storage policy for log backups. However,

deduplicated storage policy and does not Deduplicate the logs.

the iDataAgent will consider the storage policy as a non-

@HEN DO WE CONFIGURE A STATIC LISTENER?
If the Oracle connect string uses a dynamic listener, you must configure a static listener to perform:

® Offline backups with lights out script when the Oracle database is in open mode.

® Database restores with the switch database mode when the Oracle database is in open mode.
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tAN I PERFORM A BACKUP AND RESTORE OF A CONTAINER AND PLUGGABLE DATABASE?

Yes.

® Container databases can be backed up by creating an instance for the container database. This backup includes all the pluggable
databases in the container database. See Managing Configuration Databases for details.

® Pluggable databases can be individually backed up, or backed up together. See Backing Up a Single Pluggable Database and Backing Up
Multiple Pluggable Databases.

® Container backups can be used to restore the entire container database, or its pluggable databases. See Restoring a Container

Database and Restoring Pluggable Databases from a Container Database Backup.

® Pluggable backups can be restored. See Restoring Pluggable Databases from a Pluggable Database Backup
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Troubleshooting Backup - Oracle iDataAgent

Backup Restore

BACKUP FAILURES

The following section provides information on troubleshooting backups.

Increase in sbtio.log file
size

Sometimes, jobs fail due to increase in the size of sbtio.log file in the $UDUMP directory.

To resolve this, set the size limit for thesbtio.log file using the sMAXORASBTIOLOGFILESIZE registry
key. Once the specified size limit is reached, the sbtio.log file gets pruned automatically.

Command Line Backup Failures

® Make sure if the required media resource is available and then run the backups once again.

For on demand backups, you can run more than one script for an instance. However, backup jobs will
fail if there are more than one instance in the argument file.

® For Oracle on Windows, it is recommended to avoid using a space after a comma in the argument
file. A backup job will fail if you leave a space after a comma in the argument file.

® RMAN command line backup fails with the following error
"Unable to open lock file /opt/calypso/Base/Temp/locks/.dir lock: Permission denied"

This may occur if the unmask parameter is set as 022 in the .profile file for the Oracle instance.
As a workaround, change the unmask to 000 or 002 and try the backup again.

Sometimes, the third party command line jobs may hang when you perform large backups and restores.
This happens since ClOraControlAgent updates the job manager for every 100MB data transfer and this
causes the thread failure for large backups/ restores after transferring some of the data. The
following exception will be seen in the clOraControlAgent.log:

5710030 304 02/22 03:47:23 608119 OraAgentBase::NotifyCommServeJobContinue() - m_jobObject-
>setUnCompBytesToAdd (105119744)

5710030 304 02/22 03:47:24 608119 CvThread::start_func() - Unhandled exception.

5710030 405 02/22 03:47:37 608119 ClOraControlAgent::0nClientTimeout () - Got timed out while waiting
for msg from client 0O

You can set sBYTESDIFFMBS registry key <value> in MBs in OracleAgent/.properties.
This will update the job manager at every <value> in MBs specified in the key.

Offline backups fails when
using lights out script

® Offline backups using lights out script fails with the following error:
RMAN error "ORA-12528 TNS listener - all appropriate instances are blocking new connections

As a workaround, add a reference to the database in the listener.ora file as shown in the example
below:

SID LIST LISTENER =

(SID_LIST =

(STD_DESC
(SID_NAME = PLSExtProc)

(ORACLE_HOME = C:\oracle\product\10.1.0\db 1)
(PROGRAM = extproc)

)

(SID_DESC =

(SID_NAME = rmanl0g)

(ORACLE_HOME = C:\oracle\product\10.1.0\db 1)
(SID = rmanlOg)

)

)

Oracle offline backup with lights out option fails when you use the default value for retry
attempts for the subclient. As a workaround, increase the retry attempts by setting the Tries
number value greater than or equal to 5. See Configuring Lights Out Script for Offline Backups for
more details.

Time Out Failures

The default time for resources to allocate streams during RMAN command line backups is 86400 seconds
(i.e., 24 hours). If a backup fails due to a timeout being reached, you can configure the
SALLOCATESTREAMSECS registry key to increase the waiting time period.

Backup Failures

® If the following line is present in the $ORACLE HOME/sqglplus/admin/glogin.sql file, it may cause
the SrvOraAgent server process on the CommServe to fail when browsing database contents or
executing a backup.

set linesize 80

To avoid such failures, comment out that line from the file and re-try the browse or backup
operation.

® Backup fails with following error:

Character conversion not supported

Page 194 of 261




User Guide - Oracle iDataAgent

By default, the NLS_LANG variable on the client computer is set to American_ America.US7ASCII
character. If the Oracle instance uses NLS_LANG set to a non American America.US7ASCII character,
the Oracle backup operations will fail.

In such cases, use the <oracle_SID> NLS _LANG registry key to set the NLS_LANG environment
variable to the non American_America.US7ASCII character on the client computer.

Backup Fails on Red Hat
Enterprise Linux 4 with oracle
version 10.1.0.5 32Bit

ISSUE:

The backup may fail with the following error on Red Hat Enterprise Linux 4 with oracle version
10.1.0.5 32Bit as there is a known oracle issue with libunwind.so.3 file:

channel chl: starting piece 1 at Jul 12 2013 16:46:08
PID 30152, signal 6 (Aborted), address 0x75c8

[bt]: (1) /lib/tls/libpthread.so.0 [0x622890]

bt]: (2) /lib/ld-linux.so.2 [0x3b07a2]

bt]: (3) /lib/tls/libc.so.6(gsignal+0x55) [0x3f57a5]

[

[

[bt]: (4) /lib/tls/libc.so.6 (abort+0xe9) [0x3£7209

[bt]: (5) /soft/oracle/product/db/10.1.0.5/1ib/libunwind.so.3 (GetCurrentFrame32+0xdc) [0xb7ffd0ce]
[bt]: (6) /soft/oracle/product/db/10.1.0.5/1ib/libunwind.so.3(_Unwind RaiseException+0x5b)
[0Oxb7ffc86b]

[bt]: (7) ./libstdc++.so.6(__cxa_throw+0x5d) [0xb60al26d]

[bt]: (8) ./libCvLib.so(_ZN10CvFwDaemonClEPKcbii+0x2ee) [0xb6207c00]

[bt]: (9) ./livaLib.so(_ZNlOCvoClient7connectEPKcS1_iiiiPFvR9CQiSockethES4_b+Oxf6f) [Oxb621lacb]
[bt]: (10) ./libCvSession.so(_ZN9CVSessionlé6socketConnectionEPKcS1l_ +0x261) [0xb72cd4fl]

[bt]: (11) ./libCvSession.so( ZN9CVSession9getSocketEPKcS1l +0x135) [0xb72cddd5]

[bt]l: (12) ./livaSession.so(:ZN9CVSessionl3getConnectionE§KvPKc+Oxllb) [0xb72cdflb]

[bt]: (51) oracleHWRHDEV (main+0Oxbb) [0x82816bf]

[bt]: (52) /lib/tls/libc.so.6( libc start main+0xd3) [0x3e2de3]

[bt]: (53) oracleHWRHDEV (ldxsto+0x1dl) [0x828157d]

RMAN-00571:

RMAN-00569: =============== ERROR MESSAGE STACK FOLLOWS ===============

RMAN-00571:

RMAN-03009: failure of backup command on chl channel at 07/12/2013 16:46:33
RMAN-10038: database session for channel chl terminated unexpectedly

RMAN>

Recovery Manager complete.

]
3 16:46:33

RMAN-10038: database session for channel chl terminated unexpectedly
RMAN>

Recovery Manager complete.

]
RESOLUTION:

Upgrade your oracle version from 10.1.x to 10.2 to avoid the backup failure on Red Hat Enterprise
Linux 4.

Database block corruption

Oracle backups fail with the following error:
LISTING 2: r_20030520213618.1o0g
RMAN-00571:

RMAN-00569: =============== ERROR MESSAGE STACK FOLLOWS ===============

RMAN-00571:
RMAN-03009: failure of backup command on dl channel at 05/20/2003 21:36:26
ORA-19566: exceeded limit of 0 corrupt blocks for file
/u0l/app/Oracle/oradata/MRP/sales_data_ 01.dbf

Make sure that the maximum value for database block corruptions is set for the backup. It is
recommended that you set this value to match the number of corrupted database blocks identified by
RMAN for the database file being backed up.

Backups fail intermittently on
Linux clients

On Linux clients, if the libobk.so library fails to load, the backups may fail.
As a workaround, do the following steps:
1. Log in to the Oracle client computer as root.
2. From the system prompt, enter the following command:
ldconfig /<Base directory name>
For example: # ldconfig <software installation path>/Base

This will ensure that the libobk.so library is loaded so that backups for Oracle on Linux can run
successfully.

Backup fails on Windows
Clients

Make sure that the Oracle user is part of administrator group. If the user is not part of
administrator group, assign group permissions for the user as follows:

1. From Windows Explorer, right-click Calypso folder and then select Properties.

2. Click the Security tab.

3. Select the user and click Edit.

4. Click the Allow checkbox for Full Control permission for the user, and then click OK.

5. From the Registry Editor, navigate to HKEY LOCAL_MACHINE | SOFTWARE.

6. Right click CommVault Systems and select Permissions...
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7. Select the user and click Allow checkbox for Full Control permission.

Log backups failure

® If the Oracle database is configured to save the archive logs in the Flash recovery area, and
Oracle subclients having both Protect backup recovery area and Archive Delete enabled at the same
time then the backup will fail.

To resolve this, there should be two different subclients, one for Protect backup recovery area
and the other for Archive Delete.

® Log backup fails if you select the default USE_DB_RECOVERY FILE DEST entry as a log destination
for the backup.

To resolve this, make sure that the log destinations are included in the PFile (init<SID>.ora) or
SPFile (spfile.ora) file. Also ensure that the correct log destination is selected for the backup.

Status

Backup fails on Linux clients |Backups may fail on Linux clients if the Oracle instance status is shown as UNKNOWN on CommCell
because of UNKNOWN Instance Console.

To resolve this issue, make sure the nproc value in /etc/security/limits.d/90-nproc.conf file is
greater than 1024.

Shared Memory Error

Issue:

The backup failed because the shared memory on the HP-UX PA-RISC client has not been configured per
operational guidelines.

Resolution:

Add the DisableIPC_GLOBAL file in the /apps/simpana/Base directory on the client where the backup
failed.

1. Stop the Calypso software.

2. Create an empty file called DisableIPC_GLOBAL in the /apps/simpana/Base directory. From the
command line, enter the following:

touch /apps/simpana/Base/DisableIPC_Global

3. Restart the Calypso software.

TROUBLESHOOTING PERFORMANCE ISSUES

If you are experiencing performance issues during backup, you can troubleshoot them by enabling logging of performance details in the

log files. These performance counters contain information that help in resolving the performance related issues during backups.

1. Use the following registry to display the performance details for a specific backup job.

® For

REGISTRY KEY |LOCATION SUPPORTED
VALUES
sORASBTPEREFSTAT ® For Windows: Y or Yes to

HKEY_ LOCAL MACHINE\Software\CommVault
Systems\Galaxy\Instance<xxx>\OracleAgent

Unix: /etc/CommVaultRegistry/Galaxy/Instance<xxx>/OracleAgent/.properties

enable.

The following performance counters will be printed in the log files:

TOTAL ORACLE I/O TIME

Time spent per SBT thread for reading the data from disk.

TOTAL MA I/O TIME

Time spent during data transfer to MediaAgent i.e., data read from the network buffer
and written to the disk.

2. Perform a client backup to determine the performance statistics. To perform a backup, see Getting Started Backup - Oracle

iDataAgent for step-by-step instructions.

You can track the progress of the job from the Job Controller window of the CommCell Console.

O Right-click the backup job and click Details and verify the Data Transferred on Network.

For example, if backup job is using 10 streams, make sure to backup at least 200 GB of data. If you are
performing backups using 5 streams, make sure to backup at least 100 GB of data.

O Kill the job by right-clicking the backup job and then click Kill.

3. View log files of backup job to verify performance counters. See View the Log Files of a Job History for step-by-step

instructions.

4. In the log file verify the above performance counters.

If the Total Oracle I/O Time value is more than the Total MA I/O Time value then perform the following to improve performance:

O Verify Oracle application compression. If it is ON, turn OFF the compression.

O Verify Bull Calypso compression. If it is ON, turn OFF the compression from instance and storage policy copy level. See Setting
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Up Data Compression for step-by-step instructions.

O Depending upon your environment, modify Data Files per BFS (value to 4 or 8) and Max Open Files. See Enhancing Backup

Performance for step-by-step instructions.
If the Total Oracle I/O Time value is lesser than the Total MA I/O Time value then perform the following to improve performance:

O If the write throughput of the disk is slow, run CvDiskPerf tool to measure the throughput for the disk. See Measure the

Deduplication Disk Performance for more information.

O If the data transfer on the network is slow or you have a low bandwidth network environment, then verify Network Throughput by
running CvNetworkTestTool tool. If network throughput is low then enable nNumPipelineBuffers registry key to increase the data

transfer throughput from the client. See Increasing Data Transfer Throughput From Client for more information.

COMPLETED WITH ONE OR MORE ERRORS

Backup jobs from Oracle iDataAgent will be displayed as "Completed w/ one or more errors" in the Job History in the following cases:

® When RMAN Script execution for the backup job completes with warnings.
® When job is killed after backing up some data.

® During offline backups, if the database cannot be opened after a backup.

ORACLE ERRORS

If you receive an Oracle error during an Oracle backup operation, we recommend that you follow procedures published by Oracle

Corporation on resolving the specific error. We also advise you to consult with your on-site Oracle database administrator, as needed.
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Troubleshooting Restore - Oracle iDataAgent

Backup Restore

The following section provides information on troubleshooting restores.

BROWSE FAILURES

Point in time Table Browse
Failures

When you have encryption enabled for the client, point in time table browse operation fails with the
following error message:

Pass-phrase protection is on for client [80], but pass-phrase was not specified.

Make sure that the pass phrase is exported to the MediaAgent when encryption is enabled for the
client.

1. From the CommCell Browser, right-click the client and select Properties.
2. Click the Encryption tab.

3. Click Via Pass-Phrase.

4. Click Export.

5. In the Destination Computer box, select the MediaAgent.

6. In the Pass-Phrase box, type the pass-phrase used for encryption.

7. In the Re-enter Pass-Phrase box, re-type the pass-phrase to confirm.

8. Click Export.

9. Click OK.

RESTORE FAILURES

Table Restore Failures

Make sure that the Oracle Services are running as Local System.

Database Restore Failures

After performing an Oracle restore operation from the CommCell Console where options were selected
for Redirect, Rename and Recover at the same time, you must click the Refresh button on the
Subclient Properties (Content) tab or run a backup after the restore operation has completed before
proceeding with another restore. This is necessary to ensure that the CommCell Console recognizes
the changes that were made to the Oracle database and control file, so that it reflects the current
structure of the database to be restored, otherwise the restore will fail.

Unable to create Duplicate
Database

® When you are creating a duplicate database or using an auxiliary instance for a table restore,
make sure that one of the databases use sys as the connect string.

® If a duplicate database restore fails with error PLS-00553: character set name is not recognized;
then make sure that the character sets are the same between the location from where you are
running RMAN, and the location of the target database. As this is an Oracle related issue, please
contact Oracle support for more information.

Increase in sbtio.log file
size

Sometimes, jobs fail due to increase in the size of sbtio.log file in the $UDUMP directory.

To resolve this, set the size limit for thesbtio.log file using the sMAXORASBTIOLOGFILESIZE registry
key. Once the specified size limit is reached, the sbtio.log file gets pruned automatically.

Table Level Restore
Intermittent Failures

The table level restore operation may fail intermittently due to an error in the Oracle's DataPump
utility and the following error message will be displayed:

UDE-00008: operation generated ORACLE error 31623
ORA-31623: a job is not attached to this session via the specified handle

In such cases, set the sNODATAPUMPEXPORT registry key to Y on the client and re-submit the job.

Control File Restores Failures

Ensure that the DBID is assigned for the instance. Make sure that the DBID value for the database
you are restoring is automatically displayed in Instance Properties.

Command Line Restore Failures

Verify the availability of the required resource then rerun the RMAN command line operation

Sometimes, the third party command line jobs may hang when you perform large backups and restores.
This happens since ClOraControlAgent updates the job manager for every 100MB data transfer and this
causes the thread failure for large backups/ restores after transferring some of the data. The
following exception will be seen in the clOraControlAgent.log:

5710030 304 02/22 03:47:23 608119 OraAgentBase::NotifyCommServeJobContinue() - m_jobObject-
>setUnCompBytesToAdd (105119744)

5710030 304 02/22 03:47:24 608119 CvThread::start func() - Unhandled exception.
5710030 405 02/22 03:47:37 608119 ClOraControlAgent::0nClientTimeout () - Got timed out while waiting
for msg from client 0O

You can set sBYTESDIFFMBS registry key <value> in MBs in OracleAgent/.properties.
This will update the job manager at every <value> in MBs specified in the key.

Unable to create a Standby
Database

Standby database fails with the following error message:
temporary file TEMPOl.DBF conflicts with file used by target database

Make sure that the Standby Role Initialization parameter, DB_FILE NAME CONVERT, is set to add all
the temp datafiles from the primary database location to the standby database location, as follows:

DB_FILE_NAME CONVERT='<primary database temp datafile old location>"','
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<standby database temp datafile new_ location>

?ESTORE ERROR ON LINUX CLIENT WHEN SWITCH DATABASE MODE IS ENABLED

When restoring Oracle database on Linux clients, if the Switch database mode for restore option is selected to keep database in

correct mode during restore, the database may not restart after switching the database mode. Also, the restore operation may fail with

the following error message.

RMAN Script execution failed with error [RMAN-04014: startup failed: ORA-27137: unable to allocate large pages to create a
shared memory segment]. Please check the Logs for more details.

This issue occurs if the oracle user has a higher ulimit configuration than the root user. To resolve this issue, apply the ulimit

value of Oracle user for the restore using the following steps:

10.

From the CommCell Browser, navigate to Client Computers.
Right-click the <Client>, and then click Properties.
Click the Registry Key Settings tab.
Click Add.
In the Name box, type OracleUser.
In the Location box, select or type OracleAgent from the list.
In the Type box, select Value.
In the Value box, type the Oracle user name (eg., oracle) and then click OK.
Click OK.
Restart Calypso Services on the client.
Add Registry Key on Unix Client brahmani6d @
Name Oradelser
Location | gracleagent -
Type VALUE =
Value oracle|
[ oK ] [ Cancel ] [ Help ]

RECOVERING DATA ASSOCIATED WITH DELETED CLIENTS AND STORAGE POLICIES

The following procedure describes the steps involved in recovering data associated with the following entities:

Deleted Storage Policy

Deleted Client, Agent, Backup Set or Instance

BEFORE YOU BEGIN

This procedure can be performed when the following are available:

You have a Disaster Recovery Backup which contains information on the entity that you are trying to restore. For example, if you
wish to recover a storage policy (and the data associated with the storage policy) that was accidentally deleted, you must have a

copy of the disaster recovery backup which was performed before deleting the storage policy.
Media containing the data you wish to recover is available and not overwritten.

If a CommCell Migration license was available in the CommServe when the disaster recovery backup was performed, no additional

licenses are required. If not, obtain the following licenses:
O IP Address Change license

O CommCell Migration license

See License Administration for more details.

® A standby computer, which will be used temporarily to build a CommServe.

?ECOVERING DELETED DATA

1.

Locate the latest Disaster Recovery Backup which contains the information on the entity (Storage Policy, Client, Agent, Backup Set

or Instance) that you are trying to restore.
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You can check the Phase 1 destination for the DR Set or use Restore by Jobs for CommServe DR Data to restore the data.

O If the job was pruned and you know the media containing the Disaster Recovery Backup, you can move the media in the Overwrite
Protect Media Pool. See Accessing Aged Data for more information. You can then restore the appropriate DR Set associated with

the job as described in Restore by Jobs for CommServe DR Data.

O If the job is pruned and you do not know the media containing the Disaster Recovery Backup, you can do one of the following:

If you regularly run and have copies of the Data on Media and Aging Forecast report you can check them to see if the appropriate
media is available.

2. On a standby computer, install the CommServe software. For more information on installing the CommServe, see CommServe Deployment.

3. Restore the CommServe database using the CommServe Disaster Recovery Tool from the Disaster Recovery Backup described in Step 1.

(See Restore a Disaster Recovery Backup for step-by-step instructions.)
4. Verify and ensure that the Bull Calypso Client Event Manager Bull Calypso Communications Service (EvMgrS) is running.

5. If you did not have a CommCell Migration license available in the CommServe when the disaster recovery backup was performed, apply
the IP Address Change license and the CommCell Migration license on the standby CommServe. See Activate Licenses for step-by-step

instructions.

6. Export the data associated with the affected clients from the standby CommServe as described in Export Data from the Source
CommCell.

When you start the Command Line Interface to capture data, use the name of the standby CommServe
in the -commcell argument.

7. Import the exported data to the main CommServe as described in Import Data on the Destination CommCell.

This will bring back the entity in the CommServe database and the entity will now be visible in the CommCell Browser. (Press F5 to

refresh the CommCell Browser if the entity is not displayed after a successful merge.)

8. If you have additional data that was backed up after the disaster recovery backup and before the deletion of the entity, use the

procedure described in Import Metadata from a Tape or Optical Media to obtain the necessary information.

9. You can now browse and restore the data from the appropriate entity.

As a precaution, mark media (tape and optical media) associated with the source CommCell as READ
ONLY before performing a data recovery operation in the destination CommCell.

OPTIMIZING MEMORY ALLOCATION FOR TABLE RESTORES

When restoring large tables, the restore operation may fail if there is insufficient memory allocation for creating the auxiliary

instance.

Use the following steps to optimize the memory allocation for the auxiliary instance:

;ALLOCATING MEMORY FOR AUXILIARY INSTANCE

By default, 16MB pool size is allocated for the auxiliary instance. Use the following steps to increate this size limit:

1. From the CommCell Browser, navigate to Client Computers.
2. Right-click the <Client>, and then click Properties.
3. Click the Registry Key Settings tab.
4. Click Add.
5. In the Name box, type sLARGEPOOLSIZE.
6. In the Location box, select iDataAgent.
7. In the Type box, select REG_SZ.
On Unix Client, select Value.
8. In the Value box, type <Value>.
For example, 32M.

9. Click OK.
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Client Computer Properties for sdr2k8 [x]
General | Wersion | Security | Ackivity Control | Groups | Firewall Confiouration | Network Thratting | Policies
Job Configuration | Encryption | Advanced | Conkent Indexing | Registry Key Seffings | Cient Side Deduplcation
Hame | Location | Type | Walue | Enabled 1%

Add Registry Key on Windows Client sdrzks =]

Mame [ S_DATE_FORMAT

Locatlon [y =l

e [rec sz =l

value  [oD-MMYYY HHEMISS

oK Cancel Help

oK Cancel Help

?LLOCATING MEMORY FOR ORACLE STREAMS

By default,

From the CommCell Browser, navigate to Client Computers.

Right-click <Client> and then click Properties.

Click the Registry Key Settings tab.

Click Add.

In the Name box, type sSTREAMSPOOLSIZE.

In the Location box, select iDataAgent.

In the Type box, select REG_SZ.
On Unix Client, select Value.
In the Value box, type <Value>.
For example, 96M.

Click OK.

the system allocates 48 MB for the Oracle streams.

You can modify this value using the following steps:

Client Computer Properties for sdrzké [x]

General | wersion | Security | Activity Control | Groups | Firewal Confiouration | Network Throtting | Folicies
3ob Configuration | Encryption | Advanced | Content Indexing | ReGitry ey 52tiids | Cient Side Deduplication

Name

| Location | Type | value | Enabled ¥
Add Registry Key on Unix Client : sdr2ks [x]
Name  [StReamsPOOLSIZE
Locatin [cyg &1}
e fuale =l
Value |g—5M

3 Cancel Help

=
add Edt

3 Cancel Help

$ETTING THE UNDO RETENTION PERIOD

Whenever a transaction is committed, the old undo information,

value, using the following steps:

From the CommCell Browser, navigate to Client Computers.

Right-click the <Client>, and then click Properties.

Click the Registry Key Settings tab.
Click Add.

In the Name box, type sUNDORETENTIONSIZE.

In the Location box, select iDataAgent.

In the Type box, select REG_SZ.
On Unix Client, select Value.
In the Value box, type <Value>.

Click OK.

is retained by default

for a period of 1800 secs. You can modify this
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Client Computer Properties for sdr2k8 [x]
General | Wersion | Security | Ackivity Control | Groups | Firewall Confiouration | Network Thratting | Policies
Job Configuration | Encryption | Advanced | Conkent Indexing | Registry Key Seffings | Cient Side Deduplcation
Hame | Location | Type | Walue | Enabled 1%
B8 add Registry Key on Windows Client sdr2l8 [<]

Name sSUNDORETENTIONSIZE

tocston [, =

e [ree_sz =

vaue 20|

Ok Cancel Help
oK Cancel Help

VIEWING RMAN ERRORS

If the system notifies you that there was an "RMAN error" during a backup or restore operation, we advise you to view the RMAN

Output Log to identify which error was encountered. To view the RMAN Output Log, do the following:

1. From the CommCell Browser, right-click the <Instance>, point to View, and then click either Backup History or Restore History.
2. Click OK.

3. On the Job History window, right-click the job, and then select View Log File.The RMAN Output Log will display for the job.

Once you have identified the specific RMAN error, consult one of the following publications from Oracle Corporation for information
on resolving the specific error, in conjunction with your on-site Oracle database administrator:

O Oracle - Backup and Recovery Guide

O Oracle - Recovery Manager User’s Guide and Reference

O Oracle - Recovery Manager User’s Guide

COoMMCELL CONSOLE ERRORS

If only command line backups have been performed, and a Browse Restore operation is subsequently attempted from the CommCell Console
without first opening and closing the subclient properties, then the system will display a message indicating that no data was
backed up. If this happens, ensure that you open and then close the subclient properties of the Oracle iDataAgent you are trying to
restore, then try the Browse Restore operation again.

If the line "set linesize 80" is present in the file SORACLE_HOME/sglplus/admin/glogin.sql, it may cause the SrvOraAgent server
process on the CommServe to fail when browsing database contents or executing a backup. To avoid such failures, comment out that
line from the file and re-try the browse or backup operation.

For Oracle 10g and higher, if the instance is configured for autobackup with flash recovery, then restoring the SPFile from the

CommCell Console will not work. The following work-arounds are available in this situation:

O Work-around 1:

Comment out the option "db_recovery file dest" from the PFile, then re-create the SPFile using the new PFile. Afterwards,
restoring the SPFile from the CommCell Console should work.

O Work-around 2:
Restore the SPFile manually using RMAN with the script below:

RMAN> run {

2> ALLOCATE CHANNEL cl DEVICE TYPE DISK;
3> restore spfile from autobackup;

4> )

POINT-IN-TIME RECOVERY

When you recover a database to a point in time, the RMAN command ALTER DATABASE OPEN RESETLOGS is executed which will reset the SCN

(System Change Number) and time stamp on every object of the database (i.e., datafiles and control files). Also, only the archived
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redo logs that match the RESETLOGS SCN and timestamp value will be applied to the database, thus recovering the database to a time
that is not current. This is a very useful operation if the point-in-time to which you are trying to recover is certain and known, but

can be counterproductive if you are guessing at the point-in-time.

If you are not sure about the point-in-time for the recovery, it is recommended to restore the data and the control files to a point
in time without recovery. This method will allow you to restore the database to a state that you can make the determination whether or
not you have achieved the correct point-in-time, without invoking the"ALTER DATABASE OPEN RESETLOGS" statement that would reset SCNs

and time stamps on the database objects.

After determining the correct point-in-time through this method, you can recover the database to the point in time to reset your

Oracle database to the desired incarnation.

Sample scripts are provided below for your Oracle database administrator to use as reference for developing custom scripts that you

can run from the RMAN command line, to perform special operations apart from the CommCell Console.

§AMPLE SCRIPT FOR RESETTING A DATABASE AFTER RESETLOGS
The following example resets a database after performing an incomplete media recovery:

run {

allocate channel devl type disk;

set until logseq 1234 thread 1;

restore database skip tablespace readonly;
recover database;

sgl "ALTER DATABASE OPEN RESETLOGS";
release channel devl;

}

reset database;

§AMPLE SCRIPT FOR RESETTING THE DATABASE TO AN OLD INCARNATION
The following command makes an old incarnation of database PROD1 current again:
# obtain primary key of old incarnation

list incarnation of database prodl;

List of Database Incarnations

DB Key Inc Key DB Name DB ID CUR Reset SCN Reset Time
1 2 PROD1 1224038686 NO 1 02-JUL-98
1 582 PROD1 1224038686 YES 59727 10-JUL-98

shutdown immediate;
# reset database to old incarnation
reset database to incarnation 2;

# recover it

run {

allocate channel devl type disk;
restore controlfile;

startup mount;

restore database;

recover database;

sgl "ALTER DATABASE OPEN RESETLOGS";
release channel devl;

}

COMPLETED WITH ONE OR MORE ERRORS
Restore jobs from Oracle iDataAgent will be displayed as "Completed w/ one or more errors" in the Job History in the following cases:

® During a table restore, if the export or import of table fails.

® RMAN recovery is completed, but an incorrect open mode is selected for restore.

RESTORE COMPLETED WITH WARNINGS

Restore jobs from Oracle for Oracle iDataAgent will be displayed as "Completed with Warnings" in the Job History in the following

case:

® When the database restore succeeds but it fails when recovering the database or opening the database.
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ORACLE ERRORS

If you receive an Oracle error during an Oracle restore operation, we recommend that you follow procedures published by Oracle

Corporation on resolving the specific error. We also advise you to consult with your on-site Oracle database administrator, as needed.
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Oracle Properties (General)

Use this dialog box to obtain or provide general and/or user account information for the agent.
Client Name

Displays the name of the client computer on which this Agent is installed.

iDataAgent

Displays the identity of the Agent that is installed on the client computer.

Installed date

Displays the date on which the Agent was installed or upgraded on the client computer.

Enable Instance Discovery

Select this option to

Description

Use this field to enter a description about the entity. This description can include information about the entity's content,

cautionary notes, etc.

Back to Top

Page 205 of 261



User Guide - Oracle iDataAgent

Version

Use this dialog box to view the iDataAgent version.
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Security

Use this dialog box to:

® Tdentify the user groups to which this CommCell object is associated.

® Associate this object with a user group.

® Disassociate this object from a user group.

Available Groups

Displays the names of the user groups that are not associated with this CommCell object.
Associated Groups

Displays the names of user groups that are associated with this CommCell object.
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Activity Control

Use this dialog box to enable or disable backups and restores on a selected subclient.

If data management and data recovery operations are disabled at the client computer group or client level,
these levels will be disabled.

then these operations below these levels will be enabled.

Enable Backup

Specifies whether Backups will occur from this agent or subclient.

If cleared:

Backup operations from this agent or subclient cannot be started and are skipped.

Running and waiting data management operations for this agent or subclient run to completion.

Stopped data management operations for this agent or subclient cannot be resumed until this option is enabled.

Pending data management operations for this agent or subclient do not run until this option is enabled.

Enable Restore

Specifies whether Restores will occur from this agent or subclient.

If cleared:

Restore operations from this agent or subclient cannot be started and are skipped.
Running and waiting data recovery operations for this agent or subclient run to completion.
Stopped data recovery operations for this agent or subclient cannot be resumed until this option is enabled.

Pending data recovery operations for this agent or subclient do not run until this option is enabled.

then these operations below

If data management / data recovery operations are enabled at the client computer group or client level,
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Properties of Oracle: <instance name> (General)

to define a new instance or view the properties of an existing Oracle instance.
Client name

Displays the name of the client computer on which this instance is found.
iDataAgent

Displays the name of the iDataAgent to which this instance belongs.

Instance (ORACLE SID)

® When you create a new instance (Oracle SID), type the name of the instance.

® For an existing instance (Oracle SID), the name of the instance is displayed.

ORACLE Version

For an existing instance, the version of Oracle on which the iDataAgent was installed or upgraded on the client computer is displayed.
DBID

For an existing instance, the unique database identifier for this instance is displayed. The DBID is used to identify the database to

which a datafile/tablespace belongs to and is also found in control file of this database.

ORACLE USER

Specifies the user name to access the Oracle application on a Unix client from the CommCell Console.
In order to perform backup and restore operations for the associated instance, use <SID_name>adm.
Make sure that the user has administrator privileges to access the Oracle application.

User Account

Displays the user name to access the Oracle application on a Windows client. Click the Change button and provide the user name and

password in the Impersonate NT User dialog box.

ORACLE HOME

® When you create a new instance, enter or click Browse to specify the path to the application's Home directory.

® For an existing instance, the path to the application's Home directory is displayed.
ORACLE Status

For an existing instance, the status of the oracle database is displayed. Generally, the oracle database states are Open, Mounted,

Started or Shutdown. Click Refresh to know the current status of the instance.
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Properties of Oracle: <instance name> (Details)

When you create a new instance, use this tab to add the details of the instance.
For an existing instance, use this tab to view or change the details of the selected instance.
Connect String

® When you create a new instance, specify the database connect string.

® For an existing instance, you can change the database connect string by entering 1) database user ID, 2) password for the user ID @
3) Oracle instance name in the three spaces provided. The user ID must have SYSDBA, ALTER SYSTEM and SELECT ANY TABLE system

privileges.
Alternatively, instead of the SELECT ANY TABLE privilege, you can create less powerful user IDs with the following object privileges:
® SELECT ON "SYS"."V_$DATABASE"
® SELECT ON "SYS"."V_$DATAFILE"
® SELECT ON "SYS"."V_SSESSION"
® SELECT ON "SYS"."DBA TABLESPACES"
® GRANT SELECT ON "SYS"."V_$ARCHIVE DEST" TO "USER NAME"
You can create a user ID with these privileges, or you can use the internal user ID.

Use Catalog Connect

When selected, a connection is established between the target database and the Recovery Catalog database using the specified connect

string, and the Recovery Catalog database will be used for backups.

When cleared, there will be no connection between the target database and the Recovery Catalog database, and the target database

Control Files will be used for backups.

The three fields are used to identify/create the connect string for the Recovery Catalog database. You can change the connect string

by using entering 1) Recovery Catalog database user ID, 2) password for the user ID @ Recovery Catalog service name.
TNS Admin

Identifies the path to the TNS Admin directory. If you have not provide the path, a default path \network\admin is appended to the
path of the SORACLE_HOME directory.

For example, if SORACLE_HOME is \opt2\oracle, then TNS_ADMIN is \opt2\oracle\network\admin.

Browse

Click to establish or change the designated TNS_ADMIN directory.

Disable RMAN cross check

When selected, the CommServe database will not be cross verified with the RMAN catalog during a data aging operation.
Ctrl File Autobackup

Lists the configuration options available AUTOBACKUP of control file so that every time a BACKUP or COPY command is executed in RMAN,

an autobackup of the control file is performed.
Select:
Not Configure - Disables autobackup of the control file.

Configure On - If the backup includes a datafile, then RMAN will not automatically include the current control file in the datafile
backupset, but will write the control file and server parameter file to a separate autobackup piece. If the backup does not include a

datafile, the control file and server parameter file will be written to their own autobackup piece.

Configure Off - If the backup includes a datafile, then RMAN automatically includes the current control file and server parameter file

in the datafile backupset. RMAN will not create a separate autobackup piece containing the control file and server parameter file.
Block Size

Specify the block size for backup and restore operations on the selected instance. You can disable the block size specification by

setting the value to 0. In such cases, the default RMAN block size value will be used for backup and restore operations.
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Properties of Oracle: <instance name> (Storage Device)

Use this dialog box to manage the oracle Instance properties.

When you create a new instance, use this tab to add the details of the instance.

For an existing instance, use this tab to view or change the storage policy used to back up data via the command line for the selected

instance, select a storage policy for backing up logs on the selected instance, select a data transfer options for the selected

instance or view or establish the options for Deduplication on the subclient.
Command Line Backup

® Storage Policy used for user command backup of data
O When you create a new instance (Oracle SID), specify the storage policy used for command line backups and restores

O For an existing instance (Oracle SID), you can use this space to select another storage policy. A changed storage policy will

apply only to new command line backup jobs (i.e., those command line backup jobs that you subsequently start).
Log Backup

® Storage Policy used for all Archive Log backups

O When you create a new instance (Oracle SID), specify the storage policy used by the subclients in this instance to back up

archive log files.
O For an existing instance (Oracle SID), you can use this space to select another storage policy.

® Number of Archive Log Backup Streams

O When you create a new instance (Oracle SID), specify the number of backup streams to be used for backing up Archive Log files.

The maximum number of streams is determined by the value established for the Storage Policy.

O For an existing instance (Oracle SID), you can use this space to change the number of Archive Log Backup Streams.
Data Transfer Option

® Software Compression

Select the software compression to be used for "Command Line Backup" in case hardware compression is not available or not selected

on the destination storage policy copy.
On Client
Use the client's software compression functionality.
On MediaAgent
Use the MediaAgent's software compression functionality.
Off
Do not use software compression.
® Resource Tuning
Specify the number of processes (1-4) that the client uses to transfer data. Improvement in performance is resource dependent.
Throttle Network Bandwidth (MB/HR)

Specify the number of processors from available options.

DEDUPLICATION

Use this tab to establish the options for deduplication on the subclient. It indicates whether deduplication for the subclient is
enabled or disabled, and if enabled whether the signature generation (a component of deduplication) is performed on the client or
MediaAgent computer.

Note that deduplication is supported on disk storage devices. So the deduplication options are applicable only if the subclient is

associated with a Storage Policy containing disk storage.
On Client

Click to enable signature generation on the client computer.
On MediaAgent

Click to enable signature generation on the MediaAgent computer.
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Properties of Oracle: <instance name> (Encryption)

Use this dialog box to manage the SQL Server Instance properties.

Client name

Displays the name of the client computer on which this instance is found.
Billing Department

Displays the name of the billing department, when the Instance is associated with a billing department..
iDataAgent

Displays the name of the iDataAgent to which this instance belongs.
Version

Displays the SQL version.

Server Type

Displays the server type according to the instance selected to be added.
VDI Timeout

Use the space to type the VDI Timeout value in seconds.

When restoring a SQL database, the VDI timeout represents the time the system must wait for the SQL server to become ready to accept
data into the database. If the database you are attempting to restore is particularly large, it may become necessary to increase this

time-out value.

Use VSS

Available for SQL Server clients running on Windows Server.

When selected, traditional full backups for all databases within the instance will be switched to VSS full backups.
When cleared, all full backups for all databases within the instance will use the traditional backup methods.
Description

Use this field to enter a description about the entity. This description can include information about the entity's content,

cautionary notes, etc.
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Security

Use this dialog box to:

® Tdentify the user groups to which this CommCell object is associated.

® Associate this object with a user group.

® Disassociate this object from a user group.

Available Groups

Displays the names of the user groups that are not associated with this CommCell object.
Associated Groups

Displays the names of user groups that are associated with this CommCell object.
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Subclient Properties of <subclient name>(General)

Use this dialog box to manage the Oracle database properties.
Client Name

Displays the name of the Client computer to which this subclient belongs.
iDataAgent

Displays the name of the iDataAgent to which this subclient belongs.
Instance

Displays the name of the Instance to which this subclient belongs.
Subclient (Oracle SID)

Displays the instance name of this Subclient.

Subclient Name

Displays the name of this Subclient.

You can use this space to enter or modify the name of the subclient.
Description

Use this field to enter a description about the entity. This description can include information about the entity's content,

cautionary notes, etc.

Back to Top
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Subclient Properties (Content)

Use this tab to define the contents of a new subclient or to change the contents of an existing subclient. When you back up the

subclient, database objects included in the subclient content are backed up.
Selective Online Full

Specifies whether selective online full backups will be performed for this subclient.
Backup Device

Specifies the SAP for Oracle-specific device (Util File, Rman _util, util file online, Util Volume, or Util Volume online) to use for

backups. For more information, refer to the appropriate SAP for Oracle application documentation.
Data

Specifies whether data files will be backed up for this subclient, and provides you with a choice of backup modes - Online Database,

Online Subset or Offline Database.
® Backup Mode
A choice of modes is provided to specify the manner in which data file backups for this subclient will be conducted.
Online Database
Specifies the backup of the online database.
Online Subset

Specifies the backup of a subset of database objects. Use the tree displayed in the Current Database View to add new or modify these

subsets. The database must be online and in ARCHIVELOG mode when the backup is invoked.
Offline Database
Specifies the backup of the offline database. The database must be in the MOUNT mode when the backup is invoked.
® Current Database View
Displays the subsets (tablespaces and datafiles) that are available in the database associated with this subclient.
Refresh
Click to refresh the content of the database.
Backup Archive Log

Specifies whether archived redo log files will be backed up. These logs can be applied to the database in order to recover it to a
point-in-time. Keep in mind that when this option is selected, the Resync Catalog option on the Backup Arguments tab will

automatically be selected by default. This option is not available when you select Offline Database.
Archive Delete

Specifies whether archived redo log files will be deleted once they are backed up. Any archived redo log files that do not match the
format indicated by the LOG_ARCHIVE_ FORMAT environment variable are not deleted. This option is available only when you select the
Backup Archive Log option.

Backup Control File

Specifies whether the control files will be backed up.

Protect backup recovery area

Specifies whether to back up the Flash Recovery Area for Oracle 10g or higher versions.

Back up SP File

Specifies whether the Server Parameter File (SP File) will be backed up.

Disable Switch Current Log

When selected, log switching is disabled for the current redo log file during an archive log backup.

Back to Top
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Subclient Properties (Backup Arguments)

Use this tab to define the backup arguments of a new subclient or to change the backup arguments of an existing subclient.
Backup Arguments
® Data Files per BFS

Use this space to specify the number of data files to be bundled in each RMAN backupset. When a value is entered greater than the

default setting of 32, the following line will be displayed in the RMAN log file: set limit channel chl maxopenfiles = nn;
® Archive Files per BFS

Use this space to specify the number of archive files to be bundled in each RMAN backupset.
® Max Backupset Size (KB)

Use this space to specify the maximum size, in kilobytes, allowed for an RMAN backupset.
® Max Open Files

Use this space to specify the maximum number of concurrent open datafiles that RMAN can read from simultaneously during a backup

operation.
® Oracle Tag

Use this space to enter a character string that will be used as the Oracle Tag argument associated with backups performed on the

selected subclient.
Offline Arguments
The offline arguments are enabled when you choose Offline Databases in the Content tab.
® Lights Out Script

Specifies whether the Lights Out Script will be automatically executed before backing up databases. This script shuts down the
database and uses the SPFile to start up the database in mount mode. Once the backup is completed, the script opens the database.
When cleared, you will have to manually start the database in mount mode, before performing a backup of an offline database. The

lights out script is automatically installed with the Oracle iDataAgent.
® Warning

For Oracle on Unix, specifies whether to issue a message to the physical node for users logged into the database warning them that

the database will be shut down in the number of minutes specified in the Delay Time (min) option.
® Delay Time (min)

For Oracle on Unix, use this space to specify the number of minutes that you want the system to wait after the warning message is

sent to the physical node before attempting to shut down the database.
® Sleep Time (min)

Use this space to specify the interval in minutes that you want the system to wait, or sleep, between retry attempts to shut down
the database and check the status. Note that this option is only activated when the number of tries limit has been reached for the

Sleep Time (sec) option.
® Tries Number

Use this space, located below the Sleep Time (min) option, to specify the number of times that the system will retry attempts to

shut down the database when the Sleep Time (min) option is activated.
® Sleep Time (sec)

Use this space to specify the interval in seconds that you want the system to wait, or sleep, between retry attempts to shut down
the database and check the status. Note that this option is only activated when the database cannot be shut down during the first

attempt after the Delay Time (min) has expired.
® Tries Number

Use this space, located below the Sleep Time (sec) option, to specify the number of times that the system will retry attempts to

shut down the database when the Sleep Time (sec) option is activated.
® Use SQL Connect

When selected, the CommServer connects to the oracle database using the SQL command “Connect <Connect string> as sysdba”. The
“Connect String” value is configured in the Instance properties (Details) tab. When not selected, the connection is established

using the SQL command “Connect /as sysdba”.

® STARTUP PFILE location
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Specifies the location of the PFile to be used with the Lights Out Script option. You need to select this option only if you want to
start up the database using the PFile. By default, the system uses the SPFile available in $ORACLE HOME/dba directory (for Unix) or
SORACLE_HOME/database directory (for Windows) to start up the database.

Browse

Click to establish or change the designated STARTUP PFILE.
Options
Auxiliary Arguments
® SKIP READ ONLY

Specifies whether to omit read-only tablespaces from the backup.
® SKIP OFFLINE

Specifies whether to omit offline tablespaces from the backup.
® SKIP INACCESSIBLE

Specifies whether to omit data files and archived redo log files that are inaccessible due to read I/0 errors from the backup. When

cleared, the backup fails when it encounters inaccessible data files and archived redo log files.
Common Arguments
® Validate

Specifies whether to run a validate backup job, which will cause RMAN to simulate a backup job for the purpose of determining

whether the backup can be successfully restored.
® Enable Table Browse

Specifies that the Oracle iDataAgent or Oracle RAC iDataAgent gathers the database tables and user information during the backup so
that the backup data can be displayed in a table view during a browse operation. This option can be used only on subclients
configured for online backups.

® Resync Catalog
Specifies whether the contents of the Recovery Catalog will be synchronized with the contents of the control file.

Back to Top
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Subclient Properties (Log Destinations)

Use this tab to determine the location from where the archive logs will be backed up or deleted.

Select ArchivelLog Destinations for Backup

Specifies the location from where the archive logs will be backed up. Use Add and Delete to administer these locations.

(Back

The location provided in the Select Archive Destinations field within the Advanced Backup Options
up Archive Logs) tab will override the location provided in this field.

Select ArchiveLog Destinations for Delete

Specifies the location from where the archive logs will be deleted. Use Add and Delete to administer these locations.

The location provided in the Select Archive Destinations field within the Advanced Backup Options
(Delete Archive Logs) tab will override the location provided in this field.

Back to Top
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Encryption

Use this dialog box to select the data encryption options for the selected content. When accessing this dialog box from the Subclient
Properties Encryption tab, this setting applies only to the selected subclient content for operations run from the CommCell Console.
When accessing this dialog box from the Instance Properties Encryption tab, this setting applies only to third-party Command Line

operations. The functionality is not propagated to the Subclient Properties Encryption tabs.
None

When selected, no encryption will take place during a data protection operations.

Media Only (MediaAgent Side)

When selected, for data protection operations, data is transmitted without encryption and then encrypted prior to storage. During data

recovery operations, data is decrypted by the client.

When using this setting in conjunction with the client property With a Pass-Phrase, you will be required to provide a pass-phrase for
data recovery operations unless you export the client pass-phrase to the destination client(s). When using pass-phrase security for
third-party Command Line operations or DataArchiver Agents stub recovery operations, you must export the pass- phrase to the

destination client.
Network and Media (Agent Side)

When selected, for data protection operations, data is encrypted before transmission and is stored encrypted on the media. During data

recovery operations, data is decrypted by the client.

When using this setting in conjunction with the client property With a Pass-Phrase, you will be required to provide a pass-phrase for

data recovery operations unless you export the client pass-phrase to the destination clients.
Network Only (Agent Encrypts, MediaAgent Decrypts)

When selected, for data protection operations, data is encrypted for transmission and then decrypted prior to storage on the media.

During data recovery operations, data is encrypted by the MediaAgent and then decrypted in the client.

When using this setting in conjunction with the client property With a Pass-Phrase, you will not be required to provide a pass-phrase

for data recovery operations.
Script Preview

Click to display the backup script, based on the current subclient configuration, that will be submitted to RMAN when backups are

performed for the selected Oracle subclient.
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Activity Control

Use this dialog box to enable or disable backups and restores on a selected subclient.

If data management and data recovery operations are disabled at the client computer group or client level, then these operations below
If data management / data recovery operations are enabled at the client computer group or client level,
then these operations below these levels will be enabled.

these levels will be disabled.

Enable Backup

Specifies whether Backups will occur from this agent or subclient.

If cleared:

® Backup operations from this agent or subclient cannot be started and are skipped.

Running and waiting data management operations for this agent or subclient run to completion.

Stopped data management operations for this agent or subclient cannot be resumed until this option is enabled.

® Pending data management operations for this agent or subclient do not run until this option is enabled.
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Storage Device

Use this dialog box to establish the storage device related settings on the selected subclient.
The following tabs are displayed:

® (Data) Storage Policy
® Data Transfer Option

® Deduplication

STORAGE POLICY

Use this tab to select or view storage policy settings on the selected subclient.
Data/Database/Transaction Log Storage Policy

Displays the storage policy to which this subclient is currently associated. To associate a storage policy to a new subclient or to

change the storage policy associated with an existing subclient, click one in the list.
Incremental Storage Policy

Displays the name of the Incremental Storage Policy associated with this subclient, if the storage policy has the Incremental Storage

Policy option enabled.

Data Paths

Click to view or modify the data paths associated with the primary storage policy copy of the selected storage policy.
Create Storage Policy

Click to launch the Create a Storage Policy wizard. Once the storage policy has been created, it will be displayed in the list of

storage policies to which the selected subclient can be associated.

DATA TRANSFER OPTION

Use this tab to establish the options for data transfer.
Software Compression

Indicates whether software compression for the subclient or instance is enabled or disabled, and if enabled whether it is performed on

the client or MediaAgent computer.
® On Client
Click to enable software compression on the client computer.
® On MediaAgent
Click to enable software compression on the MediaAgent computer.
e Off
Click to disable software compression.

Note that hardware compression has priority over the software compression. Hardware compression is established in the Data Path
Properties dialog box. The above software compression option will take effect when the data path is associated with a disk library, or

when hardware compression is disabled in the data path associated with tape libraries.

settings on the storage policy copy takes precedence. See Copy Properties (Deduplication) - Advanced

:5 If the subclient is associated with a storage policy copy that is deduplicated, then the compression
tab for compression settings on deduplicated storage policy copy.

Resource Tuning
Indicates the processes used by the client to transfer data based and whether bandwidth throttling is enabled or not.
® Network Agents

Specifies the number of data pipes/processes that the client uses to transfer data over a network. Increasing this value may provide
better throughput if the network and the network configuration in your environment can support it. On non-UNIX computers, the
default value is 2 and a maximum of 4 can be established if necessary. On UNIX computers the default value is 1 and a maximum of 2

can be established if necessary.
® Throttle Network Bandwidth (MB/HR)

Specifies whether the backup throughput is controlled or not. (By default this option is not selected and therefore the throughput

is not controlled). When selected, use the space to specify a value for the throughput. By default, this is set to 500. The minimum

Page 221 of 261



User Guide - Oracle iDataAgent

value is 1 and there is no limit to the maximum value. (In this case the backup throughput will be restricted to the maximum

bandwidth on the network.)

Use this option to set the backup throughput, based on the network bandwidth in your environment. Use this option to reduce the backup
throughput, so that the entire network bandwidth is not consumed, especially in slow links. Increasing this value will end up

consuming the bandwidth with the maximum throughput limited to the network bandwidth capability.

Note that throttling is done on a per Network Agent basis.

DEDUPLICATION

Use this tab to establish the options for deduplication on the subclient. It indicates whether deduplication for the subclient is
enabled or disabled, and if enabled whether the signature generation (a component of deduplication) is performed on the client or

MediaAgent computer.

Note that deduplication is supported on disk storage devices. So the deduplication options are applicable only if the subclient is

associated with a Storage Policy containing disk storage.

On Client

Click to enable signature generation on the client computer.

On MediaAgent

Click to enable signature generation on the MediaAgent computer.

Back to Top

Page 222 of 261



User Guide - Oracle iDataAgent

Pre/Post Process

Use this dialog box to add, modify or view Pre/Post processes for the selected subclient.
Pre Backup Process
Displays the name/path of the process that you want to run before the pre-backup phase.

You can use this space to enter a process that will execute before this phase, or use the Browse button to search for and select the
name/path of the process. The system allows the use of spaces in the name/path, provided they begin with an opening quotation mark and

end with a closing quotation mark.
Post Backup Process
Displays the name/path of the process that you want to run after the post backup phase.

You can use this space to enter a process that will execute before this phase, or use the Browse button to search for and select the
name/path of the process. The system allows the use of spaces in the name/path, provided they begin with an opening quotation mark and

end with a closing quotation mark
Run Post Backup Process for all attempts
Specifies whether this process will execute for all attempts to run the phase.

When selected, this option will execute the specified process for all attempts to run the phase, including situations where the job

phase is interrupted, suspended, or fails.

When cleared, the specified process will only execute for successful, killed, or failed jobs.

Run As / User Account

Displays either the Local System Account, or for added security, another account as having permission to run these commands.
Change

Click to add or modify the account that has permission to run these commands.
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Backup/Archive Options

Use this dialog box to schedule or immediately run a backup/archive job. Note that all the options described in this help may not be

available and only the options displayed in the dialog box are applicable to the agent for which the information is being displayed.
Select Backup Type
e Full
Specifies the job as a Full backup, which backs up all data for the selected subclient(s).
® Incremental

Specifies the job as an Incremental backup, which backs up only that portion of the data that is new or has changed since the last

backup.

For the Oracle, DB2, Informix, and SAP for Oracle iDataAgents, Incremental backup works like
Differential backups described in the online documentation.

® Level
Specifies the level of incremental backup for Oracle backups. Valid values are from 1 to 4.
® Cumulative

Specifies a Cumulative Incremental backup at level 1 to 4 for Oracle backups. When cleared, the system performs a non-cumulative

backup.
® Enter the maximum number of database block corruptions
Specifies the maximum number of database block corruptions that the backup can encounter before stopping.
® Status of SID
Displays the state of the Oracle database. (OPEN, MOUNTED, STARTED or SHUTDOWN)
® Refresh
Click to display the most current status of the database.
® Script Preview

Click to display the backup script, based on the selected backup options, that will be submitted to RMAN when backups are performed

for the selected Oracle client.
Job Initiation
® Run Immediately
Specifies this job will run immediately.
® Schedule
Specifies this job will be scheduled. Click Configure to specify the schedule details.
Configure Alert
® Alert
The currently configured Alert.
® Add/Modify Alert
When clicked, opens the Alert Wizard to configure alerts for this operation.
® Delete Alert
When clicked, deletes any existing alerts that are already configured.
Advanced
Click to select advanced backup/archive options, such as create a new index, start new media, and mark media as full.
Save As Script

Click to open the Save As Script dialog, which allows you to save this operation and the selected options as a script file (in XML

format) . The script can later be executed from the Command Line Interface using goperation execute command.

When you save an operation as a script, each option in the dialog will have a corresponding xml parameter in the script file. When

executing the script, you can modify the value for any of these XML parameters as per need.
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To view the XML values for each of the options in the dialog, see the following:

® Command Line XML Options for Oracle iDataAgent

® Command Line XML Options for Oracle RAC iDataAgent

Back to Top
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Save as Script

Use this dialog box to choose a name and path for the script file and the mode of execution.
Client

Enter or select the name of the client computer where the script will be created.

Path

Enter the path for the script that will be created.

Browse

Click this button to browse to a path for the command line script.

® Scripts are not supported on the Windows NT platform.
® It is recommended not to use any reserved device names (e.g., LPT1l) as the name of the file.
® The file names are not case-sensitive.

® Do not end the file name with a trailing space or a period. Although the underlying file system may support such names,
the operating system does not support them.
Mode
® Synchronous

Specifies that the script execute in synchronous mode. A synchronous operation exits only when the operation has completed. This

option is only available when scripting a single job.
® Asynchronous

Specifies that the script execute in asynchronous mode. An asynchronous operation submits the job to the CommServe and exits

immediately, returning control to the calling program or script.
Specify User Account to Run the Script
Specifies to use the given user account to save the operation as a script.
® Use the Currently Logged in User Account
Click to use the same user account used for logging into the CommCell Console.
O User Name
Type the user name that was used for logging into the CommCell Console.
O Password
Type the password for the user account used for logging into the CommCell Console.
O Confirm Password
Type to re-confirm the password.
® Use a Different User Account
Click to specify a different user account to save the operation as a script.
O User Name
Enter the different user name to be used for saving the operation as a script.
O Password
Enter the password for the user account to be used for saving the operation as a script.
® Confirm Password
Type to re-confirm the password.

Back to Top
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Schedule Pattern

Use this dialog box to schedule jobs.

Schedule Name

Displays the name of the schedule. If creating a new schedule, use this space to enter the name of the schedule.
One Time

For a job run a single time. Select the date and time you want the job to begin.

Daily

For a job run on a daily basis. Choose the interval, in days, at which you want the job to repeat.

Weekly

For a job run on a weekly basis. You can run the job every n number of weeks on the selected days of the week.
Monthly

For a job run on a monthly basis. You can run the job every n number of months on the selected date or day. You can also select the
standard calendar or a custom calendar (if available). Monthly schedules using custom calendars will run according to the definitions

of a month as defined in the calendar.
Yearly
For a job run on a yearly basis. You can run the job annually on the selected date or day.

The Monthly and Yearly selections allow you to schedule other calendar events that are commonly of interest. For example, you can
schedule backups on the last weekday every three months for quarterly backups. Optionally, you can select the Every n Month(s) option,
which allows you to customize intervals at which the job will run. You can also select the standard calendar or a custom calendar (if

available). Yearly schedules using custom calendars will run according to the definitions of a year as defined in the calendar.
Automatic Schedule

Select this option to run a job on a specified frequency.

Job Interval

Allows you to specify intervals for jobs.

® Minimum Interval between Jobs

Specify the number of hours to start a backup job if the below criteria (Network Management, Power Management and Resource

Utilization) is/are satisfied.
® Maximum Interval between Jobs

Specify the number of hours since the last successful job completed to start a job even if the below criteria (Network Management,

Power Management and Resource Utilization) is/are not satisfied.
Network Management
Allows you to specify the available network types.
® Start only if wired network is available
Select to start the job when the network connectivity is wired.
® Start only if specific network is available
Select to start a job using a specific network. Specify network details and add the network address.
® Minimum Network Bandwidth n Kbps

Select to specify the minimum number of kbps that the job should use for the network bandwidth. By default, the minimum bandwidth is
128.

® Throttle at n % until bandwidth n Kbps

Select to specify the percentage of throttle that the job should use until the bandwidth reaches an specific kbps value. By default,
the job throttles at 40% until the bandwidth is 2048.

Power Management
Allows you to specify power management options for the computer.
® Start only if the computer is running on A/C power

Select this option to run the job only when the computer is on A/C power.
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® Stop the task if batter mode begins

Select this option to stop the job if the computer is on battery mode.

Resource Utilization

Allows you to setup the job schedule with specific resource utilization.

® Start only if CPU utilization is below

Select this option to run the job when CPU utilization is below the specified percentage.

® Start the job if free disk space drops below

Select this option to run the job when disk space is below the specified percentage.

Options

Click to display Advanced Scheduling Options.
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Startup

Select from the following options. Note that all the options described in this help may not be available and only the options

displayed in the dialog box are applicable to the operation for which the information is being displayed.

Priority

® Use Default Priority
If selected, the default priority for this type of job will be used in determining how the Job Manager will allocate resources for
this job.

® Change Priority

Use this option to manually specify the priority for the job, between 0 (highest priority) and 999 (lowest priority). The Job
Manager will use the priority setting when allocating the required resources. This is useful if you have jobs that are very

important and must complete, or jobs that can be moved to a lower priority.
Start up in suspended state

Specifies that this job will start in the Job Controller in a suspended state and cannot run until the job is manually resumed using
the Resume option. This option can be used to add a level of manual control when a job is started. For example, you could schedule
jobs to start in the suspended state and then choose which scheduled jobs complete by resuming the operation started in the suspended
state.

Description

Use this field to enter a description about the entity. This description can include information about the entity's content,

cautionary notes, etc.
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Job Retry

Note that all the options described in this help may not be available and only the options displayed in the dialog box are applicable

to the agent or operation for which the information is being displayed.
Enable Total Running Time

The maximum elapsed time, in hours and minutes, from the time that the job is created. When the specified maximum elapsed time is
reached, as long as the job is in the "Running" state, it will continue; if the job is not in the "Running" state when the specified

time is reached, Job Manager will kill the job.
Enable Number of Retries

The number of times that Job Manager will attempt to restart the job. Once the maximum number of retry attempts has been reached, if
the job has still not restarted successfully, Job Manager will kill the job. Note that this job-based setting will not be wvalid if

restartability has been turned off in the Job Management Control Panel.
Kill Running Jobs When Total Running Time Expires

Option to kill the job when the specified Total Running Time has elapsed, even if its state is "Running". This option is available

only if you have specified a Total Running Time.
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Advanced Backup Options (Media)

You can select advanced backup media options for the operation.

Start New Media
This option starts the backup/migration/archive operation on a new media, which causes the following to occur:

® If removable media is used, the current active media is marked as Appendable and a new media is used for the

backup/migration/archive.
® If disk media is used, a new volume folder is created for the backup/migration/archive.
If cleared, the operation automatically uses the current active media or volume.

Mark Media Full after Successful Operation

This option marks media full, 2 minutes after the completion of the backup/archive operation. If any jobs are initiated within the 2
minutes, they are allowed to write to the media. If the job was associated with the prior media, new media (such as a new tape) will

be used for subsequent jobs. (Applies to all backup/archive types.)
Allow other Schedule to use Media Set

This option allows jobs that are part of a schedule policy or schedule and using a specific storage policy to start a new media and
also prevent other jobs from writing to the set of media. It is available only when the Start New Media and Mark Media Full options
are enabled, and can be used in the following situations:

® When one scheduled job initiates several jobs and you only want to start new media on the first job.
® When you want to target specific backups to a media, or a set of media if multiple streams are used.
Extend Job Retention

® Infinite: Select this option to retain this job indefinitely.

® Number of Days: Select this option to prune this job after the number of days specified.

® Storage Policy Default: Select this option to apply the retention rules of the associated storage policy, which is the default
option.
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Advanced Backup Options (Data Path)

Select the data path to be used for the backup/archive operation.

Ensure that the Library, MediaAgent, Drive Pool, and Drive selected for this operation is available online and is a part of the

associated Storage Policy.
Use MediaAgent

Specifies the name of the MediaAgent that will be used to perform the backup operation. If necessary, you can change the name of the

MediaAgent.

For example, if the library is shared and you wish to use a specific MediaAgent (instead of the system selected MediaAgent, or a

MediaAgent which may be idle, or less critical) or if you know that the library attached to the specified MediaAgent.
Use Library

Specifies the name of the library that will be used to perform the backup operation. Use this option when you wish to backup to a

specific library.
Use Drive Pool

Specifies the name of the Drive Pool that will be used to perform the backup operation. Use this option when you wish to backup using

a specific Drive Pool.
Use Drive

Specifies the name of the Drive that will be used to perform the backup operation. Use this option when you wish to backup using a

specific Drive from the selected Drive Pool.
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Vault Tracking

Select options to export and track media,

Export media after the job finishes

Specifies the media used by the data protection

tracked by Vault Tracker.

Exclude Media Not Copied

When selected, allows you to exclude media with

Media Status
e All

Click to select all media.
® Active

Click to select media with
e Full

Click to select media with
® Overwrite Protected

Click to select media with
® Bad

Click to select media with

Export Location

Clear this

its

its

its

status

status

status

status

option

marked

marked

marked

marked

operation and media with the specific Media Status

using Vault Tracker.

[Vault Tracking Options will be displayed only when a Vault Tracker license is available in the
@ CommServe.

[Vault Tracking options are only applicable for data protection operations using a storage policy
associated with a library containing removable media (e.g., tape, optical or stand-alone.)

jobs that have to be copied.

to

as

as

as

as

select media with a specific status.

active.

full.

read-only .

bad.

(if specified)

will be exported and

Specifies the destination location and lists the stationary locations entered using the Export Location Details dialog box.

Track Transit

Specifies that transit information must be tracked,

box.

Use Virtual Mail Slots

and lists the transit locations entered using the Export Location Details dialog

Specifies the exported media is stored within the library in the virtual mail slots defined in the Library Properties (Media) dialog

box.

Filter Media By Retention

Specifies that the system must automatically filter media based on whether the media has extended retention jobs or not.

® Media with extended retention job(s)

Specifies that media with at least one extended retention job will be exported.

® Media with no extended retention job(s)

Specifies that media with no extended retention jobs will be exported.
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Alert

Use this tab to configure an alert for a schedule policy.
Configure Alert
® Alert
The currently configured Alert.
® Add/Modify Alert

When clicked, opens the Alert Wizard to configure alerts for this operation.

® Delete Alert

When clicked, deletes any existing alerts that are already configured.
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Advanced Backup Options (Custom rman script)

Use this dialog box to edit and save the RMAN Scripts.
Customize Script

Select this option to customize the RMAN script.

Data

Displays the rman script for data backup.

Logs

Displays the rman script for logs backup.
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Advanced Backup Options (Back up Archive Logs)

Use the Advanced Backup Options (Backup Archive Logs)

Backup ArchiveLog

Specifies whether archive logs will be backed up. When selected,

below.

® Older than n Days

Specifies whether to back up archive logs older than the specified number of days.

® Not older than n Days

tab to enable and specify options for backing up archive logs.

archive logs are backed up according to the criteria as specified

Use the space to enter the number of days.

Specifies whether to back up archive logs that are not older than the specified number of days. Use the space to enter the number of

days.

® By Log Time

Specifies whether to back up the logs based on the time they were created. Use the Start Time and End Time fields to specify the

time range when the logs were created,

® By Log Sequence Number

Specifies whether to back
End LSN fields to specify

® By System Change Number

Specifies whether to back
End SCN fields to specify

e LIKE

Specifies whether to back up archive logs that match the specified string pattern,

up archive logs according

the range of LSNs used as

up archive logs according

the range of SCNs used as

as the criteria for archive logs to be backed up.

to the specified range of Log Sequence Numbers (LSN). Use the Start LSN and/or

the criteria for archive logs to be backed up.

to the specified range of System Change Numbers (SCN). Use the Start SCN and/or

the criteria for archive logs to be backed up.

or partial string pattern. Use the space to enter

the string pattern. Note that when you select this option and leave the field blank, all the archive logs from the selected

destinations get backed up. Refer RMAN documentation for information on how to enter a pattern.

e ALL

Specifies to back up one copy of all archive logs,

Select ArchivelLog destinations

from any destination randomly,

Specifies the destination from where the archive logs will be backed up.

regardless of any criteria.

&

When ALL is selected, this option is not available.

The destination provided in this field overrides the destination provided in the Select ArchiveLog
Destinations for Backup field within the Subclient Properties (Log Destinations) tab.

® Add

Click to select an archive log destination.

® Delete

Click to remove an archive log destination from the previously selected list of archive log destinations.

® Not Backed Up n times

Select to backup the archive logs that have not been backed up for at least n number of times.
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Advanced Backup/Archive Options (Delete Archive Logs)

Use the Advanced Backup Options (Delete Archive Logs) tab to enable and specify options for deleting archive logs.
Delete ArchiveLog
Specifies whether archive logs will be deleted. When selected, archive logs are deleted according to the criteria as specified below.
® Older than n Days
Specifies whether to delete archive logs older than the specified number of days. Use the space to enter the number of days.
® Not older than n Days

Specifies whether to delete archive logs that are not older than the specified number of days. Use the space to enter the number of

days.
® By Log Time

Specifies whether to delete the archive logs based on the time the logs were created. Use the Start Time and/or End Time fields to

specify the time range the log files were created, as the criteria for archive logs to be deleted.
® By Log Sequence Number

Specifies whether to delete archive logs according to the specified range of Log Sequence Numbers (LSN). Use the Start LSN and/or

End LSN fields to specify the range of LSNs used as the criteria for archive logs to be deleted.
® By System Change Number

Specifies whether to delete archive logs according to the specified range of System Change Numbers (SCN). Use the Start SCN and/or
End SCN fields to specify the range of SCNs used as the criteria for archive logs to be deleted.

e LIKE

Specifies whether to delete archive logs that match the specified string pattern, or partial string pattern. Use the space to enter
the string pattern. Note that when you select this option and leave the field blank, all the archive logs from the selected

destinations get deleted. Refer RMAN documentation for information on how to enter a pattern.
e ALL
Specifies to delete one copy of all archive logs, from any destination randomly, regardless of any criteria.
Delete Instance Archive Log
When selected, all the archive logs of the specified instance is deleted.
Select ArchivelLog destinations

Specifies the destination from where the archive logs will be deleted.

@ When ALL is selected, this option is not available.

The destination provided in this field overrides the destination provided in the Select ArchiveLog
Destinations for Delete field within the Subclient Properties (Log Destinations) tab.

® Add

Click to select an archive log destination.
® Delete

Click to remove an archive log destination from the previously selected list of archive log destinations.
® Backed Up n times

Select to delete the archive logs that have been backed up for at least n number of times.
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Advanced Backup Options (Oracle Options)
You can select the following advanced options for the oracle backup operations:
Max DB block corruptions
Specifies the maximum number of database block corruptions a backup process can encounter before stopping.
Enable RMAN disk ratio
When this option is selected, RMAN reads data files across disks and groups them in a backup set.
® RMAN Disk Ratio
Specifies the number of disks from which data files are included in each backup set.
Oracle TAG

Use this space to enter a character string that will be used as the Oracle tag argument associated with the specific backup operation.

This will override the tag defined at the subclient level.
Backup Control File for StandBy

Specifies to backup the current control file for creating Standby databases.
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Oracle Restore Options (General)

Use this dialog box to select restore options.
Destination Client

Displays the name of the client computer to which the selected data will be restored. Select a client from the list to change the

destination computer.
The list includes the following clients:

® Which are established as clients within the CommCell.

® Clients with Operating Systems that support the cross-platform restore operation from this client.
By default, data is restored to the same computer from which it was backed up.

Number of streams to use for restore

Use this space to set the number of data channels through which data is restored.

Catalog Connect

Displays the connect string for the catalog database. The recovery catalog contains metadata about RMAN operations for each registered

database. This metadata information is useful when you want to restore and recover the database after a crash or corruption.

Use the three fields (spaces) to type the connect string for the catalog database. Use the first field to type the recovery catalog
database user ID. Use the second field to type the password for the user ID, and use the third field to type the recovery catalog

service name.
When restoring backups with recovery catalog, the connect string details used during the backup will get automatically displayed here.
Restore Control File

Specifies whether to restore the control file from the latest control file backup or from a backup piece to its original location or

to a new location.
Restore Archive Log

Specifies whether to restore the archived redo log files. Selecting this option will allow you to choose the options for restoring the

archive logs.
Restore SP File

Specifies whether to restore the server parameter file (SP File). Selecting this option will allow you to choose the options for

restoring the server parameter file.
Restore Data

By default, this option is selected along with Recover option. Selecting this option will allow you to choose the options for

restoring the datafiles.
Recover

By default, this option is selected along with Restore Data option. Selecting this option will allow you to choose the options for

recovering the database after a restore.
Duplicate DB

Specifies whether to create a duplicate database. Selecting this option will display the Duplicate and Duplicate DB Options tabs in

Advanced Restore options allowing you to choose options for creating a duplicate database.
NO CATALOG

Specifies whether the system will refer to the Recovery Catalog database when recovering the target database. If this option is
selected, the system will instead refer to the target database's control files. Use this option if the Recovery Catalog database has

been corrupted or if you did not use the Recovery Catalog database to back up the data.

When cleared, the system looks up the Recovery Catalog database when recovering the target database. This option can be used only if

the CONTROL FILE exists.
The Latest Database View

By default, displays the database tree as it existed in the latest backup. Use the tree structure to establish either an entire or

partial database restore by selecting the appropriate entity.
If you specify a point-in-time when you click New Browse, the database tree as existing in the specified point-in-time is displayed.

Status
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Displays the state of the database. (OPEN, MOUNTED, STARTED or SHUTDOWN)

Refresh

Click to refresh the screen with the current status of the database

New Browse

Click to display the Specify Point-In-Time dialog box, which allows to you to select the options to restore from either the:

® Latest backup, or a

® Backup from a specific point in time.
By default, the database tree is displayed in the latest backup data pane. It is suitably refreshed based on the selected option.
Description

Use this field to enter a description about the entity. This description can include information about the entity's content,
cautionary notes, etc.

Advanced
Click to select additional restore options.
Script Preview

Click to display the restore script, based on the selected restore options, that will be submitted to RMAN when restores are performed
for the selected Oracle client.

Save As Script

Click to open the Save As Script dialog, which allows you to save this operation and the selected options as a script file (in XML

format) . The script can later be executed from the Command Line Interface using goperation execute command.

When you save an operation as a script, each option in the dialog will have a corresponding xml parameter in the script file. When

executing the script, you can modify the value for any of these XML parameters as per need.
To view the XML values for each of the options in the dialog, see the following:
Command Line XML Options

Back to Top
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Job Initiation

Select from the following options. Note that all the options described in this help may not be available and only the options

displayed in the dialog box are applicable to the operation for which the information is being displayed.
Immediate

Run This Job Now

Specifies this job will run immediately.

Schedule

Specifies this job will be scheduled. When you click Configure, the Schedule Details dialog box will open and allow you to configure

the schedule pattern.
Result file location on CommServe

This option is only applicable for List Media operations. Specifies the name of the file in which the results of the scheduled list
media job must be saved. Click Browse to access to the Directory Browse dialog box which allows you to select the folder / file in the

CommServe computer.
Automatic Copy

Specifies that an auxiliary copy operation will be performed at the interval specified. This operation will occur when new data that

must be copied is found on the primary copy.

Interval

The time interval in which the Automatic Copy will be performed. The default interval is 30 minutes.
Save As Script

Click to open the Save As Script dialog, which allows you to save this operation and the selected options as a script file (in XML

format) . The script can later be executed from the Command Line Interface using goperation execute command.

When you save an operation as a script, each option in the dialog will have a corresponding xml parameter in the script file. When

executing the script, you can modify the value for any of these XML parameters as per need.
To view the XML values for each of the options in the dialog, see the following:
Operations Supporting Save As Script
Configure Alert
Provides the necessary options to configure the alerts associated with this operation.
® Add/Modify Alert
When clicked, opens the Alert Wizard to configure necessary alerts for this operation.
® Delete Alert
When clicked, deletes any existing alerts that are already configured.
Advanced
Click to select additional options.
Script Preview

Click to display the restore script, based on the selected restore options, that will be submitted to RMAN when restores are performed

for the selected Oracle client.
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Save as Script

Use this dialog box to choose a name and path for the script file and the mode of execution.
Client

Enter or select the name of the client computer where the script will be created.

Path

Enter the path for the script that will be created.

Browse

Click this button to browse to a path for the command line script.

® Scripts are not supported on the Windows NT platform.
® It is recommended not to use any reserved device names (e.g., LPT1l) as the name of the file.
® The file names are not case-sensitive.

® Do not end the file name with a trailing space or a period. Although the underlying file system may support such names,
the operating system does not support them.
Mode
® Synchronous

Specifies that the script execute in synchronous mode. A synchronous operation exits only when the operation has completed. This

option is only available when scripting a single job.
® Asynchronous

Specifies that the script execute in asynchronous mode. An asynchronous operation submits the job to the CommServe and exits

immediately, returning control to the calling program or script.
Specify User Account to Run the Script
Specifies to use the given user account to save the operation as a script.
® Use the Currently Logged in User Account
Click to use the same user account used for logging into the CommCell Console.
O User Name
Type the user name that was used for logging into the CommCell Console.
O Password
Type the password for the user account used for logging into the CommCell Console.
O Confirm Password
Type to re-confirm the password.
® Use a Different User Account
Click to specify a different user account to save the operation as a script.
O User Name
Enter the different user name to be used for saving the operation as a script.
O Password
Enter the password for the user account to be used for saving the operation as a script.
® Confirm Password
Type to re-confirm the password.

Back to Top
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Schedule Pattern

Use this dialog box to schedule jobs.

Schedule Name

Displays the name of the schedule. If creating a new schedule, use this space to enter the name of the schedule.
One Time

For a job run a single time. Select the date and time you want the job to begin.

Daily

For a job run on a daily basis. Choose the interval, in days, at which you want the job to repeat.

Weekly

For a job run on a weekly basis. You can run the job every n number of weeks on the selected days of the week.
Monthly

For a job run on a monthly basis. You can run the job every n number of months on the selected date or day. You can also select the
standard calendar or a custom calendar (if available). Monthly schedules using custom calendars will run according to the definitions

of a month as defined in the calendar.
Yearly
For a job run on a yearly basis. You can run the job annually on the selected date or day.

The Monthly and Yearly selections allow you to schedule other calendar events that are commonly of interest. For example, you can
schedule backups on the last weekday every three months for quarterly backups. Optionally, you can select the Every n Month(s) option,
which allows you to customize intervals at which the job will run. You can also select the standard calendar or a custom calendar (if

available). Yearly schedules using custom calendars will run according to the definitions of a year as defined in the calendar.
Automatic Schedule

Select this option to run a job on a specified frequency.

Job Interval

Allows you to specify intervals for jobs.

® Minimum Interval between Jobs

Specify the number of hours to start a backup job if the below criteria (Network Management, Power Management and Resource

Utilization) is/are satisfied.
® Maximum Interval between Jobs

Specify the number of hours since the last successful job completed to start a job even if the below criteria (Network Management,

Power Management and Resource Utilization) is/are not satisfied.
Network Management
Allows you to specify the available network types.
® Start only if wired network is available
Select to start the job when the network connectivity is wired.
® Start only if specific network is available
Select to start a job using a specific network. Specify network details and add the network address.
® Minimum Network Bandwidth n Kbps

Select to specify the minimum number of kbps that the job should use for the network bandwidth. By default, the minimum bandwidth is
128.

® Throttle at n % until bandwidth n Kbps

Select to specify the percentage of throttle that the job should use until the bandwidth reaches an specific kbps value. By default,
the job throttles at 40% until the bandwidth is 2048.

Power Management
Allows you to specify power management options for the computer.
® Start only if the computer is running on A/C power

Select this option to run the job only when the computer is on A/C power.
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® Stop the task if batter mode begins

Select this option to stop the job if the computer is on battery mode.

Resource Utilization

Allows you to setup the job schedule with specific resource utilization.

® Start only if CPU utilization is below

Select this option to run the job when CPU utilization is below the specified percentage.

® Start the job if free disk space drops below

Select this option to run the job when disk space is below the specified percentage.

Options

Click to display Advanced Scheduling Options.
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Advanced Restore Options (Restore)

Use this dialog box to revert the
Use hardware revert capability if

Selecting this option brings back
since the snapshot creation. This

operation.

Use Rman Restore

data to the time when the snapshot was created.

available

the entire LUN to the point

option is only available if

Selecting this option will allow you to restore the data from

Use FileSystem Restore

Selecting this option will allow you to restore the data from

when the snapshot was created, overwriting all modifications to the data

the storage array used for SnapProtect Backup supports the revert

the snapshot using Rman utility.

the snapshot using File System Restore from CommCell Browser.

Page 245 of 261



User Guide - Oracle iDataAgent

Advanced Restore Options (Copy Precedence)

Choose the copy from which you wish to recover or retrieve. Select from the following options:

Restore from copy precedence

When selected, the system recovers or retrieves data from the selected storage policy copy (Synchronous Copy or Selective Copy). If
data does not exist in the specified copy, the data recovery or retrieve operation fails even if the data exists in another copy of
the same storage policy.

When cleared, (or by default) the system recovers or retrieves data from the storage policy copy with the lowest copy precedence. If

the data was pruned from the primary copy, the system automatically recovers or retrieves from the other copies of the storage policy
in the following order:

1. Lowest copy precedence to highest copy precedence among all synchronous copies.

2. Lowest copy precedence to highest copy precedence among all selective copies (if your agent supports selective copies).
Once the data is found, it is recovered or retrieved, and no further copies are checked.
Copy Precedence

When selected, the system recovers or retrieves data from the copy with the specified precedence number.
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Advanced Restore Options (Data Path)

Select the data path for the restore/recovery operation. You can specify the MediaAgent, Library, Drive Pool, and Drive from which the

restore operation must be performed.
Use MediaAgent

Specifies the name of the MediaAgent that will be used to perform the restore operation. If necessary, you can change the name of the

MediaAgent.

For example, if the library is shared and you wish to use a specific MediaAgent (instead of the system selected MediaAgent, or a
MediaAgent which may be idle, or less critical) or if you know that the media containing the data you wish to restore is available in

the library attached to the specified MediaAgent.

If the media containing the data is not available in the tape/optical library attached to the MediaAgent, the system will
automatically prompt you to insert the appropriate media. In the case of a disk library, the operation will fail if the requested data

is not available in the disk library attached to the specified MediaAgent.
Use Library

Specifies the name of the library that will be used to perform the restore operation. Use this option when you wish to restore using a

specific library.
For example, if you know that the media containing the data you wish to restore is available in a specific library.
Use Drive Pool

Specifies the name of the Drive Pool that will be used to perform the restore operation. Use this option when you wish to restore

using a specific Drive Pool.

To restore NAS data, select the drive pool type that was used to perform the backup, i.e., if a drive pool associated with an NDMP
Remote Server was used to perform the backup, select a drive pool associated with an NDMP Remote Server. Similarly, if an NDMP drive

pool was used, specify an NDMP drive pool.
Use Drive

Specifies the name of the drive in the drive pool that will be used to perform the restore operation. Use this option when you wish to

restore using a specific Drive in the Drive Pool.
Use Proxy

Specifies the name of the proxy server that will be used to perform the restore operation. Use this option when you wish to restore

using a proxy server.
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Advanced Restore Options (Encryption)

Pass-Phrase

Enter the pass-phrase that is currently assigned to the client, whose data you are restoring. Note that if you have changed the pass-

phrase since you secured the client data, you need to provide the new pass-phrase here, not the old one.

Re-enter Pass-Phrase
Re-enter the pass-phrase for confirmation.

If you attempt an immediate restore of encrypted data that was pass-phrase protected without entering the pass-phrase here, the
restore operation will fail.

If you have an exported pass-phrase set up, and you enter the pass-phrase under Decryption, you over-ride (not overwrite) the client

properties pass-phrase. Thus, if you enter the pass-phrase incorrectly, the restore does not complete successfully.
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Advanced Restore Options (Pre/Post)

Establish pre/post processes for restore jobs, and the account that has permissions to run these processes (for Windows-based agents).
Pre Recovery Command:

Displays the name/path of the process to run before the restore. Add or modify the name/path, or use the Browse button to search for
and select the name/path. The system allows the use of spaces in the name/path, provided they begin with an opening quotation mark and

end with a closing quotation mark.
Post Recovery Command:

Displays the name/path of the process to run after the restore. Add or modify the name/path, or use the Browse button to search for
and select the name/path. The system allows the use of spaces in the name/path, provided they begin with an opening quotation mark and

end with a closing quotation mark.
Run Post Restore Process for all attempts

Specifies whether this process will execute for all attempts to run the phase. Selecting this option will execute the specified
process for all attempts to run the phase, including situations where the job phase is interrupted, suspended, or fails. Otherwise,

when the checkbox is cleared the specified process will only execute for successful, killed, or failed jobs.
Pre/Post Impersonation

For Windows-based agents, you must designate either the Local System Account or, for added security, another account as having

permission to run these commands for restore jobs.
® Use Local System Account

Normally, the Local System Account has permissions to access all the data on the local computer.
® Impersonate User

Select this check box to enable the User Name and Password boxes. If the Impersonate User account defined here is not available,
restore jobs using pre/post commands will fail. This account operates independently of the Impersonate User account for backup
jobs.

® User Name

Enter the Window's user account name which will have permission to execute the desired commands.
® Password

Enter the corresponding password for this account.
® Confirm Password

Enter the password again for this account.
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Startup

Select from the following options. Note that all the options described in this help may not be available and only the options

displayed in the dialog box are applicable to the operation for which the information is being displayed.

Priority

® Use Default Priority
If selected, the default priority for this type of job will be used in determining how the Job Manager will allocate resources for
this job.

® Change Priority

Use this option to manually specify the priority for the job, between 0 (highest priority) and 999 (lowest priority). The Job
Manager will use the priority setting when allocating the required resources. This is useful if you have jobs that are very

important and must complete, or jobs that can be moved to a lower priority.
Start up in suspended state

Specifies that this job will start in the Job Controller in a suspended state and cannot run until the job is manually resumed using
the Resume option. This option can be used to add a level of manual control when a job is started. For example, you could schedule
jobs to start in the suspended state and then choose which scheduled jobs complete by resuming the operation started in the suspended
state.

Description

Use this field to enter a description about the entity. This description can include information about the entity's content,

cautionary notes, etc.
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Advanced Restore Options (Recover)

Use this dialog box to recover the database. Note that all the options described in this help may not be available and only the

options displayed in the dialog box are applicable to the agent or feature for which the information is being displayed.
Recover

Specifies whether the system will recover the database. Recover applies and restores any incremental backups and archived redo log

files that are needed to bring the database back to the specified time/System Change Number (SCN) .
Current Time

Specifies that the database will be recovered to the current time.

Point In Time

Specifies whether the system will recover the database to a specific point in time that you specify. To change the date, click one in
the list. Also, use the space to enter the appropriate time. The date and time to which the database is recovered must be later than

or equal to the date and time of the control files restore.

Before using the Recover option in combination with the Point-In-Time option to recover the Oracle
database to a point-in-time, read Caution on the Use of RESETLOGS in Books Online.

SCN

Specifies that the database will be recovered to the System Change Number that you specify. Use the space to enter the SCN.
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Advanced Restore Options (Control and SP Files)

Use this dialog box to restore the control file and the server parameter file. Note that all the options described in this help may
not be available and only the options displayed in the dialog box are applicable to the agent or feature for which the information is

being displayed.
Restore Control File

Specifies whether the system will restore the control file of the target database. If the To Point in Time and the Restore Control
File As options are not selected, the control files is restored from the latest control file backup to its original location. When

cleared, the system will not restore the control file of the target database.

From Autobackup

Specifies whether to restore the control file from the latest autobackup.

From backup piece

Specifies whether to restore the control file from the given backup piece. Enter the backup piece name in the text box provided.
Replicate

Specifies whether to copy the restored control file to the locations specified in the CONTROL_FILES initialization parameter of the

target database.
To Point In Time

Specifies whether the system will restore the control file to a specific point in time that you specify. To change the date, click one
in the list. Also, use the space to enter the appropriate time. The date and time to which the control files will be restored must be
later than or equal to the date and time to which the database datafiles will be restored. Synchronize the time between the computers

hosting your CommServe and Oracle client before you specify the date and time for the point-in-time restore.
Restore Control File As

Specifies whether the system will restore the control file to the name and location that you specify. If you select this option,
either use the space to type the desired location or click Browse to find this location. The restored control file will not be
automatically replicated to the control files of the database, but this can be done manually. Restoring a control file to a new

location can be performed even without a recovery catalog. The database should be mounted for this type of restore.
Browse

Click to restore to the specified destination directory and enter a name for the control file.

Restore SP File

Specifies whether to restore the server parameter file (SP File) of the target database. If the To Point in Time and the Restore SP
File As options are not selected, the server parameter file is restored from the latest backup to its original location. When cleared,
the system will not restore the server parameter file of the target database. Keep in mind that RMAN cannot overwrite a server

parameter file currently in use by the target database.

From Autobackup

Specifies whether to restore the server parameter file from the latest autobackup.
From backup piece

Specifies whether to restore the server parameter file from the given backup piece. Enter the backup piece name in the text box

provided.
To Point in Time

Specifies whether to restore the server parameter file to a specific point in time that you specify. To change the date, click one in
the list. Also, use the space to enter the appropriate time. The date and time to which the server parameter file will be restored
must be later than or equal to the date and time to which the database datafiles will be restored. Synchronize the time between the

computers hosting your CommServe and Oracle client before you specify the date and time for the point-in-time restore.
Restore SP File As

Specifies whether the system will restore the server parameter to the name and location that you specify. If you select this option,

either use the space to type the desired location or click Browse to find this location.
Browse
Click to restore to the specified destination directory and enter a name for the server parameter file.

Back to Top
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Advanced Restore Options (Restore)

Use this dialog box to restore data and archive logs. Note that all the options described in this help may not be available and only

the options displayed in the dialog box are applicable to the agent or feature for which the information is being displayed.
Restore Data
Specifies whether to restore datafiles from the specified full backup. When cleared, the system does not restore datafiles.

Data is restored from the latest full backup only. If you have performed incremental backups and need to apply this data to the full
backup, see the description of the Recover option below.

® To Point In Time

Specifies that the system will restore data files from the full backup created at or before the point-in-time based on the date and

time that you specify. For a Point-In-Time recovery, you should have all log files available up to that time.

To change the date, click one in the list. Also, use the space to set the appropriate time. Ensure that the date/time that you enter
is equal to or later than the date and time that the backup completed. Also, ensure that the date/time to which the datafiles are

restored is earlier than or equal to the date and time of the control files restore.
® Tag

Specifies that the backup tag assigned to the specific backup that you want to restore will be entered. Tags are constructed at the
time of backup. Since data is restored from full backups only, ensure that the tag you select is the tag for a full backup. Use the

space to type the backup tag.
® From the Latest Backup

Specifies that datafiles will be restored from the latest full backup.
® Check READ ONLY

Specifies whether the read-only tablespaces are checked for consistency. If the tablespaces are not consistent, or if they are

missing, they are restored. Otherwise, they are not restored.

When cleared, the read-only tablespaces are not checked for consistency and restored from the backup.
Restore Archive Log
Specifies whether to restore the archive log files.

® If the archived log files exist in the LOG_ARCHIVE DEST location and are not corrupted, the backed up archive log files are not
restored.

® If the archive log files do not exist or are unusable, the backed up archive log files are restored to the directory specified in
LOG_ARCHIVE DEST.

When cleared, the system does not restore the archive log files.
® By Log Time

Specifies that the archive log files will be restored based on the specified dates and times that you specify.
® Start

When selected and used without the End Log Time option, specifies that the system will restore all archive log files starting from
the date and time that you specify and up to the current date. When selected and used with the End Log Time option, specifies that
the system will restore all archive log files starting from the date and time that you specify and up to the date specified by End
Log Time.

To change the start date, click one in the list. Also, use the space provided to enter a new start time.
® End

When selected and used with the Start Log Time option, specifies that the system will restore archive log files starting from the
date and time specified by Start Log Time up to the date and time specified by End Log Time. When selected and used without the
Start Log Time option, specifies that the system will restore archive log files from the oldest active backed up archive log file up
to the date and time specified by End Log Time.

To change the end date, click one in the list. Also, use the space provided to enter a new end time.
e By LSN

Specifies that the system will restore the archive log files based on the specified Log Sequence Numbers (LSNs) that you specify.
® Start

When selected and used without the END LSN option, specifies that the system will restore archive log files starting from the log
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file with the sequence number that you specify in START LSN and ending with the current log file.

When selected and used with the END LSN option, specifies that the system will restore archive log files starting from the log file
with the sequence number that you specify in START LSN and ending with the log file sequence number that you specify in END LSN. Use
the space to enter the start LSN.

® End

When selected and used without the START LSN option, specifies that the system will restore archive log files from the oldest
available archive log file and ending with the sequence number that you specify in END LSN. All the Log Sequence Numbers from log #1
must be backed up to tape. Use the space to enter the end LSN.

® Auto Detect Device

For SAP for Oracle, specifies whether the system should automatically detect the device that was used for the backup. This field is

selected by default. If you have old data, you may need to use the SAP Device Type field below as an alternative.
® SAP Device Type

For SAP for Oracle, click to manually select the device that was used for backup. If you have old data, you may need to use this

field as an alternative to the Auto Detect Device field above.
® By Tag

Specifies that the system will restore the archive log files based on the tag name that you specify. Use the space provided to enter

the tag name.
® Target Directory

Use this space to type the specified destination directory to which the archive log files will be restored. Alternatively, click

Browse for this purpose.

If you leave this field blank, the archive log files are restored to the LOG_ARCHIVE DEST location.
® Browse

Click to establish the directory for restoring the archived log files.

Back to Top
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Advanced Restore Options (Options)

Use this dialog box to choose additional restore options. Note that all the options described in this help may not be available and

only the options displayed in the dialog box are applicable to the agent or feature for which the information is being displayed.
Time Zone

To view the information in the time zone that you require, click a time zone in the list.

Reset Database

Specifies whether the reset database command will direct RMAN to create a new database incarnation record in the Recovery Catalog.
Selecting this option will reset the target database, and is to be used only when you open the database with the RESETLOGS option.
Read Caution on the Use of RESETLOGS in Books Online before selecting this option.

Open DB

Specifies whether to open the database after the restore/recovery operation has completed. Selecting this option will open the

database, and enable the Reset Logs option.
Reset Logs
Lists the following choices for resetting the logs when the database is opened:

® None - Open the database without any RESETLOGS option.
® Yes - Open the database with RESETLOGS option.

® No - Open the database with NORESETLOGS option.
To change the setting, select one from the list. This option is only enabled when the Open DB checkbox is selected.
No Re-do Logs

Specifies whether you will perform a point-in-time restore when the database is in NOARCHIVELOG mode. If you do not select this

option, the point-in-time recovery will fail.
Validate

Specifies whether to run a validate restore job, which will cause RMAN to simulate a restore job for the purpose of determining

whether copies of data required for the restore are intact and usable.

Switch Database Mode for Restore

When selected, the database mode will be changed automatically for the restore operation.
Disable Oracle Channel Restore Failover

When selected, prevents RMAN to failover to the previous backup to complete the restore operation for Oracle 10g or higher version.

This will avoid job delays caused by the failover operation.
Set DBID

Specifies to set the DBID of the target database to perform restore of control file and/or spfile from autobackup. This option is

primarily used

® when there is no catalog and you need to restore the control file or spfile from autobackup.

® when you need to restore the control file when there are multiple databases with the same name in the catalog.
Max Open Files

Use this space to specify the maximum number of concurrent open datafiles that RMAN can read from simultaneously during a restore

operation.
Set DB Incarnation
Specifies the database incarnation value to be reset in order to restore the database to a point-in-time before the last reset logs.

Back to Top
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Advanced Restore Options (Redirect)

Use this dialog box to rename and/or redirect one or more datafiles when the data is restored as well as to redirect table spaces to

another location for restore.
Redirect All Table Spaces to

Specifies whether to redirect all table spaces displayed in the Object column to the specified location. Use the space or click Browse

to include or change this location.
Redirect

Specifies whether individual table spaces and/or datafiles can be redirected to the specified location. Select the desired table space

(s) and/or datafile(s) in the window that you want to redirect and type the path in the New Path entry field.
New Path

Displays the specified location for redirection. You can use this space to modify this location.

Browse

Click to browse to a new path. The new path will then be displayed in the New Path entry field.

Apply

Click to set the path or name changes. Changes will then be displayed in the New Path column.

Clear

Click to clear the New Path entry field.

Page 256 of 261



User Guide - Oracle iDataAgent

Advanced Restore Options (Customize script)
Use this dialog box to customize the RMAN scripts.

Customize Script

Select this option to customize the RMAN script.

Control File

Displays the RMAN script for restoring control file.

Database

Displays the RMAN script for restoring the database.
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Alert

Use this tab to configure an alert for a schedule policy.
Configure Alert
® Alert
The currently configured Alert.
® Add/Modify Alert

When clicked, opens the Alert Wizard to configure alerts for this operation.

® Delete Alert

When clicked, deletes any existing alerts that are already configured.
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Duplicate Options (Duplicate)

Use this dialog box to choose options for creating a duplicate database.
Duplicate To

Specifies whether to enable options for creating a duplicate database that has a different configuration than the target database.

Selecting this option will allow you to configure the duplicate database.
Skip Read Only

Specifies whether the read-only tablespaces are checked for consistency. If the tablespaces are not consistent, or if they are
missing, they are restored. Otherwise, they are not restored. When cleared, the read-only tablespaces are not checked for consistency

and restored from the backup.
Open Restricted

Specifies whether to open the duplicate database in restricted mode (applicable only for Oracle 10g and higher). Selecting this option

will enable a restricted session in the duplicate database when it is opened.

Database Name

Use this space to enter the database name for the duplicate database.

Pfile

Use this space to specify the location of the STARTUP PFILE that will be used to start up the duplicate database.
Browse

Click to browse for the STARTUP PFILE.

Skip Tablespace

Specifies whether to exclude selected tablespaces from the duplicate database. Selecting this option enables the tablespace display

pane allowing you to select the tablespaces you want excluded from the duplicate database.
Refresh

Click to refresh the tablespace display pane.

Log File

Specifies whether to create new online redo logs for a duplicate database. Selecting this option will enable the redo log group and

file options for creating new redo logs.
Group

Specifies a group containing the online redo log members. Selecting this option will allow you to Add specifications for an online

redo log group, Edit an existing entry or Delete it by clicking the respective button.
File

Specifies a file for the online redo log. Selecting this option will allow you to Add specifications for an online redo log file, Edit

an existing entry or Delete it by clicking the respective button.

Group Number

Displays the number of the online redo log group.

Size

Displays the size of the online redo log group.

Reuse

Displays whether the database is allowed to reuse an existing file if one exists.
File Name

Displays the name of the online redo log file.

Back to Top
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Duplicate Options (Duplicate DB Options)

Use this dialog box to choose options for creating a duplicate database or a standby database.
Time Zone

Lists the time zones for a Point In Time recovery. To change the time zone, click one in the list.
No Filename Check

Specifies whether RMAN will check target datafiles sharing the same names as the duplicated files to see if they are in use. Selecting
this option prevents RMAN from performing this check. This option is required when you are using the same path (i.e., the standby and

primary datafiles and logs have identical filenames).
Duplicate for Standby

Specifies whether the database being duplicated is to be used as a standby database. Selecting this option will create a standby

database with the same configuration as the target database.

Oracle SID

Use this space to enter the Oracle System Identifier (SID) that will be used for the standby database.
Do Recover

Specifies whether RMAN will recover the standby database after it has been created. Selecting this option will recover the standby

database.
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