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SnapProtect’ Backup - Overview

TABLE OF CONTENTS WHERE TO GO NEXT
Introduction Getting Started - SnapProtect
Advantages of using SnapProtect Backup \évnaallsgr)éct‘gcghrough the process of installing and configuring

How Does SnapProtect Work
Teminology

INTRODUCTION

The SnapProtectw backup enables you to create a point-in-time snapshot of the data to be used for SnapProtect Backup
various data protection operations. SnapProtect backup works in conjunction with software and hardware
storage arrays to provide snapshot functionality for data protection operations. An effective way to
backup live data is to temporarily quiesce it, take a snapshot, and then resume live operations.

You can use the SnapProtect backup to perform any level of backups (e.g. Full, Incremental, or ™ oy
Differential). The backup types supported for SnapProtect backup varies for different agents. During an
incremental or a differential SnapProtect backup even though the snapshot of a complete volume is
created, only new or data changed since the last backup is available for recovery operations. When you
switch from a snap to a traditional backup or vice versa, the next job is converted to a full backup.

Snapshats:

Production Server

See SnapProtect Backup - Support for the support related information for the SnapProtect backup.

e Backup Stroam
-------- B Restore Stream

PROXY SERVER SnapProtect Backup Using a

Proxy

While performing a SnapProtect backup or any subsequent operations, you can use a proxy server to
reduce the load on the production server. Also, the backup copy operation will use the proxy to move the
snap to backup media. The use of a proxy server to perform SnapProtect operations is supported when a
hardware storage array is used for performing the SnapProtect backup.

ADVANTAGES OF USING SNAPPROTECT BACKUP

The following table lists some of the advantages of using SnapProtect backup over other available backup solutions.

FEATURE SUPPORT GENERIC SOFTWARE CALYPSO SNAPPROTECT
SOLUTION BACKUP

Backup to Tape v v

During incremental or log backup only relevant incremental or log data is moved to media v

enabling significant reduction in media usage.

Hardware Agnostic - No dependency on the hardware array vendor changes v

Snapshot copy, backup copy, and tape copy creation and management are seamless. v

Application aware snapshots creation can be scheduled. The snapshots can be

cataloged/indexed for restore and movement to media based on policies.

To reduce load on the production server, a proxy server can be used for operations like v

movement to media, integrity check.

Restores can be performed directly from media to the application server. v

Ability to mix and match SnapProtect backup with traditional backups. You can perform full v

SnapProtect backups combined with incremental log backups being moved to media and still

perform a seamless restore.

All data management operations can be performed from the CommCell Console. v

HOW DOES SNAPPROTECT BACKUP WORK
The SnapProtect backup includes the following operations:
Backup job is scheduled using the CommcCell Console. When the backup job is started:

e The array is accessed to create a snapshot.
o The snapshot is mounted on the proxy or source computer for post backup operations.

o The snapshot is unmounted.
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This snapshot is used for backup copy operations. This can also be used for restore/mount operations.
During the Backup Copy operations:

o The snapshot is mounted to the source or proxy computer.

e The mounted snapshot is treated like file system and the required contents are read.

e The file system backup is performed to Primary Copy of the storage policy.

e When the backup copy job is finished, the snapshot is unmounted.
Data Aging:

o The jobs for the snapshot are pruned based on the retention policy of the snapshot copy.

o The snapshots related to the pruned jobs are deleted from the array periodically.

TERMINOLOGY

The SnapProtect Backup documentation uses the following terminology:

A device used for backup or archival purposes.
STORAGE DEVICE

A high-end, intelligent disk storage system. The SnapProtect software is designed to work in conjunction with the snapshot ability built
STORAGE ARRAY into the storage array.

A computer other than the production server on which you can perform SnapProtect operations. Using a proxy often results in less load
PROXY on the production server.

An additional copy of the protected data which is used in SnapProtect operations.

SNAPSHOT COPY
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Pre-Deployment Test - Unix

Unix Windows

TABLE OF CONTENTS VIEW VIDEO

Installation Click u to view a video for performing diagnostic test of

Perform test your environment for SnapProtect operations.

INSTALLATION

1. Mount the Software Install Package to the client computer.
2. The product banner and other information is displayed.
Press Enter to continue.
3. Read the license agreement. Type y and press Enter to continue.

4. Enter 2 to select the Advance options. Please select a setup task you want to perform from the
list below:

Advance options provide extra setup features such as
creating custom package, recording/replaying user
selections and installing External Data Connector
software.

1) Install data protection agents on this computer
2) Advance options
3) Exit this menu

Your choice: [1]

5. Enter 2 to Pre-install software Components [De-couple mode]. i’}easi ieleCt a setup task you want to perform from the
ist below:

[ Custom Package Creator ]

1) Create a custom install package

[ De-coupled Installer ]

2) Pre-install software Components (De-coupled Mode)
[ Integrated File Archiver ]

3) File System iDataAgent with Archiving Enabler
[ Customized Cluster Agents ]

4) Veritas Cluster Agents

[ Third Party Connector

5) Symantec NetBackup Agent

6) IBM Tivoli Storage Manager

[ Done ]

9) Exit this menu

Your choice: [1] 2

6. If you have only one network interface, press Enter to accept the default network We found one network interface available on your machine.
interface name and continue We will associate it with the physical machine being

installed, and it will also be used by the CommServe to

If you have multiple network interfaces, enter the interface name that you wish to use connect to the physical machine. Note that you will be
as default, and then press Enter able to additionally customize Datapipe Interface Pairs
, .

used for the backup data traffic later in the Calypso Java

The interface name and IP addresses depend on the computer in which UL

the software is installed and may be different from the example shown. Please check the interface name below, and make
connections if necessary:

Physical Machine Host Name: [angel.company.com]

7. Press Enter. Please specify the client name for this machine.

It does not have to be the network host name: you can
enter any word here without spaces. The only requirement
is that it must be unique on the CommServe.

Physical Machine Client name: [angel]

8. Type the appropriate number to install MediaAgent and Unix File System Install Calypso on physical machine client.company.com

iDataAgent. Select the Calypso module that you would like to install

Press Enter. ] 1) Media Agent [1301] [CVGxMA]

[
[ 1 2) File System IDA [1101] [CVGXIDA]

>) >>>>>>>> NEXT PAGE >>>>>>>>>

[a=all n=none r=reverse g=quit d=done >=next <=previous ?
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=help]

Enter number (s)/one of "a,n,r,q,d,>,<,?" here:

9. A confirmation screen will mark your choice with an "X". Install Calypso on physical machine client.company.com
Type d for Done, and press Enter. Select the Calypso module that you would like to install
[ ] 1) Media Agent [1301] [CVGxMA]
[ ] 2) File System IDA [1101] [CVGxIDA]

>) >>>>>>>> NEXT PAGE >>>>>>>>>

[a=all n=none r=reverse g=quit d=done >=next <=previous ?
=help]

Enter number (s)/one of "a,n,r,q,d,>,<,?" here: 2

10. Press Enter. Do you want to use the agents for restore only without
consuming licenses? [no]

11. Type the appropriate number to install the latest software scripts and press Enter. Installation Scripts Pack provides extra functions and
latest support and fix performed during setup time. Please

. . specify how you want to get this pack.
e Select Download from the software provider website to download

the latest software scripts. Make sure you have internet access. If you choose to download it from the website now, please

. . . . . make sure you have internet connectivity at this time.
. Sel_ect Use the one in the installation m_ed|a to_ install t_he §oftware This process may take some time depending on the internet
scripts from the package or share from which the installation is connectivity.

currently being performed.
e Select Use the copy I already have by entering its unix path, to

1) Download from the software provider website.

specify the path if you have the software script in an alternate 2) Use the one in the installation media
location. 3) Use the copy I already have by entering its unix path
Your choice: [1] 2
12. Press Enter. Keep Your Install Up to Date - Latest Service Pack

) ) Latest Service Pack provides extra functions and latest
It is recommended to download the latest Service pack(s). Type Yes and support and fix for the packages you are going to install.
press Enter to automatically install the available updates during You can download the latest service pack from software
installation. provider website.

If you decide to download it from the website now, please
make sure you have internet connectivity at this time.
This process may take some time depending on the internet
connectivity.

Do you want to download the latest service pack now? [no]

Press <ENTER> to continue

13 Please specify where you want us to install Calypso
Press Enter to accept the default path. binaries.
e If you want to specify a different path, type the path and then press Enter. It must be a local directory and there should be at least
176MB of free space available. All files will be installed
e If you want to install the software binaries to an NFS shared drive, specify the in a "calypso" subdirectory, so if you enter "/opt", the
directory on which you have mounted the NFS file system and then press Enter. files will actually be placed into "/opt/calypso".
In order to make sure that the client computer has read/write access to NFS Installation Directory: [/opt]

shared drive, review the steps described in Installing Software Binaries to an NFS
Shared Drive.

Do not use the following characters when specifying the path:
1@#$%N&*():/?\
14. Press Enter to accept the default location. Please specify where you want to keep Calypso log files.

) . It must be a local directory and there should be at least
e Enter a path to modify the default location and press Enter. 100MB of free space available. All log files will be
e All the modules installed on the computer will store the log files in this created in a "calypso/Log Files" subdirectory, so if you
. enter "/var/log", the logs will actually be placed into
directory. "/var/log/calypso/Log Files".

Log Directory: [/var/log]

15. Press Enter. Most of Calypso processes run with root privileges, but
some are launched by databases and inherit database access
rights. To make sure that registry and log files can be
written to by both kinds of processes we can either make
such files world-writeable or we can grant write access
only to processes belonging to a particular group, e.g. a

"calypso" or a "dba" group.

We highly recommend now that you create a new user group
and enter its name in the next setup screen. If you choose
not to assign a dedicated group to Calypso processes, all
temporary and configuration files will be created with -
rw-rw-rw permissions.

If you're planning to backup Oracle DB you should use
"dba" group.

Would you like to assign a specific group to Calypso?
[yes]

16. Type the Group name and press Enter. Please enter the name of the group which will be assigned
to all Software files and on behalf of which all Software
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17.

18.

Press Enter again.

Type a network TCP port number for the Communications Service (CVD) and press

Enter.

Type a network TCP port number for the Client Event Manager Service (EvMgrC) and

press Enter.

The installation is now complete.

PERFORM TEST

The following procedure provides step-by-step instructions to configure and test your snap environment.

1.

2.

Create a Lun on the array and map it to the client computer.
Ensure that the Lun is visible on the client computer as a device node.

Use the mapped device node to create a Volume Group.

Create a Logical Volume in the Volume Group.

Create a File System on the Logical Volume.

Create a directory to mount snapshots.

Use the following commands to run the Snaptest tool:
e Locate /opt/Calypso folder by running the below command.

[root@ntr Calypso]# cd /opt/Calypso/Base

e [root@ntr Calypso]# ./SnapTest

If you have multiple instance installed, run the following command for

SnapTest tool:

[root@ntr Calypso]# ./Base/SnapTest -vm Instance<XXX>

Press Enter.

processes will run.

In most of the cases it's a good idea to create a
dedicated "calypso" group. However, if you're planning to
use Oracle iDataAgent or SAP Agent, you should enter
Oracle's "dba" group here.

Group name: dba

REMINDER

If you are planning to install Calypso Informix, DB2,
PostgreSQL, Sybase or Lotus Notes iDataAgent, please make
sure to include Informix, DB2, etc. users into group
"dba".

Every instance of Calypso should use a unique set of
network ports to avoid interfering with other instances

running on the same machine.

The port numbers selected must be from the reserved port
number range and have not been registered by another
application on this machine.

Please enter the port numbers.

Port Number for CVD : [8600]

Port Number for EvMgrC: [8602]

Done.

REMINDER - You must register the client before decoupled
installation is considered complete.

Thank you for choosing Bull.

For example, use the following command:
On AIX

mkvg -y vg_name hdiskl2

On Linux:

pvcreate /dev/sdd

vgcreate vg name /dev/sdd

vgchange -a y vg_name

For example, use the following command:
On AIX:

mklv -y 1lv_name vg_name 2G

On Linux:

lvcreate —n lv_name -L 2G vg_name
For example, use the following command:
On AIX:

crfs -v jfs2 -d 1lv_name -a logname=INLINE -
m /snaptest

On Linux:

mke2fs 1lv_name

This tool helps to perform operations such as...

-> Automatic Snap Tests
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-> Individual Snap Tests

-> Hardware Snapshot Engine Detection
-> SCSI Inquiry

-> Scan HBA/IQN Adapters

NOTE: Please make sure that the mount points used
for this test are not being used by any other
application. If they are in use, it may cause data
corruption or data loss. Please refer to our online
documentation for list of supported Operating
systems, Hardware Snapshot engines and File systems.

Press <ENTER> to continue...

8. Press Enter. SnapTest Version Main Menu

Perform automatic snap tests or launch Advanced
Operations such as Array Configuration, Snapshot
Engine Detection etc. Automatic snap tests take one
or more source mounts to snap and performs series of
Snap related operations on them. In order to perform
these snap operations, array configuration such as
array 1id, control host and user credentials is
required. If no array configuration is found,
Automatic Snaptests takes you to Array Configuration
screen.

1. Automatic Snap Tests
2. Advanced Operations
0. Exit

Choose your option [1]:

9. Type Y and press Enter. SnapTest Automatic Snap Operations

We will perform the following operations on the
given mount point([s].

- Create snapshots

- Mount snapshots

- Unmount snapshots

- Revert original volumes to snapshots

- Delete snapshots

WARNING:

Revert is inherently risky and can cause data loss.

Do you want to perform revert operation as part of

this test? [Y/N] [N] : Y
10. Specify the path of mount directory and press Enter. Enter source mount paths to snap (separate by
commas, if more than one) : /snapl
Enter all the mount points that you want to test.
11. Press Enter to add the detected array. SnapTest Automatic Snap Operations

Source Mount Point : /snapl
Detecting underlying devices... /dev/sdh
Detecting snapshot engine... <Array Name> SNAP

No [<Array Name> SNAP] arrays found in database.
Array configuration is required to do snap
operations.

Do you want to add <Array Name> Array? [Y/N] [Y]

12. Specify the following information for the detected array: SnapTest Add Array
e Array ID
e Control host namef/ip Vendor : <Array Name>
e User name
Enter array ID
e Password
e Reenter password Enter control host name/ip
e Device group Enter user name :
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e Use only devices belonging to the above device group [y/n]

13.

The setup is tested for snapshot operations (create, mount, unmount, revert, and
delete).

The snap test is now complete. You can now use this environment for performing
SnapProtect operations.

14. Type 0 and press Enter.

Enter password
Enter password again :

Enter device group

SnapTest Automatic Snap Operations

Mount points to be snapped : /snapl
Engine for /snapl : <Array Name> SNAP
Creating snapshot... SUCCESS

Snapshot name : SP_805326_805326_-1
Mounting snapshot...SUCCESS
Unmounting snapshot... SUCCESS
Reverting to snapshot... SUCCESS
Deleting snapshot... SUCCESS

Congratulations!!! Automatic Snap test completed
successfully.

Press <ENTER> to continue...

SnapTest Version Main Menu

Perform automatic snap tests or launch Advanced
Operations such as Array Configuration, Snapshot
Engine Detection etc. Automatic snap tests take one
or more source mounts to snap and performs series of
Snap related operations on them. In order to perform
these snap operations, array configuration such as
array 1id, control host and user credentials is
required. If no array configuration is found,
Automatic Snaptests takes you to Array Configuration
screen.

1. Automatic Snap Tests
2. Advanced Operations
0. Exit

Choose your option [1]:

Initial deployment and successful run of SnapProtect backup may take around 4 weeks due to the various environment dependencies. The following parameters
are known to affect the deployment and initial run and hence need a thorough evaluation:

Firmware versions on the array

Device types

Mode of access

Security configuration

Operating Systems interacting with the storage array

Application layout on the storage array LUNs
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SnapProtect’ Backup - Support

TABLE OF CONTENTS

Initial SnapProtect Setup

License Requirements

Supported Storage Arrays

Backup Types
Platforms

Supported Volume Managers
Multipath I/0 Support

INITIAL SNAPPROTECT SETUP

Initial deployment and successful run of SnapProtect backup may take around 4 weeks due to the various environment dependencies. The following parameters
are known to affect the deployment and initial run and hence need a thorough evaluation:

e Firmware versions on the array

e Device types

o Mode of access

e Security configuration

o Operating Systems interacting with the storage array

e Application layout on the storage array LUNs

LICENSE REQUIREMENTS

e The SnapProtect feature requires the Snap Protect Enabler license.

e The NetApp SnapVault/SnapMirror feature requires the NetApp Snap Management license.

SUPPORTED STORAGE ARRAYS

The SnapProtect backup is designed to work in conjunction with the following storage arrays, which provide snapshot functionality for data protection

operations:
SUPPORTED HARDWARE ARRAYS
VENDOR SNAPSHOT (VERSION/FIRMWARE|REQUIRED LICENSING REQUIRED PROTOCOL [NOTES/CAVEATS
SOFTWARE
Snapshot Storage Center 5.5.14 Snapshot Replay licensing None Fibre Channel [Supported on
DELL COMPELLENT and above for 5.x and ] Windows, Linux and
6.2.2 and above for 6.x FCoE (Fibre  lymware.
Channel over
Ethernet)* No HyperV
iSCSI Compellent Live
\Volume feature is not
supported.
Snapshot 4.2.0 Included None iSCSI On Red Hat Linux
DELL EQUALLOGIC computers using
Clone version 5.0, only 32-
bit is supported.
No HyperV, or UNIX.
Boot from SAN
volumes is not
supported.
SnapView CX500 / CX700 SnapView Snapshot/Clone Solutions Enabler Fibre Channel |No HyperV
EMC CLARIION Snap X . . 6.5.1 or higher on i .
CX3-10 thru CX3-80 Solutions Enabler Licensing Client and Proxy FCoE (Fibre Client Components
SnapView Channel over [(SYMCLI) are required
Clone €X4-120 thru CX4-960 Navisphere CLI on Ethernet)* only during the initial

Client and Proxy

NaviAgent on Client
and Proxy

one-time
configuration. Base
Components (with
SYMAPI) are
necessary and
required for all snap

Page 11 of 742



User Guide - SnapProtect

operations.

Not supported on HP-
UX

FUJITSU ETERNUS

V10L22-1000 or higher

SnapView VNX 5100, 5300, 5500, SnapView Snapshot/Clone Solutions Enabler 7.1 |Fibre Channel |No HyperV
EMC VNX Snap 5700, 7500 Solutions Enabler Licensing g:or:(lgher on Client and FCoE (Fibre VMware with NFS
SnapView Channel over [datastores are not
Clone Unisphere CLI on Ethernet)* supported.
Client and Proxy iscsI 1SCSI PowerPath LUNs
Unisphere Host Agent are not supported.
on Client and Proxy X
Client Components
(SYMCLI) are required
only during the initial
one-time
configuration. Base
Components (with
SYMAPI) are
necessary and
required for all snap
operations.
For configuring a VNX
array, refer to the
step-by-step
instructions provided
for EMC Clariion.
Not supported on HP-
UX
SnapSure DART 5.5 or Newer SnapSure Snap License Solutions Enabler NFS Supported on VMware
EMC CELERRA Snap X . . 6.5.1 or higher on 4.X.
Solutions Enabler Licensing Client and Proxy N
o HyperV
gﬁg;]stp:re‘!gep(ricl’_iyon Not supported on HP-
UX
TimeFinder DMX3 or Newer TimeFinder Snap, Mirror, Solutions Enabler 6.4 |Fibre Channel |No HyperV
EMC SYMMETRIX Snap Clone Licenses or higher on Client and . .
) ) ) ) ) Proxy FCoE (Fibre Remote_ SymApi
TimeFinder Solutions Enabler Licensing Channel over [Server is not
Mirror Ethernet)* supported.
Client Components
(SYMCLI) are required
only during the initial
one-time
configuration. Base
Components (with
SYMAPI) are
necessary and
required for all snap
operations.
TimeFinder VMAX TimeFinder Snap, Mirror, Solutions Enabler 7.2 |Fibre Channel |No HyperV
EMC VMAX ggg%lg/lr:;ror Clone Licenses g:or:(lgher on Client and FCOE (Fibre Client Components
Solutions Enabler Licensing Channel over [(SYMCLI) are required
Ethernet)* only during the initial
one-time
configuration. Base
Components (with
SYMAPI) are
necessary and
required for all snap
operations.
SnapOPC Snap|Fujitsu ETERNUS DX Local Copy None iSCSI No HyperV

Device Manager
Server 7.1.1 (or
higher) installed on
any computer

RAID Manager (01-25-
03/05 or higher)
installed on Client and

DX EC Clone Thin Provisioning Fibre Channel |Revert is not
ETERNUS DX S2 series - c ib supported.
80, 90, 410, 440, 8100, (F:thn(;I Oree
ver
8700 Ethernet)*
Copy-on-Write [AMS 100, 200, & 500 Licenses for Copy-on-Write Device Manager 7.1.1 [Fibre Channel |[No HyperV
HITACHI DATA Shadow Image|AMS 1000, 2100, 2300, & (COW) snapshot and Shadow  |(or higher) Agent FCoE (Fibre The Virtual Serve
W ! ! ' i i 1Dr irtu rver
SYSTEMS AMS 2500 Image g]rztzllled on Client and Channel over [iDataAgent must be
Ethernet)* installed on a physical

server and not on a
virtual machine.

The Virtual Machine
HotAdd feature is not
supported.

The Virtual Server
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Proxy

iDataAgent supports
SnapProtect Backups
when Hitachi Dynamic
Link Manager (HDLM)
plugin for VMWare is
used for multipathing
on the VMWare ESX
Server.

HITACHI DATA
SYSTEMS USP/VSP

Copy-on-Write

Shadow Image

HDS USP, USPv, VSP

Licenses for Copy-on-Write
(COW) snapshot and Shadow
Image

Device Manager 7.1.1
(or higher) Agent
installed on Client and
Proxy

Device Manager
Server 7.1.1 (or
higher) installed on
any computer

RAID Manager (01-25-
03/05 or higher)
installed on Client and
Proxy

Fibre Channel

FCoE (Fibre
Channel over
Ethernet)*

No HyperV

COW support for USP
volumes.

COW and SI support
for VSP volumes.
Dynamic Provisioned
volumes (DP-VOL) are
also supported.

The Virtual Server
iDataAgent must be
installed on a physical
server and not on a
virtual machine.

The Virtual Machine
HotAdd feature is not
supported.

The Virtual Server
iDataAgent supports
SnapProtect Backups
when Hitachi Dynamic
Link Manager (HDLM)
plugin for VMWare is
used for multipathing
on the VMWare ESX
Server.

HITACHI DATA
SYSTEMS HUS

Copy-on-Write

Shadow Image

HUS 100 series

Licenses for Copy-on-Write
(COW) snapshot and Shadow
Image

Device Manager 7.2.1
(or higher) Agent
installed on Client and
Proxy

Device Manager
Server 7.2.1 (or
higher) installed on
any computer

RAID Manager (01-26-
03/02 or higher)
installed on Client

Fibre Channel

FCoE (Fibre
Channel over
Ethernet)*

No HyperV

The Virtual Server
iDataAgent must be
installed on a physical
server and not on a
virtual machine.

The Virtual Machine
HotAdd feature is not
supported.

The Virtual Server
iDataAgent supports
SnapProtect Backups
when Hitachi Dynamic
Link Manager (HDLM)
plugin for VMWare is
used for multipathing
on the VMWare ESX
Server.

EVA Business

EVA

HP Business Copy EVA feature

HP SMI-S EVA on

Fibre Channel

No HyperV

Manager 7.1.1 or
higher) installed on
client and proxy
computers

HP StorageWorks
Command View
Advanced Edition
Server (Device
Manager 7.1.1 or
higher) installed on
any computer.

HP StorageWorks

HP EVA
gggycfor:]aepshot Server FCOE (Fibre
Command View Channel over
Version 9.1, 9.3, 10.0 |Ethernet)*
iSCSI
Copy-on-Write [XP 12000 - 24000 Licenses for Copy-on-Write HP StorageWorks Fibre Channel |No HyperV The Virtual
HP (HDS OEM) XP, (COW) snapshot and Shadow [Command View . Machine HotAdd
P9500 ARRAYS Shadow Image|P9500 Image Advanced Edition E(r:\(a)ﬁrfgllbo?er feature is not
Agent (Device Ethernet)* supported.
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RAID Manager
installed on client and
proxy computers.

Operation Manager
Licenses

Snapshot and [InServ F200 3.1.2 or Thin Provisioning (4096G) 3PAR SMI-S on Server |Fibre Channel |No HyperV
HP 3PAR Clone higher i i
Virtual Copy FCoE (Fibre Also supports 2.3.1
Channel over [(MU4) or higher
Ethernet)* except 3.1.1.342,
. 3.1.1 MU1 + Patch 10
isCsI and 3.1.1 (MU2)
Flash Copy SVC / V7000 6.1.0.7 or  [FlashCopy IBM SMI-S on Server [Fibre Channel |No HyperV
IBM SVC - higher §
Space-efficient FCoE (Fibre
Flash Copy Channel over
Ethernet)*
iSCSI
Snap ANY XIV Array Included IBM XCLI 2.3 or higher|Fibre Channel |No HyperV
IBM XIV on Client and proxy FCOE (Fibre
Channel over
Ethernet)*
iSCSI
Snapshot Dell MD Series — 3000(i), |Snapshot LSI SMI-S on Server [Fibre Channel |[No HyperV
NETAPP E-SERIES i i .10.
VolumeCopy 3200(7), 3220(7) VolumeCopy g:%%irgfr 10.10.6054 FCoE (Fibre SAN Transport mode
(LST ARRAYS) IBM DS - 3200, 3300, Channel over |with Virtual Server
3400 - 3512, 3524, 3950, Ethernet)* iDataAgent is not
4100, 4200, 4300, 4400, iSCSI supported as
4500 - 4700, 4800, 5020, ! snapshots cannot be
5100, 5300 mapped to two
SGI IS - 220, 350, 400, different host groups.
4xXX, 5xXx
SGI TP - 9300(s), 9400
(s), 9500(s)
Sun - 25xx, 61xx, 65xx,
6780, 9176, FLX210,
FLX240, FLX280
Snapshot ONTAP 7.3.5 or ONTAP FlexClone A server running Fibre Channel |Supported on HP-UX
NETAPP 8.1.x (7-mode only) NetApp DataFabric ’ running on Intel
SnapRestore Manager server FCoE (Fibre |rtanium processors
SnapVault/Mirror for software 4.0.2 or I(Eithhannelto;/er using Fibre Channel.
replication later, or OnCommand ernet)
UM 5.x is required. iscsI
NFS
Snapshot 1.2.2.0-17686 Included None iSCSI Supported on x64-bit
NIMBLE i
1.3.0.0-22989 Windows platforms
SUPPORTED HARDWARE ARRAYS FOR REPLICATED ENVIRONMENTS
VENDOR SNAPSHOT (VERSION/FIRMWARE|REQUIRED LICENSING REQUIRED PROTOCOL [NOTES/CAVEATS
SOFTWARE
SnapVault ONTAP 7.3.5 or higher SnapVault/SnapMirror Primary [DataFabric Manager |Fibre Channel |Supported on HP-UX
NETAPP WITH SnapMirror and Secondary version 4.0.2 (Apr ] running on Intel
SNAPVAULT ONTAP 8.0.1, 8.0.2 and 2011) or OnCommand |FCOE (Fibre - |peanium processors
8.1.0 (7-mode supported) [FlexClone : Channel over ; )
5.0 and 5.1 with using Fibre Channel.
SNAPMIRROR ONTAP 8.1.0 Ethernet)*
SnapRestore e .
iSCS vFilers not supported
Provisioning Manager, ! I as a destination.
Protection Manager, & |NFS

For vFiler NAS
iDataAgent clients,
indexing snapshot
data is only supported
with ONTAP 8.1.1 or
later or if the physical
file server containing
the vfiler is entered
into Array
Management.

*Supported through Field Certification. Contact your Software Provider or Professional Services to see if the specific FCoE can be supported.

SUPPORTED SOFTWARE SNAPSHOT ENGINES
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VENDOR

- SnapProtect

SNAPSHOT |VERSION/FIRMWARE|REQUIRED LICENSING REQUIRED

SOFTWARE

NOTES/CAVEATS

DATA REPLICATOR

Not applicable [Not applicable Local native snapshot license
(Volume manager snapshot

license or QSnap license)

Hardware Snap Engine or native
snap or QSnap license

ContinuousDataReplicator

LUNs should be from same storage array. LUNs from different storage arrays of same model/vendor or different
models/vendors are not supported.

Dynamic Disks on Window Operating Systems are not supported.

When performing SnapProtect backup for a Windows MSCS Cluster, a separate proxy server (external to the cluster
nodes) must be used for mount, backup and restore operations as disk signature conflicts may occur if these
operations are performed from one of the servers in the cluster.

The use of iISCSI is not supported when performing SnapProtect operations on computers running Solaris.
Boot from SAN volumes is not supported.

When the client is running on a virtual machine, you can perform the SnapProtect backup of the Fibre channel RDM
devices if they are located on the NetApp storage array. However, you cannot use Virtual Server iDataAgent to
perform the SnapProtect backup in such scenario. You can use any other iDataAgent, such as File System
iDataAgent or Exchange Database iDataAgent etc.

For information on the supported snapshot engines, see Hardware Snapshot Engine Compatibility Matrix.

BACKUP TYPES

The following table lists the Agents supporting the SnapProtect backup and provides information about the various options supported by each of these Agents.

AGENTS

FULL BACKUP INCREMENTAL BACKUP | DIFFERENTIAL BACKUP

NOTES

VIRTUAL

(VMWARE)

SERVER

Backup of VM Templates is not
supported.

Virtual Server instances
configured with ESX server are
not supported. Instances
should be configured using
Virtual Center.

SRM is not supported.

EXCHANGE DATABASE

SnapProtect backups are not
supported on Exchange 2007
CCR Passive nodes.

DDR snapshots are not
supported on Exchange 2010
DAG clients.

SRM is not supported.

ORACLE

Incremental backups are
applicable for Backup copies.

See Backup Copy Operations
for more information.

MICROSOFT SQL SERVER

Transactional Log backups
always use the traditional
backup method. Log backups
are stored in the Primary
(classic) copy.

NAS

V)

VIRTUAL SERVER (HYPER-

SnapProtect backups support
online virtual machines with
NetApp file servers.

Other storage array vendors
use the traditional backup
method. To perform a
SnapProtect backup, the virtual
machine must be offline.

SRM is not supported.

SAP FOR ORACLE

DB2

Backup of partial databases is
not supported.

Log files always use the
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traditional backup method.

UNIX FILE SYSTEM

On Demand Backup Set is not
supported for SnapProtect
Backup.

Raw partitions in Unix are
supported.

Mirrored Volume
Manager/ZFS/ASM
configuration is not supported.

WINDOWS FILE SYSTEM

On Demand Backup Set is not
supported for SnapProtect

Backup.

PLATFORMS

The following table lists the platforms supported for SnapProtect backup. The latest updates should be installed on all the platforms.

For AIX and Solaris, SnapProtect backups are supported for clients using the 32-bit packages of Calypso.

IntelliSnap with Veritas Volume Manager requires ALUA compliant LUNs (primary and secondary). For non-compliant
ALUA LUNs, a workaround is explained in this Symantec KB article.

OPERATING SYSTEM

CLUSTER SUPPORT

FILE SYSTEMS

DATABASES

APPLICATIONS

WINDOWS 2003 AND
HIGHER

MSCS

NTFS

SQL version 2005, 2008, 2012

Exchange 2003, 2007, 2010 -
including DAG

VMWARE ESX

iSCSI/FC/NFS datastores

ESX vSphere 4.x & vSphere 5.0

AIX 5.3, 6.1, 7.1 (LPARS
SUPPORTED, VIRTUAL
SCSI DEVICES NOT
SUPPORTED)

Veritas Cluster, HACMP

IFS, JFS2, VXFS

Oracle 10g R2, Oracle 11g R1 &
R2, DB2 version 9 or higher

SAP Brtools 7.0 & 7.1 on Oracle
10g R2, Oracle 11g R1 & R2

HP-UX 11 V2/V3 (PA-RISC
AND ITANIUM)

Veritas Cluster, Service Guard

HFS, VXFS, VXCFS

Oracle 10g R2, Oracle 11g R1 &
R2 DB2 version 9 or higher

SAP Brtools 7.0 & 7.1 on Oracle
10g R2, Oracle 11g R1 & R2

ORACLE ENTERPRISE
LINUX 5.X AND 6.X

ext2, ext3, reiserfs, VXFS

Oracle 10g R2, Oracle 11g R1 &
R2, DB2 version 9 or higher

SAP Brtools 7.0, 7.1 & 7.2 on
Oracle 10g R2, Oracle 11g R1
& R2

RED HAT/CENTOS LINUX
4.X AND 5.X

Linux Cluster Veritas Cluster

ext2, ext3, reiserfs, VxFS

Oracle 10g R2, Oracle 11g R1 &
R2, DB2 version 9 or higher

SAP Brtools 7.0 & 7.1 on Oracle
10g R2, Oracle 11g R1 & R2

RED HAT/CENTOS LINUX
6.X

Linux Cluster Veritas Cluster

ext2, ext3, ext4, reiserfs, VxFS

Oracle 10g R2, Oracle 11g R1 &
R2, DB2 version 9 or higher

SAP Brtools 7.0, 7.1 & 7.2 on
Oracle 10g R2, Oracle 11g R1
& R2

SOLARIS 10 SPARC
(SOLARIS ZONES
SUPPORTED)

Sun Cluster Veritas Cluster

UFS, VxFS, ZFS

Oracle 10g R2, Oracle 11g R1 &
R2, DB2 version 9 or higher

SAP Brtools 7.0, 7.1 & 7.2 on
Oracle 10g R2, Oracle 11g R1
& R2

SOLARIS 11 EXPRESS

UFS, VxFS, ZFS

SUSE LINUX ENTERPRISE
SERVER 10.2 AND 11

Veritas Cluster

ext2, ext3, ext4, reiserfs, VxFS

Oracle 10g R2, Oracle 11g R1 &
R2, DB2 version 9 or higher

SAP Brtools 7.0 & 7.1 on Oracle
10g R2, Oracle 11g R1 & R2

The above list does not provide a comprehensive list of supported platforms for each agent. See System Requirements for information on the platforms
supported by the individual Agents.

SUPPORTED VOLUME MANAGERS

e Logical Volume Manager

O All versions supported on AIX and Linux
O Versions 1.0 and 2.x supported on HP-UX

Solaris ZFS Mirror
Solaris Volume Manager

VERITAS Volume Manager (VxVM) 5.0 for AIX, Linux and Solaris

Support Volume Managers - Snap Backup

When using the Solaris Volume Manager, ensure that a

L =
e
|
BR
Revert

BIR BR
Revert
Al volumes will be
reverted at the same

BR
Revert Not
supported All volumes will be

reverted at the same.
time.
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complete disk is used for a metaset. Also, ensure that the
metaset is owned by single host and the ownership of the
metaset is attained before performing the SnapProtect
backup operations.

Supported Configurations:

o One Physical Volume containing one Logical Volume

o One Physical Volume containing one or more Logical Volumes

e Multiple Physical Volumes containing one Logical Volume

e Multiple Physical Volumes containing one or more Logical Volume

The adjacent diagram summarizes the Volume Manager support for SnapProtect backup.

MULTIPATH I/O SUPPORT

o For EMC CLARIiON, the SnapProtect backup is supported on the following Multipath 1/O software. This support is provided using the
SNAP WITH MULTIPATH_SOFTWARE registry key.

O EMC Powerpath on AIX, Linux and Solaris.
e For Dell EquallLogic, install Dell EqualLogic Host Integration Tools package to support Multipath I/0.
e HP PVlinks, Solaris MPxIO, Linux Device Mapper and AIX MPIO are supported in HPUX, Solaris, Linux and AIX respectively.
e VXVM DMP is supported in AIX, Solaris and HPUX.
e HDLM is not a supported MPIO solution with SnapProtect.
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Getting Started

Maxt »

Initial deployment and successful run of SnapProtect backup may take around 4 weeks due to the various environment dependencies. The following parameters
are known to affect the deployment and initial run and hence need a thorough evaluation:

e Firmware versions on the array

e Device types

e Mode of access

e Security configuration

o Operating Systems interacting with the storage array

e Application layout on the storage array LUNs

INSTALL COMMSERVE™ MEDIAAGENT AND FILE SYSTEM RELATED TOPICS
IDATAAGENT

The first step in setting up a CommCell™ is to install the CommServe, MediaAgent and File ; ;

System iDataAgent. License Requirements

Review the licenses required for the SnapProtect feature.
e CommServe™ communicates with all clients and MediaAgents and coordinates all view : requir r pr ur
operations such as backups, restores, copies, media management, etc. within a CommcCell.
o MediaAgent manages the transmission of data between clients and backup media.

o File System iDataAgent performs the backup and restore of the clients data
The following sections describe how to install all the above components in a computer.
1. Verify that the computer in which you wish to install satisfies the following System Requirements:
e System Requirements - CommServe

e System Requirements - MediaAgent
e System Requirements - Microsoft Windows File System iDataAgent

Run Setup.exe from the Software Installation Disc.

3. Select the required language.
Click Next.
Select the language you will use duing installation.
4. Select the option to install software on this computer.
NOTES

e The options that appear on this screen depend on the computer in which the

software is being installed.
= Install Software on this computer

= Advanced options

& View documentation websits
€ View Install Quick Start Guide [Requiies Adabe Acrobat Feader]
£ Install Adobe Acrobat eader

2 Exit

5. Click Next.
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Installer &|

Welcome

The Installer wil quide you thiough the
setup process for Saftware

This program wil install Softwars on your computer.

It is strongly recommended that you exit all Windows pragrams before running this
Setup program.

Click Cancel to quit Setup and then close any programs pou have running. Click
et to continue with Setup.

WARNING: This program is protected by copyright law and intemational reaies.
Unautharizsd repraduction or distribution of this program. ar any pottion of it may

result in severe civil and criminal penaliss, and will e prasecuted ta the masimum
exient possible under the law

Installer

6. Click ok, R

i Itis stwongly recommended that any and all vius scanning software be disabled
.N) irnmediately before continuing with this Software instalation. Failure to do so may result in
file-locking by the wiius scanmer and subsequent failure for setup ta install its own files.

Click OK once you have disabled them and setup will continue.

7. Select I accept the terms in the license agreement. _

A License Agreement
Click Next. Please read the following License Agreement. Press
the PAGE DOWN ke to view the entire agreement.

a
End User License and Limited Warranty Agreement
Software Release 9.0.0
(including Microsoft® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)
Tl Tlonw T fmnsnn Amsnnsensd ]
(% | accept the terms in the license agreement.
" | do not accept the terms in the license agreement.
Installer
<Back | MNew> | Cancel |
5. Select the following component(s) to instal:
e Expand CommServe Modules and click CommServe. Select Platforms
Select the platforms you want to configure.
e Expand CommNet and clear CommNet Server.
e Expand CommcCell Console and clear CommNet Browser. - a Bl [Fove the pointac over @
. i R 5@ C Technology E platform name to see a
e Expand MediaAgent Modules and click MediaAgent. ittt Al deserplon o the lalfom and
reasons why it may be
% C2 CommCel Console Pt
+ @ MediaAgent Modules
= @ Client Modules Disk S
# 0 Backup & Recovery Sapoce
# 2 Content Indexing and Search (Req/Recommended)
# [ Web Based Search & Browse Installation Folder:
+ O Archive Management 0MB/0MB
% 0 ContinuousDataReplicator .
+ 02 SAM Temporary on C: drive:
% 1 Supporting Modules
+ O Tools v O
Installer Special Registry Keys In Use
I~ Install Agents for Restore Only <Back | | cancel |

NOTES \\tp/ Setup will now install Microsoft .MET Framework for the selected platforms.
»

e This prompt is displayed only when Microsoft .NET Framework is not installed.

e Once the Microsoft .NET Framework is installed, the software automatically installs
the Microsoft Visual J# 2.0 and Visual C++ redistributable package.

Click "es' to continue. Choosing Mo will exit the Setup. In such a case, you may resume

Setup later at any time.
Mo

10. Specify the SQL Server System Administrator password.
Click Next.
NOTES

e This is the password for the administrator's account created by SQL during the
installation.
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Installer g|

S0L User Password
Provide a passwiord for SOL user 'sa’

Please provide a password for 5L user 'sa'

SOLuser'sa —————————

Enter Password,

11. Click Yes to set up a dedicated instance of Microsoft SQL Server for the CommServe _

Server.
\‘:?/ Setup will now install a dedicated instance of the Database Engine. This process may
take some time. Click "Y'es' to continue.
This is an essential step for the successful installation of the software. Choosing 'No' will
evit the Setup. |n such a caze, pou may resume Setup [ater at any time.
s Ho
12. Verify the Installation Path for the Database Engine. Installer X
Click Browse to change the default location. LA A (LD
Please provide the location ta install the database
. ongine.
Click Next.
NOTES

Click Next tor accept the default location, or click Brovse to choose an alkemate location,

e This is the location where you want to setup the Microsoft SQL Server System
databases. "Dalahase Engine Installation Path

e If you plan to perform VSS enabled backups on the CommServe computer, it is _ Bowe. |
recommended that the CommServe database is not installed on the system drive.

VSS restores could cause system state restore issues.

Drive List Space Required / Recommended
e The install program installs the database instance. (c 11953 MB ~ [ 200 ME / 200 ME

gack [ mews | Cancel |

13. Verify MSSQL Database Installation Path. Installer X

MSSQL Database Installation Path

Click Browse to Change the default location. Chonse the folder to install the M550 Database.

Click Next.
NOTES

Click Mext to accept the default location, or click Browse to choose an altemate location.
e This is the location where you want to install Microsoft SQL Server.
e This step may take several minutes to complete.

Browse...

" MSSOL Database Installation Patk

Drivs List Spacs Required ¢ Recommended
(: 11363 ME - [ 200MB / 200 ME

<Back [ Mewts | Cancel |

14. If this message is displayed, click Reboot Now to continue. The install program will Installer X
automatically resume from the point of failure after the reboot. —

Setup detected that a reboot is required before continuing

If the install program does not automatically resume after the reboot: l?,) this instalation

e Click the Start button on the Windows task bar, and then click Run. would you like Setup to reboot your computer now’?
o Browse to the installation disc drive, select Setup.exe, click Open, then click OK.

NOTES

e Click the Skip Reboot option if it is displayed and continue with the installation.
You can reboot at a later time if the option is displayed.

Beboot Mow Exit Setup

15. Click Next.
NOTES

e The CommServe Client Name and CommServe Host Name are automatically
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populated. Installer X

. CommServe Name
Note down the CommServe Client Name. Specify the CommServe computer name and host
name

This is needed later to launch the CommCell Console.

CommServe Client Name:

| mycomputer j

CommServe Host Name
[Enter a valid, fully-qualfied, 1P host name; for example;
mpcompuer. mycampany.cam)

| mycompLter mycompany. com ﬂ

<Back [ Mewts | Cancel |

16, Clck Next ()

NOTES: Windows Firewall Exclusion List

Allow programs to communicate through Windows
Firewa

e If Windows Firewall is enabled on the computer, this option is selected by default
and must be enabled to proceed with the installation.

e If you wish to configure other firewalls, select Add programs to the Windows

Windows Firewall is ON

Firewall Exclusion List IV Add programs to the Windows Firewall Exclusion List
After the installation, make sure to Configure Windows Firewall to Allow CommCell 1f you plan on using Windows Firewall i is recommended to add the software programs to the
Communication exclusion list

Installer

<Back [ New> | Cancel |

17. Click Next. Installer, El

Download and Install Latest Update Packs

Download and Install the latest service pack and post
pack fiom the software provider website.

I~ Download latest update pack(s)

Wake sure you have intemet conriectivity at this time. This process may take some tmne
depending on download speed

Irstaller

< Back Wt > cancel |

18. Verify the default location for software installation.

Installer g|
Click Browse to change the default location Destination Folder
: Select the destination folder ta irstall the program files.
Click Next.
NOTES

Click Next to acoept the default location, or click Browse to choose an altenate location.

e Do not install the software to a mapped network drive.
e Do not use the following characters when specifying the destination path: DestnaonFelder

/XN <> | #

Browse

It is recommended that you use alphanumeric characters only.

Drive List Space Required ¢ Recommendad
C S2EME - 1394 ME /1670 MB

Installer

< Back Nest > Cancel

19. Verify the location of the database.
Click Browse to change the default location.
Click Next.
NOTES

e Do not specify a mapped network drive.
e Ensure that the drive has at least 1GB of free space.
e The directory file path selected should not be located on a FAT drive. A FAT drive
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cannot be supported as the location for this database because it does not allow a

temporary sparse file to be generated when creating the database snapshot, which
is required for data verification.

20. Select the Create a New Database option and click Next to continue.
NOTES

e This screen may look different from the example shown.

21. Enter the network or local path where Disaster Recovery Backup files should be
stored.

Click Next.
NOTES

e If you selected Use Network Path, you must enter the Network share
username and the Network share password.

O The Network share username is the domain\username of the user that has
administrative rights to the Disaster Recovery Backup destination path.

O The Network share password is the password of the network share username.

22, Enter the CommcCell Username and CommcCell Password.
Click Next.

Make note of the CommServe Username and
CommCell Password.

This is needed later to launch the CommCell Console.

23. Click Next.

CommServe Database
Please select a database to install

taller g|
Database Path
Lacation for database files
Database Path
{ o Browse.
Dirive List Space Required / Recommended
’V C. 10016 MB - ’V 200 ME /1024 MB
Installer
< Back Hext » cancel |
Installer E|

- CommS erve Database Option
' Creale a Mew Database
& Use an Evisting Diatabiase [ present fom an earler install)

[~ Aol & new henss (Choose this oplon F you sre restoing 10 3
dierent Commerve.]

~MName and Location of Database Dump Fil

Select the dump file of the same version as that of the current installation. Perform the
licerise updats procedure alter the instalation,

C:\Upgraded_commery_int1tauch_FULL dmp Browse

Dacumentation Website

Hext > Lancel

Installer
Server Disaster Recovery Path

Path for disaster recavery backup fils

Select Use Lagal Path or Use Network Path and dlick Browss ta choose a lacation. The
Netwark path should be & UNC path

& Use Metwork Path
" Use Local Path

"Drlve Llst—‘ Fpace Flequired / Hecummer\dedj

"&awer Disaster Recovery Path

)

Bk | Mew> | Cancel

Installer

Administrator Account

The Administrator Account information can be used to
log in to the CommiCell Console.

Username:
Enter Passwird:

Confitm Password:

< Back Hewt> Cancel

3]
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24,

25.

26.

27.

Verify the location where the update files from the FTP site should be stored.

Click Browse to change the default location.
Click Next.

Click Next.
NOTES

o Schedule Install of Automatic Updates allows automatic installation of the
necessary software updates on the computer on a single or weekly basis. If you do
not select this option, you can schedule these updates later from the CommcCell

Console.

Click Yes to configure the CommCell Console for web administration.

NOTES

e The Internet Information Server (IIS) must be installed on this computer in order

to configure for web administration.

e Configuring this computer for web administration allows you to:
O Access the CommCell Console and Books Online from a remote computer using

a Web browser.
o View CommcCell reports via a Web browser.

O Access Books Online by clicking the Help button (the icon with a ?) in the

CommCell Console.

Select Yes to stop Removable Storage Services on the MediaAgent.

NOTES

e This prompt will not appear if Removable Storage Services are already disabled on

the computer.

Click Next.

Installer g|

Software Cache Setup
Options require Software Cache setup

Pleass selsct ‘Setup Software Cache' to make CommBesrve capable of pushing
software to remate machines,

¥ Setup Softwars Cache

I Schedule FTF Download of Automatic Updates

Bk | Mew> | Cancel |

Installer E|

Software Cache Path

Path to store software packagss and updates from
FTP site

Path to store software packages and updates fiom FTF site

Browse.

User Name: | Password. |

Drive List Space Required / Recommended
’V C 8527 MB hd ’V 5000 ME /5000 ME —‘

cgack | Mews | Coneel |

Installer g|

Schedule Install of Automatic Updates

Choose when you want to scheduls an install of the
downloaded updates

Iv Scheduls Install of Automatic Lpdates

© Dnce
Time: BIA2P =
& weekly
& Monday © Tuesday
" ‘Wednesday © Thursday
 Fiiday © Saturday
' Sunday

Installer

< Back Hewt s cancel |

:) Do you want to configure CommCell Consale for web administration?
e

]t
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nstaller &|

Removable Storage Service

The Removable Storage service must be stopped and
disabled

The Removable Storage servios must be stopped and disabled. This is required for correct
functioning of the Madiadgent

Do you want ta stop and disable the Removable Storage service?

(= i3, siap and disable the Hemavable Siorags Service

€ No. | am using Removable Storage Manager [ASM]

Installer

< Back Hewt s cancel |

- [(=3]

torage Mollcy Selection

28. Click OK.

I~ R far | anton or Besktan Raskun

29, Click Next

NOTES Summary

Summary of install selections

e The install program now starts copying the software to the computer. This step
may take several minutes to complete. Setup has enough information to start copying the: program files. 1f you are satisfied with the

install seftings, ick Next to begin copying fles.

-~
Destination Path = C:\Program Files

CommServe Host = mycanputer mycompany. com

Interface Mame = audi.mycompany. com

Client =audi

Job Results Path = C:\Program FilestJ obResults |
Global Filkers = Use Cell level policy 3

Irstaller

< Back Wt > cancel |

30. Click Next. Installer K

Schedule Reminder
Job schedule creation remindsr

Flease note:

*fou stil nesd to create a Job Schedule for sach iDatatgent that has been installed on
iz client computer.

Jab Schedules are required to allows the iD atabgents 1o perfom automated backup
and restore operalions,

Job Schedule creation can be accomplished through the CommCel Console
administration interface.

Installer

31. Click Finish. Installer &l

Completion Report
Setup complete

Software installation completed suscesshuly. =l

Wigit the website below to download latest Updates and Service Packs.

Click Finish to complete Setup.

Irstaller

Technical Support Websits

| Mext » |
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Getting Started

|« Previous | Mext » |

OPEN COMMCELL CONSOLE

CommcCell Console is the graphical user interface that helps you to run backups and restores. In addition the CommCell Console also provides a number of
other features to help you control and manage the data.
1. Click the Start button on the Windows task bar and then click All Programs.
Select bull from the Programs menu and then select Calypso.

Click CommCell Console GUI.

2. !Enter th_e User Name and Password that you entered in step 22 during the oG mEel E] — @
installation.

Ent C Cell d d
Enter the CommcCell name that you entered in step 15 during the installation. LS YOGS BRI TCTE S REs 2

Click OK to continue. User Name: ||
Password:
CommCell: v/
3. If you have not activated the license yet, you will receive a reminder prompt. License Expiration Warning 3]
Click OK to continue. A Reminder: License must be activated by Nov 10, 2010,

To activate license, send an e-mail to Customer Support
Please include the following IP address in your request: 172.10.98.133

4. The CommcCell Console will be displayed.

elact an oparation

=

[ % [ = || B ]

Launc

If the EZ Operations Wizard is not displayed double-click the icon in the toolbar to
display EZ Operations Wizard.

[« Previous | Mext » )

Page 25 of 742



User Guide - SnapProtect

Getting Started

« Pravious | MNext »

CONFIGURE A STORAGE DEVICE

It is necessary to configure the storage devices (Tape or Disc devices) controlled by the MediaAgent. Device configuration allows the MediaAgent to
communicate with the specific device.

You may have one or more storage devices available for protecting data. The following sections describe how to configure the following:
e Option 1: Configuring a Disc Device
e Option 2: Configuring a Tape Device

Depending on the type of storage device attached to your MediaAgent, you can configure one or both of these devices.

Refer to the Configuration section in the Media Management web if you have other types of devices.

‘'OPTION 1: CONFIGURING A DISC DEVICE

1. Click the Backup Target button on EZ Operations Wizard. Ei0peretioniiizan
Select an operationto perform
T L A
Backup Restore. Reports
(= | = | .2 |
sacap Target Devie St sl scftwrs

—

( Expert View i Sob Contrller I Event viewer )

[¥] Show on startup

If the EZ Operations Wizard is not displayed double-click the icon in the toolbar.

2. Click Disc Library (For backup to disc) and click Next. Eoctinperet 3
OTaper ntadvkes
Nt > Concel
3. e Click Use Local Disk.
e Type the name of the folder in which the disc library must be located in the Enter L5l Cnfawtion T e
backup destination folder box or click the Browse button to select the folder. o e
e Click Next. BEmT . o
If you click the Use Network Share option you will be prompted for the credentials [ —
(user name and password) to access the share.
ol
4. e Click and select the Enable Deduplication option - this will save disc space for
stora ge. = _— Enable DadGglcation
e Type the name of the folder in which the deduplication database must be located in iedutout e s n &
the Deduplication Store location box or click the Browse button to select the PSR (S
folder.
e Click Next.
ol
5. Click Next.
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Click Finish.

Backup Target X

Steps

2. Diskibrary Confiouration

4.Enter Retention Parameters
5. Summary.

L. Select Configuraton Tupe

utomsticaly mansge dsk

Retan bacups nt capacty s eached [ 8512 %

Reainbacups for [ 15]2] doys

®

Steps

Backup Target X

®

L. Select Configuraton Tupe
2. Diskibrary Confiouration

Backup Target Folder: i Backup

Meda Agent for Deduplcatin : black_3_n
Cipackip

5. Summary

Retain backups unl dsk reaches 85% capacty.
Retain backups for 15 days.

‘'OPTION 2: CONFIGURING A TAPE DEVICE

1.

Click the Backup Target button on EZ Operations Wizard.

If the EZ Operations Wizard is not displayed double-click the icon in the toolbar.

Select Tape or Optical devices.
Click Next.

Click and select the library you wish to configure.

Click Next.

Click Next.

EZ Operations Wizard

Select an operation to perform
& wl
Backup. Restore Reports.
9% = 75
p—
[ Erpert vew ) Sob Controler ][ Even Viewer )
Show on startup

Backup Target

Steps

2. Devie Confiquation

W%

1. Select Configuration Type

222

2

nl @ ©

:

Device Configuration Options
O Disk irary{For backupto disk)

© Tape or Optical devies.

- #(@De

X

Backup Target

Steps

1. Select Confiauraton Type:
2.Select Library

2. Enter Backup Rotertion Period
4. Summary.

© (1) VitualDrve(fot configurec)

© (4) VitualDrve(fot conigurec)

&3]
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5. Click Finish.

6. Click OK.

Steps

L. Select Copfiouration Tvoe
2. Select Lbrary.

3. Enter Backup Retention Period
4 Summary.

Rackup Targat.

et b or [ 15]3] days

Backup Target

Steps
Review your selecton and clck Finish o canfiqure the rary.

1. Select Confiauration Type

2. Select Lbrary.

3.Enter 15 days,

4. Summary

.
\l) Successfully configured tape library

(<P

ious | Mext » |
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Getting Started
[:( F‘reviﬂus::lj: MNext ):]
CREATE THE STORAGE PoOLICY

A Storage Policy is automatically created when you configure a device.

A storage policy acts as a channel through which data is transferred to the storage device. As the name indicates, a storage policy allows you to establish a
comprehensive set of storage parameters - such as data retention, streams, deduplication, etc., for the data channeled through the storage policy.

If needed, you can create a new storage policy. During the creation of a Storage Policy, a new disk library is created to store metadata backup for SnapProtect
operations. If there are existing disk libraries, you may select one.

USING DISK LIBRARY

Use the following steps to create a storage policy using disk library:

1. e From the CommCell Browser, navigate to Policies.
e Right-click the Storage Policies node and click New Storage Policy.
L & Storage Policies x 4bE
& heppyot > I Poices > @& Storage Poicies > s0a
Name Type No.of... No.of.. Increm... Descrip... HideSt.. ¥
8 Com... Disaster ... 1 1 Automat... [7] A
] 2
@ & vadtracer New Global Deduplication Policy
@ lol Reports Subclient Associations
& § Content recta
| & CommCel Browser
7 Aoz
happy01 | admin
2. Click Next. Create Storage Policy Wizard (==
What will this storage policy be used for?
) CommServe Disaster Recovery Backup
Press Next to continue.
I
3. Specify the name of the Storage Policy in the Storage Policy Name box and then Create Storage Policy Wizard ==
click Next.
Please enter the storage policy name
Storage Policy Name: Laptop_sp|
[7] Incremental Storage Policy
Press Next to continue..
I
4. In the Library list, select the disk library to which the primary copy should be Create Storage Policy Wizard ==
associated and then click Next.
Please select a library to be the default library
for this primary copy
Lbrary:  Laptop_Library i
Press Nextto continue..
I
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5. In the MediaAgent list, select a MediaAgent and then click Next.

6. Click Next.

7. Click Next.

8. o Verify Name and MediaAgent Name.
e Click Browse to specify location for Deduplication Store

o Click Next.

data movement to tape, disk or cloud.

Please select a MediaAgent for this copy

MediaAgent: | happy01 -

Press Nextto continue...

oo

Please enter the streams and retention
criteria for this policy

Nmber o Device sreams: | ] |3
Choose the Primary Copy's Aging Rules:
DataAgent Bacup data
Infinite/ E:{ Days j Cydes
Data Archive/Complance Archver
Infinite/ Ej Days

Do you want to enable Deduplication for the
primary copy?

Deduplication
@ Yes

[¥] Enable Client Side Deduplication
©No

Press Nextto continue...

Please specify the location to store the
Deduplication Store

Name: DB_Laptop_SP_Primary
Deduplication Store Location:

MediaAgent Name | happy01

oo

Press Nextto continue...

Location:

(crels) (mstadisuticiae] [ == ]

Review the details and click Finish to create the Storage Policy.
The new Storage Policy creates the Primary Classic Copy, which will be used for
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CresteStorage Polcy Wzard = |

Please review your selections.

No. of Streams: 10 -
iDataAgent Backup Aging Rules: infinite

Data/Compliance Archiver Aging Rules: infinite
Deduplication: Yes (Block Level)

Deduplication Store Name: SIDB_Laptop_SP_Primary |=
Deduplication Store Location: C:\lappy_SIDB

Client Side Deduplication: Yes

Click Finish to create the Storage Policy

USING TAPE LIBRARY

Use the following steps to create a storage policy using tape library:

1.

e From the CommCell Browser, navigate to Policies.
e Right-click the Storage Policies node and click New Storage Policy.

Click Next.

Specify the name of the Storage Policy in the Storage Policy Name box and then
click Next.

In the Library list, select the tape library to which the primary copy should be
associated and then click Next.

File View Tools

8 Storage Policies x

& happyo1 > ) Polices > @& Storage Polices > 208
Name  Type  MNo.of.. No.of.. Incem.. Descrp... HdeSt.. ¥
@ Com... Dissster .. 1 1 Automati.. F] 2

B VaultTrader
@ ll Reports
& {4 Content Drector

New Global Deduplication Policy

Subclient Associations

| £ CommCel Browser
% Agents
happy01 | admin
—
Create Storage Policy Wizard. E
What will this storage policy be used for?
Storage Policy Type
() CommServe Disaster Recovery Backup

Press Nextto continue. .

I

Please enter the storage policy name

Storage Policy Neme: spoaaps) 7]

Incremental Storage Policy e
2l )

Press Nextto continue.

[CFnsh ]
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Please select a library to be the default library
for this primary copy

ubrary: | Nirkailis 3. =l

Prese Nextto continue

5. e In the MediaAgent list, select a MediaAgent.
e From the Drive Pool list, select a default drive pool and then click Next.

What are the defauit MediaAgent and drive poc
primary copy?

MediaAgent: | testpilotios -

LG I S e —

Press Nextto continue.

[ Fnish ]
e )

6. From the Scratch Pool list, select the default scratch pool and then click Next.

Which scratch pool will you use for the primary

Scratch Pool: | Default Scratch P-

Press Next to continue.

7. Click Next.

Please enter the streams and retention
criteria for this policy

Nunber of Devie streams: | ] 14
Choose the Primary Copy's Aging Rules:
DataAgent Backup data
7] Infiite/ 1sﬂ Days —zj Cydes

Data Archive/Compliance Archiver
Infiite/ lﬁ:j Days

Finish

8. By default Hardware Compression is enabled, click Next to continue.

Wouid you like to enable hardware compressic
storage policy copy?

Herduare Compressiort

Press Mext to continue.

[ Fmsn ]

ish

9. Review the details and click Finish to create the Storage Policy.
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$saesty rewritow wonsr soleionss.

Scerateh 1'ool: Detanlt Seriteh -
No. of Streams: 1

iDataAgent ickip Aging 1ulos: infinite
atCompliance Archiver Aging Rules: infinite
Retain Suaps by Number of Jobs: NIA

| lardware Compression: Yos

< [

Click Finish to create the Storige olicy

E‘( PreviousINaut })
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Getting Started

CHOOSE THE CLIENT TYPE

« Previous

SUPPORTED AGENTS - CHOOSE THE AGENT TO CONFIGURE

VMWARE

EXCHANGE DATABASE

ORACLE

MICROSOFT SQL SERVER

NAS

HYPER-V

SAP FOR ORACLE

DB2

UNIX FILE SYSTEM

WINDOWS FILE SYSTEM

« Previous
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Getting Started - VMware Deployment

Maxt »

WHERE TO INSTALL BEFORE YOU BEGIN

Install the software directly on the proxy computer that can communicate with the ESX Server.
Download Software Packages

Download the latest software package to perform the install.

SnapProtect Support - Platforms

Make sure that the computer in which you wish to install
the software satisfies the minimum requirements.

It is not recommended to install the software in a clustered environment.

INSTALL THE VIRTUAL SERVER IDATAAGENT (VMWARE)

Use the following procedure to directly install the software from the installation package or a network drive.

1. Run Setup.exe from the Software Installation Package.
2. Select the required language.
Click Next.
Select the language you will use during installation.
3. Select the option to Install Calypso on this 64-bit computer.

Your screen may look different from the example shown.

= Install Software on this computer

= Advanced options

& View documentation websits
€ View Install Quick Start Guide [Requiies Adabe Acrobat Feader]
£ Install Adobe Acrobat eader

2 Exit

4. Select I accept the terms in the license agreement. _

Click Next. License Agreement

Please read the following License Agreement. Press
the PAGE DOW/N key to view the entire agreement

End User License and Limited Warranty Agreement

Software Release 9.0.0

(including MicrosoR® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)

NP D D VR
(& | accept the terms in the license agreement

" 1 do not accept the terms in the license agreement.
Installer

< Back Next > Cancel

e Expand Client Modules | Backup & Recovery | File System, and select Virtual
Server Agent.

e Expand Common Technology Engine | MediaAgent Modules, and select
MediaAgent.

Click Next.
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6.

8.

9.

10.

Click YES to install Microsoft .NET Framework package.

e This prompt is displayed only when Microsoft .NET Framework is not
installed.

o Once the Microsoft .NET Framework is installed, the software
automatically installs the Microsoft Visual J# 2.0 and Visual C++
redistributable packages.

If this computer and the CommServe is separated by a firewall, select the Configure
firewall services option and then click Next.

For firewall options and configuration instructions, see Firewall Configuration and
continue with the installation.

If firewall configuration is not required, click Next.

Enter the fully qualified domain name of the CommServe Host Name.
Click Next.

Do not use space and the following characters when specifying a new
name for the CommServe Host Name:

\I"~@#$%N8X () +=<>/7,[1{}:;"

Click Next.

Select Add programs to the Windows Firewall Exclusion List, to add CommCell
programs and services to the Windows Firewall Exclusion List.

Installer.

Select Platforms
Select the platforms you want to configure.

= Q A | Move the pointer over a
= © Common Technology Engine platform name to see a
@ CommSenve Mockies desciiption of the platform and
e reasons why it may be
# 0 CommCel Console disabled.
+ @ Mediadgent Modules
= Q2 Clent Modules .
# 0 Backup & Recovery Sapoce
# 2 Content Indesing and Search (Req/Recommended)
# 0 Web Based Search & Browse Installation Folder:
# © Archive Management 0MB/ 0MB
# Q1 ContinuousDataReplicator = "
# 0 SAM .
+ 02 Supporting Modules
# Q2 Tools v LA
e Special Registy Keys In Use
I Install Agents for Restore Only <Back | | cancel |

\t,/ Setup will now install Micrasoft NET Framework for the selected platforms.
»

Click “Yes' to continue. Choosing Mo’ will exit the Setup. In such a caze, you may resume

Setup later at any time.
HNo

Installer.

Firewall Configuration
Configure firewall services

If there is a firewall between this machine and the CommServe, configure firewall services below.

I™ Configure firewall services

“

Installer

Installer g|

CommServe Name
Specity the CommS erve computer rame and host

Comméerve Client Name

CommServe Host Name
[Enter a walid, fuly-qualfied, IP host name; for example:
myeampuler. mycampany. com]

[mpcamputer mpcompany. com

Installer

< Back Hest > Carcel |

Installer E|

Communication Interface Name
Setup will configure the communication paths.

Select a client name

=

Select an interface name that this computer will use to
communicate with the CommS erve:

audi. mycompany.com ~|

P Adcess{es) for the selected host

Irstaller

< Back Next » Caricel

Page 36 of 742



User Guide - SnapProtect

Click Next.

This option enables CommCell operations across Windows firewall by

adding CommcCell programs and services to Windows firewall exclusion
list.

It is recommended to select this option even if Windows firewall is
disabled. This will allow the CommCell programs and services to function
if the Windows firewall is enabled at a later time.

11. Click Next.

12, Verify the default location for software installation.
Click Browse to change the default location.

Click Next.

e Do not install the software to a mapped network drive.

e Do not install the software on a system drive or mount point that will
be used as content for SnapProtect backup operations.

e Do not use the following characters when specifying the destination
path:

Jix2n <> | #

It is recommended that you use alphanumeric characters only.

13. Select a Client Group from the list.
Click Next.

This screen will be displayed if Client Groups are configured in the
CommCell Console.

14. Click Next.

Windows Firewall Exclusion List

Allow programs to communicate through Windows
Firewa

Windows Firewall is ON
[V Add programs to the Windows Firewall Exclusion List

1f you plan on using Windows Firewall it is recommended to add the software programs to the
exclusion ist

Installer

<Back [ New> | Cancel |

Installer E|

Download and Install Latest Update Packs

Download and Install the latest service pack and post
pack fiom the software provider website.

I~ Download latest update pack(s)

Wake sure you have intemet conriectivity at this time. This process may take some tmne
depending on download speed

Irstaller

< Back Wt > cancel |

Installer g|

Destination Folder
Select the destination folder ta instal the program files.

Click Next to acoept the default location, or click Browse to choose an altenate location.

Destination Folder

Browse

Drive List Space Required ¢ Recommendad
C S2EME - 1394 ME /1670 MB
Installer

< Back Hewt s cancel |

Installer E|

Client Group Selection
Select a client group for the client

The Client Graup s alagical grauping of client machines
which have the same associations at various levels ke
Schedule Policy, &etivity Control, Security and Reports

Client group:

Hone Selected
client_aroup

Irstaller

< Back Next » Caricel
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Schedule Install of Automatic Updates

Choose when you want to scheduls an install of the
downloaded updates

Iv Scheduls Install of Automatic Lpdates

" Once
Time: 08:31:12 PM
* Weekly
* Monday " Tuesday
" Wednesday " Thursday
" Friday " Saturdap
" Sunday
Installer
<Back Next> cancel |
15. Select Yes to stop Removable Storage Services on the MediaAgent. Installer X
A Removable Storage Service
Click Next. The Removable Storage service must be stopped and
disabled

This prompt will not appear if Removable Storage Services are already
disabled on the computer.

The Rermovable Storage service must be stopped and disabled. This is required for corect
functioning of the Mediatgent,

Do you want ta stop and disable the Remavable Storags servics?

@ ¥ss, stop and disabls the Remevable Storags Servics

€ No, | am using Removable Storage Manager (RSM]

Irstaller

< Back Wt > concel |

16. Click Next. taller K

Select Global Filter Options
Select the Global Filter Options for the Agent

Global Filters provides the ahility to set exclusions within a CommiCell to filter out data from data
protection operations on all agents of a certain type

& Use Cel level policy
" Always use Global Fiters

Do not use Global Filters

Installer

< Back Hewt s cancel |

17. Select a Storage Policy. Installer X
Click Next. Storage Policy Selection

Select a starage policy for the default subclient to be
backed up.

I~ Configure for Laptop or Deskiop Eackup

Select a starage policy from the pull-down list,

Irstaller

< Back Next » Caricel

18. Click Next.
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19. Click Next.

20. Click Finish.

staller

Summary
Surmmary of install selectiors

Satup has snough information to start copying the program fiss. If you are satisfied with the
install settings, cick Next to begin capying files.
The folowing software wil be installed ~
+ Medighgent
+windows File Sustem Datadgent
+Yitual Server Agent

Destination Path = C:\Pragiam Files
CammServe Host = mpcompulsr mycompany. oo
Interface Name = sudi mycampary: com

< Back Next > Cancel

Client =audi

Job Results Path = C:\Program Filest obResults e

Global Filkers = Use Cell level policy 3
Installer

X

Installer

Schedule Reminder
Jaob schedule creation reminder

Please nate:

“You still need to create a Job Schedule for each iDatadgent that has been installed on
this client computer.

Job Schedules are required to allows the iD atabgents to perform automated backup
and restors operations.

Job Schedule creation can be accomplished through the CommCel Consals
administration interface.

Irstaller

X

Installer

Completion Report
Setup complste

X

Software installation complated succssfully

Wisit the website below to download latest Updates and Service Packs.

Click Finish to complete Setup

Installer

Technical Suppar Website

| Mext » |
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Getting Started - VMware Configuration

CONFIGURATION

Once the Virtual Server iDataAgent has been installed, configure an Instance, a Backup Set and a Subclient to facilitate backups. The following sections provide
the necessary steps required to create and configure these components for a first SnapProtect backup of a Virtual Center.

1.

e From the CommCell Browser, navigate to Client Computers | <Client>.

e Right-click the client and select Properties.

e Click on the Advanced tab.

e Select the Enable SnapProtect option to enable SnapProtect backup for the

client.
e Click OK.

e From the CommCell Browser, navigate to <Client> | Virtual Server.
e Right-click the Virtual Server agent and click All Tasks | Create New Instance.

e Enter the Instance Name.
e Select VMware from Vendor Type menu.

12 CommCel Browser %
&

K B

Clert Computer Groups
1

Da

L4 Cortent Dvectr

« Pravious | MNext »

What'snew? x

What's new?

Laptop Backup

Lagtop Backup Agent to protect cata on Jptops and deskiops used in remote offces and ouside of a dorain

netwerk: Baclups canbe ecformed
somonstaup

55 b ool x
1530 Contlr
Fl IbID | Opartn | CeCo..._dgenk e
There e o s urenty g

schedles based o

Sédent  JbTe P Stoage.. Medahgent

[P o] v o Vo0 om0 S T O oW

0 Event vener
B evenvener

Seve.. v Wb, Dae .
a 8 100721/0I0 120029 i

a w tita
& Comnicel ronser a H6 DI04 EigS
5 agens a 3 o0 Le202 Eigs

a 1010114870, Fatins

Lobjec(s)

" mach:
1pase [BPlaying  Infomation, e, Msjor, Cricl, Maxivum eventsshoun: 200

Compu.,| EvenkC..._ Descption
mughy 19810 Data Agng comrationhes
mughy 19322 DataAongcoeralinhes
muphy 35255 Use ade] as koped off,
mughy 35254 Use e hs bgsedon
Lot e hos b

sty | s

b i e 3]

General | Version | Security

CDR Log File Location

2

Enable SnapProtect

Enable retry on network.

Retry Count

Actuk Capgrol | Groups | Frewsl Configuration | letwork Throtting | Poices
Job Carfiguration || Encryption Content Indexing | Registry Key Settings | Clint Side Deduplcation

1

errors

Retry Frequency (seconds) 20 j

ol

3 CommCell Browser

& apple

Client Computers

.

& g Storage Resourees
il Palicies

- dnf Reports

& Cortent Director

4B Commhist
i Client: Computer Groups

"D8 yirtual Server
i €SSty

-l {0A Virtual Server x

2 3

# spple > @Y Client Computers > B mustang >
Instance Mame:

o Ttems to display

4

Propertiss

All Tasks ')7, (" creete tiew Instance: ,
View 4 Release License

Operation Window
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ESX Server instances are not supported for SnapProtect

e Enter the username and password associated with the Virtual Center.

5. e Click Virtual Center.
operations.
e Click Configure Password.
6. Click OK to save the instance.
7.
e Click Properties.
8.

any of the subclients.

ual Server Instan

Host name
sogo24.domain.company.com

User Account  vsauser

() ESX Servers

[] Register vCenter plugin

General |
Client Name: HEN-VMZ_Cn
iDatafgent: virkual Server
Instance Mame: ‘ ‘
Vendor Type: | vl
ok | [[conesl | [ hep |
Virtual Server Instance Properties (w3
General
Client Name: newyork64_2
iDataAgent: Wirtual Server
Instance Name:  |sogoz4
vendor Type:  |ymware
YMWare
@ vCenter

Configure ES

] [ cancel | [ Hep |

ual Server Instan

General |

Client Name: HEN-VMZ_Cn

iDatafgent: virkual Server

Instance Mame: ‘

Vendor Type: |

[

ok | [ cenesl | [ hep

e From the CommCell Browser, right-click the Default Backup Set.

e Select Automatically add new VMs that do not qualify for membership in

14 CommCell Brawser a

#F" defaultBackupSet >

IE apple
CammMet
Client Computer Groups

Cliert Computers

mustang

DA File System

[=-iDA wirtual Server 1
=B kestl

P apple > B3 Client Compute

Subclient Mame

(" defaultbackupse

¥ Security

2

All Tasks D e ——
Summary

Vi 3

E Storage Resources
A Policies | Froperties > |pntraller =
il Reports -

@ Contant Dirsctor

Job Contraoller
Fl...| JohID | Operation | ©

There are na jobs currently runnic
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e Click OK.

Selecting this option is not recommended. If selected,
ensure that all the virtual machines are residing on the
same storage device.

9. Click Discover on the Guest Hosts Configuration tab.

The discovery process might take several minutes to complete.

10. e Select a virtual machine to back up from the Virtual Machine column.

Ensure the virtual machine selected is not a VM template.
Virtual machine templates are not supported for backup.

e Select the default subclient from the Subclient column for the virtual machine you
want to back up.

o Click Apply.
e Click OK.

11. e From the CommCell Browser, navigate to the default subclient.

e Click Properties.

Backup Set Property of defaultBackupSet

General | Guest Hosts Configuration | Security

Client Name: snap-vm-90_2
Datagent: Virtual Server
Instance Name: Instance0001

Backup Set Name  defaukBackupSet

3]

mucaly add new for

Make this the Defaut backup set

[C] Rule based discovery

@ Automatic YCBMounter and

onthe. and ESX version.

© vebmounter  YMware Consolidated Backup method.

Opvstorage  Vhware vStorage API method for Backup.

Backup Set Property of defaultBackupSet 3]
General| Guest Hosts Configuration | Security
ESX Server Virtual Machine Subclent Name |
al
vl

Change all selected guest host to

p Set Property of defaultB

General | Guest Hosts Configuration \sgcu,.tﬂ

ESX Server irtual Machine Subclient Mame ¥
small_datavalidation SRM_SMALLYM Datavalidation  small_datavalidation -srm A
v
Change ail selected guest host to
b Apply

|default
IDa Hot Backun
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& CommCell Browser R i defaultBackupSet x What's new? X
@ eere @ spple > Y Client Computers > B mustang > {08 vitus
{8, Commiet
Cliert Computer Groups
Cliert: Computers 1
B oppie Backup
B murphy Browse Backup Data
=8 mustang List Media
DA File System
[=-{DA Yirtual Server Find
e Backup Histary
i defaukBackupset o
9 Seauity B Cortent schecies
g Storage Resaurces
- Policies al
1 Job Cf Oparation Window
il Reports .
- # Canterk Directar Job Contr (Froperties ) 2
Fl... JobID O o ent Type  Subclie

There are no jobs currently running.

12. Ensure Disk-Level from Backup Types is selected.

Security. Storage Device Activity Control Content
General PrefPost Process.

Client Name: mustang

Billng Department: Not DefinedjNot Defined

iDataAgent: Virtual Server

Backup Set: defaultBackupSet

Subclient name: default

Number of Data Readers: 114

Note: This is a default subclient.

Backup Type

O Volume Level
O File Level

Use Proxy v

Transport Mode for YMWare | auto v

Description

[k ][ cancel J[ hHeb ]
H f General PrefPost Process

e In the Storage Policy box, select the storage policy name. = erage Detis T =

Data Storage Policy | Data Transfer Option | Deduplication

torage Policy:
[DLi(apple) (1) v Data Paths

Create Storage Policy

[ ok ][ cancel | [ hHeb ]

14. Click the SnapProtect Operations tab.

Click SnapProtect option to enable SnapProtect backup for the selected subclient.
Select the storage array from the Available Snap Engine drop-down list.

Click Use Separate Proxy for Snap to Tape if you want to perform SnapProtect
operations in a different Virtual Server client computer.

Select the client computer from the Proxy list.

e Selecting a proxy from the Use Proxy option in the
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. . Subclient Properties of default g‘
General tab is not applicable for SnapProtect ‘ ;
. GEner Pre/Post Process e Storsge Device
operations. Activity Control | 1 Content

e When performing SnapProtect backup using proxy,
ensure that the operating system of the proxy server

is either same or higher version than the client o 3
wallable Snap Engines
computer. P Engines (( please select 2 Snap Endine vD
e Ensure that the selected proxy ESX Server is not part Enter Array Credentials

of any Clustered Storage Group/Initiator group. ——

virtual Center [ ESX Server |kdycenter. testlab. commyault. com
Selsct ESX server For snap mounk
Host 172,13.100.60

] Application aware backup for aranular recavery

[[] Use Separate Proxy For Snap to Tape:

[ ] [ Cancel ] [ Help ]
e Click Configure if you need to configure an additional virtual machine for the General PrePost Pracess Security Starage Device
subclient. Ackivity Control SnapProtect Operations ‘ Cantent
e Click OK. Yirtual Machine |
DemolM_i5Cs] A
[ configure ]
[[o J[comal [ 1eb |
SKIP THIS SECTION IF YOU ALREADY CREATED A SNAPSHOT COPY.
Click Mext » to Continue.
CREATE A SNAPSHOT COPY [ Mext »

Create a snapshot copy for the Storage Policy. The following section provides step-by-step instructions for creating a Snapshot Copy.

1. e From the CommCell Console, navigate to Policies | Storage Policies.
e Right-click the <storage policy> and click All Tasks | Create New Snapshot
Copy.
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lists (not applicable for disk libraries).
e Click OK.

CONFIGURE BACKUP COPY

Follow the steps given below to configure Backup Copy for moving snapshots to media.

1.

e Right-click the <storage policy> and click Properties.

e Click the Snapshot tab.

e Select Enable Backup Copy option to enable movement of snapshots to media.

e Click OK.

e Enter the copy name in the Copy Name field.
e Select the Library, MediaAgent, master Drive Pool and Scratch Pool from the

e From the CommcCell Browser, navigate to Policies | Storage Policies.

Fle Ve Todks Windows Hep

H{EWED H%EHe

A Comncellsonser 5 8 storage Snap x | ha'snen x

£

Clent Conputer Groups opy. ConyTupe  Dcfauklbray  Medshgew  DefeukDrve.. SaschPodl R

F o & muphy > B poices > B storogePlkies > @ storge,sn0p >
0 e compitrs mary Prary Wogete 01 mashy A A =

e

i

muphy
5 B Fio Sston
gy 2

ety
9 Storsoe Resources

E content | B sutmary

o 5 b conlr
18 Storage_poicy01 Job Contraler
e 2

AR s o T T T
) {4 Content Directol Properties Run Content Indexing

Run Dataverfication

Ceate ew Copy
Geste o Snapsbot Copy

Gone
ookte o0 Pendng: 0 Wating: 0 Queued: 0 Suspended: 0 ot obs: 0 3cb S 01
B et x
B vere viver
{[Sovaze ] vl Tl e P Coreu.. EvetC.. Descpten
a 15 O 1 e muphy 5 Copy[ep Com e,
a 1o IBOTRN0 120029 Xk mughy 19540 Dats Aonocpartin s
a W A0 20012 k.. mughy 15322 DatsAonacpmatinbe:
a U6 U0 110308 s muphy 3655 User Lo bogedl,
a W3 OO0 Eas mughy 352 Uss i g
e — a W0 0 105620 s muphy 3525 Usr i bggedn
a W O 0251 e muphy 55 Use [odninhas agedol,
B fonis, a 1o O7021/2010 10:38:20 EWMorS murphy 35254 User [acin] has bogged on.
[

1 Pause. B Playng|  Information, inor, Majr, s, M events shown: 200

Associations

General ’ Retention | Copy Palicy

1

Copy Information

Copy Mame: @_ D 2

Default Index Destination

Library:

Drive Pool:

\
MediaAgent: ‘
\
\

Scratch Pool:

4 | oK }| Cancel Help

‘murphy - CommCell Console
Fle Wen Toos Wedows He

FHREWED %Ee

2 Comncel owser 5| @ storagesnap x| whatsoem x
@ murohy & murphy > [ Polcies > @ Storage Poices > & Storage_Snap >
Conner
e Conpurs rmary pimry Mogaic 01 mphy e A o
s Piorysnep  Megreti ol muphy i wa wn
(5 8 e Sy
Bt oy 2
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Storage Policy Properties: Storage_policy01

[C] snapshats Created on and After — [11on 00/1502010 < |
[] Defer Backup Copy for [0l davta)
Selection Rule

(&) &ll Backups

) Choose the Backup Selection Rule:

3 ( oK , Cancel Help

(<P
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Storage Array Configuration

CHOOSE THE STORAGE ARRAY

« Previous

HARDWARE STORAGE ARRAYS

3PAR

DELL COMPELLENT

DELL EQUALLOGIC

EMC CELERRA

EMC CLARIION, VNX

EMC SYMMETRIX

FUJITSU ETERNUS DX

HITACHI DATA SYSTEMS

HP EVA

IBM SVC

IBM XIV

LSI

NETAPP

NETAPP WITH SNAPVAULT/SNAPMIRROR

NIMBLE

« Previous
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SnapProtect’ Backup - 3PAR

| € Previous | Mext » |

PRE-REQUISITES
o 3PAR Snap and 3PAR Clone licenses.
e Thin Provisioning (4096G) and Virtual Copy licenses.

o Ensure that all members in the 3PAR array are running firmware version 2.3.1 (MU4) or higher.

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

. | murphy - CommCell Cansole:
1. e From the CommcCell Console, navigate to Tools | Control Panel. o 1ok VSR
e Click Array Management. DHREYRAD 4
& Cancel Bewser o & muphe % What'snew? x
& nurty
- B
H 3 @(\EW Conputer Craps
I Clie Conputes - - . ]
9 < ] 'y 8 et d
ademne e Betts o0t it
¢t Fecers Eonfguraker
oo ecor
A &
Audt 7ral Biling Configuration Erowse,SearchReccvery
Hediarige
e & 8
(nmm_djlrwt/:mvt ComThet Proz"ties Zuston Calendars
Ceka Incerface Pairs. R Bach.r Seftres E-Mal 8115 Configuracin
i 0 High Wa
[] "] S g
2. Click Add. Array Management X
Control Host Name User Name | Snap Vendor...  Description ﬂ add
Fidk.hct, commvaul.com  5001438002... hetladministr, .. HP EV& [
172,19.66.22 arpadmin Dell Equallogic
172,19,128,226 £000279 admin IBM =LV
172,19.66.91 APMD003340.., admin EMC CLARION |
172,19.66.60 10881 system HDS
172 1071 BRI sl TRM YT L
3. e Select 3PAR from the Snap Vendor list. Array Management X
e Specify the 16-digit number obtained from the device ID of a 3PAR volume in the
Name field.

1 Snap Yendor

2 ( Mame

Contral Host | |

User Name | |

Passward | |

Confirmn Password | |

Device Group | |

[[] use devices anly from this device group

Descripkion

[ o] H Cancel H Help ]

Follow the steps given below to calculate the array name for the 3PAR storage device:

1. From the 3PAR Management console, click the Provisioning tab and navigate to
the Virtual Volumes node. Click any volume in the Provisioning window

2. From the Virtual Volume Details section, click the Summary tab and write
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down the WWN number. This is the device ID of the selected volume. 19Byte 1N §Byte WHN

— [ p e [ pe—" Ui sevs - comrmnleam it e
r . W s | |
v g i [T

3. From the Virtual Volume Details section, click the Summary tab and write
down the WWN number.

| Bl S e

This is the device ID of the selected volume.

This WWN may be 8-Byte number (having 16 Hex digits) or 16 Byte number
(having 32 Hex digits).

[ree—

4. Use the following formula to calculate the array name:
O For 8 Byte WWN (16 Hex digit WWN)
2FF7000 + DevID.substr(4,3) + 00 + DevID.substr(12,4)

e e

where DevID.substr (4, 3) is the next 3 digits after the fourth digit from the s - = .
WWN number

where DevID.substr (12,4) is the next 4 digits after the twelfth digit from
the WWN number

For example: if the WWN number is 50002AC0012B0B95 (see screenshot given
below for 8 Byte WWN), using the following formula:

2FF7000 + DevID.substr(4,3) + 00 + DevID.substr(12,4)

DevID.substr (4,3) is 2AC and DevID.substr(12,4) iS 0B95

After adding all the values, the resulting array name is 2FF70002AC000B95.
O For 16 Byte WWN (32 Hex digit WWN)

2FF7000 + DevID.substr(4,3) + DevID.substr(26,6)

where DevID.substr (4,3) is the next 3 digits after the fourth digit from the
WWN number

where DevID.substr (26, 6) is the next 6 digits after the twenty sixth digit
from the WWN number

For example: if the WWN number is 60002AC5000000000000052200000B95
(see screenshot given below for 16 Byte WWN), using the following formula:

2FF7000 + DevID.substr(4,3) + DevID.substr(26,6)
DevID.substr(4,3) is 2AC and DevID.substr (26, 6) iS 000B95
After adding all the values, the resulting array name is 2FF70002AC000B95.

e Enter the IP address of the array in the Control Host field. Array Management ['5_<|

e Enter the access information of a local 3PAR Management user with administrative
privileges in the Username and Password fields.

e In the Device Group field, specify the name of the CPG group created on the

Snap vendor

array to be used for snapshot operations. Hame | |
If you do not specify a CPG group, the default CPG group will be used for snapshot 3 (" Control Host | |)
operations.
A . . ser Mame |
e Select the Use devices only from this device group option to use only the
snapshots devices available in the device group specified above. 4| Password | |
e Use the Description field to enter a description about the entity. This description & 4
can include information about the entity's content, cautionary notes, etc. Confiim Password | |
e Click OK to save the information. 5 Device Group | |

6 (( [] Use devices only from this device grouD

Description

[ Ok H Cancel H Help ]

|« Previous | Mext » |
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SnapProtect’ Backup - Dell Compellent

| € Previous | Mext » |

PRE-REQUISTIES

e Dell Compellent requires the Data Instant Replay license.

o Ensure that all members in the Compellent array are running firmware version Storage Center 5.5.14 and above for 5.x and 6.2.2 and above for 6.x.

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

1. . | murphy - CommCell Cansole:
e From the CommcCell Console, navigate to Tools | Control Panel. R e
e Click Array Management. S SEDED %L
& Cancel Bewser o & muphe % What'snew? x
& nurty
1| - Clien: Computer Graups on
I Clie Conputes - 1
e 7, . )
5 Storage Resources l) ’i edindart d
(&8 Foas addiRendee Scae ety tree]
¢t Fecers Eonfguraker
oo ecor
& ) —
Audt rall Biling Configuration
Hediarige
i & 8
(nmm_djlrwt/:mvt ComThet Proz"ties Zuston Calendars
Ceka Incerface Pairs. R Bach.r Seftres E-Mal 8115 Configuracin
i 0 High Wa
(] @ il g
H HO 003620 Eves mugly 35254 User[arin hes cogedon,
2. Click Add. Array Management X
Control Host Name User Name | Snap Vendor...  Description ﬂ add
Fidk.hct, commvaul.com  5001438002... hetladministr, .. HP EV& [
172,19.66.22 grpadmin Dell Equallogic
172,19,128,226 £000279 admin IBM =LV
172,19.66.91 APMD003340.., admin EMC CLARION |
172,19.66.60 10881 system HDS
172 1071 BRI sl TRM YT L
3. e Select Dell Compellent from the Snap Vendor list. Array Management |

e Specify the Management IP address in the Name and Control Host fields.
1 Snap vendor

The Management IP address is also referred as the

Storage Center IP address. 2 (Name )
3 ( Control Host }

User Name | |

Passward | |

Corfirm Password | |

Device Group | |

[[] Use devices anly from this device group

Descripion

[ o] H Cancel H Help ]

For reference purposes, the screenshot on the right shows the Storage Center
Management Console of the Dell Compellent storage device displaying the
Management IP address.
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DAL Compellent Storage Center 4552 \’
€ storage Management &, view :.: Refresh 73 Hep
|
TR T |
[ e
195408 = R
N G —p)
v [searchbere. Wi
rem | W ]
4. e Enter the user access information of the application administrator in the Array Management §|
Username and Password fields. —
o - ) . .
In the Device Group field, type none as this array does not use device groups for Srve Wit T

snapshot operations.

e Use the Description field to enter a description about the entity. This description Hame | |
can include information about the entity's content, cautionary notes, etc.

e Click OK to save the information.

Contral Host | |

ser Name |

Password

Confirm Password

5 (Device Group )

[[] Use devices anly from this device group

Descripion

[ [s]'4 ][ Cancel ][ Help ]

[« Previous |

Page 51 of 742



User Guide - SnapProtect

SnapProtect’ Backup - Dell EqualLogic

« Pravious | MNext »

PRE-REQUISTIES

WINDOWS

Microsoft iSCSI Initiator to be configured on the client and proxy computers to access the Dell EqualLogic disk array.
UNIX

iSCSI Initiator to be configured on the client and proxy computers to access the Dell EqualLogic disk array.

FIRMWARE VERSION
e Ensure that all members in the EquallLogic array are running firmware version 4.2.0 or higher.
e After upgrading the firmware, do either of the following:
O Create a new group administration account in the firmware, and set the desired permissions for this account.

o If you plan to use the existing administration accounts from version prior to 4.2.0, reset the password for these accounts. The password can be the same
as the original.

If you do not reset the password, snapshot creation will fail.

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

1 . | murphy - CommCall Console.
. e From the CommcCell Console, navigate to Tools | Control Panel. R e
. ae £
e Click Array Management. NH%EWED %E
& Cancel Bewser o & muphe % What'snew? x
& nurty
- B g
& Gocm e cops ol Pl x|
¢ Q coucanis - = g
: i (9] 'y 5 edndart d
. e ot s sk
i ionter
i G e e
Audt 7ral Biling Configuration Erowse,SearchReccvery
= Hedisage
‘ConmnZell Inport [t Pﬁ j
onn=el ect ot ComThet Proz"ties Zuston Calendars
Ceka Incerface Pairs. R Bach.r Seftres E-Mal 8115 Configuracin
i 0 High Wa
g "] st i
a 0 CEN01092) Bvgs muphy 9525t User i bas coredon,
2. Click Add. Array Management
Control Host Name User Name | Snap Vendor...| Description B
Fidk.hct, commvaul.com  5001438002... hetladministr, .. HP EV& "~
172,19.66.22 grpadmin Dell Equallogic
172,19,128,226 £000279 admin IBM =LV
172,19.66.91 APMD003340.., admin EMC CLARION
172,19.66.60 10881 system HDS
172 10 71 7 MERER" adrmin. TRM YT L

e Select Dell Equallogic from the Snap Vendor list.
e Specify the Management IP address in the Name field.
No entry is required in the Name field if there is no

Management IP address configured.

e Specify the Group IP address in the Control Host field.
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Array Management FX|

1 Snap vendor Dell Equallogic

2 ("Mame

3 ("Control Host

User Mame | |

Password | |

Canfirm Password | |

Device Group | |

[] Use devices only from this device aroup

Descripkion

[ [al:4 ][ Cancel ][ Help ]

For reference purposes, the screenshot on the right shows the Management IP
address and Group IP address for the Dell Equallogic storage device.

Group Configuration

£l
i

Date and Time

[T—

Soon

5 vonmes o
it oo e

swss
5 repteaion =
e e gvptine: 411 1401

eI
4. e Enter the user access information of the Group Administrator user in the Array Management r$_<|
Username and Password fields. -
e For Dell EqualLogic Clone, specify the name of the Storage Pool where you wish to Snap Yendar
create the clones in the Device Group field.
e Select the Use devices only from this device group option to use only the Mame | |
snapshot devices available in the storage pool specified above. Contral Host | |
e Use the Description field to enter a description about the entity. This description
can include information about the entity's content, cautionary notes, etc. U= e | |
e Click OK to save the information. 4 | Password | |

Canfirm Password | |

5 Device Group | |

6 { []Use devices only from this device group  }

Description

[ (a4 H Cancel H Help ]
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SnapProtect’ Backup - EMC Clariion, VNX

« Pravious | MNext »

PRE-REQUISITES

LICENSES

e Clariion SnapView and AccessLogix licenses for Snap and Clone.

o SYMAPI Feature: BASE/Symmetrix license required to discover Clariion storage systems.
You can use the following command to check the licenses on the host computer:

C:\SYMAPI\Config> type symapi licenses.dat

ARRAY SOFTWARE
e EMC Solutions Enabler (6.5.1 or higher) installed on the client and proxy computers.

Client Components (SYMCLI) are required only during the initial one-time configuration. Base Components (with SYMAPI) are necessary and required for all
snap operations.
e Navisphere CLI and NaviAgent installed on the client and proxy computers.

e If AccessLogix is not enabled, go to the Navisphere GUI, right-click EMC Clariion Storage System and click Properties. From the Data Access tab, select
Enable AccessLogix.

e Clariion storage system should have run successfully through the Navisphere Storage-System Initialization Utility prior to running any Navisphere
functionality.

e Ensure enough reserved volumes are configured for SnapView/Snap to work properly.
For EMC VNX:
e EMC Solutions Enabler (7.2 or higher) installed on the client and proxy computers.

Client Components (SYMCLI) are required only during the initial one-time configuration. Base Components (with SYMAPI) are necessary and required for all
snap operations.

e Navisphere CLI and Navisphere/Unisphere Host Agent installed on the client and proxy computers.

o VNX storage system should have run successfully through the Unisphere Storage-System Initialization Utility prior to running any Unisphere functionality.

SETUP THE EMC CLARIION
Perform the following steps to provide the required storage for SnapProtect operations:
1. Create a RAID group

2. Bind the LUN

3. Create a Storage Group

4. Register the client computer (covered by installing NaviAgent)

5. Map the LUNs to the client computer where the NaviAgent resides

6. Reserved/Clone volumes target properly for SnapView

For example, as shown in the image on the right, the Clariion ID of APM00033400899
has the following configuration:

e a RAID Group 0 provisioned as a RAID-5 group (Fiber Channel drives)

o LUNSs are mapped to Storage Group SG_EMCSnapIntl with LUN ID of #154 present
to client computer emcsnapint1l.

The example shows the serial number of LUN 154:

RAID Group: RAID Group 0, containing 3 physical disks

Storage Group: currently visible to a single client computer

LUN is shown as a Fiber Channel device

The devices under LUN 154 reside on RAID Group 0 which has RAID-5 configuration.

Page 54 of 742



User Guide - SnapProtect

6 Bus 0 Enclosure 0 sk 12 FC; N/A; 133.69G8]
& 8us 0 Enclosure 0 Disk 13 FC; N/A; 133.69G8)
& 8us 0 Enclosure 0 Oisk 14 [FC; N/A; 133.68G8]
4 £ LUN 142 [142; RAID §; emcanapint test com - F:\; FC; Clone Source]
3 LLN 143 [143; RAID 5 emcanapint.test com - H:\; FC; Snapshot Inactive; Clone Source]
LUN 152 [152; RAID §; FC)

Sous  ScE)
€ Bus 0 Endosure 0 Dk 14 FC; /A 13 flace]
4 G LN 155 [155; RAID 5; FC)

54 LUN 157 [157; RAID 5; devi-bmaix03.comer . com - hskpamer 16; FC]
53 LUN 158 [158; RAID 5; buit.com ; FC; Snapsho 1

4§ LU 237 [237; RAID 5; devi-bmai03.comer it com - hdskpawer 12; FC]

+ [ LUN 238 [238; RAID 5; devi-bmaix03.come_put.com - hskpawer 14; FC]
LUN 248 [249; RAID 5; labman hct.commva [f.com; FC]

LUN 250 [250; RAID 5; ferran het.commvar. Lcom -\ PhysicalDrve 11; FC]

Bross

) emesnapint 1[5, 100.85; Fibre] L
i

LUN 116 [116; RAID O; emcsnapintl.te |- G:\; ATA; Snapshot Insctive]

LUN 142 [142; RAID 5; emcenapntl.te |- i\ FC; Clone Saurce]
i) & smesnanint ). teas.com - 1:): £C: Smanchat Inactive: Clone Source]

1D 5; emcanagantl. tesd com -\ Physcobred; FCF
& Bus O e 0 Disk 12 [FC; NJA; 133.6968]
&P Bus 0 Endosure 0 Disk 13 [FC; N/A; 133.68GB]
& Bus 0 Endosure 0 Disk 14 [FC; NjA; 133,65G8]

AUTHENTICATE CALYPSO USER INFORMATION FOR THE NAVIAGENT

Follow the steps below to specify the authorization information for EMC Solutions Enabler and Navishphere CLI to ensure administrator access to the Navisphere
server.

1. To set the authorize information, run the symcfg authorization command for both the storage processors. For example:
/opt/emc/SYMCLI/V6.5.3/bin# ./symcfg authorization add -host <clariion SPA IP> -username admin -password password
/opt/emc/SYMCLI/V6.5.3/bin# ./symcfg authorization add -host <clariion SPB IP> -username admin -password password

2. Run the following command to ensure that the Clariion database is successfully loaded.
symcfg discover -clariion -file AsstDiscoFile

where AsstDiscoFile is the fully qualified path of a user-created file containing the host name or IP address of each targeted Clariion array. This file
should contain one array per line.

3. Create a Navisphere user account on the storage system. For example:
/opt/Navisphere/bin# ./naviseccli -AddUserSecurity -Address <clariion SPA IP> -Scope 0 -User admin -Password password
/opt/Navisphere/bin# ./naviseccli -AddUserSecurity -Address <clariion SPB IP> -Scope 0 -User admin -Password password
4. Restart the NaviAgent service.
5. Run snapview command from the command line to ensure that the setup is ready.
On Unix computers, you might need to add the Calypso user to the agent.config file.

Before running any commands ensure that the EMC commands are verified against EMC documentation for a
particular product and version.

SETUP THE ARRAY INFORMATION
Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

1. e From the CommcCell Console, navigate to Tools | Control Panel.

e Click Array Management.
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Click Add.

e Select EMC CLARIiON from the Snap Vendor list for both Clariion and VNX
arrays.

e Specify the serial number of the array in the Name field.

For reference purposes, the screenshot on the right shows the serial number for the
EMC Clariion storage device.

e Enter the access information of a Navisphere user with administrative privileges in
the Username and Password fields.

e Use the Description field to enter a description about the entity. This description
can include information about the entity's content, cautionary notes, etc.

e Click OK to save the information.

[
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Jon ook Vindans Help

S %E ]

| & Somicel Browser
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&9 e
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b itz suse s s skt
el e
£ Gtz Srecr
Audt7ral Biling Configuration
’ etz
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i 0 High Wa
@ 5 g
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| ‘u W0 ORI B nuty 9525 Use [t hos cogedin,
Array Management X
Control Host Name User Name | Snap Vendor...  Description ﬂ add
fick.hct, commvau.com 5001438002, hct\administ. . HF EVA ~
172,19.66.22 apadnin Del Equallogic Edk
172.19.125.226 000279 adhin IEM RIY
172,19.66.91 APMDD03340... adin EMC CLARION Do
172.19.66.69 10851 system Hos
v List Snaps
172 1071 . - e
—
Array Management [3]
1 Snap vendor
2 [ Mame

Contral Hast | |

User Name | |

Passward | |

Corfirm Password | |

Device Group | |

Use devices only from this device group

Description

[ Ok ][ Cancel ][ Help ]

Enterprise Storage 1
Fiter By [ =] Fer Foc: | =

Storage | Hosts | Montors |
[T Local Domon [172.19.66.51; Logged In]
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Array Management |z|

Snap Wendor

Mame | |

Contral Host | |

User Name | |

3 | Password | |

Confirm Password | |

Device Group | |

Use devices only from this device group

Descripion

[ Ok H Cancel H Help ]

l:“( F‘reviﬂus‘:lji MNext )‘]
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SnapProtect’ Backup - EMC Symmetrix

« Pravious | MNext »

PRE-REQUISITES
e EMC Solutions Enabler (6.4 or higher) installed on the client and proxy computers.

Client Components (SYMCLI) are required only during the initial one-time configuration. Base Components (with SYMAPI) are necessary and required for all
snap operations.

o SYMAPI Feature: BASE /Symmetrix licenses for Snap, Mirror and Clone.
You can use the following command to check the licenses on the host computer:
C:\SYMAPI\Config> type symapi licenses.dat

e By default, all functionality is already enabled in the EMC Symmetrix hardware layer. However, a Hardware Configuration File (IMPL) must be enabled before
using the array. Contact an EMC Representative to ensure TimeFinder and SRDF functionalities have been configured.

SETUP THE EMC SYMMETRIX

For SnapProtect to function appropriately, LUN Masking records/views must be visible from the host where the backup will take place:

e For DMX, the Masking and Mapping record for vemdb must be accessible on the host executing the backup.

e For VMAX, the Masking view must be created for the host executing the backup.

.CONFIGURE SYMMETRIX GATEKEEPERS

Gatekeepers need to be defined on all MediaAgents in order to allow the Symmetrix API to communicate with the array. Use the following command on each
MediaAgent computer:

symgate define -sid <Symmetrix array ID> dev <Symmetrix device name>

where <symmetrix device name> is @ humbered and un-formatted Symmetrix device (e.g., 00C) which has the MPIO policy set as FAILOVER in the MPIO
properties of the gatekeeper device.

LOAD THE SYMMETRIX DATABASE

If you have the SYMCLI software installed, it is recommended that you test your local Symmetrix environment by running the following command to ensure
that the Symmetrix database is successfully loaded:

symcfg discover

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

| murphy - CommCall Console.

1. e From the CommcCell Console, navigate to Tools | Control Panel.
e Click Array Management.
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2. Click Add.
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Select EMC Symmetrix from the Snap Vendor list.
Specify the Symm ID of the array in the Name field.

For reference purposes, the screenshot on the right shows the Symmetrix array ID
(Symm ID) for the EMC Symmetrix storage device.

If Symcfg Authorization is enabled on the Symmetrix Management Console, enter
the access information for the Symmetrix Management Console in the Username
and Password fields.

In the Device Group field, specify the name of the device group created on the
client and proxy computer. The use of Group Name Service (GNS) is supported.

If you do not specify a device group, the default device group will be used for
snapshot operations.

Select the Use devices only from this device group option to use only the
snapshots devices available in the device group specified above.

Use the Description field to enter a description about the entity. This description
can include information about the entity's content, cautionary notes, etc.

Click OK to save the information.

To understand how the software selects the target devices during SnapProtect
operations, click here.

Array Management

£

Control Host
ik hck. commyaulcom
172.19.66.22
172.19.125.226
172.19.66.91

Name:

5001438002, .

6000279
APMO003340.

User Mame
hetadministr
@rpadnin
aditin
aditin

Snap Vendor...

. HP EVA

Del Equallagic
1BM KLV
EMC CLARION

Description add

> ]«

Edi:

Delete.

172.19.66.69 10881 system HDS
1221971 L. " froner

v

List Snaps

Array Management

1 Snap Yendor

2 [ Mame

Control Host

Password

Canfirm Password

|
|
User Narne |
|
|
Device Graup |

[ Use devices anly from this device group

Description

[ a4 H Cancel H Help ]

ENC Symmetix Management Console 10025

= Properties. = Alerts

=
i O
|
"

Select afolder or an objectin the tree.

JConposte Growps ()

Array Management

Snap Yendor

Marne

Control Host

3| Password

Canfirm Password

set Marne |

4 (Device Group

|

S

[ Use devices anly from this device group

Description

[ a4 H Cancel H Help ]
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SnapProtect’ Backup - Hitachi Data Systems

« Pravious | MNext »

PRE-REQUISITES

Device Manager Server (7.1.1 or higher) installed on any computer.

RAID Manager (01-25-03/05 or higher) installed on the client and proxy computers.

Device Manager Agent installed on the client and proxy computers and configured to the Device Manager Server.
The hostname of the proxy computer and the client computer should be visible on the Device Manager Server.
Appropriate licenses for Shadow Image and COW snapshot.

For VSP, USP, USP-V and AMS 2000 series, create the following to allow COW operations:

o COW pools

O V-VOLs (COW snapshots) that matches the exact block size of P-VOLs devices.

For HUS, ensure that the source and target devices have the same Provisioning Attribute selected. For e.g., if the source is Full Capacity Mode then the
target device should also be labeled as Full Capacity Mode.

ADDITIONAL REQUIREMENTS FOR VMWARE

When performing SnapProtect operations on VMware using HDS as the storage array, ensure the following:

HDS LUNs are exposed to the Virtual Server iDataAgent client and ESX server.
All HDS pre-requisites are installed and configured on the Virtual Server iDataAgent client computer.
The Virtual Server client computer is the physical server.

The Virtual Machine HotAdd feature is not supported.

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

2.

. | murphy - CommCall Console.
e From the CommcCell Console, navigate to Tools | Control Panel. R e
e Click Array Management. D gELED
& Cancel Bewser o & muphe % What'snew? x
& nurty
- B g
& Gocm e cops ol Pl x|
¢ Q coucanis - = g
¥ il (9] 'y 5 edndart d
. e ot s sk
i ionter
i G e e
Audt 7ral Biling Configuration Erowse,SearchReccvery
= Hedisage
e & i
(nmm_djlrwl/:mvt ComThet Proz"ties Zuston Calendars
Ceka Incerface Pairs. R Bach.r Seftres E-Mal 8115 Configuracin
i 0 High Wa
8 0 % I
a 0 CEN01092) Bvgs muphy 9525t User i bas coredon,
Click Add. P T —
Control Host Name User Name | Snap Vendor...| Description B
Fidk.hct, commvaul.com  5001438002... hetladministr, .. HP EV& "~
172,19.66.22 grpadmin Dell Equallogic
172,19,128,226 £000279 admin IBM =LV
172,19.66.91 APMD003340.., admin EMC CLARION
172,19.66.60 10881 system HDS

172 1871 7% M1 B3 ackin froen

e Select HDS from the Snap Vendor list.
e Specify the serial number of the array in the Name field.
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For reference purposes, the screenshot on the right shows the serial number for the
HDS storage device.

e Enter the IP address or host name of the Device Manager Server in the Control
Host field.

e Enter the user access information in the Username and Password fields.

e In the Device Group field, specify the name of the hardware device group created
on the array to be used for snapshot operations. The device group should have the
following naming convention:

<COW_POOL_ID>-<LABEL> Or <LABEL>-<COW_POOL_ID>

where <cow_pooL_1D> (for COW job) should be a number. This parameter is
required.

<LABEL> (for SI job) should not contain special characters, such as hyphens, and
should not start with a number. This parameter is optional.

e Select the Use devices only from this device group option to use only the
snapshots devices available in the device group specified above.

e Use the Description field to enter a description about the entity. This description
can include information about the entity's content, cautionary notes, etc.

e Click OK to save the information.

1
2

Array Management

3

Snap Yendor

I

Marne

Control Host

User Name
Password

Canfirm Password

Device Group

Description

D
|
|
|
|
|

[ Use devices anly from this device group

[ a4 H Cancel H Help ]

Hitachi Device Manager
—

HITACH!

Tries o

Cr——
E———

NASAagartoi

Usearz s s

Array Management

Snap Yendor

Marne

NS AMenagerment

X

HDS

W

3 { Control Host

D

User Narme
4| Passwaord

Canfirm Password

5 Device Group

6 { []Use devices only From this device group +

Description

[ a4 H Cancel H Help ]
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SnapProtect’ Backup - HP StorageWorks EVA

SETUP THE HP SMI-S EVA

HP-EVA requires Snapshot and Clone licenses for the HP Business Copy EVA feature.

The following steps provide the necessary instructions to setup the HP EVA:

1. Download the HP SMI-S EVA and the HP Command View EVA software on a supported server from the HP web site.

| € Previous | Mext » |

2. Run the Discoverer tool located in the C:\Program Files\Hewlett-Packard\mpxManager\SMI-S\EVAProvider\bin folder to discover the HP-EVA arrays.

3. Use the CLIRefreshTool.bat tool to sync with the SMIS server after using the Command View GUI to perform any active management operations (like
adding new host group or LUN). This tool is located in the C:\Program Files\Hewlett-Packard\mpxManager\SMI-S\CXWSCimom\bin folder.

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

1. e From the CommcCell Console, navigate to Tools | Control Panel.
e Click Array Management.

2. Click Add.

3. e Select HP EVA from the Snap Vendor list.
e Specify the World Wide Name of the array node in the Name field.

| murphy - CommCell Cansole:
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fick het. commvauk.com  S00143800Z... hetladrinist... HP EVA ~
172,19.66.22 apadnin Del Equallogic
172,19.125.226 6000279 adtin I8 K1Y
172,19.66.91 APMDD03340... adin EMC CLARION =
172,19.66.69 10381 system HDS
172 1871 it i tra e ]

1 Snap Yendor

Array Management fgl

2 (" Mame

Control Host

User Name
Password

Confirm Password

Device Group

Description

[ Use devices only from this device group

[ Ok H Cancel H Help ]
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can include information about the entity's content, cautionary notes, etc.
e Click OK to save the information.

The World Wide Name (WWN) is the serial number for the HP EVA storage device. See [ Saechangss || Systemoptions |
the screenshot on the right for a WWN example. Eo £V storage atwork
i O s sunnay |
The array name must be specified without the dashes used in the WWN e.g., g::”:' Disks TEEEEEE—
50014380025DEB70. 5 Disk Groups Name: EVAL40
3 Data Replication MNode WWN: (5001-4380-026D-EB70 )
B3 Hardware uuID: 6005-08b4-__-0002-0000
4. e Enter the name of the management server of the array in the Control Host field. Array Management [g|
Ensure that you provide the host name and not the fully
qualified domain name or TCP/IP address of the host. Snap Vendor v
Mame | |
e Enter the user access information in the Username and Password fields. 3 ¢ Cortrol Host | D
e In the Device Group field, specify the name of the hardware disk group created
on the array to be used for snapshot operations. ser Name | |
e Select the Use devices only from this device group option to use only the | B | |
snapshots devices available in the device group specified above.
e Use the Description field to enter a description about the entity. This description Confirm Password | |

5 Device Group

6 { [ Use devices arly fram this device grouD

Descripion

[ [s]'4 H Cancel H Help ]

[« Previous | Mext » )
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SnapProtect’ Backup - IBM SAN Volume Controller (SVC)

| € Previous | Mext » |

PRE-REQUISITES
e IBM SVC requires the FlashCopy license.

e Ensure that all members in the IBM SVC array are running firmware version 6.1.0.7 or higher.

o Ensure that proxy computers are configured and have access to the storage device by adding a host group with ports and a temporary LUN.

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

. . | murphy - CommCell Cansole:
1 e From the CommcCell Console, navigate to Tools | Control Panel. e
e Click Array Management. S SEDED %L
& Cancel Bewser o & muphe % What'snew? x
& nurty
- B
1| - Clien: Computer Graups
I Clie Conputes - - . 1
b (9] L E et d
ademne e Betts o0t it
¢t Fecers Eonfguraker
oo ecor
A &
Audt 7ral Biling Configuration Erowse,SearchReccvery
Hediarige
el Tnpert= 'ﬂi D
Ll Vlncm/,mvt ComThet Proz"ties Zuston Calendars
Ceka Incerface Pairs. R Bach.r Seftres E-Mal 8115 Configuracin
i 0 High Wa
[] "] S i
H 110 BEVDS nugly B2 User i hes cogedon,
2. Click Add. Array Management X
Control Host Name User Name | Snap Vendor...  Description ﬂ add
Fidk.hct, commvaul.com  5001438002... hetladministr, .. HP EV& [
172,19.66.22 grpadmin Dell Equallogic
172,19,128,226 £000279 admin IBM =LV
172,19.66.91 APMD003340.., admin EMC CLARION |
172,19.66.60 10881 system HDS
172 1071 BRI sl TRM YT L
3. e Select IBMSVC from the Snap Vendor list. Array Management §

e Specify the 16-digit ID of the storage device in the Name field.
1 Snap vendor

2 ( Mame

Contral Host | |

User Mame | |

Passward | |

Confirrn Password | |

Device Group | |

[ Use devices only from this device group

Description

[ Ok H Cancel H Help ]

The ID is the device identification number for the IBM SVC storage device. See the
screenshot on the right for reference.
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Total Wk Capasty  7.5T8.

Tota Used Capacty 3678

comnectivy O O - 1 O @ 111 Running Tesks o

e Enter the Management IP address or host name of the array in the Control Host Array Management
field.
e Enter the user access information of the local application administrator in the Snap Yendor
Username and Password fields.
e In the Device Group field, specify the name of the physical storage pools created Harne | |

on the array to be used for snapshot (flash copy) operations.
3 ( Control Hosk )
If you do not specify a device group, the default storage pool will be used for

snapshot operations. Lser Mame

e Select the Use devices only from this device group option to use only the 4| Passward
snapshots devices available in the device group specified above.

e Use the Description field to enter a description about the entity. This description
can include information about the entity's content, cautionary notes, etc.

e Click OK to save the information.

Confirm Password

5 Device Group

6 @ Use devices only from this device grouD

Description

[ Ok H Cancel H Help ]

|« Previous | Mext » |
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SnapProtect’ Backup - IBM XIV

| € Previous | Mext » |

PRE-REQUISITES

1. IBM XCLI (2.3 or higher) installed on the client and proxy computers. On Unix computers, XCLI version 2.4.4 should be installed.

2. Set the location of XCLI in the environment and system variable path.

3. If XCLI is installed on a client or proxy, the client or proxy should be rebooted after appending XCLI location to the system variable path. You can use the
XCLI_BINARY LOCATION registry key to skip rebooting the computer.

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

. | murphy - CommCell Console
1. e From the CommCell Console, navigate to Tools | Control Panel. e
e Click Array Management. % o %ge
& el Brewser 1 & ruphy %7 What'snew? x
& zuw |
[ B
Clie: Conputes o F
D e s © v ehnrtd
§ e adiRemar sczvae Hoits neereie
gm‘ Fagers Cofiguiater
(3t e
A . —
Audt rall Biling Configuration
Mediaagz
Conmel Inpert/=xoott. &
Settigs a Comvhet Prodz-ties. Zuszon Calendars
CetaIncerface Pairs. R Backp Settres E-Mal & 115 Configuration
it 0 High ¥a
@
8 9 5 2
Ha“ "o C0I1082) BV sty st User i’ has ccged o,
2. Click Add. Array Management 5]
«Control Host Mame: User Mame Snap Yendor,.,  Description ¥ Add
Fidk.hct. commyault.com 5001438002, hetiadministr... HP EVA [l
172.19.66.22 arpadmin Dell Equallagic
172.19.125.226 6000279 adrin 1BM XIW
172.19.66.91 APMOD03340... admin EMC CLARION -
172.19.66.69 10881 system HDS.
172 1071 eIt o 18M YT, [ |
3. i |
e Select IBM XIV from the Snap Vendor list. Array Management X

e Specify the 7-digit serial number for the array in the Name field.

=

2 Mame

Contral Host

User Name

Confirm Password

L L I L I

Passward |

Device Group

Descripion

[ [s]'4 H Cancel H Help ]

The System ID (S/N) is the serial number for the IBM XIV storage device. See the
screenshot on the right for reference.
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[[ovmem compeanion
General
System Name snozbern|
Parameters System Version 022
- System 1D (S/N) m
Machine Model / Machine Type A14/ 2810
IP/Hostname 1 172.19.125.226
IP/Hostname 2
IPMHostname 3
L
‘a D\
(Copaae)  (Ceancel )
4. e Enter the IP address or host name of the array in the Control Host field. Array Management [‘5_<|

e Enter the user access information of the application administrator in the
Username and Password fields.

e Use the Description field to enter a description about the entity. This description

can include information about the entity's content, cautionary notes, etc. hlame | |
e Click OK to save the information. 2 (chtrm Host: )

4| Passward | |

Confirm Password | |

Device Group | |

Use devices only from this device group

Descripion

[ [s]'4 H Cancel H Help ]
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ous | Mext » |
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SnapProtect’ Backup - LSI

« Pravious | MNext »

PREREQUISITES

e Ensure that the LSI Storage Management Initiative Specification (SMIS) server has access to the LSI array through TCP/IP network to perform SnapProtect
operations.

e Ensure that the client has access to:
O SMIS server through TCP/IP network.
O LSI array through iSCSI or Fiber Channel network.

e Ensure that proxy computers are configured and have access to the storage device by adding a temporary LUN to the "host" using the Storage Management
Console.

ADDITIONAL REQUIREMENTS FOR VMWARE

When performing SnapProtect operations on VMware using SAN transport mode, ensure that the Client and the ESX Server reside in the same host group
configured in the LSI array, as one volume cannot be mapped to multiple host groups.

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

1. . | murphy - CommCall Console.
e From the CommcCell Console, navigate to Tools | Control Panel. R e
. e &
e Click Array Management. CH%ELE 53]
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& nurty
H g(nmm\b 7
& Gocm e cops ol Prel. x|
¢ Q coucanis e - = g
1S S D v i et d
i gmm adiRema e ety tree]
& ful fepems Eonfguraker
i G e e
Y : £
Audt rall Biling Configuration Browse,SezrchjReccvery
= Hedisage
e & i
(nmm_djlrwl/:mvt ComThet Proz"ties Zuston Calendars
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2. Click Add. Array Management
Control Host Name User Name | Snap Vendor...| Description B
Fidk.hct, commvaul.com  5001438002... hetladministr, .. HP EV& "~
172,19.66.22 grpadmin Dell Equallogic
172,19,128,226 £000279 admin IBM =LV
172,19.66.91 APMD003340.., admin EMC CLARION
172,19.66.60 10881 system HDS
172 10 71 7 MERER" adrmin. TRM YT L
3. e Select LSI from the Snap Vendor list.

e Specify the serial number for the array in the Name field.
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Array Management fE
1 S0p Vendor
2 ( Mame _T)

Cantrol Host

Password

L L LN

Canfirm Password

User Name |

Device Group

[ Use devices only from this device group

Description

[ [a]4 H Cancel H Help ]

[ s0n_nos _si - Storage Subsystem Profile

The Storage Subsystem world-wide identifier (ID) is the serial number for the
LSI storage device.

() Sy | B Cototers | @ rors | @ oot | B e | 2. 0rve chermots | 5§ endonres | e | B |

Use the SANtricity Storage Manager software to obtain the array name by clicking e e e Brnea =
Storage Subsystem Profile from the Summary tab. See the screenshot on the v et o st -
right for reference. e e s (i s 0

Stop cache flushing et (in percencage): 80
Cache block size (in KB) a

Media scon frequency (in days): Dissbled
Failover alert delay (in mimites) s
Festura snsble sdenessiers 30303531342030303799312048 7F4SAT

Feature pack: Generic
Feature peck suasdel I 130

(Grorage Subsysten world-vide ddencities (ID): GO0GOESO007FABO0DO000D04BTF4SAL )

Ly 2

Find: ’ﬁi‘
Pk sowtinn L |
4. e Specify the name of the device manager server where the array was configured in Array Management [5_<|
the Control Host field. —
e Enter the user access information using the LSI SMIS server credentials of a local Snap Vendor & -
user in the Username and Password fields. =
Marne

e In the Device Group field, specify the name of the hardware device group created

on the array to be used for snapshot operations. If you do not have a device group i
created on the array, specify None. S )

ser MName

If you specify None in the Device Group field but do
have a device group created on the array, the default | Fossm
device group will be used for snapshot operations.

Canfirm Password

e Select the Use devices only from this device group option to use only the
snapshots devices available in the device group specified above. 5 Device Group

e Use the Description field to enter a description about the entity. This description
can include information about the entity's content, cautionary notes, etc.

e Click OK to save the information. Diescription

6 [ []Use devices only from this device gro@

[ [a]4 H Cancel H Help ]

[« Previous | Mext » )
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SnapProtect’ Backup - NetApp

| € Previous | Mext » |

PREREQUISITES

LICENSES
o SnapRestore license for Revert operations (LUNs and NFS shares).
o FlexClone license for backup and restore operations of NFS shares.

e FCP, ISCSI, CIFS, NFS licenses for features such as Fiber Channel Protocol, iSCSI protocol, CIFS file sharing, and NFS File Sharing. Use the appropriate
license for the specific data types.

e HTTP/HTTPS licenses on the NetApp file server to allow communication.

ADDITIONAL REQUIREMENTS FOR VMWARE

When performing SnapProtect operations on VMware using NFS file-based protocol, ensure the following:

The NetApp storage device name specified in Array Management matches that on the ESX
Server.

The VMkernel IP address of all ESX servers that are used for mount operations should be
added to the root Access of the NFS share on the source storage device. This needs to be
done because the list of all root hosts able to access the snaps are inherited and replicated
from the source storage device.

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

murphy - CommCell Cansole

1. e From the CommcCell Console, navigate to Tools | Control Panel.
e Click Array Management.
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2. Click Add. Array Hanagement
Control Host Name User Hame  Snap Yiendor..  Description ¥ add
fick hct. commyauk.com SO01438002... hetladminist... HP EVA
172.19.66.22 rpacin el Equallogic
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3. e Select NetApp from the Snap Vendor list.
e Specify the name of the file server in the Name field.

e You can provide the host name, fully qualified domain
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name or TCP/IP address of the file server. Sy A ()
e If the file server has more than one host name due to
i i i Snsp Vendor v
multiple domains, provide one of the host names L
based on the network you want to use for Narme

administrative purposes.

Contral Host

e Enter the user access information with administrative privileges in the Username |
and Password fields. User Name |

e Use the Description field to enter a description about the entity. This description Password
can include information about the entity's content, cautionary notes, etc.

Confirm Password

e Click OK.

Device Group

Use devices only from this device group

Descripkion

[ [a]:4 ][ Cancel ][ Help ]

|« Previous | Mext » |

Page 71 of 742



User Guide - SnapProtect

SnapProtect’ Backup - NetApp SnapVault/SnapMirror

« Pravious | MNext »

OVERVIEW

SnapVault allows a secondary NetApp filer to store SnapProtect snapshots. Multiple primary NetApp file servers can backup data to this secondary filer.
Typically, only the changed blocks are transferred, except for the first time where the complete contents of the source need to be transferred to establish a
baseline. After the initial transfer, snapshots of data on the destination volume are taken and can be independently maintained for recovery purposes.

SnapMirror is a replication solution that can be used for disaster recovery purposes, where the complete contents of a volume or gtree is mirrored to a
destination volume or gtree.

PREREQUISITES

LICENSES
e The NetApp SnapVault/SnapMirror feature requires the NetApp Snap Management license.
o SnapRestore license for Revert operations (LUNs and NFS shares).

o FlexClone license for backup and restore operations of NFS shares.

e iSCSI Initiator must be configured on the client and proxy computers to access the storage device.

For the Virtual Server Agent, the iSCSI Initiator is required when the agent is configured on a separate physical server and uses iSCSI datastores. The iSCSI
Initiator is not required if the agent is using NFS datastores.

e FFCP, ISCSI, CIFS, NFS licenses for features such as Fiber Channel Protocol, iSCSI protocol, CIFS file sharing, and NFS File Sharing. Use the appropriate
license for the specific data types.

o Protection Manager, Operations Manager, and Provisioning Manager licenses for DataFabric Manager 4.0.2 or later.
e SnapMirror Primary and Secondary Licenses for disaster recovery operations.
e SnapVault Primary and Secondary License for backup and recovery operations.

e HTTP/HTTPS licenses on the NetApp file server to allow communication.

ARRAY SOFTWARE
e DataFabric Manager (DFM) - A server running NetApp DataFabric® Manager server software. DataFabric Manager 4.0.2 or later is required.
o SnapMirror - NetApp replication technology used for disaster recovery.

o SnapVault - NetApp replication technology used for backup and recovery.

SETTING UP SNAPVAULT

Before using SnapVault and SnapMirror, ensure the following conditions are met:

1. On your source file server, use the 1icense command to check that the sv_ontap_pri and sv_ontap_sec licenses are available for the primary and
secondary file servers respectively.

2. Enable SnapVault on the primary and secondary file servers as shown below:
options snapvault.enable on

3. On the primary file server, set the access permissions for the secondary file servers to transfer data from the primary as shown in the example below:
options snapvault.access host=secondary_ filerl, secondary filer2

4. On the secondary file server, set the access permissions for the primary file servers to restore data from the secondary as shown in the example below:

options snapvault.access host=primary filerl, primary filer2

INSTALLING DATAFABRIC MANAGER

e The Data Fabric Manager (DFM) server must be installed. For more information, see Setup the DataFabric Manager Server.
o The following must be configured:
O Discover storage devices

O Add Resource Pools to be used for the Vault/Mirror storage provisioning

CONFIGURATION

Once you have the environment setup for using SnapVault and SnapMirror, you need to configure the following before performing a SnapVault or SnapMirror
operation.
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CREATE STORAGE POLICY

Use the following steps to create a storage policy.

1. e From the CommCell Browser, navigate to Policies.
e Right-click the Storage Policies node and click New Storage Policy.

2. Click Next.

e Specify the name of the Storage Policy in the Storage Policy Name box.
e Select Provide the DataFabric Manager Server Information.
e Click Next.

4. e In the Library list, select the default library to which the Primary Copy should be
associated.
It is recommended that the selected disk library uses a
LUN from the File server.
o Click Next.
5.

e Select a MediaAgent from the MediaAgent list.
e Click Next.

CommCell Console.

Fle View Took Windows Help

ER=REIE YRR

24 CommCell Browser E @ Storage Policies x
Wy chaval-2008 Al @ dnavaiz00 > [ Poicies > B Storage Policies >
Clint: Computer Groups
Cllnt Computers Hame Trpe No. of Streams Mo, of Copies | Increment:
) Security % A-GDSP Global Dedupii.. 1 1
§9 Storage Resources S E 1
Pﬁ“fs‘“ iorpel % A-Sp-DFM  Standard 10 3
(i Replcaton Polcies o Commer,., Disastor Reco... 1 2
2@ Storage Policier) 1 GDSP. Global Dedupl.1. 1 2
D Qiew Storage Foliy D 3 fiobal Dedugi... 1 1
‘& o iew Gobal Deduplcation policy  [1o03 08Bl 1 !
{1 ASP-DFM Flobal Dedupli... 1 2
G Conmsery|___ Sublient Assodaions e .
g cose g PGDSP Global Dedupi... 1 1
8 GOt s PK_Req_D... Standard 10 2
g ¥ PKGDSP  Global Dedupl... 1 1
8 GDSP_JunlLu B
oraw PRSP bo .. Standerd 1 2
8 PaDSP B Pewsp  Standard 10 2
{1 PK_Reg_Dedup_sP %) PSP_to_G... Standard 1 3
g PRGDSP %) 5p-GDSP-,., Standard 1 1
8 PSP _to_6D5P ~| B suseepa  Standard 10 3
o Pnewsp e et Standard 10 2
Creale Storage Policy Wizard X

What will this storage policy be used for?

Storage Policy Type
(@) Bata Brotection and Archiving

() CommServe Disaster Recavery Backup

Press Next to continue.

Create Storage Policy Wizard 5]

Please enter the storage policy name

Storage Policy Name: | MetApp_Snapstorags|

Provide the DataF abric Manager Server [nFDrmatmD

Press Next o continue.

Please select a library to be the default library
for this primary copy

Library:

Press Mextta continue.
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Create Storage Policy

Please select a MediaAgent for this copy

Mediatgent:

Press Mextta continue.

6. Click Next.

Create Storage Policy Wizard X

Please enter the streams and retention
criteria for this policy

Humber of Device Streams:

Chaose the Primary Copy's Aging Rules:

iDatadgent Backup data
Infinitef l:lj l:lj
[ =l

Data ArchivefCompliance Archiver

Irfinite I:H

7. Click Next.

Create Storage Policy Wizard

Do you want to enable Deduplication for the
primary copy?

Deduplication
@® Yes
Enable Client Side Deduplication

Ome

Press Nextto continue

e Verify Name and MediaAgent Name.

e Click Browse to specify location for Deduplication Store.

Please specify the location to store the
e Click Next. Deduplication Store

Create Storage Policy

®

Hame: SIDB_MetApp_snapstor

Deduplication Stare Location:

Mediasgent Name | dhaval-2008 v

Press Nextto continue

Provide the DataFabric Manager server information.
o If a DataFabric Manager server exists, click Select to choose from the drop-

3 Flease select/add the new DataFabric Manager
down list. information?
o If you want to add a new DataFabric Manager Server, click Add.

e Click Next.

DataFabric Manager

) Select

10. Click Finish.
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The new Storage Policy creates the following:
e Primary Snap Copy, used for local snapshot storage
e Primary Classic Copy, used for optional data movement to tape, disk or cloud.

11.

Create Storage Policy Wizard X

Please review your selections.

>

Name: Netspp_SnapStorage
Frimary Capy: Primary

Library: test

iDataAgent Backup Aging Rules: infinite
Deduplication: Yes (Block Level)
Deduplitation Stare Narme
SIDE_MetApp_GnapStarage_Primary
o Store Location: C1DR

Click Finish to create the Storage Policy

CREATE A SECONDARY SNAPSHOT COPY

After the Storage Policy is created along with the Primary Snap Copy, the Secondary Snap Copy must be created on the new Storage Policy.

1. e From the CommCell Browser, navigate to Policies | Storage Policies.
e Right-click the storage policy and click All Tasks | Create New Snapshot Copy.

2. e Enter the Copy Name.
e Select the Library and MediaAgent from the drop-down list.
e Click Vault/Backup or Mirror protection type based on your needs.

It is recommended that the selected disk library uses a
CIFS or NFS share or a LUN on the File server.

3. e Click the Copy Policy tab.
e Depending on the topology you want to set up, click Specify Source for
Auxiliary Copy and select the source copy.

Copies can be created for the topologies listed in the following table:

CommCell Console.

Fle View Tods Windons Help

5 CommCell Bromser

O E w & T

B | B Aseom x

Default Index Destination

Cient Computer Groups Al @ chaval-2008 > [ Polcies > | Storage Policies > B A-SP-DFM >
lient Computers
& secrity Copy CopyT...| Default...| Medisd..| Default... Scratc.. | Rebsin
%E Storage Resources Prinary  Snap Pri.., Library_disk chaval 2... WA A Infinite
Pelce: 1 Primary(... Primary  Library_disk chaval-2... NiA A Infinite
a0 e st Synchran... Library_disk chaval-2... HiA A Infinite
Schedule Policies
Storage Policies
oywe
B
3 o e
Commzer| 4 AlTasks b R Auciary Copy
{o&s Gosp
View 3
B o Run Media Refresh
& GosPz icnettes Run Backup Copy
8 GOSP Run Content Indesxing
8 xosp
B poosp Run Data Verification
1 PK_Reg_Dedup_SP Create New Copy
1o PraDSP
B v to_cosp 5 (Create New Snapshot Capy
B prevap Chore
& 5P _to_a05P oelte
5 5p-GD5P-tew
8 sussens
o test.
o sty
b tect v
b CommCell Browser
Snap Copy Properties (Storage Policy: A-SP-DFM) X
Assocations Provisioning
General | Retention Copy Policy
Copy Infommation .
Gupy hame: [snapyau Test | )
Active
2

)

Library: [rest
Medahgenti  [dnaval-2008
Drive Pool:

scratch Pool

Frotection Type

@ ValkBackis

O Mirror

|T0 POLOGY SOURCE COPY
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Primary-Mirror Primary
Primary-Mirror-Vault Mirror
Primary-Vault Primary
Primary-Vault-Mirror Vault
Primary-Mirror-Mirror Mirror

Click the Provisioning tab.

Click Refresh to display the DFM entities.

Select the Provisioning Policy from the drop-down list.
Select the Resource Pools available from the list.

Click OK.

The secondary snapshot copy is created.

5. If you are using a Primary-Mirror-Vault (P-M-V) or Primary-Vault (P-V) topology on
ONTAP version higher than 7.3.5 (except ONTAP 8.0 and 8.0.1), perform the following
steps:

e Connect to the storage device associated with the source copy of your topology.
You can use SSH or Telnet network protocols to access the storage device.

e From the command prompt, type the following:
options snapvault.snapshot for dr backup named snapshot_ only
o Close the command prompt window.

It is recommended that you perform this operation on all nodes in the P-M-V
topology.

ap Copy Properties {Storage Po A-SP-D
Associations

General Retention Copy Folicy

Backup Selection

AllBackups

Provisioning

[rwoyoron |
Source Copy

Snap Copy Properties (Storage Policy: A-SP-DFM) 4]
General Retention Copy Policy
Assotiations Frovisioning
DataFabric Manager Name: hwinapp02
1
Refresh DataFabric Manager Entities: ‘.
2
Provisioning Policy: SnapProtect_RAID-DP - '
Resource Pools’
Available: Selected:
scott-mold
shali_cascademirrir_target_hfl
shali_cascademirror_source_hf3
marymirrorL_hiz
imaryvault_hfg
shali_secondarymirror_Hfé
shali_secondaryvaule_hfs Add All =5
Resource Pool Info
Tatal Size:2,52 TE Available Size:961,49 GB
Filer Aggregate Space Status Total size Available Sz ﬂ
mold dey_n_test  Normal 25278 961,49 GB ~
2

CONFIGURE BACKUP COPY

Follow the steps given below to configure Backup Copy for moving snapshots to media.

1. e From the CommcCell Console, navigate to Policies | Storage Policies.
e Right-click the <storage policy> and click Properties.
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e Click the Snapshot tab.

e Select Enable Backup Copy option to enable movement of snapshots to media.

e Click OK.

backup copy operation.

24 CommCell Browsar

Ty
Cllert Computer Groups
58 tiert
1555 Nethpp NAS NOMP
" defaultbackupset
& B pegasis
= 8 Fie system
° B defaultBackupSet
@ venu2
Security
% Storage Resources
Polcies
“ Repiication Policies
85 storage Polcies) 1

2 (g Netipp_Snopstorage )
0 SEERPaeE

B VaukTracker plces
Tl Reports

i Content Director

Storage Policy Properti

3 Coropertes >

2| B vetanp_snapstorace x

@ pegssus > 1B poicies > @ Storage Poicies > & NetApp_Snapstorage >

[ Copyype | oebaubrary | _edahgent_[Defauk Drve o] S
A

frimary(Classic) _ Primary Disklbraryl  pegasus A
Prinary(snsp)  SnepPrimary  Disklbraryl  pegasus Hja Hja
ISnapVault Node Snap Vault Disklbraryl  pegasus Hja Hja

] Cortent | @ Surmary |

T3 20b Controler x
ATkey entroler

view »

Operation | et Com..| Agent Type | _subclent

[5np Backup |1 T

Kl
1 Pause.

T Even vower x |

] Event viower

Running: 0 Pending: L Waking: 0 Queued: 0 Suspended: 0 Total Jc

Severty |_EventD | 3bD | owe e | e
@ 221222/2010 11:16:51 JobManager _ pegasus
a 301 2212/22/2010 10:56:41 JobManager  pegasus

: NetApp_SnapStorage [x]

General | Copy Pracedence | Associatad Subdlients Snapshet | Security | Advanced|
riabls Batkup Co

[ Snapshots Created On and After  [Wed 122212010 |,
I Defer Backup Copy for [0 dayta)

Selection Rule

& Al Backups

" choose the Backup Selection Rule: Advanced |

Source Snap Cop

I~ Speclfy Source For Backup Copy: -

e Select Specify Source for Backup Copy.
e From the drop-down list, select the source copy to be used for performing the

ok | e | hee |
Storage Policy Properties [x]

General | Copy Precedence | Associated Subclients  Snapshet | Security | Advanced |
¥ Enable Backup Copy

[ Snapshots Created On and After  [Thu0i/0siz0ll
I~ Defer Backup Copy for 04 dayis)

~Selection Rule

& Al Backups

£ Choose the Backup Selection Rule: advenced. |

“Source Snap Cop

¥ sSpecify Source fior Backup Copy: -

Frimary(snap)
waul from primary

-

OF I Cancel

Help

SETUP THE ARRAY INFORMATION

The following steps describe the instructions to set up the primary and secondary arrays.

1.

e From the CommCell Console, navigate to Tools | Control Panel.
e Click Array Management.
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_ CommCell Consolo

e Al @ daval2o0s > B oles > @ stor > 8 ASPOFM > nD@
d va ‘Source. %
D ‘@ 1
. s stone
e 2 ®
ol ooy
o
3 oo 4 .a
B oo = L 2]
L
=
3= B
B e o 5 = 8
% s I sl
2| (& Content| @ Surwmary
2. Click Add.
Control Host Mame User Mame Snap Yen..  Type Description ¥ Add
hwinapp02  admin Netapp DataFabric Manager Al —
==
3. e Select NetApp from the Snap Vendor list. Array Management [g|
e Specify the name of the primary file server in the Name field.
The name of primary file server may be different in the DataFabric Manager, 1 (5nap vendor |NetADD VD
CommServe, MediaAgent and other entities, but it should resolve to the same IP 2
address. However, if you plan to create a Vaut/Mirror copy, ensure the IP address me | |
of the primary file server resolves to the primary IP of the network interface and control Hast | |
not to an alias.
3 -
: . . User Mame
You can provide the host name, fully qualified domain | |
name or TCP/IP address of the file server. Password | |
Confirm Password | |
e Enter the user access information in the Username and Password fields. ~
- . . Dievice Graou)
e Select File Server, then click Primary for the array type. P | |
e Use _the De;criptior! field to enter a Qescription about t_he entity. This description Use devices anly From this device group
can include information about the entity's content, cautionary notes, etc.
e Click OK. Type:
() DataFabric Manager
Drescripkion
[ (o] 4 ] [ Cancel ] [ Help ]
4.

e Click Add again to enter the information for the secondary array.
e Specify the name of the secondary file server in the Name field.

The name of secondary file server may be different in the
DataFabric Manager, CommServe, MediaAgent and other
entities, but it should resolve to the same IP address.

e Enter the user access information in the Username and Password fields.
e Select File Server for the array type.

e Use the Description field to enter a description about the entity. This description
can include information about the entity's content, cautionary notes, etc.

e Click OK.
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SEE ALSO

Import Wizard Tool

Array Management

Control Host Name User Nsme  Snap Ven... | Type Description | ¥ add
hninapp02  admin Netipp DataFabric Manager ~
mold root Netfpp File Server Edi:
Array Management Delete
Snap Vendor 3 M| | ustsnas

Confirm Password I:l

Use devices orly from this device group

Type:

Tlprimary

O DataFabric Manager

Deseription

Provides the steps to import the configuration details of the DataFabric Manager server into the Simpana software.
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SnapProtect’ Backup - Nimble

PREREQUISITES

e From the Nimble storage array console, ensure that the Access Control Entry for the m:;i:::.‘;w., Voume Sze
client initiator group is set to Volume and Snapshots. i et e e

e In case you are using a proxy computer for SnapProtect operations, add the initiator e
group for the proxy computer and set the Access Control Entry to Snapshots Only.

e Ensure that a temporary LUN is allocated to all ESX Servers that are used for snapshot Aoy to
operations.

Alow unrestricted access.

© Limt access

Protecton  Access

« Pravious | MNext »

f you are using volumes that alow simutaneous mutiple
intiator access (such as Viware VMFS or Microsoft
Cluster Server), enable this feature. Serial access from

Vowme & Snapshots | v

] Limt access to ISCS! intistor group  Smagent0s

Authenticate using CHAP user name  None

SETUP THE ARRAY INFORMATION

oK Cancel

save Cancel

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

| murphy - CommCell Console

1. :
e From the CommCell Console, navigate to Tools | Control Panel. PR
e Click Array Management. FFHSEUED wige
£ Cornel Eronss 7 & nucty X What'snew? x
Ay sy
] conCorozr s x|
0 ticoms » e
- () Seaurly 7 )
* g Steraga Rescurces - ecundan: d
58 i AR s s s e
2 _‘ Repots Corfuration
{4 Content Diecto
oy |
Audi: Trai Eiling Zocfigration
H ﬂ Medatge
OGN st cusor s
B @ ]
Data Interface Pairs DR Eaccup Sektings E-Mail & I'S Covigration
OHdha
0 ] 1
[} [ VRPN BHGS muphy  B5t s adni] Fasloggeden,

2. Click Add. Array Management X
Control Host Name UserName | Snop Vendor...| Description B
fidk. het commvault.com  5001438002.., het\administr.,. HP EVA "
172,19.66.22 grpadmin Dell Equallogic
172,19.125.226 £000279 admin IEM 3T
172,19.66.91 APMOODE340,., admin EMC CLARGON
172,19.66.69 10881 system HDS.

1721071 24 MR 263 addemin. TEM YTV b

3. o Select Nimble from the Snap Vendor list.

e Specify the Data IP Address of the array in the Name field.
If you have more than one Data IP Address configured,

you will need to add the array information for each of
the configured Data IP addresses.

e Enter the Management IP Address of the array in the Control Host field.
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Array Management

1 Snap Yendor i

2@ame
3@m’ol Host

User Name

Canfirm Password

Password I

Device Group

[~ Use devices only from this device group

~ Type:
% File Server,
I~ | Frimary:

{~ DataFabric Manager

~Description

(o4 Cancel | Help |
For reference purposes, the screenshot on the right shows the Data IP Address and £ Nstwork Addvesses =X
Management IP for the Nimble storage device. AAGEMENT 8 DISCOVERY
Management IP 1P Address Subnet Mask
iSCSI Discovery IP IP Address Subnet Mask
Default Gateway 172191081
oara

At least one interface must be configured to allow management network traffic. At least one interface
must be configured to allow data network traffic. Select an appropriate MTU to match the speed of
your network.

{Mame _Status _Type DatalP Address _ SubnetMask  MTU Bytes

e Data only v| 17219108100 oss2ss2s20  [swnderd |v| (1500
w2 Bl ossony v| 1210008101 2ss2ss2s20 [swndera |v | 1500
e WM otcontgures |v sundora || 1500
end B iotcontured |v Standard || 1500
DlAGHOSTICS

Diagnostic IP addresses are required for troubleshooting and technical support purposes in the
event that a controller is not reachable through the management IP address. These IP addresses
must be placed on the Group Management subnet.

1P Address Subnet Mask
Controller A Diagnostics ~ 17219.108.103 2552552550

Controller B Diaanostics  1721.108.104 2552552550 4

e Enter the access information of a user with administrative privileges in the
Username and Password fields.

e Use the Description field to enter a description about the entity. This description
can include information about the entity's content, cautionary notes, etc.

e Click OK to save the information.
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Array Management E

Snap Yendor Mimbls -

Marme I

Zonkral Host

|

User Mame

Password I

Zonfirm Password I

Device Group I

[~ Use devices only From this device group

— Type:

= File Server
[~ Brimary

" DataFabric Manager

—Description

[al'4 Zancel | Help |

|« Previous | Mext » |
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Getting Started - VMware Backup

| € Previous | Mext » |

PERFORM A BACKUP

After configuring your Instance, Backup Set and Subclient, you are ready to perform your first backup.

The following section provides step-by-step instructions for running your first full backup of a single virtual machine immediately.

1. e From the CommCell Console, navigate to Client Computers | Virtual Server.
e Right-click the Subclient and click Backup.
2. e Select Full as backup type and Immediate to run the job immediately. Backup Options for Subclient: dafault X
. Backup Options
e Click OK. poree |
Select Backup Type Job Initiation
1 z
O Incremental Run this job now
) Differential () schedule
(©) Synthetic Ful Configure:
PRun Incremental Backup
Before Synthetic Full
After Synthetic Full
3 (o J) Comcel | [Codvanced | [ [Bseveps st | e |
3. You can track the progress of the job from the Job Controller window of the e a
CommCell console.
o it
4 0 iob i let . the detail f iob fi the Back Hist A Comncel rowser . X[ 8 scedies x |
. nce job is complete, view the details of job from the Backup History. s | e o, ©, Qe conpusrs > B pros. > B ez o B Foien o aeotEadunee
. . - . o e s Saiin I oo I oo
Right-click the Subclient and select Backup History. s ) T o
Et Jot Trrer
B oo
o
L o [ eaoriior 52 ]
% oo B B
& @ Vohmelevelwika e —
o
o o Type || Sbdrt | bTope | e[ Swapepuc]

5. Click OK. M

Backup Type

@ all O Ful ) Differential
O Incremental (O Bynthetic Ful

Job Status

@ al () Completed ) Failed O killed

[ Specify Time Range

Start Time End Time

[ eT— [T ET—

\ =N =]
ok | [ cancel | [ Advanced | [ Heln

6. You can view the following details about the job by right-clicking the job:
e Items that failed during the job
e Items that succeeded during the job
e Details of the job
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Job Cantroller

e Events of the job o
e Log files of the job ¥ | 3on | operaion | E Fragess
o Media associated with the job

Reame
W
Charce Prorty
i ven:
Siewlogs

Serdlcc Fes

4
Nkase Bhym R
e it
/B ertvewer x e qrs
Everk Vever Delete bt 04
sy |Ben | k| 2w Fragin iy et 3
W D@D N S o o 5] crt=3 in eyt Age Type i S S o
a i SRR B9 Tk ot bk ecuet et Clst pr,Apesion T s S
2 P Lt et P e 07 20 e Tona i jJ
¢ i
it Medaanfece

WPause | Flajing  Tfcrmaion, ircr, Yeior, Critce e

etscs, oo vt com | acnin |

ous | Mext » |
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Getting Started - Vault/Mirror Copy

« Pravious | MNext »

SKIP THIS PAGE IF YOU ARE NOT USING NETAPP WITH SNAPVAULT/SNAPMIRROR.

Click Mext » to Continue.

INITIATE VAULT/MIRROR COPY

Follow the steps to initiate a Vault/Mirror copy.

1 . . L. & Comncel rouser 51 Nethpp snapstorage x |
. e From the CommCell Console, navigate to Policies | Storage Policies. e [ Ao o > 1 k> 8 o >
. . . . - 588 Gt Comts Copy | ConvType [ Defoklbrary | _Meongert_[oefout ive..]_Saothrool

e Right-click the <storage policy> and click All Tasks | Run Auxiliary Copy. 1 P ey Dt WA i
(=1 E NetApp NAS NDMP [primary(Snap)  Snap Primary DiskLibraryl pegasus NA NA
g e Fromtmcer opvar” oathant e WA "

28 v

- o

= Replcation Polces
[ Schecule Plcies

8 Storage Poiced 1

o CommserveDR(pegasus) [EGontert] @ summary
2 (g ethpp_snapstorag
B0 S s 0 P D)
Bt VoukTocor Pl
& View 4 Run Media Refresh
-l Reprts e —
[ {§ Content Director i ndne Run Backup Copy et Type | Subclent | Job Type. Phase | Storage
Run Content ndexg
FunDutavrfcstion
GroatoNowCopy
GresteNowsnapshot Copy
« G —
Wea] oot 0 Watig: 0 Queued 0 Suspended 0 Total bas 0 ob St
/T vt vower x
A vt vower
[ty |_ewet> | %6 | owe Progan | _Corpusr_| B
= = IO 0TAIDS Tavneges e 19083
a = 5 12007019 st o 73
—— 0 P 5122000 s oocs 19500

e Select the desired options and click the Job Initiation tab.

General I Job Initiation |

o Select Schedule to configure the schedule pattern and click Configure.

Select a Starage Policy INetAppjnapStorage LI

Select Source Mediafgent |<AN\‘ MEDLAAGENT = ;I

Copy Selection

& all Copies

™ Select A Copy LI

Mumber OF Readers

 Number OF Streams I lﬂ

& Allow Maximum

I start New Media
I~ Mark Media Full On Success
I~ wse Most Recent Full Backup For Aoy

I~ wait For All Parallel Copy Resources

gOK I Cancel I Advanced | @SaveAsScr\pt | Help |

Schedule Details

Schedule Mame ]

3. e Enter the schedule name and select the appropriate scheduling options.
e Click OK.

£ One Time Start Time : =
The SnapProtect software will call any available DataFabric Manager APIs at the oo T

start of the Auxiliary Copy job to detect if the topology still maps the configuration.  wieekly
7 Monkthly
o Yearly

oK Cancel Help Options >

Once the Vault/Mirror copy of the snapshot is created, you cannot re-copy the same
snapshot to the Vault/Mirror destination.

« Pravious | MNext »
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Getting Started - VMware Snap Movement to Media

« Pravious | MNext »

SKIP THIS PAGE IF YOU ARE NOT USING A TAPE DEVICE.

Click Mext » to Continue.

BACKUP COPY OPERATIONS

A backup copy operation provides the capability to copy snapshots of the data to any media. It is useful for creating additional standby copies of data and can
be performed during the SnapProtect backup or at a later time.

INLINE BACKUP COPY

Backup copy operations performed during the SnapProtect backup job are known as inline backup copy. You can perform inline backup copy operations for
primary snapshot copies and not for secondary snapshot copies. If a previously selected snapshot has not been copied to media, the current SnapProtect job
will complete without creating the backup copy and you will need to create an offline backup copy for the current backup.

1. e From the CommCell Console, navigate to Client Computers | <Client> |
<Agent> | defaultBackupSet. Backup Options
e Right click the default subclient and click Backup. Select Backup Typs J0b Titatin
e Select Full as backup type. g 2

i O Incremental Run this job now
e Click Advanced.

© Diferential O Schedule

3 Synthetic Ful

3

4 ([ o | comcel J(Cotvanced )| (@ sove ps s | o |
2. e Select Create Backup Copy immediately to create a backup copy.

Data | Startup | Job Retry | Media | Data Path | YaulTracking | Alert

Enable Granular Recovery for Backup Copy is
automatically selected. This option allows you to view the
file/folder level details of the backup copy. @ Use shared profie if present with brarsaction logging

() Use shared prafile if present without transaction logging (Mot Recommendad)

Catalog

e If you want to view the file/folder level details of the snapshot copy, select Enable
Granular Recovery.

e Click OK.

() Use Transaction logging

() None

eate Backup Copy mmediately;
Enable Grarular Recovery For Backup Copy

Mote: Creation of backup copy depends on the Storag Policy - Snapshot configuration

[] Enable Granular Recovery

‘OFFLINE BACKUP COPY

Backup copy operations performed independent of the SnapProtect backup job are known as offline backup copy.

81 B swewa-spr x [y e im0 2 (1a.. x [B enesoser x [Sh clens senams (Lot

8 serm9 > B Polies > B Swooe Potis > B AP >

1. e From the CommCell Console, navigate to Policies | Storage Policies.
e Right-click the <storage policy> and click All Tasks | Run Backup Copy.

3 Defoit e Podl Seratch Pl
SHAO-COPYSIE-.. PimaryShap  SUPMSONAGL snapam02 N ia

=3 oy Tyoe Detaut vary

& 1
e

8 CHAD SPL

e Select Start new media to copy the data to a different tape or optical media.

e Select Mark media full on Success to mark the media that is used for this
operation after the snapshot copy operation has successfully completed.
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e Click OK. Backup Copy For SNAP X]

Backup Copy Options | 1ab Initiation|

Select & Starage Palicy
Mo of Jobs ko Run :
(&) Mo of Simulkaneous Jabs ta run Elil
() Allow Maximum
Media
[] Start New Madia

[] Mark Media Full On Success

[ £ ox ][ Cancel ][ advanced ][ [ save As Script ][ Help ]

|« Previous | Mext » |
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Getting Started - VMware Restore

PERFORM A RESTORE

« Previous

As restoring your backup data is very crucial, it is recommended that you perform a restore operation immediately after your first full backup to understand the
process.

The following sections describe the steps involved in restoring a virtual machine to a different Virtual Center/ESX Server.

1.

5.

e From the CommCell Console, navigate to Policies | Storage Policies.

e Right-click the <storage policy> and click Properties.

e Click the Copy Precedence tab.

e By default, the snapshot copy is set to 1 and is used for the operation.
You can also use a different copy for performing the operation. For the copy that
you want to use, set the copy precedence as 1.

e Click OK.

e From the CommcCell Console, navigate to <Client> | Virtual Server.

e Right-click the subclient that contains the data you want to restore and click All
Tasks | Browse Backup Data.

e Select the MediaAgent that was used during the storage policy creation from the
Use MediaAgent drop-down list. This MediaAgent should be the one you installed
along with the Virtual Server agent.

e Click OK.

e Select the virtual machine under the backup set. Its entire contents will be
automatically selected in the right pane.

e Click Recover All Selected.

Select the Destination ESX Server to which the virtual machine will be restored.

A& conmcel srowser 2

a1 > 0
- Cleerk Computer Groups. a

8 i compirs o @
b P oy
i

LSS
Poles 1

& new-
s B

FI=
& vaktdart] e,y
& O Commtorecor | & Coopets D

H ot B 5

1 vt v
vt e
Soe.. v
° 2071

& Update-test

Whatsrent x

Storage Policy Propertios: Update:test

Copy Precednce
Precedence | Copy Nare s @
n et 8
2 Froary

=)

& ConmCel romser L

(i defaultBackupset x
o 3 nino > @ Clent Computers > B hyperzen_5 > 8 Virtua Server > B Redse

agent s
B sighto_hyperzen 7
CORthpe=n > 4
T4 Fie System

(TS

Redsea

16 defaultBadupSet
x

B nino

B offical_hyperzen_6
restored b_vmi
xenvm12 4

@ Seaity

g Storage Resources
Polces

gl Reports

£ ContentDrector

Clent Computer Groups

Gent Computere 1 SubdentName
2 defeut
£ vm from cach daiasing

Backup

Browse Backup Data D5

List Media

Find

Backup History
Schedules

Delete

Operation Window

Properties

Browse Options
© Browse the Latest Dats

Specify Browse Time

(GMT:

Client Computer: [ proxy6
Use MediaAgent
Show Deleted Items

1000 4

Type of Intended Restore

Page Size:

Individual files/folders

Entire Yolume

) Container Restore (choose this for restoring fils like vmck{vhd or entire guest 05)
Note: Select entire Virtual Machine for Virtual Machine Restore

<ANY MEDIAAGENT > -

Cancel

Cx I

Advanced | [ List Media Help

4 chen
et e e

b snckorz ko . ¢
)
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6.

Select the Datastore to which the disk will be restored.

If the selected datastore does not meet the minimum requirements needed to restore
the virtual machine, you can repeat this step until an acceptable datastore is found.

e Enter the VM Name for the virtual machine.

Ensure that you provide a fully qualified name for the virtual machine. Entering an

IP address will cause the restore operation to fail.

e Click OK.

You can monitor the progress of the restore job in the Job Controller window of the

CommCell Console.

Festore Oations ‘or All Selected ltems

Geners! | ab Intaton

Restore as

Desthaton dient [hyperzen_5

s s

Restore nplace

ond ok p— ? oease e toResosce gy
| o]

- SNAP-IMB. vk
=

VetialMechine Confiration
[[] Foer ON Vriue Nadrine Afer Restore

L 3 3 Close.

Dskprovsinng: [ +

Tiarsportods: [Auto v,

e —— E=

Restore Options for All Selected ltems

General | Job Intiation

Restore as
1 (@ Vil Nachnes) O Vitual Machine Fles

Destination dent [hyperzen_5

Centr fprn
[F] Restore in pace.

W ard Dis Rename VM as EsKserver 2(Data store ") add 1o Resourze PoolfvApp

7368 nteral mESK

5 Smalv_10_Autot esx.commaultcom
- Snallvi_1o_Auto 79068 nteral mESK
- SnallviI_1o_Auto 790G nteral mESK

[75¢ GB nteral on ESx
sce0s.

Virtus Mechine Configuration
[[] Fomer ONVirtal Machine After Restore
[[] Unconditonall overite VM ith the same name
DiskProvsionng : [Trck
Trarspor:Mode: (Ao v

Restore Options for All Selected Items

General | J0b Infiaton|

Restore as

1 © Vrtuslachne Fes

Destination dent |hyperzen_5.

wcentr e

(7] Restore inplce:

W and ek RemeWas 2 Estsever Dotastre Add o Resource Pclfion
70 nemdonES

0@ nemaonES v
TG nemdnES

-SmalVM_10_Auto.
-SmalvM_10_Auto,

VitualMachine Configuration
[T Power ON Vetual Machine Afer Restore:
[ uncandtionaly averwrite M with the same name
DiscProvisoning : [Thick +
Tronsporthode: (Ao v

=== .
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ERET
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9. Once the virtual machine is restored, it is automatically mounted to the virtual = ¥ MEELADRI
center/ESX Server you selected. = [ DC Under Falder

= [y wsaDC
[ ESx under Folder
m E ESX Server 1

e server 2

LT3 128_afterInc and upgrade
512 _disk_afterIn and upgrade
SUpgradeTest_disk_128
SUpgradeTest_Yalume
Bham_Winzkar2vm
black
deleteme_usersnap_bkp_rest_Bal ¥M
duplicate_withoutsnapshat
dUPLICATE-ASHWIN-TEST_BADYM
dupVMDK_diffd3_withSnapshat_BaDYM
dupYMDKrestl_S0_BAD Y
GUIoverridetest_officialPatch
resdt after upg_deleme
rest_128_beforeupgrade
rest_512_beforeupgrade
rest_defaultport_Bh
rest_oveetidequifix_to esxdirectly

HOHHHHHHHHHEHEHHEHE

CONGRATULATIONS - YOU HAVE SUCCESSFULLY COMPLETED YOUR FIRST BACKUP AND RESTORE.
If you want to further explore this Agent's features read the Advanced sections of this documentation.

If you want to configure another client, go back to Setup Clients.

« Previous
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Deployment - Microsoft Exchange Database Agent

Choose the appropriate installation procedure as described in the tables below.

EXCHANGE SERVER 2010

SERVER SETUP INSTALLATION PROCEDURE

64-bit Exchange Server Install the 64-bit Exchange Database Agent on Exchange Server 2010 or 2007

EXCHANGE SERVER 2007

SERVER SETUP INSTALLATION PROCEDURE

64-bit Exchange Server Install the 64-bit Exchange Database Agent on Exchange Server 2010 or 2007

64-bit Exchange Server - Cluster Install the 64-bit Exchange Database Agent on Exchange Server 2010 or 2007 - Clustered Environment
EXCHANGE SERVER 2003

SERVER SETUP INSTALLATION PROCEDURE

Exchange Server Install the Exchange Database Agent on Exchange Server 2003

Exchange Server - Cluster Install the Exchange Database Agent on Exchange Server 2003 - Clustered Environment
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Getting Started - Install the 64-bit Exchange Database Agent
on Exchange Server 2010 or 2007

« Previous | Mext »

Follow the steps given below to install Exchange Database iDataAgent on one of the following:

® 64-bit Exchange Server 2010
e 64-bit Exchange Server 2007

WHERE TO INSTALL BEFORE YOU BEGIN

The Exchange Database iDataAgent can be installed directly onto the Exchange Server. This

method is referred to as an on-host installation and is useful if you want to preserve hardware DOWnload Software Packages )
resources. Download the latest software package to perform the install.

SnapProtect Support - Platforms

Make sure that the computer in which you wish to install
the software satisfies the minimum requirements.

INSTALL THE EXCHANGE DATABASE IDATAAGENT
Use the following procedure to directly install the software from the installation package or a network drive.

1. Log on to the computer using an account with the following privileges:
e Administrator of the local computer
e Administrator of the Exchange Server

2. Run Setup.exe from the Software Installation Package.
3. Select the required language.
Click Next.
Select the language you will use during installation
4. Select the option to Install Calypso on this 64-bit computer.
Your screen may look different from the example shown.

= Install Software on this B4-hit computer

= Atvanced options

€ View Install Quick Start Guide (Requires Adobe Acrobat Reader)
2 Install Adobe Acrobat Readsr

S Exit

5. Select I accept the terms in the license agreement.

Click Next.
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6. e Expand Client Modules | Backup & Recovery | Exchange, and select
Exchange Database iDataAgent.
e Expand Common Technology Engine | MediaAgent Modules, and select
MediaAgent.
e Expand Client Modules | ContinuousDataReplicator, and select VSS Provider.
e Click Next.
7. If this computer and the CommServe is separated by a firewall, select the Configure
firewall services option and then click Next.
For firewall options and configuration instructions, see Firewall Configuration and
continue with the installation.
If firewall configuration is not required, click Next.
8. Enter the fully qualified domain name of the CommServe Host Name.
Click Next.
Do not use space and the following characters when specifying a new
name for the CommServe Host Name:
\I" ~@#$%N8*()+=<>/?,[1{}:;"
9. Click Next.

License Agreement

Please read the following License Agreement. Press
the PAGE DOWN key to view the entire agieement.

~
End User License and Limited Warranty Agreement
Software Release 9.0.0
(including Microsoft® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)
NP D D VR b4
" 1 accept the terms in the license agreement.
" | do not accept the terms in the license agreement.
Installer
<Back | MNew> | Cancel |

Installer.

Select Platforms
Select the platforms you want to configure.

= Q A | Move the pointer over a
= © Common Technology Engine platform name to see a
desciiption of the platform and
+ @ CommServe Modules s W T bo
# 0 CommCel Console disabled.
+ @ Mediadgent Modules
= Q2 Clent Modules :
¥ O Backup & Recovery DiskSpace
# 2 Content Indesing and Search (Req/Recommended)
# 02 Web Based Search & Browse Installation Folder:
# Q1 Archive Management 0MB/ 0MB
+# Q1 ContinuousDataReplicator )
+ 02 SAM Temporary on C: drive:
+ 02 Supporting Modules R
# Q2 Tools v
e Special Registy Keys In Use
I Install Agents for Restore Only <Back | | cancel |

Installer.

Firewall Configuration
Configure firewall services

If there is a firewall between this machine and the CommServe, configure firewall services below.

I™ Configure firewall services

“

Installer

Installer %]

CommServe Name
Specity the CommS erve computer rame and host

Comméerve Client Name

CommServe Host Name
[Enter a walid, fuly-qualfied, IP host name; for example:
myeampuler. mycampany. com]

[mpcamputer mpcompany. com

Installer

< Back Next > Cancel
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10. Select Add programs to the Windows Firewall Exclusion List, to add CommCell
programs and services to the Windows Firewall Exclusion List.

Click Next.

This option enables CommCell operations across Windows firewall by

adding CommcCell programs and services to Windows firewall exclusion
list.

It is recommended to select this option even if Windows firewall is
disabled. This will allow the CommCell programs and services to function
if the Windows firewall is enabled at a later time.

11. Click Next.

It is recommended to select the Download latest update pack(s) option to
automatically install the available updates during installation.

12, Verify the default location for software installation.
Click Browse to change the default location.
Click Next.

e Do not install the software to a mapped network drive.

e Do not install the software on a system drive or mount point that will
be used as content for SnapProtect backup operations.

e Do not use the following characters when specifying the destination
path:

Jix2n <> | #

It is recommended that you use alphanumeric characters only.

13. Select a Client Group from the list.
Click Next.

This screen will be displayed if Client Groups are configured in the
CommCell Console.

Installer g|

Communication Interface Name
Setup wil configurs the communication paths.

Select a client name

=

Select an interface name that this computer will use to
communicate with the CommServe

audi. mycompany. com j

P Address{es for the selected host,

Installer

< Back Newt > cancel |

Windows Firewall Exclusion List

Allow programs to communicate through Windows
Firewa

Windows Firewall is ON

[V Add programs to the Windows Firewall Exclusion List

1f you plan on using Windows Firewall it is recommended to add the software programs to the
exclusion ist

Installer

<Back [ New> | Cancel |

Installer E|

Download and Install Latest Update Packs

Download and Install the latest service pack and post
pack fiom the software provider website.

I~ Download latest update pack(s)

Wake sure you have intemet conriectivity at this time. This process may take some tmne
depending on download speed

Irstaller

< Back Wt > cancel |

Installer g|
Destination Folder
Select the destination folder ta instal the program files.

Click Next to acoept the default location, or click Browse to choose an altenate location.

Destination Folder

Browse

Drive List Space Required ¢ Recommendad
C S2EME - 1394 ME /1670 MB

Installer

< Back Nest > Cancel
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staller

Client Group Selection
Select a cliert group for the client

The Client Group is alogical grouping of client machines
wihich havs the same associations at various lsvels ke
Schedule Policy, Activity Cantiol. Security and Reports

Client aroup:

Wene Selected
client_gioup

Installer

< Back Hewt s cancel |

14. Click Next. Installer, El
Schedule Install of Automatic Updates

Chaose when you want to schedule an install of the
downloaded updates

¥ Schedule Install of Automatic Updates

" Once
Time: 083112 FM

 ‘Weskly
* Monday  Tussday
© ‘Wednesday © Thursday
 Friday " Satuday
© Sunday

Installer

< Back Wt > concel |

15. Select Yes to stop Removable Storage Services on the MediaAgent. taller 3]
A Removable Storage Service
Cl ICK Next. L_he;!edmuvable Storage service must be stopped and

This prompt will not appear if Removable Storage Services are already
disabled on the computer.

The Removable Storage servios must be stopped and disabled. This is required for correct
functioning of the Madiadgent

Do you want ta stop and disable the Removable Storage service?

(= i3, siap and disable the Hemavable Siorags Service

€ No. | am using Removable Storage Manager [ASM]

Installer

< Back Hewt s cancel |

16. Click Next. Installer El

Select Global Filter Options
Select the Global Filter Options for the Agent,

Global Fiters provides the abilky to set exclusions within a CommiCel to fiter out data fom data
protection operations on all agents of a certain type.

@& Use Cell lvel policy
" Always uss Global Fiters

" Do not use Global Filters

Irstaller

< Back Next » Caricel

17. Select a Storage Policy.
Click Next.
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Installer g|

Storage Policy Selection

Select a starage policy for the default subclient to be
backed up.

I Configure for Laptop or Deskiop Backup

Select a storage polioy from the pulldown list

Installer

< Back Hewt s cancel |

19. Select the backup type for Exchange Database backups. Choose either of the Installer X

following options, then click Next. Exchange Backup Options
o Differential - Specifies that each non-full Exchange Database backup secures all Flease select a default backup type

data that has changed since the last full backup. Transaction lobs are not purged.
e Incremental - Specifies that each non-full Exchange Database backup secures € Differenial Backs up changes b the Infarmation

only that data that has changed since the last backup of any type. Committed i 2nd Dipctow Seice shos thelast

transaction logs are purged. bansactioniogs

& Incremental Backs up changes in the Information

Store and Ditectoy Service since the last
Full backup or Incremental backup. The
cammitted Iransaction logs are then

purged.
Installer
< Back Next» concel |
19. Enter the user credentials to access the Exchange Server to perform the backup I
operation, Enter Administrator account information

Enter Sdministrator account information

e The User Account must have Exchange Administrator privileges.

e The installation detects the domain name. If necessary, you can Pl
modify the domain name by specifying Windows domain that the |
Exchange Server resides in.

Account Password:

Domain
|E><EH

20, Click Next

Summary
Summary of install selections

Setup has enough information to start copying the program fies. If you are satisfied with the
install seftings, ick Next to begin copying fles.
The folowing software will be installed - -
+ Medighgent
+Windaws File Sustem Datadgent
+ Euchange Dakabase iD atabgent
+ %55 Provider

Destination Path = C:\Program Files
CommServe Host = mycanmputer mycompany. com
Interface Mame = audi.mycompany. com

Client =audi

Job Results Path = C:\Program FilestJ obResults
Global Filkers = Use Cell level policy

Irstaller

< Back Nest cancel |
21.  The install program displays a reminder to verify that Circular Logging is disabled [ svater |

before performing any database backup operations. To verify that Circular Logging is o

h i Please verfy that Orcular Logging is dsabled before performing any database
dlsabled: ﬁ.) backup oper ations.
e From Exchange System Manager, navigate to and expand the server that the

Database iDataAgent is being installed on.

e Verify that the Circular Logging check box has not been selected for each Storage
Group. If Circular Logging has been enabled for a Storage Group, disable it at this
time.

Click OK.
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22, Click Next.

23. Click Finish.

Installer

Schedule Reminder
Job schedule creation remindsr

Flease note:

*fou stil nesd to create a Job Schedule for sach iDatatgent that has been installed on
iz client computer.

Jab Schedules are required to allows the iD atabgents 1o perfom automated backup
and restore operalions,

Job Schedule creation can be accomplished through the CommCel Console
administration interface.

Installer

X

Installer

Completion Report
Setup complete

X

Software installation completed successfully.

Wigit the website below to download latest Updates and Service Packs.

Click Finish to complete Setup.

Irstaller

Technical Support Websits

ous | Mext » |
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Getting Started - Install the 64-bit Exchange Database Agent
on Exchange Server 2007 - Clustered Environment

« Previous | Mext »

Follow the steps given below to install the 64-bit Exchange Database iDataAgent on Exchange Server 2007 in a clustered environment.

WHERE TO INSTALL BEFORE YOU BEGIN

The Exchange Database iDataAgent can be installed directly onto the Exchange Server. This

method is referred to as an on-host installation and is useful if you want to preserve hardware DOWnload Software Packages )
resources. Download the latest software package to perform the install.

SnapProtect Support - Platforms

Make sure that the computer in which you wish to install
the software satisfies the minimum requirements.

INSTALL THE EXCHANGE DATABASE /IDATAAGENT

1. Log on to the computer using an account with the following privileges:
e Administrator of the local computer
e Administrator of the Exchange Server

2. Run Setup.exe from the Software Installation Package.
3. Select the required language.
Click Next.
Select the language you will use during installation.
4. Select the option to Install Calypso on this 64-bit computer.
NOTES:

e Your screen may look different from the example shown.

= Install Software on this 64-bit computer

= Advanced options

€ View Install Quick Start Guids (Requires Adobe Actobat Rleadsr]
€ Install Adobe Acrabat Fieader

S Exit

5. Click Next

Welcome

The Installer wil guide you thiough the
setup process for Software

This program willinstall Seftware an your camputer.

It iz strongly recommended that you exit all Windaws programs before running this
Setup program.

Click Gancel to quit Setup and then class any programs you have runing. Click
Mext to cantinue with Setup.

WARMING: This program is protected by capyright law and intemational reatiss
Unautharized repraduction or distibution of this program, ar any portion of it, may

result in severe oivil and criminal penalies, and will be prosecuted to the masimum
extent possible under the law

Installer

6. Click OK.
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7.

8.

9.

10.

11.

Select I accept the terms in the license agreement.
Click Next.

Select Configure a Virtual Server.

Click Next.

Select the disk group in which the virtual server resides.

Click Next.

Expand Client Modules | Backup & Recovery | Exchange, and select

Exchange Database iDataAgent.

Expand Common Technology Engine | MediaAgent Modules, and select

MediaAgent.

Expand Client Modules | ContinuousDataReplicator, and select VSS Provider.

Click Next.

If this computer and the CommServe is separated by a firewall, select the Configure
firewall services option and then click Next.

i Itis strongly recommended that any and all wins scanning software be disabled
\,\‘) immediately before continuing with this Software instalation. Failure to do so may result in
filedocking by the vitus scanner and subsequent failure for setup to install its own files.

Click OK once you have disabled them and setup will continue.

License Agreement

Please read the following License Agreement. Press
the PAGE DOWN key to view the entire agieement.

| ~
End User License and Limited Warranty Agreement
Software Release 9.0.0
(including Microsoft® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)
Tea b
" | accept the terms in the license agreement.
" | do not accept the terms in the license agreement.
Installer
<Back | MNew> | Cancel |

Installer g|

Cluster Type Selection
Configure the Physical Node or a Virtual Server

Configuration Option

" Configure the Physical node

" Configure aVirtual sarver

< Back Concel |

Installer g|

Virtual Server Selection
Select the wirtual server you would like to configure

Chaoss from the following list of disk groups
configured on this cluster.

cgack [ mew> | Cancel |

Installer.

Select Platforms
Select the platforms you want to configure.

= Q A | Move the pointer over a
= @ Common Technology Engine platform name to see a
@ CommServe Modules description of the platform and
e reasons why it may be
# 0 CommCell Console cisabled,
+ [ Mediahgent Modules
= ©2 Client Modules —
% 1 Backup & Recovery e apace
# 02 Content Indexing and Search (Req/Recommended)
# [ Web Based Search & Browse Installation Folder:
# 2 Archive Management 0MB/0MB
# O ContinuousDataReplicator )
# G SRM Temporary on C: diive:
# 0 Supporting Modules R
+ 0 Tools v
e Special Registiy Keys In Use
I~ Install Agents for Restore Only <Back e

Page 99 of 742



User Guide - SnapProtect

For firewall options and configuration instructions, see Firewall Configuration and

continue with the installation. irewall Contiguiation

Configure firewall services
If firewall configuration is not required, click Next.
If there is a firewall between this machine and the CommServe, configure firewall services below.

I™ Configure firewall services

5
~
-
Installer
__Next D) Cancel
12, Enter the fully qualified domain name of the CommServe Host Name. Installer X
Click Next CommServe Name

Specify the Commervs computer name and hast
name

Do not use space and the following characters when specifying a new
name for the CommServe Host Name: CommServe Client Mame
A" @ #$9% A& ()= <>/2, (13, ‘
CammServe Host Name

[Enter a walid, fuly-qualfied, IP host name; for example:
myeampuler. mycampany. com]

[mpcamputer mpcompany. com

Installer

< Back Hest > Carcel |

13. Click Next. Installer, El

Communication Interface Name
Setup will configure the communication paths.

Select a client name

=

Select an interface name that this computer will use to
communicate with the CommS erve:

audi. mycompany.com ~|

P Adcess{es) for the selected host

Irstaller

< Back et » concel |
14.  Select Add programs to the Windows Firewall Exclusion List, to add CommCell _

programs and services to the Windows Firewall Exclusion List. Windows Firewall Exclusion List
Allow programs to communicate through Windows
Click Next Fi
ic ext. irewall

This option enables CommCell operations across Windows firewall by Windows Firewallis ON
adding CommcCell programs and services to Windows firewall exclusion
list IV Add programs to the Windows Firewall Exclusion List
It is recommended to select this option even if Windows firewall is 1f you plan on using Windows Firewall it recommended to add the software programs to the
disabled. This will allow the CommCell programs and services to function cichton ft

if the Windows firewall is enabled at a later time.

Installer

< Back I Next > I Cancel

15. Click Next.
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Installer g|

Download and Install Latest Update Packs
Download and Irstall the latest service pack and post
pack from the software provider website.

I~ Download latest update pack(s]

Make sure vou have intemet cannestivity at this time. This process maytake some tme
depending on download spee

Installer

< Back Hest > Carcel |

16. Verify the default location for software installation.

Installer E|

Click Browse to change the default location. "l;ﬂ'"a"ﬂ" Folder
elect the destination folder to install the program files.
Click Next.

e Do not install the software to a mapped network drive.
e Do not install the software on a system drive or mount point that will

Click Nest to accept the default location, or click Browse to choose an altemate location.

. o} Fold;

be used as content for SnapProtect backup operations. setnaton Folder
e Do not use the following characters when specifying the destination [ B |
path:
/ . * —) "o s | # Drive List Space Required / Recommended
C: 928MB - 1394 ME /1670 ME
It is recommended that you use alphanumeric characters only.
Installer

< Back Wt > concel |

17. Select a Client Group from the list. Installer 3]

Click Next Client Group Selection

Select & client group for the clisnt

This screen will be displayed if Client Groups are configured in the
CommCell Console.

The Client Group is alogical grouping of client machines
wihich havs the same associations at various lsvels ke

Schedule Policy, Activity Cantiol. Security and Reports

Client aroup:

Wene Selected
client_gioup

Installer

< Back Hewt s cancel |

18. Click Next. Installer, El

Schedule Install of Automatic Updates

Chaose when you want to schedule an install of the
downloaded updates

¥ Schedule Install of Automatic Updates

" Once
Time: 083112 FM

 ‘Weskly
& Monday  Tussday
© ‘Wednesday © Thursday
 Friday " Satuday
© Sunday

Installer

< Back Next » Caricel

19. Select a Storage Policy.
Click Next.
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Installer g|

Storage Policy Selection

Select a starage policy for the default subclient to be
backed up.

I Configure for Laptop or Deskiop Backup

Select a storage polioy from the pulldown list

Installer

< Back Hewt s cancel |

20. Select the backup type for Exchange Database backups. Choose either of the Installer X

following options, then click Next. Exchange Backup Options
o Differential - Specifies that each non-full Exchange Database backup secures all Flease select a default backup type

data that has changed since the last full backup. Transaction lobs are not purged.
e Incremental - Specifies that each non-full Exchange Database backup secures € Differenial Backs up changes b the Infarmation

only that data that has changed since the last backup of any type. Committed i 2nd Dipctow Seice shos thelast

transaction logs are purged. bansactioniogs

& Incremental Backs up changes in the Information

Store and Ditectoy Service since the last
Full backup or Incremental backup. The
cammitted Iransaction logs are then

purged.
Installer
< Back Next» concel |
21. Enter the user credentials to access the Exchange Server to perform the backup I
operation, Enter Administrator account information

Enter Sdministrator account information

e The User Account must have Exchange Administrator privileges.

e The installation detects the domain name. If necessary, you can Pl
modify the domain name by specifying Windows domain that the |
Exchange Server resides in.

Account Password:

Domain
|E><EH

2. Click Next

Summary
Summary of install selections

Setup has enough information to start copying the program fies. If you are satisfied with the
install seftings, ick Next to begin copying fles.
The folowing software will be installed - -
+ Medighgent
+Windaws File Sustem Datadgent
+ Euchange Dakabase iD atabgent
+ %55 Provider

Destination Path = C:\Program Files
CommServe Host = mycanmputer mycompany. com
Interface Mame = audi.mycompany. com

Client =audi

Job Results Path = C:\Program FilestJ obResults
Global Filkers = Use Cell level policy

Irstaller

< Back Nest cancel |
23.  The install program displays a reminder to verify that Circular Logging is disabled [ svater |

before performing any database backup operations. To verify that Circular Logging is o

h i Please verfy that Orcular Logging is dsabled before performing any database
dlsabled: ﬁ.) backup oper ations.
e From Exchange System Manager, navigate to and expand the server that the

Database iDataAgent is being installed on.

e Verify that the Circular Logging check box has not been selected for each Storage
Group. If Circular Logging has been enabled for a Storage Group, disable it at this
time.

Click OK.
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24.  To install the software on the remaining nodes of the cluster, click Yes. _

To complete the install for this node only, click No. \.:) Wiauld you like to install the software an remaining nodes on the chuster?

25. Select cluster nodes from the Preferred Nodes list and click the arrow button to Installer 3]
move them to the Selected Nodes list. Cluster Node Selection

Select cluster nades to canfigure

Once you complete your selections, click Next.

~ Prefemed Nodes ~ 5elected Nodes i~ Configured Nodes

e The list of Preferred Nodes displays all the nodes found in the fmclier? | E VMCLUSTERT -]
cluster; from this list you should only select cluster nodes configured
to host this cluster group server.

e Do not select nodes that already have multiple instances installed.

>

ElE ==

<

26. Specify User Name and Password for the Domain Administrator account Installer X
Information to perform the remote install on the cluster nodes you selected in the Domain administrator account inf
previous step. Please piovide domain adminishiator account
Click Next.

Domain Account Information

User Name [<DOMAINAUSERS |
[Legtadminstator

Account Password;

< Back I Mest » I Cancel

27. The progress of the remote install for the cluster nodes is displayed; the install can be [ X
interrupted if necessary. o

You can stop remate install at any time. Installed clients wil not be uninstalled. Clients in
progress will continue installation, but their results will not show comectly.

Click Stop to prevent installation to any nodes after the current ones complete.

Click Advanced Settings to specify any of the following: Client Name | Client Status | Start Time_ | End Time | Result Desciption
e Maximum number of nodes on which Setup can run simultaneously. red?
e Time allocated for Setup to begin executing on each node, after which the install
attempt will fail.
e Time allocated for Setup to complete on each node, after which the install attempt 1 0
will fail.
Installed sucoesshully |T Left ta install |1_
If, during the remote install of a cluster node, setup fails to complete or is Failed ta nstal [ pogess: [0 Mac[1 5
interrupted, you must perform a local install on that node. When you do, Elapsed tine. Usec Estimated tine left. 10 min 0 sec
the install begins from where it left off, or from the beginning if [

necessary. For procedures, see Manually Installing the Software on a et
nataller

Passive Node.
Advanced Settings

Number of simulkaneous remate machines ko run Setups | 10 =] machines

Time to wait For Setup to stark on each remate maching: z 3: minutes
Time to wait For Setup ko complete on each remote machine: | 15 3: minutes

28. Read the summary for remote installation to verify that all selected nodes were
installed successfully.

Click Next.

e If any node installation fails, you must manually install the software on
that node once the current installation is complete. See Manually
Installing the Software on a Passive Node for step-by-step instructions.

o The message displayed on your screen will reflect the status of the
selected nodes, and may look different from the example.
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29, Click Next.

30. Click Finish.

Installer

Results
Remote install results

Summary of remate instal

X

The following software [Version ] were selected (o be installed
+ CammCell

REALZ: Install succeeded.

Installer

Schedule Reminder
Jaob schedule creation reminder

Please nate:

“You still need to create a Job Schedule for each iDatadgent that has been installed on

this client computer.

Job Schedules are required to allows the iD atabgents to perform automated backup

and restare operatiors

Job Schedule creation can be accomplished through the CommCel Consals
administration interface.

Irstaller

X

Installer

Completion Report
Setup complste

X

Software installation complated succssfully

Wisit the website below to download latest Updates and Service Packs.

Click Finish to complete Setup

Installer

Technical Suppart Websie

us | MNext » |
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Getting Started - Install the Exchange Database Agent on
Exchange Server 2003

« Previous | Mext »

Follow the steps given below to install the Exchange Database iDataAgent on Exchange Server 2003.

WHERE TO INSTALL BEFORE YOU BEGIN

The Exchange Database iDataAgent can be installed directly onto the Exchange Server. This

method is referred to as an on-host installation and is useful if you want to preserve hardware DOWnload Software Packages )
resources. Download the latest software package to perform the install.

SnapProtect Support - Platforms

Make sure that the computer in which you wish to install
the software satisfies the minimum requirements.

INSTALL THE EXCHANGE DATABASE /IDATAAGENT

1. Log on to the computer using an account with the following privileges:
e Administrator of the local computer
e Administrator of the Exchange Server

2. Run Setup.exe from the Software Installation Package.
3. Select the required language.
Click Next.
Select the language you will use during installation.
4. Select the option to install software on this computer.

The options that appear on this screen depend on the computer in which
the software is being installed.

= Install Software on this computer

= Advanced options

& View documentation websits
€ View Install Quick Start Guide [Requiies Adabe Acrobat Feader]
£ Install Adobe Acrobat eader

2 Exit

5. Click Next

Welcome

The Installer wil guide you thiough the
setup process for Software

This program willinstall Seftware an your camputer.

It iz strongly recommended that you exit all Windaws programs before running this
Setup program.

Click Gancel to quit Setup and then class any programs you have runing. Click
Mext to cantinue with Setup.

WARMING: This program is protected by capyright law and intemational reatiss
Unautharized repraduction or distibution of this program, ar any portion of it, may

result in severe oivil and criminal penalies, and will be prosecuted to the masimum
extent possible under the law

Installer

6. Click OK.
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7.

10.

11.

12.

13.

Select I accept the terms in the license agreement.
Click Next.

e Expand Client Modules | Backup & Recovery | Exchange, and select
Exchange Database iDataAgent.

e Expand Common Technology Engine | MediaAgent Modules, and select
MediaAgent.

e Expand Client Modules | ContinuousDataReplicator, and select VSS Provider.

e Click Next.

If this computer and the CommServe is separated by a firewall, select the Configure
firewall services option and then click Next.

For firewall options and configuration instructions, see Firewall Configuration and
continue with the installation.

If firewall configuration is not required, click Next.

Enter the fully qualified domain name of the CommServe Host Name.
Click Next.

Do not use space and the following characters when specifying a new
name for the CommServe Host Name:

\I" ~1@#$% N 8*()+=<>/7,[1{}:;"

Click Next.

i Itis strongly recommended that any and all wins scanning software be disabled
\,\‘) immediately before continuing with this Software instalation. Failure to do so may result in
filedocking by the vitus scanner and subsequent failure for setup to install its own files.

Click OK once you have disabled them and setup will continue.

License Agreement

Please read the following License Agreement. Press
the PAGE DOWN key to view the entire agieement.

| ~
End User License and Limited Warranty Agreement
Software Release 9.0.0
(including Microsoft® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)
NP D D VR b4
" | accept the terms in the license agreement.
" | do not accept the terms in the license agreement.
Installer
<Back | MNew> | Cancel |

Installer.

Select Platforms
Select the platforms you want to configure.

= Q A | Move the pointer over a
= @ Common Technology Engine platform name to see a
@ CommServe Modules description of the platform and

e reasons why it may be
# 0 CommCell Console cisabled,
+ [ Mediahgent Modules

= ©2 Client Modules —
% 1 Backup & Recovery e apace
# 02 Content Indexing and Search (Req/Recommended)
# [ Web Based Search & Browse Installation Folder:
# 2 Archive Management 0MB/0MB
# O ContinuousDataReplicator )
# G SRM Temporary on C: diive:
# 0 Supporting Modules R

+ 0 Tools v

Special Registiy Keys In Use

Installer

I Install Agents for Restore Only <Back | | cancel |

Installer.

Firewall Configuration
Configure firewall services

If there is a firewall between this machine and the CommServe, configure firewall services below.

I™ Configure firewall services

5

Installer

Installer &|

CommServe Hame

Specify the CommServe computer name and host
name

CommServe Client Name

CommServe Host Name
{Enter a walid, fuly-qualiied, IF host name; for example:
TyCOmpUte! MyGompany. com)

‘mycnmpulel MPCOmpany. com

Irstaller

< Back

Next »

Cancel
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Installer g|
Communication Interface Name
Setup wil configurs the communication paths.

Select a client name

=

Select an interface name that this computer will use to
communicate with the CommServe

audi. mycompany. com j

P Address{es for the selected host,

Installer

< Back Newt > cancel |

14. Select Add programs to the Windows Firewall Exclusion List, to add CommCell _
programs and services to the Windows Firewall Exclusion List. Windows Firewall Exclusion List
. Allow programs to communicate through Windows
Click Next. Firewal

This option enables CommCell operations across Windows firewall by

adding CommcCell programs and services to Windows firewall exclusion
list.

Windows Firewall is ON

[V Add programs to the Windows Firewall Exclusion List

It is recommended to select this option even if Windows firewall is 1f you plan on using Windows Firewall it is recommended to add the software programs to the
disabled. This will allow the CommCell programs and services to function cichton ft
if the Windows firewall is enabled at a later time.

Installer

<Back [ New> | Cancel |

15. Click Next. Installer, El

Download and Install Latest Update Packs

Download and Install the latest service pack and post
pack fiom the software provider website.

I~ Download latest update pack(s)

Wake sure you have intemet conriectivity at this time. This process may take some tmne
depending on download speed

Irstaller

< Back Wt > cancel |

16. Verify the default location for software installation.

Installer g|

f : Destination Folder
Click Browse to Change the default location. Select the destination folder ta instal the program files.
Click Next.

e Do not install the software to a mapped network drive. el Yt st i st by s e s s e estfim

e Do not install the software on a system drive or mount point that will

be used as content for SnapProtect backup operations. Destnaton Felder
. ce . . . B
e Do not use the following characters when specifying the destination [ Bz ]
path:
/ I RPN I # Drive List Space Required / Recommended

C. gz28MB - 1394 MB /1670 MB
It is recommended that you use alphanumeric characters only.

Installer

< Back Nest > Cancel

17. Select a Client Group from the list.
Click Next.

This screen will be displayed if Client Groups are configured in the
CommCell Console.
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18. Click Next.

19. Select a Storage Policy.
Click Next.

20. Select the backup type for Exchange Database backups. Choose either of the

following options, then click Next.

o Differential - Specifies that each non-full Exchange Database backup secures all
data that has changed since the last full backup. Transaction lobs are not purged.

e Incremental - Specifies that each non-full Exchange Database backup secures
only that data that has changed since the last backup of any type. Committed

transaction logs are purged.

21. Enter the user credentials to access the Exchange Server to perform the backup

operation.

e The User Account must have Exchange Administrator privileges.

e The installation detects the domain name. If necessary, you can
modify the domain name by specifying Windows domain that the
Exchange Server resides in.

taller El

Client Group Selection
Select a cliert group for the client

The Client Group is alogical grouping of client machines
wihich havs the same associations at various lsvels ke
Schedule Policy, Activity Cantiol. Security and Reports

Client aroup:

Wene Selected
client_gioup

Installer

< Back Hewt s cancel |

Installer E|

Schedule Install of Automatic Updates

Chaose when you want to schedule an install of the
downloaded updates

¥ Schedule Install of Automatic Updates

" Once
Time: 08311ZPM =
* weskly
& Monday " Tuesday
 ‘Wednesday © Thursday
" Fiiday " Saturday
 Surday
Irstaller
<Back Hext > concel |
Installer g|

Storage Policy Selection

Select a starage policy for the default subclient to be
backed up.

I Configure for Laptop or Deskiop Backup

Select a storage polioy from the pulldown list

Installer

< Back Hewt s cancel |

Installer E|

Exchange Backup Options

Please select a default backup type

" Differential Backs up changes in the Infarmation
Stare and Directoru Service snce thelast
Full backup. Doss not purgethe
transaction logs.

& Incremental Backs up changes i the Infamation
Store and Ditectoy Service since the last
Full backup or Incremental backup. The
cammitted Iransaction logs are then
puged.

Irstaller

< Back Next » Caricel
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Enter Administrator account information
Enter Sdministrator account information

Account Mame:

Account Password:

Domain
|E><EH

22, Click Next. Installer El

Summary
Summary of install selections

Setup has enough information to start copying the program fies. If you are satisfied with the
install seftings, ick Next to begin copying fles.
The folowing software will be installed - -
+ Medighgent
+Windaws File Sustem Datadgent
+ Euchange Dakabase iD atabgent
+ %55 Provider

Destination Path = C:\Program Files
CommServe Host = mycanmputer mycompany. com
Interface Mame = audi.mycompany. com

Client =audi

Job Results Path = C:\Program FilestJ obResults
Global Filkers = Use Cell level policy

Irstaller

< Back Nest cancel |
23.  The install program displays a reminder to verify that Circular Logging is disabled [ svater |

before performing any database backup operations. To verify that Circular Logging is § ) Flease verty that creular Logging s dsabied before peforming ony database
d isa bled B \J backup operations.
e From Exchange System Manager, navigate to and expand the server that the

Database iDataAgent is being installed on.

e Verify that the Circular Logging check box has not been selected for each Storage
Group. If Circular Logging has been enabled for a Storage Group, disable it at this
time.

Click OK.
24. Click Next. Installer K

Schedule Reminder
Job schedule creation remindsr

Flease note:

*fou stil nesd to create a Job Schedule for sach iDatatgent that has been installed on
iz client computer.

Jab Schedules are required to allows the iD atabgents 1o perfom automated backup
and restore operalions,

Job Schedule creation can be accomplished through the CommCel Console
administration interface.

Installer

25, Click Finish. Installer El

Completion Report
Setup complete

Software installation completed suscesshuly. =l

Wigit the website below to download latest Updates and Service Packs.

Click Finish to complete Setup.

Irstaller

Technical Support Websits
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Getting Started - Install the Exchange Database Agent on
Exchange Server 2003 - Clustered Environment

« Previous | Mext »

Follow the steps given below to install the Exchange Database iDataAgent on Exchange Server 2003 in a clustered environment.

WHERE TO INSTALL BEFORE YOU BEGIN

The Exchange Database iDataAgent can be installed directly onto the Exchange Server. This

method is referred to as an on-host installation and is useful if you want to preserve hardware DOWnload Software Packages )
resources. Download the latest software package to perform the install.

SnapProtect Support - Platforms

Make sure that the computer in which you wish to install
the software satisfies the minimum requirements.

INSTALL THE EXCHANGE DATABASE /IDATAAGENT

1. Log on to the computer using an account with the following privileges:
e Administrator of the local computer
e Administrator of the Exchange Server

2. Run Setup.exe from the Software Installation Package.
3. Select the required language.
Click Next.
Select the language you will use during installation.
4. Select the option to install software on this computer.

The options that appear on this screen depend on the computer in which
the software is being installed.

= Install Software on this computer

= Advanced options

& View documentation websits
€ View Install Quick Start Guide [Requiies Adabe Acrobat Feader]
£ Install Adobe Acrobat eader

2 Exit

5. Click Next

Welcome

The Installer wil guide you thiough the
setup process for Software

This program willinstall Seftware an your camputer.

It iz strongly recommended that you exit all Windaws programs before running this
Setup program.

Click Gancel to quit Setup and then class any programs you have runing. Click
Mext to cantinue with Setup.

WARMING: This program is protected by capyright law and intemational reatiss
Unautharized repraduction or distibution of this program, ar any portion of it, may

result in severe oivil and criminal penalies, and will be prosecuted to the masimum
extent possible under the law

Installer

6. Click OK.
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7.

8.

9.

10.

11.

Select I accept the terms in the license agreement.
Click Next.

Select Configure a Virtual Server.

Click Next.

Select the disk group in which the virtual server resides.

Click Next.

Expand Client Modules | Backup & Recovery | Exchange, and select

Exchange Database iDataAgent.

Expand Common Technology Engine | MediaAgent Modules, and select

MediaAgent.

Expand Client Modules | ContinuousDataReplicator, and select VSS Provider.

Click Next.

If this computer and the CommServe is separated by a firewall, select the Configure
firewall services option and then click Next.

i Itis strongly recommended that any and all wins scanning software be disabled
\,\‘) immediately before continuing with this Software instalation. Failure to do so may result in
filedocking by the vitus scanner and subsequent failure for setup to install its own files.

Click OK once you have disabled them and setup will continue.

License Agreement

Please read the following License Agreement. Press
the PAGE DOWN key to view the entire agieement.

| ~
End User License and Limited Warranty Agreement
Software Release 9.0.0
(including Microsoft® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)
Tea b
" | accept the terms in the license agreement.
" | do not accept the terms in the license agreement.
Installer
<Back | MNew> | Cancel |

Installer g|

Cluster Type Selection
Configure the Physical Node or a Virtual Server

Configuration Option

" Configure the Physical node

" Configure aVirtual sarver

< Back Concel |

Installer g|

Virtual Server Selection
Select the wirtual server you would like to configure

Chaoss from the following list of disk groups
configured on this cluster.

cgack [ mew> | Cancel |

Installer.

Select Platforms
Select the platforms you want to configure.

= Q A | Move the pointer over a
= @ Common Technology Engine platform name to see a
@ CommServe Modules description of the platform and
e reasons why it may be
# 0 CommCell Console cisabled,
+ [ Mediahgent Modules
= ©2 Client Modules —
% 1 Backup & Recovery e apace
# 02 Content Indexing and Search (Req/Recommended)
# [ Web Based Search & Browse Installation Folder:
# 2 Archive Management 0MB/0MB
# O ContinuousDataReplicator )
# G SRM Temporary on C: diive:
# 0 Supporting Modules R
+ 0 Tools v
e Special Registiy Keys In Use
I~ Install Agents for Restore Only <Back e
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For firewall options and configuration instructions, see Firewall Configuration and

continue with the installation. irewall Contiguiation

Configure firewall services
If firewall configuration is not required, click Next.
If there is a firewall between this machine and the CommServe, configure firewall services below.

I™ Configure firewall services

5
~
-
Installer
__Next D) Cancel
12, Enter the fully qualified domain name of the CommServe Host Name. Installer X
Click Next CommServe Name

Specify the Commervs computer name and hast
name

Do not use space and the following characters when specifying a new
name for the CommServe Host Name: CommServe Client Mame
A" @ #$9% A& ()= <>/2, (13, ‘
CammServe Host Name

[Enter a walid, fuly-qualfied, IP host name; for example:
myeampuler. mycampany. com]

[mpcamputer mpcompany. com

Installer

< Back Hest > Carcel |

13. Click Next. Installer, El

Communication Interface Name
Setup will configure the communication paths.

Select a client name

=

Select an interface name that this computer will use to
communicate with the CommS erve:

audi. mycompany.com ~|

P Adcess{es) for the selected host

Irstaller

< Back et » concel |
14.  Select Add programs to the Windows Firewall Exclusion List, to add CommCell _

programs and services to the Windows Firewall Exclusion List. Windows Firewall Exclusion List
Allow programs to communicate through Windows
Click Next Fi
ic ext. irewall

This option enables CommCell operations across Windows firewall by Windows Firewallis ON
adding CommcCell programs and services to Windows firewall exclusion
list IV Add programs to the Windows Firewall Exclusion List
It is recommended to select this option even if Windows firewall is 1f you plan on using Windows Firewall it recommended to add the software programs to the
disabled. This will allow the CommCell programs and services to function cichton ft

if the Windows firewall is enabled at a later time.

Installer

< Back I Next > I Cancel

15. Click Next.
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Installer g|

Download and Install Latest Update Packs
Download and Irstall the latest service pack and post
pack from the software provider website.

I~ Download latest update pack(s]

Make sure vou have intemet cannestivity at this time. This process maytake some tme
depending on download spee

Installer

< Back Hest > Carcel |

16. Verify the default location for software installation.

Installer E|

Click Browse to change the default location. "l;ﬂ'"a"ﬂ" Folder
elect the destination folder to install the program files.
Click Next.

e Do not install the software to a mapped network drive.
e Do not install the software on a system drive or mount point that will

Click Nest to accept the default location, or click Browse to choose an altemate location.

. o} Fold;

be used as content for SnapProtect backup operations. setnaton Folder
e Do not use the following characters when specifying the destination [ B |
path:
/ . * —) "o s | # Drive List Space Required / Recommended
C: 928MB - 1394 ME /1670 ME
It is recommended that you use alphanumeric characters only.
Installer

< Back Wt > concel |

17. Select a Client Group from the list. Installer 3]

Click Next Client Group Selection

Select & client group for the clisnt

This screen will be displayed if Client Groups are configured in the
CommCell Console.

The Client Group is alogical grouping of client machines
wihich havs the same associations at various lsvels ke

Schedule Policy, Activity Cantiol. Security and Reports

Client aroup:

Wene Selected
client_gioup

Installer

< Back Hewt s cancel |

18. Click Next. Installer, El

Schedule Install of Automatic Updates

Chaose when you want to schedule an install of the
downloaded updates

¥ Schedule Install of Automatic Updates

" Once
Time: 083112 FM

 ‘Weskly
& Monday  Tussday
© ‘Wednesday © Thursday
 Friday " Satuday
© Sunday

Installer

< Back Next » Caricel

19. Select a Storage Policy.
Click Next.
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Installer g|

Storage Policy Selection

Select a starage policy for the default subclient to be
backed up.

I Configure for Laptop or Deskiop Backup

Select a storage polioy from the pulldown list

Installer

< Back Hewt s cancel |

20. Select the backup type for Exchange Database backups. Choose either of the Installer X

following options, then click Next. Exchange Backup Options
o Differential - Specifies that each non-full Exchange Database backup secures all Flease select a default backup type

data that has changed since the last full backup. Transaction lobs are not purged.
e Incremental - Specifies that each non-full Exchange Database backup secures € Differenial Backs up changes b the Infarmation

only that data that has changed since the last backup of any type. Committed i 2nd Dipctow Seice shos thelast

transaction logs are purged. bansactioniogs

& Incremental Backs up changes in the Information

Store and Ditectoy Service since the last
Full backup or Incremental backup. The
cammitted Iransaction logs are then

purged.
Installer
< Back Next» concel |
21. Enter the user credentials to access the Exchange Server to perform the backup I
operation, Enter Administrator account information

Enter Sdministrator account information

e The User Account must have Exchange Administrator privileges.

e The installation detects the domain name. If necessary, you can Pl
modify the domain name by specifying Windows domain that the |
Exchange Server resides in.

Account Password:

Domain
|E><EH

2. Click Next

Summary
Summary of install selections

Setup has enough information to start copying the program fies. If you are satisfied with the
install seftings, ick Next to begin copying fles.
The folowing software will be installed - -
+ Medighgent
+Windaws File Sustem Datadgent
+ Euchange Dakabase iD atabgent
+ %55 Provider

Destination Path = C:\Program Files
CommServe Host = mycanmputer mycompany. com
Interface Mame = audi.mycompany. com

Client =audi

Job Results Path = C:\Program FilestJ obResults
Global Filkers = Use Cell level policy

Irstaller

< Back Nest cancel |
23.  The install program displays a reminder to verify that Circular Logging is disabled [ svater |

before performing any database backup operations. To verify that Circular Logging is o

h i Please verfy that Orcular Logging is dsabled before performing any database
dlsabled: ﬁ.) backup oper ations.
e From Exchange System Manager, navigate to and expand the server that the

Database iDataAgent is being installed on.

e Verify that the Circular Logging check box has not been selected for each Storage
Group. If Circular Logging has been enabled for a Storage Group, disable it at this
time.

Click OK.
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24.  To install the software on the remaining nodes of the cluster, click Yes. _

To complete the install for this node only, click No. \.:) Wiauld you like to install the software an remaining nodes on the chuster?

25. Select cluster nodes from the Preferred Nodes list and click the arrow button to Installer 3]
move them to the Selected Nodes list. Cluster Node Selection

Select cluster nades to canfigure

Once you complete your selections, click Next.

~ Prefemed Nodes ~ 5elected Nodes i~ Configured Nodes

e The list of Preferred Nodes displays all the nodes found in the fmclier? | E VMCLUSTERT -]
cluster; from this list you should only select cluster nodes configured
to host this cluster group server.

e Do not select nodes that already have multiple instances installed.

>

ElE ==

<

26. Specify User Name and Password for the Domain Administrator account Installer X
Information to perform the remote install on the cluster nodes you selected in the Domain administrator account inf
previous step. Please piovide domain adminishiator account
Click Next.

Domain Account Information

User Name [<DOMAINAUSERS |
[Legtadminstator

Account Password;

< Back I Mest » I Cancel

27. The progress of the remote install for the cluster nodes is displayed; the install can be [ X
interrupted if necessary. o

You can stop remate install at any time. Installed clients wil not be uninstalled. Clients in
progress will continue installation, but their results will not show comectly.

Click Stop to prevent installation to any nodes after the current ones complete.

Click Advanced Settings to specify any of the following: Client Name | Client Status | Start Time_ | End Time | Result Desciption
e Maximum number of nodes on which Setup can run simultaneously. red?
e Time allocated for Setup to begin executing on each node, after which the install
attempt will fail.
e Time allocated for Setup to complete on each node, after which the install attempt 1 0
will fail.
Installed sucoesshully |T Left ta install |1_
If, during the remote install of a cluster node, setup fails to complete or is Failed ta nstal [ pogess: [0 Mac[1 5
interrupted, you must perform a local install on that node. When you do, Elapsed tine. Usec Estimated tine left. 10 min 0 sec
the install begins from where it left off, or from the beginning if [

necessary. For procedures, see Manually Installing the Software on a et
nataller

Passive Node.
Advanced Settings

Number of simulkaneous remate machines ko run Setups | 10 =] machines

Time to wait For Setup to stark on each remate maching: z 3: minutes
Time to wait For Setup ko complete on each remote machine: | 15 3: minutes

28. Read the summary for remote installation to verify that all selected nodes were
installed successfully.

Click Next.

e If any node installation fails, you must manually install the software on
that node once the current installation is complete. See Manually
Installing the Software on a Passive Node for step-by-step instructions.

o The message displayed on your screen will reflect the status of the
selected nodes, and may look different from the example.
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29, Click Next.

30. Click Finish.

Installer

Results
Remote install results

Summary of remate instal

X

The following software [Version ] were selected (o be installed
+ CammCell

REALZ: Install succeeded.

Installer

Schedule Reminder
Jaob schedule creation reminder

Please nate:

“You still need to create a Job Schedule for each iDatadgent that has been installed on

this client computer.

Job Schedules are required to allows the iD atabgents to perform automated backup

and restare operatiors

Job Schedule creation can be accomplished through the CommCel Consals
administration interface.

Irstaller

X

Installer

Completion Report
Setup complste

X

Software installation complated succssfully

Wisit the website below to download latest Updates and Service Packs.

Click Finish to complete Setup

Installer

Technical Suppart Websie

us | MNext » |
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Getting Started - Microsoft Exchange Database Configuration

« Pravious | MNext »

PRE-REQUISITES

e When using a proxy configuration, installation of the Exchange management tools on the proxy is required. Also, ensure that the version of the management
tools is the same as the version of the Exchange server.

o When performing Integrity Check on Exchange 2010 DAG subclients, it is required to use a proxy. You can use one of the following as the proxy:
o DAG member server
O Separate computer with connectivity to the Exchange Server and with the ability to mount the snapshots

e Prior to performing a SnapProtect backup, ensure that all the available hotfixes for Virtual Disk Service (VDS) and VSS are applied.

o When performing SnapProtect backup for a Windows Cluster, a proxy server must be used for performing backup and restore operations.

o SnapProtect backup on Windows supports basic disks.

CONFIGURATION

Once installed, the Microsoft Exchange Database iDataAgent requires some additional configuration before running your first SnapProtect backup. Follow the
steps given below to complete the configuration for this Agent.

1 A Comcol Bovser 1 What's new? x

e From the CommCell Browser, navigate to Client Computers | <Client>. a G

Iy s has et
1

Laptop Backup
Lagtop Backup Agent to protect data on ptops and deskiops used in remoe offices and outside of a dorain
network.Backups can b pesformed seanlesly using atorratic schedules based on nefeork comectivty or

e Right-click the client and select Properties.

D3 | Bsonmsan

4

-4l Reports % 20b Cortroler x

4 Content Direcor 5 Job Controlr
F————
.
[ pause D loyna] Fureing:  Pendng: 0 Wating: 0 Queue 0 Suspendd: 0 Toal Jobs: 0 o Sreans: 0 righ Watr
3 Event viewer x
{21 Event viewer
& ComnCel Erowser a s O7/21/2010 11:03:04 EVMYS muphy  35:255  User [adinn] has ogged off,
& agents a 3 O7/21/2010 1:02:02 EVMGS murphy  35:254 User [adni] has logged on.
Wirass (BT i o, i, Sk o s Ao 5
e oty o
2. . Client Computer Properties [x]
e Click on the Advanced tab.
General 1 Wersion 1 Security | Activity Control | Groups
. Content Indexing | Search Server URLs Registry Key Settings | Client Side Deduplication.
e Select the Enable SnapProtect option to enable SnapProtect backup for the Firewall Corfiguration | Network Thvotting | Polces | Job Corfigration | Encryption
client. 1
Enter Alternate Cache Partition for QSnap, Please ensure that the volume spexified is an NTFS velume,
e Click OK.
Path to Exchange mining tool
DR Log File Location
[ rowe
Proxy for Exchange -
[V Enable retry on network errors.
Retry Frequency (ssconds) £ j
Retry Count. W0 j
oK Cancel Help
: e From the CommCell Browser, navigate to <Client> | Exchange Database.

e Right-click the subclient in the right pane and click Properties.
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e Click the Storage Device tab.
e In the Storage Policy box, select the storage policy name.

Click the SnapProtect Operations tab.

Click SnapProtect option to enable SnapProtect backup for the selected subclient.

Select the storage array from the Available Snap Engine drop-down list.

From the Use Proxy list, select the MediaAgent where SnapProtect and backup
copy operations will be performed.

When performing SnapProtect backup using proxy,
ensure that the operating system of the proxy server is
either same or higher version than the client computer.

Click Use Separate Proxy for Snap to Tape if you want to perform backup copy
operations in a different MediaAgent.

Select the MediaAgent from the Proxy list.

e Click the Content tab.

e Click Configure to add or modify the content for the subclient.
e Click OK.

A Conncel Browser [
[ testnat 4l
\S Clent Computar Grouns.
Clent Corputsrs
172166431 2
avcato
cvlvansse9 2

£1DR Fil System
' defautBackupset

DA Exchange Database

& testat > ) Clent Conputers > B hwinaopdl > B Exchangs Datatase >

Subclent Name

storage Polcy

Badup
List Media

O defautbarkupset

Badup History
dhava-2013 Schediies
hfierl
hfier2 Operaton Window
Hierd 3 (Prosertes
s Groeterd
hfiers
hfiere
h& o |
AEETTe System Job Controler %
it oo | LB ‘
Khyperva [ zob Cortroler
ilertt [Fage| sobmo | operation | clentcon.| Agent Type | cubcle: | Jbype | chese
nesappysa 08 Audliary Copy Auiiary C
sgéd iy
B i e =) N
041

Audiary Copy

Audiry C

Subclient Properties of default

General | Contents |
Storage Device

Data Storage Policy | Diata Transfer Option |

Storage Policy:

Incremental Storage Policys: LS

Create Storage Palicy

PrefPost Process | SnapProtect Operations
Activity Contral | Efjcry/ptian

Data Paths |

Diata Paths |

=]

Cancel | Help I

Subclient Properties of snap

Storage Device |
General | Contents |

Ackivity Control |

Pre/Post Process

Encryption BLLOCHnns
1 SnapProtect Operations

2
W SnapPrntect) 3

Awailable Snap Engines

Snap Engine

Enter Array Credentials

4
Gss Proxy

=)

I~ Use Separate Procey For Snap to Tape

Praxy. I

E|

I Use saurce if proxy is unreachable

=1

Cancel Help
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Subclient Properties of default

Storaoe Device | Activity Control | Enirypbian
General Conkents I PrefPost Process I SnapProtect Operations

Contents of subclisnt:

Microsoft Infarmation StoretMailbox Database 1983160795

Configure
O I Cancel | Help I

SKIP THIS SECTION IF YOU ALREADY CREATED A SNAPSHOT COPY.

Click Mext » to Continue.

CREATE A SNAPSHOT COPY Next »

Create a snapshot copy for the Storage Policy. The following section provides step-by-step instructions for creating a Snapshot Copy.

1 murphy - CommCell Console

e From the CommcCell Console, navigate to Policies | Storage Policies.

e Right-click the <storage policy> and click All Tasks | Create New Snapshot P Y T
Copy. @ murahy 2 murphy > B Poices > & Storage Poiies > a Storage_Snap >

Coniet
&g Clent Conputer Groups Cony. CopyType  Dofoulbnsy  Medshgeot  DefoukDrbe.. SaschPool R
= gent conpurers Primary prinary Megnetc 01 mushy i
& T Fie systen
& Bnushy_2
O Searty
o B8 stooomksarces

h

chec poics
o poice> | ) Contert | B summary

¥y ConmserveDR(misphy)
et 5 36 Contoler

P s ot 5 | 5 e contoter

b Y REERRY | et cor T P e T e
[ e
& Content Directol ropertic Run Conkent Indexing.

Run Data Verfication

Creste ew Copy
Geste New Snapshot Copy.

=

pste 1 0 Pereing: 0 Waking: 0 Queed: 0 Susperdcs 0 Total obe: 0 1o treames 0 H

T Event iener
2 event viewer
Seve.. Event. Jb... ate Progr.. Compu... EventC... Descrption

15 O7RURIO 1SS EigS muphy 35287 Copy [Snap Copylinthes,
1907[Z1/ZDI0 12,0029 Jobe.. muphy 15350 Data Agng cosrain hes

20

a W BORIO 02 K. mathy 193922 Cateoracomatn s
a Ho RO sy 95 Lo i ogedott
a W o s ey 95 s st oedon

A Comalironr a o OaIOIs B muohy 254 User[ooninlos ongedon
a 0 om0 s ey 5 Ui et

= pons a W o s ey 95 s st oedon
[

1 Fause [ Feyng o, i, Mainum verts shovns 200

2. e Enter the copy name in the Copy Name field.

e Select the Library, MediaAgent, master Drive Pool and Scratch Pool from the
lists (not applicable for disk libraries).

o Click OK.
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py Properties (Storage Policy: Storage_policy01)

Selective Copy Associations Advanced Deduplication
General ) Retention Copy Policy Data Paths Data Path Configuration

1

Copy Information
Copy Mame: @_ ‘ .

Primary Copy

Default Index Destination

L~ "

Library: ‘ v ‘

Mediafgent: ‘ R4 ‘

Drive Pool: ‘ A4 ‘

Scratch Poal: ‘ “ ‘
3

4 ([ ok P comeed | [ rep

CONFIGURE BACKUP COPY

Follow the steps given below to configure Backup Copy for moving snapshots to media.

murphy - CommCell Console

1. e From the CommCell Browser, navigate to Policies | Storage Policies.

e Right-click the <storage policy> and click Properties.

Whatsnew? x

»
@ sty > B poloes > B storage Pl > 8 Sorege_snup >

ga@ o Gty | ey | ot takoie e Soahrol |

5 & Gere Computers priary ernary Pagretic 01 musphy 3 A i
@ s PinarySnap  Magpatic 01 musphy i n i
1 1BA Fle System

+ 8% murphy 2

-9 Seast

3 Repicaton Polios

[P

B B contane| B sumory
& ConservaoR (i)
g 5 b Cortoler
& st poicyor 5 59 3b Cotcer
S s v | [ 9D Gpewn | GerCo. At Skdew | kbTge | e | o Med
B vetaar Pl Ve » || There rero o ey runeins,
@ dol Reports. Propertes
(50 ContntDeector 3
<

[ e ol 0P o Va5 Qs 5 0ot o v 74

e vewer x
B even vever

Seve... Event.. Jb.. Date Prog.. Compu... EvertC.. | Descrption
125 Oz 134559 B muphy 35287 Copy [snap Copylnthes.
18 130721/201012:00:29 JbMo... muphy 19300 Data Agng operatonhas
17 1807212010 1200012 e, musphy 19322 Data Agng operaton has

2112010 110308 Eig's muphy 35255 User [aiin] has ogged .
72112010 110202 Evig'S muphy 35254 User[ocin] has boggedon.
0721/201010:38:20 EWig's muphy 35254 User Lo has oggedon
O21/20101027:41 EvigrS muphy 35255 User [acin] has ogged
072112010 10:3020 EWig'S muaphy 3525+ User[ochin] hes boggedon.

2 CommCel Browser
5 agents

2008050008

I Pause B Playing|  Informaton, Mir, Mo, Cral, Masinum sversshown: 200

e Click the Snapshot tab. Storage Policy Properties: Storage_policy01
e Select Enable Backup Copy option to enable movement of snapshots to media.
o Click OK.

[[] Snapshats Created On and After I:‘
[ Defer Backup Copy for [0l devta)

Selection Rule:

() All Backups

) Choose the Backup Selection Rule!

"
3 ( QK ) Cancel Help

[« Previous | Mext » )
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Storage Array Configuration

CHOOSE THE STORAGE ARRAY

« Previous

HARDWARE STORAGE ARRAYS

SOFTWARE STORAGE ARRAY

3PAR

DATA REPLICATOR

DELL COMPELLENT

DELL EQUALLOGIC

EMC CLARIION, VNX

EMC SYMMETRIX

FUJITSU ETERNUS DX

HITACHI DATA SYSTEMS

HP EVA

IBM SVC

IBM XIV

LSI

NETAPP

NETAPP WITH SNAPVAULT/SNAPMIRROR

NIMBLE

« Previous
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SnapProtect’ Backup - 3PAR

| € Previous | Mext » |

PRE-REQUISITES
o 3PAR Snap and 3PAR Clone licenses.
e Thin Provisioning (4096G) and Virtual Copy licenses.

o Ensure that all members in the 3PAR array are running firmware version 2.3.1 (MU4) or higher.

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

. | murphy - CommCell Cansole:
1. e From the CommcCell Console, navigate to Tools | Control Panel. o 1ok VSR
e Click Array Management. DHREYRAD 4
& Cancel Bewser o & muphe % What'snew? x
& nurty
- B
H 3 @(\EW Conputer Craps
I Clie Conputes - - . ]
9 < ] 'y 8 et d
ademne e Betts o0t it
¢t Fecers Eonfguraker
oo ecor
A &
Audt 7ral Biling Configuration Erowse,SearchReccvery
Hediarige
e & 8
(nmm_djlrwt/:mvt ComThet Proz"ties Zuston Calendars
Ceka Incerface Pairs. R Bach.r Seftres E-Mal 8115 Configuracin
i 0 High Wa
[] "] S g
2. Click Add. Array Management X
Control Host Name User Name | Snap Vendor...  Description ﬂ add
Fidk.hct, commvaul.com  5001438002... hetladministr, .. HP EV& [
172,19.66.22 arpadmin Dell Equallogic
172,19,128,226 £000279 admin IBM =LV
172,19.66.91 APMD003340.., admin EMC CLARION |
172,19.66.60 10881 system HDS
172 1071 BRI sl TRM YT L
3. e Select 3PAR from the Snap Vendor list. Array Management X
e Specify the 16-digit number obtained from the device ID of a 3PAR volume in the
Name field.

1 Snap Yendor

2 ( Mame

Contral Host | |

User Name | |

Passward | |

Confirmn Password | |

Device Group | |

[[] use devices anly from this device group

Descripkion

[ o] H Cancel H Help ]

Follow the steps given below to calculate the array name for the 3PAR storage device:

1. From the 3PAR Management console, click the Provisioning tab and navigate to
the Virtual Volumes node. Click any volume in the Provisioning window

2. From the Virtual Volume Details section, click the Summary tab and write
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down the WWN number. This is the device ID of the selected volume. 19Byte 1N §Byte WHN

— [ p e [ pe—" Ui sevs - comrmnleam it e
r . W s | |
v g i [T

3. From the Virtual Volume Details section, click the Summary tab and write
down the WWN number.

| Bl S e

This is the device ID of the selected volume.

This WWN may be 8-Byte number (having 16 Hex digits) or 16 Byte number
(having 32 Hex digits).

[ree—

4. Use the following formula to calculate the array name:
O For 8 Byte WWN (16 Hex digit WWN)
2FF7000 + DevID.substr(4,3) + 00 + DevID.substr(12,4)

e e

where DevID.substr (4, 3) is the next 3 digits after the fourth digit from the s - = .
WWN number

where DevID.substr (12,4) is the next 4 digits after the twelfth digit from
the WWN number

For example: if the WWN number is 50002AC0012B0B95 (see screenshot given
below for 8 Byte WWN), using the following formula:

2FF7000 + DevID.substr(4,3) + 00 + DevID.substr(12,4)

DevID.substr (4,3) is 2AC and DevID.substr(12,4) iS 0B95

After adding all the values, the resulting array name is 2FF70002AC000B95.
O For 16 Byte WWN (32 Hex digit WWN)

2FF7000 + DevID.substr(4,3) + DevID.substr(26,6)

where DevID.substr (4,3) is the next 3 digits after the fourth digit from the
WWN number

where DevID.substr (26, 6) is the next 6 digits after the twenty sixth digit
from the WWN number

For example: if the WWN number is 60002AC5000000000000052200000B95
(see screenshot given below for 16 Byte WWN), using the following formula:

2FF7000 + DevID.substr(4,3) + DevID.substr(26,6)
DevID.substr(4,3) is 2AC and DevID.substr (26, 6) iS 000B95
After adding all the values, the resulting array name is 2FF70002AC000B95.

e Enter the IP address of the array in the Control Host field. Array Management ['5_<|

e Enter the access information of a local 3PAR Management user with administrative
privileges in the Username and Password fields.

e In the Device Group field, specify the name of the CPG group created on the

Snap vendor

array to be used for snapshot operations. Hame | |
If you do not specify a CPG group, the default CPG group will be used for snapshot 3 (" Control Host | |)
operations.
A . . ser Mame |
e Select the Use devices only from this device group option to use only the
snapshots devices available in the device group specified above. 4| Password | |
e Use the Description field to enter a description about the entity. This description & 4
can include information about the entity's content, cautionary notes, etc. Confiim Password | |
e Click OK to save the information. 5 Device Group | |

6 (( [] Use devices only from this device grouD

Description

[ Ok H Cancel H Help ]

|« Previous | Mext » |
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SnapProtect’ Backup - Dell Compellent

| € Previous | Mext » |

PRE-REQUISTIES

e Dell Compellent requires the Data Instant Replay license.

o Ensure that all members in the Compellent array are running firmware version Storage Center 5.5.14 and above for 5.x and 6.2.2 and above for 6.x.

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

1. . | murphy - CommCell Cansole:
e From the CommcCell Console, navigate to Tools | Control Panel. R e
e Click Array Management. S SEDED %L
& Cancel Bewser o & muphe % What'snew? x
& nurty
1| - Clien: Computer Graups on
I Clie Conputes - 1
e 7, . )
5 Storage Resources l) ’i edindart d
(&8 Foas addiRendee Scae ety tree]
¢t Fecers Eonfguraker
oo ecor
& ) —
Audt rall Biling Configuration
Hediarige
i & 8
(nmm_djlrwt/:mvt ComThet Proz"ties Zuston Calendars
Ceka Incerface Pairs. R Bach.r Seftres E-Mal 8115 Configuracin
i 0 High Wa
(] @ il g
H HO 003620 Eves mugly 35254 User[arin hes cogedon,
2. Click Add. Array Management X
Control Host Name User Name | Snap Vendor...  Description ﬂ add
Fidk.hct, commvaul.com  5001438002... hetladministr, .. HP EV& [
172,19.66.22 grpadmin Dell Equallogic
172,19,128,226 £000279 admin IBM =LV
172,19.66.91 APMD003340.., admin EMC CLARION |
172,19.66.60 10881 system HDS
172 1071 BRI sl TRM YT L
3. e Select Dell Compellent from the Snap Vendor list. Array Management |

e Specify the Management IP address in the Name and Control Host fields.
1 Snap vendor

The Management IP address is also referred as the

Storage Center IP address. 2 (Name )
3 ( Control Host }

User Name | |

Passward | |

Corfirm Password | |

Device Group | |

[[] Use devices anly from this device group

Descripion

[ o] H Cancel H Help ]

For reference purposes, the screenshot on the right shows the Storage Center
Management Console of the Dell Compellent storage device displaying the
Management IP address.
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DAL Compellent Storage Center 4552 \’
€ storage Management &, view :.: Refresh 73 Hep
|
TR T |
[ e
195408 = R
N G —p)
v [searchbere. Wi
rem | W ]
4. e Enter the user access information of the application administrator in the Array Management §|
Username and Password fields. —
o - ) . .
In the Device Group field, type none as this array does not use device groups for Srve Wit T

snapshot operations.

e Use the Description field to enter a description about the entity. This description Hame | |
can include information about the entity's content, cautionary notes, etc.

e Click OK to save the information.

Contral Host | |

ser Name |

Password

Confirm Password

5 (Device Group )

[[] Use devices anly from this device group

Descripion

[ [s]'4 ][ Cancel ][ Help ]

[« Previous |
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SnapProtect’ Backup - Dell EqualLogic

« Pravious | MNext »

PRE-REQUISTIES

WINDOWS

Microsoft iSCSI Initiator to be configured on the client and proxy computers to access the Dell EqualLogic disk array.
UNIX

iSCSI Initiator to be configured on the client and proxy computers to access the Dell EqualLogic disk array.

FIRMWARE VERSION
e Ensure that all members in the EquallLogic array are running firmware version 4.2.0 or higher.
e After upgrading the firmware, do either of the following:
O Create a new group administration account in the firmware, and set the desired permissions for this account.

o If you plan to use the existing administration accounts from version prior to 4.2.0, reset the password for these accounts. The password can be the same
as the original.

If you do not reset the password, snapshot creation will fail.

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

1 . | murphy - CommCall Console.
. e From the CommcCell Console, navigate to Tools | Control Panel. R e
. ae £
e Click Array Management. NH%EWED %E
& Cancel Bewser o & muphe % What'snew? x
& nurty
- B g
& Gocm e cops ol Pl x|
¢ Q coucanis - = g
: i (9] 'y 5 edndart d
. e ot s sk
i ionter
i G e e
Audt 7ral Biling Configuration Erowse,SearchReccvery
= Hedisage
‘ConmnZell Inport [t Pﬁ j
onn=el ect ot ComThet Proz"ties Zuston Calendars
Ceka Incerface Pairs. R Bach.r Seftres E-Mal 8115 Configuracin
i 0 High Wa
g "] st i
a 0 CEN01092) Bvgs muphy 9525t User i bas coredon,
2. Click Add. Array Management
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e Select Dell Equallogic from the Snap Vendor list.
e Specify the Management IP address in the Name field.
No entry is required in the Name field if there is no

Management IP address configured.

e Specify the Group IP address in the Control Host field.

Page 127 of 742



User Guide - SnapProtect

Array Management FX|

1 Snap vendor Dell Equallogic

2 ("Mame

3 ("Control Host

User Mame | |

Password | |

Canfirm Password | |

Device Group | |

[] Use devices only from this device aroup

Descripkion

[ [al:4 ][ Cancel ][ Help ]

For reference purposes, the screenshot on the right shows the Management IP
address and Group IP address for the Dell Equallogic storage device.

Group Configuration

£l
i

Date and Time

[T—

Soon

5 vonmes o
it oo e

swss
5 repteaion =
e e gvptine: 411 1401

eI
4. e Enter the user access information of the Group Administrator user in the Array Management r$_<|
Username and Password fields. -
e For Dell EqualLogic Clone, specify the name of the Storage Pool where you wish to Snap Yendar
create the clones in the Device Group field.
e Select the Use devices only from this device group option to use only the Mame | |
snapshot devices available in the storage pool specified above. Contral Host | |
e Use the Description field to enter a description about the entity. This description
can include information about the entity's content, cautionary notes, etc. U= e | |
e Click OK to save the information. 4 | Password | |

Canfirm Password | |

5 Device Group | |

6 { []Use devices only from this device group  }

Description

[ (a4 H Cancel H Help ]
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SnapProtect’ Backup - EMC Clariion, VNX

« Pravious | MNext »

PRE-REQUISITES

LICENSES

e Clariion SnapView and AccessLogix licenses for Snap and Clone.

o SYMAPI Feature: BASE/Symmetrix license required to discover Clariion storage systems.
You can use the following command to check the licenses on the host computer:

C:\SYMAPI\Config> type symapi licenses.dat

ARRAY SOFTWARE
e EMC Solutions Enabler (6.5.1 or higher) installed on the client and proxy computers.

Client Components (SYMCLI) are required only during the initial one-time configuration. Base Components (with SYMAPI) are necessary and required for all
snap operations.
e Navisphere CLI and NaviAgent installed on the client and proxy computers.

e If AccessLogix is not enabled, go to the Navisphere GUI, right-click EMC Clariion Storage System and click Properties. From the Data Access tab, select
Enable AccessLogix.

e Clariion storage system should have run successfully through the Navisphere Storage-System Initialization Utility prior to running any Navisphere
functionality.

e Ensure enough reserved volumes are configured for SnapView/Snap to work properly.
For EMC VNX:
e EMC Solutions Enabler (7.2 or higher) installed on the client and proxy computers.

Client Components (SYMCLI) are required only during the initial one-time configuration. Base Components (with SYMAPI) are necessary and required for all
snap operations.

e Navisphere CLI and Navisphere/Unisphere Host Agent installed on the client and proxy computers.

o VNX storage system should have run successfully through the Unisphere Storage-System Initialization Utility prior to running any Unisphere functionality.

SETUP THE EMC CLARIION
Perform the following steps to provide the required storage for SnapProtect operations:
1. Create a RAID group

2. Bind the LUN

3. Create a Storage Group

4. Register the client computer (covered by installing NaviAgent)

5. Map the LUNs to the client computer where the NaviAgent resides

6. Reserved/Clone volumes target properly for SnapView

For example, as shown in the image on the right, the Clariion ID of APM00033400899
has the following configuration:

e a RAID Group 0 provisioned as a RAID-5 group (Fiber Channel drives)

o LUNSs are mapped to Storage Group SG_EMCSnapIntl with LUN ID of #154 present
to client computer emcsnapint1l.

The example shows the serial number of LUN 154:

RAID Group: RAID Group 0, containing 3 physical disks

Storage Group: currently visible to a single client computer

LUN is shown as a Fiber Channel device

The devices under LUN 154 reside on RAID Group 0 which has RAID-5 configuration.
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AUTHENTICATE CALYPSO USER INFORMATION FOR THE NAVIAGENT

Follow the steps below to specify the authorization information for EMC Solutions Enabler and Navishphere CLI to ensure administrator access to the Navisphere
server.

1. To set the authorize information, run the symcfg authorization command for both the storage processors. For example:
/opt/emc/SYMCLI/V6.5.3/bin# ./symcfg authorization add -host <clariion SPA IP> -username admin -password password
/opt/emc/SYMCLI/V6.5.3/bin# ./symcfg authorization add -host <clariion SPB IP> -username admin -password password

2. Run the following command to ensure that the Clariion database is successfully loaded.
symcfg discover -clariion -file AsstDiscoFile

where AsstDiscoFile is the fully qualified path of a user-created file containing the host name or IP address of each targeted Clariion array. This file
should contain one array per line.

3. Create a Navisphere user account on the storage system. For example:
/opt/Navisphere/bin# ./naviseccli -AddUserSecurity -Address <clariion SPA IP> -Scope 0 -User admin -Password password
/opt/Navisphere/bin# ./naviseccli -AddUserSecurity -Address <clariion SPB IP> -Scope 0 -User admin -Password password
4. Restart the NaviAgent service.
5. Run snapview command from the command line to ensure that the setup is ready.
On Unix computers, you might need to add the Calypso user to the agent.config file.

Before running any commands ensure that the EMC commands are verified against EMC documentation for a
particular product and version.

SETUP THE ARRAY INFORMATION
Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

1. e From the CommcCell Console, navigate to Tools | Control Panel.

e Click Array Management.
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Click Add.

e Select EMC CLARIiON from the Snap Vendor list for both Clariion and VNX
arrays.

e Specify the serial number of the array in the Name field.

For reference purposes, the screenshot on the right shows the serial number for the
EMC Clariion storage device.

e Enter the access information of a Navisphere user with administrative privileges in
the Username and Password fields.

e Use the Description field to enter a description about the entity. This description
can include information about the entity's content, cautionary notes, etc.

e Click OK to save the information.
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Array Management |z|

Snap Wendor

Mame | |

Contral Host | |

User Name | |

3 | Password | |

Confirm Password | |

Device Group | |

Use devices only from this device group

Descripion

[ Ok H Cancel H Help ]

l:“( F‘reviﬂus‘:lji MNext )‘]
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SnapProtect’ Backup - EMC Symmetrix

« Pravious | MNext »

PRE-REQUISITES
e EMC Solutions Enabler (6.4 or higher) installed on the client and proxy computers.

Client Components (SYMCLI) are required only during the initial one-time configuration. Base Components (with SYMAPI) are necessary and required for all
snap operations.

o SYMAPI Feature: BASE /Symmetrix licenses for Snap, Mirror and Clone.
You can use the following command to check the licenses on the host computer:
C:\SYMAPI\Config> type symapi licenses.dat

e By default, all functionality is already enabled in the EMC Symmetrix hardware layer. However, a Hardware Configuration File (IMPL) must be enabled before
using the array. Contact an EMC Representative to ensure TimeFinder and SRDF functionalities have been configured.

SETUP THE EMC SYMMETRIX

For SnapProtect to function appropriately, LUN Masking records/views must be visible from the host where the backup will take place:

e For DMX, the Masking and Mapping record for vemdb must be accessible on the host executing the backup.

e For VMAX, the Masking view must be created for the host executing the backup.

.CONFIGURE SYMMETRIX GATEKEEPERS

Gatekeepers need to be defined on all MediaAgents in order to allow the Symmetrix API to communicate with the array. Use the following command on each
MediaAgent computer:

symgate define -sid <Symmetrix array ID> dev <Symmetrix device name>

where <symmetrix device name> is @ humbered and un-formatted Symmetrix device (e.g., 00C) which has the MPIO policy set as FAILOVER in the MPIO
properties of the gatekeeper device.

LOAD THE SYMMETRIX DATABASE

If you have the SYMCLI software installed, it is recommended that you test your local Symmetrix environment by running the following command to ensure
that the Symmetrix database is successfully loaded:

symcfg discover

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

| murphy - CommCall Console.

1. e From the CommcCell Console, navigate to Tools | Control Panel.
e Click Array Management.
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2. Click Add.
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Select EMC Symmetrix from the Snap Vendor list.
Specify the Symm ID of the array in the Name field.

For reference purposes, the screenshot on the right shows the Symmetrix array ID
(Symm ID) for the EMC Symmetrix storage device.

If Symcfg Authorization is enabled on the Symmetrix Management Console, enter
the access information for the Symmetrix Management Console in the Username
and Password fields.

In the Device Group field, specify the name of the device group created on the
client and proxy computer. The use of Group Name Service (GNS) is supported.

If you do not specify a device group, the default device group will be used for
snapshot operations.

Select the Use devices only from this device group option to use only the
snapshots devices available in the device group specified above.

Use the Description field to enter a description about the entity. This description
can include information about the entity's content, cautionary notes, etc.

Click OK to save the information.

To understand how the software selects the target devices during SnapProtect
operations, click here.
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SnapProtect’ Backup - Fujitsu ETERNUS DX

« Pravious | MNext »

PRE-REQUISITES

Local Copy license for Snap and Clone.

Thin Provisioning license.

Ensure that all members in the Fujitsu array are running firmware version V10L22-1000 or higher.
Enable SMI-S on the storage array.

Create a Host Affinity group for the proxy computer.

If using SnapOPC, ensure to create a SDV and SDPV volumes.

CONFIGURE DESTINATION VOLUMES

Source and destination volumes should be pre-paired before performing any snapshot operation. For EC snapshots (clone), pre-paired sessions should be in
active state.

To pre-pair source and destination volumes, install the ETERNUS SF Express Manager software version 14.2A or higher.
Forbid Advanced Copy and Encrypted volumes are not supported.

Depending on the type of snapshot being used, review the following for the creation of destination volumes:
FOR SNAP SNAPSHOTS

If pre-paired sessions are not available, SnapOPC snapshots use any available SDV volumes as their destination volumes. If you need to create a new SDV
volume, ensure that the SDV volume is of equal size to the source volume.

FOR CLONE SNAPSHOTS

If pre-paired sessions are not available, destination volumes are automatically created for clone snapshots. If a non-existing device group is specified during
array configuration in the CommCell Console, a destination volume is created based on the source volume type. However, if a valid device group is specified,
the following destination volumes are created depending on the device group type:

O A Thin Provisioning volume is created if the device group is a Thin Provisioning pool.

O A standalone volume is created if the device group is a RAID group.

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

| murphy - Commeall Console.

e From the CommcCell Console, navigate to Tools | Control Panel.
e Click Array Management.
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e Select Fujitsu ETERNUS from the Snap Vendor list.

e Specify the CM IP Address of the array in the Name field.

1221971 26 Lnagac ackin

Page 135 of 742



User Guide - SnapProtect

Array Management 23]
1 Snap Vendor Fujitsu ETERNUS ]
2 ( Name j
Control Host
User Name
Password

Confirm Password

Device Group
[7] Use devices only from this device group

Description

For reference purposes, the screenshot on the right shows the CM IP Address for the
Fujitsu storage device.
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4. e Enter the CM IP Address of the array in the Control Host field. Array Management 5™
e Enter the access information of a user with administrative privileges in the
Username and Password fields. Snap Vendor .
e In the Device Group field, specify the name of the RAID group or Thin
Provisioning group created on the array to be used for clone operations. Device Name
groups are not applicable for Snap snapshots. W e j
e Select the Use devices only from this device group option to use only the
snapshot devices available in the device group specified above. User Name
e Use the Description field to enter a description about the entity. This description 4 4
can include information about the entity's content, cautionary notes, etc. s
e Click OK to save the information. Confirm Password

5 Device Group

6 @ Use devices only from this device gro@

Description

Lok ][ concel ][ b ]
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SnapProtect’ Backup - Hitachi Data Systems

PRE-REQUISITES

e Device Manager Server (7.1.1 or higher) installed on any computer.

e RAID Manager (01-25-03/05 or higher) installed on the client and proxy computers.

e Device Manager Agent installed on the client and proxy computers and configured to the Device Manager Server.

The hostname of the proxy computer and the client computer should be visible on the Device Manager Server.

o Appropriate licenses for Shadow Image and COW snapshot.

e For VSP, USP, USP-V and AMS 2000 series, create the following to allow COW operations:
o COW pools
O V-VOLs (COW snapshots) that matches the exact block size of P-VOLs devices.

« Pravious | MNext »

e For HUS, ensure that the source and target devices have the same Provisioning Attribute selected. For e.g., if the source is Full Capacity Mode then the

target device should also be labeled as Full Capacity Mode.

ADDITIONAL REQUIREMENTS FOR VMWARE

When performing SnapProtect operations on VMware using HDS as the storage array, ensure the following:
e HDS LUNs are exposed to the Virtual Server iDataAgent client and ESX server.

e All HDS pre-requisites are installed and configured on the Virtual Server iDataAgent client computer.

e The Virtual Server client computer is the physical server.

o The Virtual Machine HotAdd feature is not supported.

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

1. . | murphy - CommCall Console.
e From the CommcCell Console, navigate to Tools | Control Panel. R e
e Click Array Management. D gELED
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e Select HDS from the Snap Vendor list.
e Specify the serial number of the array in the Name field.
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For reference purposes, the screenshot on the right shows the serial number for the
HDS storage device.

e Enter the IP address or host name of the Device Manager Server in the Control
Host field.

e Enter the user access information in the Username and Password fields.

e In the Device Group field, specify the name of the hardware device group created
on the array to be used for snapshot operations. The device group should have the
following naming convention:

<COW_POOL_ID>-<LABEL> Or <LABEL>-<COW_POOL_ID>

where <cow_pooL_1D> (for COW job) should be a number. This parameter is
required.

<LABEL> (for SI job) should not contain special characters, such as hyphens, and
should not start with a number. This parameter is optional.

e Select the Use devices only from this device group option to use only the
snapshots devices available in the device group specified above.

e Use the Description field to enter a description about the entity. This description
can include information about the entity's content, cautionary notes, etc.

e Click OK to save the information.
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SnapProtect’ Backup - HP StorageWorks EVA

SETUP THE HP SMI-S EVA

HP-EVA requires Snapshot and Clone licenses for the HP Business Copy EVA feature.

The following steps provide the necessary instructions to setup the HP EVA:

1. Download the HP SMI-S EVA and the HP Command View EVA software on a supported server from the HP web site.

| € Previous | Mext » |

2. Run the Discoverer tool located in the C:\Program Files\Hewlett-Packard\mpxManager\SMI-S\EVAProvider\bin folder to discover the HP-EVA arrays.

3. Use the CLIRefreshTool.bat tool to sync with the SMIS server after using the Command View GUI to perform any active management operations (like
adding new host group or LUN). This tool is located in the C:\Program Files\Hewlett-Packard\mpxManager\SMI-S\CXWSCimom\bin folder.

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

1. e From the CommcCell Console, navigate to Tools | Control Panel.
e Click Array Management.

2. Click Add.

3. e Select HP EVA from the Snap Vendor list.
e Specify the World Wide Name of the array node in the Name field.
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can include information about the entity's content, cautionary notes, etc.
e Click OK to save the information.

The World Wide Name (WWN) is the serial number for the HP EVA storage device. See [ Saechangss || Systemoptions |
the screenshot on the right for a WWN example. Eo £V storage atwork
i O s sunnay |
The array name must be specified without the dashes used in the WWN e.g., g::”:' Disks TEEEEEE—
50014380025DEB70. 5 Disk Groups Name: EVAL40
3 Data Replication MNode WWN: (5001-4380-026D-EB70 )
B3 Hardware uuID: 6005-08b4-__-0002-0000
4. e Enter the name of the management server of the array in the Control Host field. Array Management [g|
Ensure that you provide the host name and not the fully
qualified domain name or TCP/IP address of the host. Snap Vendor v
Mame | |
e Enter the user access information in the Username and Password fields. 3 ¢ Cortrol Host | D
e In the Device Group field, specify the name of the hardware disk group created
on the array to be used for snapshot operations. ser Name | |
e Select the Use devices only from this device group option to use only the | B | |
snapshots devices available in the device group specified above.
e Use the Description field to enter a description about the entity. This description Confirm Password | |

5 Device Group

6 { [ Use devices arly fram this device grouD

Descripion

[ [s]'4 H Cancel H Help ]

[« Previous | Mext » )
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SnapProtect’ Backup - IBM SAN Volume Controller (SVC)

| € Previous | Mext » |

PRE-REQUISITES
e IBM SVC requires the FlashCopy license.

e Ensure that all members in the IBM SVC array are running firmware version 6.1.0.7 or higher.

o Ensure that proxy computers are configured and have access to the storage device by adding a host group with ports and a temporary LUN.

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

. . | murphy - CommCell Cansole:
1 e From the CommcCell Console, navigate to Tools | Control Panel. e
e Click Array Management. S SEDED %L
& Cancel Bewser o & muphe % What'snew? x
& nurty
- B
1| - Clien: Computer Graups
I Clie Conputes - - . 1
b (9] L E et d
ademne e Betts o0t it
¢t Fecers Eonfguraker
oo ecor
A &
Audt 7ral Biling Configuration Erowse,SearchReccvery
Hediarige
el Tnpert= 'ﬂi D
Ll Vlncm/,mvt ComThet Proz"ties Zuston Calendars
Ceka Incerface Pairs. R Bach.r Seftres E-Mal 8115 Configuracin
i 0 High Wa
[] "] S i
H 110 BEVDS nugly B2 User i hes cogedon,
2. Click Add. Array Management X
Control Host Name User Name | Snap Vendor...  Description ﬂ add
Fidk.hct, commvaul.com  5001438002... hetladministr, .. HP EV& [
172,19.66.22 grpadmin Dell Equallogic
172,19,128,226 £000279 admin IBM =LV
172,19.66.91 APMD003340.., admin EMC CLARION |
172,19.66.60 10881 system HDS
172 1071 BRI sl TRM YT L
3. e Select IBMSVC from the Snap Vendor list. Array Management §

e Specify the 16-digit ID of the storage device in the Name field.
1 Snap vendor

2 ( Mame

Contral Host | |

User Mame | |

Passward | |

Confirrn Password | |

Device Group | |

[ Use devices only from this device group

Description

[ Ok H Cancel H Help ]

The ID is the device identification number for the IBM SVC storage device. See the
screenshot on the right for reference.
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Total Wk Capasty  7.5T8.

Tota Used Capacty 3678

comnectivy O O - 1 O @ 111 Running Tesks o

e Enter the Management IP address or host name of the array in the Control Host Array Management
field.
e Enter the user access information of the local application administrator in the Snap Yendor
Username and Password fields.
e In the Device Group field, specify the name of the physical storage pools created Harne | |

on the array to be used for snapshot (flash copy) operations.
3 ( Control Hosk )
If you do not specify a device group, the default storage pool will be used for

snapshot operations. Lser Mame

e Select the Use devices only from this device group option to use only the 4| Passward
snapshots devices available in the device group specified above.

e Use the Description field to enter a description about the entity. This description
can include information about the entity's content, cautionary notes, etc.

e Click OK to save the information.

Confirm Password

5 Device Group

6 @ Use devices only from this device grouD

Description

[ Ok H Cancel H Help ]

|« Previous | Mext » |
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SnapProtect’ Backup - IBM XIV

| € Previous | Mext » |

PRE-REQUISITES

1. IBM XCLI (2.3 or higher) installed on the client and proxy computers. On Unix computers, XCLI version 2.4.4 should be installed.

2. Set the location of XCLI in the environment and system variable path.

3. If XCLI is installed on a client or proxy, the client or proxy should be rebooted after appending XCLI location to the system variable path. You can use the
XCLI_BINARY LOCATION registry key to skip rebooting the computer.

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

. | murphy - CommCell Console
1. e From the CommCell Console, navigate to Tools | Control Panel. e
e Click Array Management. % o %ge
& el Brewser 1 & ruphy %7 What'snew? x
& zuw |
[ B
Clie: Conputes o F
D e s © v ehnrtd
§ e adiRemar sczvae Hoits neereie
gm‘ Fagers Cofiguiater
(3t e
A . —
Audt rall Biling Configuration
Mediaagz
Conmel Inpert/=xoott. &
Settigs a Comvhet Prodz-ties. Zuszon Calendars
CetaIncerface Pairs. R Backp Settres E-Mal & 115 Configuration
it 0 High ¥a
@
8 9 5 2
Ha“ "o C0I1082) BV sty st User i’ has ccged o,
2. Click Add. Array Management 5]
«Control Host Mame: User Mame Snap Yendor,.,  Description ¥ Add
Fidk.hct. commyault.com 5001438002, hetiadministr... HP EVA [l
172.19.66.22 arpadmin Dell Equallagic
172.19.125.226 6000279 adrin 1BM XIW
172.19.66.91 APMOD03340... admin EMC CLARION -
172.19.66.69 10881 system HDS.
172 1071 eIt o 18M YT, [ |
3. i |
e Select IBM XIV from the Snap Vendor list. Array Management X

e Specify the 7-digit serial number for the array in the Name field.

=

2 Mame

Contral Host

User Name

Confirm Password

L L I L I

Passward |

Device Group

Descripion

[ [s]'4 H Cancel H Help ]

The System ID (S/N) is the serial number for the IBM XIV storage device. See the
screenshot on the right for reference.
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[[ovmem compeanion
General
System Name snozbern|
Parameters System Version 022
- System 1D (S/N) m
Machine Model / Machine Type A14/ 2810
IP/Hostname 1 172.19.125.226
IP/Hostname 2
IPMHostname 3
L
‘a D\
(Copaae)  (Ceancel )
4. e Enter the IP address or host name of the array in the Control Host field. Array Management [‘5_<|

e Enter the user access information of the application administrator in the
Username and Password fields.

e Use the Description field to enter a description about the entity. This description

can include information about the entity's content, cautionary notes, etc. hlame | |
e Click OK to save the information. 2 (chtrm Host: )

4| Passward | |

Confirm Password | |

Device Group | |

Use devices only from this device group

Descripion

[ [s]'4 H Cancel H Help ]

(<P

ous | Mext » |
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SnapProtect’ Backup - LSI

« Pravious | MNext »

PREREQUISITES

e Ensure that the LSI Storage Management Initiative Specification (SMIS) server has access to the LSI array through TCP/IP network to perform SnapProtect
operations.

e Ensure that the client has access to:
O SMIS server through TCP/IP network.
O LSI array through iSCSI or Fiber Channel network.

e Ensure that proxy computers are configured and have access to the storage device by adding a temporary LUN to the "host" using the Storage Management
Console.

ADDITIONAL REQUIREMENTS FOR VMWARE

When performing SnapProtect operations on VMware using SAN transport mode, ensure that the Client and the ESX Server reside in the same host group
configured in the LSI array, as one volume cannot be mapped to multiple host groups.

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

1. . | murphy - CommCall Console.
e From the CommcCell Console, navigate to Tools | Control Panel. R e
. e &
e Click Array Management. CH%ELE 53]
& Cancel Bewser o & muphe % What'snew? x
& nurty
H g(nmm\b 7
& Gocm e cops ol Prel. x|
¢ Q coucanis e - = g
1S S D v i et d
i gmm adiRema e ety tree]
& ful fepems Eonfguraker
i G e e
Y : £
Audt rall Biling Configuration Browse,SezrchjReccvery
= Hedisage
e & i
(nmm_djlrwl/:mvt ComThet Proz"ties Zuston Calendars
Ceka Incerface Pairs. R Bach.r Seftres E-Mal 8115 Configuracin
i 0 High Wa
[ "] st g
a 110 5 nugty 325t User [ s cecedon,
2. Click Add. Array Management
Control Host Name User Name | Snap Vendor...| Description B
Fidk.hct, commvaul.com  5001438002... hetladministr, .. HP EV& "~
172,19.66.22 grpadmin Dell Equallogic
172,19,128,226 £000279 admin IBM =LV
172,19.66.91 APMD003340.., admin EMC CLARION
172,19.66.60 10881 system HDS
172 10 71 7 MERER" adrmin. TRM YT L
3. e Select LSI from the Snap Vendor list.

e Specify the serial number for the array in the Name field.
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Array Management fE
1 S0p Vendor
2 ( Mame _T)

Cantrol Host

Password

L L LN

Canfirm Password

User Name |

Device Group

[ Use devices only from this device group

Description

[ [a]4 H Cancel H Help ]

[ s0n_nos _si - Storage Subsystem Profile

The Storage Subsystem world-wide identifier (ID) is the serial number for the
LSI storage device.

() Sy | B Cototers | @ rors | @ oot | B e | 2. 0rve chermots | 5§ endonres | e | B |

Use the SANtricity Storage Manager software to obtain the array name by clicking e e e Brnea =
Storage Subsystem Profile from the Summary tab. See the screenshot on the v et o st -
right for reference. e e s (i s 0

Stop cache flushing et (in percencage): 80
Cache block size (in KB) a

Media scon frequency (in days): Dissbled
Failover alert delay (in mimites) s
Festura snsble sdenessiers 30303531342030303799312048 7F4SAT

Feature pack: Generic
Feature peck suasdel I 130

(Grorage Subsysten world-vide ddencities (ID): GO0GOESO007FABO0DO000D04BTF4SAL )

Ly 2

Find: ’ﬁi‘
Pk sowtinn L |
4. e Specify the name of the device manager server where the array was configured in Array Management [5_<|
the Control Host field. —
e Enter the user access information using the LSI SMIS server credentials of a local Snap Vendor & -
user in the Username and Password fields. =
Marne

e In the Device Group field, specify the name of the hardware device group created

on the array to be used for snapshot operations. If you do not have a device group i
created on the array, specify None. S )

ser MName

If you specify None in the Device Group field but do
have a device group created on the array, the default | Fossm
device group will be used for snapshot operations.

Canfirm Password

e Select the Use devices only from this device group option to use only the
snapshots devices available in the device group specified above. 5 Device Group

e Use the Description field to enter a description about the entity. This description
can include information about the entity's content, cautionary notes, etc.

e Click OK to save the information. Diescription

6 [ []Use devices only from this device gro@

[ [a]4 H Cancel H Help ]

[« Previous | Mext » )
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SnapProtect’ Backup - NetApp

| € Previous | Mext » |

PREREQUISITES

LICENSES
o SnapRestore license for Revert operations (LUNs and NFS shares).
o FlexClone license for backup and restore operations of NFS shares.

e FCP, ISCSI, CIFS, NFS licenses for features such as Fiber Channel Protocol, iSCSI protocol, CIFS file sharing, and NFS File Sharing. Use the appropriate
license for the specific data types.

e HTTP/HTTPS licenses on the NetApp file server to allow communication.

ADDITIONAL REQUIREMENTS FOR VMWARE

When performing SnapProtect operations on VMware using NFS file-based protocol, ensure the following:

The NetApp storage device name specified in Array Management matches that on the ESX
Server.

The VMkernel IP address of all ESX servers that are used for mount operations should be
added to the root Access of the NFS share on the source storage device. This needs to be
done because the list of all root hosts able to access the snaps are inherited and replicated
from the source storage device.

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

murphy - CommCell Cansole

1. e From the CommcCell Console, navigate to Tools | Control Panel.
e Click Array Management.

dew Tods Vindsas Help

Nl %EWED %8

sy % What'snew?

ComnCel Brewser 1

0 sty ]

o[ 8 conmee:
) = 'W
Gl Canpts d
ety g’
e Resauezs et
s i L s e
Tl Ferers -
04 Corto: Srecar
A & —
At vl BlgCofiutin BrowseSeereccverr
3 Hedisiz:
- J
mnCAEE et ot son Caendas
L] 5
CatanocePors Rbwhrowtres 4G 5o
< Oigh s
L @ 5
| ‘a HO AR A®) EvS mupy 35254 User [ bos cecedon
2. Click Add. Array Hanagement
Control Host Name User Hame  Snap Yiendor..  Description ¥ add
fick hct. commyauk.com SO01438002... hetladminist... HP EVA
172.19.66.22 rpacin el Equallogic
172.19.125.226 6000279 adin IBM XV
172.19.66.91 APMOO03340... adin EMC CLARION
172.19.66.69 10881 system HDS
1721021 s " o ]

3. e Select NetApp from the Snap Vendor list.
e Specify the name of the file server in the Name field.

e You can provide the host name, fully qualified domain
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name or TCP/IP address of the file server. Sy A ()
e If the file server has more than one host name due to
i i i Snsp Vendor v
multiple domains, provide one of the host names L
based on the network you want to use for Narme

administrative purposes.

Contral Host

e Enter the user access information with administrative privileges in the Username |
and Password fields. User Name |

e Use the Description field to enter a description about the entity. This description Password
can include information about the entity's content, cautionary notes, etc.

Confirm Password

e Click OK.

Device Group

Use devices only from this device group

Descripkion

[ [a]:4 ][ Cancel ][ Help ]

|« Previous | Mext » |
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SnapProtect’ Backup - NetApp SnapVault/SnapMirror

« Pravious | MNext »

OVERVIEW

SnapVault allows a secondary NetApp filer to store SnapProtect snapshots. Multiple primary NetApp file servers can backup data to this secondary filer.
Typically, only the changed blocks are transferred, except for the first time where the complete contents of the source need to be transferred to establish a
baseline. After the initial transfer, snapshots of data on the destination volume are taken and can be independently maintained for recovery purposes.

SnapMirror is a replication solution that can be used for disaster recovery purposes, where the complete contents of a volume or gtree is mirrored to a
destination volume or gtree.

PREREQUISITES

LICENSES
e The NetApp SnapVault/SnapMirror feature requires the NetApp Snap Management license.
o SnapRestore license for Revert operations (LUNs and NFS shares).

o FlexClone license for backup and restore operations of NFS shares.

e iSCSI Initiator must be configured on the client and proxy computers to access the storage device.

For the Virtual Server Agent, the iSCSI Initiator is required when the agent is configured on a separate physical server and uses iSCSI datastores. The iSCSI
Initiator is not required if the agent is using NFS datastores.

e FFCP, ISCSI, CIFS, NFS licenses for features such as Fiber Channel Protocol, iSCSI protocol, CIFS file sharing, and NFS File Sharing. Use the appropriate
license for the specific data types.

o Protection Manager, Operations Manager, and Provisioning Manager licenses for DataFabric Manager 4.0.2 or later.
e SnapMirror Primary and Secondary Licenses for disaster recovery operations.
e SnapVault Primary and Secondary License for backup and recovery operations.

e HTTP/HTTPS licenses on the NetApp file server to allow communication.

ARRAY SOFTWARE
e DataFabric Manager (DFM) - A server running NetApp DataFabric® Manager server software. DataFabric Manager 4.0.2 or later is required.
o SnapMirror - NetApp replication technology used for disaster recovery.

o SnapVault - NetApp replication technology used for backup and recovery.

SETTING UP SNAPVAULT

Before using SnapVault and SnapMirror, ensure the following conditions are met:

1. On your source file server, use the 1icense command to check that the sv_ontap_pri and sv_ontap_sec licenses are available for the primary and
secondary file servers respectively.

2. Enable SnapVault on the primary and secondary file servers as shown below:
options snapvault.enable on

3. On the primary file server, set the access permissions for the secondary file servers to transfer data from the primary as shown in the example below:
options snapvault.access host=secondary_ filerl, secondary filer2

4. On the secondary file server, set the access permissions for the primary file servers to restore data from the secondary as shown in the example below:

options snapvault.access host=primary filerl, primary filer2

INSTALLING DATAFABRIC MANAGER

e The Data Fabric Manager (DFM) server must be installed. For more information, see Setup the DataFabric Manager Server.
o The following must be configured:
O Discover storage devices

O Add Resource Pools to be used for the Vault/Mirror storage provisioning

CONFIGURATION

Once you have the environment setup for using SnapVault and SnapMirror, you need to configure the following before performing a SnapVault or SnapMirror
operation.
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CREATE STORAGE POLICY

Use the following steps to create a storage policy.

1. e From the CommCell Browser, navigate to Policies.
e Right-click the Storage Policies node and click New Storage Policy.

2. Click Next.

e Specify the name of the Storage Policy in the Storage Policy Name box.
e Select Provide the DataFabric Manager Server Information.
e Click Next.

4. e In the Library list, select the default library to which the Primary Copy should be
associated.
It is recommended that the selected disk library uses a
LUN from the File server.
o Click Next.
5.

e Select a MediaAgent from the MediaAgent list.
e Click Next.

CommCell Console.

Fle View Took Windows Help

ER=REIE YRR

24 CommCell Browser E @ Storage Policies x
Wy chaval-2008 Al @ dnavaiz00 > [ Poicies > B Storage Policies >
Clint: Computer Groups
Cllnt Computers Hame Trpe No. of Streams Mo, of Copies | Increment:
) Security % A-GDSP Global Dedupii.. 1 1
§9 Storage Resources S E 1
Pﬁ“fs‘“ iorpel % A-Sp-DFM  Standard 10 3
(i Replcaton Polcies o Commer,., Disastor Reco... 1 2
2@ Storage Policier) 1 GDSP. Global Dedupl.1. 1 2
D Qiew Storage Foliy D 3 fiobal Dedugi... 1 1
‘& o iew Gobal Deduplcation policy  [1o03 08Bl 1 !
{1 ASP-DFM Flobal Dedupli... 1 2
G Conmsery|___ Sublient Assodaions e .
g cose g PGDSP Global Dedupi... 1 1
8 GOt s PK_Req_D... Standard 10 2
g ¥ PKGDSP  Global Dedupl... 1 1
8 GDSP_JunlLu B
oraw PRSP bo .. Standerd 1 2
8 PaDSP B Pewsp  Standard 10 2
{1 PK_Reg_Dedup_sP %) PSP_to_G... Standard 1 3
g PRGDSP %) 5p-GDSP-,., Standard 1 1
8 PSP _to_6D5P ~| B suseepa  Standard 10 3
o Pnewsp e et Standard 10 2
Creale Storage Policy Wizard X

What will this storage policy be used for?

Storage Policy Type
(@) Bata Brotection and Archiving

() CommServe Disaster Recavery Backup

Press Next to continue.

Create Storage Policy Wizard 5]

Please enter the storage policy name

Storage Policy Name: | MetApp_Snapstorags|

Provide the DataF abric Manager Server [nFDrmatmD

Press Next o continue.

Please select a library to be the default library
for this primary copy

Library:

Press Mextta continue.
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Create Storage Policy

Please select a MediaAgent for this copy

Mediatgent:

Press Mextta continue.

6. Click Next.

Create Storage Policy Wizard X

Please enter the streams and retention
criteria for this policy

Humber of Device Streams:

Chaose the Primary Copy's Aging Rules:

iDatadgent Backup data
Infinitef l:lj l:lj
[ =l

Data ArchivefCompliance Archiver

Irfinite I:H

7. Click Next.

Create Storage Policy Wizard

Do you want to enable Deduplication for the
primary copy?

Deduplication
@® Yes
Enable Client Side Deduplication

Ome

Press Nextto continue

e Verify Name and MediaAgent Name.

e Click Browse to specify location for Deduplication Store.

Please specify the location to store the
e Click Next. Deduplication Store

Create Storage Policy

®

Hame: SIDB_MetApp_snapstor

Deduplication Stare Location:

Mediasgent Name | dhaval-2008 v

Press Nextto continue

Provide the DataFabric Manager server information.
o If a DataFabric Manager server exists, click Select to choose from the drop-

3 Flease select/add the new DataFabric Manager
down list. information?
o If you want to add a new DataFabric Manager Server, click Add.

e Click Next.

DataFabric Manager

) Select

10. Click Finish.
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The new Storage Policy creates the following:
e Primary Snap Copy, used for local snapshot storage
e Primary Classic Copy, used for optional data movement to tape, disk or cloud.

11.

Create Storage Policy Wizard X

Please review your selections.

>

Name: Netspp_SnapStorage
Frimary Capy: Primary

Library: test

iDataAgent Backup Aging Rules: infinite
Deduplication: Yes (Block Level)
Deduplitation Stare Narme
SIDE_MetApp_GnapStarage_Primary
o Store Location: C1DR

Click Finish to create the Storage Policy

CREATE A SECONDARY SNAPSHOT COPY

After the Storage Policy is created along with the Primary Snap Copy, the Secondary Snap Copy must be created on the new Storage Policy.

1. e From the CommCell Browser, navigate to Policies | Storage Policies.
e Right-click the storage policy and click All Tasks | Create New Snapshot Copy.

2. e Enter the Copy Name.
e Select the Library and MediaAgent from the drop-down list.
e Click Vault/Backup or Mirror protection type based on your needs.

It is recommended that the selected disk library uses a
CIFS or NFS share or a LUN on the File server.

3. e Click the Copy Policy tab.
e Depending on the topology you want to set up, click Specify Source for
Auxiliary Copy and select the source copy.

Copies can be created for the topologies listed in the following table:

CommCell Console.

Fle View Tods Windons Help

5 CommCell Bromser

O E w & T

B | B Aseom x

Default Index Destination

Cient Computer Groups Al @ chaval-2008 > [ Polcies > | Storage Policies > B A-SP-DFM >
lient Computers
& secrity Copy CopyT...| Default...| Medisd..| Default... Scratc.. | Rebsin
%E Storage Resources Prinary  Snap Pri.., Library_disk chaval 2... WA A Infinite
Pelce: 1 Primary(... Primary  Library_disk chaval-2... NiA A Infinite
a0 e st Synchran... Library_disk chaval-2... HiA A Infinite
Schedule Policies
Storage Policies
oywe
B
3 o e
Commzer| 4 AlTasks b R Auciary Copy
{o&s Gosp
View 3
B o Run Media Refresh
& GosPz icnettes Run Backup Copy
8 GOSP Run Content Indesxing
8 xosp
B poosp Run Data Verification
1 PK_Reg_Dedup_SP Create New Copy
1o PraDSP
B v to_cosp 5 (Create New Snapshot Capy
B prevap Chore
& 5P _to_a05P oelte
5 5p-GD5P-tew
8 sussens
o test.
o sty
b tect v
b CommCell Browser
Snap Copy Properties (Storage Policy: A-SP-DFM) X
Assocations Provisioning
General | Retention Copy Policy
Copy Infommation .
Gupy hame: [snapyau Test | )
Active
2

)

Library: [rest
Medahgenti  [dnaval-2008
Drive Pool:

scratch Pool

Frotection Type

@ ValkBackis

O Mirror

|T0 POLOGY SOURCE COPY
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Primary-Mirror Primary
Primary-Mirror-Vault Mirror
Primary-Vault Primary
Primary-Vault-Mirror Vault
Primary-Mirror-Mirror Mirror

Click the Provisioning tab.

Click Refresh to display the DFM entities.

Select the Provisioning Policy from the drop-down list.
Select the Resource Pools available from the list.

Click OK.

The secondary snapshot copy is created.

5. If you are using a Primary-Mirror-Vault (P-M-V) or Primary-Vault (P-V) topology on
ONTAP version higher than 7.3.5 (except ONTAP 8.0 and 8.0.1), perform the following
steps:

e Connect to the storage device associated with the source copy of your topology.
You can use SSH or Telnet network protocols to access the storage device.

e From the command prompt, type the following:
options snapvault.snapshot for dr backup named snapshot_ only
o Close the command prompt window.

It is recommended that you perform this operation on all nodes in the P-M-V
topology.

ap Copy Properties {Storage Po A-SP-D
Associations

General Retention Copy Folicy

Backup Selection

AllBackups

Provisioning

[rwoyoron |
Source Copy

Snap Copy Properties (Storage Policy: A-SP-DFM) 4]
General Retention Copy Policy
Assotiations Frovisioning
DataFabric Manager Name: hwinapp02
1
Refresh DataFabric Manager Entities: ‘.
2
Provisioning Policy: SnapProtect_RAID-DP - '
Resource Pools’
Available: Selected:
scott-mold
shali_cascademirrir_target_hfl
shali_cascademirror_source_hf3
marymirrorL_hiz
imaryvault_hfg
shali_secondarymirror_Hfé
shali_secondaryvaule_hfs Add All =5
Resource Pool Info
Tatal Size:2,52 TE Available Size:961,49 GB
Filer Aggregate Space Status Total size Available Sz ﬂ
mold dey_n_test  Normal 25278 961,49 GB ~
2

CONFIGURE BACKUP COPY

Follow the steps given below to configure Backup Copy for moving snapshots to media.

1. e From the CommcCell Console, navigate to Policies | Storage Policies.
e Right-click the <storage policy> and click Properties.
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e Click the Snapshot tab.

e Select Enable Backup Copy option to enable movement of snapshots to media.

e Click OK.

backup copy operation.

24 CommCell Browsar

Ty
Cllert Computer Groups
58 tiert
1555 Nethpp NAS NOMP
" defaultbackupset
& B pegasis
= 8 Fie system
° B defaultBackupSet
@ venu2
Security
% Storage Resources
Polcies
“ Repiication Policies
85 storage Polcies) 1

2 (g Netipp_Snopstorage )
0 SEERPaeE

B VaukTracker plces
Tl Reports

i Content Director

Storage Policy Properti

General | Copy Pracedence | Associatad Subdlients Snapshet | Security | Advanced|
riabls Batkup Co

[ Snapshots Created On and After  [Wed 122212010 |,
I Defer Backup Copy for [0 dayta)

Selection Rule

3 Coropertes >

2| B vetanp_snapstorace x

@ pegssus > 1B poicies > @ Storage Poicies > & NetApp_Snapstorage >

[ Copyype | oebaubrary | _edahgent_[Defauk Drve o] S
A

frimary(Classic) _ Primary Disklbraryl  pegasus A
Prinary(snsp)  SnepPrimary  Disklbraryl  pegasus Hja Hja
ISnapVault Node Snap Vault Disklbraryl  pegasus Hja Hja

] Cortent | @ Surmary |

T3 20b Controler x
ATkey entroler

view »

Operation | et Com..| Agent Type | _subclent

[5np Backup |1 T

Kl
1 Pause.

T Even vower x |

] Event viower

Running: 0 Pending: L Waking: 0 Queued: 0 Suspended: 0 Total Jc

Severty |_EventD | 3bD | owe e | e
@ 221222/2010 11:16:51 JobManager _ pegasus
a 301 2212/22/2010 10:56:41 JobManager  pegasus

: NetApp_SnapStorage [x]

& Al Backups

" choose the Backup Selection Rule: Advanced |

Source Snap Cop

I~ Speclfy Source For Backup Copy: -

ok | e | hee |

e Select Specify Source for Backup Copy.
e From the drop-down list, select the source copy to be used for performing the

Storage Policy Properties [<]
General | Copy Precedence | Associated Subclients  Snapshet | Security | Advanced |

~ ¥ Enabls Backup Copy

~Selection Rule

[ Snapshots Created On and After  [Thu0i/0siz0ll
I~ Defer Backup Copy for 04 dayis)

& Al Backups

£ Choose the Backup Selection Rule: advenced. |

“Source Snap Cop

¥ sSpecify Source fior Backup Copy: -

Frimary(snap)

-

vault from primary

OF I Cancel Help:

SETUP THE ARRAY INFORMATION

The following steps describe the instructions to set up the primary and secondary arrays.

1.

e From the CommCell Console, navigate to Tools | Control Panel.
e Click Array Management.
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_ CommCell Consolo

e Al @ daval2o0s > B oles > @ stor > 8 ASPOFM > nD@
d va ‘Source. %
D ‘@ 1
. s stone
e 2 ®
ol ooy
o
3 oo 4 .a
B oo = L 2]
L
=
3= B
B e o 5 = 8
% s I sl
2| (& Content| @ Surwmary
2. Click Add.
Control Host Mame User Mame Snap Yen..  Type Description ¥ Add
hwinapp02  admin Netapp DataFabric Manager Al —
==
3. e Select NetApp from the Snap Vendor list. Array Management [g|
e Specify the name of the primary file server in the Name field.
The name of primary file server may be different in the DataFabric Manager, 1 (5nap vendor |NetADD VD
CommServe, MediaAgent and other entities, but it should resolve to the same IP 2
address. However, if you plan to create a Vaut/Mirror copy, ensure the IP address me | |
of the primary file server resolves to the primary IP of the network interface and control Hast | |
not to an alias.
3 -
: . . User Mame
You can provide the host name, fully qualified domain | |
name or TCP/IP address of the file server. Password | |
Confirm Password | |
e Enter the user access information in the Username and Password fields. ~
- . . Dievice Graou)
e Select File Server, then click Primary for the array type. P | |
e Use _the De;criptior! field to enter a Qescription about t_he entity. This description Use devices anly From this device group
can include information about the entity's content, cautionary notes, etc.
e Click OK. Type:
() DataFabric Manager
Drescripkion
[ (o] 4 ] [ Cancel ] [ Help ]
4.

e Click Add again to enter the information for the secondary array.
e Specify the name of the secondary file server in the Name field.

The name of secondary file server may be different in the
DataFabric Manager, CommServe, MediaAgent and other
entities, but it should resolve to the same IP address.

e Enter the user access information in the Username and Password fields.
e Select File Server for the array type.

e Use the Description field to enter a description about the entity. This description
can include information about the entity's content, cautionary notes, etc.

e Click OK.
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SEE ALSO

Import Wizard Tool

Array Management

Control Host Name
hiinapp02
mald

User Hame  Snspven...  Typs Description | ¥ add
admin NetAop DataFabric Manager -~
root Netfpp File Server Edi:
Array Management Delete
Snap Vendor 3 9| | stonas

Confirm Password I:l

Use devices orly from this device group

Type:

Tlprimary

O DataFabric Manager

Deseription

Provides the steps to import the configuration details of the DataFabric Manager server into the Simpana software.
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SnapProtect’ Backup - Nimble

PREREQUISITES

e From the Nimble storage array console, ensure that the Access Control Entry for the m:;i:::.‘;w., Voume Sze
client initiator group is set to Volume and Snapshots. i et e e

e In case you are using a proxy computer for SnapProtect operations, add the initiator e
group for the proxy computer and set the Access Control Entry to Snapshots Only.

e Ensure that a temporary LUN is allocated to all ESX Servers that are used for snapshot Aoy to
operations.

Alow unrestricted access.

© Limt access

Protecton  Access

« Pravious | MNext »

f you are using volumes that alow simutaneous mutiple
intiator access (such as Viware VMFS or Microsoft
Cluster Server), enable this feature. Serial access from

Vowme & Snapshots | v

] Limt access to ISCS! intistor group  Smagent0s

Authenticate using CHAP user name  None

SETUP THE ARRAY INFORMATION

oK Cancel

save Cancel

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

| murphy - CommCell Console

1. :
e From the CommCell Console, navigate to Tools | Control Panel. PR
e Click Array Management. FFHSEUED wige
£ Cornel Eronss 7 & nucty X What'snew? x
Ay sy
] conCorozr s x|
0 ticoms » e
- () Seaurly 7 )
* g Steraga Rescurces - ecundan: d
58 i AR s s s e
2 _‘ Repots Corfuration
{4 Content Diecto
oy |
Audi: Trai Eiling Zocfigration
H ﬂ Medatge
OGN st cusor s
B @ ]
Data Interface Pairs DR Eaccup Sektings E-Mail & I'S Covigration
OHdha
0 ] 1
[} [ VRPN BHGS muphy  B5t s adni] Fasloggeden,

2. Click Add. Array Management X
Control Host Name UserName | Snop Vendor...| Description B
fidk. het commvault.com  5001438002.., het\administr.,. HP EVA "
172,19.66.22 grpadmin Dell Equallogic
172,19.125.226 £000279 admin IEM 3T
172,19.66.91 APMOODE340,., admin EMC CLARGON
172,19.66.69 10881 system HDS.

1721071 24 MR 263 addemin. TEM YTV b

3. o Select Nimble from the Snap Vendor list.

e Specify the Data IP Address of the array in the Name field.
If you have more than one Data IP Address configured,

you will need to add the array information for each of
the configured Data IP addresses.

e Enter the Management IP Address of the array in the Control Host field.
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Array Management

1 Snap Yendor i

2@ame
3@m’ol Host

User Name

Canfirm Password

Password I

Device Group

[~ Use devices only from this device group

~ Type:
% File Server,
I~ | Frimary:

{~ DataFabric Manager

~Description

(o4 Cancel | Help |
For reference purposes, the screenshot on the right shows the Data IP Address and £ Nstwork Addvesses =X
Management IP for the Nimble storage device. AAGEMENT 8 DISCOVERY
Management IP 1P Address Subnet Mask
iSCSI Discovery IP IP Address Subnet Mask
Default Gateway 172191081
oara

At least one interface must be configured to allow management network traffic. At least one interface
must be configured to allow data network traffic. Select an appropriate MTU to match the speed of
your network.

{Mame _Status _Type DatalP Address _ SubnetMask  MTU Bytes

e Data only v| 17219108100 oss2ss2s20  [swnderd |v| (1500
w2 Bl ossony v| 1210008101 2ss2ss2s20 [swndera |v | 1500
e WM otcontgures |v sundora || 1500
end B iotcontured |v Standard || 1500
DlAGHOSTICS

Diagnostic IP addresses are required for troubleshooting and technical support purposes in the
event that a controller is not reachable through the management IP address. These IP addresses
must be placed on the Group Management subnet.

1P Address Subnet Mask
Controller A Diagnostics ~ 17219.108.103 2552552550

Controller B Diaanostics  1721.108.104 2552552550 4

e Enter the access information of a user with administrative privileges in the
Username and Password fields.

e Use the Description field to enter a description about the entity. This description
can include information about the entity's content, cautionary notes, etc.

e Click OK to save the information.
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Array Management E

Snap Yendor Mimbls -

Marme I

Zonkral Host

|

User Mame

Password I

Zonfirm Password I

Device Group I

[~ Use devices only From this device group

— Type:

= File Server
[~ Brimary

" DataFabric Manager

—Description

[al'4 Zancel | Help |

|« Previous | Mext » |
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SnapProtect’ Backup - Data Replicator

« Pravious | MNext »

PRE-REQUISITES

INSTALLATION

e The use of Data Replicator with the SnapProtect backup requires MediaAgent, File System iDataAgent, and ContinuousDataReplicator on the source,
destination, and proxy computers.

The use of a proxy server to perform SnapProtect operations is supported when a hardware storage array is used for
performing the SnapProtect backup.

o The operating system of the MediaAgent to be used for SnapProtect backup must be either the same or higher version than the source computer.

STORAGE POLICY REQUIREMENTS

The Primary Snap Copy to be used for creating the snapshot copy must be a disk library.

If the Storage Policy or the disk library being used by the subclient is updated, the subclient should be recreated.

SETUP THE ARRAY

1. e From the CommcCell Console, navigate to <Client> | <Agent>.
e Right-click the subclient and click Properties.
2. e Click the SnapProtect Operations tab. Subctient Properties of ®
e Ensure Data Replicator is selected from the Available Snap Engine drop-down General CantET PrefPast Process Starage Device
||St Activity Cantral SnapProbect Operations
e Click OK. [#] snapProtect
Gva\\able Snap Engines v)
Lse Prosy -
[[] Use Separate Proxy for Snap to Tape
[[] Use Journaling
[] Use snapshat on the source to replicate data
Minimum size of file For Using hash comparisans: 26| ke
Block. size ta use for hashing: (2] j KB
ok | [ Cancel ] [ Help ]

« Previous | Mext »
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Getting Started - Exchange Database /iDataAgent Backup

PERFORM A BACKUP

[y

6.

Ensure that Circular Logging has been disabled on the Exchange Server.

e From the CommCell Console, navigate to Client Computers | <Client> |

Exchange Database.

e Right-click the default subclient and click Backup.

e Select Full as backup type and Immediate to run the job immediately.

e Click OK.

You can track the progress of the job from the Job Controller window of the

CommCell console.

Once job is complete, view the details of job from the Backup History. Right-click

the Subclient and select Backup History.

Click OK.

Right-click the job to:

View media associated with the job.

View events associated with the job.

Resubmit the job.

View messages that were backed up.

Send the log file that is associated with the job.

{3 Conmeel Srowser

| € Previous | Mext » |

LS iDA Exchange Database

@ muroc
% Client Computer Groups
Clent Computers

B2 slocrakss

B aries v

& ashforced en

8% brahmanizz_cN
Bieavinzm
Bexchi o

2B exchs_n

change Compliance Archiver
;

Exchange Mallbox Archiver

Exchange PF Archiver
{BA Exchange Public Folder

DA File System

Backup Optons |

& moioc > K Clent Computers > (B exchs.cn > A Exchonge Database >

Stbelent Name: Storage Poiicy

List Media

Backup History
Schedules
Operation Window

Propeties

Backup Options for Subclient: default 3]

Select Bachup Type
Rl
o} Type

Job Initiation

© Inmediate
Run this job now

© Schedule

N
[ ) Ccoeel ) [orames ) [ @rooverssam ] (o ]

& Conmeel Browser

& murioc

% Client Computer Groups

- dlent Computers
B clognakes_n
B ares cn
B ashfordss
(3 bonete6d_en
[ brehmaniz2 N
Beon2 o
B exchi n
5 B exchs.n

Exchange Complance Archiver
;
DA Exchange Matbox Arciver
DA Exchange pF Archiver

{0 Exchange Pubiic Folder
1A File System

S i0A Exchange Database X

|| @ muroc > @ clentComputers > @ exchs_cn > 08 Exchange Databse >

Subdient Name Storage Poicy
Backup
List Media

;
Schedules
Operation Window

Properties

Backup History Filter for: default E\
Backup Type
[OF] OFul ) Differential

© Incremental

Job Status

@ Al ) Completed O Faled O killed

[] Specify Time Range

Start Time

End Time

oK ][ Cancel ][ Advanced ][ Help

View job details, such as the number of mailboxes backed up.
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|« Previous | Mext » |
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Getting Started - Vault/Mirror Copy

« Pravious | MNext »

SKIP THIS PAGE IF YOU ARE NOT USING NETAPP WITH SNAPVAULT/SNAPMIRROR.

Click Mext » to Continue.

INITIATE VAULT/MIRROR COPY

Follow the steps to initiate a Vault/Mirror copy.

1 . . L. & Comncel rouser 51 Nethpp snapstorage x |
. e From the CommCell Console, navigate to Policies | Storage Policies. e [ Ao o > 1 k> 8 o >
. . . . - 588 Gt Comts Copy | ConvType [ Defoklbrary | _Meongert_[oefout ive..]_Saothrool

e Right-click the <storage policy> and click All Tasks | Run Auxiliary Copy. 1 P ey Dt WA i
(=1 E NetApp NAS NDMP [primary(Snap)  Snap Primary DiskLibraryl pegasus NA NA
g e Fromtmcer opvar” oathant e WA "

28 v

- o

= Replcation Polces
[ Schecule Plcies

8 Storage Poiced 1

o CommserveDR(pegasus) [EGontert] @ summary
2 (g ethpp_snapstorag
B0 S s 0 P D)
Bt VoukTocor Pl
& View 4 Run Media Refresh
-l Reprts e —
[ {§ Content Director i ndne Run Backup Copy et Type | Subclent | Job Type. Phase | Storage
Run Content ndexg
FunDutavrfcstion
GroatoNowCopy
GresteNowsnapshot Copy
« G —
Wea] oot 0 Watig: 0 Queued 0 Suspended 0 Total bas 0 ob St
/T vt vower x
A vt vower
[ty |_ewet> | %6 | owe Progan | _Corpusr_| B
= = IO 0TAIDS Tavneges e 19083
a = 5 12007019 st o 73
—— 0 P 5122000 s oocs 19500

e Select the desired options and click the Job Initiation tab.

General I Job Initiation |

o Select Schedule to configure the schedule pattern and click Configure.

Select a Starage Policy INetAppjnapStorage LI

Select Source Mediafgent |<AN\‘ MEDLAAGENT = ;I

Copy Selection

& all Copies

™ Select A Copy LI

Mumber OF Readers

 Number OF Streams I lﬂ

& Allow Maximum

I start New Media
I~ Mark Media Full On Success
I~ wse Most Recent Full Backup For Aoy

I~ wait For All Parallel Copy Resources

gOK I Cancel I Advanced | @SaveAsScr\pt | Help |

Schedule Details

Schedule Mame ]

3. e Enter the schedule name and select the appropriate scheduling options.
e Click OK.

£ One Time Start Time : =
The SnapProtect software will call any available DataFabric Manager APIs at the oo T

start of the Auxiliary Copy job to detect if the topology still maps the configuration.  wieekly
7 Monkthly
o Yearly

oK Cancel Help Options >

Once the Vault/Mirror copy of the snapshot is created, you cannot re-copy the same
snapshot to the Vault/Mirror destination.

« Pravious | MNext »
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Getting Started - Snap Movement to Media

« Pravious | MNext »

SKIP THIS PAGE IF YOU ARE NOT USING A TAPE DEVICE.

Click Mext » to Continue.

BACKUP COPY OPERATIONS

A backup copy operation provides the capability to copy snapshots of the data to any media. It is useful for creating additional standby copies of data and can
be performed during the SnapProtect backup or at a later time.

Once a backup copy is performed and the snapshot is copied to media, the same snapshot cannot be re-copied again.

INLINE BACKUP COPY

Backup copy operations performed during the SnapProtect backup job are known as inline backup copy. You can perform inline backup copy operations for
primary snapshot copies and not for secondary snapshot copies. If a previously selected snapshot has not been copied to media, the current SnapProtect job
will complete without creating the backup copy and you will need to create an offline backup copy for the current backup.

Depending on the Agent you are using, your screens may look different than the examples shown in the steps
below.

1. e From the CommcCell Console, navigate to Client Computers | <Client> |

<Agent> | defaultBackupSet. Backup Options
e Right click the default subclient and click Backup. Select gackup Typs Job nitiation
e Select Full as backup type. 1 2
e Click Advanced. © Incremertal Run this job now
) Differential () schedule

3 Synthetic Ful

3

[ o | concel ([ “pvanced )| (B seve ps st | e |

e Select Create Backup Copy immediately to create a backup copy.

. Data | Startup | Job Retry | Media | DataPath | vaukTracking | Alert
e Click OK.

4

Create new index
Catalog
(3) Use shared profile if present with transaction logging
(O Use shared profile if present without transaction lagging (Not Recommended)
() Use Transaction lagaing
O Nane

Ereate Backup Copy immediately!

Note: Creation of backup copy depends on the Storage Policy - Snapshot configuration

‘OFFLINE BACKUP COPY

Backup copy operations performed independent of the SnapProtect backup job are known as offline backup copy.

1. e From the CommcCell Console, navigate to Policies | Storage Policies.

e Right-click the <storage policy> and click All Tasks | Run Backup Copy.
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2. Click OK.

A CenncelBrowssr 5] B swevro0-ser x | Sh ek soapans0 2 (o x | Sems0sel x| By Clentsenms (Latest

8 serm9 > B Polies > B Swooe Potis > B AP >

=3 oy Tyoe Defaklirary | odaigent
Erre———
SHAP-COPYSIIP-.. PimarySnap  SHAPMSONAGL  snapm902

3 ot s

4 Yriersitveg

[ e — RuData Vst
5[5 Costanabss

[—=—
one
Dste

T

Backup

py For SNAP

Backup Copy Options | Job Initiation|

Defoit e Podl Seratch Pl
Hia
A ia

Select a Storage Policy
o of Jobs ko Run @
(%) Wo of Simulkaneous Jobs to run EH
() Allow Maximurn
Media
[] Skart News Media

[] Mark Media Full On Success

I gOK H Cancel ][ Advanced ]l @Savensicr\pt H Help ]

['( Previous |
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Getting Started - Microsoft Exchange Database Restore

PERFORM A RESTORE

« Previous

As restoring your backup data is very crucial, it is recommended that you perform a restore operation immediately after your first full backup to understand the

process.

The following sections explain the steps for restoring a single database to a different client computer.

1.

e From the CommCell Console, navigate to Policies | Storage Policies.

e Right-click the <storage policy> and click Properties.

e Click the Copy Precedence tab.

e By default, the snapshot copy is set to 1 and is used for the operation.
You can also use a different copy for performing the operation. For the copy that
you want to use, set the copy precedence as 1.

e Click OK.

e From the CommcCell Console, navigate to Client Computers | <Client> |
Exchange Database.

e Right-click the Agent and then click All Tasks | Browse Backup Data.

o Select a Windows MediaAgent from the Use MediaAgent drop-down list.
e Click OK.

e Select the Microsoft Information Store in the left pane. Select a database in the
right pane.

e Click Recover All Selected.

e Select the name of the client computer from the Destination Client list.

This client should not be the same client on which the database originally resided.

e Click ... under Out of Place Location column.
e Select a folder on the destination client and click OK.
e Click OK.

A Conncet Bouser =

s CommCell Browser

@ murloc
‘Ea Clent Computer Groups
Clint Computers
alagnaks4_n
5 aries.
B2 ashforde4 n
[ bonetesd_en
B2 brahmaniz2_cn
B 0102
B ot
B o en

xchange Complance Archiver

& Update-test

l .,

H ot B 5

T2 Event views

Whatsrent x

BRI  <1cocc Poticy Proportiss: Updattost =
oy ] [ G st s st | sty e
ot || Copyrecedence

Precedence | Copy Nare )

: P P

2 ermary °

=)

{8 Bxchange Database x
& muroc > ¥ Clent Computers > B} exch5_n > {BA Exchange Database >

(default
snap exchs_snap

Subdlent Name Storage Policy.

Pyre Magnetic

e
C‘E_Exmange Databas
B8 Exchance Mabax

DA Exchange Malbox A
B Exchange Pr Arciv

Al Tasks
View

Propertie

> Backup All Subclients

Browse Backup Data

List Snaps x

R Folder
DA File System

B exproxy1_en

B exproo et

B exproositn

=30
B2 howel

Browse Options

= New Subclient

Configure
Cient Computer Agent Type

Release License.

Operation Window

£

() Browse the Latest Data

O Specify Browse Time

Client: Computer:

Use MedisAQent | apy MEDLAAGENT

ok [ cancel | [ advanced | [ Listmeda

] [ Help

G 120101 (Lot 0ta)

el fonon St 2010 061

oByes
o5yes

obes
oBes
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6. You can monitor the progress of the restore job in the Job Controller.

7. The database is restored to the directory and client that was specified.

- Corpte - aclDeK ) -t -

o Irdonliay < sheah © oo

B vieresesen

e

)

oL oo
sz 335
1 =

SEA64760 Dt ot 22508 1040 0.
oot

CONGRATULATIONS - YOU HAVE SUCCESSFULLY COMPLETED YOUR FIRST BACKUP AND RESTORE.

If you want to further explore this Agent's features read the Advanced sections of this documentation.

If you want to configure another client, go back to Setup Clients.

| € Previous |
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Getting Started Deployment On a UNIX Computer - Oracle
iDataAgent

Next »
WHERE TO INSTALL RELATED TOPICS
Install the software directly on the Unix computer that you wish to protect and has the
application data. Download Software Packages

Download the latest software package to perform the install.

SnapProtect Support - Platforms

Verify that the computer in which you wish to install the
software satisfies the minimum requirements.

INSTALL THE ORACLE /IDATAAGENT

Use the following procedure to directly install the software from the installation package or a network drive.

1. Logon to the client computer as root.
2. If you are installing the software from CD, run the following command to mount the
CD:

mount -t is09660 udf /dev/cdrom /mnt/cdrom
Run the following command from the Software Installation Package:
./cvpkgadd

3. The product banner and other information is displayed.

Press Enter.

4. Read the license agreement. Type y and press Enter.

5. Press Enter. Please select a setup task you want to perform from the
list below:

Advance options provide extra setup features such as
creating custom package, recording/replaying user
selections and installing External Data Connector
software.

1) Install data protection agents on this computer
2) Advance options

3) Exit this menu

Your choice: [1]

6. Press Enter. Certain Calypso packages can be associated with a virtual
IP, or in other words, installed on a "virtual machine"
belonging to some cluster. At any given time the virtual
machine's services and IP address are active on only one
of the cluster's servers. The virtual machine can "fail-
over" from one server to another, which includes stopping
services and deactivating IP address on the first server
and activating the IP address/services on the other
server.

You now have a choice of performing a regular Calypso
install on the physical host or installing Calypso on a
virtual machine for operation within a cluster.

Most users should select "Install on a physical machine"
here.

1) Install on a physical machine
2) Install on a virtual machine
3) Exit

Your choice: [1]

7. If you have only one network interface, press Enter to accept the default network We found one network interface available on your machine.
interface name and continue We will associate it with the physical machine being

installed, and it will also be used by the CommServe to

If you have multiple network interfaces, enter the interface name that you wish to use connect to the physical machine. Note that you will be
able to additionally customize Datapipe Interface Pairs
as default, and then press Enter.

used for the backup data traffic later in the Calypso Java

The interface names and IP addresses depend on the computer in which UL

the software is installed and may be different from the example shown. Please check the interface name below, and make
connections if necessary:

Physical Machine Host Name: [angel.company.com]

8. Press Enter. Please specify the client name for this machine.
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10.

11.

12,

13.

14.

15.

16.

Type the number associated with the Oracle iDataAgent, Unix File System
iDataAgent, and MediaAgent.

Press Enter.

A confirmation screen will mark your choice with an "X".

Type d for Done, and press Enter.

Press Enter.

Type the appropriate number to install the latest software scripts and press Enter.

e Select Download from the software provider website to download
the latest software scripts. Make sure you have internet access.

o Select Use the one in the installation media to install the software
scripts from the package or share from which the installation is
currently being performed.

e Select Use the copy I already have by entering its unix path, to
specify the path if you have the software script in an alternate
location.

Press Enter.

Press Enter to accept the default path.
e If you want to specify a different path, type the path and then press Enter.

e If you want to install the software binaries to an NFS shared drive, specify the
directory on which you have mounted the NFS file system and then press Enter.

In order to make sure that the client computer has read/write access to NFS
shared drive, review the steps described in Installing Software Binaries to an NFS

Shared Drive.
Do not use the following characters when specifying the path:
1@#$%N&*():/?\
Press Enter to accept the default location.
e Enter a path to modify the default location and press Enter.

e All the modules installed on the computer will store the log files in this
directory.

Type Yes and press Enter.

It does not have to be the network host name: you can
enter any word here without spaces. The only requirement
is that it must be unique on the CommServe.

Physical Machine Client name: [angel]

Install Calypso on physical machine 172.19.99.62

Please select the Calypso module(s) that you would like to
install.

[ ] 1) MediaAgent [1301] [CVGxMA]
[ ] 2) UNIX File System iDataAgent [1101] [CVGxIDA]
[ ] 3) Oracle iDataAgent [1204] [CVGxOrIDA]

[a=all n=none r=reverse g=quit d=done >=next <=previous ?
=help]

Enter number (s)/one of "a,n,r,q,d,>,<,?" here:3

Install Calypso on physical machine 172.19.99.62

Please select the Calypso module(s) that you would like to
install.

[X] 1) MediaAgent [1301] [CVGxMA]
[X] 2) UNIX File System iDataAgent [1101] [CVGxIDA]
[X] 3) Oracle iDataAgent [1204] [CVGxOrIDA]

[a=all n=none r=reverse g=quit d=done >=next <=previous ?
=help]

Enter number (s)/one of "a,n,r,q,d,>,<,?" here:d

Do you want to use the agents for restore only without
consuming licenses? [no]

Installation Scripts Pack provides extra functions and
latest support and fix performed during setup time. Please
specify how you want to get this pack.

If you choose to download it from the website now, please
make sure you have internet connectivity at this time.
This process may take some time depending on the internet
connectivity.

1) Download from the software provider website.
2) Use the one in the installation media

3) Use the copy I already have by entering its unix path

Your choice: [1] 2
Keep Your Install Up to Date - Latest Service Pack

Latest Service Pack provides extra functions and latest
support and fix for the packages you are going to install.
You can download the latest service pack from software
provider website.

If you decide to download it from the website now, please
make sure you have internet connectivity at this time.
This process may take some time depending on the internet
connectivity.

Do you want to download the latest service pack now? [no]

Please specify where you want us to install Calypso
binaries.

It must be a local directory and there should be at least
176MB of free space available. All files will be installed
in a "calypso" subdirectory, so if you enter "/opt", the
files will actually be placed into "/opt/calypso".

Installation Directory: [/opt]

Please specify where you want to keep Calypso log files.

It must be a local directory and there should be at least
100MB of free space available. All log files will be
created in a "calypso/Log Files" subdirectory, so if you
enter "/var/log", the logs will actually be placed into
"/var/log/calypso/Log Files".

Log Directory: [/var/log]

Most of Software processes run with root privileges, but
some are launched by databases and inherit database access
rights. To make sure that registry and log files can be
written to by both kinds of processes we can either make
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17.

18.

19.

20.

21.

22,

23.

Type the Group name and then press Enter.

This prompt is relevant only when you install on Solaris. Press Enter to accept the
default value for Number of Streams.

You can type the Number of Streams that you plan to run at the same
time and then press Enter.

Press Enter if you do not want the changes to be updated automatically.

e If you want the changes to be made automatically, type Yes and then
press Enter.

o You will come across this prompt when you install the software on the
earlier versions of Solaris.

Press Enter.

You will see this prompt if you have accepted the default no and pressed Enter in the
above step.

Press Enter.

You will see this prompt if you have accepted the default no and pressed Enter in
step 19.

Type a network TCP port number for the Communications Service (CVD) and press
Enter.

Type a network TCP port number for the Client Event Manager Service (EvMgrC) and
press Enter.

If you do not wish to configure the firewall services, press Enter.

If this computer is separated from the CommServe by firewall(s), type
Yes and then press Enter.

such files world-writeable or we can grant write access
only to processes belonging to a particular group, e.g. a
"calypso" or a "oinstall" group.

We highly recommend now that you create a new user group
and enter its name in the next setup screen. If you choose
not to assign a dedicated group to Software processes, you
will need to specify the access permissions later.

If you're planning to backup Oracle DB you should use
"oinstall" group.

Would you like to assign a specific group to Software?
[yes]

Please enter the name of the group which will be assigned
to all Software files and on behalf of which all Software

processes will run.

In most of the cases it's a good idea to create a
dedicated "calypso" group. However, if you're planning to
use Oracle iDataAgent or SAP Agent, you should enter
Oracle's "oinstall" group here.

Group name: oinstall
REMINDER

If you are planning to install Calypso Informix, DB2,
PostgreSQL, Sybase or Lotus Notes iDataAgent, please make
sure to include Informix, DB2, etc. users into group
"oinstall".

Number of Streams

IMPORTANT : Please read install document "Configure Kernel
Parameters - Unix/Macintosh" from "Books Online" before
you start configuring kernel parameters. Please enter the
total number of streams that you plan to run at the same
time. We need to make sure that you have enough semaphores
and shared memory segments configured in /etc/system.

Number of streams [10]

We now need to modify the /etc/system configuration file
on this computer. It is done to make sure that there will
be enough shared memory and semaphores available for
Calypso programs. Please review the changes below and
answer "yes" if you want us to apply them to

the /etc/system file. Otherwise, the installation will
proceed, the changes will be saved to some other file, and

you will have to apply them manually.

set shmsys:shminfo shmmni=8570 (was 7930)
set shmsys:shminfo shmseg=8420 (was 7780)
set semsys:seminfo semmns=10320 (was 9680)
set semsys:seminfo:semmni:8570 (was 7930)
set semsys:seminfo_semms1=8570 (was 7930

Do you want us to apply these changes now? [no]
Changes saved into /etc/system.gal.1744

Press <ENTER> to continue.

Although a ’'no’ answer can be selected to this question
during install, the user should make sure the min
requirements (below) for shared memory are met, otherwise
the backups may fail (the message in logs is ’could not

start the pipeline’).

set shmsys:shminfo shmmax=4199304
set shmsys:shminfo shmmin=1

set semsys:shminfo shmmni=640

set semsys:shminfo shmseg=640

set semsys:seminfo_ semmns=640

set semsys:seminfo_ semmni=640

set semsys:seminfo_semms1=640

set maxusers=256

Press <ENTER> to continue.

Every instance of Calypso should use a unique set of
network ports to avoid interfering with other instances
running on the same machine.

The port numbers selected must be from the reserved port
number range and have not been registered by another
application on this machine.

Please enter the port numbers.

Port Number for CVD : [8400]

Port Number for EvMgrC: [8402]

Is there a firewall between this client and the CommServe?

[no]
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24,

25.

26.

27.

28.

29.

For firewall options and configuration instructions, see Firewall
Configuration and continue with the installation.

Type the fully qualified CommServe host name and press Enter.

Ensure that the CommServe is accessible before typing the name;
otherwise the installation will fail.

Press Enter.

Type the number associated with the Client Group and press Enter.
NOTES

e This screen will be displayed only if Client Groups are configured for the CommCell.

A confirmation screen will mark your choice with an "X".

Type d for done with the selection, and press Enter to continue.

Enter the number associated with the storage policy you want use and press Enter.

Type 3 to the Exit option and press Enter.

The installation is now complete.

Please specify hostname of the CommServe below. Make sure
the hostname is fully qualified, resolvable by the name
services configured on this machine.

CommServe Host Name: mycommserve.company.com

Commcell Level Global Filters are set through Calypso
GUI's Control Panel in order to filter out certain
directories or files from backup Commcell-widely. If you
turn on the Global filters, they will be effective to the
default subclient. There are three options you can choose
to set the filters.

1) Use Cell level policy
2) Always use Global filters
3) Do not use Global filters

Please select how to set the Global Filters for the
default subclient? [1]

Client Group(s) is currently configured on CommServe
cs.company.com. Please choose the group(s) that you want

to add this client client.company.com to.
[ ] 1) Unix
[ ] 2) DR

[a=all n=none r=reverse g=quit d=done >=next <=previous ?
=help]

Enter number (s)/one of "a,n,r,q,d,>,<,?" here: 1

Client Group(s) is currently configured on CommServe
cs.company.com. Please choose the group(s) that you want

to add this client client.company.com to.
[X ] 1) Unix
[ ] 2) DR

[a=all n=none r=reverse g=quit d=done >=next <=previous ?
=help]

Enter number (s)/one of "a,n,r,q,d,>,<,?" here: d
Please select one storage policy for this IDA from the
list below:

1) SP_StandAloneLibrary2 2

2) SP_Library3_3

3) SP_MagLibraryd 4

Storage Policy: [1]

Certain Calypso packages can be associated with a virtual
IP, or in other words, installed on a "virtual machine"
belonging to some cluster. At any given time the virtual
machine's services and IP address are active on only one
of the cluster's servers. The virtual machine can "fail-
over" from one server to another, which includes stopping
services and deactivating IP address on the first server
and activating the IP address/services on the other
server.

Currently you have Calypso installed on physical node
stone.company.com.

Now you have a choice of either adding another package to
the existing installation or configure Calypso on a
virtual machine for use in a cluster.

1) Add another package to stone.company.com

2) Install Calypso on a virtual machine

3) Exit

Your choice: [1] 3

| Mext » |
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Getting Started - Oracle Configuration

CONFIGURATION

« Pravious | MNext »

The following sections provide the necessary steps required to create and configure the components for a first SnapProtect backup of an Oracle database.

1.

5.

If the instances are discovered automatically, go to step 7.

If the instances are not discovered automatically, follow the step given

e From the CommcCell Browser, navigate to Client Computers | <Client>.

e Right-click the client and select Properties.

e Click on the Advanced tab.

e Select the Enable SnapProtect option to enable SnapProtect backup for the

client.
e Click OK.

From the CommCell Browser, navigate to Client Computers |

<Client>.
Right-click Oracle and then click Properties.

Select the Enable Instance Discovery checkbox.
Click OK.

below to manually discover the instances.

e From the CommCell Browser, navigate to Client Computers |

e Right-click Oracle, point to All Tasks and then click Discover

<Client>.

Instance.
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i Trsbarice iscovery

3]

Page 172 of 742



User Guide - SnapProtect

10.

Click Yes.

If your Oracle database uses an ASM instance and the instance is in a
different Oracle Home, you may have to manually add the instance as
the discovery operation may not find it. When configuring the instance,
verify the database status shows as STARTED.

e From the CommCell Browser, navigate to Client Computers |
<Client>|Oracle.

o Right-click the <Instance> and then click Properties.

Skip this step if you are not using a proxy computer.
e Click the Details tab.

e In the Use Catalog Connect field, type the user name to connect
to the Recovery Catalog database.

e Click the grayed box in Use Catalog Connect.

In the Password field, type the password for the user to connect to
the Recovery Catalog database.

In the Confirm Password box, re-type the password for the user.

e Click OK.

Click the Storage Device tab.

In the Storage Policy used for user command backup of data
box, select a storage policy name.

e Click the Logs Backup tab.

In the Storage Policy used for all Archive Log backups box,
select a storage policy name.

Click OK.

& CommCelEromser s T Oracle x | whatsnew? x

Properties

- { Content Drector

Discover Instance

avm
& conmdocs > § Clent Conputers > @ 28 > {BA oracle > soa
Instance (ORACLESD) x|
Yot ooy |
ome
New Instance (ORACLE SID) L}
Relaso Lerss v o
Operston o 2oa
5 Jrico. | mmnie] sbde | wbrwe o

B

General | Detalls | Storage Device

.Jse Catalog Connect: r b .
I
TIS_AGMIN folder tnot required); | / |

[ pisable rm

Enter Passwond

Ctrl File Autaba

Enter Possword:  |wae

|
Biock size: ||
|

Confirm Password: e ee|

=) (o)

ok ) [(Concal ) [ rem

ORCL Properties

General | Details | Storage Device | Security

®

Command Ling Backup ‘ Log Backup | Data Transfer Option | Deduplication

Storage Policy used For user command backup of data:

| (O]

[DiskLibrary1{commdacs)_{1}

oK H Cancel ][ Help
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11.

12,

13.

From the CommCell Browser, navigate to Client Computers |
<Client> | Oracle | <Instance>.

Right-click the default subclient and then click Properties.

Click the SnapProtect Operations tab.

Click SnapProtect option to enable SnapProtect backup for the
selected subclient.

Select the storage array from the Available Snap Engine drop-
down list.

From the Use Proxy list, select the MediaAgent where backup copy
operations will be performed.

e When performing SnapProtect backup
using proxy, ensure that the operating
system of the proxy server is either same
or higher version than the client computer.

e For clustered environments, ensure the
proxy you want to select is not part of a
cluster setup.

Click the Storage Device tab.

In the Data Storage Policy list, select a Storage Policy name.
Click OK to convert the next backup as a full backup.

Click OK.

Click Next » to continue. If you do not have Storage Policy created,
follow the step given below to create a storage policy.

L Properties

General | Detalls | Storage Device | Security

Command Line Backup | L9 Backup | Data Transfer Option | Deduplication

Storage Policy used For all Archive Log backups:

&)

brary 1{commdors) (1)

oK

| [ Cancel ] [ Help

5 B o Compters > G scrty > WA

2
( ) Enepfrotect ) 3

Creating New Subclient X
General Content Biackup Aro Proce: Storage Device
Activity Control 4 ( SnapRrotect Operatians Log Destinations
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5)

Enter Arrsy Credentisls |

4
Gse Proxy

)
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[ Use source i proxy is unreachable

[] Use RMAN For Tape Movement

General

Pre/Post Pracess
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Storage Device | Ackivity Control

X

Backup Arguments
Log Destinations

Data Starage Policy | Data Transfer Option | Deduplication
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Changing Storage Policy
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() Do not convert to Full, Ensure that Full backup is performed as soon as possible,
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14. Create a Storage PO“CY: :dCummCel\waser 7 B Storage Policies = What's new? %
””2“2:“ Computer Groups @ docrtot > [ Policies > @ Storage Folcies >
1. Click Create Storage Policy. oo oz e o
@ zf;u;;l%mwes ﬁc"m Storage Policy Wizard ==
2. Follow the prompts displayed in the Storage Policy Wizard. The agwes 1 o _
. . . . 5 Replication Policies What will this storage policy be used for?
required options are mentioned below: Schedule Poiics
Storage P 5
O Select the Storage Policy type as Data Protection and o SImETICy qwscmwumy@,
F H . %vaummd@p 2 Wew Glebal Deduplication Polic [—
Archiving and click Next. ol Reports o g Storage oy Type
{3 Content Dvector ubslent Associatians i
o Enter the name in the Storage Policy Name box and click 3ob Con - PR e
Next. pehiSonizol ©) CommServe Disaster Recovery Backup |
Fl. Job ID s
O From the Library list, click the name of a disk library to which There are 1o b [S—
the primary copy should be associated and then click Next.
Ensure that you select a library attached to a MediaAgent « |
operating in the current release. Wpause (B — i
Event =
O From the MediaAgent list, click the name of a MediaAgent that 7] evert visner
will be used to create the primary copy and then click Next.
O For the device streams and the retention criteria information,
click Next to accept default values.
O Select Yes to enable deduplication for the primary copy.
o From the MediaAgent list, click the name of the MediaAgent
that will be used to store the Deduplication store.
Type the name of the folder in which the deduplication
database must be located in the Deduplication Store Location
or click the Browse button to select the folder and then click
Next.
O Review the details and click Finish to create the Storage Policy.
Click Mext » to Continue.
ENABLE SNAPPROTECT BACKUPS ON SOLARIS ZONE Next »

Follow the steps given below to enable SnapProtect backups on each of the non-global zone clients containing the application data.

. . . 2% Comcel Browser ) What's new? x <
1. e From the CommCell Console, navigate to Client Computers | <Client>. 7&@ i
-,
. . . - /g Client Computer Groups. What's new?
e Right-click the client and select Properties. U3 1 .
Laptop Backup Agent to protect data on laptops and deskiops used in remote offices and outside of a domain
/ e e e R e E
TR b [r—
3 piies =
-l Reports % Job Cortroler x
-0 Content Direckr 5 305 Contrler
Pl WD Cpon | mrce, apmtipe Sk WTpe P Some.. e
.
o ] om0 Fois O Wt im0 S Tk 0 s e G o
2 event viener x
B evenn vewer
a o SOTRII0 0 ey 1960 ke
a .ty 192 baasgmmcomatmbs
S L a 116 O7/21/2010 11:03:04 EVMGS murphy  35:255  User [adi] has ogged off.
7 ot H W oo ekt wis o
| Wpase [Bplyng  rfomaton, Moy, Vel i events shown; 200
e e
2. e Click Advanced tab. Client Computer Properties 5]
. General | Version | Security | £ trol | Groups | Firewall Configuration Network Throttling | Policies
e Select the Global Zone host name from the drop_down list. Job Configuration Enuvutmn Content Indexing | Registry Key Settings | Client Side Deduplication
1
e Click OK. COR Log il Location

Browse

e We support disks on a global zone mounted using
loopback File System on a non global zone.

e This option need not be enabled if you are using a NFS

Enable SnapProtect

Enable retry on network errors

share. This is because when using NFS mount paths, Retry Freusney (seconds) E3E|
the operations are limited to the non-global zone and Retry Count a0l<]
2
does not use the global zone. @ba\mnemm v)
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3. Repeat the above steps on all the non-global zone clients containing the application

data.

SKIP THIS SECTION IF YOU ALREADY CREATED A SNAPSHOT COPY.

Click Mext » to Continue.

CREATE A SNAPSHOT COPY

Create a snapshot copy for the Storage Policy. The following section provides step-by-step instructions for creating a Snapshot Copy.

Copy.

lists (not applicable for disk libraries).
e Click OK.

CONFIGURE BACKUP COPY

Follow the steps given below to configure Backup Copy for moving snapshots to media.

1.

e From the CommCell Console, navigate to Policies | Storage Policies.
e Right-click the <storage policy> and click All Tasks | Create New Snapshot

e Enter the copy name in the Copy Name field.
e Select the Library, MediaAgent, master Drive Pool and Scratch Pool from the

e From the CommCell Browser, navigate to Policies | Storage Policies.
e Right-click the <storage policy> and click Properties.
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e Click the Snapshot tab.

e Select Enable Backup Copy option to enable movement of snapshots to media.

e Click OK.

murphy - CommCell Console
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Storage Array Configuration

CHOOSE THE STORAGE ARRAY

« Previous

HARDWARE STORAGE ARRAYS

SOFTWARE STORAGE ARRAY

3PAR

DATA REPLICATOR

DELL COMPELLENT

DELL EQUALLOGIC

EMC CLARIION, VNX

EMC SYMMETRIX

FUJITSU ETERNUS DX

HITACHI DATA SYSTEMS

HP EVA

IBM SVC

IBM XIV

LSI

NETAPP

NETAPP WITH SNAPVAULT/SNAPMIRROR

« Previous

Page 178 of 742




User Guide - SnapProtect

SnapProtect’ Backup - 3PAR

| € Previous | Mext » |

PRE-REQUISITES
o 3PAR Snap and 3PAR Clone licenses.
e Thin Provisioning (4096G) and Virtual Copy licenses.

o Ensure that all members in the 3PAR array are running firmware version 2.3.1 (MU4) or higher.

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

. | murphy - CommCell Cansole:
1. e From the CommcCell Console, navigate to Tools | Control Panel. o 1ok VSR
e Click Array Management. DHREYRAD 4
& Cancel Bewser o & muphe % What'snew? x
& nurty
- B
H 3 @(\EW Conputer Craps
I Clie Conputes - - . ]
9 < ] 'y 8 et d
ademne e Betts o0t it
¢t Fecers Eonfguraker
oo ecor
A &
Audt 7ral Biling Configuration Erowse,SearchReccvery
Hediarige
e & 8
(nmm_djlrwt/:mvt ComThet Proz"ties Zuston Calendars
Ceka Incerface Pairs. R Bach.r Seftres E-Mal 8115 Configuracin
i 0 High Wa
[] "] S g
2. Click Add. Array Management X
Control Host Name User Name | Snap Vendor...  Description ﬂ add
Fidk.hct, commvaul.com  5001438002... hetladministr, .. HP EV& [
172,19.66.22 arpadmin Dell Equallogic
172,19,128,226 £000279 admin IBM =LV
172,19.66.91 APMD003340.., admin EMC CLARION |
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3. e Select 3PAR from the Snap Vendor list. Array Management X
e Specify the 16-digit number obtained from the device ID of a 3PAR volume in the
Name field.

1 Snap Yendor

2 ( Mame

Contral Host | |

User Name | |

Passward | |

Confirmn Password | |

Device Group | |

[[] use devices anly from this device group

Descripkion

[ o] H Cancel H Help ]

Follow the steps given below to calculate the array name for the 3PAR storage device:

1. From the 3PAR Management console, click the Provisioning tab and navigate to
the Virtual Volumes node. Click any volume in the Provisioning window

2. From the Virtual Volume Details section, click the Summary tab and write
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down the WWN number. This is the device ID of the selected volume. 19Byte 1N §Byte WHN

— [ p e [ pe—" Ui sevs - comrmnleam it e
r . W s | |
v g i [T

3. From the Virtual Volume Details section, click the Summary tab and write
down the WWN number.

| Bl S e

This is the device ID of the selected volume.

This WWN may be 8-Byte number (having 16 Hex digits) or 16 Byte number
(having 32 Hex digits).

[ree—

4. Use the following formula to calculate the array name:
O For 8 Byte WWN (16 Hex digit WWN)
2FF7000 + DevID.substr(4,3) + 00 + DevID.substr(12,4)

e e

where DevID.substr (4, 3) is the next 3 digits after the fourth digit from the s - = .
WWN number

where DevID.substr (12,4) is the next 4 digits after the twelfth digit from
the WWN number

For example: if the WWN number is 50002AC0012B0B95 (see screenshot given
below for 8 Byte WWN), using the following formula:

2FF7000 + DevID.substr(4,3) + 00 + DevID.substr(12,4)

DevID.substr (4,3) is 2AC and DevID.substr(12,4) iS 0B95

After adding all the values, the resulting array name is 2FF70002AC000B95.
O For 16 Byte WWN (32 Hex digit WWN)

2FF7000 + DevID.substr(4,3) + DevID.substr(26,6)

where DevID.substr (4,3) is the next 3 digits after the fourth digit from the
WWN number

where DevID.substr (26, 6) is the next 6 digits after the twenty sixth digit
from the WWN number

For example: if the WWN number is 60002AC5000000000000052200000B95
(see screenshot given below for 16 Byte WWN), using the following formula:

2FF7000 + DevID.substr(4,3) + DevID.substr(26,6)
DevID.substr(4,3) is 2AC and DevID.substr (26, 6) iS 000B95
After adding all the values, the resulting array name is 2FF70002AC000B95.

e Enter the IP address of the array in the Control Host field. Array Management ['5_<|

e Enter the access information of a local 3PAR Management user with administrative
privileges in the Username and Password fields.

e In the Device Group field, specify the name of the CPG group created on the

Snap vendor

array to be used for snapshot operations. Hame | |
If you do not specify a CPG group, the default CPG group will be used for snapshot 3 (" Control Host | |)
operations.
A . . ser Mame |
e Select the Use devices only from this device group option to use only the
snapshots devices available in the device group specified above. 4| Password | |
e Use the Description field to enter a description about the entity. This description & 4
can include information about the entity's content, cautionary notes, etc. Confiim Password | |
e Click OK to save the information. 5 Device Group | |

6 (( [] Use devices only from this device grouD

Description

[ Ok H Cancel H Help ]

|« Previous | Mext » |
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SnapProtect’ Backup - Dell EqualLogic

« Pravious | MNext »

PRE-REQUISTIES

WINDOWS

Microsoft iSCSI Initiator to be configured on the client and proxy computers to access the Dell EqualLogic disk array.
UNIX

iSCSI Initiator to be configured on the client and proxy computers to access the Dell EqualLogic disk array.

FIRMWARE VERSION
e Ensure that all members in the EquallLogic array are running firmware version 4.2.0 or higher.
e After upgrading the firmware, do either of the following:
O Create a new group administration account in the firmware, and set the desired permissions for this account.

o If you plan to use the existing administration accounts from version prior to 4.2.0, reset the password for these accounts. The password can be the same
as the original.

If you do not reset the password, snapshot creation will fail.

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

1 . | murphy - CommCall Console.
. e From the CommcCell Console, navigate to Tools | Control Panel. R e
. ae £
e Click Array Management. NH%EWED %E
& Cancel Bewser o & muphe % What'snew? x
& nurty
- B g
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¢ Q coucanis - = g
: i (9] 'y 5 edndart d
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i ionter
i G e e
Audt 7ral Biling Configuration Erowse,SearchReccvery
= Hedisage
‘ConmnZell Inport [t Pﬁ j
onn=el ect ot ComThet Proz"ties Zuston Calendars
Ceka Incerface Pairs. R Bach.r Seftres E-Mal 8115 Configuracin
i 0 High Wa
g "] st i
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2. Click Add. Array Management
Control Host Name User Name | Snap Vendor...| Description B
Fidk.hct, commvaul.com  5001438002... hetladministr, .. HP EV& "~
172,19.66.22 grpadmin Dell Equallogic
172,19,128,226 £000279 admin IBM =LV
172,19.66.91 APMD003340.., admin EMC CLARION
172,19.66.60 10881 system HDS
172 10 71 7 MERER" adrmin. TRM YT L

e Select Dell Equallogic from the Snap Vendor list.
e Specify the Management IP address in the Name field.
No entry is required in the Name field if there is no

Management IP address configured.

e Specify the Group IP address in the Control Host field.
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Array Management FX|

1 Snap vendor Dell Equallogic

2 ("Mame

3 ("Control Host

User Mame | |

Password | |

Canfirm Password | |

Device Group | |

[] Use devices only from this device aroup

Descripkion

[ [al:4 ][ Cancel ][ Help ]

For reference purposes, the screenshot on the right shows the Management IP
address and Group IP address for the Dell Equallogic storage device.

Group Configuration

£l
i

Date and Time

[T—

Soon

5 vonmes o
it oo e

swss
5 repteaion =
e e gvptine: 411 1401

eI
4. e Enter the user access information of the Group Administrator user in the Array Management r$_<|
Username and Password fields. -
e For Dell EqualLogic Clone, specify the name of the Storage Pool where you wish to Snap Yendar
create the clones in the Device Group field.
e Select the Use devices only from this device group option to use only the Mame | |
snapshot devices available in the storage pool specified above. Contral Host | |
e Use the Description field to enter a description about the entity. This description
can include information about the entity's content, cautionary notes, etc. U= e | |
e Click OK to save the information. 4 | Password | |

Canfirm Password | |

5 Device Group | |

6 { []Use devices only from this device group  }

Description

[ (a4 H Cancel H Help ]
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SnapProtect’ Backup - EMC Clariion, VNX

« Pravious | MNext »

PRE-REQUISITES

LICENSES

e Clariion SnapView and AccessLogix licenses for Snap and Clone.

o SYMAPI Feature: BASE/Symmetrix license required to discover Clariion storage systems.
You can use the following command to check the licenses on the host computer:

C:\SYMAPI\Config> type symapi licenses.dat

ARRAY SOFTWARE
e EMC Solutions Enabler (6.5.1 or higher) installed on the client and proxy computers.

Client Components (SYMCLI) are required only during the initial one-time configuration. Base Components (with SYMAPI) are necessary and required for all
snap operations.
e Navisphere CLI and NaviAgent installed on the client and proxy computers.

e If AccessLogix is not enabled, go to the Navisphere GUI, right-click EMC Clariion Storage System and click Properties. From the Data Access tab, select
Enable AccessLogix.

e Clariion storage system should have run successfully through the Navisphere Storage-System Initialization Utility prior to running any Navisphere
functionality.

e Ensure enough reserved volumes are configured for SnapView/Snap to work properly.
For EMC VNX:
e EMC Solutions Enabler (7.2 or higher) installed on the client and proxy computers.

Client Components (SYMCLI) are required only during the initial one-time configuration. Base Components (with SYMAPI) are necessary and required for all
snap operations.

e Navisphere CLI and Navisphere/Unisphere Host Agent installed on the client and proxy computers.

o VNX storage system should have run successfully through the Unisphere Storage-System Initialization Utility prior to running any Unisphere functionality.

SETUP THE EMC CLARIION
Perform the following steps to provide the required storage for SnapProtect operations:
1. Create a RAID group

2. Bind the LUN

3. Create a Storage Group

4. Register the client computer (covered by installing NaviAgent)

5. Map the LUNs to the client computer where the NaviAgent resides

6. Reserved/Clone volumes target properly for SnapView

For example, as shown in the image on the right, the Clariion ID of APM00033400899
has the following configuration:

e a RAID Group 0 provisioned as a RAID-5 group (Fiber Channel drives)

o LUNSs are mapped to Storage Group SG_EMCSnapIntl with LUN ID of #154 present
to client computer emcsnapint1l.

The example shows the serial number of LUN 154:

RAID Group: RAID Group 0, containing 3 physical disks

Storage Group: currently visible to a single client computer

LUN is shown as a Fiber Channel device

The devices under LUN 154 reside on RAID Group 0 which has RAID-5 configuration.
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6 Bus 0 Enclosure 0 sk 12 FC; N/A; 133.69G8]
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AUTHENTICATE CALYPSO USER INFORMATION FOR THE NAVIAGENT

Follow the steps below to specify the authorization information for EMC Solutions Enabler and Navishphere CLI to ensure administrator access to the Navisphere
server.

1. To set the authorize information, run the symcfg authorization command for both the storage processors. For example:
/opt/emc/SYMCLI/V6.5.3/bin# ./symcfg authorization add -host <clariion SPA IP> -username admin -password password
/opt/emc/SYMCLI/V6.5.3/bin# ./symcfg authorization add -host <clariion SPB IP> -username admin -password password

2. Run the following command to ensure that the Clariion database is successfully loaded.
symcfg discover -clariion -file AsstDiscoFile

where AsstDiscoFile is the fully qualified path of a user-created file containing the host name or IP address of each targeted Clariion array. This file
should contain one array per line.

3. Create a Navisphere user account on the storage system. For example:
/opt/Navisphere/bin# ./naviseccli -AddUserSecurity -Address <clariion SPA IP> -Scope 0 -User admin -Password password
/opt/Navisphere/bin# ./naviseccli -AddUserSecurity -Address <clariion SPB IP> -Scope 0 -User admin -Password password
4. Restart the NaviAgent service.
5. Run snapview command from the command line to ensure that the setup is ready.
On Unix computers, you might need to add the Calypso user to the agent.config file.

Before running any commands ensure that the EMC commands are verified against EMC documentation for a
particular product and version.

SETUP THE ARRAY INFORMATION
Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

1. e From the CommcCell Console, navigate to Tools | Control Panel.

e Click Array Management.
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Click Add.

e Select EMC CLARIiON from the Snap Vendor list for both Clariion and VNX
arrays.

e Specify the serial number of the array in the Name field.

For reference purposes, the screenshot on the right shows the serial number for the
EMC Clariion storage device.

e Enter the access information of a Navisphere user with administrative privileges in
the Username and Password fields.

e Use the Description field to enter a description about the entity. This description
can include information about the entity's content, cautionary notes, etc.

e Click OK to save the information.
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Array Management |z|

Snap Wendor

Mame | |

Contral Host | |

User Name | |

3 | Password | |

Confirm Password | |

Device Group | |

Use devices only from this device group

Descripion

[ Ok H Cancel H Help ]

l:“( F‘reviﬂus‘:lji MNext )‘]
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SnapProtect’ Backup - EMC Symmetrix

« Pravious | MNext »

PRE-REQUISITES
e EMC Solutions Enabler (6.4 or higher) installed on the client and proxy computers.

Client Components (SYMCLI) are required only during the initial one-time configuration. Base Components (with SYMAPI) are necessary and required for all
snap operations.

o SYMAPI Feature: BASE /Symmetrix licenses for Snap, Mirror and Clone.
You can use the following command to check the licenses on the host computer:
C:\SYMAPI\Config> type symapi licenses.dat

e By default, all functionality is already enabled in the EMC Symmetrix hardware layer. However, a Hardware Configuration File (IMPL) must be enabled before
using the array. Contact an EMC Representative to ensure TimeFinder and SRDF functionalities have been configured.

SETUP THE EMC SYMMETRIX

For SnapProtect to function appropriately, LUN Masking records/views must be visible from the host where the backup will take place:

e For DMX, the Masking and Mapping record for vemdb must be accessible on the host executing the backup.

e For VMAX, the Masking view must be created for the host executing the backup.

.CONFIGURE SYMMETRIX GATEKEEPERS

Gatekeepers need to be defined on all MediaAgents in order to allow the Symmetrix API to communicate with the array. Use the following command on each
MediaAgent computer:

symgate define -sid <Symmetrix array ID> dev <Symmetrix device name>

where <symmetrix device name> is @ humbered and un-formatted Symmetrix device (e.g., 00C) which has the MPIO policy set as FAILOVER in the MPIO
properties of the gatekeeper device.

LOAD THE SYMMETRIX DATABASE

If you have the SYMCLI software installed, it is recommended that you test your local Symmetrix environment by running the following command to ensure
that the Symmetrix database is successfully loaded:

symcfg discover

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

| murphy - CommCall Console.

1. e From the CommcCell Console, navigate to Tools | Control Panel.
e Click Array Management.
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2. Click Add.
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Select EMC Symmetrix from the Snap Vendor list.
Specify the Symm ID of the array in the Name field.

For reference purposes, the screenshot on the right shows the Symmetrix array ID
(Symm ID) for the EMC Symmetrix storage device.

If Symcfg Authorization is enabled on the Symmetrix Management Console, enter
the access information for the Symmetrix Management Console in the Username
and Password fields.

In the Device Group field, specify the name of the device group created on the
client and proxy computer. The use of Group Name Service (GNS) is supported.

If you do not specify a device group, the default device group will be used for
snapshot operations.

Select the Use devices only from this device group option to use only the
snapshots devices available in the device group specified above.

Use the Description field to enter a description about the entity. This description
can include information about the entity's content, cautionary notes, etc.

Click OK to save the information.

To understand how the software selects the target devices during SnapProtect
operations, click here.
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SnapProtect’ Backup - Hitachi Data Systems

PRE-REQUISITES

e Device Manager Server (7.1.1 or higher) installed on any computer.

e RAID Manager (01-25-03/05 or higher) installed on the client and proxy computers.

e Device Manager Agent installed on the client and proxy computers and configured to the Device Manager Server.

The hostname of the proxy computer and the client computer should be visible on the Device Manager Server.

o Appropriate licenses for Shadow Image and COW snapshot.

e For VSP, USP, USP-V and AMS 2000 series, create the following to allow COW operations:
o COW pools
O V-VOLs (COW snapshots) that matches the exact block size of P-VOLs devices.

« Pravious | MNext »

e For HUS, ensure that the source and target devices have the same Provisioning Attribute selected. For e.g., if the source is Full Capacity Mode then the

target device should also be labeled as Full Capacity Mode.

ADDITIONAL REQUIREMENTS FOR VMWARE

When performing SnapProtect operations on VMware using HDS as the storage array, ensure the following:
e HDS LUNs are exposed to the Virtual Server iDataAgent client and ESX server.

e All HDS pre-requisites are installed and configured on the Virtual Server iDataAgent client computer.

e The Virtual Server client computer is the physical server.

o The Virtual Machine HotAdd feature is not supported.

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

1. . | murphy - CommCall Console.
e From the CommcCell Console, navigate to Tools | Control Panel. R e
e Click Array Management. D gELED
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2. Click Add. Array Management
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e Select HDS from the Snap Vendor list.
e Specify the serial number of the array in the Name field.
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For reference purposes, the screenshot on the right shows the serial number for the
HDS storage device.

e Enter the IP address or host name of the Device Manager Server in the Control
Host field.

e Enter the user access information in the Username and Password fields.

e In the Device Group field, specify the name of the hardware device group created
on the array to be used for snapshot operations. The device group should have the
following naming convention:

<COW_POOL_ID>-<LABEL> Or <LABEL>-<COW_POOL_ID>

where <cow_pooL_1D> (for COW job) should be a number. This parameter is
required.

<LABEL> (for SI job) should not contain special characters, such as hyphens, and
should not start with a number. This parameter is optional.

e Select the Use devices only from this device group option to use only the
snapshots devices available in the device group specified above.

e Use the Description field to enter a description about the entity. This description
can include information about the entity's content, cautionary notes, etc.

e Click OK to save the information.

1
2

Array Management

3

Snap Yendor

I

Marne

Control Host

User Name
Password

Canfirm Password

Device Group

Description

D
|
|
|
|
|

[ Use devices anly from this device group

[ a4 H Cancel H Help ]

Hitachi Device Manager
—

HITACH!

Tries o

Cr——
E———

NASAagartoi

Usearz s s

Array Management

Snap Yendor

Marne

NS AMenagerment

X

HDS

W

3 { Control Host

D

User Narme
4| Passwaord

Canfirm Password

5 Device Group

6 { []Use devices only From this device group +

Description

[ a4 H Cancel H Help ]

['( F‘reviﬂus':lj- Mext )']

Page 190 of 742



User Guide - SnapProtect

SnapProtect’ Backup - HP StorageWorks EVA

SETUP THE HP SMI-S EVA

HP-EVA requires Snapshot and Clone licenses for the HP Business Copy EVA feature.

The following steps provide the necessary instructions to setup the HP EVA:

1. Download the HP SMI-S EVA and the HP Command View EVA software on a supported server from the HP web site.

| € Previous | Mext » |

2. Run the Discoverer tool located in the C:\Program Files\Hewlett-Packard\mpxManager\SMI-S\EVAProvider\bin folder to discover the HP-EVA arrays.

3. Use the CLIRefreshTool.bat tool to sync with the SMIS server after using the Command View GUI to perform any active management operations (like
adding new host group or LUN). This tool is located in the C:\Program Files\Hewlett-Packard\mpxManager\SMI-S\CXWSCimom\bin folder.

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

1. e From the CommcCell Console, navigate to Tools | Control Panel.
e Click Array Management.

2. Click Add.

3. e Select HP EVA from the Snap Vendor list.
e Specify the World Wide Name of the array node in the Name field.
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v e T
| ‘a W R0 Bes mupy 352 s hes cdon,
frray Management X
Control Host Name User Name | Snap Vendor...  Description ﬂ add
fick het. commvauk.com  S00143800Z... hetladrinist... HP EVA ~
172,19.66.22 apadnin Del Equallogic
172,19.125.226 6000279 adtin I8 K1Y
172,19.66.91 APMDD03340... adin EMC CLARION =
172,19.66.69 10381 system HDS
172 1871 it i tra e ]

1 Snap Yendor

Array Management fgl

2 (" Mame

Control Host

User Name
Password

Confirm Password

Device Group

Description

[ Use devices only from this device group

[ Ok H Cancel H Help ]
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can include information about the entity's content, cautionary notes, etc.
e Click OK to save the information.

The World Wide Name (WWN) is the serial number for the HP EVA storage device. See [ Saechangss || Systemoptions |
the screenshot on the right for a WWN example. Eo £V storage atwork
i O s sunnay |
The array name must be specified without the dashes used in the WWN e.g., g::”:' Disks TEEEEEE—
50014380025DEB70. 5 Disk Groups Name: EVAL40
3 Data Replication MNode WWN: (5001-4380-026D-EB70 )
B3 Hardware uuID: 6005-08b4-__-0002-0000
4. e Enter the name of the management server of the array in the Control Host field. Array Management [g|
Ensure that you provide the host name and not the fully
qualified domain name or TCP/IP address of the host. Snap Vendor v
Mame | |
e Enter the user access information in the Username and Password fields. 3 ¢ Cortrol Host | D
e In the Device Group field, specify the name of the hardware disk group created
on the array to be used for snapshot operations. ser Name | |
e Select the Use devices only from this device group option to use only the | B | |
snapshots devices available in the device group specified above.
e Use the Description field to enter a description about the entity. This description Confirm Password | |

5 Device Group

6 { [ Use devices arly fram this device grouD

Descripion

[ [s]'4 H Cancel H Help ]

[« Previous | Mext » )
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SnapProtect’ Backup - IBM SAN Volume Controller (SVC)

| € Previous | Mext » |

PRE-REQUISITES
e IBM SVC requires the FlashCopy license.

e Ensure that all members in the IBM SVC array are running firmware version 6.1.0.7 or higher.

o Ensure that proxy computers are configured and have access to the storage device by adding a host group with ports and a temporary LUN.

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

. . | murphy - CommCell Cansole:
1 e From the CommcCell Console, navigate to Tools | Control Panel. e
e Click Array Management. S SEDED %L
& Cancel Bewser o & muphe % What'snew? x
& nurty
- B
1| - Clien: Computer Graups
I Clie Conputes - - . 1
b (9] L E et d
ademne e Betts o0t it
¢t Fecers Eonfguraker
oo ecor
A &
Audt 7ral Biling Configuration Erowse,SearchReccvery
Hediarige
el Tnpert= 'ﬂi D
Ll Vlncm/,mvt ComThet Proz"ties Zuston Calendars
Ceka Incerface Pairs. R Bach.r Seftres E-Mal 8115 Configuracin
i 0 High Wa
[] "] S i
H 110 BEVDS nugly B2 User i hes cogedon,
2. Click Add. Array Management X
Control Host Name User Name | Snap Vendor...  Description ﬂ add
Fidk.hct, commvaul.com  5001438002... hetladministr, .. HP EV& [
172,19.66.22 grpadmin Dell Equallogic
172,19,128,226 £000279 admin IBM =LV
172,19.66.91 APMD003340.., admin EMC CLARION |
172,19.66.60 10881 system HDS
172 1071 BRI sl TRM YT L
3. e Select IBMSVC from the Snap Vendor list. Array Management §

e Specify the 16-digit ID of the storage device in the Name field.
1 Snap vendor

2 ( Mame

Contral Host | |

User Mame | |

Passward | |

Confirrn Password | |

Device Group | |

[ Use devices only from this device group

Description

[ Ok H Cancel H Help ]

The ID is the device identification number for the IBM SVC storage device. See the
screenshot on the right for reference.
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Total Wk Capasty  7.5T8.

Tota Used Capacty 3678

comnectivy O O - 1 O @ 111 Running Tesks o

e Enter the Management IP address or host name of the array in the Control Host Array Management
field.
e Enter the user access information of the local application administrator in the Snap Yendor
Username and Password fields.
e In the Device Group field, specify the name of the physical storage pools created Harne | |

on the array to be used for snapshot (flash copy) operations.
3 ( Control Hosk )
If you do not specify a device group, the default storage pool will be used for

snapshot operations. Lser Mame

e Select the Use devices only from this device group option to use only the 4| Passward
snapshots devices available in the device group specified above.

e Use the Description field to enter a description about the entity. This description
can include information about the entity's content, cautionary notes, etc.

e Click OK to save the information.

Confirm Password

5 Device Group

6 @ Use devices only from this device grouD

Description

[ Ok H Cancel H Help ]

|« Previous | Mext » |
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SnapProtect’ Backup - IBM XIV

| € Previous | Mext » |

PRE-REQUISITES

1. IBM XCLI (2.3 or higher) installed on the client and proxy computers. On Unix computers, XCLI version 2.4.4 should be installed.

2. Set the location of XCLI in the environment and system variable path.

3. If XCLI is installed on a client or proxy, the client or proxy should be rebooted after appending XCLI location to the system variable path. You can use the
XCLI_BINARY LOCATION registry key to skip rebooting the computer.

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

. | murphy - CommCell Console
1. e From the CommCell Console, navigate to Tools | Control Panel. e
e Click Array Management. % o %ge
& el Brewser 1 & ruphy %7 What'snew? x
& zuw |
[ B
Clie: Conputes o F
D e s © v ehnrtd
§ e adiRemar sczvae Hoits neereie
gm‘ Fagers Cofiguiater
(3t e
A . —
Audt rall Biling Configuration
Mediaagz
Conmel Inpert/=xoott. &
Settigs a Comvhet Prodz-ties. Zuszon Calendars
CetaIncerface Pairs. R Backp Settres E-Mal & 115 Configuration
it 0 High ¥a
@
8 9 5 2
Ha“ "o C0I1082) BV sty st User i’ has ccged o,
2. Click Add. Array Management 5]
«Control Host Mame: User Mame Snap Yendor,.,  Description ¥ Add
Fidk.hct. commyault.com 5001438002, hetiadministr... HP EVA [l
172.19.66.22 arpadmin Dell Equallagic
172.19.125.226 6000279 adrin 1BM XIW
172.19.66.91 APMOD03340... admin EMC CLARION -
172.19.66.69 10881 system HDS.
172 1071 eIt o 18M YT, [ |
3. i |
e Select IBM XIV from the Snap Vendor list. Array Management X

e Specify the 7-digit serial number for the array in the Name field.

=

2 Mame

Contral Host

User Name

Confirm Password

L L I L I

Passward |

Device Group

Descripion

[ [s]'4 H Cancel H Help ]

The System ID (S/N) is the serial number for the IBM XIV storage device. See the
screenshot on the right for reference.
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[[ovmem compeanion
General
System Name snozbern|
Parameters System Version 022
- System 1D (S/N) m
Machine Model / Machine Type A14/ 2810
IP/Hostname 1 172.19.125.226
IP/Hostname 2
IPMHostname 3
L
‘a D\
(Copaae)  (Ceancel )
4. e Enter the IP address or host name of the array in the Control Host field. Array Management [‘5_<|

e Enter the user access information of the application administrator in the
Username and Password fields.

e Use the Description field to enter a description about the entity. This description

can include information about the entity's content, cautionary notes, etc. hlame | |
e Click OK to save the information. 2 (chtrm Host: )

4| Passward | |

Confirm Password | |

Device Group | |

Use devices only from this device group

Descripion

[ [s]'4 H Cancel H Help ]

(<P

ous | Mext » |
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SnapProtect’ Backup - LSI

« Pravious | MNext »

PREREQUISITES

e Ensure that the LSI Storage Management Initiative Specification (SMIS) server has access to the LSI array through TCP/IP network to perform SnapProtect
operations.

e Ensure that the client has access to:
O SMIS server through TCP/IP network.
O LSI array through iSCSI or Fiber Channel network.

e Ensure that proxy computers are configured and have access to the storage device by adding a temporary LUN to the "host" using the Storage Management
Console.

ADDITIONAL REQUIREMENTS FOR VMWARE

When performing SnapProtect operations on VMware using SAN transport mode, ensure that the Client and the ESX Server reside in the same host group
configured in the LSI array, as one volume cannot be mapped to multiple host groups.

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

1. . | murphy - CommCall Console.
e From the CommcCell Console, navigate to Tools | Control Panel. R e
. e &
e Click Array Management. CH%ELE 53]
& Cancel Bewser o & muphe % What'snew? x
& nurty
H g(nmm\b 7
& Gocm e cops ol Prel. x|
¢ Q coucanis e - = g
1S S D v i et d
i gmm adiRema e ety tree]
& ful fepems Eonfguraker
i G e e
Y : £
Audt rall Biling Configuration Browse,SezrchjReccvery
= Hedisage
e & i
(nmm_djlrwl/:mvt ComThet Proz"ties Zuston Calendars
Ceka Incerface Pairs. R Bach.r Seftres E-Mal 8115 Configuracin
i 0 High Wa
[ "] st g
a 110 5 nugty 325t User [ s cecedon,
2. Click Add. Array Management
Control Host Name User Name | Snap Vendor...| Description B
Fidk.hct, commvaul.com  5001438002... hetladministr, .. HP EV& "~
172,19.66.22 grpadmin Dell Equallogic
172,19,128,226 £000279 admin IBM =LV
172,19.66.91 APMD003340.., admin EMC CLARION
172,19.66.60 10881 system HDS
172 10 71 7 MERER" adrmin. TRM YT L
3. e Select LSI from the Snap Vendor list.

e Specify the serial number for the array in the Name field.
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Array Management fE
1 S0p Vendor
2 ( Mame _T)

Cantrol Host

Password

L L LN

Canfirm Password

User Name |

Device Group

[ Use devices only from this device group

Description

[ [a]4 H Cancel H Help ]

[ s0n_nos _si - Storage Subsystem Profile

The Storage Subsystem world-wide identifier (ID) is the serial number for the
LSI storage device.

() Sy | B Cototers | @ rors | @ oot | B e | 2. 0rve chermots | 5§ endonres | e | B |

Use the SANtricity Storage Manager software to obtain the array name by clicking e e e Brnea =
Storage Subsystem Profile from the Summary tab. See the screenshot on the v et o st -
right for reference. e e s (i s 0

Stop cache flushing et (in percencage): 80
Cache block size (in KB) a

Media scon frequency (in days): Dissbled
Failover alert delay (in mimites) s
Festura snsble sdenessiers 30303531342030303799312048 7F4SAT

Feature pack: Generic
Feature peck suasdel I 130

(Grorage Subsysten world-vide ddencities (ID): GO0GOESO007FABO0DO000D04BTF4SAL )

Ly 2

Find: ’ﬁi‘
Pk sowtinn L |
4. e Specify the name of the device manager server where the array was configured in Array Management [5_<|
the Control Host field. —
e Enter the user access information using the LSI SMIS server credentials of a local Snap Vendor & -
user in the Username and Password fields. =
Marne

e In the Device Group field, specify the name of the hardware device group created

on the array to be used for snapshot operations. If you do not have a device group i
created on the array, specify None. S )

ser MName

If you specify None in the Device Group field but do
have a device group created on the array, the default | Fossm
device group will be used for snapshot operations.

Canfirm Password

e Select the Use devices only from this device group option to use only the
snapshots devices available in the device group specified above. 5 Device Group

e Use the Description field to enter a description about the entity. This description
can include information about the entity's content, cautionary notes, etc.

e Click OK to save the information. Diescription

6 [ []Use devices only from this device gro@

[ [a]4 H Cancel H Help ]

[« Previous | Mext » )
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SnapProtect’ Backup - NetApp

| € Previous | Mext » |

PREREQUISITES

LICENSES
o SnapRestore license for Revert operations (LUNs and NFS shares).
o FlexClone license for backup and restore operations of NFS shares.

e FCP, ISCSI, CIFS, NFS licenses for features such as Fiber Channel Protocol, iSCSI protocol, CIFS file sharing, and NFS File Sharing. Use the appropriate
license for the specific data types.

e HTTP/HTTPS licenses on the NetApp file server to allow communication.

ADDITIONAL REQUIREMENTS FOR VMWARE

When performing SnapProtect operations on VMware using NFS file-based protocol, ensure the following:

The NetApp storage device name specified in Array Management matches that on the ESX
Server.

The VMkernel IP address of all ESX servers that are used for mount operations should be
added to the root Access of the NFS share on the source storage device. This needs to be
done because the list of all root hosts able to access the snaps are inherited and replicated
from the source storage device.

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

murphy - CommCell Cansole

1. e From the CommcCell Console, navigate to Tools | Control Panel.
e Click Array Management.

dew Tods Vindsas Help

Nl %EWED %8

sy % What'snew?

ComnCel Brewser 1

0 sty ]

o[ 8 conmee:
) = 'W
Gl Canpts d
ety g’
e Resauezs et
s i L s e
Tl Ferers -
04 Corto: Srecar
A & —
At vl BlgCofiutin BrowseSeereccverr
3 Hedisiz:
- J
mnCAEE et ot son Caendas
L] 5
CatanocePors Rbwhrowtres 4G 5o
< Oigh s
L @ 5
| ‘a HO AR A®) EvS mupy 35254 User [ bos cecedon
2. Click Add. Array Hanagement
Control Host Name User Hame  Snap Yiendor..  Description ¥ add
fick hct. commyauk.com SO01438002... hetladminist... HP EVA
172.19.66.22 rpacin el Equallogic
172.19.125.226 6000279 adin IBM XV
172.19.66.91 APMOO03340... adin EMC CLARION
172.19.66.69 10881 system HDS
1721021 s " o ]

3. e Select NetApp from the Snap Vendor list.
e Specify the name of the file server in the Name field.

e You can provide the host name, fully qualified domain
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name or TCP/IP address of the file server. Sy A ()
e If the file server has more than one host name due to
i i i Snsp Vendor v
multiple domains, provide one of the host names L
based on the network you want to use for Narme

administrative purposes.

Contral Host

e Enter the user access information with administrative privileges in the Username |
and Password fields. User Name |

e Use the Description field to enter a description about the entity. This description Password
can include information about the entity's content, cautionary notes, etc.

Confirm Password

e Click OK.

Device Group

Use devices only from this device group

Descripkion

[ [a]:4 ][ Cancel ][ Help ]

|« Previous | Mext » |
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SnapProtect’ Backup - NetApp SnapVault/SnapMirror

« Pravious | MNext »

OVERVIEW

SnapVault allows a secondary NetApp filer to store SnapProtect snapshots. Multiple primary NetApp file servers can backup data to this secondary filer.
Typically, only the changed blocks are transferred, except for the first time where the complete contents of the source need to be transferred to establish a
baseline. After the initial transfer, snapshots of data on the destination volume are taken and can be independently maintained for recovery purposes.

SnapMirror is a replication solution that can be used for disaster recovery purposes, where the complete contents of a volume or gtree is mirrored to a
destination volume or gtree.

PREREQUISITES

LICENSES
e The NetApp SnapVault/SnapMirror feature requires the NetApp Snap Management license.
o SnapRestore license for Revert operations (LUNs and NFS shares).

o FlexClone license for backup and restore operations of NFS shares.

e iSCSI Initiator must be configured on the client and proxy computers to access the storage device.

For the Virtual Server Agent, the iSCSI Initiator is required when the agent is configured on a separate physical server and uses iSCSI datastores. The iSCSI
Initiator is not required if the agent is using NFS datastores.

e FFCP, ISCSI, CIFS, NFS licenses for features such as Fiber Channel Protocol, iSCSI protocol, CIFS file sharing, and NFS File Sharing. Use the appropriate
license for the specific data types.

o Protection Manager, Operations Manager, and Provisioning Manager licenses for DataFabric Manager 4.0.2 or later.
e SnapMirror Primary and Secondary Licenses for disaster recovery operations.
e SnapVault Primary and Secondary License for backup and recovery operations.

e HTTP/HTTPS licenses on the NetApp file server to allow communication.

ARRAY SOFTWARE
e DataFabric Manager (DFM) - A server running NetApp DataFabric® Manager server software. DataFabric Manager 4.0.2 or later is required.
o SnapMirror - NetApp replication technology used for disaster recovery.

o SnapVault - NetApp replication technology used for backup and recovery.

SETTING UP SNAPVAULT

Before using SnapVault and SnapMirror, ensure the following conditions are met:

1. On your source file server, use the 1icense command to check that the sv_ontap_pri and sv_ontap_sec licenses are available for the primary and
secondary file servers respectively.

2. Enable SnapVault on the primary and secondary file servers as shown below:
options snapvault.enable on

3. On the primary file server, set the access permissions for the secondary file servers to transfer data from the primary as shown in the example below:
options snapvault.access host=secondary_ filerl, secondary filer2

4. On the secondary file server, set the access permissions for the primary file servers to restore data from the secondary as shown in the example below:

options snapvault.access host=primary filerl, primary filer2

INSTALLING DATAFABRIC MANAGER

e The Data Fabric Manager (DFM) server must be installed. For more information, see Setup the DataFabric Manager Server.
o The following must be configured:
O Discover storage devices

O Add Resource Pools to be used for the Vault/Mirror storage provisioning

CONFIGURATION

Once you have the environment setup for using SnapVault and SnapMirror, you need to configure the following before performing a SnapVault or SnapMirror
operation.
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CREATE STORAGE POLICY

Use the following steps to create a storage policy.

1. e From the CommCell Browser, navigate to Policies.
e Right-click the Storage Policies node and click New Storage Policy.

2. Click Next.

e Specify the name of the Storage Policy in the Storage Policy Name box.
e Select Provide the DataFabric Manager Server Information.
e Click Next.

4. e In the Library list, select the default library to which the Primary Copy should be
associated.
It is recommended that the selected disk library uses a
LUN from the File server.
o Click Next.
5.

e Select a MediaAgent from the MediaAgent list.
e Click Next.

CommCell Console.

Fle View Took Windows Help

ER=REIE YRR

24 CommCell Browser E @ Storage Policies x
Wy chaval-2008 Al @ dnavaiz00 > [ Poicies > B Storage Policies >
Clint: Computer Groups
Cllnt Computers Hame Trpe No. of Streams Mo, of Copies | Increment:
) Security % A-GDSP Global Dedupii.. 1 1
§9 Storage Resources S E 1
Pﬁ“fs‘“ iorpel % A-Sp-DFM  Standard 10 3
(i Replcaton Polcies o Commer,., Disastor Reco... 1 2
2@ Storage Policier) 1 GDSP. Global Dedupl.1. 1 2
D Qiew Storage Foliy D 3 fiobal Dedugi... 1 1
‘& o iew Gobal Deduplcation policy  [1o03 08Bl 1 !
{1 ASP-DFM Flobal Dedupli... 1 2
G Conmsery|___ Sublient Assodaions e .
g cose g PGDSP Global Dedupi... 1 1
8 GOt s PK_Req_D... Standard 10 2
g ¥ PKGDSP  Global Dedupl... 1 1
8 GDSP_JunlLu B
oraw PRSP bo .. Standerd 1 2
8 PaDSP B Pewsp  Standard 10 2
{1 PK_Reg_Dedup_sP %) PSP_to_G... Standard 1 3
g PRGDSP %) 5p-GDSP-,., Standard 1 1
8 PSP _to_6D5P ~| B suseepa  Standard 10 3
o Pnewsp e et Standard 10 2
Creale Storage Policy Wizard X

What will this storage policy be used for?

Storage Policy Type
(@) Bata Brotection and Archiving

() CommServe Disaster Recavery Backup

Press Next to continue.

Create Storage Policy Wizard 5]

Please enter the storage policy name

Storage Policy Name: | MetApp_Snapstorags|

Provide the DataF abric Manager Server [nFDrmatmD

Press Next o continue.

Please select a library to be the default library
for this primary copy

Library:

Press Mextta continue.
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Create Storage Policy

Please select a MediaAgent for this copy

Mediatgent:

Press Mextta continue.

6. Click Next.

Create Storage Policy Wizard X

Please enter the streams and retention
criteria for this policy

Humber of Device Streams:

Chaose the Primary Copy's Aging Rules:

iDatadgent Backup data
Infinitef l:lj l:lj
[ =l

Data ArchivefCompliance Archiver

Irfinite I:H

7. Click Next.

Create Storage Policy Wizard

Do you want to enable Deduplication for the
primary copy?

Deduplication
@® Yes
Enable Client Side Deduplication

Ome

Press Nextto continue

e Verify Name and MediaAgent Name.

e Click Browse to specify location for Deduplication Store.

Please specify the location to store the
e Click Next. Deduplication Store

Create Storage Policy

®

Hame: SIDB_MetApp_snapstor

Deduplication Stare Location:

Mediasgent Name | dhaval-2008 v

Press Nextto continue

Provide the DataFabric Manager server information.
o If a DataFabric Manager server exists, click Select to choose from the drop-

3 Flease select/add the new DataFabric Manager
down list. information?
o If you want to add a new DataFabric Manager Server, click Add.

e Click Next.

DataFabric Manager

) Select

10. Click Finish.
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The new Storage Policy creates the following:
e Primary Snap Copy, used for local snapshot storage
e Primary Classic Copy, used for optional data movement to tape, disk or cloud.

11.

Create Storage Policy Wizard X

Please review your selections.

>

Name: Netspp_SnapStorage
Frimary Capy: Primary

Library: test

iDataAgent Backup Aging Rules: infinite
Deduplication: Yes (Block Level)
Deduplitation Stare Narme
SIDE_MetApp_GnapStarage_Primary
o Store Location: C1DR

Click Finish to create the Storage Policy

CREATE A SECONDARY SNAPSHOT COPY

After the Storage Policy is created along with the Primary Snap Copy, the Secondary Snap Copy must be created on the new Storage Policy.

1. e From the CommCell Browser, navigate to Policies | Storage Policies.
e Right-click the storage policy and click All Tasks | Create New Snapshot Copy.

2. e Enter the Copy Name.
e Select the Library and MediaAgent from the drop-down list.
e Click Vault/Backup or Mirror protection type based on your needs.

It is recommended that the selected disk library uses a
CIFS or NFS share or a LUN on the File server.

3. e Click the Copy Policy tab.
e Depending on the topology you want to set up, click Specify Source for
Auxiliary Copy and select the source copy.

Copies can be created for the topologies listed in the following table:

CommCell Console.

Fle View Tods Windons Help

5 CommCell Bromser

O E w & T

B | B Aseom x

Default Index Destination

Cient Computer Groups Al @ chaval-2008 > [ Polcies > | Storage Policies > B A-SP-DFM >
lient Computers
& secrity Copy CopyT...| Default...| Medisd..| Default... Scratc.. | Rebsin
%E Storage Resources Prinary  Snap Pri.., Library_disk chaval 2... WA A Infinite
Pelce: 1 Primary(... Primary  Library_disk chaval-2... NiA A Infinite
a0 e st Synchran... Library_disk chaval-2... HiA A Infinite
Schedule Policies
Storage Policies
oywe
B
3 o e
Commzer| 4 AlTasks b R Auciary Copy
{o&s Gosp
View 3
B o Run Media Refresh
& GosPz icnettes Run Backup Copy
8 GOSP Run Content Indesxing
8 xosp
B poosp Run Data Verification
1 PK_Reg_Dedup_SP Create New Copy
1o PraDSP
B v to_cosp 5 (Create New Snapshot Capy
B prevap Chore
& 5P _to_a05P oelte
5 5p-GD5P-tew
8 sussens
o test.
o sty
b tect v
b CommCell Browser
Snap Copy Properties (Storage Policy: A-SP-DFM) X
Assocations Provisioning
General | Retention Copy Policy
Copy Infommation .
Gupy hame: [snapyau Test | )
Active
2

)

Library: [rest
Medahgenti  [dnaval-2008
Drive Pool:

scratch Pool

Frotection Type

@ ValkBackis

O Mirror

|T0 POLOGY SOURCE COPY
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Primary-Mirror Primary
Primary-Mirror-Vault Mirror
Primary-Vault Primary
Primary-Vault-Mirror Vault
Primary-Mirror-Mirror Mirror

Click the Provisioning tab.

Click Refresh to display the DFM entities.

Select the Provisioning Policy from the drop-down list.
Select the Resource Pools available from the list.

Click OK.

The secondary snapshot copy is created.

5. If you are using a Primary-Mirror-Vault (P-M-V) or Primary-Vault (P-V) topology on
ONTAP version higher than 7.3.5 (except ONTAP 8.0 and 8.0.1), perform the following
steps:

e Connect to the storage device associated with the source copy of your topology.
You can use SSH or Telnet network protocols to access the storage device.

e From the command prompt, type the following:
options snapvault.snapshot for dr backup named snapshot_ only
o Close the command prompt window.

It is recommended that you perform this operation on all nodes in the P-M-V
topology.

ap Copy Properties {Storage Po A-SP-D
Associations

General Retention Copy Folicy

Backup Selection

AllBackups

Provisioning

[rwoyoron |
Source Copy

Snap Copy Properties (Storage Policy: A-SP-DFM) 4]
General Retention Copy Policy
Assotiations Frovisioning
DataFabric Manager Name: hwinapp02
1
Refresh DataFabric Manager Entities: ‘.
2
Provisioning Policy: SnapProtect_RAID-DP - '
Resource Pools’
Available: Selected:
scott-mold
shali_cascademirrir_target_hfl
shali_cascademirror_source_hf3
marymirrorL_hiz
imaryvault_hfg
shali_secondarymirror_Hfé
shali_secondaryvaule_hfs Add All =5
Resource Pool Info
Tatal Size:2,52 TE Available Size:961,49 GB
Filer Aggregate Space Status Total size Available Sz ﬂ
mold dey_n_test  Normal 25278 961,49 GB ~
2

CONFIGURE BACKUP COPY

Follow the steps given below to configure Backup Copy for moving snapshots to media.

1. e From the CommcCell Console, navigate to Policies | Storage Policies.
e Right-click the <storage policy> and click Properties.
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e Click the Snapshot tab.

e Select Enable Backup Copy option to enable movement of snapshots to media.

e Click OK.

backup copy operation.

24 CommCell Browsar

Ty
Cllert Computer Groups
58 tiert
1555 Nethpp NAS NOMP
" defaultbackupset
& B pegasis
= 8 Fie system
° B defaultBackupSet
@ venu2
Security
% Storage Resources
Polcies
“ Repiication Policies
85 storage Polcies) 1

2 (g Netipp_Snopstorage )
0 SEERPaeE

B VaukTracker plces
Tl Reports

i Content Director

Storage Policy Properti

General | Copy Pracedence | Associatad Subdlients Snapshet | Security | Advanced|
riabls Batkup Co

[ Snapshots Created On and After  [Wed 122212010 |,
I Defer Backup Copy for [0 dayta)

Selection Rule

3 Coropertes >

2| B vetanp_snapstorace x

@ pegssus > 1B poicies > @ Storage Poicies > & NetApp_Snapstorage >

[ Copyype | oebaubrary | _edahgent_[Defauk Drve o] S
A

frimary(Classic) _ Primary Disklbraryl  pegasus A
Prinary(snsp)  SnepPrimary  Disklbraryl  pegasus Hja Hja
ISnapVault Node Snap Vault Disklbraryl  pegasus Hja Hja

] Cortent | @ Surmary |

T3 20b Controler x
ATkey entroler

view »

Operation | et Com..| Agent Type | _subclent

[5np Backup |1 T

Kl
1 Pause.

T Even vower x |

] Event viower

Running: 0 Pending: L Waking: 0 Queued: 0 Suspended: 0 Total Jc

Severty |_EventD | 3bD | owe e | e
@ 221222/2010 11:16:51 JobManager _ pegasus
a 301 2212/22/2010 10:56:41 JobManager  pegasus

: NetApp_SnapStorage [x]

& Al Backups

" choose the Backup Selection Rule: Advanced |

Source Snap Cop

I~ Speclfy Source For Backup Copy: -

ok | e | hee |

e Select Specify Source for Backup Copy.
e From the drop-down list, select the source copy to be used for performing the

Storage Policy Properties [<]
General | Copy Precedence | Associated Subclients  Snapshet | Security | Advanced |

~ ¥ Enabls Backup Copy

~Selection Rule

[ Snapshots Created On and After  [Thu0i/0siz0ll
I~ Defer Backup Copy for 04 dayis)

& Al Backups

£ Choose the Backup Selection Rule: advenced. |

“Source Snap Cop

¥ sSpecify Source fior Backup Copy: -

Frimary(snap)

-

vault from primary

OF I Cancel Help:

SETUP THE ARRAY INFORMATION

The following steps describe the instructions to set up the primary and secondary arrays.

1.

e From the CommCell Console, navigate to Tools | Control Panel.
e Click Array Management.
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_ CommCell Consolo

e Al @ daval2o0s > B oles > @ stor > 8 ASPOFM > nD@
d va ‘Source. %
D ‘@ 1
. s stone
e 2 ®
ol ooy
o
3 oo 4 .a
B oo = L 2]
L
=
3= B
B e o 5 = 8
% s I sl
2| (& Content| @ Surwmary
2. Click Add.
Control Host Mame User Mame Snap Yen..  Type Description ¥ Add
hwinapp02  admin Netapp DataFabric Manager Al —
==
3. e Select NetApp from the Snap Vendor list. Array Management [g|
e Specify the name of the primary file server in the Name field.
The name of primary file server may be different in the DataFabric Manager, 1 (5nap vendor |NetADD VD
CommServe, MediaAgent and other entities, but it should resolve to the same IP 2
address. However, if you plan to create a Vaut/Mirror copy, ensure the IP address me | |
of the primary file server resolves to the primary IP of the network interface and control Hast | |
not to an alias.
3 -
: . . User Mame
You can provide the host name, fully qualified domain | |
name or TCP/IP address of the file server. Password | |
Confirm Password | |
e Enter the user access information in the Username and Password fields. ~
- . . Dievice Graou)
e Select File Server, then click Primary for the array type. P | |
e Use _the De;criptior! field to enter a Qescription about t_he entity. This description Use devices anly From this device group
can include information about the entity's content, cautionary notes, etc.
e Click OK. Type:
() DataFabric Manager
Drescripkion
[ (o] 4 ] [ Cancel ] [ Help ]
4.

e Click Add again to enter the information for the secondary array.
e Specify the name of the secondary file server in the Name field.

The name of secondary file server may be different in the
DataFabric Manager, CommServe, MediaAgent and other
entities, but it should resolve to the same IP address.

e Enter the user access information in the Username and Password fields.
e Select File Server for the array type.

e Use the Description field to enter a description about the entity. This description
can include information about the entity's content, cautionary notes, etc.

e Click OK.
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SEE ALSO

Import Wizard Tool

Array Management

Control Host Name
hiinapp02
mald

User Hame  Snspven...  Typs Description | ¥ add
admin NetAop DataFabric Manager -~
root Netfpp File Server Edi:
Array Management Delete
Snap Vendor 3 9| | stonas

Confirm Password I:l

Use devices orly from this device group

Type:

Tlprimary

O DataFabric Manager

Deseription

Provides the steps to import the configuration details of the DataFabric Manager server into the Simpana software.
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SnapProtect’ Backup - Data Replicator

« Pravious | MNext »

PRE-REQUISITES

INSTALLATION

e The use of Data Replicator with the SnapProtect backup requires MediaAgent, File System iDataAgent, and ContinuousDataReplicator on the source,
destination, and proxy computers.

The use of a proxy server to perform SnapProtect operations is supported when a hardware storage array is used for
performing the SnapProtect backup.

o The operating system of the MediaAgent to be used for SnapProtect backup must be either the same or higher version than the source computer.

STORAGE POLICY REQUIREMENTS

The Primary Snap Copy to be used for creating the snapshot copy must be a disk library.

If the Storage Policy or the disk library being used by the subclient is updated, the subclient should be recreated.

SETUP THE ARRAY

1. e From the CommcCell Console, navigate to <Client> | <Agent>.
e Right-click the subclient and click Properties.
2. e Click the SnapProtect Operations tab. Subctient Properties of ®
e Ensure Data Replicator is selected from the Available Snap Engine drop-down General CantET PrefPast Process Starage Device
||St Activity Cantral SnapProbect Operations
e Click OK. [#] snapProtect
Gva\\able Snap Engines v)
Lse Prosy -
[[] Use Separate Proxy for Snap to Tape
[[] Use Journaling
[] Use snapshat on the source to replicate data
Minimum size of file For Using hash comparisans: 26| ke
Block. size ta use for hashing: (2] j KB
ok | [ Cancel ] [ Help ]

« Previous | Mext »
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Getting Started Backup - Oracle iDataAgent

« Pravious | MNext »

1. 2 Commcel Bovser s

e From the CommCell Browser, navigate to Client Computers | <Client> | Oracle

Bl
s > K ChentCamputers > B =28 > 03 Orace > B ORQL >

| <Instance>. T R ——
e Right-click the default subclient and click Backup. 22 == ==
& B comovce =
e e
. Backup Options for Sublient: default ol x|
2. e Click Full as backup type and then click Immediate. sac ptons |
e Click OK. e
@+ ==
Orade Incremental Level Fj I~ | Cumudative L
FRp——— e Canfpre S c=|
somtrevew
HO A
3. You can track the progress of the job from the Job Controller window of the e

CommCell console.

v b Gt

4. Once the job is complete, view the job details from the Backup History. Right-click e : ;iﬂ,ia e T
the Subclient and select Backup History. & o et compuer Goos I S 0 Sep
B commdocs = data Storg_Pley1
5 B2 doc i
=@ sdze Backup.
R T
& Q) Security Coadkupistory D 2
= B9 Storage Resources " Schedues
e ‘3:‘:;:7;:1 - Operaton indow
it el (EE L] e
5. Click OK. [ sockup tistoryFterordefast ]
Backup Type
& Al C Ful € Dfferential
€ Incremental € Synthetic ful
Job Status
@ al " Completed " Failed  Killed

I~ Specify Time Range

ime Zone (GMT-08:00) Pacific Time (US & Canada) =l
Start Time End Time
| 10 : 154M :I

3 Cancel Advanced Help

6. Right-click the job to: i ez
Browse the database that was backed up.
View RMAN Logs.
Resubmit the job.

[y p—

View job details.

View media associated with the job.

View events associated with the job.

View or send the log file that is associated with the job.

o e erevons et o

« Pravious | MNext »
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Getting Started - Vault/Mirror Copy

« Pravious | MNext »

SKIP THIS PAGE IF YOU ARE NOT USING NETAPP WITH SNAPVAULT/SNAPMIRROR.

Click Mext » to Continue.

INITIATE VAULT/MIRROR COPY

Follow the steps to initiate a Vault/Mirror copy.

1 . . L. & Comncel rouser 51 Nethpp snapstorage x |
. e From the CommCell Console, navigate to Policies | Storage Policies. e [ Ao o > 1 k> 8 o >
. . . . - 588 Gt Comts Copy | ConvType [ Defoklbrary | _Meongert_[oefout ive..]_Saothrool

e Right-click the <storage policy> and click All Tasks | Run Auxiliary Copy. 1 P ey Dt WA i
(=1 E NetApp NAS NDMP [primary(Snap)  Snap Primary DiskLibraryl pegasus NA NA
g e Fromtmcer opvar” oathant e WA "

28 v

- o

= Replcation Polces
[ Schecule Plcies

8 Storage Poiced 1

o CommserveDR(pegasus) [EGontert] @ summary
2 (g ethpp_snapstorag
B0 S s 0 P D)
Bt VoukTocor Pl
& View 4 Run Media Refresh
-l Reprts e —
[ {§ Content Director i ndne Run Backup Copy et Type | Subclent | Job Type. Phase | Storage
Run Content ndexg
FunDutavrfcstion
GroatoNowCopy
GresteNowsnapshot Copy
« G —
Wea] oot 0 Watig: 0 Queued 0 Suspended 0 Total bas 0 ob St
/T vt vower x
A vt vower
[ty |_ewet> | %6 | owe Progan | _Corpusr_| B
= = IO 0TAIDS Tavneges e 19083
a = 5 12007019 st o 73
—— 0 P 5122000 s oocs 19500

e Select the desired options and click the Job Initiation tab.

General I Job Initiation |

o Select Schedule to configure the schedule pattern and click Configure.

Select a Starage Policy INetAppjnapStorage LI

Select Source Mediafgent |<AN\‘ MEDLAAGENT = ;I

Copy Selection

& all Copies

™ Select A Copy LI

Mumber OF Readers

 Number OF Streams I lﬂ

& Allow Maximum

I start New Media
I~ Mark Media Full On Success
I~ wse Most Recent Full Backup For Aoy

I~ wait For All Parallel Copy Resources

gOK I Cancel I Advanced | @SaveAsScr\pt | Help |

Schedule Details

Schedule Mame ]

3. e Enter the schedule name and select the appropriate scheduling options.
e Click OK.

£ One Time Start Time : =
The SnapProtect software will call any available DataFabric Manager APIs at the oo T

start of the Auxiliary Copy job to detect if the topology still maps the configuration.  wieekly
7 Monkthly
o Yearly

oK Cancel Help Options >

Once the Vault/Mirror copy of the snapshot is created, you cannot re-copy the same
snapshot to the Vault/Mirror destination.

« Pravious | MNext »
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Getting Started - Snap Movement to Media

« Pravious | MNext »

SKIP THIS PAGE IF YOU ARE NOT USING A TAPE DEVICE.

Click Mext » to Continue.

BACKUP COPY OPERATIONS

A backup copy operation provides the capability to copy snapshots of the data to any media. It is useful for creating additional standby copies of data and can
be performed during the SnapProtect backup or at a later time.

Once a backup copy is performed and the snapshot is copied to media, the same snapshot cannot be re-copied again.

INLINE BACKUP COPY

Backup copy operations performed during the SnapProtect backup job are known as inline backup copy. You can perform inline backup copy operations for
primary snapshot copies and not for secondary snapshot copies. If a previously selected snapshot has not been copied to media, the current SnapProtect job
will complete without creating the backup copy and you will need to create an offline backup copy for the current backup.

Depending on the Agent you are using, your screens may look different than the examples shown in the steps
below.

1. e From the CommcCell Console, navigate to Client Computers | <Client> |

<Agent> | defaultBackupSet. Backup Options
e Right click the default subclient and click Backup. Select gackup Typs Job nitiation
e Select Full as backup type. 1 2
e Click Advanced. © Incremertal Run this job now
) Differential () schedule

3 Synthetic Ful

3

[ o | concel ([ “pvanced )| (B seve ps st | e |

e Select Create Backup Copy immediately to create a backup copy.

. Data | Startup | Job Retry | Media | DataPath | vaukTracking | Alert
e Click OK.

4

Create new index
Catalog
(3) Use shared profile if present with transaction logging
(O Use shared profile if present without transaction lagging (Not Recommended)
() Use Transaction lagaing
O Nane

Ereate Backup Copy immediately!

Note: Creation of backup copy depends on the Storage Policy - Snapshot configuration

‘OFFLINE BACKUP COPY

Backup copy operations performed independent of the SnapProtect backup job are known as offline backup copy.

1. e From the CommcCell Console, navigate to Policies | Storage Policies.

e Right-click the <storage policy> and click All Tasks | Run Backup Copy.
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2. Click OK.

A CenncelBrowssr 5] B swevro0-ser x | Sh ek soapans0 2 (o x | Sems0sel x| By Clentsenms (Latest

8 serm9 > B Polies > B Swooe Potis > B AP >

=3 oy Tyoe Defaklirary | odaigent
Erre———
SHAP-COPYSIIP-.. PimarySnap  SHAPMSONAGL  snapm902

3 ot s

4 Yriersitveg

[ e — RuData Vst
5[5 Costanabss

[—=—
one
Dste

T

Backup

py For SNAP

Backup Copy Options | Job Initiation|

Defoit e Podl Seratch Pl
Hia
A ia

Select a Storage Policy
o of Jobs ko Run @
(%) Wo of Simulkaneous Jobs to run EH
() Allow Maximurn
Media
[] Skart News Media

[] Mark Media Full On Success

I gOK H Cancel ][ Advanced ]l @Savensicr\pt H Help ]

['( Previous |
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Getting Started - Oracle Restore

PERFORM A RESTORE

« Previous

As restoring your backup data is very crucial, it is recommended that you perform a restore operation immediately after your first full backup to understand the

process.

The following sections explain the steps for restoring a database.

1. .
°
°
°
°
2. .
o

From the CommcCell Console, navigate to Policies | Storage Policies.
Right-click the <storage policy> and click Properties.

Click the Copy Precedence tab.

By default, the snapshot copy is set to 1 and is used for the operation.

You can also use a different copy for performing the operation. For the copy that
you want to use, set the copy precedence as 1.

Click OK.

From the CommCell Browser, navigate to Client Computers | <Client> |
Oracle.

Right-click the <Instance>, point to All Tasks, and then click Browse Backup
Data.

3. Click OK.

In the right pane of the Browse window, click the <Instance> and select all the
entities.

Click Recover All Selected.

Select the Use Snap Restore checkbox.
If you are restoring from a backup copy, clear the checkbox.

Click Advanced.

Verify that the Status of the database is displayed as STARTED; if necessary click the
Refresh button to refresh the status.

A Conncet Bouser 5@ Updatetest x| whatsren x

= ?‘““’ & o7 > G ——————— ®
e Associsted Subclents | snapshot | Securky | Advanced
Copy Name. ¥ e
3
L]
Bes] o >
T vt v
] Event viewer -
i B
© =7 veb ) |
?‘Agt:mw sops @ conmdocs > @ Cient Computers > B sdr2ké > A Oracee > B ORCL >
ey Subdent Name Sorage Pokey
B commdocs Sy, Storg_Pleyt
B i, s Storg eyt
o =
sy i s i
1 On Demand Instance: = sdr_testl Storg_Pley1
Bod” QoD [ Gonesmnpoads
Eor|  vew B s
Y tors roperties
& O seanty Frovet Dekete
1 B9 Strage Resources Operaton idow
w il polces
8 e prer— v
Browse Options ﬁ‘
O Specify Browse Time
= =]
Client Computer:
Use MediaAgent | ayy MEDIARGENT > v
[ show Deleted Items
Page Size; | 1000 |
[ Tatle view
[ oK ] [ Cancel ] [ Advanced ] [ List Media ] [ Help
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Click the Options tab.
In the Reset Logs box, select None.

Click OK.

7. Click OK.

7. You can monitor the progress of the restore job in the Job Controller.

General | Job Inititien|

Destination Clisnt:  [popoiee Number of streams to use for restore: EH

Catalog Connect: |

snap ‘ ! ‘ | @ |test ‘

] Restore Control File

Restore Data

Mo caTALOG

The latest Datahase View:

[CJRestare Archive Log [ Restore 5P File

Recover Duplicate DB

Use Snap Restore

Status: OPEN

[ Refresh ] [ mewBrowse |

Seript Preview l A o H Cancel | [ advanced ][ (B save As script ]

Select the Switch Database mode for Restore checkbox.

Oracle Advanced Restore Options for Client: sdr2k8 SID: ORCL X
| _General | CopyPrecedence | DataPath | Ercobion | Prefost | Startup |
Aert | Customize script | Redrect | Options | Restore | Chl@GPFles | Recover
Time: Zone: [(GMT-08:00) Paciic Time (U3 & Canada) v

[] Resst Database Open DB

[] 5et DBID

Reset Logs ((nore ¥ [INoRe-doloss

[ validate [] Disable Crale Channel Restore Failover

Max Open Files: DH
Set DB Incarnation DH

General | Job Inititien|

Destination Clisnt:  [popoiee Number of streams to use for restore: EH

Catalog Connect: |sna

S R B = |

] Restore Control File

Restore Data

Mo caTALOG

The latest Datahase View:

[]Restore Archive Log ] Restore SP File

Recover Duplicate DB

Use Snap Restore

Status: OPEN

[ Refresh ] [ mewBrowse |

Seript Preview [ Cancel

Advarced | [ (B save As script ]

V[0 oomson  Guice. domiine Sl AT e S beiioet S P s == oot
e wiee s =
s ot 60n el i
we e o P Y v G [
g lpube o dad T s pme ey [T skt vttt (s
ot loes C ke cort ot ot .
w5 o s Wessresmem ol R bes oo s Ao B
[ o R R |
ey e R I L e
W ks A5 Ve Solpd s Wa | F5t et g IR skt GOkt R .
oS e e AT e Mol B
oo SRR A v o el |
Wiy e e sty oo s s
-
T e ey L1
Wo howe et Untesow e g S
o ooy s L
R S O PR -
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8. =
Once the database is restored, verify that the restored database and log files are | CONTROLOLCTL  5/30/2011 6:56 AM
available in the original location. SR SIE0i011 602 A
_REDONZ 5/30/2011 6:56 AM
_REDON3 5/30/2011 6:02 AM
|| SYSALIXD1.DBF 5/30/2011 6:28 AM
|| SYSTEMD1.DBF 5/30/2011 6:28 AM
| TEMPO1, DBF 5/30/2011 6:02 AM
_|UNDOTBS01.DBF 5/30j2011 6:28 AM
| USERSO1.0BF 5/30j2011 6:28 AM

CONGRATULATIONS - YOU HAVE SUCCESSFULLY COMPLETED YOUR FIRST BACKUP AND RESTORE.
If you want to further explore this Agent's features read the Advanced sections of this documentation.

If you want to configure another client, go back to Setup Clients.

else et
CTLFile 9,552 KB
Text Document: 51,201 KB
Text Document: 51,201 KB
Text Document: 51,201 KB
DEF Fie 737,285 KB
DEF Fie 727,045 KB
DEF Fie 52,232KB
DEF File 46,085 KB
DEF File 5,126KE
« Previous
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Getting Started - Microsoft SQL Server Deployment

Maxt »

WHERE TO INSTALL BEFORE YOU BEGIN

Install the software on a computer on which SQL Server resides.
Download Software Packages
Download the latest software package to perform the install.

SnapProtect Support - Platforms

Make sure that the computer in which you wish to install
the software satisfies the minimum requirements.

INSTALL THE MICROSOFT SQL SERVER /IDATAAGENT
Use the following procedure to directly install the software from the installation package or a network drive.

1. Log on to the client computer as Administrator or as a member of the Administrator
group on that computer.

2. Run Setup.exe from the Software Installation Package.

If you are installing on Windows Server Core editions, navigate to
Software Installation Package through command line, and then run

Setup.exe.
3. Select the required language.
Click Next.
Select the language you will use during installation.
4. Select the option to install software on this computer.

The options that appear on this screen depend on the computer in which
the software is being installed.

= Install Software on this computer

= Advanced options

2 View documentation website
2 Yiew Install Duick Start Guide (Requires Adobe Acrobat Reader)
2 Install Adobe Aciobat Reader

& Exit

5. Select I accept the terms in the license agreement. _

Click Next. License Agreement

Please read the following License Agreement. Press
the PAGE DOW/N key to view the entire agreement

End User License and Limited Warranty Agreement

Software Release 9.0.0

(including MicrosoR® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)

Dol Tenas T mnsirn & mmanssd
(& | accept the terms in the license agreement

" 1 do not accept the terms in the license agreement.

Installer

< Back Next > Cancel

e Expand Client Modules | Backup & Recovery | Database and select SQL
Server iDataAgent.
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e Expand Common Technology Engine | MediaAgent Modules, and select
MediaAgent.

e Expand Client Modules | ContinuousDataReplicator, and select VSS Provider.
e Click Next.

7. If this computer and the CommServe is separated by a firewall, select the Configure
firewall services option and then click Next.

For firewall options and configuration instructions, see Firewall Configuration and
continue with the installation.

If firewall configuration is not required, click Next.

8. Enter the fully qualified domain name of the CommServe Host Name.
Click Next.
Do not use space and the following characters when specifying a new
name for the CommServe Host Name:
\I" ~@#$%N*()+=<>/?,[1{}:;"

9. Click Next.

10. Select Add programs to the Windows Firewall Exclusion List, to add CommCell
programs and services to the Windows Firewall Exclusion List.

Click Next.

This option enables CommCell operations across Windows firewall by
adding CommcCell programs and services to Windows firewall exclusion
list.

It is recommended to select this option even if Windows firewall is
disabled. This will allow the CommCell programs and services to function
if the Windows firewall is enabled at a later time.

Select Platforms
Select the platforms you want to configure.

= Q A | Move the pointer over a
= © Common Technology Engine platform name to see a
@ CommSenve Mockies desciiption of the platform and
e reasons why it may be
# 0 CommCel Console disabled.
+ @ Mediadgent Modules
= Q2 Clent Modules .
# 0 Backup & Recovery Sapoce
# 2 Content Indexing and Search (Req/Recommended)
# 02 Web Based Search & Browse Installation Folder:
# Q2 Archive Management 0MB/ 0MB
# Q1 ContinuousDataReplicator . .
# 0 SAM .
# O Supporting Modules
# Q2 Tools v LA
e Special Registry Keys In Use
I Install Agents for Restore Only <Back | | cancel |

Installer.

Firewall Configuration
Configure firewall services

If there is a firewall between this machine and the CommServe, configure firewall services below.

I™ Configure firewall services

5

Installer

Installer &|

CommServe Hame

Specify the CommServe computer name and host
name

CommServe Client Name

CommServe Host Name
{Enter a walid, fuly-qualiied, IF host name; for example:
TyCOmpUte! MyGompany. com)

‘mycnmpulel MPCOmpany. com

Irstaller

<Back Hext > cancel |
Installer, =]

Communication Interface Name
Setup wil configurs the communication paths.

Select a client name

=

Select an interface name that this computer will use to
communicate with the CommServe

audi. mycompany. com j

P Address{es for the selected host,

Installer

< Back Next > Cancel
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Windows Firewall Exclusion List

Allow programs to communicate through Windows
Firewa

Windows Firewall is ON
[V Add programs to the Windows Firewall Exclusion List

1f you plan on using Windows Firewall it is recommended to add the software programs to the
exclusion ist

Installer

<Back [ New> | Cancel |

11. Click Next. Installer, El

) Download and Install Latest Update Packs
It is recommended to select the Download latest update pack(s) Dawinload and Instal the latest service pack and post

. . . . - . . ke fr the soft i b
option to automatically install the available updates during installation. peck fom the software provider wetsite

I~ Download latest update pack(s)

Wake sure you have intemet conriectivity at this time. This process may take some tmne
depending on download speed

Irstaller

< Back Wt > cancel |

12, Verify the default location for software installation. Installer 3]

f : Destination Folder
Click Browse to Change the default location. Select the destination folder ta instal the program files.

Click Next.

e Do not install the software to a mapped network drive.

Click Next to acoept the default location, or click Browse to choose an altenate location.

e Do not install the software on a system drive or mount point that will

be used as content for SnapProtect backup operations. Destnaton Felder

. ce . . . B

e Do not use the following characters when specifying the destination [ Bz ]
path:
/ I RPN | # Drive List Space Required / Recommended
C. gz28MB - 1394 MB /1670 MB
It is recommended that you use alphanumeric characters only.
Installer

< Back Hewt s cancel |

13. Select a Client Group from the list. Installer X

Click Next Client Group Selection

Select a client group for the client

This screen will be displayed if Client Groups are configured in the
CommCell Console.

The Client Graup s alagical grauping of client machines
which have the same associations at various levels ke
Schedule Policy, &etivity Control, Security and Reports

Client group:

Hone Selected
client_aroup

Irstaller

< Back Next » Caricel

14. Click Next.
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Installer &|

Schedule Install of Automatic Updates
Chooze when yau want to schedule an install of the
downloaded updates

Iv Scheduls Install of Automatic Lpdates

" Once
Time: 08:31:12 PM —|
* Weekly
* Monday " Tuesday
" Wednesday " Thursday
" Friday " Saturdap
" Sunday
Installer
<Back Next> cancel |
15. Select Yes to stop Removable Storage Services on the MediaAgent. Installer X
A Removable Storage Service
Click Next. The Removable Storage service must be stopped and
disabled

This prompt will not appear if Removable Storage Services are already
disabled on the computer.

The Rermovable Storage service must be stopped and disabled. This is required for corect
functioning of the Mediatgent,

Do you want ta stop and disable the Remavable Storags servics?

@ ¥ss, stop and disabls the Remevable Storags Servics

€ No, | am using Removable Storage Manager (RSM]

Irstaller

< Back Wt > concel |

16. Click Next. nstaller X

Select Global Filter Options
Select the Global Filter Options for the Agent

Global Filters provides the ahility to set exclusions within a CommiCell to filter out data from data
protection operations on all agents of a certain type

& Use Cel level policy
" Always use Global Fiters

Do not use Global Filters

Installer

< Back Hewt s cancel |

17. Select a Storage Policy. Installer X
Click Next. Storage Policy Selection

Select a starage policy for the default subclient to be
backed up.

I~ Configure for Laptop or Deskiop Eackup

Select a starage policy from the pull-down list,

Irstaller

< Back Next » Caricel

18. Click Next.

When Auto Discover Instances is enabled, new instances are
automatically discovered every 24 hours.
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Installer &|

SOL Auto Discovery Option
Select auto discovery option for SAL

¥ Auto discover instances

Installer

<Back Hext » Cancel |

19. Click Next. Installer X

Summary
Sumnmary of install selections

Setup has enough information to start copying the program files. If you are satisfied with the
install settings, click Mest to begin copying fles.

The following saftware wil be installed
+ Mediafgent
+wlindlows File System D atadgent
+ S0L Server D atabgent
+ WS35 Provider

>

Destination Path = C:\Progiam Files'
Comm5erve Host = mycomputer. mycompany.com
Interface Name = audi mycompany. com

Client = audi

Job Results Path = C:\Program FileshJobResults -

Istaller

<Back Next > Concel |
20, Click Next

Schedule Reminder
Jaob schedule creation reminder

Please nate:

“You still need to create a Job Schedule for each iDatadgent that has been installed on
this client computer.

Job Schedules are required to allows the iD atabgents to perform automated backup
and restors operations.

Job Schedule creation can be accomplished through the CommCel Consals
administration interface.

Irstaller

21. Click Finish. Installer X

Completion Report
Setup complste

Sottware installstion cemplste suscssshull =]

Wisit the website below to download latest Updates and Service Packs.

Click Finish to complete Setup

]

Installer

Technical Suppart Websie

| Mext » |
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Getting Started - Microsoft SQL Server Configuration

PRE-REQUISITES

e Prior to performing a SnapProtect backup, ensure that all the available hotfixes for Virtual Disk Service (VDS) and VSS are applied.

« Previous

Maxt »

o When performing SnapProtect backup for a Windows Cluster, a proxy server must be used for performing backup and restore operations.

o SnapProtect backup on Windows supports basic disks.

CONFIGURATION

Once the SQL Server iDataAgent has been installed, a SQL Server instance is automatically created. The following section provides the necessary steps required

to associate a database to the subclient to perform your first SnapProtect backup.

1. e From the CommCell Browser, navigate to Client Computers | <Client>.
e Right-click the client and select Properties.

2. e Click on the Advanced tab.
e Select the Enable SnapProtect option to enable SnapProtect backup for the
client.
e Click OK.
3. e From the CommCell Browser, navigate to <Client> | SQL Server.

e Right-click the default subclient and click Properties.

12 CommCel Browser %

L4 Cortent Dvectr

What'snew? x

What's new?

Laptop Backup

St nstarup

55 b ool x
1530 Contlr

network Backups can be pecformed.

Lagtop Backup Agent to protect cata on Jptops and deskiops used in remote offces and ouside of a dorain

Fl. JbID | Operston | CleniCo,. AgertType Sibcent  JbType
Thereare o s curently rureing

schedles based o

Prase  Stoage... Medshgent

[Twrase oy
0 Event vener
B evenvener
Seve.. e,
a

Progr.| Compu. Evenk .

18 180721010 120029 JbMa... nuphy 19640

Jeita... mughy 191322

a
2 Comcet oo H "
s a

Lobjets)

Cl

Computer Properties

CDR Log File Location

2

bl SrapProtect

Enable retry on netwark errors

110 1034 EigS mushy 35255
U3 ORIO L0202 EigS mughy 25
0 DN 10N s b 75
1pase [BPlaying  Infomation, e, Msjor, Cricl, Maxivum eventsshoun: 200

Firewll Corfiguration

Network Throtting | Policies

General | Version | Securty | AgtiiuZogirol || Groups
Job Carfiguration || Encryption Content Indexing | Registry Key Settings
1

Rurring: O Pendis 0 Wating: 0 Queued: 0 Susperd: Tl Jobs: 0 Job Sreams: 0 Hh Waler

Desarption
Dot Aghg cperatin s
Data Agng cperaion s
User ] hasogged of,
User ] hs ocged n,

e i hoe et

sty | s

X

Client: Side Dedupiication

Brovse

Retry Frequency (seconds) 20 j
Retry Count: 0 j
&(mie\ﬂ'mr 3 BIDI]]EU‘N[\D[R\[HMMWHI X 00 el ¥
e 8 > Q ot B i B > B TpAEORIOMAL >
H g e ot Grags
£ A e Corps T
B e )
H- 3kp
bida
Suckphidoy
s

2B il

peti i
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4. e Click the Storage Device tab. Subelient Properties of default E|
e In the Storage Policy box, select the storage policy name. Content Bachup Rules PrejPust Process
Storage Device Activity Control Security S0L Settings
1
Data Starage Policy |lngStnragePnhty Data Transfer Option | Deduplcation
Storage Policy:
:
Humber of streams for data backup! ﬁ
5. e Click the SnapProtect Operations tab. Subclient Properties of SP SOL snap 3
e Click SnapProtect option to enable SnapProtect backup for the selected subclient. General | Conte : Storage Device | Activity Control
. - ) ‘ 1 (GnapProtect Operations ‘ Security S0L Settings
e Select the storage array from the Available Snap Engine drop-down list.
2
e From the Use Proxy list, select the MediaAgent where SnapProtect and backup AnnlicableonlvtoFuH and Differential jobs)
COpy operatlons will be performed. Available Snap Engines d Snap Engine
When performing SnapProtect backup using proxy, B
ensure that the operating system of the proxy server is e
either same or higher version than the client computer.
[[]Use Separate Proxy for Snap to Tape
e Click Use Separate Proxy for Snap to Tape if you want to perform backup copy
operations in a different MediaAgent.
Select the MediaAgent from the Proxy list. [ Use source IF proxy is unreachable
[ o ][ conesd ][ heb
e Select the Content tab. Proipos Process |_Storage s e S Socurky |53 Setis
i . i i i General w Backup Rules
e Click Configure to discover and associate databases to the subclient. Database List: !
Total 0 database(s). N
[ corfiuwe Jj et ]
=1
7.

e Click Discover.
e Select a database to be backed up from the Database Name column.

e Databases that you want to exclude from backups can be assigned to Do Not
Backup subclient. This data will never be backed up without manually initiating a
backup.

You can select a range of databases and use Change all

selected databases to drop-down list to assign a single
subclient to all the databases.
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e Click OK.
e Click OK from the Subclient Properties window.

Database Ci

Database Name
CommSery

CCR

Diff_SP

atch
Patch_Step2
Patch_Step3
Prune_TC
largedb
master

guration

1 Subclient Mame

%

2
9 q: Ok D[ Cancel ]d’ Discover ‘D[

Help

SKIP THIS SECTION IF YOU ALREADY CREATED A SNAPSHOT COPY.

Click Mext » to Continue.

CREATE A SNAPSHOT COPY

Create a snapshot copy for the Storage Policy. The following section provides step-by-step instructions for creating a Snapshot Copy.

1. e From the CommcCell Console, navigate to Policies | Storage Policies.
e Right-click the <storage policy> and click All Tasks | Create New Snapshot
Copy.
2. e Enter the copy name in the Copy Name field.

e Select the Library, MediaAgent, master Drive Pool and Scratch Pool from the
lists (not applicable for disk libraries).

e Click OK.

CONFIGURE BACKUP COPY

Follow the steps given below to configure Backup Copy for moving snapshots to media.

| Mext » |
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prinary Prinary Mognet 01 urphy A A i
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Decipl [ 30b Contraler x
8 Storsge_poicyol
4 2
¥ O QT e— Co..| AgreTipe sbdent  bType  Prase | Strage.. Mo
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0 ContorkDreco Run Contert Incesig
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Grese e opy
e i snepator Copy )"
Gere
Deite o0 endg: © Wating: 0 Quese 0 Sspended: 0 Tokl Jbs: 0 b treans; O
7 Event viewer x
[ event viewer
Seve... Evet... b Date Prog.. Conpu... EventC... Descpten
a 25 o0 s Es mushy 5257 Copy [Snap Copylthe,
a HE 1802200120020 ke mushy 19640 DataAnacporatin s
a M7 SO0 I200i2 ke muthy 19322 DataAgngcperation has
a M6 OO 1008 Ers mushy 35255 Use adnJhas ogged o
a M3 o700z s mushy 9525 as ogged cn.
e —_— a MO orjazo0 03620 Eigs mursh
a Orfaifa0 102741 Evirs
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a
o
Associations
General } Retention Copy Policy
1
Copy Information
Copy Mame: @_ D 2
Default Index Destination
Library: ‘
Mediadgent: ‘
Drive Pool: ‘
Scratch Pool: ‘
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murphy - CommCell Console
Fle Wen oo Wedows He

e From the CommCell Browser, navigate to Policies | Storage Policies. rEenl
2 & b-%Ee
e Right-click the <storage policy> and click Properties. Mm.m,% jnm ;E:.;g L Wi ront

Y muu;hv R & murphy > [ Polcies > @ Storage Poices > & Storage_Snap >
=8 Giore Computers imry Py Wagetc 01 maphy e A wn
s Py Magnst ol mushy i A o
(5 8 e Sy
Bt oy 2
000 secty
&
=46 rolces
3 Repicon polies
5 schedde plces

P B Cortere ] @ Sormary

B CommserveDR(murphy)

g8 Dedupt T Job Cortroler x

Seroe pet 150 ot
B i v |l %10 | Operaion | Glere o AgetType Sbdent | xbTe | fhame | Swope.. e
vor___» 3

(ot o —
o Contt Dvectr 3

[ e Il s 0P 0 Y0 Qo St 0ot s 0 o S 014

2 v vwer ¢

2 Event viewer
Seve.. Evmt., kb ose P Comou... vene .. Desapten
a 5 CRUMO S ENgS muphy 35207 CapysnopComl ihes
a 16 OO0 120025 Xoa.. mushy 19540 ata Agrg cerston s
a 17 0D 120012 Xt mashy 19322 Ota A cparstion
a U6 OO 1030Y s mushy 95255 Use adnhes ogedt,
a 1 OO s mushy 35756 e scrhasbageden
p— a 1o BiigS mashy %254 Use (oo o e
Someel a 107 Um0 oS mushy 35255 Use scnahas bagedat,
5 paants a U0 OO0 s maphy 35756 e s ogeden

e Click the Snapshot tab.
e Select Enable Backup Copy option to enable movement of snapshots to media. Genersl | Copy Pracedence | Associsted Subclent{] Snapshot Jsecurity | Advanced
e Click OK.

[C] snapshats Created on and After — [11on 00/1502010 < |
[] Defer Backup Copy for [0l davta)
Selection Rule

(&) &ll Backups

) Choose the Backup Selection Rule:

3 ( oK , Cancel Help

|« Previous | Mext » |
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Storage Array Configuration

CHOOSE THE STORAGE ARRAY

« Previous

HARDWARE STORAGE ARRAYS

SOFTWARE STORAGE ARRAY

3PAR

DATA REPLICATOR

DELL COMPELLENT

DELL EQUALLOGIC

EMC CLARIION, VNX

EMC SYMMETRIX

FUJITSU ETERNUS DX

HITACHI DATA SYSTEMS

HP EVA

IBM SVC

IBM XIV

LSI

NETAPP

NETAPP WITH SNAPVAULT/SNAPMIRROR

NIMBLE

« Previous
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SnapProtect’ Backup - 3PAR

| € Previous | Mext » |

PRE-REQUISITES
o 3PAR Snap and 3PAR Clone licenses.
e Thin Provisioning (4096G) and Virtual Copy licenses.

o Ensure that all members in the 3PAR array are running firmware version 2.3.1 (MU4) or higher.

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

. | murphy - CommCell Cansole:
1. e From the CommcCell Console, navigate to Tools | Control Panel. o 1ok VSR
e Click Array Management. DHREYRAD 4
& Cancel Bewser o & muphe % What'snew? x
& nurty
- B
H 3 @(\EW Conputer Craps
I Clie Conputes - - . ]
9 < ] 'y 8 et d
ademne e Betts o0t it
¢t Fecers Eonfguraker
oo ecor
A &
Audt 7ral Biling Configuration Erowse,SearchReccvery
Hediarige
e & 8
(nmm_djlrwt/:mvt ComThet Proz"ties Zuston Calendars
Ceka Incerface Pairs. R Bach.r Seftres E-Mal 8115 Configuracin
i 0 High Wa
[] "] S g
2. Click Add. Array Management X
Control Host Name User Name | Snap Vendor...  Description ﬂ add
Fidk.hct, commvaul.com  5001438002... hetladministr, .. HP EV& [
172,19.66.22 arpadmin Dell Equallogic
172,19,128,226 £000279 admin IBM =LV
172,19.66.91 APMD003340.., admin EMC CLARION |
172,19.66.60 10881 system HDS
172 1071 BRI sl TRM YT L
3. e Select 3PAR from the Snap Vendor list. Array Management X
e Specify the 16-digit number obtained from the device ID of a 3PAR volume in the
Name field.

1 Snap Yendor

2 ( Mame

Contral Host | |

User Name | |

Passward | |

Confirmn Password | |

Device Group | |

[[] use devices anly from this device group

Descripkion

[ o] H Cancel H Help ]

Follow the steps given below to calculate the array name for the 3PAR storage device:

1. From the 3PAR Management console, click the Provisioning tab and navigate to
the Virtual Volumes node. Click any volume in the Provisioning window

2. From the Virtual Volume Details section, click the Summary tab and write
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down the WWN number. This is the device ID of the selected volume. 19Byte 1N §Byte WHN

— [ p e [ pe—" Ui sevs - comrmnleam it e
r . W s | |
v g i [T

3. From the Virtual Volume Details section, click the Summary tab and write
down the WWN number.

| Bl S e

This is the device ID of the selected volume.

This WWN may be 8-Byte number (having 16 Hex digits) or 16 Byte number
(having 32 Hex digits).

[ree—

4. Use the following formula to calculate the array name:
O For 8 Byte WWN (16 Hex digit WWN)
2FF7000 + DevID.substr(4,3) + 00 + DevID.substr(12,4)

e e

where DevID.substr (4, 3) is the next 3 digits after the fourth digit from the s - = .
WWN number

where DevID.substr (12,4) is the next 4 digits after the twelfth digit from
the WWN number

For example: if the WWN number is 50002AC0012B0B95 (see screenshot given
below for 8 Byte WWN), using the following formula:

2FF7000 + DevID.substr(4,3) + 00 + DevID.substr(12,4)

DevID.substr (4,3) is 2AC and DevID.substr(12,4) iS 0B95

After adding all the values, the resulting array name is 2FF70002AC000B95.
O For 16 Byte WWN (32 Hex digit WWN)

2FF7000 + DevID.substr(4,3) + DevID.substr(26,6)

where DevID.substr (4,3) is the next 3 digits after the fourth digit from the
WWN number

where DevID.substr (26, 6) is the next 6 digits after the twenty sixth digit
from the WWN number

For example: if the WWN number is 60002AC5000000000000052200000B95
(see screenshot given below for 16 Byte WWN), using the following formula:

2FF7000 + DevID.substr(4,3) + DevID.substr(26,6)
DevID.substr(4,3) is 2AC and DevID.substr (26, 6) iS 000B95
After adding all the values, the resulting array name is 2FF70002AC000B95.

e Enter the IP address of the array in the Control Host field. Array Management ['5_<|

e Enter the access information of a local 3PAR Management user with administrative
privileges in the Username and Password fields.

e In the Device Group field, specify the name of the CPG group created on the

Snap vendor

array to be used for snapshot operations. Hame | |
If you do not specify a CPG group, the default CPG group will be used for snapshot 3 (" Control Host | |)
operations.
A . . ser Mame |
e Select the Use devices only from this device group option to use only the
snapshots devices available in the device group specified above. 4| Password | |
e Use the Description field to enter a description about the entity. This description & 4
can include information about the entity's content, cautionary notes, etc. Confiim Password | |
e Click OK to save the information. 5 Device Group | |

6 (( [] Use devices only from this device grouD

Description

[ Ok H Cancel H Help ]

|« Previous | Mext » |
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SnapProtect’ Backup - Dell Compellent

| € Previous | Mext » |

PRE-REQUISTIES

e Dell Compellent requires the Data Instant Replay license.

o Ensure that all members in the Compellent array are running firmware version Storage Center 5.5.14 and above for 5.x and 6.2.2 and above for 6.x.

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

1. . | murphy - CommCell Cansole:
e From the CommcCell Console, navigate to Tools | Control Panel. R e
e Click Array Management. S SEDED %L
& Cancel Bewser o & muphe % What'snew? x
& nurty
1| - Clien: Computer Graups on
I Clie Conputes - 1
e 7, . )
5 Storage Resources l) ’i edindart d
(&8 Foas addiRendee Scae ety tree]
¢t Fecers Eonfguraker
oo ecor
& ) —
Audt rall Biling Configuration
Hediarige
i & 8
(nmm_djlrwt/:mvt ComThet Proz"ties Zuston Calendars
Ceka Incerface Pairs. R Bach.r Seftres E-Mal 8115 Configuracin
i 0 High Wa
(] @ il g
H HO 003620 Eves mugly 35254 User[arin hes cogedon,
2. Click Add. Array Management X
Control Host Name User Name | Snap Vendor...  Description ﬂ add
Fidk.hct, commvaul.com  5001438002... hetladministr, .. HP EV& [
172,19.66.22 grpadmin Dell Equallogic
172,19,128,226 £000279 admin IBM =LV
172,19.66.91 APMD003340.., admin EMC CLARION |
172,19.66.60 10881 system HDS
172 1071 BRI sl TRM YT L
3. e Select Dell Compellent from the Snap Vendor list. Array Management |

e Specify the Management IP address in the Name and Control Host fields.
1 Snap vendor

The Management IP address is also referred as the

Storage Center IP address. 2 (Name )
3 ( Control Host }

User Name | |

Passward | |

Corfirm Password | |

Device Group | |

[[] Use devices anly from this device group

Descripion

[ o] H Cancel H Help ]

For reference purposes, the screenshot on the right shows the Storage Center
Management Console of the Dell Compellent storage device displaying the
Management IP address.
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DAL Compellent Storage Center 4552 \’
€ storage Management &, view :.: Refresh 73 Hep
|
TR T |
[ e
195408 = R
N G —p)
v [searchbere. Wi
rem | W ]
4. e Enter the user access information of the application administrator in the Array Management §|
Username and Password fields. —
o - ) . .
In the Device Group field, type none as this array does not use device groups for Srve Wit T

snapshot operations.

e Use the Description field to enter a description about the entity. This description Hame | |
can include information about the entity's content, cautionary notes, etc.

e Click OK to save the information.

Contral Host | |

ser Name |

Password

Confirm Password

5 (Device Group )

[[] Use devices anly from this device group

Descripion

[ [s]'4 ][ Cancel ][ Help ]

[« Previous |
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SnapProtect’ Backup - Dell EqualLogic

« Pravious | MNext »

PRE-REQUISTIES

WINDOWS

Microsoft iSCSI Initiator to be configured on the client and proxy computers to access the Dell EqualLogic disk array.
UNIX

iSCSI Initiator to be configured on the client and proxy computers to access the Dell EqualLogic disk array.

FIRMWARE VERSION
e Ensure that all members in the EquallLogic array are running firmware version 4.2.0 or higher.
e After upgrading the firmware, do either of the following:
O Create a new group administration account in the firmware, and set the desired permissions for this account.

o If you plan to use the existing administration accounts from version prior to 4.2.0, reset the password for these accounts. The password can be the same
as the original.

If you do not reset the password, snapshot creation will fail.

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

1 . | murphy - CommCall Console.
. e From the CommcCell Console, navigate to Tools | Control Panel. R e
. ae £
e Click Array Management. NH%EWED %E
& Cancel Bewser o & muphe % What'snew? x
& nurty
- B g
& Gocm e cops ol Pl x|
¢ Q coucanis - = g
: i (9] 'y 5 edndart d
. e ot s sk
i ionter
i G e e
Audt 7ral Biling Configuration Erowse,SearchReccvery
= Hedisage
‘ConmnZell Inport [t Pﬁ j
onn=el ect ot ComThet Proz"ties Zuston Calendars
Ceka Incerface Pairs. R Bach.r Seftres E-Mal 8115 Configuracin
i 0 High Wa
g "] st i
a 0 CEN01092) Bvgs muphy 9525t User i bas coredon,
2. Click Add. Array Management
Control Host Name User Name | Snap Vendor...| Description B
Fidk.hct, commvaul.com  5001438002... hetladministr, .. HP EV& "~
172,19.66.22 grpadmin Dell Equallogic
172,19,128,226 £000279 admin IBM =LV
172,19.66.91 APMD003340.., admin EMC CLARION
172,19.66.60 10881 system HDS
172 10 71 7 MERER" adrmin. TRM YT L

e Select Dell Equallogic from the Snap Vendor list.
e Specify the Management IP address in the Name field.
No entry is required in the Name field if there is no

Management IP address configured.

e Specify the Group IP address in the Control Host field.
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Array Management FX|

1 Snap vendor Dell Equallogic

2 ("Mame

3 ("Control Host

User Mame | |

Password | |

Canfirm Password | |

Device Group | |

[] Use devices only from this device aroup

Descripkion

[ [al:4 ][ Cancel ][ Help ]

For reference purposes, the screenshot on the right shows the Management IP
address and Group IP address for the Dell Equallogic storage device.

Group Configuration

£l
i

Date and Time

[T—

Soon

5 vonmes o
it oo e

swss
5 repteaion =
e e gvptine: 411 1401

eI
4. e Enter the user access information of the Group Administrator user in the Array Management r$_<|
Username and Password fields. -
e For Dell EqualLogic Clone, specify the name of the Storage Pool where you wish to Snap Yendar
create the clones in the Device Group field.
e Select the Use devices only from this device group option to use only the Mame | |
snapshot devices available in the storage pool specified above. Contral Host | |
e Use the Description field to enter a description about the entity. This description
can include information about the entity's content, cautionary notes, etc. U= e | |
e Click OK to save the information. 4 | Password | |

Canfirm Password | |

5 Device Group | |

6 { []Use devices only from this device group  }

Description

[ (a4 H Cancel H Help ]
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SnapProtect’ Backup - EMC Clariion, VNX

« Pravious | MNext »

PRE-REQUISITES

LICENSES

e Clariion SnapView and AccessLogix licenses for Snap and Clone.

o SYMAPI Feature: BASE/Symmetrix license required to discover Clariion storage systems.
You can use the following command to check the licenses on the host computer:

C:\SYMAPI\Config> type symapi licenses.dat

ARRAY SOFTWARE
e EMC Solutions Enabler (6.5.1 or higher) installed on the client and proxy computers.

Client Components (SYMCLI) are required only during the initial one-time configuration. Base Components (with SYMAPI) are necessary and required for all
snap operations.
e Navisphere CLI and NaviAgent installed on the client and proxy computers.

e If AccessLogix is not enabled, go to the Navisphere GUI, right-click EMC Clariion Storage System and click Properties. From the Data Access tab, select
Enable AccessLogix.

e Clariion storage system should have run successfully through the Navisphere Storage-System Initialization Utility prior to running any Navisphere
functionality.

e Ensure enough reserved volumes are configured for SnapView/Snap to work properly.
For EMC VNX:
e EMC Solutions Enabler (7.2 or higher) installed on the client and proxy computers.

Client Components (SYMCLI) are required only during the initial one-time configuration. Base Components (with SYMAPI) are necessary and required for all
snap operations.

e Navisphere CLI and Navisphere/Unisphere Host Agent installed on the client and proxy computers.

o VNX storage system should have run successfully through the Unisphere Storage-System Initialization Utility prior to running any Unisphere functionality.

SETUP THE EMC CLARIION
Perform the following steps to provide the required storage for SnapProtect operations:
1. Create a RAID group

2. Bind the LUN

3. Create a Storage Group

4. Register the client computer (covered by installing NaviAgent)

5. Map the LUNs to the client computer where the NaviAgent resides

6. Reserved/Clone volumes target properly for SnapView

For example, as shown in the image on the right, the Clariion ID of APM00033400899
has the following configuration:

e a RAID Group 0 provisioned as a RAID-5 group (Fiber Channel drives)

o LUNSs are mapped to Storage Group SG_EMCSnapIntl with LUN ID of #154 present
to client computer emcsnapint1l.

The example shows the serial number of LUN 154:

RAID Group: RAID Group 0, containing 3 physical disks

Storage Group: currently visible to a single client computer

LUN is shown as a Fiber Channel device

The devices under LUN 154 reside on RAID Group 0 which has RAID-5 configuration.
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AUTHENTICATE CALYPSO USER INFORMATION FOR THE NAVIAGENT

Follow the steps below to specify the authorization information for EMC Solutions Enabler and Navishphere CLI to ensure administrator access to the Navisphere
server.

1. To set the authorize information, run the symcfg authorization command for both the storage processors. For example:
/opt/emc/SYMCLI/V6.5.3/bin# ./symcfg authorization add -host <clariion SPA IP> -username admin -password password
/opt/emc/SYMCLI/V6.5.3/bin# ./symcfg authorization add -host <clariion SPB IP> -username admin -password password

2. Run the following command to ensure that the Clariion database is successfully loaded.
symcfg discover -clariion -file AsstDiscoFile

where AsstDiscoFile is the fully qualified path of a user-created file containing the host name or IP address of each targeted Clariion array. This file
should contain one array per line.

3. Create a Navisphere user account on the storage system. For example:
/opt/Navisphere/bin# ./naviseccli -AddUserSecurity -Address <clariion SPA IP> -Scope 0 -User admin -Password password
/opt/Navisphere/bin# ./naviseccli -AddUserSecurity -Address <clariion SPB IP> -Scope 0 -User admin -Password password
4. Restart the NaviAgent service.
5. Run snapview command from the command line to ensure that the setup is ready.
On Unix computers, you might need to add the Calypso user to the agent.config file.

Before running any commands ensure that the EMC commands are verified against EMC documentation for a
particular product and version.

SETUP THE ARRAY INFORMATION
Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

1. e From the CommcCell Console, navigate to Tools | Control Panel.

e Click Array Management.
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Click Add.

e Select EMC CLARIiON from the Snap Vendor list for both Clariion and VNX
arrays.

e Specify the serial number of the array in the Name field.

For reference purposes, the screenshot on the right shows the serial number for the
EMC Clariion storage device.

e Enter the access information of a Navisphere user with administrative privileges in
the Username and Password fields.

e Use the Description field to enter a description about the entity. This description
can include information about the entity's content, cautionary notes, etc.

e Click OK to save the information.
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Array Management |z|

Snap Wendor

Mame | |

Contral Host | |

User Name | |

3 | Password | |

Confirm Password | |

Device Group | |

Use devices only from this device group
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SnapProtect’ Backup - EMC Symmetrix

« Pravious | MNext »

PRE-REQUISITES
e EMC Solutions Enabler (6.4 or higher) installed on the client and proxy computers.

Client Components (SYMCLI) are required only during the initial one-time configuration. Base Components (with SYMAPI) are necessary and required for all
snap operations.

o SYMAPI Feature: BASE /Symmetrix licenses for Snap, Mirror and Clone.
You can use the following command to check the licenses on the host computer:
C:\SYMAPI\Config> type symapi licenses.dat

e By default, all functionality is already enabled in the EMC Symmetrix hardware layer. However, a Hardware Configuration File (IMPL) must be enabled before
using the array. Contact an EMC Representative to ensure TimeFinder and SRDF functionalities have been configured.

SETUP THE EMC SYMMETRIX

For SnapProtect to function appropriately, LUN Masking records/views must be visible from the host where the backup will take place:

e For DMX, the Masking and Mapping record for vemdb must be accessible on the host executing the backup.

e For VMAX, the Masking view must be created for the host executing the backup.

.CONFIGURE SYMMETRIX GATEKEEPERS

Gatekeepers need to be defined on all MediaAgents in order to allow the Symmetrix API to communicate with the array. Use the following command on each
MediaAgent computer:

symgate define -sid <Symmetrix array ID> dev <Symmetrix device name>

where <symmetrix device name> is @ humbered and un-formatted Symmetrix device (e.g., 00C) which has the MPIO policy set as FAILOVER in the MPIO
properties of the gatekeeper device.

LOAD THE SYMMETRIX DATABASE

If you have the SYMCLI software installed, it is recommended that you test your local Symmetrix environment by running the following command to ensure
that the Symmetrix database is successfully loaded:

symcfg discover

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

| murphy - CommCall Console.

1. e From the CommcCell Console, navigate to Tools | Control Panel.
e Click Array Management.
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2. Click Add.
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Select EMC Symmetrix from the Snap Vendor list.
Specify the Symm ID of the array in the Name field.

For reference purposes, the screenshot on the right shows the Symmetrix array ID
(Symm ID) for the EMC Symmetrix storage device.

If Symcfg Authorization is enabled on the Symmetrix Management Console, enter
the access information for the Symmetrix Management Console in the Username
and Password fields.

In the Device Group field, specify the name of the device group created on the
client and proxy computer. The use of Group Name Service (GNS) is supported.

If you do not specify a device group, the default device group will be used for
snapshot operations.

Select the Use devices only from this device group option to use only the
snapshots devices available in the device group specified above.

Use the Description field to enter a description about the entity. This description
can include information about the entity's content, cautionary notes, etc.

Click OK to save the information.

To understand how the software selects the target devices during SnapProtect
operations, click here.
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SnapProtect’ Backup - Fujitsu ETERNUS DX

« Pravious | MNext »

PRE-REQUISITES

Local Copy license for Snap and Clone.

Thin Provisioning license.

Ensure that all members in the Fujitsu array are running firmware version V10L22-1000 or higher.
Enable SMI-S on the storage array.

Create a Host Affinity group for the proxy computer.

If using SnapOPC, ensure to create a SDV and SDPV volumes.

CONFIGURE DESTINATION VOLUMES

Source and destination volumes should be pre-paired before performing any snapshot operation. For EC snapshots (clone), pre-paired sessions should be in
active state.

To pre-pair source and destination volumes, install the ETERNUS SF Express Manager software version 14.2A or higher.
Forbid Advanced Copy and Encrypted volumes are not supported.

Depending on the type of snapshot being used, review the following for the creation of destination volumes:
FOR SNAP SNAPSHOTS

If pre-paired sessions are not available, SnapOPC snapshots use any available SDV volumes as their destination volumes. If you need to create a new SDV
volume, ensure that the SDV volume is of equal size to the source volume.

FOR CLONE SNAPSHOTS

If pre-paired sessions are not available, destination volumes are automatically created for clone snapshots. If a non-existing device group is specified during
array configuration in the CommCell Console, a destination volume is created based on the source volume type. However, if a valid device group is specified,
the following destination volumes are created depending on the device group type:

O A Thin Provisioning volume is created if the device group is a Thin Provisioning pool.

O A standalone volume is created if the device group is a RAID group.

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

| murphy - Commeall Console.

e From the CommcCell Console, navigate to Tools | Control Panel.
e Click Array Management.
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e Select Fujitsu ETERNUS from the Snap Vendor list.

e Specify the CM IP Address of the array in the Name field.

1221971 26 Lnagac ackin
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Array Management 23]
1 Snap Vendor Fujitsu ETERNUS ]
2 ( Name j
Control Host
User Name
Password

Confirm Password

Device Group
[7] Use devices only from this device group

Description

For reference purposes, the screenshot on the right shows the CM IP Address for the
Fujitsu storage device.
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4. e Enter the CM IP Address of the array in the Control Host field. Array Management 5™
e Enter the access information of a user with administrative privileges in the
Username and Password fields. Snap Vendor .
e In the Device Group field, specify the name of the RAID group or Thin
Provisioning group created on the array to be used for clone operations. Device Name
groups are not applicable for Snap snapshots. W e j
e Select the Use devices only from this device group option to use only the
snapshot devices available in the device group specified above. User Name
e Use the Description field to enter a description about the entity. This description 4 4
can include information about the entity's content, cautionary notes, etc. s
e Click OK to save the information. Confirm Password

5 Device Group

6 @ Use devices only from this device gro@

Description

Lok ][ concel ][ b ]
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SnapProtect’ Backup - Hitachi Data Systems

« Pravious | MNext »

PRE-REQUISITES

Device Manager Server (7.1.1 or higher) installed on any computer.

RAID Manager (01-25-03/05 or higher) installed on the client and proxy computers.

Device Manager Agent installed on the client and proxy computers and configured to the Device Manager Server.
The hostname of the proxy computer and the client computer should be visible on the Device Manager Server.
Appropriate licenses for Shadow Image and COW snapshot.

For VSP, USP, USP-V and AMS 2000 series, create the following to allow COW operations:

o COW pools

O V-VOLs (COW snapshots) that matches the exact block size of P-VOLs devices.

For HUS, ensure that the source and target devices have the same Provisioning Attribute selected. For e.g., if the source is Full Capacity Mode then the
target device should also be labeled as Full Capacity Mode.

ADDITIONAL REQUIREMENTS FOR VMWARE

When performing SnapProtect operations on VMware using HDS as the storage array, ensure the following:

HDS LUNs are exposed to the Virtual Server iDataAgent client and ESX server.
All HDS pre-requisites are installed and configured on the Virtual Server iDataAgent client computer.
The Virtual Server client computer is the physical server.

The Virtual Machine HotAdd feature is not supported.

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

2.
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e Select HDS from the Snap Vendor list.
e Specify the serial number of the array in the Name field.
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For reference purposes, the screenshot on the right shows the serial number for the
HDS storage device.

e Enter the IP address or host name of the Device Manager Server in the Control
Host field.

e Enter the user access information in the Username and Password fields.

e In the Device Group field, specify the name of the hardware device group created
on the array to be used for snapshot operations. The device group should have the
following naming convention:

<COW_POOL_ID>-<LABEL> Or <LABEL>-<COW_POOL_ID>

where <cow_pooL_1D> (for COW job) should be a number. This parameter is
required.

<LABEL> (for SI job) should not contain special characters, such as hyphens, and
should not start with a number. This parameter is optional.

e Select the Use devices only from this device group option to use only the
snapshots devices available in the device group specified above.

e Use the Description field to enter a description about the entity. This description
can include information about the entity's content, cautionary notes, etc.

e Click OK to save the information.
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SnapProtect’ Backup - HP StorageWorks EVA

SETUP THE HP SMI-S EVA

HP-EVA requires Snapshot and Clone licenses for the HP Business Copy EVA feature.

The following steps provide the necessary instructions to setup the HP EVA:

1. Download the HP SMI-S EVA and the HP Command View EVA software on a supported server from the HP web site.

| € Previous | Mext » |

2. Run the Discoverer tool located in the C:\Program Files\Hewlett-Packard\mpxManager\SMI-S\EVAProvider\bin folder to discover the HP-EVA arrays.

3. Use the CLIRefreshTool.bat tool to sync with the SMIS server after using the Command View GUI to perform any active management operations (like
adding new host group or LUN). This tool is located in the C:\Program Files\Hewlett-Packard\mpxManager\SMI-S\CXWSCimom\bin folder.

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

1. e From the CommcCell Console, navigate to Tools | Control Panel.
e Click Array Management.

2. Click Add.

3. e Select HP EVA from the Snap Vendor list.
e Specify the World Wide Name of the array node in the Name field.
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can include information about the entity's content, cautionary notes, etc.
e Click OK to save the information.

The World Wide Name (WWN) is the serial number for the HP EVA storage device. See [ Saechangss || Systemoptions |
the screenshot on the right for a WWN example. Eo £V storage atwork
i O s sunnay |
The array name must be specified without the dashes used in the WWN e.g., g::”:' Disks TEEEEEE—
50014380025DEB70. 5 Disk Groups Name: EVAL40
3 Data Replication MNode WWN: (5001-4380-026D-EB70 )
B3 Hardware uuID: 6005-08b4-__-0002-0000
4. e Enter the name of the management server of the array in the Control Host field. Array Management [g|
Ensure that you provide the host name and not the fully
qualified domain name or TCP/IP address of the host. Snap Vendor v
Mame | |
e Enter the user access information in the Username and Password fields. 3 ¢ Cortrol Host | D
e In the Device Group field, specify the name of the hardware disk group created
on the array to be used for snapshot operations. ser Name | |
e Select the Use devices only from this device group option to use only the | B | |
snapshots devices available in the device group specified above.
e Use the Description field to enter a description about the entity. This description Confirm Password | |

5 Device Group

6 { [ Use devices arly fram this device grouD

Descripion

[ [s]'4 H Cancel H Help ]
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SnapProtect’ Backup - IBM SAN Volume Controller (SVC)

| € Previous | Mext » |

PRE-REQUISITES
e IBM SVC requires the FlashCopy license.

e Ensure that all members in the IBM SVC array are running firmware version 6.1.0.7 or higher.

o Ensure that proxy computers are configured and have access to the storage device by adding a host group with ports and a temporary LUN.

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

. . | murphy - CommCell Cansole:
1 e From the CommcCell Console, navigate to Tools | Control Panel. e
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2. Click Add. Array Management X
Control Host Name User Name | Snap Vendor...  Description ﬂ add
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3. e Select IBMSVC from the Snap Vendor list. Array Management §

e Specify the 16-digit ID of the storage device in the Name field.
1 Snap vendor

2 ( Mame

Contral Host | |

User Mame | |

Passward | |

Confirrn Password | |

Device Group | |

[ Use devices only from this device group

Description

[ Ok H Cancel H Help ]

The ID is the device identification number for the IBM SVC storage device. See the
screenshot on the right for reference.
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Total Wk Capasty  7.5T8.

Tota Used Capacty 3678

comnectivy O O - 1 O @ 111 Running Tesks o

e Enter the Management IP address or host name of the array in the Control Host Array Management
field.
e Enter the user access information of the local application administrator in the Snap Yendor
Username and Password fields.
e In the Device Group field, specify the name of the physical storage pools created Harne | |

on the array to be used for snapshot (flash copy) operations.
3 ( Control Hosk )
If you do not specify a device group, the default storage pool will be used for

snapshot operations. Lser Mame

e Select the Use devices only from this device group option to use only the 4| Passward
snapshots devices available in the device group specified above.

e Use the Description field to enter a description about the entity. This description
can include information about the entity's content, cautionary notes, etc.

e Click OK to save the information.

Confirm Password

5 Device Group

6 @ Use devices only from this device grouD

Description

[ Ok H Cancel H Help ]

|« Previous | Mext » |
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SnapProtect’ Backup - IBM XIV

| € Previous | Mext » |

PRE-REQUISITES

1. IBM XCLI (2.3 or higher) installed on the client and proxy computers. On Unix computers, XCLI version 2.4.4 should be installed.

2. Set the location of XCLI in the environment and system variable path.

3. If XCLI is installed on a client or proxy, the client or proxy should be rebooted after appending XCLI location to the system variable path. You can use the
XCLI_BINARY LOCATION registry key to skip rebooting the computer.

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

. | murphy - CommCell Console
1. e From the CommCell Console, navigate to Tools | Control Panel. e
e Click Array Management. % o %ge
& el Brewser 1 & ruphy %7 What'snew? x
& zuw |
[ B
Clie: Conputes o F
D e s © v ehnrtd
§ e adiRemar sczvae Hoits neereie
gm‘ Fagers Cofiguiater
(3t e
A . —
Audt rall Biling Configuration
Mediaagz
Conmel Inpert/=xoott. &
Settigs a Comvhet Prodz-ties. Zuszon Calendars
CetaIncerface Pairs. R Backp Settres E-Mal & 115 Configuration
it 0 High ¥a
@
8 9 5 2
Ha“ "o C0I1082) BV sty st User i’ has ccged o,
2. Click Add. Array Management 5]
«Control Host Mame: User Mame Snap Yendor,.,  Description ¥ Add
Fidk.hct. commyault.com 5001438002, hetiadministr... HP EVA [l
172.19.66.22 arpadmin Dell Equallagic
172.19.125.226 6000279 adrin 1BM XIW
172.19.66.91 APMOD03340... admin EMC CLARION -
172.19.66.69 10881 system HDS.
172 1071 eIt o 18M YT, [ |
3. i |
e Select IBM XIV from the Snap Vendor list. Array Management X

e Specify the 7-digit serial number for the array in the Name field.

=

2 Mame

Contral Host

User Name

Confirm Password

L L I L I

Passward |

Device Group

Descripion

[ [s]'4 H Cancel H Help ]

The System ID (S/N) is the serial number for the IBM XIV storage device. See the
screenshot on the right for reference.
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[[ovmem compeanion
General
System Name snozbern|
Parameters System Version 022
- System 1D (S/N) m
Machine Model / Machine Type A14/ 2810
IP/Hostname 1 172.19.125.226
IP/Hostname 2
IPMHostname 3
L
‘a D\
(Copaae)  (Ceancel )
4. e Enter the IP address or host name of the array in the Control Host field. Array Management [‘5_<|

e Enter the user access information of the application administrator in the
Username and Password fields.

e Use the Description field to enter a description about the entity. This description

can include information about the entity's content, cautionary notes, etc. hlame | |
e Click OK to save the information. 2 (chtrm Host: )

4| Passward | |

Confirm Password | |

Device Group | |

Use devices only from this device group

Descripion

[ [s]'4 H Cancel H Help ]

(<P

ous | Mext » |
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SnapProtect’ Backup - LSI

« Pravious | MNext »

PREREQUISITES

e Ensure that the LSI Storage Management Initiative Specification (SMIS) server has access to the LSI array through TCP/IP network to perform SnapProtect
operations.

e Ensure that the client has access to:
O SMIS server through TCP/IP network.
O LSI array through iSCSI or Fiber Channel network.

e Ensure that proxy computers are configured and have access to the storage device by adding a temporary LUN to the "host" using the Storage Management
Console.

ADDITIONAL REQUIREMENTS FOR VMWARE

When performing SnapProtect operations on VMware using SAN transport mode, ensure that the Client and the ESX Server reside in the same host group
configured in the LSI array, as one volume cannot be mapped to multiple host groups.

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

1. . | murphy - CommCall Console.
e From the CommcCell Console, navigate to Tools | Control Panel. R e
. e &
e Click Array Management. CH%ELE 53]
& Cancel Bewser o & muphe % What'snew? x
& nurty
H g(nmm\b 7
& Gocm e cops ol Prel. x|
¢ Q coucanis e - = g
1S S D v i et d
i gmm adiRema e ety tree]
& ful fepems Eonfguraker
i G e e
Y : £
Audt rall Biling Configuration Browse,SezrchjReccvery
= Hedisage
e & i
(nmm_djlrwl/:mvt ComThet Proz"ties Zuston Calendars
Ceka Incerface Pairs. R Bach.r Seftres E-Mal 8115 Configuracin
i 0 High Wa
[ "] st g
a 110 5 nugty 325t User [ s cecedon,
2. Click Add. Array Management
Control Host Name User Name | Snap Vendor...| Description B
Fidk.hct, commvaul.com  5001438002... hetladministr, .. HP EV& "~
172,19.66.22 grpadmin Dell Equallogic
172,19,128,226 £000279 admin IBM =LV
172,19.66.91 APMD003340.., admin EMC CLARION
172,19.66.60 10881 system HDS
172 10 71 7 MERER" adrmin. TRM YT L
3. e Select LSI from the Snap Vendor list.

e Specify the serial number for the array in the Name field.
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Array Management fE
1 S0p Vendor
2 ( Mame _T)

Cantrol Host

Password

L L LN

Canfirm Password

User Name |

Device Group

[ Use devices only from this device group

Description

[ [a]4 H Cancel H Help ]

[ s0n_nos _si - Storage Subsystem Profile

The Storage Subsystem world-wide identifier (ID) is the serial number for the
LSI storage device.

() Sy | B Cototers | @ rors | @ oot | B e | 2. 0rve chermots | 5§ endonres | e | B |

Use the SANtricity Storage Manager software to obtain the array name by clicking e e e Brnea =
Storage Subsystem Profile from the Summary tab. See the screenshot on the v et o st -
right for reference. e e s (i s 0

Stop cache flushing et (in percencage): 80
Cache block size (in KB) a

Media scon frequency (in days): Dissbled
Failover alert delay (in mimites) s
Festura snsble sdenessiers 30303531342030303799312048 7F4SAT

Feature pack: Generic
Feature peck suasdel I 130

(Grorage Subsysten world-vide ddencities (ID): GO0GOESO007FABO0DO000D04BTF4SAL )

Ly 2

Find: ’ﬁi‘
Pk sowtinn L |
4. e Specify the name of the device manager server where the array was configured in Array Management [5_<|
the Control Host field. —
e Enter the user access information using the LSI SMIS server credentials of a local Snap Vendor & -
user in the Username and Password fields. =
Marne

e In the Device Group field, specify the name of the hardware device group created

on the array to be used for snapshot operations. If you do not have a device group i
created on the array, specify None. S )

ser MName

If you specify None in the Device Group field but do
have a device group created on the array, the default | Fossm
device group will be used for snapshot operations.

Canfirm Password

e Select the Use devices only from this device group option to use only the
snapshots devices available in the device group specified above. 5 Device Group

e Use the Description field to enter a description about the entity. This description
can include information about the entity's content, cautionary notes, etc.

e Click OK to save the information. Diescription

6 [ []Use devices only from this device gro@

[ [a]4 H Cancel H Help ]

[« Previous | Mext » )
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SnapProtect’ Backup - NetApp

| € Previous | Mext » |

PREREQUISITES

LICENSES
o SnapRestore license for Revert operations (LUNs and NFS shares).
o FlexClone license for backup and restore operations of NFS shares.

e FCP, ISCSI, CIFS, NFS licenses for features such as Fiber Channel Protocol, iSCSI protocol, CIFS file sharing, and NFS File Sharing. Use the appropriate
license for the specific data types.

e HTTP/HTTPS licenses on the NetApp file server to allow communication.

ADDITIONAL REQUIREMENTS FOR VMWARE

When performing SnapProtect operations on VMware using NFS file-based protocol, ensure the following:

The NetApp storage device name specified in Array Management matches that on the ESX
Server.

The VMkernel IP address of all ESX servers that are used for mount operations should be
added to the root Access of the NFS share on the source storage device. This needs to be
done because the list of all root hosts able to access the snaps are inherited and replicated
from the source storage device.

SETUP THE ARRAY INFORMATION

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

murphy - CommCell Cansole

1. e From the CommcCell Console, navigate to Tools | Control Panel.
e Click Array Management.

dew Tods Vindsas Help

Nl %EWED %8

sy % What'snew?

ComnCel Brewser 1

0 sty ]

o[ 8 conmee:
) = 'W
Gl Canpts d
ety g’
e Resauezs et
s i L s e
Tl Ferers -
04 Corto: Srecar
A & —
At vl BlgCofiutin BrowseSeereccverr
3 Hedisiz:
- J
mnCAEE et ot son Caendas
L] 5
CatanocePors Rbwhrowtres 4G 5o
< Oigh s
L @ 5
| ‘a HO AR A®) EvS mupy 35254 User [ bos cecedon
2. Click Add. Array Hanagement
Control Host Name User Hame  Snap Yiendor..  Description ¥ add
fick hct. commyauk.com SO01438002... hetladminist... HP EVA
172.19.66.22 rpacin el Equallogic
172.19.125.226 6000279 adin IBM XV
172.19.66.91 APMOO03340... adin EMC CLARION
172.19.66.69 10881 system HDS
1721021 s " o ]

3. e Select NetApp from the Snap Vendor list.
e Specify the name of the file server in the Name field.

e You can provide the host name, fully qualified domain
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name or TCP/IP address of the file server. Sy A ()
e If the file server has more than one host name due to
i i i Snsp Vendor v
multiple domains, provide one of the host names L
based on the network you want to use for Narme

administrative purposes.

Contral Host

e Enter the user access information with administrative privileges in the Username |
and Password fields. User Name |

e Use the Description field to enter a description about the entity. This description Password
can include information about the entity's content, cautionary notes, etc.

Confirm Password

e Click OK.

Device Group

Use devices only from this device group

Descripkion

[ [a]:4 ][ Cancel ][ Help ]

|« Previous | Mext » |
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SnapProtect’ Backup - NetApp SnapVault/SnapMirror

« Pravious | MNext »

OVERVIEW

SnapVault allows a secondary NetApp filer to store SnapProtect snapshots. Multiple primary NetApp file servers can backup data to this secondary filer.
Typically, only the changed blocks are transferred, except for the first time where the complete contents of the source need to be transferred to establish a
baseline. After the initial transfer, snapshots of data on the destination volume are taken and can be independently maintained for recovery purposes.

SnapMirror is a replication solution that can be used for disaster recovery purposes, where the complete contents of a volume or gtree is mirrored to a
destination volume or gtree.

PREREQUISITES

LICENSES
e The NetApp SnapVault/SnapMirror feature requires the NetApp Snap Management license.
o SnapRestore license for Revert operations (LUNs and NFS shares).

o FlexClone license for backup and restore operations of NFS shares.

e iSCSI Initiator must be configured on the client and proxy computers to access the storage device.

For the Virtual Server Agent, the iSCSI Initiator is required when the agent is configured on a separate physical server and uses iSCSI datastores. The iSCSI
Initiator is not required if the agent is using NFS datastores.

e FFCP, ISCSI, CIFS, NFS licenses for features such as Fiber Channel Protocol, iSCSI protocol, CIFS file sharing, and NFS File Sharing. Use the appropriate
license for the specific data types.

o Protection Manager, Operations Manager, and Provisioning Manager licenses for DataFabric Manager 4.0.2 or later.
e SnapMirror Primary and Secondary Licenses for disaster recovery operations.
e SnapVault Primary and Secondary License for backup and recovery operations.

e HTTP/HTTPS licenses on the NetApp file server to allow communication.

ARRAY SOFTWARE
e DataFabric Manager (DFM) - A server running NetApp DataFabric® Manager server software. DataFabric Manager 4.0.2 or later is required.
o SnapMirror - NetApp replication technology used for disaster recovery.

o SnapVault - NetApp replication technology used for backup and recovery.

SETTING UP SNAPVAULT

Before using SnapVault and SnapMirror, ensure the following conditions are met:

1. On your source file server, use the 1icense command to check that the sv_ontap_pri and sv_ontap_sec licenses are available for the primary and
secondary file servers respectively.

2. Enable SnapVault on the primary and secondary file servers as shown below:
options snapvault.enable on

3. On the primary file server, set the access permissions for the secondary file servers to transfer data from the primary as shown in the example below:
options snapvault.access host=secondary_ filerl, secondary filer2

4. On the secondary file server, set the access permissions for the primary file servers to restore data from the secondary as shown in the example below:

options snapvault.access host=primary filerl, primary filer2

INSTALLING DATAFABRIC MANAGER

e The Data Fabric Manager (DFM) server must be installed. For more information, see Setup the DataFabric Manager Server.
o The following must be configured:
O Discover storage devices

O Add Resource Pools to be used for the Vault/Mirror storage provisioning

CONFIGURATION

Once you have the environment setup for using SnapVault and SnapMirror, you need to configure the following before performing a SnapVault or SnapMirror
operation.
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CREATE STORAGE POLICY

Use the following steps to create a storage policy.

1. e From the CommCell Browser, navigate to Policies.
e Right-click the Storage Policies node and click New Storage Policy.

2. Click Next.

e Specify the name of the Storage Policy in the Storage Policy Name box.
e Select Provide the DataFabric Manager Server Information.
e Click Next.

4. e In the Library list, select the default library to which the Primary Copy should be
associated.
It is recommended that the selected disk library uses a
LUN from the File server.
o Click Next.
5.

e Select a MediaAgent from the MediaAgent list.
e Click Next.

CommCell Console.

Fle View Took Windows Help

ER=REIE YRR

24 CommCell Browser E @ Storage Policies x
Wy chaval-2008 Al @ dnavaiz00 > [ Poicies > B Storage Policies >
Clint: Computer Groups
Cllnt Computers Hame Trpe No. of Streams Mo, of Copies | Increment:
) Security % A-GDSP Global Dedupii.. 1 1
§9 Storage Resources S E 1
Pﬁ“fs‘“ iorpel % A-Sp-DFM  Standard 10 3
(i Replcaton Polcies o Commer,., Disastor Reco... 1 2
2@ Storage Policier) 1 GDSP. Global Dedupl.1. 1 2
D Qiew Storage Foliy D 3 fiobal Dedugi... 1 1
‘& o iew Gobal Deduplcation policy  [1o03 08Bl 1 !
{1 ASP-DFM Flobal Dedupli... 1 2
G Conmsery|___ Sublient Assodaions e .
g cose g PGDSP Global Dedupi... 1 1
8 GOt s PK_Req_D... Standard 10 2
g ¥ PKGDSP  Global Dedupl... 1 1
8 GDSP_JunlLu B
oraw PRSP bo .. Standerd 1 2
8 PaDSP B Pewsp  Standard 10 2
{1 PK_Reg_Dedup_sP %) PSP_to_G... Standard 1 3
g PRGDSP %) 5p-GDSP-,., Standard 1 1
8 PSP _to_6D5P ~| B suseepa  Standard 10 3
o Pnewsp e et Standard 10 2
Creale Storage Policy Wizard X

What will this storage policy be used for?

Storage Policy Type
(@) Bata Brotection and Archiving

() CommServe Disaster Recavery Backup

Press Next to continue.

Create Storage Policy Wizard 5]

Please enter the storage policy name

Storage Policy Name: | MetApp_Snapstorags|

Provide the DataF abric Manager Server [nFDrmatmD

Press Next o continue.

Please select a library to be the default library
for this primary copy

Library:

Press Mextta continue.
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Create Storage Policy

Please select a MediaAgent for this copy

Mediatgent:

Press Mextta continue.

6. Click Next.

Create Storage Policy Wizard X

Please enter the streams and retention
criteria for this policy

Humber of Device Streams:

Chaose the Primary Copy's Aging Rules:

iDatadgent Backup data
Infinitef l:lj l:lj
[ =l

Data ArchivefCompliance Archiver

Irfinite I:H

7. Click Next.

Create Storage Policy Wizard

Do you want to enable Deduplication for the
primary copy?

Deduplication
@® Yes
Enable Client Side Deduplication

Ome

Press Nextto continue

e Verify Name and MediaAgent Name.

e Click Browse to specify location for Deduplication Store.

Please specify the location to store the
e Click Next. Deduplication Store

Create Storage Policy

®

Hame: SIDB_MetApp_snapstor

Deduplication Stare Location:

Mediasgent Name | dhaval-2008 v

Press Nextto continue

Provide the DataFabric Manager server information.
o If a DataFabric Manager server exists, click Select to choose from the drop-

3 Flease select/add the new DataFabric Manager
down list. information?
o If you want to add a new DataFabric Manager Server, click Add.

e Click Next.

DataFabric Manager

) Select

10. Click Finish.
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The new Storage Policy creates the following:
e Primary Snap Copy, used for local snapshot storage
e Primary Classic Copy, used for optional data movement to tape, disk or cloud.

11.

Create Storage Policy Wizard X

Please review your selections.

>

Name: Netspp_SnapStorage
Frimary Capy: Primary

Library: test

iDataAgent Backup Aging Rules: infinite
Deduplication: Yes (Block Level)
Deduplitation Stare Narme
SIDE_MetApp_GnapStarage_Primary
o Store Location: C1DR

Click Finish to create the Storage Policy

CREATE A SECONDARY SNAPSHOT COPY

After the Storage Policy is created along with the Primary Snap Copy, the Secondary Snap Copy must be created on the new Storage Policy.

1. e From the CommCell Browser, navigate to Policies | Storage Policies.
e Right-click the storage policy and click All Tasks | Create New Snapshot Copy.

2. e Enter the Copy Name.
e Select the Library and MediaAgent from the drop-down list.
e Click Vault/Backup or Mirror protection type based on your needs.

It is recommended that the selected disk library uses a
CIFS or NFS share or a LUN on the File server.

3. e Click the Copy Policy tab.
e Depending on the topology you want to set up, click Specify Source for
Auxiliary Copy and select the source copy.

Copies can be created for the topologies listed in the following table:

CommCell Console.

Fle View Tods Windons Help

5 CommCell Bromser

O E w & T

B | B Aseom x

Default Index Destination

Cient Computer Groups Al @ chaval-2008 > [ Polcies > | Storage Policies > B A-SP-DFM >
lient Computers
& secrity Copy CopyT...| Default...| Medisd..| Default... Scratc.. | Rebsin
%E Storage Resources Prinary  Snap Pri.., Library_disk chaval 2... WA A Infinite
Pelce: 1 Primary(... Primary  Library_disk chaval-2... NiA A Infinite
a0 e st Synchran... Library_disk chaval-2... HiA A Infinite
Schedule Policies
Storage Policies
oywe
B
3 o e
Commzer| 4 AlTasks b R Auciary Copy
{o&s Gosp
View 3
B o Run Media Refresh
& GosPz icnettes Run Backup Copy
8 GOSP Run Content Indesxing
8 xosp
B poosp Run Data Verification
1 PK_Reg_Dedup_SP Create New Copy
1o PraDSP
B v to_cosp 5 (Create New Snapshot Capy
B prevap Chore
& 5P _to_a05P oelte
5 5p-GD5P-tew
8 sussens
o test.
o sty
b tect v
b CommCell Browser
Snap Copy Properties (Storage Policy: A-SP-DFM) X
Assocations Provisioning
General | Retention Copy Policy
Copy Infommation .
Gupy hame: [snapyau Test | )
Active
2

)

Library: [rest
Medahgenti  [dnaval-2008
Drive Pool:

scratch Pool

Frotection Type

@ ValkBackis

O Mirror

|T0 POLOGY SOURCE COPY
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Primary-Mirror Primary
Primary-Mirror-Vault Mirror
Primary-Vault Primary
Primary-Vault-Mirror Vault
Primary-Mirror-Mirror Mirror

Click the Provisioning tab.

Click Refresh to display the DFM entities.

Select the Provisioning Policy from the drop-down list.
Select the Resource Pools available from the list.

Click OK.

The secondary snapshot copy is created.

5. If you are using a Primary-Mirror-Vault (P-M-V) or Primary-Vault (P-V) topology on
ONTAP version higher than 7.3.5 (except ONTAP 8.0 and 8.0.1), perform the following
steps:

e Connect to the storage device associated with the source copy of your topology.
You can use SSH or Telnet network protocols to access the storage device.

e From the command prompt, type the following:
options snapvault.snapshot for dr backup named snapshot_ only
o Close the command prompt window.

It is recommended that you perform this operation on all nodes in the P-M-V
topology.

ap Copy Properties {Storage Po A-SP-D
Associations

General Retention Copy Folicy

Backup Selection

AllBackups

Provisioning

[rwoyoron |
Source Copy

Snap Copy Properties (Storage Policy: A-SP-DFM) 4]
General Retention Copy Policy
Assotiations Frovisioning
DataFabric Manager Name: hwinapp02
1
Refresh DataFabric Manager Entities: ‘.
2
Provisioning Policy: SnapProtect_RAID-DP - '
Resource Pools’
Available: Selected:
scott-mold
shali_cascademirrir_target_hfl
shali_cascademirror_source_hf3
marymirrorL_hiz
imaryvault_hfg
shali_secondarymirror_Hfé
shali_secondaryvaule_hfs Add All =5
Resource Pool Info
Tatal Size:2,52 TE Available Size:961,49 GB
Filer Aggregate Space Status Total size Available Sz ﬂ
mold dey_n_test  Normal 25278 961,49 GB ~
2

CONFIGURE BACKUP COPY

Follow the steps given below to configure Backup Copy for moving snapshots to media.

1. e From the CommcCell Console, navigate to Policies | Storage Policies.
e Right-click the <storage policy> and click Properties.

Page 257 of 742



User Guide - SnapProtect

e Click the Snapshot tab.

e Select Enable Backup Copy option to enable movement of snapshots to media.

e Click OK.

backup copy operation.

24 CommCell Browsar

Ty
Cllert Computer Groups
58 tiert
1555 Nethpp NAS NOMP
" defaultbackupset
& B pegasis
= 8 Fie system
° B defaultBackupSet
@ venu2
Security
% Storage Resources
Polcies
“ Repiication Policies
85 storage Polcies) 1

2 (g Netipp_Snopstorage )
0 SEERPaeE

B VaukTracker plces
Tl Reports

i Content Director

Storage Policy Properti

General | Copy Pracedence | Associatad Subdlients Snapshet | Security | Advanced|
riabls Batkup Co

[ Snapshots Created On and After  [Wed 122212010 |,
I Defer Backup Copy for [0 dayta)

Selection Rule

3 Coropertes >

2| B vetanp_snapstorace x

@ pegssus > 1B poicies > @ Storage Poicies > & NetApp_Snapstorage >

[ Copyype | oebaubrary | _edahgent_[Defauk Drve o] S
A

frimary(Classic) _ Primary Disklbraryl  pegasus A
Prinary(snsp)  SnepPrimary  Disklbraryl  pegasus Hja Hja
ISnapVault Node Snap Vault Disklbraryl  pegasus Hja Hja

] Cortent | @ Surmary |

T3 20b Controler x
ATkey entroler

view »

Operation | et Com..| Agent Type | _subclent

[5np Backup |1 T

Kl
1 Pause.

T Even vower x |

] Event viower

Running: 0 Pending: L Waking: 0 Queued: 0 Suspended: 0 Total Jc

Severty |_EventD | 3bD | owe e | e
@ 221222/2010 11:16:51 JobManager _ pegasus
a 301 2212/22/2010 10:56:41 JobManager  pegasus

: NetApp_SnapStorage [x]

& Al Backups

" choose the Backup Selection Rule: Advanced |

Source Snap Cop

I~ Speclfy Source For Backup Copy: -

ok | e | hee |

e Select Specify Source for Backup Copy.
e From the drop-down list, select the source copy to be used for performing the

Storage Policy Properties [<]
General | Copy Precedence | Associated Subclients  Snapshet | Security | Advanced |

~ ¥ Enabls Backup Copy

~Selection Rule

[ Snapshots Created On and After  [Thu0i/0siz0ll
I~ Defer Backup Copy for 04 dayis)

& Al Backups

£ Choose the Backup Selection Rule: advenced. |

“Source Snap Cop

¥ sSpecify Source fior Backup Copy: -

Frimary(snap)

-

vault from primary

OF I Cancel Help:

SETUP THE ARRAY INFORMATION

The following steps describe the instructions to set up the primary and secondary arrays.

1.

e From the CommCell Console, navigate to Tools | Control Panel.
e Click Array Management.

Page 258 of 742



User Guide - SnapProtect

_ CommCell Consolo

e Al @ daval2o0s > B oles > @ stor > 8 ASPOFM > nD@
d va ‘Source. %
D ‘@ 1
. s stone
e 2 ®
ol ooy
o
3 oo 4 .a
B oo = L 2]
L
=
3= B
B e o 5 = 8
% s I sl
2| (& Content| @ Surwmary
2. Click Add.
Control Host Mame User Mame Snap Yen..  Type Description ¥ Add
hwinapp02  admin Netapp DataFabric Manager Al —
==
3. e Select NetApp from the Snap Vendor list. Array Management [g|
e Specify the name of the primary file server in the Name field.
The name of primary file server may be different in the DataFabric Manager, 1 (5nap vendor |NetADD VD
CommServe, MediaAgent and other entities, but it should resolve to the same IP 2
address. However, if you plan to create a Vaut/Mirror copy, ensure the IP address me | |
of the primary file server resolves to the primary IP of the network interface and control Hast | |
not to an alias.
3 -
: . . User Mame
You can provide the host name, fully qualified domain | |
name or TCP/IP address of the file server. Password | |
Confirm Password | |
e Enter the user access information in the Username and Password fields. ~
- . . Dievice Graou)
e Select File Server, then click Primary for the array type. P | |
e Use _the De;criptior! field to enter a Qescription about t_he entity. This description Use devices anly From this device group
can include information about the entity's content, cautionary notes, etc.
e Click OK. Type:
() DataFabric Manager
Drescripkion
[ (o] 4 ] [ Cancel ] [ Help ]
4.

e Click Add again to enter the information for the secondary array.
e Specify the name of the secondary file server in the Name field.

The name of secondary file server may be different in the
DataFabric Manager, CommServe, MediaAgent and other
entities, but it should resolve to the same IP address.

e Enter the user access information in the Username and Password fields.
e Select File Server for the array type.

e Use the Description field to enter a description about the entity. This description
can include information about the entity's content, cautionary notes, etc.

e Click OK.
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SEE ALSO

Import Wizard Tool

Array Management

Control Host Name
hiinapp02
mald

User Hame  Snspven...  Typs Description | ¥ add
admin NetAop DataFabric Manager -~
root Netfpp File Server Edi:
Array Management Delete
Snap Vendor 3 9| | stonas

Confirm Password I:l

Use devices orly from this device group

Type:

Tlprimary

O DataFabric Manager

Deseription

Provides the steps to import the configuration details of the DataFabric Manager server into the Simpana software.
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SnapProtect’ Backup - Nimble

PREREQUISITES

e From the Nimble storage array console, ensure that the Access Control Entry for the m:;i:::.‘;w., Voume Sze
client initiator group is set to Volume and Snapshots. i et e e

e In case you are using a proxy computer for SnapProtect operations, add the initiator e
group for the proxy computer and set the Access Control Entry to Snapshots Only.

e Ensure that a temporary LUN is allocated to all ESX Servers that are used for snapshot Aoy to
operations.

Alow unrestricted access.

© Limt access

Protecton  Access

« Pravious | MNext »

f you are using volumes that alow simutaneous mutiple
intiator access (such as Viware VMFS or Microsoft
Cluster Server), enable this feature. Serial access from

Vowme & Snapshots | v

] Limt access to ISCS! intistor group  Smagent0s

Authenticate using CHAP user name  None

SETUP THE ARRAY INFORMATION

oK Cancel

save Cancel

Provide the identification information for the array to ensure access. The following section provides step-by-step instructions for setting the array information.

| murphy - CommCell Console

1. :
e From the CommCell Console, navigate to Tools | Control Panel. PR
e Click Array Management. FFHSEUED wige
£ Cornel Eronss 7 & nucty X What'snew? x
Ay sy
] conCorozr s x|
0 ticoms » e
- () Seaurly 7 )
* g Steraga Rescurces - ecundan: d
58 i AR s s s e
2 _‘ Repots Corfuration
{4 Content Diecto
oy |
Audi: Trai Eiling Zocfigration
H ﬂ Medatge
OGN st cusor s
B @ ]
Data Interface Pairs DR Eaccup Sektings E-Mail & I'S Covigration
OHdha
0 ] 1
[} [ VRPN BHGS muphy  B5t s adni] Fasloggeden,

2. Click Add. Array Management X
Control Host Name UserName | Snop Vendor...| Description B
fidk. het commvault.com  5001438002.., het\administr.,. HP EVA "
172,19.66.22 grpadmin Dell Equallogic
172,19.125.226 £000279 admin IEM 3T
172,19.66.91 APMOODE340,., admin EMC CLARGON
172,19.66.69 10881 system HDS.

1721071 24 MR 263 addemin. TEM YTV b

3. o Select Nimble from the Snap Vendor list.

e Specify the Data IP Address of the array in the Name field.
If you have more than one Data IP Address configured,

you will need to add the array information for each of
the configured Data IP addresses.

e Enter the Management IP Address of the array in the Control Host field.
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Array Management

1 Snap Yendor i

2@ame
3@m’ol Host

User Name

Canfirm Password

Password I

Device Group

[~ Use devices only from this device group

~ Type:
% File Server,
I~ | Frimary:

{~ DataFabric Manager

~Description

(o4 Cancel | Help |
For reference purposes, the screenshot on the right shows the Data IP Address and £ Nstwork Addvesses =X
Management IP for the Nimble storage device. AAGEMENT 8 DISCOVERY
Management IP 1P Address Subnet Mask
iSCSI Discovery IP IP Address Subnet Mask
Default Gateway 172191081
oara

At least one interface must be configured to allow management network traffic. At least one interface
must be configured to allow data network traffic. Select an appropriate MTU to match the speed of
your network.

{Mame _Status _Type DatalP Address _ SubnetMask  MTU Bytes

e Data only v| 17219108100 oss2ss2s20  [swnderd |v| (1500
w2 Bl ossony v| 1210008101 2ss2ss2s20 [swndera |v | 1500
e WM otcontgures |v sundora || 1500
end B iotcontured |v Standard || 1500
DlAGHOSTICS

Diagnostic IP addresses are required for troubleshooting and technical support purposes in the
event that a controller is not reachable through the management IP address. These IP addresses
must be placed on the Group Management subnet.

1P Address Subnet Mask
Controller A Diagnostics ~ 17219.108.103 2552552550

Controller B Diaanostics  1721.108.104 2552552550 4

e Enter the access information of a user with administrative privileges in the
Username and Password fields.

e Use the Description field to enter a description about the entity. This description
can include information about the entity's content, cautionary notes, etc.

e Click OK to save the information.
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Array Management E

Snap Yendor Mimbls -

Marme I

Zonkral Host

|

User Mame

Password I

Zonfirm Password I

Device Group I

[~ Use devices only From this device group

— Type:

= File Server
[~ Brimary

" DataFabric Manager

—Description

[al'4 Zancel | Help |

|« Previous | Mext » |
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SnapProtect’ Backup - Data Replicator

« Pravious | MNext »

PRE-REQUISITES

INSTALLATION

e The use of Data Replicator with the SnapProtect backup requires MediaAgent, File System iDataAgent, and ContinuousDataReplicator on the source,
destination, and proxy computers.

The use of a proxy server to perform SnapProtect operations is supported when a hardware storage array is used for
performing the SnapProtect backup.

o The operating system of the MediaAgent to be used for SnapProtect backup must be either the same or higher version than the source computer.

STORAGE POLICY REQUIREMENTS

The Primary Snap Copy to be used for creating the snapshot copy must be a disk library.

If the Storage Policy or the disk library being used by the subclient is updated, the subclient should be recreated.

SETUP THE ARRAY

1. e From the CommcCell Console, navigate to <Client> | <Agent>.
e Right-click the subclient and click Properties.
2. e Click the SnapProtect Operations tab. Subctient Properties of ®
e Ensure Data Replicator is selected from the Available Snap Engine drop-down General CantET PrefPast Process Starage Device
||St Activity Cantral SnapProbect Operations
e Click OK. [#] snapProtect
Gva\\able Snap Engines v)
Lse Prosy -
[[] Use Separate Proxy for Snap to Tape
[[] Use Journaling
[] Use snapshat on the source to replicate data
Minimum size of file For Using hash comparisans: 26| ke
Block. size ta use for hashing: (2] j KB
ok | [ Cancel ] [ Help ]

« Previous | Mext »
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Getting Started Backup - SQL Server iDataAgent

£ Conmiel Bowser L B HappYDL 3% (00 Whatsnew? x |4 Badup Jab Histoy o defalkt x |4 Ba

1. e From the CommCell Browser, navigate to Client Computers | <Client> | SQL
Server | <Instance>.

e Right-click the default subclient and click Backup.

@ ozt > 3 lert Conputers > @} happy01 > B8 5oL Server > B rarL >

Storage Policy
&3

List Media 5

Eacap Hstory

cchadiles

Operasion Vindow

Storage Resourtes
Soicies
ol ests

Froperties

g

2. o Click Full as backup type and then click Immediate. B‘“““P°P“"'S’""""E“““‘: 3]
Backup Options.
¢ Clld( oK. Select Backup Type: Job Inikiation
@ Ful @) Inmediate
) Transaction Log Run this job now
O Schedule
) Differertial
e ok -Carvce\ Advanced [ save As script -He\p
3. You can track the progress of the job from the Job Controller window of the oeEy
CommCell console. T H
4. Once the job is complete, view the job details from the Backup History. Right-click e b 2, A ;’Z:;"STZ;iii“:’i”?lli:’“" =z

the Subclient and select Backup History.

@ doa

% ¢ Clent Computer Groups

o cones St e = Sy
P o s =

Bt
& @ docrios s
st s

2

7 raepvon Sedes
B o e Operation adon
Y o e
# gl Reports
5. Click OK. Backup History Filter for; default =
Backup Type
@ i O Full ) Differentisl

O Transaction Log

Job Status

@ Al ) Completed ©) Failed O kiled

[ Specify Time Range

Start Time End Time

\ L~ | L~

\ =N |

oK ][ Cancel ][ Advanced ][ Hel