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System Requirements - Virtual Server iDataAgent (VMware)

System Requirements Supported Features

The following requirements are for the Virtual Server iDataAgent:

VIRTUAL SERVER APPLICATION SOFTWARE

VMWARE ESX SERVER

VMware ESX/ ESXi 4.x, 5.0, 5.1

vSphere 4.x, 5.0, or 5.1

Before configuring Virtual Server iDataAgent for ESXi servers, consider the following:

e VADP is not available in the free version of ESXi and requires the Essentials licensing level or higher.
e Proxy computers must be running Windows Server 2008 or higher for ESX Server version 5.0 or 5.1.
e VDDK 5.0 is required for this version of ESX server. VDDK 5.0 update 1 is installed automatically with Service pack 6A or higher.

vSphere 5.5 and VDDK 5.5 are supported only in Calypso Version 10. If you need this support, CommVault
recommends upgrading to Version 10. You can begin by upgrading the CommServe system, Virtual Server Agent,
and MediaAgent, and upgrade the rest of the CommCell environment later.

VMWARE VCENTER SERVER APPLIANCE

VMware vCenter Server Appliance 5.0.0

VIRTUAL MACHINE HARDWARE
Version 4.0, 7.0, 8.0, 9.0

VIRTUAL MACHINE OPERATING SYSTEMS
All Guest Operating Systems supported by VADP and VCB

PROXY COMPUTER OPERATING SYSTEMS

Microsoft Windows Server 2012 R2 is not supported for Calypso Version 9.

Microsoft Windows Server 2012 x64 Editions

Microsoft Windows Server 2008 32-bit and x64 Editions

Microsoft Windows Server 2003 32-bit and x64 Editions with a minimum of Service Pack 1
Microsoft Windows 7 32-bit and x64 Editions

Microsoft Windows Vista 32-bit and x64 Editions

Microsoft Windows XP Professional 32-bit and x64 Editions

VM LIFECYCLE MANAGEMENT
The following conditions must be considered when utilizing VM Lifecycle Management:

e VMware vCenter 4.1 is required
e VMware Tools (version 8288) must be installed on templates
e Windows Server 2008, Windows 7, and Linux (RedHat5) are supported

HARD DRIVE

100 GB recommended.

If performing backups with the granular recovery option enabled, the location of the Job Results folder should contain additional space to accommodate at
least 2 percent of the total amount of data being backed up.

MEMORY
1 GB RAM minimum required; 4 GB RAM recommended.

PROCESSOR
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All Windows-compatible processors supported

PERIPHERALS
DVD-ROM drive

Network Interface Card

MISCELLANEOUS

/ALLOCATION UNIT SIZE OF THE NTFS VOLUMES

The cluster size or the allocation unit size of an NTFS volume in a virtual machine must be multiple of 1024 bytes. You can set the cluster size before
formatting a volume. The default cluster size is 4096 bytes.

“NET FRAMEWORK

.NET Framework 2.0 is automatically installed. Note that .NET Framework 2.0 can co-exist with other versions of this software.

‘MICROSOFT VISUAL C++

Microsoft Visual C++ 2008 Redistributable Package is automatically installed. Note that Visual C++ 2008 Redistributable Package can co-exist with other
versions of this software.

NETWORK

TCP/IP Services configured on the computer.

NOTES ON VIRTUAL SERVER /DATAAGENT INSTALLATIONS FOR VMWARE

For VMware, the Virtual Server iDataAgent is installed on a proxy computer that can communicate with the host computer.

Ensure that the VDDK 5.1 is not installed on any host.

SUPPORT FOR VCB ENVIRONMENT

The following utilities must be installed prior to performing any backup operations in the VCB Environment using the Virtual Server iDataAgent (these packages
can be obtained from the VMware web site):
e VMware Consolidated Backup (refer to the VMware customer support web site for support information for the VMware Consolidated Backup utility.)
O The Virtual Server iDataAgent supports all modes supported by the VMware Consolidated Backup utility.
O Refer to the VMware customer support web site for support information for the VMware Consolidated Backup utility.
e VMware Converter 4.0.1(refer to the VMware customer support web site for support information for the VMware Converter utility.)
O Ensure that the guest operating systems are using the supported version of the VMware Converter.
O The vCenter Converter Standalone 4.0.1 package must be installed for Windows Vista and Windows Server 2008 environments.

Ensure that the latest version of VMware Consolidated Backup and that VMware Converter 4.0.1 are installed.

e Restores of entire virtual machines from ESX Server 4.0 to a prior version of ESX Server are not supported.
e Virtual machines from ESX Server 3.5 can be backed up through vcbmounter, but they are restored through vStorage.

DISCLAIMER

Minor revisions and/or service packs that are released by application and operating system vendors are supported by our software but may not be individually listed in our System
Requirements. We will provide information on any known caveat for the revisions and/or service packs. In some cases, these revisions and/or service packs affect the working of our software.
Changes to the behavior of our software resulting from an application or operating system revision/service pack may be beyond our control. The older releases of our software may not support
the platforms supported in the current release. However, we will make every effort to correct the behavior in the current or future releases when necessary. Please contact your Software

Provider for any problem with a specific application or operating system.

Additional considerations regarding minimum requirements and End of Life policies from application and operating system vendors are also applicable
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Getting Started - VMware Deployment

Maxt »

The Virtual Server iDataAgent is used to protect VMware virtual machine data. Follow the steps given below to install the Virtual Server iDataAgent.

INSTALLATION BEFORE YOU BEGIN

The software can be installed using one of the following methods: Download Software Packages

Download the latest software package to perform the install.
METHOD 1: INTERACTIVE INSTALL

System Requirements
Use this procedure to install directly on proxy computer that can communicate with  Verify that the computer in which you wish to install the
ESX Server. software satisfies the System Requirements.

METHOD 2: INSTALL SOFTWARE FROM COMMCELL CONSOLE
Use this procedure to install remotely on a proxy computer that can communicate
with the ESX Server.

METHOD 1: INTERACTIVE INSTALL

1. Run Setup.exe from the Software Installation Disc on a proxy computer that can
communicate with the ESX Server.
2. Select the required language.
Click Next.
Select the language you will use during installation
3. Select the option to install software on this computer.

The options that appear on this screen depend on the computer in which
the software is being installed.

= Install Software on this computer

= Advanced options

& View documentation websits
€ View Install Quick Start Guide [Requiies Adabe Acrobat Feader]
£ Install Adobe Acrobat eader

2 Exit

4. Select I accept the terms in the license agreement. _

i License Agreement
Click Next. Please read the following License Agreement. Press
the PAGE DOWN key to view the entire agreement

End User License and Limited Warranty Agreement

Software Release 9.0.0

(including MicrosoR® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)

NP D D VR
(& | accept the terms in the license agreement

" 1 do not accept the terms in the license agreement.

Installer

< Back Next > Cancel

5. Expand Client Modules | Backup & Recovery | File System and select Virtual
Server Agent.
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Click Next. pooter ____________K]

Select Platforms
Select the platforms you want to configure.

= a 4 | Move the pointer over a
= © Common Technology Engine platform name to see a
# @ CommServe Modules descllptlnr;‘olv[lhe pl:lfolm and
teasons why it may be
% C2 CommCel Console Pt
+ @ Mediadgent Modules
= @ Client Modules Disk S
# 0 Backup & Recovery Sapoce
# O Content Indexing and Search (Req/Recommended)
# [0 WebBased Search & Browse Installation Folder:
+ 0 Archive Management 0MB/0MB
# 0 ContinuousDataReplicator . .
# O SRM :
# [ Supporting Modules
+ 0 Tools v QMEOMD
Installer Special Registry Keys In Use
I Install Agents for Restore Only <Back | | cancel |
. . f . . Setup will now install Microsoft MET Framework for the selected platforms.
e This prompt is displayed only when Microsoft .NET Framework is not \?‘) b b
installed. Click “Yes' to continue. Choosing Mo’ will exit the Setup. In such a caze, you may resume

Setup later at any time.

o Once the Microsoft .NET Framework is installed, the software
automatically installs the Microsoft Visual J# 2.0 and Visual C++
redistributable packages.

7. If this computer and the CommServe is separated by a firewall, select the Configure

firewall services option and then click Next. Firewall Configuration

Configure firewall services

Ho

For firewall options and configuration instructions, see Firewall Configuration and
continue with the installation.

. . . . . . If there is a firewall between this machine and the CommServe, configure firewall services below.
If firewall configuration is not required, click Next.

I™ Configure firewall services

.
.
~
Installer
8. Enter the fully qualified domain name of the CommServe Host Name. Installer X
Click Next CommServe Name

Specify the CommServe computer name and host
name

Do not use space and the following characters when specifying a new
name for the CommServe Host Name: CommServe Client Name

. _ [
\|"~1@#$% N8> ()+=<>/7,[1{}:;
CommServe Host Name
[Enter a walid, fully-qualfied, IP host name; for example:
MY COMPULEr MyCOMpaEnY. Com]

‘mycnmpulel MPCOmpany. com

Irstaller

< Back Wt > cancel |

9. Click Next. Installer X

Communication Interface Name
Setup wil configurs the communication paths.

Select a client name

=

Select an interface name that this computer will use to
communicate with the CommServe

audi. mycompany. com j

P Address{es for the selected host,

Installer

< Back Next > Cancel

10. Select Add programs to the Windows Firewall Exclusion List, to add CommCell
programs and services to the Windows Firewall Exclusion List.
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Click Next. pooter . _______________K]

Windows Firewall Exclusion List

. . . . . Allow programs to communicate through Windows
This option enables CommCell operations across Windows firewall by Firewal

adding CommcCell programs and services to Windows firewall exclusion

list.

Windows Firewall is ON

It is recommended to select this option even if Windows firewall is
disabled. This will allow the CommCell programs and services to function
if the Windows firewall is enabled at a later time.

[V Add programs to the Windows Firewall Exclusion List

1f you plan on using Windows Firewall it is recommended to add the software programs to the

exclusion list.
Installer
<Back [ New> | Cancel |
11. Verify the default location for software installation. Installer X
Click Browse to change the default location. Destination Folder

Select the destination folder to install the program files.

Click Next.

e Do not install the software to a mapped network drive.

e Do not use the following characters when specifying the destination S
path: estination Folder

JiX?2N <> | #

Click Nest to accept the default location, or click Browse to choose an altemate location.

EBrowse..

It is recommended that you use alphanumeric characters only.

Drive List Space Required / Recammended
C a2BMB - 1394 ME /1670 ME
Installer

< Back Wt > concel |

12. Select a Client Group from the list. Installer 3]

Click Next Client Group Selection

: Select a client group for the client
This screen will be displayed if Client Groups are configured in the
CommCell Console. The Client Group is alogical grouping of client machines

wihich havs the same associations at various lsvels ke
Schedule Policy, Activity Cantiol. Security and Reports

Client aroup:

Wene Selected
client_gioup

Installer

< Back Hewt s cancel |

13. Click Next. Installer, El
Schedule Install of Automatic Updates

Chaose when you want to schedule an install of the
downloaded updates

¥ Schedule Install of Automatic Updates

" Once
Time: 083112 FM

 ‘Weskly
& Monday  Tussday
© ‘Wednesday © Thursday
 Friday " Satuday
© Sunday

Installer

< Back Next » Caricel

14. Click Next.
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Select Global Filter Options
Select the Global Filter Options for the Agent

Global Filters provides the ahility to set exclusions within a CommiCell to filter out data from data
protection operations on all agents of a certain type

& Use Cel level policy
" Always use Global Fiters

Do not use Global Filters

Installer
<Back Next> cancel |
15. Select a Storage Policy. Installer x|
. Storage Policy Selection
Click Next. ge Folicy
Select a starage policy for the default subclient to be
backed up.

I~ Configure for Laptop or Deskiop Eackup

Select a starage policy from the pull-down list,

Irstaller

< Back Wt > concel |
If you do not have Storage Policy created, this message will be displayed.

Click Next. Storage Policy Selection

Select & starags polcy for the default subclent to be

You can create the Storage Policy later in step 19. backed up.

™ Configue for Laptop or Deskiop Backup

Installer

<Back Hext » Cancel |
16.  Click Next.

Summary
Surmmary of install selectiors

Setup has snough information to start copying the program fiss. If you are satisfied with the
install settings, cick Next to begin capying files.

-~
Destination Path = C:\Program Filesh

CommServe Host = mycomputer mycompany. com

Interface Name = sudi.mycompany.com

Client =audi

Job Results Path = C:\Program Filest obResults 3
Global Filkers = Use Cell level policy 3

Installer

< Back Next > Cancel

17. Click Next.
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Installer g|

Schedule Reminder
Job schedule creation remindsr

Flease note:

*fou stil nesd to create a Job Schedule for sach iDatatgent that has been installed on
iz client computer.

Jab Schedules are required to allows the iD atabgents 1o perfom automated backup
and restore operalions,

Job Schedule creation can be accomplished through the CommCel Console
administration interface.

Installer

18. Click Finish. Installer x|
Completion Report
Setup complete
Software installation completed suscesshuly. =l
Visit the website below ta dowrload lstest Updates and Service Packs,
Click Finish to complete Setup.

Irstaller

Technical Support Websits

45 If you already have a storage policy selected in step 15, click the Next button
c"dmc[ available on the bottom of the page to proceed to the Configuration section.

If you do not have Storage Policy created, continue with the following step.
19. To create a storage policy, you must have configured a library in the CommCell.

e If you do not already have a library configured, go to Disk Library Creation.
e If you have a library configured, go to Storage Policy Creation.

DISK LIBRARY CREATION: e S e
1. From the CommCell Console, click the Backup Target button on EZ Operations | 2o e
Wizard. e e b 5
P ——

2. Click Disc Library (For backup to disc) and click Next. oo s

3. Click Use Local Disk.
Type the name of the folder in which the disc library must be located in the
Enter backup destination folder box or click the Browse button to select the
folder.
Click Next.

If you click the Use Network Share option you will be prompted for the
credentials (user name and password) to access the share.

4. Click Next.
5. Click Finish.

This will create a library and Storage Policy. Click the Mext » putton available at the
bottom of the page to continue.

STORAGE POLICY CREATION:
1. From the CommCell Browser, navigate to Policies.
2. Right-click the Storage Policies and then click New Storage Policy.

3. Follow the prompts displayed in the Storage Policy Wizard. The required options
are mentioned below:

O Select the Storage Policy type as Data Protection and Archiving and click
Next.

O Enter the name in the Storage Policy Name box and click Next.

O From the Library list, click the name of a disk library to which the primary
copy should be associated and then click Next.

Ensure that you select a library attached to a MediaAgent operating in the
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current release.

o From the MediaAgent list, click the name of a MediaAgent that will be used
to create the primary copy and then click Next.

O For the device streams and the retention criteria information, click Next to
accept default values.

O Select Yes to enable deduplication for the primary copy.

O From the MediaAgent list, click the name of the MediaAgent that will be used
to store the Deduplication store. ——

1vE

> B poices > @ storage polces > E=r)

 oove

one | e o T of Cols_Incementl | Oospin S ¥|

Subclent Assoceir

Create Storage Policy Wizard.

Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

“This wizard guides you through the creaton of
 Storage Policy and s Primary Copy.

Press Nedta contnue.

O Review the details and click Finish to create the Storage Policy.

This will create a storage policy. Click the Mext » button available at the bottom of
the page to continue.

2 ComncalBronser.

5 agents

B Cortont | B Surenary

Cors_cn | i

METHOD 2: INSTALL SOFTWARE FROM COMMCELL CONSOLE

1. From the CommCell Browser, select Tools | Add/Remove Software | Install murphy : CommCell Console
ile fiew rools )
Software. b e
E By Eronss &Recover.
& CommCell J0b Contraller |#& murphy x Job Controller % 4 b E
@ ey e scheduer sy > 2oa
Smt B Event viewer & & s o
L B‘;” inl Reports fommhlet Client Client Securky
Em";; Bl Zanksel Paril Computer  Computers
& Groups.
sorso] B "
) ;ﬂ“ﬂei B Dats Replcation Monitor
L Conte 2 |lw= l o
‘L5 AddjRemove Software D Install Updates ritent
ecor
Remove Updates 3
Upgrade Software
Download Software
Copy Software
cldl/R Software Configuration
& Commeell Browser
5 agents
murphy | admin
2. Click Next. Installer 3]
Instaii Wizard
This wizard guides you through the steps required to install software on computers.
Click Next to continue.
» i
3. Select Windows. Installer &3
Click Next.
) Unixx and Linusx
[ 2
4. Select Manually Select Computers.
Click Next.
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Installer X

Select how to discover the computers for installing the software

@ Fianuially select campliters
Software wil be installed only on the selected list of computers.

(O Automatically discover computers
Computers wil be discovered when the job runs.

=) »-

5. Enter the fully qualified domain name of the proxy computer that can communicate Installer &3
with the ESX Server.

Enter the host hames of the computers
For example: apple.domain.company.com

Please enter the host names of the computers, one per lne

The Virtual Server iDataAgent will be installed on this proxy computer. zpoiedonan.compeny-on] ) [ mworfrome ]
__Imet From Active Direckory

Select from existing dlents

Click Next.

6. Click Next. Installer,

Select Software Cache

To use current Client or Clisnt Group Software Cache sektings, dlick Nexxt. To override Softwars Cache settings check.
Ovenide Software Cache and select the Software Cathe to be used

[C] override Software Cache

murphy doriain, company.com

3

7. Specify UserName and Password of the proxy computer.

Click Next. Enter Account Information

The specified account should have administrative access to the computer, IF you are instaling
multiple clients, the user should have access to all dients.

User Mame: ‘

Example:domainusername

Password: ‘ ‘

Confirm Password: | ]

o) (=20 »

8. Select Virtual Server Agent.

Click Next.
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9.

10.

11.

Click Next.

Select Immediate.

Click Next.

Click Finish.

Installer X

Sefect Package(s) to Instail

13 simpana
= Client Modules
= £ Backup &Recovery
- Fie System
@ Windows File System iDataAgent
[ ProxyHost DataAgent
O Image Level ProxyHost iDataAgent
[ Active Directory iDataAgent
] File System NDIP Restore Enabler
[ Image Level DataAgent
] Data Protection Manager
a Server Agent

= L) Database

[0 o6z iDataAgent

O Oracle iDatangent

[ SQL Server DataAgent
[ 5P for Oracee

O sybase iDataAgent
[ MysQL iDatagent
[0 Documentum Agent

=€ Exchange
[0 Exchange Database iDataAgent
[ Exchange Mailbox iDataAgent
[ Exchange Public Folder iDataAgent
[ Exchange Web Folder DataAgent
7] Exchanas Offine Minina Tool

Enter Adaitiona instalf Options

ot Upctes
[ Reboct ¢ reauresy

KA Browser Processes Freiec)

[

5t Ol servies (F reuied)

15K chrts tht re sty prt o the Commeet componert
Avanced optians.

okt packazes Afer nstat

1 tomare Claniost ams Canfict
st Resit og Locatin

st Agerks For Restre Only.

optional Sertings.

= J0b Result Directory

.
cvo ot 00|
Evmarc port sz}
—— )
B ]
S—— ]
Booen =

Installer,

Flease Select When To Run The Job

Job Initiation

(%) Immediate

Run this job now

O Schedule

®

Summary
lease verty

Client Install Option

Select Type OF Installation: Windows

Select Type Of Client Discovery: Manually select computers

Reuse Active Directory credentials: No

Client Authentication for Job

User Name: mydomaintadministrator

Password: ****

Install Flags

Install Updates: Yes

Reboot (if required): No

Kill Browser Processes f required): No

Ignore Running Jobs: No

Stop Oracle Services (f required): No

Skip clients that are already part of the CommCell component: No

Delete Packages After Install: Yes

Ignore Client/Host Name Conflict: Yes

Install Agents For Restore Only: No

Client Composition

Override Software Cache: No

Select Type Of Installation: Copy packages 1o remote machine

Componeats

Selected Components To Install: Windows File System iDataAgent, Virtual Server Agent
Common Information (Optional)

Global Fiters: Use Celllevel policy

Client

CVD Port: 3400
Evmgre Port: 8402

Selected Clients
Client Name: apple mydomain.mycompany. com
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12, You can track the progress of the job from the Job Controller or Event Viewer
window.

13. Once the job is complete, right-click the CommServe computer, click View and then
click Admin Job History.

14. Select Install/Upgrade/Remove Software.
Click OK.

15. You can view the following details about the job by right-clicking the job:
e Items that succeeded during the job
e Items that failed during the job
e Details of the job
e Events of the job
e Log files of the job

idol.testlab.commvault.com

e D] ormatn, e, Hep, Gk, Hasa vess st 20

- CommCell Console

& apple x

ok s s ek s

. e
o o o oo e it | bt e | S e ot | ooy s e
< > |
Wraso ]

et < i bt Ve
[ ever vomsr. L=
oty Bain  mbD e o oot o | omsron p|
o = ottt st &
I N TR ER—T: i =
0 - T mtdoen S oo i
o = T3 It @i ey o .
o = w et

& apple >
) Job History Q o [ [y S
Control Panel i b Hetory ) Clert Searty  Storage Polcies
[o— 2l Comouters Resources v
) A File System Users Logged In 1> @
& {08 Vrtua Server )
et Schedes sOg
i Al b Operston ClenkCo..._AgentType Subclert T Typer 1 phas v|
4 {08 vitual Server 20 Datadgng Na A
& @ searty
« % < >
@ polcies | mpase prayng  Rumn
# ol Reports
& {1 Content Director T2 Event viewer x | @ Admin Job Hstory x <> @
[ Event viewer L=
Severty EventlD  lbDD  Date 1 program Computer | Evy
) 233 21080312010 12:00:23 JobManager apple
a 2% 2108/31/2010 12:00:08 JobManager apple
— a 21 08/31/2010 11:52:42 EvMg'S apple
a 28
5' agerts . P
s —_—
1 Pause | Playing|  Information, Minor, Majr, Critica, Maximu events shown: 200
8 object(s) apple | admin

Job Type

oAl

© Auxiliary Copy
© Data Verification

O Erase Backup/Archived Data
O Stamp Media

© Information Management

Number of Jobs
@ View All Jobs

O Desired Number of Jobs

O Data Aging

© Inventory

© ffine Content Indexing
O Drive Validation

© InstaljRemove Updates

IO Disk Library Maintenance

O CommCell Export

Admin Job History Filter 3]

O Export Media

© Disaster Recovery Backup
© Erase Media

O Drive Cleaning

© Download/Copy Software
(O SRM ReportsfActions

© CommCell Import

©) Media Refreshing O Recover Store
[] Specify Time Range
Start Time End Time.
Job Status
@A © Completed O Failed O Killed

2
K Cencel
9 Admin Job History x| 3 smple -
"oe
b Type b e Satline  Endine U ErorC. Soag.. Aton.. Lega. legs. . [
i e | — T - |
Ve e
et
Vetags i
sendion sl
[ ——
| Mext » |
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Getting Started - VMware Configuration

« Pravious | MNext »

CONFIGURATION

Once the Virtual Server iDataAgent has been installed, configure an Instance, a Backup Set and a Subclient to facilitate backups. The following sections provide

the necessary steps required to create and configure these components for a first backup of a Virtual Center.
1. & CommCell Browser 7 A virtual Server x

& aup\; -t &, apple > Y Client Computers > B mustang »
) . - . e
e Right-click the Virtual Server | All Tasks and click Create New Instance. i %Ch&ntcBmputE,G,uups Instancs Hame:

Client Computers

e From the CommcCell Browser, navigate to <Client> | Virtual Server.

Mo Items to display

By 2 3 &

DA Virtual Server ~

- () Setu { AlTasks )7. ( cresteHewInstance )
= g Storage Resources Vigw » Teleass eerse

w0 Policies

-l Reports
i-{_§ Conkent Directar

Properties

Operation Window

e Enter the Instance Name. Virtual Server Instance Property @

e Select VMware from Vendor Type menu. General

Client Name: HEN-VMZ_Cn

iDatafgent: virkual Server

Instance Mame: ‘ ‘

Vendor Type: | - |

ok | [[conesl | [ hep |

Click Virtual Center. Virtual Server Instance Properties
Click Configure Password. General

Enter the username and password associated with the Virtual Center. _
Client Name: newyork64_2

Ensure that the Host name is a fully qualified domain name. ; )
iDataAgent: Virtual Server

Instance Name:  |sogo24

Vendor Type:
VYMWare

@ vCenter

Host name
sogo24.domain.company.com

User Account  vsauser Change

ESX Servers

Configure ESX Servers

Register vCenter plugin

oK ] [ Cancel l [ Help

4. Click OK to save the instance.
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7.

e From the CommCell Browser, right-click the Default Backup Set.

e Click Properties.

e Ensure the Automatically add new VMs that do not qualify for membership

in any of the subclients is selected.
o Click OK.

Click Discover on the Guest Hosts Configuration tab.

The discovery process might take several minutes to complete.

e Select a virtual machine to back up from the Virtual Machine column.
e Select the Default Subclient from the Subclient column for the virtual machine

you want to back up.

ual Server Instance Property

Client Computer Groups
I8 Client Computers
Bl apple
B murphy
=B mustang

DA File System

[=-iDA wirtual Server 1
=B kestl
@
¥ Security
Storage Resources
Falicies
fmll Reports

@ Contant Dirsctor

General | Guest Hosts Configuration | Security

Client Name: snap-vm-90_2
iDataAgent: Virtual Server
Instance Name:  [Instance0001

Backup Set Name  defaultBackupSet

General |
Client Name: HEN-VMZ_Cn
iDatafgent: virkual Server
Instance Mame: ‘ ‘
Vendor Type: | - |
[ o ][ coneal | [ e
s Commeell Browser 2 " defaultBackupSet >
@ apple P, apple > 3 Client Compute
CommiMet

Subclient Mame

2

All Tasks >

— . Summary

e

[ Job controller
Fl...| JohID | Operation | ©

There are na jobs currently runnic

Backup Set Property of defaultBackupSet

omaucalycddnevas that do not quaify for of the subek d& sbch
Make this the Default backup set
[ Ruke based discovery
® Automatic VCBMounter and onthe. and ESX version,

© vebmounter  YMware Consolidated Backup method.

Ovstorage  VMware vStorage API method for Backup.

Backup Set Property of defaultBackupSet

General | Guest Hosts Configuration | Security

Esx Server Virtual Machine.

Change all selected quest host to

Subclent Name =

“| )

i
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f Backup Set Property of.
e Click Apply. W EEL
. Guest Hosts Corfiguration \ Security |
e Click OK.
ESK Server Wirtual Machine Subrlient Mame ¥
small_datavalidation SRM_SMALLYM_Datavalidation small_datavalidation -srm fad
~
Change all selected quest host to
Apply
9. : - & CommCell Browser L) ff® defaultBackupSet x What's nen? %
e From the CommcCell Browser, navigate to the Default Subclient. G ooop
ppl & apple > Y Cient Computers > B} mustang > B8 Vituz
Cl k P = ~Eg Commbet
L4 IC roperties. Cleent Computer Groups
Client: Computers 1
B oppie Backup
B murphy Browse Backup Data
=8 mustang List Media
DA File System
=40 Yirtual Server Find
e Backup Histary
i defaukBackupset o
Schedules
0 Security E Conkent
g Storage Resources
L8 Pol 5
S — Jeb Qi Oparation Window
il Reports B
L Contert Director ] Job Contr (Froperties ) 2
Fl... JobID O o ent Type  Subclie
There are no jobs currently running

Security Storage Device Activity Control Content
[ ] .
Select a proxy computer from the Use Proxy menu e o
Client Name: mustang
Billing Department: Not Defined/Not Defined
iDataAgent: Virtual Server
Backup Set: defaultBackupSet
Sublient name: default
Number of Data Readers: 14

Note: This is a default subclient.

Backup Type

© Volume Level
O File Level
e
Transport Mode for VMWare | auto v
Description

ok | [ cancel | [ Heb ]

11. e Click the Storage Device tab. Ensure that a Storage Policy is selected.

e Click OK.

If you do not have Storage Policy created, continue with
Step 12.
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Subclient Properties of default @

General PrefPost Process
Security Storage Device Activity Control Content
Data Storage Policy | Data Transfer Option | Deduplication
torage Policy:
[DL1(apple)_(1) v
ok | [ cancel | [ Heb
12, To create a storage policy, you must have configured a library in the CommCell.
e If you do not already have a library configured, go to Disk Library Creation.
e If you have a library configured, go to Storage Policy Creation.
DISK LIBRARY CREATION:
. . Lsslac Confiuestion Tvoe. Bachup Target Folder: i|Backup
1. From the CommCell Console, click the Backup Target button on EZ Operations .
Wizard 2 T e pier Gt

5. Summary
Retain backups unk dsk reaches 85% capacty.
Retain backups for 15 days.

2. Click Disc Library (For backup to disc) and click Next.
3. Click Use Local Disk.

Type the name of the folder in which the disc library must be located in the
Enter backup destination folder box or click the Browse button to select the
folder.

Click Next.

If you click the Use Network Share option you will be prompted for the
credentials (user name and password) to access the share.

4. Click Next.
5. Click Finish.

This will create a library and Storage Policy. Click the Mext » button available at the
bottom of the page to continue.

apple - Commell Console:

STORAGE POLICY CREATION:

iva
B ovle > [ peices > Gt Sorage Plces > roe

1. From the CommCell Browser, navigate to Policies.

R NovcF e, Nl o opies | ncenent.| Dot fade St
2. Right-click the Storage Policies and then click New Storage Policy. s 1
3. Follow the prompts displayed in the Storage Policy Wizard. The required options : i
are mentioned below: : 2 »e‘sm::a\ ‘
O Select the Storage Policy type as Data Protection and Archiving and click T
N eXt N Create Storage Policy Wizard
O Enter the name in the Storage Policy Name box and click Next.
o From the Library list, click the name of a disk library to which the primary St P o
copy should be associated and then click Next. Ao CETm
Ensure that you select a library attached to a MediaAgent operating in the
current release.
o From the MediaAgent list, click the name of a MediaAgent that will be used Dimxiee
to create the primary copy and then click Next. 2| [@conon] @ sy -
o For the device streams and the retention criteria information, click Next to S

accept default values.

O Select Yes to enable deduplication for the primary copy.

O From the MediaAgent list, click the name of the MediaAgent that will be used
to store the Deduplication store.

Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
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select the folder and then click Next.
O Review the details and click Finish to create the Storage Policy.

This will create a storage policy. Click the Mext > button available at the bottom of
the page to continue.

« Previous | Mext »
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Getting Started - VMware Backup

« Pravious | MNext »

PERFORM A BACKUP

After configuring your Instance, Backup Set and Subclient, you are ready to perform your first backup.

SWHAT GETS BACKED UP
The Virtual Server iDataAgent backs up the following:

e Windows Virtual Machines

e Linux Virtual Machines

e Stand-alone ESXI with standard license level
e Volumes

e Files/folders

e Virtual RDMs

SWHAT DOES NOT GET BACKED UP
The Virtual Server iDataAgent does not back up the following:
e \Virtual machines containing:
O SCSI bus sharing set to virtual
O Fault Tolerance
o GPT or dynamic disk volumes (only disk and file level backups are supported, volume level backups are not supported).
e Hard links
e VMDKs in the same location with same names, where only case is different.
o Physical RDMs

e Independent Disks

The following section provides step-by-step instructions for running your first full backup of a single virtual machine immediately.

1. e From the CommCell Console, navigate to Client Computers | Virtual Server.
e Right-click the Subclient and click Backup.
2. e Select Full as backup type and Immediate to run the job immediately. feclarp Optiana.for Subclient; defaul ]
) Eackup Options
e Click OK.
Select Backup Type Job Initistion
1 :
O Incremental Run this job now
() Differential O schedule
() Synthetic Ful
3 ([ oc ) concel ][ advenced | [ [ savenssarpt | [ reb |
3. You can track the progress of the job from the Job Controller window of the
CommCell console.
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5.

Once job is complete, view the details of job from the Backup History.

Right-click the Subclient and select Backup History.

Click OK.

You can view the following details about the job by right-clicking the job:

e Items that failed during the job

e Items that succeeded during the job
e Details of the job

e Events of the job

e Log files of the job

o Media associated with the job

3 CommCel Browser

5B bh_winZker_auto

L 4 X [ scheddes x

& s @ netses > ) Clen Conputrs > B8 prosye > 8 vt sever > I8 Rodsen > (ff cofoulocupser
Connies

(5 g Cien Computer Groups Subdent e [ SoragePoey I Descrptn

(=80 e conputers 3

o
1158 P system
51108 Vitusl Server
8 Rekes
' defauktBackipset
S B8 reensos?
-y Cv-DC
@) vohmelevelwaza S
Vers 3l
15 200 con
ez} Properties
. . okt Type | subciee | b Type | hese | streper..

Backup Type
@ all O Ful ) Differential
O Incremental (O Bynthetic Ful
Job Status
@ al () Completed ) Failed O killed
[[] Specify Time Range

Start Time End Time

[ ok ][ cancel | [ Advanced | [ Help

[ 2 Contoler

5] Job Controller x |[5] Job Tnrllr x 4re

¥ | 329D | Creraon | et Con, e | Subder: | chype | Phes Vedwgen: | Sy | Prames | Emos 3

B st

Connt
Reame
W
CharcePrirty
S Eers
ewlog:
serdlc ies
1 e, _}H
Nkase Bhym R o |
e it
/B ertvewer x e 4r3
Evert e Delete bt o
sy |Ben | k| 2w Fragin iy et 3
() W D@D N S s o [C] =3 int ro=y€),Agev Type [ Senve, S
a i DORANESS Dk b et e Cent [rscs,Golatin o it 5
2 P Lt et et ot i 3 ) et ot 427
WPause B Flsing  Tfcn, e, e, ik i

etscs, oo vt com | acnin |

([« Previous | Mext » |
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Getting Started - VMware Restore

PERFORM A RESTORE

« Previous

It is recommended that you perform a restore operation immediately after your first full backup to understand the process.

The following sections describe the steps involved in restoring a virtual machine to a different Virtual Center/ESX Server.

1.

2.

4.

e From the CommcCell Console, navigate to the <Client> | Virtual Server.

e Right-click the subclient that contains the data you want to restore, point to
Browse Backup Data.

Click OK.

e Select the virtual machine under the backup set. Its entire contents will be

automatically selected in the right pane.

e Click Recover All Selected.

Select the Destination ESX Server to which the virtual machine will be restored.

& ConmCel romser

@y rino

Clent Computer Groups
‘ﬁ Clent Computers™ 1
agent s
B sighto_hyperzen 7
CRRhE=D
T4 Fie System
o

16 defaultBadupSet
x
B nino
B offical_hyperzen_6
restored b_vmi
xenvm12 4
@ Seaity

g Storage Resources
Polces

gl Reports
4 Content Diector

(i defaultBackupset x
& rino > ¥ Clint Computers > B hyperzen_5 > {BA Virtual Server > B Redse

Subdient Name
2 defaut

£ vm from cach daiasing
Backup

Browse Backup Data D5

List Media

Find

Backup History
Schedules

Delete

Operation Window

Properties

Browse Options
© Browse the Latest Data

Specify Browse Time

Client Computer: [ proxys

Use MediaAgent

Show

Page Sze: | 10005
Type of Intended Restore
Individual filesjfolders

Entire Yolume

Container Restore (choose this For restoring files like vmdkjvhd or entire guest 05)
Note: Select entire Virtual Machine for Virtual Machine Restore

<ANY MEDIAAGENT > -

( 3 ) cancel

] [ Advanced J [ LstMeda | [ Help J
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6.

Select the Datastore to which the disk will be restored.

If the selected datastore does not meet the minimum requirements needed to restore
the virtual machine, you can repeat this step until an acceptable datastore is found.

Enter the VM Name for the virtual machine.

Ensure that you provide a fully qualified name for the virtual machine. Entering an IP

address will cause the restore operation to fail.

e Click the Job Initiation tab.
e Select Immediate to run the job immediately.

e Click OK.

Restore Oations for Al Seected iems

Geners! | ab Intaton

Restore as

Desthaton dient [hyperzen_5

Restore nplace

s s

ond ok p— ? oease e toResosce gy
| o]

- SNAP-IMB. vk

Vrtual Machine Configuration

[[] Foer ON Vriue Nadrine Afer Restore

a

Dskprovsinng: [ +

Tiarsportods: [Auto v,

Restore Options for All Selected ltems

——

[ W, y ———

General | Job Intiation

Restore as
1 (@ Vil Nachnes) O Vitual Machine Fles

Destination dent [hyperzen_5

[ Restore n pace

Centr fprn

5 Smalv_10_Autot
- Snallvi_1o_Auto
- SnallviI_1o_Auto

W ard Dis Rename VM as EsKserver 2(Data store ") add 1o Resourze PoolfvApp

esx.commaultcom 7368 nteral mESK

79068 nteral mESK
790G nteral mESK

[75¢ GB nteral on ESx

sce0s.

Virtus Mechine Configuration
[[] Fomer ONVirtal Machine After Restore
[[] Unconditonall overite VM ith the same name
DiskProvsionng : [Trck

Trarspor:ode:  [Auto v

Restore Options for All Selected Items

General | J0b Infiaton|

Restore as

! Er—

Destination dent |hyperzen_5.

vCenter hyperzen

(7] Restore inplce:

VM and Disk RenameVMas 2

malV_10_Auto]_cop)

-SmalVM_10_Auto.
-SmalvM_10_Auto,

Esuserver Datastore Add o Resource Pclfion
70 nemdonES

0@ nemaonES v

TG nemdnES

VitualMachine Configuration
[T Power ON Vetual Machine Afer Restore:
[ uncandtionaly averwrite M with the same name
DiscProvisoning : [Thick +

Transpartiode:  [Auto

=== .
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10.

11.

You can monitor the progress of the restore job in the Job Controller or Event

Viewer window of the CommcCell Console.

Once the restore job has completed, right-click the entity (e.g. agent, instance) and

click View | Restore History.

If the entity chosen is the client computer, click View | Job History.

Click OK.

You can view the following details about the job by right-clicking the job:

e View Restore Items

Restore Options for All Selected Items =

General | Job Initiation
Job Initiation

© Immediate

Run this job now

Schedule

Configur dule Pattern onfigure

[ ok ][ concel | [ advanced | [ [ savessseript | [ rep |

5 [h bconioler « 81
[ kb 138
XL D Gedin it X S s R 3¢
AR NN CE T ¢ T
Wik
Gt L
[ E‘ € | H
L Wsase pgrg vy 1Py Do €D Sl 071 bt | s | 4 00
& B
et '8
Sy
e fE)
s
Bﬁpm 4 . Bl it 4
Tidhats s K o i satelfrst ) [
3{jwacliet W oR W satefrsa ]} P
=Y etepcer W W CweelR b satlfrsd ) ¥
Eet )
Wi By o, o . Ches Pt )
2 CommCell Browser 2 i defaultBackupset x what'
b metses B metses > [F Client Computers » B
Commhiet
] Client Computer Groups Subelient Name
5 Client Computers = default
= B: bh_winzkarz_auto
{DA File System
{08 Yirtual Server
=+ vmware-bkwardcompatibiltytest
1 defaultBackupSef L
B metscs Al Tasks  »
Bt oy 2 3 Backup History
€y Security -
g Storage Resources ronertie 3 (Restore Histary )
Policies Schedules
il Reparts
Restore History Filter for: &|
Destination Client Computer:
‘NI Clients v ‘
[[] Specify Time Range
Stark Time End Time
| | - L~

| 2 | |

Job Type

Recovery|Retrieve Stub Recall

Job Status

@al () Completed () Eailed O tilled

[ OF ][ Cancel ][ Advanced ] [ Help
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12,

You can view them as Successful, Failed, Skipped or All.

e View Job Details

e View Events of the restore job.
e View Log files of the restore job.

Once the virtual machine is restored, it is automatically mounted to the virtual

center/ESX Server you selected.

08 vetus server 49 Restore Job History of

3D Status Istarce Bochpset  Sarted Tme End Tme No.of Objects __Destnaion Clerk___User Name

- < ez 2010/08/30 14:.. 56733

@ Conpleted o 2010/06/%0 14:.. 6733 bh w2 so  adtn
2 o ok Ot Foled 2010/08/2012:..0 thwedez o adun
paths Siped

VewEvents M

vewLogs
Sendogs
Resubt b

= [:¥ MEELADRI
= [ DC Under Falder
= [y vsaDC
[ ESk under Folder
+ [0 ESX Server 1
TS

12&_afterInc and upgrade
517 _disk_afterIn and upgrade
flpgradeTest_disk_128
&lpgradeTest_Wolume
Bham_WinZksr 2
black
deleteme_userSnap_bkp_rest_EAD Wi
duplicate_withoutsnapshot
dURLICATE-ASHWIN-TEST_BADVM
dupWMDK_diffdS_withSnapshot_BADWM
dup¥MDKrest] S0_BAD ¥M
Glloverridetest_officialPatch
resdt after upg_deleme
rest_125_beforeupgrade
rest_S51Z_beforeupgrade
rest_defaulport_Bh
rest_owveerideguifix_to esxdirecthy

i 2
&
&
B
&
&
&
&
&
&
)
B
&
&
)
B
&

CONGRATULATIONS - YOU HAVE SUCCESSFULLY COMPLETED YOUR FIRST BACKUP AND RESTORE.

If you want to further explore this Agent's features read the Advanced sections of this documentation.

« Previous
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Advanced - VMware Configuration

TABLE OF CONTENTS

Understanding the CommcCell Console
Creating User-Defined Instances
Creating User-Defined Backup Sets
Creating User-Defined Subclients

Configuring User Accounts
Virtual Center Credentials
Permissions for Custom User Accounts

Configuring Backups for vSphere VADP Environments

Configuring Backups for Combined vSphere VADP and VCB Environments
Configuring Backups for VCB Environments

Configuring Backups of ESX Servers

Configuring Backups of Volumes

Configuring Backups of Files and Folders

Configuring Automatic Discovery of Virtual Machines
Discover Non-Associated Virtual Machines to Default Subclient
Discover By Regular Expression
Discover By Single-ESX Server Affinity
Discover By Multiple-ESX Server Affinity
Discover By Cluster Affinity
Discover by Data Center Affinity
Discover By DataStore Affinity
Discover By Resource Pool Affinity
Discover By OS Group
Discover By vApp Affinity

Configuring Transport Modes
Forcing Transport Modes in vSphere VADP Environments

Pre/Post Processing using VMware Tools
Modifying an Agent, Instance, or Subclient

Deleting an Instance, Backup Set, or Subclient
Delete an Instance
Delete a Backup Set
Delete a Subclient

UNDERSTANDING THE COMMCELL CONSOLE

The Virtual Server iDataAgent uses three main components to perform backup and restore operations & Gmesos L A s
from the CommCell Console. & ?g‘z“”"““ % corle > @ Clont Corouters » B musteng > (06 VituelServer > B stt > g cefeubBachupset >
145 Client Computer Graus Stbcient ane Siorage poliy Jescriptior
. . = client Computers (prie) ()
Instance - defines the Virtual Center to be backed up. ~§avv\=v =D e
B murphy
. . . . . . . . & B muster
Backup Set - collective information of all virtual machines contained in the virtual center. @:ml’ém
£ s s
Subclient - defines the virtual machines to be backed up. '
-0 seturt
! gimilmm
#0 Polcies
# 4| Reports

#4 Content Dieccor

CREATING USER-DEFINED INSTANCES

While the Virtual Server iDataAgent is capable of backing up the entirety of your VMware environment using a single instance, backup set, and subclient
configuration, it is often not practical to do so. For example, a Virtual Center may contain as few as two ESX Servers, each containing no more than 10 virtual
machines. In this scenario, a single instance configured for the entire Virtual Center may be sufficient. However, if a Virtual Center contains upwards of 50 ESX
Servers, each containing at least 20 virtual machines, a backup of a single Virtual Center instance may take a significant amount of time to complete. As such,
it is important to consider how much data must be backed up at a given time.

As a best practice, consider the following recommendations:

e If creating an instance for an entire Virtual Center containing a large number of ESX Servers and virtual machines, consider performing backups at the
backup set or subclient level. These backups can be staggered throughout the day to ensure minimal resources are consumed.

e If backups for a Virtual Center instance must be performed at the instance level, consider utilizing the Incremental and Differential backup options described
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in the Getting Started documentation.

e If it is desirable to be able to perform backups at the instance level for both the Virtual Center and individual ESX Servers, consider creating one instance for
the Virtual Center and additional instances for each ESX Server. This provides the flexibility to perform comprehensive backups for both the Virtual Center
and ESX Servers as needed.

1. From the CommCell Browser, right-click the agent and select Create New Instance.

2. Follow the procedure described in the Getting Started configuration documentation.

CREATING USER-DEFINED BACKUP SETS

Because backup sets dictate the data assigned to each subclient, it is recommended that backup sets be configured with the number of anticipated subclients in
mind. For example, if an ESX Server has 100 virtual machines, all of which need to be backed up, then consider creating two backup sets. Each backup set can
then contain five subclients with 10 virtual machines assigned to each. Such a scenario provides the flexibility of performing narrower backups staggered at
different times, saving time and resources.

1. From the CommCell Browser, right-click the instance for which you want to create a new backup set and select New Backup Set.

2. Follow the procedure described in the Getting Started configuration documentation.

CREATING USER-DEFINED SUBCLIENTS

For Virtual Centers or ESX Servers that have a large number of virtual machines, it is recommended that the virtual machines be distributed across more than
one subclient. This helps to enhance backup and recovery performance for each subclient, as well as preserves network resources. Additionally, user-defined
subclients also provide the facility to group virtual machine backups of a specific entity, such as an ESX Server or datastore, together.

To further enhance performance in environments where a proxy server is used, consider assigning a different proxy server to each subclient. This ensures no
single computer is given a substantially higher load.

1. From the CommcCell Browser, right-click the backup set for which you want to create a new

i i Security. Storage Device Activity Control Content
subclient and select New Subclient. poreem e
2. Enter the name for the subclient in the Subclient Name text box. Client Name: mustang
) Billing Department: Not Defined/Not Defined

3. Click Content tab. ;
iDataAgent: Virtual Server

4. Select the virtual machines to be added to the subclient. pechp Se CERLEE s
Subclient name: default

5. Click OK.
Number of Data Readers: 14

Note: This is a default subclient.

Backup Type

@ biskLevel

O Volume Level

O File Level
C
Transport Mode for VMWare [ ato v

Description

ok | [ cancel | [ Heb

CONFIGURING USER ACCOUNTS

The Virtual Server iDataAgent requires user accounts that have sufficient privileges for the software to:

e Access the Virtual Center and ESX Servers

e Access virtual machines

o Access volumes, files, and folders within virtual machines

An administrative account configured with the VCB Role and the following additional privileges can be used:

e Virtual Machine
e Resource

e Datastore
User-defined roles can also be created provided the above-mentioned privileges are included in those roles.

The following sections provide the steps necessary to configure user accounts for Virtual Centers and ESX Servers.
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VIRTUAL CENTER CREDENTIALS

1. Navigate to Client Computers | <Client> | Virtual Server.
2. Right-click the instance and click Properties.

3. Inthe VMware | vCenter area, click the Change button.

4

Enter the username and password.

The password must not contain single-quote (') or double-quote (") characters.

8]

Click OK to save your changes.
6. Click OK.

Virtual Server Instan)
General
Client Name: prd

iDataAgent: Virt

Instance Name: [

Enter User Name and Password =
User Name: vsauser
Password: eeee

Confirm Password:  eeee

Vendor Type: iy, OK I l Cancel ] l Help
YMWare
Host name
master
User Account  vsauser
ESX Servers
oK ] [ Cancel J l Help

PERMISSIONS FOR CUSTOM USER ACCOUNTS

You can create a separate account for backup and restore operations. If you are creating a user account other than administrator, ensure that the following

permissions are assigned to the user account:

BACKUP PERMISSION REQUIREMENTS

Category Available Permissions

Datastore Allocate space
Browse datastore

Low level file operations

Global Disable methods
Enable methods

Licenses

Virtual machine - Configuration Add existing disk

Add new disk

Add or remove device
Change resource
Disk change tracking
Disk lease

Remove disk

Settings

Virtual machine - Provisioning Allow read-only disk access
Allow virtual machine download

Clone virtual machine

Virtual machine - Snapshot
management ("Virtual machine -
State" in vSphere 4.1)

Create snapshot

Remove Snapshot

RESTORE PERMISSION REQUIREMENTS

Category Available Permissions
Datastore Allocate space

Network Assign network

Resource Assign vApp to resource pool

Assign virtual machine to resource pool

Virtual machine - Configuration Add existing disk

Add new disk

Add or remove device
Advanced

Change CPU Count
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Change resource

Disk change tracking
Disk lease

Host USB device
Memory

Modify device settings
Raw device

Reload from path
Remove disk

Rename

Reset guest information
Settings

Swapfile placement

Upgrade virtual machine compatibility ("Upgrade virtual hardware" in vSphere 4.1)

Virtual machine - Interaction Power Off

Power On

Virtual machine - Inventory Create new
Register
Remove

Unregister

Virtual machine - Provisioning Allow disk access
Allow read-only disk access
Allow virtual machine download

Mark as template (to restore VM template)

Virtual machine - Snapshot Create snapshot
Management ("Virtual machine - State"
in vSphere 4.1) Remove Snapshot

Revert to snapshot

VM FILE RECOVERY PLUGIN PERMISSIONS

Category Available Permissions

Extension . .
Register extension

Unregister extension

Update extension

Global Log event

Set Custom attribute

Diagnostics

VM LIFECYCLE MANAGEMENT PROVISIONING REQUIREMENTS

Category Available Permissions

Datastore Allocate space

Browse datastore

Low level file operations
Remove file

Update virtual machine files

Resource Assign virtual machine to resource pool
Virtual machine - Configuration Add existing disk
Add new disk

Add or remove device

Advanced

Change CPU count

Change resource

Display connection settings (not in vSphere 4.1)

Extend virtual disk
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Memory

Modify device settings

Raw device

Reload from path

Remove disk

Rename

Reset guest information

Set annotation (not in vSphere 4.1)
Settings

Swapfile placement

Unlock virtual machine

Upgrade virtual machine compatibility ("Upgrade virtual hardware" in vSphere 4.1)

Virtual machine - Guest Operations

(not in vSphere 4.1)

Guest Operation Modifications
Guest Operation Program Execution

Guest Operation Queries

Virtual machine - Interaction

Power Off
Power On
Reset

Suspend

Virtual machine - Inventory

Create from existing
Move

Remove

Virtual machine - Provisioning

Allow disk access

Allow read-only disk access

Allow virtual machine download
Clone template

Clone virtual machine

Customize

Deploy template

Mark as virtual machine

Modify customization specification
Promote disks

Read customization specifications

Virtual machine - Snapshot management

("Virtual machine - State" in vSphere
4.1)

Create snapshot
Remove Snapshot

Rename Snapshot

Revert to snapshot

CONFIGURING BACKUPS FOR VSPHERE VADP ENVIRONMENTS

Backups using vSphere VADP environment provide significant performance improvements over
VCB.

Y

During backups, the Virtual Server iDataAgent requests a snapshot of the virtual machine
hosted on the VMFS datastore. The snapshot VMDK and virtual machine configuration files are
then copied to the storage media without requiring any dedicated disk cache on the proxy
server. In the case of incremental backups, Change Block Tracking (CBT) helps quickly identify
the data blocks on the virtual machine that have changed since the last backup.

Similarly, during restores, virtual machines are restored directly to the appropriate ESX Server
and datastore without the need for staging on the proxy server with VMware Converter. This
capability provides for much faster restores.

1. From the CommcCell Browser, right-click the backup set and click Properties.
Select vStorage.

Click OK.

Backup Set Property of defaultBackupSet

From the CommcCell Browser, right-click the subclient click Properties.

v A WN

Select the proxy computer from the Use Proxy menu.
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6. Click OK.

CONFIGURING BACKUPS FOR COMBINED VSPHERE VADP AND VCB ENVIRONMENTS

You can also perform backup operations from an environment wherein both
technologies exist. To accomplish this, simply ensure the following components
are installed on the proxy computer:

e VMware Consolidated Backup (VCB)

e vSphere VADP

e the Virtual Server iDataAgent

Once these components are prepared, backups will leverage between VCB and
vSphere as appropriate.

1. From the CommCell Browser, right-click the backup set and click Properties.

2. Select Automatic.

3. Click OK.

4. From the CommCell Browser, right-click the subclient and click Properties.
5. Select the proxy computer from the Use Proxy menu.

6. Click OK.

Oatatgent
IntarceNane: et

BxhipSetNane  defatachpset

5] Mk s the Dk backup st

1Rl based dscovery

2 e

2 ox_ D[ comeel ] 1w

The vStorage API can be used to restore backups performed with VCB. The backup data will first be staged to the proxy and then vStorage will perform the

restore.

CONFIGURING BACKUPS FOR VCB ENVIRONMENTS

For ESX Servers prior to version 4.x, backups using VCB environment requires a

proxy server to copy the data to be processed before being backed up or restored.

In addition to ample disk space for copying the virtual machine data, the proxy
server also requires the Virtual Server iDataAgent, VMware Consolidated Backup,
and VMware Converter to be installed to process all the data prior to moving to
the backup media or restore destination.

1. From the CommCell Browser, right-click the backup set and click Properties.

2. Select vebmounter

3. Click OK.

4. From the CommCell Browser, right-click the subclient and click Properties.
5. Select the proxy computer from the Use Proxy menu.

6. Click OK.

CONFIGURING BACKUPS OF ESX SERVERS

ChrkNare: mustong
Oatatgent
Intanca s et

Vet sever

BxhipSetNane  defaacpset

5] Mk i the Dk backup st

O hutomatc

(© ibmoris]  Whore Corsobstod Badup method. ) 1

Ovaosge Whare vSirsge AP methodfor Backi,

Vitusl Server

2o L) o)

Backups of entire ESX Servers consist of backing up all virtual machines that reside on the ESX Server. This option is useful in scenarios where each ESX Server

contains a number of virtual machines that must be protected together.

From the CommCell Browser, right-click the Virtual Server Instance and click Properties.

Select ESX Servers.

1
2
3. Click Configure ESX Server.
4. Click Add.

5

Enter the following:
O ESX Server name
O ESX User Name and Password. Re-confirm the password.

6. Click OK.
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Virtual Server Instance Properties @

General
Client Name: snap-vm-90_2
iDataAgent: Virtual Server

Instance Name: | Instance0001

Vendor Type:
VMWare

O virtual Center

—
‘ Configure ESX Servers ’

e
[ ok [ cancel | [ Hep |

CONFIGURING BACKUPS OF VOLUMES
You can create separate subclients to backup specific volumes of the virtual machine data. Use this
option if you do not want to back up an entire virtual machine. — Yo ot

1. From the CommCell Browser, navigate to the Subclient and click Properties. EEE{‘:’”E““ hon Definesitior befined

2. Select Volume-Level from the Backup Types. SR et

3. Select the proxy computer from the Use Proxy menu. res e 22 ot oot o

4. Click Storage Device tab. Ensure that a Storage Policy is selected. B:upbkva.

5. Click Ok.

=

Transport Mode for viiware | auto ~

Description

Cox ) (e ] (e )

CONFIGURING BACKUPS OF FILES/FOLDERS

In addition to backing up virtual server disks and volumes, you can also create separate subclients to
backup specific files/folders in the virtual machine. Use this option if you only need to back up a select
number of important files rather than an entire virtual machine or volume.

Activity Control Content
PrejPost Process

\edjNot Defined

defaultBackupset

1. From the CommcCell Browser, navigate to the Subclient and click Properties.

default

2. Click Properties. 1]2
3. Select File-Level from the Backup Types. N::;“Tfh:::m‘t i

4. Select the proxy computer from the Use Proxy menu. B

5. Click Storage Device tab. Ensure that a Storage Policy is selected. .
6. Click Ok. - ——

Description

Cox ) (come ] (e ]

CONFIGURING AUTOMATIC DISCOVERY OF VIRTUAL MACHINES

While virtual machine discovery can always be performed manually, it may be useful to discover virtual machines based on a specific set of criteria, particularly
in environments where virtual machines are added, removed, or relocated on a routine basis. The following sections describe several methods of discovering
virtual machines based on specific criteria, as well as the configuration steps required.

Virtual machines in HotAdd configurations should always be excluded from subclient content.

'DISCOVER NON-ASSOCIATED VIRTUAL MACHINES TO DEFAULT
SUBCLIENT

While rule-based discovery provides certain levels of granularity in populating virtual machines to back
up, there may be scenarios where an entire ESX Server or Virtual Center requires complete protection
on a routine basis. The Automatically add new VMs that do not qualify for membership in any
of the subclients option provides the facility to assign any virtual machines found during discovery to
the default subclient provided the virtual machine is not already configured in another subclient.
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. . . . . ' . Backup Set Property of defaultBackupSet =
Note, however, that selecting this option overrides any previously configured regular expressions, ESX R S S—

Server affinity, or the selection of Do Not Backup for any virtual machines.

General | Guest Hosts Configuration | Security

Client Name: proxyé
1. From the CommCell Browser, right-click the backup set and select Properties. DataAgent:  Virtual Server
Instance Name: [y _vms

2. Select Automatically add new VMs that do not qualify for membership in any of the

Backup Set Name  defaultBackupSet

subclients.
tnmancan ‘3dd niew Vs that do ot quality for membership in any of the subcients to default sub...
3. Click OK. Make this the Default backup set
7] Rule based discovery
Discover By | ESX Server Affinity. _
[ configure.

© Automatic  Switch between VCBMounter and vStorage method depending on the Yirtual machine ...
vcbmounter  VMware Consolidated Backup method.

vStorage VMware vStorage API method for Backup.

oK Cancel

DISCOVER BY REGULAR EXPRESSION

When configured, virtual machines matching the wildcard expressions are automatically either assigned| sackup setProperty of defaultBackupset =
to or filtered from the associated subclient. General | Guest Hosts Configuration | Security
1. From the CommCell Browser, right-click the backup set for which you want to discover guest hosts| | “*"%™ o
. - iDataAgent: Virtual Server
and click Properties.
Instance Name: [ my_vms
Select Rule-Based Discovery. Backup Set Name  defaultBackupSet
3. Click Discover By drop—down box and select Match Guest Host Names By Regular Automatically add new YMs that do not qualify for membership in any of the subclients to default sub...
Expression. ] Make this the Default backup set
4. Click Configure.
Discover By |5k server Affinty -
5. Highlight the desired subclient name.
6. Click Configure.
7. Type the name of the host name in the Guest host name text box. T
AT [vApp Affinity
8. Click Add to add the name to the Add Guest host name list.
vStorage VMware vStorage API method for Backup.
Some examples of wildcard filters are:
O *exchangeVM* for a virtual machine named exchangeVM
g€ . iy ger? o) (o)
O *vm* for virtual machines containing names that begin with vm

9. Click OK. The name is added to the Wildcard names for Virtual Machines column.
10. Click OK to save your changes.
11. Click OK.

Add a filter for the desired operating system to the Wildcard names for OS column for the subclient
to which you want to apply the filter.

DISCOVER BY SINGLE-ESX SERVER AFFINITY

When configured, new virtual machines found on the ESX Server are automatically assigned to the Backup Set Property of defaultBackupSet ==
desired subclient and backed up when backup operations on the subclient are performed. This
capability is useful in scenarios where:

General | Guest Hosts Configuration | Security

Client Name: proxyé
e a large number of virtual machines exist, rendering the manual process of adding them to a Datangent;  Virtual Server
subclient unfeasible. Instance Name: my_yms

Backup Set Name  defaultBackupSet

e virtual machines are added to an ESX server on a frequent basis.

Automatically add new YMs that do not qualffy for membership in any of the subclients to default sub...

Optionally, you can choose to exclude specific virtual machines from being added without deselecting

this option. However, note that these virtual machines will not be backed up unless each is reassigned AR e
to the desired subclient.

Discover By  [ESX Server Affinity >
[Cluster Affinity
[Data Center Affinity

1. From the CommcCell Browser, right-click the backup set for which you want to discover guest hosts
and then click Properties.

Select Rule-Based Discovery. [Mach gue:
105 Group
IResourcePool Affinity

[VApp Affinity

s by regular expression
© Automatic

Click Discover By drop-down box and select ESX Server Affinity.

vcbmounter

Click Configure. VStorage  VMware vStorage API method for Backup.

ANEE I SN

Select the ESX Server you wish to configure for auto discovery and select the subclient you wish
to associate with the ESX Server.

To exclude a select number of virtual machines from being backed up, choose the Do Not Backup
option in the Subclient column.
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6. Click OK to save your changes.

7. Click OK.

'DISCOVER BY MULTIPLE-ESX SERVER AFFINITY

In some cases, having access to other ESX Servers containing virtual machines you want to include in your backup. To accomplish this:

1. Creating a dedicated instance for multiple-ESX Server affinity with the instance typed defined for the Virtual Center.

2. Configure ESX Server Affinity as discussed in By Single-ESX Server Affinity.
3. Click Configure ESX Server.

4. Manually add the additional virtual machines from the second ESX Server.

Once configured, all virtual machines from the pre-configured ESX Server, as well as the virtual machines selected from the second ESX Server, will be backed

up during the next backup operation.

‘DISCOVER BY CLUSTER AFFINITY

When configured, new virtual machines found on the cluster are automatically assigned to the desired
subclient and backed up when backup operations on the subclient are performed. This capability is
useful if your virtual machines are strategically arranged among clusters in your environment.

Optionally, you can choose to exclude specific clusters from being added without deselecting this
option. However, note that these clusters will not be backed up unless each is reassigned to the desired
subclient.

1. From the CommcCell Browser, right-click the backup set for which you want to discover guest hosts
and then click Properties.

Select Rule-Based Discovery.
Click Discover By drop-down box and select Cluster Affinity.
Click Configure.

Click Discover.

ok~ w N

Select the cluster you wish to configure for auto discovery and select the subclient you wish to
associate with it.

To exclude a select number of clusters from being backed up, choose the Do Not Backup option
in the Subclient column.

Click OK to save your changes.
8. Click OK.

3 Backup Set Property of Doc-Affinity [x]

General | Guest Hosts Configuration | Security |

Client Name:
iDataAgent:

Instance Name:

proxy6.
Virtual Server

[vsa_proxyz_new

Backup Set Name  Doc-Affinity.

I~ Automatically add new d for

I~ Make this the Default backup set

& Automatic

VCBMounter and

onthe. and ESX version.
(" vcbmounter  VMware Consoldated Backup method.

 vstorage  VMware vStorage API method for Backup.

oK Cancel Help

DISCOVER BY DATA CENTER AFFINITY

When configured, new virtual machines found on a Data Center are automatically assigned to the
desired subclient and backed up when backup operations on the subclient are performed. This
capability is useful if your virtual machines are strategically arranged among Data Centers in your
environment.

Optionally, you can choose to exclude specific Data Centers from being added without deselecting this
option. However, note that these Data Centers will not be backed up unless each is reassigned to the
desired subclient.

1. From the CommcCell Browser, right-click the backup set for which you want to discover guest hosts
and then click Properties.

Select Rule-Based Discovery.
Click Discover By drop-down box and select Data Center Affinity.

Click Configure.

v AW N

Select the Data Centers you wish to configure for auto discovery and select the subclient you wish
to associate with it.

To exclude a select number of Data Centers from being backed up, choose the Do Not Backup
option in the Subclient column.

6. Click OK to save your changes.

7. Click OK.

Backup Set Property of defaultBackupSet
General | Guest Hosts Configuration | Security
Client Name: proxyé
iDataAgent: Virtual Server
Instance Name: | my_vms

Backup Set Name  defaultBackupSet

Automatically add new YMs that do not qualify For membership in any of the subclients to default sub...

| Make this the Default backup set

| Rule based discovery

Discover By  [ESX Server Affinity >

[ESX Server Affinity
[Match guest host names by regular expression
l0s Group

IResourcePool Affinity

[vapp Affinity

© Automatic

wvcbmounter

vStorage VMware vStorage API method for Backup,

oK [ cancel | [ Hep

DISCOVER BY DATASTORE AFFINITY

When configured, new virtual machines found in the datastore are automatically assigned to the
desired subclient and backed up when backup operations on the subclient are performed. This
capability is useful if you want to limit discovery of virtual machines to a specific datastore in scenarios
where:
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e a particular datastore houses virtual machines of vital importance or that are prone to considerable Backup Set Property of defaultBackupSet =x=)
Change. General | Guest Hosts Configuration | Security
e you have a large number of datastores and intend to limit your backup and restore operations to a oot Nane S proy
: l Server
select group of datastores. e
Instance Name: [y _yms
Optionally, you can choose to exclude specific virtual machines from being added without deselecting Backup Set Name  defaultBackupSet

this option. However, that these virtual machines will not be backed up unless each is reassigned to the
desired subclient.

Automatically add new YMs that do not qualify for membership in any of the subclients to default sub...

V| Make this the Default backup set
1. From the CommcCell Browser, right-click the backup set for which you want to discover guest hosts
and then click Properties.

Discover By  [ESX Server Affinity -
- ICh Affinit;
2. Select Rule-Based Discovery. Samdaints
3. Click Discover By drop-down box and select DataStore Affinity. rarptiinsea NI
: - ® Automatic  [05 Group
4. Click Configure. Resourcepodl affinty
vcbmounter [vApp Affinity
5.

From the DataStore Configuration for Auto Discovery dialog box, locate the datastores you
wish to configure for auto discovery and select the subclient you wish to associate each with.

vStorage VMware vStorage API method for Backup.

To exclude a select number of datastores from being backed up, choose the Do Not Backup

option in the Subclient column. [ ]

6. If necessary, click Configure to add, edit, or remove ESX Servers.

7. Click OK to save your changes.

8. Click OK.

'DISCOVER BY RESOURCE POOL AFFINITY

When configured, new virtual machines found in the resource pool are automatically assigned to the Backup Set Property of defaultBackupSet =
desired subclient and backed up with backup operations on the subclient are performed. This capability | | ceneral | uest Hosts configuration | security
is useful in scenarios where virtual machines are added to a datastore server on a frequent basis. o e ——
Optionally, you can choose to exclude specific resource pools from being added without deselecting this| ™ s
. . N . . . Instance Name: [ my_yms
option. However, that these virtual machines will not be backed up unless each is reassigned to the
desired subclient. Backup Set Name  defaultBackupSet
. . . . Automatically add ¥Ms that do not lify F bership ir f the subclients to default sub...
1. From the CommcCell Browser, right-click the backup set for which you want to discover guest hosts sonsteely s R et gy brebesip sty € e sbias et
and then Click Properties. V| Make this the Default backup set
2. Select Rule-Based Discovery. = :
Discover By [ Server Affinity. zd
. - - = il Ffi
3. Click Discover By drop-down box and select Resource Pool Affinity. b caps arory
IDataStore Affinity
i i [ESX Server Affinit:
4. Click Configure. et ouet host nmes by reuor expressicn
- - - . © Automatic
5. From the Resource Pool Configuration for Auto Discovery dialog box, locate the resource e
pools you wish to configure for auto discovery and select the subclient you wish to associate each o
with. VStorage  VMware vStorage AP method for Backup.
To exclude a select number of resource pools from being backed up, choose the Do Not Backup
option in the Subclient column.
P oK Cancel
6. Select the ESX Server that should be used to discover the resource pools.
7. If necessary, click Configure to add, edit, or remove ESX Servers.
8. Click OK to save your changes.
9. Click OK.

‘DISCOVER BY OS GROUP

If your virtual machines consist of many different operating systems, it may be useful to discover them Backup Set Property of defaultBackupSet ==
based on the operating systems they are running. The Virtual Server iDataAgent provides the facility tO | [ cenersl | guest rosts configuration | security
select the virtual machine operating systems that should be included in the subclient. When discovery

Client Name: proxyé
operations are later performed, only virtual machines running the operating systems selected will be Dotafoucki W¥tuniSorver
incorporated into the subclient content for backups. Instance Neme: |y yms

Backup Set Name  defaultBackupSet

1. From the CommcCell Browser, right-click the backup set for which you want to discover guest hosts
and then click Properties. Automatically add new YMs that do not qualfy for membership in any of the subclients to default sub...

7| Make this the Default backup set

(7] Rule based discovery)

Discover By  [ESX Server Affinity -
[Cluster Affinity

IData Center Affinity

[Datastore Affinity

[ESX Server Affinity

[Match guest host names by regular expression

Select Rule-Based Discovery.

Click Discover By drop-down box and select OS Group.

Click Configure.

oA WN

Add a filter for the desired operating system to the Wildcard names for OS column for the
subclient to which you want to apply the filter. © Automatic

[VApp Affinity

Some examples of wildcard filters are: vebmounter

vStorage VMware vStorage API method for Backup.

O *win* for all Windows operating systems
O *sus* for all SUSE Linux operating systems

O *lin* for all Linux operating systems
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6. Click OK.

‘DISCOVER BY VAPP AFFINITY

When configured, new virtual machines associated with the selected vApps are automatically assigned
to the desired subclient and backed up when backup operations on the subclient are performed. This Generdl | Guest Hoss Confiuration| Securty |
capability is useful if you want to back up virtual machines sharing similar vApps at the same time. Coims P
iDataAgent: Virtual Server
Optionally, you can choose to exclude specific vApps from being added without deselecting this option.  mstencensne: [ oz new
However, note that these vApps will not be backed up unless each is reassigned to the desired Backup Set Name  Doc-Affinty
subclient. T e ettt i

1. From the CommCell Browser, right-click the backup set for which you want to discover guest hosts I Makthisthe befaul backup set
and then click Properties.

Select Rule-Based Discovery.

Click Discover By drop-down box and select vApp Affinity.

Click Configure. @ Automatic VCBMounter and onthe and ESX verson,

v AW N

Select the vApps you wish to configure for auto discovery and select the subclient you wish to € vmouter ire Consdtedup meths

associate with it.

 vstorage  VMware vStorage API method for Backup.

To exclude a select number of vApps from being backed up, choose the Do Not Backup option in
the Subclient column.

6. Click OK to save your changes. ok Cancel Help
7. Click OK.

CONFIGURING TRANSPORT MODES

By default, the software automatically determines the transport mode currently being used in your Ay Control__cooin Cariiars
environment prior to each backup operation. This process can be eliminated by configuring the
subclient to use a specific transport mode for all backups of that subclient. Doing so negates the need
for the software to search your environment for the appropriate mode, thereby increasing backup o eapi N
performance. def autt
= |
1. From the CommcCell Browser, right-click the subclient and click Properties. poter T etk suciens
2. Click the Transport Mode for VMware drop-down box and select any of the following transport ST
modes: -
o SAN i
O HotAdd e Ao =
O NAS it Ada
O NBD SSL oo ==
o NBD (. .|
If you want the software to automatically set the transport mode based on your setup, select
Auto.
3. Click OK.

e In VCB environments, the NAS transport mode is not attempted
during auto discovery operations. However, you can force the NAS
mode by selecting it in the CommCell Console.

e If you are performing backup of VMware templates, the NBD mode
is used during the backup operation irrespective of any transport
mode that you have selected.

FORCING TRANSPORT MODES IN VSPHERE VADP ENVIRONMENTS

In vSphere VADP environments, you can force one of the following transport modes to be used for all
virtual machine backups by configuring the vStorageTransportMode registry key. The following
transport modes can be forced using this registry key:

e SAN

e HotAdd

e NBD

Follow the steps below to configure this key:

1. From the CommcCell Browser, navigate to Client Computers.

2. Right-click the <Client>, and then click Properties.
3. Click the Registry Key Settings tab.

4. Click Add.

5. In the Name field, type vStorageTransportMode.

6. In the Location field, type virtualServer.
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7. Inthe Type list, select REG_SZ.

8. In the Value field, type the transport mode you want to use in lower-case letters (i.e., san,

hotadd, nbd).

9. Click OK.

Client Computer Properties for proxy6

=

General | Version | Security | Activity Control | Groups | Fireall Confiuration | Network Throtting | Policies
Job Configuration | Encryption ‘ Advanced | Content Indexing | Registry Key Settings | Client Side Deduplication

Name. Location Type

Value Enabled

|+ Add Registry Key on Windows Client proy6 | =) 4

Name \StorageTransportiode

Location  virtualServer

Type REG 87

Value <transport mode>

| [ cancel |

Help

[ peete

oK 4{Camd}: Hep |

PRE/POST PROCESSING USING VMWARE TOOLS

You can use the VMware tools to perform the any operations before or after the backup. For example: A virtual machine hosts a oracle database and you want

to enable the Hot backup of the database before performing the backup, you can run a script using the VMware Tools.

For more information about running scripts on Windows virtual machines, refer to http://kb.vmware.com/kb/1006671

On the Linux virtual machines, the script /usr/sbin/pre-freeze-script will be executed when the software snapshot is created and /user/sbin/post-freeze-script
will be executed when the software snapshot is removed. Ensure that these scripts are executable by the VMware tools user.

The following scripts are available to perform the Pre/Post processes using VMware tools:

OPERATION

PROCEDURE

SCRIPTS

The scripts can be used to take snapshot of a VM with DB2
Application. This script allows VMWARE to suspend I/O updates to
DB2 database till VMWARE LINUX guest snap shot is completed.

1. On a Linux virtual machine, copy the pre-freeze-script and
post-thaw-script to /usr/bin directory.

2. Copy write_suspend and write_resume scripts to a location
where DB2 database can execute it. (Preferably to a
directory under DB2 home)

pre-freeze-script.sh
post-thaw-script.sh
write_resume.sh

write_suspend.sh

The scripts can be used to take snapshot of a VM with MAXDB
Application. This script allows VMWARE to suspend I/O updates to
MAXDB database till VMWARE LINUX guest snap shot is
completed.

1. On a Linux virtual machine, copy the pre-freeze-script and
post-thaw-script to /usr/bin directory.

2. Copy suspend_logwriter and resume_logwriter scripts to a
location where MAXDB database can execute it. (Preferably
to a directory under MAXDB home)

pre-freeze-script.sh
post-thaw-script.sh
resume_logwriter.sh

suspend_logwriter.sh

The scripts can be used to take snapshot of a VM with Oracle
Application. This script allows VMWARE to suspend I/O updates to
Oracle database till VMWARE LINUX guest snap shot is
completed.

1. On a Linux virtual machine, copy the pre-freeze-script and
post-thaw-script to /usr/bin directory.

2. Copy pre-freeze-script.sql and post-thaw-script.sqgl scripts
to a location where Oracle database can execute it.
(Preferably to a directory under Oracle home)

These scripts change the entire database to backup mode.

If the virtual machine has Oracle iDataAgent installed on it,
you can also use the consistent-archivelog-backup.rman
script as a sample to run archivelog backup. This will get a
consistent snap and also all the latest archived logs and
current control file.

pre-freeze-script.sh
post-thaw-script.sh

pre-freeze-script.sql
post-thaw-script.sql

consistent-archivelog-
backup.rman

The scripts can be used to take snapshot of a VM with Sybase
Application. This script allows VMWARE to suspend I/O updates to
Sybase database till VMWARE LINUX guest snap shot is completed.

1. On a Linux virtual machine, copy the pre-freeze-script and
post-thaw-script to /usr/bin directory.

2. Copy pre-freeze-script.sql and post-thaw-script.sqgl scripts
to a location where Sybase database can execute it.
(Preferably to a directory under Sybase home)

These scripts execute sybase quiesce commands which will
stop updates to databases.

pre-freeze-script.sh
post-thaw-script.sh
pre-freeze-script.sql

post-thaw-script.sql

MODIFYING AN AGENT, INSTANCE, OR SUBCLIENT

Certain properties of Agents, Instances, and Subclients can be modified to accommodate changes to your configuration, data, or desired backup behavior.

It is recommended that that you do not modify the properties of an instance or subclient when a job is in progress for that specific instance or subclient. If a
job is in progress, either wait for the job to complete or kill the job from the Job Controller.

The following table describes the properties that can be configured from these levels.

OPTION DESCRIPTION

RELATED TOPICS
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Job Results Directory

Ensure that the full path name for the Job Results Directory, combined with the VMDK file
name, is no greater than 255 characters in length.

1. From the CommCell Browser, right-click the icon of the client computer whose job results
path you want to change, then click Properties.

2. From the Job Configuration tab of the Client Computer Properties dialog box, click
User Name/Password to establish or change the Impersonate User account to access
the Job Results Directory. Click OK once you have administered the account.

3. From the Job Configuration tab, type a new job results path in the Job results path
field.
You can also click Browse to browse to a new job results path from the Browse for Job
Result Path dialog box. Click OK.

4. Click OK to save your changes.

Refer to Job Management.

Change the User Account
Details

In order to perform discovery, backup, and restore operations within a single instance, you
need administrator-level global, virtual machine, and resource privileges.

You can configure the user account associated with the Virtual Center.
1. From the CommCell browser, right-click the virtual server instance.
2. Click Properties.

3. Click Configure Password.

4. Type the user name.

5. Type password and confirm password.

You can configure the user account associated with the ESX Server.

1. Click Configure ESX Server.

2. Select the ESX server.

3. Click Edit.

4. Type the username.

5

Type the password and confirm password.

Change Storage Policies

You can modify the storage policies in any of the following situations:
e To include a different media for the backup operation.
e To use a storage policy with a different retention criteria.

You can change the storage policies from the subclient level.
1. From the CommCell Browser, right-click the subclient.
2. Click Properties.

3. Click Storage Device.
4. Select the Storage policy from the drop-down menu.
5. Click OK.

Refer to Storage Policies.

Rename a Backup Set or
Subclient

You can rename a subclient:

1. From the CommCell Browser, right-click the subclient.
2. Click Properties.

3. Type the new name in the Subclient name field.

4. Click OK.

Data Transfer Options

You can efficiently configure the available resources for transferring data secured by data
protection operations from the subclient level. This includes the following:

e Enable or disable Data Compression either on the client or the MediaAgent.

e Configure the transfer of data in the network using the options for Network Bandwidth
Throttling and Network Agents.

You can configure the data transfer options.
1. From the CommCell Browser,right-click the subclient.
Click Properties.
Click Storage Device.
Click Data Transfer Option tab.

Choose the appropriate software compression option for this subclient.

o v~ w N

Select Throttle Network Bandwidth and set the required bandwidth.

Refer to Data Compression and
Network Bandwidth Throttling.
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7. Click OK.

View Data Paths

You can view the data paths associated with the primary storage policy copy of the selected
storage policy or incremental storage policy. You can also modify the data paths including their
priority from the subclient level.

1. From the CommCell browser, right-click the subclient.
2. Click Properties.

3. Click Storage Device.

4.
5. Click Data Paths.

Select Storage Policy from the drop-down menu.

Number of Data Readers

Use this option to specify the number of simultaneous backup data streams allowed for this
subclient.

1. From the CommCell browser,right-click the subclient.
2. Click Properties

3. Type the Number of Data Readers.

4. Click OK.

Refer to Streams.

Configure a Subclient for
Pre/Post Processing of
Data Protection

You can add, modify or view Pre/Post processes for the subclient. These are batch files or shell
scripts that you can run before or after certain job phases.

1. From the CommCell browser, right-click the subclient.
2. Click Properties.

3. Click Pre/Post Process.

4. Click one of the following phases and type the full path of the process that you want to

execute during that phase. Alternatively, click Browse to locate the process (applicable
only for paths that do not contain any spaces).

o PreBackup Process
O PostBackup Process
5. Click OK.

Select Run Post Scan Process for all attempts to run a post scan process for all
attempts .

7. Select Run Post Backup Process for all attempts to run a post backup process for all
attempts.

8. For subclients on Windows platforms, Run As displays Not Selected.

If you want to change the account that has permission to run these commands, click
Change.

a. In the User Account dialog box, select Use Local System Account, or select
Impersonate User and enter the user name and password. Click OK.

b. If you selected Local System Account, click OK to the message advising you that
commands using this account have rights to access all data on the client computer.

Refer to Pre/Post Processes.

Configure Activity
Control

'You can enable backup and restore operations from the agent and subclient level. However,
you can enable restore operations only from the agent level.

1. From the CommCell browser, right-click the subclient.
2. Click Properties.
3. Click Activity Control, select or clear option(s) as desired.

4. Click OK.

Refer to Activity Control.

Configure User Security

You can configure user security from the agent or subclient level.

'You can perform the following functions:

e Identify the user groups to which this CommCell object is associated.
e Associate this object with a user group.

e Disassociate this object from a user group.

From the CommcCell browser, right-click the subclient.

Click Properties.

1
2
3. Click Security.

4. Select the appropriate user groups to which you want to associate to the CommCell object
from the Available Groups pane, and then move the user group to the Associated

Groups pane.
5. Click OK.

Refer to User Administration
and Security.

Enable/Disable Data
Encryption

You can enable data encryption from the suclient level.Encryption must be enabled at the client
level prior to configuring any instances residing on that client.

1. From the CommCell browser, right-click the subclient.

Refer to Data Encryption.
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2. Click Properties.
3. Click Encryption.
4

Select the desired encryption.

5. Click OK.
View Software Version The Version tab, at the Agent level displays the software version and post-release service
and Installed Updates packs and updates installed for the component.

1. From the CommCell browser, right-click the agent.
2. Click Properties.

3. Click Version.

4. Click OK.
CommCell Configuration [The CommCell Configuration Report provides the properties of the CommServe, MediaAgents, [Refer to CommCell
Report clients, agents, subclients, and storage policies within the CommCell based on the selected Configuration.

filter criteria.
1. From the CommCell browser, click Reports icon.
2. Select CommcCell Configuration.

3. Click Run.

DELETING AN INSTANCE, BACKUP SET, OR SUBCLIENT

The following sections describe the steps involved in deleting an instance, backup set, or subclient.

When you delete an instance or backupset, the associated data is logically deleted and you can no longer access the corresponding data from
CommCell Console for recovery purposes.

Refer to the troubleshooting article on Recovering Data Associated with Deleted Clients and Storage Policies for information on how to recover data
if you accidentally delete an entity.

‘DELETING AN INSTANCE
Consider the following before deleting an instance:

o When you delete a specific instance all job schedules and job histories that pertain to any of the levels within the deleted instance are deleted.

e You cannot delete an instance if it is being backed up. Attempts to delete an instance under such conditions cause the deletion to fail. If a backup is in
progress, either wait for the backup to complete or kill the backup job using the Job Manager. Once the backup is no longer in progress, you can delete the

instance level.
e You cannot delete an instance if there is only one instance present for an agent. To delete the final instance, you must remove the agent software from the

client computer.

1. From the CommCell Browser, right-click the instance that you want to delete, click All Tasks and then click Delete.
2. Click Yes to confirm the deletion. (Clicking No cancels the deletion and retains the node.)

3. Type the requested phrase in the Enter Confirmation Text dialog box and click OK. This should delete the instance.

DELETING A BACKUP SET
Consider the following before deleting a backup set:

o You cannot delete a default backup set.

o Schedules associated with the backup set are also automatically deleted.
1. From the CommCell Browser, right-click the user-defined backup set that you want to delete, and then click Delete from the shortcut menu.
2. A confirmation message is displayed, asking if you want to delete the backup set.

Click No to cancel the deletion and retain the backup set, or click Yes to continue the deletion.

DELETING A SUBCLIENT
Consider the following before deleting a subclient:

e You cannot delete a default subclient.

o Schedules associated with the subclient are also automatically deleted.
1. From the CommcCell Browser, navigate to Client Computers | <Client> | <Agent> | <Backup Set>.
2. Right-click the <subclient> that you want to delete, and then click Delete.

3. A confirmation message is displayed, asking if you want to delete the subclient.
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Click No to cancel the deletion and retain the subclient, or click Yes to continue the deletion.

Back to Top
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Advanced - VMware Backup

TABLE OF CONTENTS RELATED TOPICS

Choosing Backup Types Scheduling

Full Backup Provides comprehensive information on scheduling jobs.

I K Job Management
Incremental Backups Provides comprehensive information on managing jobs.

Differential Backups
Synthetic Full Backups
Running Synthetic Full Backups
Running an Incremental Backup Before or After a Synthetic Full Backup
Verifying Synthetic Full Backups
Ignoring Errors in Synthetic Full Backups
Accelerated Synthetic Full Backups (DASH Full)
Scheduling A Backup
Verifying the Virtual Machine Protection
Managing Jobs
Restarting Jobs
Controlling Jobs

Additional Options

CHOOSING BACKUP TYPES

BACKUP LEVEL RESTORE LEVEL NOTES
Disk-Level Disk-Level (as virtual machine)
Disk Level (as VMDK file)
Disk-Level with Enable Granular Recovery |Disk-Level (as virtual machine) For File-level restores, the following apply:
enabled Disk-Level (as VMDK file) e The MediaAgent must be a Windows-based computer when
restoring from Windows servers.
File-Level e The Index Cache must be on an NTFS disk.
e To perform Linux file-level restores, the
LinuxMetadataSupport registry key must first be configured
on the computer on which the Virtual Server iDataAgent is
installed prior to performing the backup.
You can restore files only from ext2, ext3 and NTFS file
systems.
Volume-Level Volume-Level (as physical volume) Supported only with volumes formatted with the NTFS file
tem.
Volume-Level (as VHD) system
Volume-Level (as VMDK)
Volume-Level with Enable Granular VVolume-Level (as physical volume) For File-level restores, the following apply:
Recovery enabled Volume-Level (as VHD) e The MediaAgent must be a Windows-based computer when

restoring from Windows servers.
Volume-Level (as VMDK) e The Index Cache must be on an NTFS disk.
File-Level

File-Level File-Level Supported only with volumes formatted with the NTFS file
system.

FuLL BACKUP

Full backups provide the most comprehensive protection of data. However, full backups also consume the most amount of time and resources. To streamline
the backup process, several additional backup types are available. The sections below describe the additional backup types that are available.

1. From the CommCell Console, navigate to <Client> | Virtual Server.
2. Right-click the BackupSet and click All Tasks | Backup All Subclients.
Click Yes.
3. Select Full as backup type and Immediate to run the job immediately.
Click OK.
4. You can track the progress of the job from the Job Controller or Event Viewer window.

5. Once job is complete, view the details of job from the Job History.
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Right-click the client computer, click View and then click View Job History.
6. Click OK.

7. You can view the following details about the job by right-clicking the job:
Items that succeeded during the job

Items that failed during the job

Details of the job

Media associated with the job

Events of the job

O O O O O O

Log files of the job.

INCREMENTAL BACKUPS

An incremental backup contains only data that is new or has changed since the last backup, regardless of the type. On average, incremental backups consume
far less media and place less of a burden on resources than full backups.

1 2 3 x
e Inc eee Inc  Full

t/ \/H 1/ A
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Backup #

The illustration on the right clarifies the nature of full and incremental backups. For simplicity, assume Backup Type
there is a file system that contains six files as represented in the figure.

o
3

Backup #1 is a full backup and therefore writes all the data, changed and unchanged, to the backup
media. Backups #2 through #n-1 are incrementals and only back up those files that have changed since —
the time of the last backup, regardless of the type. For example, files A, B, and E changed after the full (Flles A-F)
backup and were therefore backed up in Backup #2. Backup #4 backed up files A and D because both
files were modified sometime after Backup #3 occurred. File F did not change; hence, it was not backed
up in any of the incremental backups, but it was included in both full backups, which, by definition, back
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up everything.
1. From the CommCell Console, navigate to <Client> | Virtual Server | defaultBackupSet.
2. Right click the subclient and click Backup.
3. From the Backup Options dialog box, select from the following options:
Backup Type:
O Select Incremental.
Backup Schedule:
O Select Run Immediately
4. Click OK.
5. You can track the progress of the backup job from the Job Controller window.

6. When the backup has completed, the Job Controller displays Completed.

DIFFERENTIAL BACKUPS

A differential backup contains only the data that is new or has changed since the last full backup. Like incremental backups, differential backups, on average,
consume less media and place less of a burden on resources than full backups. Differential backups are cumulative. This means that each differential backup
contains all changes accumulated since the last full backup. Each successive differential backup contains all the changes from the previous differential backup.

The illustration on the right demonstrates the nature of differential backups. For simplicity, assume there EZECES?M fn D‘n‘r rfm DSW aee D‘v{rf :u
is a file system that contains six files as represented in the figure. A_ﬁ ./ I v N
Backup #1 is a full backup and therefore writes all the data to the backup media. Backups #2 through i -/ H B
#n-1 are differential backups and only back up those files that changed since the time of the last full ] a T
backup. For example, files A, B, and E changed after the full backup and were therefore backed up in Frooneh 9 N v ;
Backup #2 as well as all subsequent differential backups. File C changed sometime after Backup #2 and o ‘/ ‘/ A :2
was consequently backed up in Backup #3 and all subsequent differential backups. File F did not change; H H
hence, it was not backed up in any of the differential backups, but it was included in both full backups, F_ i V = File Changed

which, by definition, back up everything.

1. From the CommCell Console, navigate to <Client> | Virtual Server | defaultBackupSet.
2. Right click the subclient and click Backup.

3. From the Backup Options dialog box, select from the following options:

Backup Type:
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O Select Differential.
Backup Schedule:
O Select Run Immediately
4. Click OK.
5. You can track the progress of the backup job from the Job Controller window.

6. When the backup has completed, the Job Controller displays Completed.

SYNTHETIC FULL BACKUPS

A synthetic full backup is a synthesized backup, created from the most recent full backup and subsequent incremental and/or differential backups. The resulting
synthetic full backup is identical to a full backup for the subclient.

Unlike full, incremental, and differential backups, a synthetic full backup does not actually transfer data from a client computer to the backup media. Therefore,
they do not use any resources on the client computer.

Synthetic full backups are media-based; they read backup data from one media and simultaneously write (restore) the result to the new active media within
the same media group. As a result, synthetic full backups require that at least two media drives for the same storage policy be available at the time the job is
started. Synthetic full backups cannot be performed on subclients where the storage policy is associated with a stand-alone drive.

RUNNING SYNTHETIC FULL BACKUPS

Synthetic full backups can either be started manually or scheduled to occur at regular intervals. Do not concurrently run more than one synthetic full backup,
especially synthetic full backups with multiple streams.

Backup Options for Subclient: default 3

Backup Options

1. From the CommCell Console, navigate to <Client> | Virtual Server |
defaultBackupSet.

Select Backup Type Job Initiation

Right click the <Subclient> and click Backup. OFul OimED
From the Backup Options window, select Synthetic Full for Backup Type. O Ineremertal R
() Differential () schedule

Select Immediate for Job Initiation.
Click OK.

You can track the progress of the backup job from the Job Controller. When the
backup has completed, the Job Controller displays Completed.

oA WN

@ Before Synthetic Ful

O After synthetic Ful

[ ox_ | [ concel ) [ advenced | [ [rsavessserpr | [ reb |

§RUNNING AN INCREMENTAL BACKUP BEFORE OR AFTER A SYNTHETIC FULL BACKUP
An incremental backup can be run either before or after a synthetic full backup.

e Running an incremental backup before the synthetic full ensures that any new or recently changed data is included in the synthetic full.
e Running an incremental backup after the synthetic full ensures that any new or recently changed data since the backup that occurred prior to the synthetic
full, but was not included in the synthetic full, is backed up by the incremental.

The sections below describe the steps to run an incremental backup before or after a synthetic full backup:

Backup Options for Subclient: default 3

1. From the CommCell Console, navigate to <Client> | Virtual Server |

defaultBackupSet. s Cpters
Select Backup Type Job Initistion
2. Right click the <Subclient> and click Backup. @0 G
3. From the Backup Options window, select Synthetic Full for Backup Type. O Inaremental Run thisjob nows
) Differential O Schedule

4. Select Run Incremental Backup and then select Before Synthetic Full or After
@ Byrthelic Fulf

Synthetic Full options.

5. Select Immediate for Job Initiation. % Before Syntetic Fol
You can track the progress of the backup job from the Job Controller. When the
backup has completed, the Job Controller displays Completed.

[ ox ] [Concel | [Cavanced | [ @ save s serpe | [relp |

VERIFYING SYNTHETIC FULL BACKUPS
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This option ensures that files that have not backed up by incremental jobs since the last
full backup are backed up by the next incremental.

For example: If you perform the conventional full backup only once for a given subclient

and then perform incremental (or differential) backups and periodic synthetic full backups.

After the conventional full backup, a file is added to the subclient and the file has a time
stamp older than the time of full backup. In such scenario, the file will never get backed
up. Eventually, such files may be pruned and no backup of such files will be available.

The illustration on the right explains the necessity of verifying synthetic full backups.
In order to overcome this problem, it is recommended to verify the synthetic full backups
job periodically as follows:
1. From the CommCell Console, navigate to <Client> | Virtual Server |
defaultBackupSet.
Right click the <Subclient> and click Backup.
From the Backup Options dialog box, select Synthetic Full.
Click Advanced.
In the Advanced Backup Options dialog box, click the Data tab.
Select Verify Synthetic Full. Click OK to continue.
Click OK.
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IGNORING ERRORS IN SYNTHETIC FULL BACKUPS

Errors encountered in synthetic full backups can be ignored, even if backup media is partially corrupted. Errors such as inability to read data (bad tape, files

missing on disk media, etc.) will be ignored when this option is enabled.

1. From the CommCell Console, navigate to <Client> | Virtual Server |
defaultBackupSet.

Right click the subclient and click Backup.

From the Backup Options dialog box, select Synthetic Full.

Click Advanced.

In the Advanced Backup Options dialog box, click the Data tab.

Select Verify Synthetic Full and then select Ignore Error in Synthetic Full.
Click OK to close the Advanced Backup Options dialog box.

® N o 0k N

Click OK .

ACCELERATED SYNTHETIC FULL BACKUPS (DASH FULL)

When a storage policy copy is deduplicated, synthetic full backups can be created in an accelerated mode to significantly reduce the copy duration. This is done
by identifying and transferring the data signatures (instead of the data itself) to the target wherever possible.

Learn more...

SCHEDULING A BACKUP

1. e From the CommCell Console, navigate to Client Computers | Virtual Server
e Right-click the Subclient and click Backup.
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2. e Click Schedule to schedule the backup for a specific time. ““"“"“"“"‘"5“"““'““ deleal X
e Click Configure to set the schedule for the backup job. The Schedule Details dialog D P
displays.
CFdl O Immediats
(@ Incremental
(O Differential ® EifediE
© Synthetic Ful Configure Schedule Pattern
3. Select the appropriate scheduling options. For example:
o Click Weekly. Schedule Name
o Check the days you want the run the backup job. © one Tine sattme [ sioom <]
e Change the Start Time to 9:00 PM e
e Click OK to close the Schedule Details dialog Oty
e Click OK to close the Backup Options dialog O GRS Gty gzt Bk
Thursday [ Friday [ Saturday
The backup job will execute as per the schedule. (s
[ ok [ concel [ Heb ] [Coptins>> ]

RELATED TOPICS
Scheduling: Provides comprehensive information on scheduling.

Schedule Policy: Provides comprehensive information on creating schedule policies.

VERIFYING THE VIRTUAL MACHINE PROTECTION COVERAGE

You can get information about the number of virtual machines protected at any point in time. This information is useful to verify that all the virtual machines
are getting protected as specified in the backup schedule. You can run a SQL query on the CommServe database to verify the status of backups performed for
each virtual machine in the last <n> days. When you schedule backups for a subclient, you should run this query periodically to check whether all the virtual
machines are getting backed up according to the schedule.

Use the following steps to run the query:
1. Log on to the CommServe computer. Ensure that the user account used for logging in has administrative privileges.
2. Open the Microsoft SQL Server Management Studio and run the following query on the CommServe database:
select * from VMProtectionCoverage (<n>, '<backup type>')
where <n> is the number of days and <backup type> is the type of backup.
For example:

select * from VMProtectionCoverage (30, 'INCR')

This query provides the status of incremental backups performed for each virtual machine protected in the last 30 days. The query is executed for all
virtual machines protected by any Virtual Server iDataAgent within the CommcCell.
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To verify the status of full and incremental backups performed for each virtual machine in the last <n> days, run the query as follows:
VMProtectionCoverage (<n>, ")

The VMProtectionCoverage query does not provide information about synthetic full backups.

The results of the query contains the status of the backups performed for each virtual machine. The status is one of the following:

STATUS DESCRIPTION

Currently Protected All backups for the virtual machine were successful in the last <n> days.

Discovered, Not Protected The virtual machine was discovered but never backed up.

Manually Excluded [The virtual machine was excluded from the subclient and was not backed up in last <n> days.

Not Protected in the time range No backup was performed for the virtual machine in the last <n> days, but a backup was performed in the past.

MANAGING JOBS

Jobs can be managed in a number of ways. The following sections provide information on the different job management options available:

RESTARTING JOBS

Jobs that fail to complete successfully are automatically restarted based on the job restartability configuration set in the Control Panel. This configuration can
be changed at any time; however, changes to this configuration will affect all jobs run in the entire CommCell.

It is also possible to override the default CommServe configuration for individual jobs by configuring retry settings when initiating the job. This configuration,

however, will apply only to the specific job.

Backup jobs for this Agent are resumed from the point-of-failure.

CONFIGURE JOB RESTARTABILITY AT THE COMMSERVE LEVEL

1. In the CommcCell Console, click the Control Panel icon, then double-click Job Management.

2. In the Job Restarts tab of the Job Management dialog box, select a job type from the Job Type list, and then select the Restartable check box.

3. To change the maximum number of times the Job Manager will try to restart a job, select a number in the Max Restarts box.

4. To change the time interval between attempts by the Job Manager to restart the job, select a number of minutes in the Restart Interval (Mins) box.
5. Click OK to save your changes.
CONFIGURE JOB RESTARTABILITY FOR AN INDIVIDUAL JOB

1. From the Backup Options dialog box, click Advanced, then select the Job Retry tab and specify the following as desired:
O Total Running Time - The maximum elapsed time, in hours and minutes, from the time that the job is created.
O Number of Retries - The number of times that Job Manager will attempt to restart the job.
o Kill Running Jobs When Total Running Time Expires - Option to kill the job when the specified Total Running Time has elapsed, even if its state is

"Running".

2. Click OK.

CONTROLLING JOBS

The following controls are available for running jobs in the Job Controller window:

Temporarily stops a job. A suspended job is not terminated; it can be restarted at a later time. Only preemptible jobs can be
SUSPEND suspended.

Resumes a job and returns the status to Waiting, Pending, Queued, or Running depending on the availability of resources or
RESUME the state of the operation windows and activity control settings.

Backup jobs for this Agent are resumed from the point-of-failure.
Terminates a job.

KILL

These controls can be applied to:

e All jobs in the Job Controller.
e All selected jobs in the Job Controller providing you have the correct security associations at the proper level for each job selected.
e All data protection operations running for a particular client or client/agent.

e All data protection operations running for a particular MediaAgent.
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1. From the Job Controller of the CommCell Console, right-click the job and select Kill, Suspend, or Resume as desired.
O When killing a job:

Click Yes when the confirmation prompt appears if you are sure you want to kill the job. The job status may change to Kill Pending for a few
moments while the operation completes. Once completed, the job status will change to Killed and it will be removed from the Job Controller window
after five minutes.

O When suspending a job:
The job status may change to Suspend Pending for a few moments while the operation completes. The job status then changes to Suspended.
O When resuming a job:

As the Job Manager attempts to restart the job, the job status changes to Waiting, Pending, or Running.

ADDITIONAL OPTIONS

Several additional options are available to further refine your backup operations. The following table describes these options, as well as the steps for
configuring them.

Be sure to read the overview material referenced for each feature prior to using them.

OPTION DESCRIPTION RELATED TOPICS
Catalog The Catalog section helps you to select the index cache sharing and granular restartability Refer Index Cache Server for
options for the job. more information.

1. Right-click the Subclient and select Backup.
2. From the Backup Options for Subclient window, click Advanced.

3. From the Data tab, select the Use shared profile if present with transaction logging
option. This option helps you to use the shared index cache profile of the MediaAgent (if
configured) to save a copy of the job's index cache for index cache sharing with
transaction logging feature for granular job restartbility. Shared profile with transaction
logging provides job restartability in failover situations.

4. Select the Use shared profile if present without transaction logging option. This
option helps you to use the shared index cache profile of the MediaAgent (if configured) to
save a copy of the index cache for index cache sharing without transaction logging feature
for granular job restartbility. This is not a recommended configuration.

5. Select the Use Transaction Logging option. This option helps you to use transaction
logging feature for granular job restartbility (without using shared profile for index cache
sharing).

6. Select None for not using shared profile and transaction logging.

7. Select the Enable Granular Recovery. This is to perform Granular Recovery. It allows
the recovery of Individual files and folders.

8. Click OK.
Startup Options
pOp The Job Manager will use the startup priority setting when allocating the required resources. Refer Job Priority and Priority
This is useful if you have jobs that are very important and must complete, or jobs that can be |Precedence for more
moved to a lower priority. information.

1. Right-click the Subclient and select Backup.

2. From the Backup Options for Subclient window, click Advanced.
3. From Startup tab, select the Default Priority option.
4

Select Change Priority option to change the priority for a job, between 0 (highest priority)
and 999 (lowest priority).

5. Select Start up in Suspended State option to specify the selected job to start in the Job
Controller in a suspended state.

6. Click OK.

Job Retry Options The Job Retry option helps in configuring the retry behavior of the backup jobs. You can specify|Refer Job Management for
the maximum elapsed time before a job can be restarted or killed and the maximum number of[more information.
restart attempts.

1. Right-click the Subclient and select Backup.
2. From the Backup Options for Subclient window, click Advanced.

3. From the Job Retry tab, select the Enable Total Running Time check box and specify
the maximum elapsed time in hours and minutes.

4. Select the Number Of Retries check box and specify the number of retries in the
Number Of Retries box. Based on this number, the Job Manager attempts to restart the
job.
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5. Select the Kill Running Jobs When Total Running Time Expires check box. The job
will be killed when the job is still in running status even after reaching the maximum
elapsed time.

6. Click OK.

Start New Media

The Start New Media option helps in starting the backup/archive operation on a new media.

This media management feature provides a degree of control over where the data physically
resides.

1. Right-click the Subclient and select Backup.
2. From the Backup Options for Subclient window, click Advanced.
3. From the Media tab, select the Start New Media check box.

4. Click OK.

Refer the Creating an
Exportable Media Set section
of the Export Media for more
information.

Another form of the Start
New Media option is available
from the library properties.
Refer the Start New Media
section of the Library
Properties for more
information.

Mark Media Full

The Mark Media Full on Success option marks the Media as Full, 2 minutes after the successful
completion of the backup/archive. This feature prevents any other data being written to the
same media.

1. Right-click the Subclient and select Backup.
2. From the Backup Options for Subclient window, click Advanced.
3. From the Media tab, select the Mark Media Full on Success check box.

4. Click OK.

Refer the Create an
Exportable Media Set section
of the Export Media
documentation for more
information.

Refer Export Media for more
information.

Allow other Schedules to
use Media Set

The Allow Other Schedules to use Media Set option allows jobs that are part of the schedule or
schedule policy and using the specific storage policy to start a new media. It also prevents
other jobs from writing to the same set of media.

1. Right-click the Subclient and select Backup.
2. From the Backup Options for Subclient window, click Advanced.

3. From the Media tab, select the Allow Other Schedules to Use Media Set check box.
4. Click OK.

Refer the Creating an
Exportable Media Set section
of the Export Media for more
information.

Data Path Options

Data Protection operations use a specific data path (Library, MediaAgent, Drive Pool, and
Drive) to perform the backup operations as configured in the CommCell. By default, the system
automatically identifies the data path for the backup operations.

The following are some of the important situations where you may need to change the data
path:

o When the preferred MediaAgent, library or drive pool is not available during the backup

e When you need to use a different MediaAgent, library or drive pool for load balancing
purposes.

e When you need to direct that backup to a particular location for compliance purposes.
1. Right-click the Subclient and select Backup.
2. From the Backup Options for Subclient window, click Advanced.

3. From the Data Path tab, select Use MediaAgent and Use Library or Use Drive Pool
and Use Drive from the respective drop-down combo boxes.

4. Click OK.

Refer Change Data Path for
more information.

Vault Tracker

The VaultTracker feature provides the facility to manage media that are removed from a library
and stored in offsite locations. The VaultTracker function provides the following capabilities in
your day-to-day operations:

e Identifies media that must be sent off-site for storage or brought back from off site
locations.

e Automatically moves the media in sequence in the library and provides a pick-up list for the
operators.

e Identifies and tracks the media during transit.
o Records and tracks the movement of media not used by all MediaAgents or Foreign Media.

1. Right-click the Subclient and select Backup.

2. From the Backup Options for Subclient window, click Advanced.
3. From the VaultTracking tab, select the necessary options.

4. Click Ok.

Refer to the following
documentation for a
comprehensive overview prior
to using this feature:

e VaultTracker if a standard
CommServe license is
available.

e VaultTracker Enterprise if

the VaultTracker Enterprise
license is available.

Alerts

The Alert option is used for setting up the criteria to raise notifications/alerts for job statuses
such as failure, success, or any other conditions triggered by the backup job. Adding alerts
helps the user or the user group to get the notification automatically about the status of the
backup job.

Refer Alerts for more
information.
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1. Right-click the Subclient and select Backup.

2. On the Backup Options for Subclient window, click Advanced.

3. On the Alert tab, click Add Alert and it opens Add Alert Wizard window.

4. From the Add Alert Wizard window, select the Threshold and Notification Criteria.
Click Next.

5. Select the Notification Types. Click Next.

6. Select the Users and User Groups. Click Next.

7. Click Finish.

Command Line Backups

Command Line Interface enables you to perform backups from the command line. The
commands can be executed from the command line or can be integrated into your own scripts
or scheduling programs. In addition, you can also generate scripts for specific operations from
the CommCell Console using the Save As Script option. These scripts can later be executed
using the commands from the command line interface.

Refer Command Line Interface
for more information.

CommcCell Readiness
Report

The CommCell Readiness Report provides you with vital information about the condition of your
CommCell.

Refer CommCell Readiness
Report for more information.

Backup Job Summary
Report

The Backup Job Summary Report provides the details of all the backup jobs of clients.

Refer Backup Job Summary
Report for more information.

Back to Top
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Advanced - VMware Restore

TABLE OF CONTENTS RELATED TOPICS

Choosing Restore Types Scheduling
Provides comprehensive information on scheduling jobs.

Job Management

Provides comprehensive information on managing jobs.
Restoring Virtual Machines to Different Destination (Out-of-place Restore) |ist Media

Different Destination Client Provides comprehensive information on media management

Different Virtual Center and prediction.

Different ESX Server

Different Data Store

Different Resource Pool/vApp

Different Name

Restoring Multiple Virtual Machines

Restoring Virtual Machines to Same Destination (In-Place Restore)

Restoring Virtual Machines with Disk Provisioning
Restoring Virtual Machines with Transport Mode
Overwrite Virtual Machines with Same Name
Automatically Power On Restored Virtual Machines

Restoring Virtual Machine Disk (VMDK) Files
Restoring VMDK Files
Mounting VMDK Files Backed up from VStorage Environments
Mounting VMDK Files as a Complete Volume

Restoring Volumes

Restoring Files and Folders
Windows Clients
Linux Clients

Finding and Restoring
Prerequisites
Finding a File or Folder
Finding a File or Folder On Multiple Virtual Machines
Finding A File or Folder on Specific Volume
Finding a File Backed Up in Specific Time Range
Quick Search Using Sampling
Adding Search Results to a List
Using Find From a Browse Window
Restoring Files or Folders from the Search Results

Scheduling a Restore
Restoring Guest Files from Unix Media Agent
Creating Virtual Machines from Restored VMX Files

Browse Data

Browsing Data From Before the Most Recent Full Backup
List Media

Listing Media For a Subclient

Listing Media For a Backup Set or Instance

Restore by Jobs

Manage Restore Jobs
Restart Jobs
Resubmit Jobs
Control Jobs

Additional Restore Options

CHOOSING RESTORE TYPES

When restoring VMware data, it is important to consider the backup-level that was originally performed. The following table illustrates the types of restores
available for each backup level:

BACKUP LEVEL RESTORE LEVEL NOTES
Disk-Level Disk-Level (as virtual machine)
Disk Level (as VMDK file)
Disk-Level with Enable Granular Recovery |Disk-Level (as virtual machine) For File-level restores, the following apply:
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enabled Disk-Level (as VMDK file)

File-Level

systems.

o The MediaAgent must be a Windows-based computer when
restoring from Windows servers.

e The Index Cache must be on an NTFS disk.

e To perform Linux file-level restores, the
LinuxMetadataSupport registry key must first be configured
on the computer on which the Virtual Server iDataAgent is
installed prior to performing the backup.

You can restore files only from ext2, ext3 and NTFS file

Volume-Level VVolume-Level (as physical volume)
Volume-Level (as VHD)

VVolume-Level (as VMDK)

system.

Supported only with volumes formatted with the NTFS file

Volume-Level (as physical volume)
Volume-Level (as VHD)
VVolume-Level (as VMDK)

Volume-Level with Enable Granular
Recovery enabled

For File-level restores, the following apply:

o The MediaAgent must be a Windows-based computer when
restoring from Windows servers.

e The Index Cache must be on an NTFS disk.

File-Level
File-Level File-Level Supported only with volumes formatted with the NTFS file
system.
RESTORING MULTIPLE VIRTUAL MACHINES
Restore Ostions for Al Selectad kems ==
To fasten and ease the restore operation, you can restore multiple virtual machines in a
single job. Follow the steps given below, to restore multiple virtual machines: fesre
1. From the CommCell Console, navigate to the <Client> | Virtual Server. A LR
2. Right-click the subclient that contains the data you want to restore, point to Browse 7 ’
Backup Data. ey el “cowe |
3. In the Browse Options window, click OK. e
[e—— fep— [EE——,
4. From the Browse window, select the virtual machine in the left pane. The S Codmon: - I
configuration and VMDK files of the virtual machine are displayed in the right pane. -
. —
5. Click Recover All Selected in the bottom of the window. =
6. From the General tab of the Restore Options for All Selected Items dialog box:
o Click Virtual Machines.
O All the selected virtual machines are displayed in the VM and Disk column.
O Enter corresponding values for each virtual machine you want to restore.
O To select multiple virtual machines hold down the SHIFT key and select the virtual —
machines you want to restore.
7. Click OK. All the virtual machines that were selected are restored in a single job.
RESTORING VIRTUAL MACHINES TO SAME DESTINATION (IN-PLACE RESTORE)
Restoe Options for All elected s ot

When restoring data, the Virtual Server iDataAgent provides the facility to restore data to
the same destination host, and placing all of the disks back to their original datastores.
Follow the steps given below to perform an in-place restore:

1. From the CommCell Console, navigate to the <Client> | Virtual Server.

2. Right-click the subclient that contains the data you want to restore, point to Browse
Backup Data.

3. In the Browse Options window, click OK.

4. From the Browse window, select the virtual machine(s) in the left pane. The
configuration and VMDK files of the virtual machines are displayed in the right pane.

5. Click Recover All Selected in the bottom of the window.

6. From the General tab of the Restore Options for All Selected Items dialog box:
o Click Restore in place.

7. Click OK. When a virtual machine is restored, it will be restored to the same
destination per the time of backup.

oo [ nteon]

Restore as
1

Destiaton dient |hyperzen_5

Venter [yperzen

:

VM and Disk

2 SmalWW_10_Autol
-SmalWM_10_Auto...
Small_10_Auto

Vetual Madhine Configuration
Power ON Vrtual Machine After Restore

te VM with the same.

ESKServer

dd to Resource Pooljvapp.

advanced | [ B swverssap | [ reb

RESTORING VIRTUAL MACHINES TO DIFFERENT DESTINATION (OUT-OF-PLACE RESTORE)

Virtual machines can be restored to a different destination host from which the data originated; this is referred to as an out-of-place restore. The following
sections provide the options available for an out-of-place restore.
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'RESTORING A VIRTUAL MACHINE TO A DIFFERENT DESTINATION CLIENT

Restore Options for All Selected Items

op

By default, the virtual machine is associated to the client machine, as it was at the time of
backup. However, an entire virtual machine can be restored to a different client, by
following the steps given below:

1. From the CommcCell Console, navigate to the <Client> | Virtual Server.

2. Right-click the subclient that contains the data you want to restore, point to Browse
Backup Data.

3. In the Browse Options window, click OK.

4. From the Browse window, select the virtual machine in the left pane. The
configuration and VMDK files of the virtual machine are displayed in the right pane.

5. Click Recover All Selected in the bottom of the window.

6. From the General tab of the Restore Options for All Selected Items dialog box:
o Click Virtual Machines.
O Choose a different Destination Client from the dropdown list.

7. Click OK.

General | Job Initiation
Restore as

© Virtual Machines

Virtual Machine Files

@stlnatlun client | proxy6

Virtual Machine Restore Options

Override Default Selection

Virtual Center / ESX Server

Server logon account

s0go24

User Account  vsauser

Virtual Machine Configuration

¥M Name

£ ok

Power ON Yirtual Machine After Restore

Cancel | [ advanced

Browse VirtualCenter { ESX Servers for destination

|| @saveasscript || Hep |

RESTORING TO A DIFFERENT VIRTUAL CENTER

An entire virtual machine can be restored to a datastore of the original Virtual Center or to
a different one using the credentials of the Virtual Center. Specifying a different location
provides the flexibility to distribute restored virtual machines to a location with greater
space and resource availability, should the virtual machine's original location prove not
timal.

When restoring a virtual machine, a Disk level backup must have been used to back it up.

Fo

llow the steps given below to restore the virtual machine to a different vCenter:

" Restore Options for Al Selected Items

General | Job Iniation

Restore as 7

Destiaton dient hyperzen_S

Vitusl Machine Fies

vCenter [yperzen

[IRestorein lace

VM and Dk
B SmalWM_10_Auto1

Rename v Enter User Name and Password 2dd to Resource Pool/vApp

1. From the CommCell Console, navigate to the <Client> | Virtual Server. T —
2. Right-click the subclient that contains the data you want to restore, point to Browse :h"’m
Backup Data.
3. In the Browse Options window, click OK.
4. From the Browse window, select the virtual machine in the left pane. The s
configuration and VMDK files of the virtual machine are displayed in the right pane. I —
5. Click Recover All Selected in the bottom of the window. g -
6. From the General tab of the Restore Options for All Selected Items dialog box:
o Click Virtual Machines. (o) e ) [t ) [Brmerssam ] (0]
O Choose a different Virtual Center by clicking on the Change button.
O Enter the name of the Virtual Center, that you want your virtual machine to be
restored into.
O Enter the User credentials.
o Click OK.
7. Click OK.
'RESTORING TO A DIFFERENT ESX SERVER

By

default, the virtual machine is restored to the ESX server, as it was at the time of

backup. However, an entire virtual machine can be restored to a different ESX server, by
following the steps given below. Specifying a different location provides the flexibility to

dis

tribute restored virtual machines to a location with greater space and resource

availability should the virtual machine's original location prove not optimal.

Before restoring a virtual machine ensure the following:

A Disk Level backup is performed for the virtual machine.

The ESX server supports the hardware version of the virtual machine. If the hardware
version of the virtual machine is not supported by the ESX server, the restore job will
complete successfully but the virtual machine will be inaccessible.

From the CommcCell Console, navigate to the <Client> | Virtual Server.

Right-click the subclient that contains the data you want to restore, point to Browse
Backup Data.

In the Browse Options window, click OK.
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Festore Oatiors ‘or All Selected tems. 5 [
4. From the Browse window, select the virtual machine in the left pane. The *Gerer bt
configuration and VMDK files of the virtual machine are displayed in the right pane. Restore s
) . . (0 wrmracs) O svacos s
5. Click Recover All Selected in the bottom of the window.

Desthaton dient [hyperzen_5

6. From the General tab of the Restore Options for All Selected Items dialog box:
. - R e fedsen
o Click Virtual Machines.

O Choose a different ESX Server by clicking on the Browse button. :

Mand sk Rerane iMas 7 o > Dastore Ade to Resurce Pl
O Select a different ESX Server from the Browse window. S0 e
o Click OK. ﬁﬁ
o
B AutcFDS
7. Click OK. s
f s
e
7] Fower ON Virtual Machine After Restore
7] Uncorditonaly overwrite. 3 =
P
.

'RESTORING TO A DIFFERENT DATA STORE

Restore Gptions for Al elcted fems . - g L]
You can specify a different datastore on the destination host by following the steps given [ Genwa [spintater]
below. When restoring a virtual machine, a Disk Level backup must have been used to Resue s
back it up. After restore, the virtual machine is automatically associated to the new data 1 (@ irtNaded) 0 Vil Hachne s
store selected. sestatin et a3 =
. i ient> i .
1. From the CommCell Console, navigate to the <Client> | Virtual Server J— —
2. Right-click the subclient that contains the data you want to restore, point to Browse e plce
Backup Data. e e I
3. In the Browse Options window, click OK. =Ty e

~Small_10_Auto. [ atmalonEs o

4. From the Browse window, select the virtual machine(s) in the left pane. The
configuration and VMDK files of the virtual machines are displayed in the right pane.

5. Click Recover All Selected in the bottom of the window.

6. From the General tab of the Restore Options for All Selected Items dialog box: W;f;;y@ﬂmmw
o Click Virtual Machines. Dk”“m'““
O Choose a different Data Store from the dropdown list. e
o Ifa vir_tual machine has multiple disks a destination datastore can be selected for
each disk. 3@
7. Click OK.

RESTORING TO A DIFFERENT RESOURCE POOL/VAPP

Restore Options for AllSelected ems -
By default, when a virtual machine is restored it will be restored to its original resource Gl it
pool. You can select a specific resource pool/vApp on the host that the virtual machine can Resores
be restored into. vApp is a customized form of a resource pool. Follow the steps given ! (@i wasoseer
below to add/change a virtual machine to a Resource Pool/vApp: s =
1. From the CommcCell Console, navigate to the <Client> | Virtual Server. e -
2. Right-click the subclient that contains the data you want to restore, point to Browse hosnie

Backup Data ——— S
3. In the Browse Options window, click OK. e e RO
4. From the Browse window, select the virtual machine in the left pane. The E%

configuration and VMDK files of the virtual machine are displayed in the right pane.
5. Click Recover All Selected in the bottom of the window.
6. From the General tab of the Restore Options for All Selected Items dialog box: M::::::WWM

o Click Virtual Machines. wmm.”::i b ) o=

O Add the virtual machine to a Resource Pool/vApp by clicking on the Browse Togothetes Ao

button.

O Select a different Resource Pool/vApp from the Browse window.

o Click OK. ) i i et i
7. Click OK.

RESTORING VIRTUAL MACHINES WITH A DIFFERENT NAME
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By default, the Virtual Machine is restored with the original name, exactly as it was at the
time of backup. This can be changed to a more appropriate name by following the steps

given below: 1 [r——.

Destination dent |hyperzen_5. =

1. From the CommCell Console, navigate to the <Client> | Virtual Server.
wCenter yperzen

Restore inplace:

2. Right-click the subclient that contains the data you want to restore, point to Browse
Backup Data.

andosk Raemewes 2 estsene ovsioe 1d6 o Resmrc oo
3. In the Browse Options window, click OK. s

SmalvM_10_Auto,

4. From the Browse window, select the virtual machine in the left pane. The
configuration and VMDK files of the virtual machine are displayed in the right pane.

5. Click Recover All Selected in the bottom of the window.

6. From the General tab of the Restore Options for All Selected Items dialog box: [ ——
o Click Virtual Machines. S
O Type in a different name to the virtual machine by double clicking the Restore as f‘*" ‘‘‘‘‘‘‘ o ks
text box. oot (B

7. Click OK. When the virtual machine is restored, it is restored with the new name.

) ) i) )

Ensure that Service Pack 2 has been installed on the CommServe and Client computers
prior to using this feature.

By default the disk is restored with its original provisioning type, as it was at the time of
backup. The disk provisioning types available are:

o Auto: same as the source virtual machine, chosen during backup.
e Thick: Thick provisioning allocates and commits full size to the data store.

e Thin: Thin provisioning allocates full size and commits only as much storage space as
the disk needs for its initial operation. =T

Follow the steps given below to change the provisioning type on restore:

1. From the CommcCell Console, navigate to the <Client> | Virtual Server.

2. Right-click the subclient that contains the data you want to restore, point to Browse
Backup Data.

3. In the Browse Options window, click OK.

4. From the Browse window, select the virtual machine in the left pane. The
configuration and VMDK files of the virtual machine are displayed in the right pane.

5. Click Recover All Selected in the bottom of the window.

6. From the General tab of the Restore Options for All Selected Items dialog box:
O Click Virtual Machines.
O Choose an appropriate Disk provisioning option from the drop down list.

7. Click OK. When the virtual machine is restored, it is restored with the disk
provisioning type selected.

RESTORING VIRTUAL MACHINES WITH TRANSPORT MODE

Ensure that Service Pack 2 has been installed on the CommServe and Client computers
prior to using this feature.

By default, the software automatically defaults to the auto transport mode. Choosing
Auto, software will automatically select the best suitable transport mode based on the
setup. Follow the steps given below to restore virtual machines with a different Transport
Mode option:

1. From the CommCell Console, navigate to the <Client> | Virtual Server.

2. Right-click the subclient that contains the data you want to restore, point to Browse
Backup Data.

3. In the Browse Options window, click OK.

4. From the Browse window, select the virtual machine in the left pane. The
configuration and VMDK files of the virtual machine are displayed in the right pane.

5. Click Recover All Selected in the bottom of the window.

6. From the General tab of the Restore Options for All Selected Items dialog box:
o Click Virtual Machines.
O Choose an appropriate Transport Mode option from drop down list.
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Festore Options for All Selected Fems

—.

General | b Intiation

7. Click OK. When the virtual machine is restored, it is restored with the transport
mode you selected.

OVERWRITE VIRTUAL MACHINES WITH SAME NAME

Ensure that Service Pack 2 has been installed on the CommServe and Client computers
prior to using this feature.

By default, this option is deselected. When Virtual machines with the same name exist on
the destination host, you can choose the overwrite an existing virtual machine option, to
free up space on the datastore. By doing this, the existing virtual machines are deleted
and the newly restored virtual machines replace them.

Follow the steps given below to overwrite virtual machines with same name:
1. From the CommcCell Console, navigate to the <Client> | Virtual Server.

2. Right-click the subclient that contains the data you want to restore, point to Browse
Backup Data.

3. In the Browse Options window, click OK.

4. From the Browse window, select the virtual machine in the left pane. The
configuration and VMDK files of the virtual machine are displayed in the right pane.

5. Click Recover All Selected in the bottom of the window.
6. From the General tab of the Restore Options for All Selected Items dialog box:

o Click Virtual Machines.

O Select Unconditionally overwrite VM with same name option to overwrite an
existing virtual machine name.

7. Click OK.

AUTOMATICALLY POWER ON RESTORED VIRTUAL MACHINES

Ensure that Service Pack 2 has been installed on the CommServe and Client computers
prior to using this feature.

Once a virtual machine has been restored, it can be automatically powered on be following
the steps given below:

Restoreas

1
@ Vrtual Nachines

Destratondient hyserzer,_5 =

Vitual Mechine Fes

vCenter [hyserzer.

Restore i pace

VM and isk Catz Store Add fo Resource FoolfvApp.
5 Smalw_10_Auto1
~SmalI_10_Aut.

~SmalI_1o_Aut.

Renane WM as Esksever

esx.conmuauit.com B nternd on ESX

B nternd on ESX
750 B nternel on ESK

Vrtial Hacine Confguration
[ Power ON Vitua Machine After Restore
[ Urconditonaly overwrite WM wih e same rame

DiskPovsioning : | Aute +

Te————v—) )
oo
o
I
oo
b 1 ) (T o) e [[Bomemson

Restore Optiors for All Selected Items

General | Job Inisatin

Restore zs

(@ VirtualMachines Virtusl Machine Files

Destration dent [hyperzen_5 =
wente yprzen

[ |Restore inplace:

Renane WM as
Snallw_io_uto1

ESkSener DataStore

705 ntemalmESX

75058 ntemalonESK

VM and Disk Add to Resource PoolfsAp>

- SmalVM_10_Auto.
- SmalvM_10_Aut.

75058 ntemalonESK

7] Power ON Virtusl Machine After Restore.
)

Transporthode:  [Auto

@

Restore Options for All Selected Items

General | J0b Intiaton

o)

Destiation dent |hyperzen 5. =

Vrtual Machine Fles

1. From the CommCell Console, navigate to the <Client> | Virtual Server.

2. Right-click the subclient that contains the data you want to restore, point to Browse
Backup Data.

3. In the Browse Options window, click OK.

4. From the Browse window, select the virtual machine in the left pane. The
configuration and VMDK files of the virtual machine are displayed in the right pane.

5. Click Recover All Selected in the bottom of the window.

6. From the General tab of the Restore Options for All Selected Items dialog box:
O Click Virtual Machines.
O Select Power On Virtual Machine After Restore to power on the virtual

machine immediately following restore completion.
7. Click OK.

vCenter [yperzen
| Restore in place:

Rename VM as
SmalViv_10_Auto1

-Smalvi_10_Auto,
-SmalvM_10_Auto.

e oata st
[Scomaiton LT TN TY——
oG memalangs v
oG memlanEs v

Add to Resource PoolfvApp.

Virtual Machine Configuration

:
[ Uncondtionally overwrite VM with the same name
DiskProvisoning : [ =

TranspartMode:  [Auto v,

(Eo) [ ) (Boemion )
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RESTORING VIRTUAL MACHINE DisKk (VMDK) FILES

'RESTORING VMDK FILES

You can restore single or multiple VMDK files from a virtual machine.

1. From the CommcCell Console, navigate to the Client Computers | <Client> | Restore Options for All Selected Items (=]
Virtual Server | <Instance> | <BackupSet>. General | Job Initiation
2. Right-click the subclient that contains the VMDK file you want to restore and select Restore as

Browse Backup Data.
Virtual Machines @ Virtual Machine Files
3. In the Browse Options window, click OK.
Destination clien -

4. The Browse window displays list of backed up virtual machines in the left pane. The
configuration and VMDK files of the virtual machine are displayed in the right pane. Specify Staging Path
5. Select the required VMDK file from the right pane, ioree.
6. Click Recover All Selected in the bottom of the window.
7. From the General tab, select a Destination client (e.g. a proxy computer).
8. Click Browse and specify the Staging Path.

l gOK H Cancel H Advanced H @Savehsﬁript H Help ]

9. Click OK.
The VMDK file will be restored to the location specified in the staging path.

MOUNTING VMDK FILES BACKED UP USING VSTORAGE ENVIRONMENTS

To mount VMDK files if a backup was done using the vStorage method, execute the following at the command line:

<software install path>\Base\VMWARE\VDDK\bin>vmware-mount.exe <DriveLetter> <Path to disk>

For example: C:\Program Files\Calypso\Base\VMWARE\VDDK\bin>vmware-mount.exe Z: "G:\restoreasVMDK\W2K8 X64 1.vmdk"
To unmount VMDK files if backup was done using the vStorage method, execute the following at the command line:

<software install path>\Base\VMWARE\VDDK\bin>vmware-mount.exe <DriveLetter> /d

For example: C:\Program Files\Calypso\Base\VMWARE\VDDK\bin>vmware-mount.exe Z: /d

When restoring the VMDK files, do not include the configuration files like vmsd. It is recommended that you select
and restore the .VMDK files to mount as Volume.

MOUNTING VMDK FILES AS A COMPLETE VOLUME

In some cases, it may be desirable to mount virtual machine VMDK files directly using the VMware Disk Mount utility following a restore operation. Doing so
mounts all the VMDK file data as a complete volume, providing easy access to specific data residing on the original VMDK file.

To mount VMDK files from disk-level backups execute the following at the command line:

vmware-mount.exe <DriveLetter> <Path to disk>

For example: C:\Program Files\VMware\VMware DiskMount Utility>vmware-mount.exe Q: "G:\DiskFiles\scsi0-0-0-EXCH-VM2.vmdk"

To unmount VMDK files from disk-level backups execute the following at the command line:

Vmware-mount.exe /d <DriveLetter>

For example: C:\Program Files\VMware\VMware DiskMount Utility>vmware-mount.exe /d Q: "G:\DiskFiles\scsi0-0-0-EXCH-VM2.vmdk"
To mount VMDK files from volume-level backups execute the following at the command line:

vmware-mount.exe <DrivelLetter> <Path to disk> E

For example: C:\Program Files\VMware\VMware DiskMount Utility>vmware-mount.exe Q: "G:\DiskFiles\C.vmdk"

RESTORING VOLUMES

Volumes can be restored to a physical volume, a VMDK file, or a VHD file format. The
volumes that are supported are for Windows-based VMware Virtual Servers and must have
been formatted with the NTFS file system.

When restoring a volume, a Volume Level backup must have been used to back it up.
1. From the CommcCell Console, perform a Browse and Restore operation.

2. In the Browse Options window, click Entire Volume and click OK.
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3. In the Browse window, click a volume in the right pane and click Recover All
Selected.
4. From the General tab, click either:

O Physical Volume, which automatically mounts the volume on the destination
VMware virtual machine.

o Virtual Hard Disk file, which provides the facility to manually mount the volume
on another virtual machine of any virtualization vendor type (such as Hyper-V) to
mine specific data.

O VMDK Files, which provides the facility to manually mount the volume on another
virtual machine to mine specific data.

5. Choose the Destination Client (e.g., a proxy computer).

6. If restoring a physical volume and if you want to restore the volume on a different
volume from the source, double-click Destination Volume and click ... to browse
and select a volume.

7. Click OK.

RESTORING FILES AND FOLDERS

Restore Options for All Selected ltems

General | Job Initistion

Restare a5

o)z

() Virtual Hard Disk file

() YMDK Files

Destination cient | prospes

P

¥

Source Yolume
=0 Yolumelevel_winZk3
B

Destination Yaolume

I gOK H Cancel H Advanced ][ @Savenss:mpt ][ Help ]

Browse mount points on client pro

Select a mount point and click Ok

x|

c:h [39.9 GE]
e [40 GE]
[, [25 GE]

[8].9

Cancel Help

WINDOWS CLIENTS

To restore files and folders to a Windows client, the client must have one of the following
components installed:

o Windows File System iDataAgent
o Restore Only Agent for Windows File System.

Consider that the following before restoring files and folders from a virtual machine:

e The virtual machine has the MBR partition. If the virtual machine has GPT partition, you
can restore files from a backup copy. For more information, refer to Restore Data from
a Backup Copy.

o You must perform the backup using the VMware Storage API method. For more
information, refer to Configuring Backups for vSphere VADP Environments.

e You cannot restore any archived files and folders.

e It is recommended to perform the file-level restores from disk or volume-level backups
only when you are restoring small files. For example, restoring a 2GB file from a disk-
level backup is not recommended.

You can restore files from NTFS file systems with the following limitations:
o The formatted cluster size (allocation unit) must be 1024 or greater.

e You cannot restore any archived files and folders.

e You cannot restore any file that has zero bytes, symbolic links, or hard links associated
with it.

e You cannot restore files that have been dehydrated by Windows 2012 dedup.
e You cannot restore files from volumes created on Windows Storage Spaces.

If you cannot restore a file, you can restore the complete virtual machine or the disk that

it

e I
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contains the file.

When restoring a file or folder on a virtual machine, the Enable Granular Recovery must
have been selected when the backup was performed.

1. From the CommCell Console, perform a Browse and Restore operation.

2. In the Browse Options window, click Individual files/folders.
3. Click OK.
4

In the Browse window, click a file or folder in the right pane, and then click Recover
All Selected.

5. From the General tab, specify a Staging Path. This is the destination path to which
the file will be restored.

6. Click OK.

The Preserve Source Path/Remove Source Path feature
is supported for File level restores from File level backup
jobs. It is not relevant for Volume Level and Disk Level
backups and restores.

LINUX CLIENTS

You can restore files and folders from a Linux virtual machine. Before restoring the files
and folders, ensure that the virtual machine satisfies the following prerequisites:

e The virtual machine has the ext2 or ext3 file system.

e Image Level iDataAgent or Restore Only Agent for Image Level iDataAgent for Unix is V] Restore ACLs
installed on the Linux virtual machine.

Restore Options for All Selected Items =5

General | Job Initiation

Unconditional Overwrite

o A Disk-Level backup has been performed and the Enable Granular Recovery has

been selected when the backup was performed. Restore Destnation
1((Destination dient  jyidcard E,)
Do not restore Windows backup data to a Linux client. s
Specify Staging Path ‘
You cannot restore any file that has zero bytes, symbolic Browse |
links, or hard links associated with it. You must restore the
complete virtual machine.
Preserve Source Paths
From the CommcCell Console, perform a Browse and Restore operation. T 1] fevelfrom endofthe sourcepath
In the Browse Options window, click Individual files/folders. e 0[] vl rombegimingof the source path

Click OK.

A w N

In the Browse window, select a file or folder in the right pane and click Recover All

Selected. 2 W‘ Advanced [@ save As Saript ‘ Hep |

5. From the General tab: :
O Choose the Destination Client from the dropdown list.

The destination client must have ext2 or ext3 file system.

O Enter the Staging Path of the Linux client or click Browse to locate the path.

e The Restore ACLs option is not supported for this
operation.

e The Preserve Source Paths option is not supported
when you are restoring files or folders from a virtual
machine.

O When performing a file-level restore from a Linux virtual machine to a Linux client,
select the Unconditional Overwrite option to restore folder permissions.

6. Click OK.

FINDING AND RESTORING

Use Find to search and locate files or folders from a data protection backup. Find is available from a backup set, subclient, or by right-clicking a virtual

machine, volume or a folder from a Browse and Restore operation. If you perform the Find operation at the backupset level, the last backed up subclient will be
searched. It is recommended to perform the Find operation at a subclient level to get accurate results.

PREREQUISITES
Ensure that the following prerequisites are satisfied before using the Find feature:

e Ensure that you are not using Linux MediaAgent to backup the data. You cannot find files or folders from the data that is backed up using a Linux
MediaAgent.

e If you want to find files or folders on a Linux virtual machine, ensure that the virtual machine has ext2 or ext3 file systems.

e You can find files or folders from a SnapProtect Backup only for Windows virtual machines.
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FINDING A FILE OR FOLDER
If you want to restore a specific file or folder from a backup set or subclient, you can search the file or folder in the backup set or subclient.

Before searching the subclient, ensure that all the files and folders in the subclient are included in the index. The files and folders are included in the index
when you perform the File Level backup or Enable Granular Recovery before performing the Volume Level or Disk Level backup.

1. From the CommcCell Browser, navigate to Client Computers | <Client>| Virtual
Server | <Instance>.

2. Right-click Backup Set or Subclient, click All Tasks | Find.

3. Enter the file name in the Name/Pattern box. You can use wildcards to specify the
pattern of file names.

These wildcards, or a combination of these wildcards, are supported in the Subject
field:

o = for any number of characters e.g., Accounting*.

o 2 for any one character e.g., user group?.

o [] for a range of characters e.g., [a-k]Lee.

O [!] for a negation of a range of characters e.g., [!a-k] Lee.

4. Enter the path of the location where you want to search the file. Do not type the drive
letter while specifying the path.

5. Click Search.

The files that match the criteria are displayed in Search Results.

FINDING A FILE OR FOLDER ON MULTIPLE VIRTUAL MACHINES

If a file or folder exists on multiple virtual machines and you want to restore files from specific machines, follow the steps given below to search the file:

1. From the CommCell Browser, navigate to Client Computers | <Client>| Virtual — oY
Server | <Instance>.

2. Right-click Backup Set or Subclient, click All Tasks | Find.

3. Enter the file name in the Name/Pattern box. You can use wildcards to specify the
pattern of file names.

4. Enter the path of the location where you want to search the file. Do not type the drive 1

letter while specifying the path.
5. Click Advanced Options.

6. Enter the name of Virtual Machine in the VM Name Pattern box. You can also use
wildcards to specify the pattern of virtual machine names.

7. Click Search.

The files that match the criteria are displayed in Search Results.

FINDING A FILE OR FOLDER ON SPECIFIC VOLUME

If a file or folder exists on multiple volumes and you want to restore files from specific volumes, follow the steps given below to search the file:

1. From the CommCell Browser, navigate to Client Computers | <Client>| Virtual — S
Server | <Instance>.

2. Right-click Backup Set or Subclient, click All Tasks | Find.

3. Enter the file name in the Name/Pattern box. You can use wildcards to specify the
pattern of file names.

4. Enter the path of the location where you want to search the file. Do not type the drive £

letter while specifying the path.
5. Click Advanced Options.

6. Enter the name of Virtual Machine in the VM Name Pattern box. You can also use
wildcards to specify the pattern of virtual machine names.

7. Enter the drive letter of the volume in the Volume Name Pattern box. You can also
use wildcards to specify the pattern of volumes.

8. Click Search.

The files that match the criteria are displayed in Search Results.
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FINDING A FILE BACKED UP IN SPECIFIC TIME RANGE

When you are using the Find option for a subclient or a backupset you cannot specify time range. You

you want to find data backed up during a specific time period, follow the steps given below:

1. From the CommcCell Browser, navigate to Client Computers | <Client>| Virtual
Server | <Instance>.

2. From the CommcCell Browser, navigate to Client Computers |<Client>| Virtual
Server | <Instance>.

3. Right-click Backup Set or Subclient, click Browse Backup Data.

4. Select Specify Browse Time.

5. Select a date and time to Browse Data Before it.

6. Click OK.

7. Right-click a volume, virtual machine or a folder and select Find.

5. Enter search criteria (e.g., File name or Folder name) as explained in the previous
sections.

6. Click Search.

The files that match the criteria are displayed in Search Results.

can find files and folders from

the latest backup cycle.

‘QUICK SEARCH USING SAMPLING

SearchRests | Seected tems

17 matching tems

[l sove Qemsl @Bprne 71

Y

2 Name

51 WIOHIT-RH3-DELETEVE okume 1cptlsmpana\Basednmy_30505.tx(p10
51 WIOHIT-RH3-DELETEME Volume 1\optismpana\Baseldumimy _31123.txt 1507641
£/ \WIOHIT-RH3-DFLETENE Wolume 1ioptismpanalBase durmy_31283.txt 1507637
£/ WIOHIT-RH3-DELETEME Wolume 1YoptisimpanalBase dunmy_31806.1xt 1507642
WIOHT-H3 DELETEME Vokume oot smpane\Base dummy _31825.6xt 1507644
51 WIOHIT-RH3-DELETENE Vokume \optismpana\Base ghmy _32234.txt 1507645
71 WIOHIT-RH3-DELETENE okume 1cptlsmpana\Basedummy_32245.txt 1507647
£/ VIOHIT-RH3-DFLETENE olume1ioptismpana/Base dummy_32966.1x. 1507646

7 szt 150768
WIOHT-RH3 DELETEME oume 1\ i6641python2.Adurmy _rread.pyp10

=] Find Options(latest)

1. From the CommcCell Browser, navigate to Client Computers | <Client>| Virtual s

Server | <Instance>. —
2. Right-click Backup Set or Subclient, click All Tasks | Find. ‘:mm
3. Click Advanced Options. Mftm
4. In Sample Every, specify the rate at which files are sampled to determine whether e vy

they match the search criteria. For example: If 20 files on a virtual machine are T

matching the search criteria and specified sampling rate is 5, then every 5th file is e zme

displayed in the search result.

Keep in mind that the order in which files are sampled is based on the order in which

the files were backed up.

The default value of 1 indicates that every file will be sampled.
5. Click Search.

The files that match the criteria are displayed in Search Results.

Search] x| o

F1 WIOHIT RH3-DELETEVE Vokume 1. o6 python2. 4 dummy._itvead.pye 865223
71 WIOHIT-RH3-DELETENE Vokume 1+ b6 python2.4dummy _tivead.pyo 888224
£/ WIOHIT-RH3-DFLETENE Volume 1sr b6 4python2.ummy_threadng.oy 838225
71 WIOHIT-RH3-DELETENE Wolume st b64python2.didummy_threadng.oye 858225
Ay _treadng.pyo 835227

P \1OHIT-RH3-DELETENE Wolume s Wieikorg\odes\Gvers dummy v sopi007/12/2006 ..
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e
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‘ADDING SEARCH RESULTS TO A LIST

You can control the the items you need to restore by moving items to the Selected List. You can narrow down the list from the Search Results so that you are

able to recover only the items from the Selected List.

) Find Optionsilatest)

1. From the CommCell Browser, navigate to Client Computers | <Client>| Virtual L. ®
Server | <Instance>. faom” -

2. Right-click Backup Set or Subclient, click All Tasks | Find. e r

3. Enter search criteria (e.g., File name, Folder, VM Name, etc.) as explained in the M‘hk >
previous sections. et =

4. Click Search. pomme ‘jwf
The files that match the criteria are displayed in Search Results. et

5. Right-click a file and select Add to Selected List.

6. Click the Selected Items tab and the file will be displayed.

search [Clear| e

71 \WOHIT R¥3-DELETEME Wokume 1.ar ¥oslpythan?.4dumy_thveading pyc 538226
51 \WOHIT RH3-DELETEME Woume 1 Vo5 py han2. Ay _trveading pyo 838227

Restore
View All Versions

List Media and Size

Addto Selected List

S Rens (GERRA )

17 matching tems. [Esove (Emal @Brrnt 71 4 B
o oo
’ o =
. WOHIT 2015 ELETEE ke Lptsnpane Bse 0515 4610 ospyaont

77 VKT 81308 TN ok ot impan Bse ey 31123 1507651 ospyn

77 VKT 83 0EETENE ok ot impan Bse ey 31383 107637 ospazmt

WO 13 FLETEHE o ipanal ey 31806t 1507542 ospy1

7 VMY 013 0ELETEE ok ot apana ey 31825t 107644 ospim1s

7 WOHTT 013 0LETEE ok ot apanaBase ey 32234t 107645 ospamons

1 VKT 013 ELETEE ke ot apanaBse 32295t 1507647 ososzont

PR e ———————— o541t

1 VOHIT 413 ELETEVE ke Lot anpansBse ey 322720t 1507685 ospyn

71 WOHITAHSOBLETEE\ ke okt Aoy, tresd 10 oot

71 WO A5 ORLETEVE ke oyt Aky_tread o S86223 o

5 WO 13 ELETEHEaane Wy hon Ay ey 88224 efsion

1 WOHTT 8043 LT ke 1 Vo . Ak Srcadogy 66225 06/1/008

06/11/2009
06/11/2009

USING FIND FROM A BROWSE WINDOW

When you access Find as part of a Browse operation, keep in mind that the time range values are not pre-populated by any previously selected time range

settings entered on the Browse Options or Advanced Browse Options dialog.

1. From the CommcCell Browser, navigate to Client Computers | <Client>| Virtual

Server | <Instance>.
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6.

Right-click Backup Set or Subclient, click Browse Backup Data.
Right-click a volume, virtual machine or a folder and select Find.

Enter search criteria (e.g., File name or Folder name) as explained in the previous
sections.

Click Search.

The search results are displayed in the right pane.

RESTORING FILES OR FOLDERS FROM THE SEARCH RESULTS

ok~ w N

From the CommCell Browser, navigate to Client Computers | <Client>| Virtual
Server | <Instance>.

Right-click Backup Set or Subclient, click All Tasks | Find.

Enter search criteria and click Search.

Right-click a file or folder from the search results and then select Restore.
Specify the Staging Path.

Click OK.

SCHEDULING A RESTORE

1.

e From the CommCell Console, navigate to Client Computers | Virtual Server
e Right-click an instance and click All Tasks | Browse.
e Select a restore type and click OK.

e Select a virtual machine, volume, or file to restore.
e Click Recover All Selected.

e Click Job Initiation tab and click Schedule.
e Click Configure.

[ =

1 ewsenesorme s
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k|
Browse Options
Specify Browse Time
Browse Data Before
- 03:01PM -
Time Zone: (GMT. anada)
Client Computer: [ proys
Use MedisAgent | <y MEDIAAGENT> =
Show Deleted Ttems
Page Size: | 1000 %]
Type of Intended Restore
Individual files/folders
Entire Yolume
) Container Restore (choose this for restoring fils like vmck{vhd or entire guest 05)
Note: Select entie Virtual Machine for Virtual Machine Restore
o« D[ concel [ Advanced | [ ListMeda | [ Help
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Restare Options for All Selected Items 3]

General | Job Initiakion
Job Initiation
) Immediate
@ Erhedulel
Configure Schedule Pattern
[ s ok } [ cancel | [ advanced | [ [ Save As Script ] [ el ]
4. Select the appropriate scheduling options. For example:
o Click Weekly. Schede Name
o Check the days you want the run the restore job. © one Time statTme [ g0 |
e Change the Start Time to 9:00 PM 2;:;”
e Click OK to close the Schedule Details dialog @iy
) - . O Yearly Onthesedays (7] Monday [¥] Tuesday (] Wednesday
e Click OK to close the Restore Options dialog lthesdey Doy [ Seurcer
The restore job will execute as per the schedule. o
[ ok J[ cancet |[ o | [_optins>> |

RESTORING GUEST FILES FROM UNIX MEDIAAGENT

For container, volume, and file-level restores from disk and volume-level backups using any Unix (AIX, HP-UX, or Solaris) MediaAgent, perform the following
steps:

1. From the CommcCell Console, click Control Panel and then double-click Media
Management.

Click the Resource Manager Configuration tab.

w

Enter the Value 1 for the Allow restore jobs to use alternative Media Agent and
Drive Pool to access required media parameter.

Click OK.

From the CommcCell Console, navigate to Client Computers | Virtual Server

Setveidars

Right-click an instance and click All Tasks | Browse.

Select a Windows MediaAgent.

Select a restore type and click OK. (===

X N o u s

Select the virtual machine from which you want to restore the files and folders. The
List Media dialog box appears.

10. Click Select All.

11. Click Restore Index. The index of the Unix MediaAgent will be restored to the
selected Windows MediaAgent. All the volumes, files and folders on the selected
virtual machine will be displayed.

The index restore operation can be avoided if the index cache is shared between the
Unix and Windows MediaAgents. For more information about sharing the index cache,
refer to Configure a MediaAgent for Index Cache Sharing.

12. Select the guest files and folder for restore and click Recover All Selected. You
cannot select an entire volume for restore.

13. Click OK.

CREATING VIRTUAL MACHINES FROM RESTORED VMX FILES
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New virtual machines can be created with select volumes or disks from Container restores of disk-level backups. The VMware Converter utility is used to
accomplish this. To do so:

1. Perform a Browse and Restore operation.
2. From the Browse window, select the container that was restored from the virtual machine to which it was restored.
3. Select the .vmx file from the location containing the container.
4. Click OK.
5. Provide the credentials for the Virtual Center or ESX Server to which you want to restore the .vmx file.
If the credentials provided are for the Virtual Center, you must also select the desired ESX Server to which you want to restore the .vmx file.
6. Select the Select volume copy from Data copy option.
7. Deselect any volumes you do not want to restore.

The virtual machine will be restored with the selected volumes.

BROWSE DATA

The option to browse the backup data provides the facility to view and selectively restore/recover the data that was backed up. The browse option can be
invoked from the client, agent, instance, backup set, or subclient level depending on the functionality of a given agent.

Depending on the agent, there are several additional options to customize your browse, including:

e Capability to browse the most recent (latest) data.

e Capability to browse data in a specified time range.

e Capability to limit the browse to a specified path.

e Facility to specify the page size of the browse window.

e Ability to browse the image of the data as it existed at the specified browse time.

e Ability to browse from a specified storage policy copy.

e Ability to browse folders/files owned by specific users.

Use the following steps to browse data:

)  defouBackupset
1. From the CommcCell Browser, navigate to <Client>. e > © oo > 8 st > B s > 8 st > ot >
Shdeitoe Sy =)
. ) . . ot L)
2. Right-click Instance or Backup Set or Subclient, click All Tasks | i —— X
Browse/Browse Backup Data. OedyBoneTie
. & 2 3
3. Click OK. Lowm T | s siien
.
petes Fod
j— S
nsdet

UseMedahgrt | AT EDIARGENT>

pagesze: | 100014
e of InendedRestre
O i esidrs
OfreVone

ContanerRetore(hose s For et e e vodhftd
O orntre st 05

o) (o ) (et ) (s ) (0]

BROWSING DATA FROM BEFORE THE MOST RECENT FULL BACKUP

To browse data that is older than the most recent full backup specify a Browse Data Before date that pre-dates the full backup. Remember, the Browse
Data Before date establishes the ending point of the search. Consequently, using a Browse Data Before date that pre-dates the most recent full backup
starts the search in the previous full backup cycle. This is only valid if the data in that full backup cycle has not expired.

BROWSE DATA BEFORE A SPECIFIED TIME

Follow the steps given below to browse data that was backed up before a specified time:

1. From the CommcCell Browser, navigate to <Client>.

2. Right-click Instance or Backup Set or Subclient, click All Tasks |
Browse/Browse Backup Data.

3. Select Specify Browse Time and the Time Zone.
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Browse Options
4. Click OK.

© Browse the Latest Data
(@ Specify Browse Time

Browse Data Before:

Fri 0910372010 =3

Time Zone: (GMT-05:00) Eastern Time (US & Canada)

Client Computer:

Use MediaAgent | <ANY MEDIAAGENT > =

Page size: [ 1000}
Type of Intended Restore
O Individual files/folders
© Entire Volume

Container Restore (choose this for restoring files like vmdkjvhd or entire
@ guest 05)
Note: Select entire Virtual Machine for Virtual Machine Restore

( oK ] [ cancel | [ Advanced | [ UstMedia | [ Helb |

BROWSE DATA BETWEEN A SPECIFIED TIME

Follow the steps given below to browse data backed up during a specified time interval:

. . Bio Advanced Browse Options ®
1. From the CommcCell Browser, navigate to <Client>.

Qe oLzt Lot

[ Use Exart Indes:
. . . . 5 Spediy Erowse Tire
2. Right-click Instance or Backup Set or Subclient, click All Tasks | o
Browse/Browse Backup Data. -
fuomsamo (v T e
3. Select Specify Browse Time and the Time Zone. z e 5aCret) ¥
P Y e @i Tre L55 Canads) fomms o] e ]
; et
4. Click Advanced. ChotCopae ) e T U5 3 Cra)
5. Select Exclude Data Before, select the date and time from which you wish to view LaMGCHAGEL APV C .
the data in the browse window. —
6. Click OK ypses 104
Tupe of Itendec Restore
© Irdida s flders E ‘I
C Entretotne
‘Contae: Restore (chcose this For restcrnig Fles lke smekivhe o entre
for

e C
Hote: e enireVietual Machefo vt a Mchine Restcre

LIST MEDIA

Use List Media to predict media required for the following operations:

e To restore data associated with a specific backup set, subclient or instance

e To restore the index required to browse data associated with a specific backup set or subclient
e To restore a specific file (or specific files and folders)

e To restore data associated with a specific job

The list media operation can be performed for instances, backup sets, and subclients. The following sections describe each of these methods.

gLISTING MEDIA FOR A SUBCLIENT
Do the ollowing:

1. From the CommCell Browser, navigate to the subclient and right-click List Media. @ GBI R
(® Specify Time Range
2. Select one of the following options: e
O Click Media For the Latest Data to list media associated with the most recent
data protection cycle. Wed 09/01/2010 =] 03 : 58PM |
o Click Specify Time Range to list media associated with data protection operations [ G (517 05:00) Ezctom Tme (US & Canada) 8
up to the specified date and time range.
Specify the end date and time in the Data Before box. fLpe chiianded Rezore

O Individual files/folders

3. Select the Type of Intended Restore.
4. Click OK.

O Entire Yolume

( Container Restore (choose thi or restoringFles ke vmdkvhd or entire guest 0)
* Note: Select entire Virtual Machine for Virtual Machine Restore

[ok ][ concel | [CAdvanced | [ heb ]
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LISTING MEDIA FOR A BACKUP SET OR INSTANCE

Do the following: |

1. From the CommCell Browser, navigate to the backup set or instance, right-click All © browse the Latest Deta
Tasks | Browse. © Specify Browse Time

2. Select one of the following options:

o Click Browse the Latest Data to list media associated with the most recent data = =
protection cycle.

O Click Specify Browse Time to list media associated with data protection

operations up to the specified date and time range. Cllt Computer:
Use the Browse Data Before box to specify the end date and time. Use Mediangent | < any MEDIAAGENT > v
3. Click List Media. List Media

Page Size: 1000 j () List Media for restore within specified time rangel

4. Select one of the following options:
O Click List Media for restore within specified time range

O Click List Media containing index required for browse O b Ses/rckies
O Entire Volume

5. Click OK. i

(= Container Restore (choose this for restoring files ke vmdk/vhd or entire guest 05)
** Note: Select entire Virtual Machine For Virtual Machine Restore

Type of Intended Restore O List Media containing index required for browse

ok | [ cancel | [ advanced |

RESTORE BY JOBS

The Restore By Jobs feature provides the facility to select a specific backup job to be restored. This method of restoring data is considerably faster as it reads
continuously on the tape and retrieves the data and does not depend on the indexing subsystem to get the seek offsets on the media.

This feature can be used in different scenarios such as the following:

e To restore point-in-time data associated with a specific backup job, such as full, incremental, differential, etc.
e To restore CommServe DR data for the disaster recovery or for creating a hot-site purposes.

o To restore multiplexed data from the same client.
Consider the following when restoring by jobs:

e Run a restore by jobs whenever you want to restore the entire contents of the job.

e Avoid running restores by jobs for jobs associated with the default subclient. If you do this, the entire contents of the machine will be restored. As such, this
may cause problems (e.g., the machine might run out of space) or produce undesirable results (e.g., you might end up restoring operating system files or
directories that you really do not want to restore).

e Avoid modifying the contents of any associated subclients since this may result in the retrieval of older data.
Use the following steps to restore data by jobs.

1. From the CommCell Browser, right-click the level whose data you want to browse, click View History, and then click the Backup History.
2. From the Backup History Filter window, select the filter options, if any, that you want to apply and click OK.

3. From the Backup Job History window, right-click the backup job that need to be restored and select Browse.

4. From the Browse Options dialog box, click OK to execute the browse using the Browse the Latest Data option.

5. From the Browse window, select the instance node in the left pane and then select the required data and logs in the right pane, and click the Recover All
Selected button at the bottom of the window.

6. Select the desired restore options and click OK.

MANAGE RESTORE JOBS

Once you initiate the restore operation, a restore job is generated in the Job Controller. Jobs can be managed in a number of ways. The following sections
provide information on the different job management options available:

‘RESTART JOBS

Jobs that fail to complete successfully are automatically restarted based on the job restartability configuration set in the Control Panel. This configuration can
be changed at any time; however, changes to this configuration will affect all jobs run in the entire CommCell.

It is also possible to override the default CommServe configuration for individual jobs by configuring retry settings when initiating the job. This configuration,
however, will apply only to the specific job.
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Restore jobs for this Agent are re-started from the beginning.

CONFIGURE JOB RESTARTABILITY AT THE COMMSERVE LEVEL
1. In the CommcCell Console, click the Control Panel icon, then double-click Job Management.
2. In the Job Restarts tab of the Job Management dialog box, select a job type from the Job Type list, and then select the Restartable check box.
3. To change the maximum number of times the Job Manager will try to restart a job, select a number in the Max Restarts box.

4. To change the time interval between attempts by the Job Manager to restart the job, select a number of minutes in the Restart Interval (Mins) box.
5. Click OK to save your changes.

CONFIGURE JOB RESTARTABILITY FOR AN INDIVIDUAL JOB
1. From the Restore Options dialog box, click Advanced, then select the Job Retry tab and specify the following as desired:
O Total Running Time - The maximum elapsed time, in hours and minutes, from the time that the job is created.
O Number of Retries - The number of times that Job Manager will attempt to restart the job.
o Kill Running Jobs When Total Running Time Expires - Option to kill the job when the specified Total Running Time has elapsed, even if its state is

"Running".
2. Click OK.
RESUBMIT JOBS

If a restore job fails to complete successfully, you can resubmit the job without the need to reconfigure the original job's restore options using the Resubmit
Job feature. When a job is resubmitted, all the original options, restore destinations, and other settings configured for the job remain in tact.

RESUBMIT A RESTORE JOB

1. From the CommCell Browser, right-click a client computer whose data recovery history you want to view, click View, then click to view a job history.

2. From the Job History Filter dialog box, select Restore.
o If you want to view more advanced options for restores, from the Job History Filter, select Restore, then click Advanced.

o From the Data Recovery History Advanced Filter select the destination client computer of the restores you would like to view, then click OK.
3. The system displays the results of the options you selected in the Data Recovery Job History window.
4. Right-click on any job, and select Resubmit.
5. Select the job options.

6. Click OK.

‘CONTROL JOBS

The following controls are available for running jobs in the Job Controller window:

Temporarily stops a job. A suspended job is not terminated; it can be restarted at a later time. Only preemptible jobs can be
SUSPEND suspended.

Resumes a job and returns the status to Waiting, Pending, Queued, or Running depending on the availability of resources or
RESUME the state of the operation windows and activity control settings.

Restore jobs for this Agent are resumed from the beginning.
Terminates a job.

KILL

These controls can be applied to:

e All jobs in the Job Controller.
e All selected jobs in the Job Controller providing you have the correct security associations at the proper level for each job selected.

e All data protection operations running for a particular client or client/agent.

e All data protection operations running for a particular MediaAgent.

CONTROL A JOB
1. From the Job Controller of the CommCell Console, right-click the job and select Kill, Suspend, or Resume as desired.
O When killing a job:

Click Yes when the confirmation prompt appears if you are sure you want to kill the job. The job status may change to Kill Pending for a few
moments while the operation completes. Once completed, the job status will change to Killed and it will be removed from the Job Controller window
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after five minutes.

O When suspending a job:

The job status may change to Suspend Pending for a few moments while the operation completes. The job status then changes to Suspended.

O When resuming a job:

As the Job Manager attempts to restart the job, the job status changes to Waiting, Pending, or Running.

ADDITIONAL RESTORE OPTIONS

Several additional options are available to further refine your restore operations. The following table describes these options, as well as the steps to implement

them.

Be sure to read the overview material referenced for each feature prior to using them.

OPTION

DESCRIPTION

RELATED TOPICS

Use hardware revert
capability if available

1.

©® N o v~ w N

9.

This option allow you to revert the data to the time when the snapshot was created. Selecting
this option brings back the entire virtual machine to the point when the snapshot was created,
overwriting all the modifications to data since the snapshot creation.

Revert operations for a virtual machine are supported on NetApp File Servers but not from
SnapVault or SnapMirror snapshots. Other file servers are not supported. To perform a revert
operation, the SnapRestore license is required on the NetApp file server.

From the CommCell Browser, navigate to Client Computers | Virtual Server |
<Instance>

Right-click <backup set> and click All Tasks | Browse Backup Data.

From the Browse Options dialog box, select Container Restore and click OK.
Select the virtual machine that you want to revert and click Recover All Selected.
From the Restore Options dialog box, click Advanced.

Select the Use hardware revert capability if available option.

Click OK to confirm the revert operation.

Click OK from the Advanced Restore Options dialog box.

Click OK to start the revert.

SnapProtect Backup

Automatically Detect
Regular Expressions

o v ohr W

7.

This option allows you to automatically detect regular expressions (wildcard characters) in the
virtual machines assigned to a subclient.

This allows you to restore the files and folders in virtual machines which contain regular
expressions in their name (e.g., c:\[test1]).

1.

From the CommcCell Browser, click Client Computers | Virtual Server | <instance
name> | BackupSet. The default and other subclients (if available) are displayed on the
right-hand windowpane.

Right-click the backupset that contains the data you want to restore. Click All Tasks and
then click Browse Backup Data.

From the Browse Options window, select the Type of Intended Restore and click OK.
From the browse window, select the data to be restored and click Recover all Selected.
From the Restore Options for All Selected Items dialog box, click Advanced.

From the Advanced Restore Options (General) tab, select Automatically Detect
Regular Expressions option.

Click OK.

Impersonate User

N o o »~w

This information is needed only if you intend to restore data to a mapped network drive,
shared network drive, or directory to which you do not have access privileges.

[You can impersonate a windows logon information with an account that has access rights to
restore data.

1.

From the CommcCell Browser, click Client Computers | Virtual Server | <instance
name> | BackupSet. The default and other subclients (if available) are displayed on the
right-hand windowpane.

From the CommCell Browser, right-click the backupset that contains the data you want to
restore. Click All Tasks and then click Browse Backup Data.

From the Browse Options window, select the Type of Intended Restore and click OK.
From the browse window, select the data to be restored and click Recover all Selected.
From the Restore Options for All Selected Items dialog box, click Advanced.

From the Advanced Restore Options (General) tab, select Impersonate User option.

In User Name and Password boxes, enter a user name and password which has access
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privileges. In Confirm Password box, type the password again.
8. Click OK.

Startup Options

The Job Manager will use the startup priority setting when allocating the required resources.
This is useful if you have jobs that are very important and must complete, or jobs that can be
moved to a lower priority.

1. From the CommCell Browser, click Client Computers | Virtual Server | <instance
name> | BackupSet. The default and other subclients (if available) are displayed on the
right-hand windowpane.

2. From the CommcCell Browser, right-click the backupset that contains the data you want to
restore. Click All Tasks and then click Browse Backup Data.

From the Browse Options window, select the Type of Intended Restore and click OK.
From the browse window, select the data to be restored and click Recover all Selected.

From the Restore Options for All Selected Items dialog box, click Advanced.

o v, w

From the Advanced Restore Options (Startup) tab, select Use Default Priority
option.

7. Select Change Priority option to change the priority for a job, between 0 (highest
priority) and 999 (lowest priority).

8. Select Start up in Suspended State option to specify the selected job to start in the Job
Controller in a suspended state.

9. Click OK.

Refer to Job Priority and
Priority Precedence.

Copy Precedence

When you select Restore from copy precedence option, the system recovers or retrieves data
from the selected storage policy copy (Synchronous Copy or Selective Copy). If data does not
exist in the specified copy, the data recovery or retrieve operation fails even if the data exists
in another copy of the same storage policy.

When cleared, (or by default) the system recovers or retrieves data from the storage policy
copy with the lowest copy precedence. If the data was pruned from the primary copy, the
system automatically recovers or retrieves from the other copies of the storage policy in the
lowest copy precedence to highest copy precedence order.Once the data is found, it is
recovered or retrieved, and no further copies are checked.

1. From the CommCell Browser, click Client Computers | Virtual Server | <instance
name> | BackupSet. The default and other subclients (if available) are displayed on the
right-hand windowpane.

2. From the CommCell Browser, right-click the backupset that contains the data you want to
restore. Click All Tasks and then click Browse Backup Data.

From the Browse Options window, select the Type of Intended Restore and click OK.
From the browse window, select the data to be restored and click Recover all Selected.

From the Restore Options for All Selected Items dialog box, click Advanced.

o v ohr W

From the Advanced Restore Options (Copy Precedence) tab, select Restore from
copy precedence option.

7. Select the number to change the selected copy's precedence. The numbers will move a
copy to a higher or lower precedence in increments of 1.

8. Click OK.

Refer to Recovering Data From
Copies.

Data Path Options

Data Recovery operations use a specific data path (Library, MediaAgent, Drive Pool, and Drive)
to perform the restore operations as configured in the CommCell. By default, the system
automatically identifies the data path for the restore operations. You can change the data path
at the restore level by selecting a specific MediaAgent, library, drive pool or drive in the
[Advanced Restore Options dialog.

The following are some of the important situations where you may need to change the data
path:
e To free heavily loaded resources such as MediaAgents and libraries.

e A library suffers severe hardware damage and you need to move its media to a different
library in order to access data secured by data protection operations.

e A drive pool within a library is being used much more frequently than another, and a
storage policy copy from the more active drive pool can be assigned to the less active one.

1. From the CommCell Browser, click Client Computers | Virtual Server | <instance
name> | BackupSet. The default and other subclients (if available) are displayed on the
right-hand windowpane.

2. From the CommcCell Browser, right-click the backupset that contains the data you want to
restore. Click All Tasks and then click Browse Backup Data.

3. From the Browse Options window, select the Type of Intended Restore and click OK.
4. From the browse window, select the data to be restored and click Recover all Selected.

5. From the Restore Options for All Selected Items dialog box, click Advanced.

Refer to Change Data Path.
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6. From the Advanced Restore Options (Data Paths) tab, select the MediaAgent and
Library that you wish to perform the restore.

7. Select the Drive Pool and Drive for optical and tape libraries.
8. Select the name of the Proxy server if you wish to restore using a proxy server.

9. Click OK.

Encryption

You can configure encryption for the specific subclient during the data recovery operation. You
must configure encryption at the client level first and then at the subclient level to encrypt data
during data recovery operations using the CommCell Console.

If you configure data encryption with a Pass-Phrase and do not elect to export the pass-phrase
to destination clients, you will be required to enter the pass-phrase during immediate data
recovery operations. Scheduled data recovery operations require you to export the pass-
phrase.

1. From the CommCell Browser, click Client Computers | Virtual Server | <instance
name> | BackupSet. The default and other subclients (if available) are displayed on the
right-hand windowpane.

2. From the CommcCell Browser, right-click the backupset that contains the data you want to
restore. Click All Tasks and then click Browse Backup Data.

From the Browse Options window, select the Type of Intended Restore and click OK.
From the browse window, select the data to be restored and click Recover all Selected.

From the Restore Options for All Selected Items dialog box, click Advanced.

o v, w

From the Advanced Restore Options (Encryption) tab, enter a pass-phrase in the Pass
Phrase dialog box.

7. Enter the pass-phrase again in the Re-enter Pass Phrase dialog box.

8. Click OK.

Refer to data encryption.

Job Retry Options

The restore jobs can be restarted either by a user or automatically by the Job Manager. You
can specify the maximum elapsed time before a job can be restarted or killed and the
maximum number of restart attempts.

1. From the CommCell Browser, click Client Computers | Virtual Server | <instance
name> | BackupSet. The default and other subclients (if available) are displayed on the
right-hand windowpane.

2. From the CommCell Browser, right-click the backupset that contains the data you want to
restore. Click All Tasks and then click Browse Backup Data.

From the Browse Options window, select the Type of Intended Restore and click OK.
From the browse window, select the data to be restored and click Recover all Selected.

From the Restore Options for All Selected Items dialog box, click Advanced.

o v AW

From the Advanced Restore Options (Job Retry) tab, select Enable Total Running
Time option.

7. Select Enable Number of Retries option.
8. Select Kill Running Jobs When Total Running Time Expires option.

9. Click OK.

Refer to Job Management.

ESX Browse selection

Virtual machines can be restored to any datastore on the ESX Server using the credentials of
the default ESX Server or the Virtual Center.

You can Override the default selection and select the desired location to which the virtual
machine will be restored. These options provide the flexibility to distribute restored virtual
machines to a location with greater space and resource availability.

1. From the CommCell Browser, click Client Computers | Virtual Server | <instance
name> | BackupSet. The default and other subclients (if available) are displayed on the
right-hand windowpane.

2. From the CommcCell Browser, right-click the backupset that contains the data you want to
restore. Click All Tasks and then click Browse Backup Data.

From the Browse Options window, select the Type of Intended Restore and click OK.
From the browse window, select the data to be restored and click Recover all Selected.

From the Restore Options for All Selected Items dialog box, click Advanced.

o v hrw

From the Advanced Restore Options (ESX Browse) tab, select Default Selection
option. Select the ESX Server from the drop down list.

N

Select the Override Default Selection to change the default selection.
8. Enter the desired Virtual Center/ESX Server name.
9. Select Server Logon Account and enter the User Account.

L0. Click Configure Password to create a password.
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L1. Click Browse Virtual Center/ESX Servers for destination option to select the desired
location to which the virtual machine will be restored.
L2. Click OK.

Alert

The Alert option is used for setting up the criteria to raise notifications/alerts for job statuses
such as failure, success, or any other conditions triggered by the restore job. Adding alerts
helps the user or the user group to get the notification automatically about the status of the
restore job.

1. From the CommCell Browser, click Client Computers | Virtual Server | <instance
name> | BackupSet. The default and other subclients (if available) are displayed on the
right-hand windowpane.

2. From the CommcCell Browser, right-click the backupset that contains the data you want to
restore. Click All Tasks and then click Browse Backup Data.

From the Browse Options window, select the Type of Intended Restore and click OK.
From the browse window, select the data to be restored and click Recover all Selected.
From the Restore Options for All Selected Items dialog box, click Advanced.

From the Advanced Restore Options (Alerts) tab, Click Add Alert.

N o o ~Mw

From the Add Alert Wizard window, select the Threshold and Notification Criteria.
Click Next.

®

Select the Notification Types. Click Next.
9. Select the Users and User Groups. Click Next.
L0. Verify the Summary.

L1. Click Finish.

Refer to Alerts.

Command Line Restores

Command Line Interface enables you to perform restore operations from the command line.
The gcommands can be executed from the command line or can be integrated into your own
scripts or scheduling programs.

In addition, you can also generate scripts for specific operations from the CommCell Console
using the Save As Script option. These scripts can later be executed using the commands from
the command line interface.

Refer to Command Line
Interface.

CommcCell Readiness
Report

CommCell Readiness Report provides you with important information about the potential
problems that can impact your restore operations before they occur.

Refer to CommcCell Readiness
Report.

Restore Job Summary
Report

Restore Job Summary Report provides you the summary of all restore jobs during a specified
time period for each client. Select Restore option from the Job Summary Report Selection

dialog box, to view the Restore Job Summary Report.

Refer to Restore Job Summary
Report.

Back to Top
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Data Aging - VMware

TABLE OF CONTENTS

Getting Started
Extended Retention Rules

GETTING STARTED

Data Aging is the process of removing old data from secondary storage to allow the associated media to be reused for future backups.

By default, all backup data is retained infinitely. However, you should change the retention of your data based on your needs. Note that if you continue to have

infinite retention, you will also need infinite storage capacity.
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apple - CommCell Console

From the CommCell Browser, click the Reports icon. T v T ORI
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8. The report will display the data to be pruned when a data aging job is run. Data Retention Forecast and Compliance Report
To ensure only data intended for aging is actually aged, it
is important to identify the data that will be aged based :
on the retention rules you have configured. Hence, =
ensure this report includes only the data you intend to TET T
age. S
na g e e e
If necessary, fine-tune your rules so that only the R,
intended data is aged.
Once you run a data aging job, the data will be lost.
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10. Select Immediate in the Job Initiation section and click OK.

Data Aging Options

Job Initiation |

Job Initiation

(&) Immediate

Run this job nows

() Schedule
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11. You can track the progress of the job from the Job Controller window. When the job =520 - - : vos
has completed, the Job Controller displays Completed. S e e e e s G 8 e e s

Make sure that the job completes successfully. If the job did not complete
successfully, re-run the job.

Wrase s iy G Poriny 0 Vi 2 om0 Sparied 8T e o Sy W

EXTENDED RETENTION RULES
Extended retention rules allow you to keep specific full (or synthetic full) backups for longer periods of time.
Extended retention rules can be used in the following circumstances:

e If you have a single drive tape library

e If you want to create a hierarchical retention scheme (grandfather-father-son tape rotation)

In all other cases, it is recommended that the Auxiliary Copy feature be used for extended storage as it actually creates another physical copy of the data,
thereby reducing the risk of data loss due to media failure.

UNDERSTANDING EXTENDED RETENTION RULES
Extended retention allows you to retain a specific full (or synthetic full) backup for an additional period of time. For example, you may want to retain your
monthly full backups for 90 days.

Extended retention rules allow you to define three additional "extended" retention periods for full (or synthetic full) backups. For example:

e You may want to retain your weekly full backups for 30 days.
e You may want to retain your monthly full backup for 90 days.

e You may want to retain your yearly full backup for 365 days.

A backup job will be selected for extended retention based on its start time. For example: If a backup job starts at 11:55 pm on August 31st and ends at 1 am
on September 1st, then it will be selected as the last full backup for the month of August and will be picked up for extended retention.

SETTING UP EXTENDED RETENTION RULES

Use the following steps for setting up the extended retention rules:

1. Right-click the storage policy copy and click Properties. = —
R . General Retention Data Paths Data Path Configuration
2. Click the Retention tab.
Enable Data Aging
3. Set the basic retention rules by clicking Retain for and entering the number of days and cycles 7] i g il e o ik iy
appropriate for your organization. B e e oo o el = 1 o e
4. Set the extended retention rules as follows: © spool Copy (o Retetion)
R Basic Retention Rule For All Backups
Click the For button. Ofinke
Enter the number of Days Total to retain the backup. ©nesener o] e Hf cres
Basic Retention Rules for Data/Compliance Archiver Data
Click the Keep drop-down list, and select the desired backup criteria (e.g., Monthly Full). O e
. . (® Retain for 365 || Days
Click the Grace Days drop-down list and select the number of days (e.g., 2). 1
Extended Retention Rules for Full Backups
5. Repeat Step 4 to configure additional extended retention. @ @ G vty (RN | s L
For  [ifinite] 503 ays TotelKeep Moty Ful | Grace Days -
6. Click OK. PFor Clinfinte) | 365\ DaysTotelkeep [vearyFul | Grace Days -
[ Select the jobs From previous tier
For wieekly Full Rule the Week starts on: | Friday -
For Monthly Full Rule the Month starts on: | 1 -
For al rules keep the:
() First full backup of time period
(5) Last Full backup of time period

ADVANCED TOPICS

Data Aging - Advanced
Provides comprehensive information on additional Data Aging capabilities.
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Disaster Recovery - VMware

PLANNING FOR A DISASTER RECOVERY

While multiple virtual machines can always be restored simultaneously at any time, disaster scenarios may require them to be readily available at the moment
they are needed.

To achieve this, the recommended disaster recovery plan consists of creating a Stand-by Server to which virtual machines are restored on a routine basis. In
the event of a disaster, the Stand-by server is readily available with the virtual machines.

1. Create a Stand-by Server consisting of the following:
e The VMware application

e Sufficient memory and disk space to hold all the virtual machines you may need to
recover in a disaster scenario.

2. . . . £ CommCel Browser 2 ' defaultBackupSet x
e From the CommCell Console, navigate to the <Client> | Virtual Server. @ nine & o > ) cientcomputers > B hyperzen 5 > (B8 vrtal server > @ Redse
e Right-click the subclient that contains the data you want to restore, point to ‘ﬁ%ﬁi et lame
Browse Backup Data. o 7 | e =
3

List Media

Find

B defauitBackupset Backup History
B Schedules
B nino
B offcal_hyperzen 6 Delete
%resmd b_ymt Operation Window
xenvm12 4

) Seaurity Properties
g Storage Resaurces
Polces
Il Reports
4 Content irector

3. Click OK. Browse Options

© Browse the Latest Data

Specify Browse Time

se Data Before:

Fri 05/06/2011 - 03 :01PM :j

Time Zone: (GM

Client Computer:

Use MediaAgent | <any MEDIAAGENT> -

Shov

eleted Ttems

Pagesie: | 1000

Type of Intended Restore
Individual filesjfolders
Entire Yolume

Container Restore (choose this For restoring files like vmdkjvhd or entire guest 05)
Note: Select entire Virtual Machine for Virtual Machine Restore

( oK )[ cancel | [ Advanced H LstMeda | [ Help J

4. e Select the backup set in the left pane. Its entire contents will be automatically
selected in the right pane.
e Click Recover All Selected.
5.

e Click Virtual Machines.
All the selected virtual machines are displayed in the VM and Disk column.

e Enter corresponding values for each virtual machine you want to restore.
o Choose the Stand-by Server in the Destination Client dropdown list.
e Select Unconditionally overwrite VM with same name option.
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6. e Click the Job Initiation tab.
e Select the Schedule radio button and then click Configure.
e Enter a name for the schedule and configure the desired frequency for which the
restore will occur.

To ensure the latest virtual machine data is available for the restore operations,

create a schedule that corresponds to any backup schedules you have configured.
For example, if you back up your virtual machines weekly on a Saturday morning,
you may consider scheduling your restores to occur weekly on a Sunday morning.

e Click OK to save your changes.
e Click OK.

7. You can monitor the progress of the restore job in the Job Controller or Event
Viewer window of the CommcCell Console.

8. Once the restore job has completed, right-click the entity (e.g. agent, instance) and
click View | Restore History.

If the entity chosen is the client computer, click View | Job History.

9. Click OK.

Restore Options for All Selected ltems
Genersl | Job Intiaton
Restore a5

Vitua Machne Fies.

(Destination dient [agent_spla

VCenter redsea

-
- I
- I
- I
T T— =
Vetus Machne Confiurstion
Power N Vetul Machins At Restore
o —
Tronsprtode: Ao v
Restore Options for Al Selected I =5l
Job Iniiation Schedule Details =
Inmedate one e
Start Time: 0415 =
Run this job now Daily. E j
Onthesedays [ Monday  [[] Tuesday ] Weches.
Monthly (7] Thursday [ Friday. (7] Saturday
Yearly iy
o Cancal el Options>>
(B (el —
3[R abcontoler + I}
[l abmds 138
%, L Gedn | O S5 R 1y
Y p [HESN [
L
¢ | 3
I2aw: agrg iy 1Py O Watog: C0.euet: € endsd 07va ks o Srsan 1 Achwnizr 100
T bwnimer x B
i
L Erme—— e
3Bk sze Bev. I [de T AL D Bes Dscitm H
3Rt (] MormesdR w5 W2 OwSelRRd bk satedfr et 26, a
3 CetenDietr q R WS K D sattelfirsel 7], i
2 Qi A S BGELTNNT ok ws K2 owtwnlRiRd bk et Ll
3 Rl < )
W2 PRy Wy, g, S, Bz o 2)
& CommCell Browser S iF defaultBackupSet x What'
& metscs &, metses > I Client Computers > B2

Commek
¥ &% Client Computer Groups

Subelient Kame

B Cliert Computers [ default
=B bh_winzksrz_auto
E File System
Wirtual Server
BB Vmware-blkwardcompatibilitytest
1 defaultBackupSef)
B: metscs All Tasks »
Bt prore 2 » Backup Histary
H- ) Security
b g Storage Resources RS 3 (Restore History )
B8 Palicies Schedules

b4l Reports
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Restore History Filter for: g|
Destination Client Computer:
‘NI Clients v ‘
[[] Specify Time Range
Stark Time End Time
| = L~

| 2 | |

Job Type

Recavery/Retrieve Shub Recall

Job Status

@al () Completed () Eailed O tilled

[ OF ][ Cancel ][ Advanced ] [ Help

08 vetus server 49 Restore Job History of

10. You can view the following details about the job by right-clicking the job:
e View Restore Items sodupse_ated e R )

e =T g T T —
You can view them as Successful, Failed, Skipped or All. ol b, i ez roreoa it
a

e View Job Details

e View Events of the restore job.
e View Log files of the restore job.

11. Once the virtual machines are restored, they are automatically mounted to the Stand- |= [} MEELADRI
by Server's virtual center/ESX Server. = ﬁ? DC Under Folder
= YSA-DC

] ESx under Folder

+ [0 E=X Server 1

e s
128_afterInc and upgrade
512 _disk_afterIn and upgrade
SUpgradeTest_disk_128
SUpgradeTest_Wolume
Bham _WinZksr 24
black
deleteme_usersnap_bkp_rest_BAD Wi
duplicate_withoutsnapshot
dUPLICATE-ASHWIN-TEST_BADYM
dupWMDK _diffdS_withSnapshot_BaDW
dup¥MDKrest]_S0_BAD YM
GlUloverridetest_officialPatch
resdt after upg_deleme
rest_125_beforeupgrade
rest_S51Z_beforeupgrade
rest_defaulport_Bh

ch
i
i
o
i
i
i
i
i
i
i
B
i
i
)
B
&

rest_owveerideguifix_to esxdirecthy

Back to Top
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Additional Operations - VMware

TABLE OF CONTENTS RELATED TOPICS
Audit Trail Additional Operations - Concepts
. Provides comprehensive information on additional operations
Storage Policy procedures contained on this page.
Subclient Policy e Audit Trail

Storage Policies
Storage Policy Copies
Subclient Policies
Schedule Policy

[ ]
Schedule Policy °
[ ]
[ ]
o Auxiliary Copy
[ ]
[ ]
[ ]

Auxiliary Copy
Operation Window

Operation Window
Cost Analysis
Uninstalling Components

Operating System and Application Upgrades
Uninstalling Components

Online Help Links

AUDIT TRAIL

The Audit Trail feature allows you to track the operations of users who have access to the CommcCell. This capability is useful if a detrimental operation was
performed in the CommcCell and the source of that operation needs to be determined.

Audit Trail tracks operations according to four severity levels:

e Critical: This level records operations that will result in imminent loss of data.
e High: This level records operations that may result in loss of data.

e Medium: This level records changes to the general configuration of one or more entities. Such changes may produce unintended results when operations
are performed.

e Low: This level records changes to status, addition of entities, and other operations that have minimal impact on existing CommcCell functions.
To set Audit Trail retention periods:

1. From the Tools menu in the CommCell Console, click Control Panel, and then select Audit Trail.

2. From the Audit Trail dialog box, select the desired retention time (in days) for each severity level.

3. Click OK.

STORAGE POLICY

A Storage policy defines the data lifecycle management rules for protected data. Storage policies map data from its original location to a physical storage media
and determine its retention period.

1. Expand the Policies node, right-click Storage Policies, and select New Storage Policy.
2. Click Next.

3. Select Data Protection and Archiving to create a regular storage policy or CommServe Disaster Recovery Backup to backup the CommServe
database and click Next.

4. Click Next.

5. Enter the name of storage policy and click Next.

6. Enter the name of the primary copy and click Next.

7. From the drop down box, select the default library for the primary copy and click Next.

8. From the drop down box, select the MediaAgent and click Next.

9. Enter number of data streams and set the retention period for the policy and click Next.
10. Click Next.
11. Click Browse, browse to your designated deduplication store location and click Next.

12. Confirm your selections and click Finish.

SUBCLIENT PoLICY

Subclient policies allow you to configure multiple subclients within a CommCell from a centralized template. This alleviates the need to manually configure each
subclient that shares a similar configuration.
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1. Expand the Policies node, right-click Subclient Policies and click New Subclient Policy.
2. Enter policy name in the Name entry field, then select the appropriate file system type from the iDataAgent drop-down list.
3. In the Subclient pane, assign a storage policy for each subclient template by clicking in the drop down box under the Storage Policy column.

4. Click OK.

SCHEDULE PoOLICY

A schedule policy is a defined schedule or group of schedules for specific operations to be performed on associated objects within the CommCell. When the
schedules from a policy are run, the specified operations, (e.g., auxiliary copy, backup, etc.,) will be performed on the associated CommCell objects.

1. Expand the Policies node, right-click Schedule Policies and click Add.

2. Type the Name of the schedule policy.

3. Select the Type of schedule policy.

4. Select the Agent Type.

5. Type a description of the schedule policy.

6. Click Add.

7. Enter a Schedule Name in the Schedule Pattern tab.

8. Click OK.

9. On the Associations tab, select the objects to be associated with the schedule policy.

10. Click OK.

AUXILIARY COPY
An auxiliary copy operation allows you to create secondary copies of data associated with data protection operations, independent of the original copy.

1. Expand the Policies node, right-click storage policy for which you want to perform an auxiliary copy, click All Tasks, and then click Run Auxiliary Copy.
2. If you are starting the auxiliary copy operation from the CommServe level, select the storage policy for which you wish to perform the auxiliary copy.

If you are starting the auxiliary copy operation from the Storage Policy level, the Storage Policy field is already
populated with the name of the Storage Policy you selected.

3. If the source copy is configured with a shared library, select the Source MediaAgent for the auxiliary copy.

4. Click OK to start the auxiliary copy operation. A progress bar displays the progress of the operation.

OPERATION WINDOW

By default, all operations in the CommCell can run for 24 hours. To prevent certain operations from running during certain periods of the day, you can define
operation rules so that these operations are disabled during those times.

When operation rules are configured, operations that are started within the time window specified will go to a queued (as opposed to pending) state. Once the
time window specified in the operation rule has elapsed, these queued or running operations will resume automatically.

1. In the CommCell Browser, right-click the appropriate entity, click All Tasks, and then click Operation Window.
2. Click Add.

3. From the Operation Window dialog box:
O Enter the name of the rule in the Name field.

O Select either an administration, data protection (either full or non-full), and/or a data recovery operation from the Operations pane.

4. Click OK.

OPERATING SYSTEM AND APPLICATION UPGRADES

Operating system upgrades are only supported when upgrading from one version of an OS to a different version of the same OS (e.g., Win2003 to Win2008).
The two methods of upgrading are:

e Seamless Upgrade - This involves uninstalling the Agent software, upgrading the operating system, and then re-installing the Agent software.

e Full OS Replacement - This involves performing a clean install of a new version of the OS, re-installing any application software, then re-installing the
CommServe, MediaAgent, and/or Agent software.
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For Full OS Replacement, the client computer must be configured to have the CommServe, MediaAgent, and/or Client software re-installed to the same
location, the same Fully Qualified Domain Name or short domain name, the same partitions, disk drive format (FAT, NTFS, et. al.), and IP configuration as
previously.

If it is necessary to remove Agent software to facilitate an operating system or application upgrade, do not delete the icon for the Agent from the

CommCell Console, or all associated backed up data will be lost.

Use the following strategy to upgrade the operating system software:

e Identify the computers you want to upgrade and the CommcCell components installed on each of these computers.
o Choose the type of upgrade procedure you want to use on each computer: seamless or full replacement.

e CommServe, MediaAgent, and Client computers can be upgraded in any order.

UNINSTALLING COMPONENTS

You can uninstall the components using one of the following method:

Method 1: Uninstall Components Using the CommCell Console

Method 2: Uninstall Components from Add or Remove Programs

‘METHOD 1: UNINSTALL COMPONENTS USING THE COMMCELL CONSOLE

1. From the CommCell Browser, right-click the desired Client Computer and click All Tasks -> Add/Remove Programs and click Uninstall Software.
2. Uninstall Software Options dialog will appear.

3. In the Uninstall Software tab, select Uninstall All to uninstall all the software packages.

4. In the Job Initiation tab, select Immediate to run the job immediately.

You can track the progress of the job from the Job Controller or Event Viewer.

EMETHOD 2: UNINSTALL COMPONENTS FROM ADD OR REMOVE PROGRAMS
1. Click the Start button on the Windows task bar and then click Control Panel.
2. Double-click Add/Remove Programs.
For Windows Vista/Windows 2008, click Uninstall a Program in the Control Panel.
3. Click Remove to uninstall the components in the following sequence:
1. <Agent>
2. File System iDataAgent

3. Base Software

ONLINE HELP LINKS

Use the following links to view the online help for the corresponding tabs in the CommCell Console:

OPERATIONS ENTITY ONLINE HELP LINKS SUB LINKS
Agent Virtual Server Agent Properties (General)

CONFIGURATION
Virtual Server Agent Properties (Version)

Virtual Server Agent Properties (Index)
Virtual Server Agent Properties (Security)

Virtual Server Agent Properties (Activity Control)
Instance VMware Instance Properties (General)

VMware Instance Properties (Security)
Subclient VMware Subclient Properties (General)

VMware Subclient Properties (Filters)

VMware Subclient Properties (Pre/Post Process)
VMware Subclient Properties (Security)
VMware Subclient Properties (Encryption)

VMware Subclient Properties (Storage Device)
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VMware Subclient Properties (Auto Discover)
VMware Subclient Properties (Activity Control)
VMware Subclient Properties (Content)

VMware Subclient Properties (SnapProtect Operations)

BackupSet

VMware BackupSet (General)
VMware BackupSet (Guest Hosts Configuration)
VMware BackupSet (Security)

BACKUP

Backup Options

VMware Backup Options

Advanced Backup Options
Save As Script
Command Line XML Options

Advanced Backup
Options

VMware Advanced Backup Options (Data)

VMware Advanced Backup Options (Startup)
VMware Advanced Backup Options (Media)
VMware Advanced Backup Options (Data Path)
VMware Advanced Backup Options (VaultTracking)
VMware Advanced Backup Options (Alert)

BROWSE

VMware Browse Options
VMware Advanced Browse Options

VMware List Media

RESTORE

Restore Options

VMware Restore Options (General)

Save As Script
Command Line XML Options

Advanced Restore
Options

VMware Advanced Restore Options (General)

VMware Advanced Restore Options (Copy Precedence)
VMware Advanced Restore Options (Data Path)
VMware Advanced Restore Options (Encryption)
VMware Advanced Restore Options (Startup)

VMware Advanced Restore Options (Alert)

VMware Advanced Restore Options (Options)

VMware Advanced Restore Options (Browse)

Operation Window

Operation Window

VMware Operation Window

Back to Top
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VM Lifecycle Management - Administrator

Overview Install the Virtual Server iDataAgent | Install the Web Search Server and Client | Setup User Information Next »

The VM Lifecycle Management feature provides virtual machine users with the ability oo W Comole
to create, manage, and recover their own virtual machines from a user-friendly LT —
interface. Users can perform following tasks: & ) O @ & ~
CREATE AND MANAGE VIRTUAL MACHINES [;!3"' o iz e
e Options are available to create, customize, and clone virtual machines to suit their fg:::::’ Eiiiiii

needs. 1 § s
e Administrators can use pre-defined templates and configuration thresholds, such o] o

as maximum allowable disk space, memory allocation, and virtual machine :rif —

expiration to effectively manage resources. e i

s VM Provisioning Page 1 oft 2 Displaying 1- 17 of 17

RECOVER ARCHIVED VIRTUAL MACHINES LogguainUser aomn Logou  Holo | @

e When virtual machines are backed up, expired virtual machines are automatically
powered off and marked as archived, thereby conserving essential resources.

o The capacity-based licenses for virtual machines are automatically released when
virtual machines are archived. As a result, only actively used virtual machines will
consume license capacity.

o Users can reactivate and power on virtual machines that have been archived
directly from the web console interface. Once reactivated, the virtual machines will

included in Virtual Server iDataAgent backups and count against the capacity-
based license.

Click Next » to setup the VM Life Cycle Management.

Next »
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VM Lifecycle Management - Administrator

Overview Install the Virtual Server iDataAgent Install the Web Search Server and Client = Setup User Information « Previous | Next »

The first step in setting up VM Lifecycle Management is to install the Virtual Server iDataAgent as described below.

PREREQUISITES

The following conditions must be considered before installing Virtual Server iDataAgent:
e VMware vCenter 4.1 is required
e VMware Tools (version 8288) must be installed on templates

o A default password must be set in the template for Linux Virtual machines. For more information, refer to Setting the Password for a Linux VM
e Windows Server 2008, Windows 7, and Linux (RedHat5) are supported

WHERE TO INSTALL

Install the Virtual Server iDataAgent on a a proxy computer that can directly communicate with vSphere.

INSTALLATION BEFORE YOU BEGIN

The software can be installed using one of the following methods: Download Software Packages

Download the latest software package to perform the install.

METHOD 1: INTERACTIVE INSTALL .
System Requirements

Use this procedure to install directly on a proxy computer that can communicate Verify that the computer in which you wish to install the

with vCenter. software satisfies the System Requirements.

METHOD 2: INSTALL SOFTWARE FROM COMMCELL CONSOLE

Use this procedure to install remotely on a proxy computer that can communicate
with vCenter.

‘METHOD 1: INTERACTIVE INSTALL

1. Run Setup.exe from the Software Installation Disc on a proxy computer that can
communicate with vCenter.
2. Select the required language.
Click Next.
Select the language you will use duing installation.
3. Select the option to install software on this computer.
NOTES
e The options that appear on this screen depend on the computer in which the
software is being installed.
= Install Software on this computer
= Advanced options
2 Wiew documentation website
£ View Install Quick Start Guids [Requires Adobe Acrobat Reader]
2 Install Adobe Acrobat Readsr
& Esit

4. Click Next.
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Installer &|

Welcome

The Installer wil quide you thiough the
setup process for Saftware

This program wil install Softwars on your computer.

It is strongly recommended that you exit all Windows pragrams before running this
Setup program.

Click Cancel to quit Setup and then close any programs pou have running. Click
et to continue with Setup.

WARNING: This program is protected by copyright law and intemational reaies.
Unautharizsd repraduction or distribution of this program. ar any pottion of it may

result in severe civil and criminal penaliss, and will e prasecuted ta the masimum
exient possible under the law

Installer

5. Click oK. R

i Itis stwongly recommended that any and all vius scanning software be disabled
.N) irnmediately before continuing with this Software instalation. Failure to do so may result in
file-locking by the wiius scanmer and subsequent failure for setup ta install its own files.

Click OK once you have disabled them and setup will continue.

6. Select I accept the terms in the license agreement. _

A License Agreement
Click Next. Please read the following License Agreement. Press
the PAGE DOWN ke to view the entire agreement.

~
End User License and Limited Warranty Agreement
Software Release 9.0.0
(including Microsoft® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)
Dol Tenas T mnsirn & mmanssd b4
" | accept the terms in the license agreement.
" | do not accept the terms in the license agreement.
Installer
<Back | MNew> | Cancel |

7. Expand Client Modules | Backup & Recovery | File System and select Virtual

Server Agent. Select Platforms

Select the platforms you want to configure.

Click Next.
= a 4 | Move the pointer over a
= © Common Technology Engine platform name to see a
+ @ CommServe Modules :ﬂee:g':;""’;":vmn'i::';plggn'm o
% C2 CommCel Console Pt
+ @ Mediadgent Modules
= @ Client Modules Disk S
# 0 Backup & Recovery Sapoce
# 02 Content Indexing and Search (Req/Recommended)
# [0 WebBased Search & Browse Installation Folder:
+ 0 Archive Management 0MB/0MB
+ [ ContinuousDataReplicator .
+ 02 SAM Temporary on C: drive:
# 0 Supporting Modules
+ 0 Tools v QMEOMD
Installer Special Registry Keys In Use
I Install Agents for Restore Only <Back | | cancel |
i i : : f Setup will now install Microsoft NET Frameswork for the selected platforms.
o This prompt is displayed only when Microsoft .NET Framework is not \?‘J . F
installed. Click "es'to continue. Chaosing 'No' will exit the Setup. In such a case, you may resume

Setup later at any time.

o Once the Microsoft .NET Framework is installed, the software
automatically installs the Microsoft Visual J# 2.0 and Visual C++
redistributable packages.

Mo

9. If this computer and the CommServe is separated by a firewall, select the Configure
firewall services option and then click Next.

For firewall options and configuration instructions, see Firewall Configuration and
continue with the installation.

If firewall configuration is not required, click Next.
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Installer.

Firewall Configuration
Configure firewall services

If there is a firewall between this machine and the CommServe, configure firewall services below.

I™ Configure firewall services

o
-
-
Installer
10. Enter the fully qualified domain name of the CommServe Host Name. Installer X
Click Next CommServe Name

Specify the Commervs computer name and hast
name

Do not use space and the following characters when specifying a new
name for the CommServe Host Name: CommServe Client Mame
A" @ #$9% A& ()= <>/2, (13, ‘
CammServe Host Name

[Enter a walid, fuly-qualfied, IP host name; for example:
myeampuler. mycampany. com]

[mpcamputer mpcompany. com

Installer

< Back Hest > Carcel |

11. Click Next. Installer, El

Communication Interface Name
Setup will configure the communication paths.

Select a client name

=

Select an interface name that this computer will use to
communicate with the CommS erve:

audi. mycompany.com ~|

P Adcess{es) for the selected host

Irstaller

< Back et » concel |
12.  Select Add programs to the Windows Firewall Exclusion List, to add CommCell _

programs and services to the Windows Firewall Exclusion List. Windows Firewall Exclusion List
Allow programs to communicate through Windows
Click Next Fi
ic ext. irewall

This option enables CommCell operations across Windows firewall by Windows Firewal is ON
adding CommcCell programs and services to Windows firewall exclusion
list IV Add programs to the Windows Firewall Exclusion List
It is recommended to select this option even if Windows firewall is 1f you plan on using Windows Firewall it recommended to add the software programs to the
disabled. This will allow the CommCell programs and services to function cichton ft

if the Windows firewall is enabled at a later time.

Installer

< Back I Next > I Cancel

13. Click Next.
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Installer g|

Download and Install Latest Update Packs

Download and Install the latest service pack and post
pack from the saftware provider website.

I~ Download latest update pack(s]

Make sure vou have intemet cannestivity at this time. This process maytake some tme
depending on download spee

Installer

< Back Hest > Carcel |

14. Verify the default location for software installation. Installer X

Click Browse to change the default location. "l;ﬂ'"a"ﬂ" Folder
elect the destination folder to install the program files.
Click Next.

e Do not install the software to a mapped network drive.

e Do not use the following characters when specifying the destination S
path: estination Folder

Click Nest to accept the default location, or click Browse to choose an altemate location.

EBrowse..

JiX?2N <> | #

It is recommended that you use alphanumeric characters only.

Drive List Space Required / Recammended
C a2BMB - 1394 ME /1670 ME
Installer

< Back Wt > concel |

15. Select a Client Group from the list. Installer 3]

Click Next Client Group Selection

: Select a client group for the client
This screen will be displayed if Client Groups are configured in the
CommCell Console.

The Client Group is alogical grouping of client machines
wihich havs the same associations at various lsvels ke
Schedule Policy, Activity Cantiol. Security and Reports

Client aroup:

Wene Selected
client_gioup

Installer

< Back Hewt s cancel |

16. Click Next. Installer, El

Schedule Install of Automatic Updates

Chaose when you want to schedule an install of the
downloaded updates

¥ Schedule Install of Automatic Updates

" Once
Time: 083112 FM

 ‘Weskly
& Monday  Tussday
© ‘Wednesday © Thursday
 Friday " Satuday
© Sunday

Installer

< Back Next » Caricel

17. Click Next.
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nstaller &|

Select Global Filter Options
Select the Global Filter Options for the Agent

Global Filters provides the ahility to set exclusions within a CommiCell to filter out data from data
protection operations on all agents of a certain type

& Use Cel level policy
" Always use Global Fiters

Do not use Global Filters

Installer

< Back Hewt s cancel |

18. Select a Storage Policy. Installer x|
Click Next. Storage Policy Selection

Select a starage policy for the default subclient to be
backed up.

I~ Configure for Laptop or Deskiop Eackup

Select a starage policy from the pull-down list,

Installer
< Back Next» concel |
If you do not have Storage Policy created, this message will be displayed.

Click OK. ety

T Ll 1o Lo 0 Beskion Sk

PPV S Te— | e —

19. Click Next. nstaller X
Summary

Summary of install selections

Setup has snough information to start copying the program fiss. If you are satisfied with the
install settings, cick Next to begin capying files.

~
Destination Path =

Interface Name = audi.mycompany. com

Client =audi

Job Results Path = C:\Progiam Files\obRiesults L
Global Filters = Use Cell level policy -

Installer

< Back Hest > carcel |

20. Click Next. Installer &l

Schedule Reminder
Jaob schedule creation reminder

Please nate:

“You still need to create a Job Schedule for each iDatadgent that has been installed on
this client computer.

Job Schedules are required to allows the iD atabgents to perform automated backup
and restors operations.

Job Schedule creation can be accomplished through the CommCel Consals
administration interface.

Irstaller

21. Click Finish.
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THIS COMPLETES THE INSTALLATION OF THE VIRTUAL SERVER IDATAAGENT

Click Next to continue.

Installer

Completion Report
Setup complste

Software installation complated succssfully

Wisit the website below to download latest Updates and Service Packs.

Click Finish to complete Setup

Installer

Technical Suppar Website

]

Next »

METHOD 2: INSTALL SOFTWARE FROM COMMCELL CONSOLE

1.

2.

4.

From the CommCell Browser, select Tools | Add/Remove Software | Install

Software.

Click Next.

Select Windows.

Click Next.

Select Manually Select Computers.

murphy - CommCell Consale
File  Wiew [ Tools )

= Summary

Fy Browss & Recover...
A commeell| /51 30b Controller
Scheduer...

Clert Event viewsr

= Clertd 1 Reports
m
& Secure] @ Control Pane!

i
Policies|

! Dats Replication Moritor
ol Report

2
Caf Conte
[ AddfRemove Softwere D

@ murphy x 3ob Controller % 4 b
murphy > LY==
& & L] °

Client Client Security

Computer  Computers
Groups
k4 il £

Instal Updates

Remave Updates 3
Upgrade Software
Download Software

Copy Software

& Commeell Browser

' Agents

) Software Configuration

et
freckor

murphy | admin

Installer

Instaif Wizard

Click Next to continue.

G »

This wizard guides you through the steps required to install software on computers.

Installer

O Unix and Linux

»

3]
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nstaller X
Click Next. _— =

Select how to discover the computers for installing the software

@ Fianuially select campliters
Software wil be installed only on the selected list of computers.

(O Automatically discover computers
Computers wil be discovered when the job runs.

=) »-

5. Enter the fully qualified domain name of the proxy computer that can communicate Installer &3
with the ESX Server.

Enter the host hames of the computers
For example: apple.domain.company.com

Please enter the host names of the computers, one per lne

The Virtual Server iDataAgent will be installed on this proxy computer. zpoiedonan.compeny-on] ) [ mworfrome ]
__Imet From Active Direckory

Select from existing dlents

Click Next.

6. Click Next. Installer,

Select Software Cache

To use current Client or Clisnt Group Software Cache sektings, dlick Nexxt. To override Softwars Cache settings check.
Ovenide Software Cache and select the Software Cathe to be used

[C] override Software Cache

murphy doriain, company.com

3

7. Specify UserName and Password of the proxy computer.

Click Next. Enter Account Information

The specified account should have administrative access to the computer, IF you are instaling
multiple clients, the user should have access to all dients.

User Mame: ‘

Example:domainusername

Password: ‘ ‘

Confirm Password: | ]

o) (=20 »

8. Select Virtual Server Agent.

Click Next.
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9.

10.

11.

Click Next.

Select Immediate.

Click Next.

Click Finish.

Installer X

Sefect Package(s) to Instail

13 simpana
= Client Modules
= £ Backup &Recovery
- Fie System
@ Windows File System iDataAgent
[ ProxyHost DataAgent
O Image Level ProxyHost iDataAgent
[ Active Directory iDataAgent
] File System NDIP Restore Enabler
[ Image Level DataAgent
] Data Protection Manager
a Server Agent

= L) Database

[0 o6z iDataAgent

O Oracle iDatangent

[ SQL Server DataAgent
[ 5P for Oracee

O sybase iDataAgent
[ MysQL iDatagent
[0 Documentum Agent

=€ Exchange
[0 Exchange Database iDataAgent
[ Exchange Mailbox iDataAgent
[ Exchange Public Folder iDataAgent
[ Exchange Web Folder DataAgent
7] Exchanas Offine Minina Tool

Enter Adaitiona instalf Options

ot Upctes
[ Reboct ¢ reauresy

KA Browser Processes Freiec)

[

5t Ol servies (F reuied)

15K chrts tht re sty prt o the Commeet componert
Avanced optians.

okt packazes Afer nstat

1 tomare Claniost ams Canfict
st Resit og Locatin

st Agerks For Restre Only.

optional Sertings.

= J0b Result Directory

.
cvo ot 00|
Evmarc port sz}
—— )
B ]
S—— ]
Booen =

Installer,

Flease Select When To Run The Job

Job Initiation

(%) Immediate

Run this job now

O Schedule

®

Summary
lease verty

Client Install Option

Select Type OF Installation: Windows

Select Type Of Client Discovery: Manually select computers

Reuse Active Directory credentials: No

Client Authentication for Job

User Name: mydomaintadministrator

Password: ****

Install Flags

Install Updates: Yes

Reboot (if required): No

Kill Browser Processes f required): No

Ignore Running Jobs: No

Stop Oracle Services (f required): No

Skip clients that are already part of the CommCell component: No

Delete Packages After Install: Yes

Ignore Client/Host Name Conflict: Yes

Install Agents For Restore Only: No

Client Composition

Override Software Cache: No

Select Type Of Installation: Copy packages 1o remote machine

Componeats

Selected Components To Install: Windows File System iDataAgent, Virtual Server Agent
Common Information (Optional)

Global Fiters: Use Celllevel policy

Client

CVD Port: 3400
Evmgre Port: 8402

Selected Clients
Client Name: apple mydomain.mycompany. com
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12, You can track the progress of the job from the Job Controller or Event Viewer

*oa

ind o o o oo e it | bt e | S e ot | ooy s e
a 5 |
Wraso ]

et < i bt Ve
[ ever vomsr. L=
oty Bain  mbD e o oot o | omsron p|
o 2 o o T R veer ey 1
I N TR TR =
0 T om0 o T
a = soumone oo P
a S o e o mm eGammbad,

ok s s ek s ]

e D] ormatn, e, Hep, Gk, Hasa vess st 20

idol.testlab.commvault.com - CommCell Console

13. Once the job is complete, right-click the CommServe computer, click View and then
click Admin Job History.

& apple x L
& apple > La=F"
) Job History Q o [ [y S
Control Panel i b Hetory ) Clert Searty  Storage Polcies
[o— 2l Comouters Resources v
) A File System Users Logged In [}
i DA VirtualServer )
et Schedes sOg
i Fio 36D | Operaten ClenkCo..._AgentType Subclert T Typer 1 phas v|
D& Virtual Server 21 DataAgng Na =
& O Securky L
i < >
@ polcies | mpase prayng  Rumn
e-fl Reports
& {1 Content Director T2 Event viewer x | @ Admin Job Hstory x <> @
[ Event viewer L=
Severty EventlD  lbDD  Date 1 program Computer | Evy
) 233 2108/31/2010 12:00:23 JobManager apple
a 2% 2108/31/2010 12:00:08 JobManager apple
2 Conmcel B a 21 08/31/2010 11:52:42 EvMg'S apple
a 28
5' agerts . P
s —_— |
1 Pause | Playing|  Information, Minor, Majr, Critica, Maximu events shown: 200
8 object(s) apple | admin

14.  Select Install/Upgrade/Remove Software.

Click OK. i

Qual O Data Aging O Export Media

© Auwlary Copy © Inventory © Disaster Recovery Backup
© Data Verification © ffine Content Indexing © Erase Media

O Erase Backup/Archived Data O Drive Validation O Drive Cleaning

O Stamp Media O InstalRemove Updates O DownloadjCopy Software

JO Disk Library Maintenance © SRM ReportsfActions

O Information Management © CommCell Export © CommCell Import
1
©) Media Refreshing O Recover Store
[] Specify Time Range
Start Time End Time.

Job Status
@Al O Completed O Faled O Killed

Number of Jobs

@ View All Jobs
©) Desired Number of Jobs :|
2
15. You can view the following details about the job by right-clicking the job: I B, e x =2
° Items that Succeeded during the _]Ob “'W b Status Start Tine End Time. UserN... EmorC.. Storag.. Autom.. Legal.. qa\ -?‘

View ob Detals
Resubrit Job.

View Events

e Items that failed during the job
e Details of the job

e Events of the job

e Log files of the job

ViewLogs
Send Logs

Total records count : 9

THIS COMPLETES THE INSTALLATION OF THE VIRTUAL SERVER IDATAAGENT

us | Mext » |
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VM Lifecycle Management - Administrator

Overview Install the Virtual Server iDataAgent Install the Web Search Server and Client = Setup User Information « Previous | Next »

Once the Virtual Server iDataAgent is installed, the Web Search Server and Web Search Client must be installed. These components can be installed on the
same computer or on different computers.

WHERE TO INSTALL BEFORE YOU BEGIN

Install the Web Search Server and Client on any computer which satisfies the system
requirements. Y P Y Download Software Packages

Download the latest software package to perform the install.

System Requirements

Verify that the computer in which you wish to install the
software satisfies the System Requirements.

INSTALLATION
1. Ensure that the IIS is installed on the CommServe computer before installing the Web

Search Server and Web Search Client.
2. Run Setup.exe from Software Installation Discs on the CommServe computer.
3. Select the required language.

Click Next.

Select the language you will use duing installation.

4. Select the option to install software on this computer.

NOTES

e The options that appear on this screen depend on the computer in which the

software is being installed.
= Install Software on this computer

= Advanced options

& View documentation websits
€ View Install Quick Start Guide [Requiies Adabe Acrobat Feader]
£ Install Adobe Acrobat eader

2 Exit

5. Click Next

Welcome

The Installer wil guide you thiough the
setup process for Software

This program willinstall Seftware an your camputer.

It iz strongly recommended that you exit all Windaws programs before running this
Setup program.

Click Cancel ta quit Setup and then close any programs you have running. Click
Mext to continue with Setup.

WARMING: This program is protected by capyright law and intemational reatiss
Unautharized repraduction or distibution of this program, ar any portion of it, may

result in severe oivil and criminal penalies, and will be prosecuted to the masimum
extent possible under the law

Installer

6. Click OK.
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i Itis strongly recommended that any and all wins scanning software be disabled
\,\‘) immediately before continuing with this Software instalation. Failure to do so may result in
filedocking by the vitus scanner and subsequent failure for setup to install its own files.

Click OK once you have disabled them and setup will continue.

7. Select I accept the terms in the license agreement. Installer X
f License Agreement
Click Next. Please read the following License Agreement. Press
the PAGE DOWN key to view the entire agieement.
| ~
End User License and Limited Warranty Agreement
Software Release 9.0.0
(including Microsoft® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)
Tl Tlonw T fmnmnn Amsnnseasd ]
(" | accept the terms in the license agreement.
" | do not accept the terms in the license agreement.
Installer
<Back | MNew> | Cancel |
8. Expand Common Technology Engine | Web Console Modules and select Web Installer
Server and Web Client. Select Platforms
. Select the platforms you want to configure.
Click Next.
= Q A | Move the pointer over a
= © Common Technology Engine platform name to see a
@ CommSenve Mockies desciiption of the platform and
e reasons why it may be
# © CommCell Console disabled.
+ @ Mediadgent Modules
= Q2 Clent Modules .
# 0 Backup & Recovery Sapoce
# 2 Content Indesing and Search (Req/Recommended)
# 0 Web Based Search & Browse Installation Folder:
# © Archive Management 0MB/ 0MB
+# Q1 ContinuousDataReplicator )
o 0 SAM Temporary on C: dive:
# O Supporting Modules
% 0 Tools v LA
e Special Registy Keys In Use
I Install Agents for Restore Only <Back | | cancel |
9. Click Yes.

@y Setup detacted ane of more nstances of Microsoft SOL Server running on this system,
&/ Forperfomance reasons, s stongy recommendee it run any other &pplcations an
software server that make use of these instances.
Click Yes to continug or Mo to exit.

10. Click Yes.

@, Setup detected an instance of SAL Server with the name Company alieady exists an

\-‘J this computer, |f any thid-party applications are using this instance. itis stronaly
recommended that you exit the install. uninstall Company instance and run Setup again
Dthervise, you may continue with the instal.

Click Yes to continue or No o exit

No

11. Specify the SQL Server System Administrator password.
NOTES

Installer g|

S0L User Password
Provide a passwiord for SOL user 'sa’

e This is the password for the administrator's account created by SQL during the
installation.

Click Next.

Please provide a password for 5L user 'sa'

SOLuser'sa —————————

Enter Password,

12. Modify Apache Tomcat Server port number to 82.
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Click Next. Installer; gl

Part Number Selection
. Please specify the port numbers you wark to use for 15
NOTES: and Apache.

e Ensure that these port numbers are different and are not already used by any
other services or application.

115 Diefault WebSite port number; |20

[~ Stop IS default website

#pache Tamaat Server port number: | 30

Seaich Service port urber. 81

Installer

< Back Newt > cancel |

13. Click Next. Installer, El

Download and Install Latest Update Packs

Download and Install the latest service pack and post
pack fiom the software provider website.

I~ Download latest update pack(s)

Wake sure you have intemet conriectivity at this time. This process may take some tmne
depending on download speed

Irstaller

< Back Wt > cancel |

14.  Select Add programs to the Windows Firewall Exclusion List, to add CommCell _
programs and services to the Windows Firewall Exclusion List.

Windows Firewall Exclusion List

i Allow programs to communicate through Windows
Click Next. Firewall

This option enables CommCell operations across Windows firewall by Windows Firewallis ON

adding CommcCell programs and services to Windows firewall exclusion

list.

[V Add programs to the Windows Firewall Exclusion List

It is recommended to select this option even if Windows firewall is 1f you plan on using Windows Firewall it i recommended to add the software programs o the
disabled. This will allow the CommCell programs and services to function cichton ft
if the Windows firewall is enabled at a later time.

Installer

<Back [ New> | Cancel |

15. Enter the Web Search Server database installation path. Installer 3]

Click Browse to modify the default location. Datahase Path

Location for database files
Click Next.

Database Path
Diive List Space Requied / Recommended
’Vc 10016 WE - ’V 200 ME /1024 ME

Installer

< Back Nest > Cancel

16. Click Next.
NOTES

e The Compliance site, End-user site, and Admin site details are populated
automatically.

Note down the End-user site name.

This is needed later for users to access the VM
Provisioning web interface.
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staller &|

Web Administration
‘wieh Administration for Weh Search Clisnt

Wirtual Directories for Weh Search Client:

Complance site: [compliancessarch

End-user site:

Adrmin site: | searchadmin

Installer

< Back Hewt s cancel |
17.  Click Yes. iter

Setup must now stap and restart the Wiorld Wide Web Publishing [W3SVE) service.

%

Select Yes to continue or No to continue without restarting the service

1f you select No, pou must manually stop and restart the Word Wide Web Publishing
[W3SYC) service when setup completes

No

\"/ Before starting any soltware services, this computer will resuie a reboot after completion
f Setup.

of

19.  Click Next.

Summary
Surmmary of install selectiors

Setup has snough information to start copying the program fiss. If you are satisfied with the
install settings, cick Next to begin capying files.

~
Destination Path =

Interface Name = audi.mycompany. com

Client =audi

Job Results Path = C:\Progiam Files\obRiesults B
Global Filters = Use Cell level policy -

Installer

< Back Hest > carcel |

20. Click Next. Installer &l

Schedule Reminder
Jaob schedule creation reminder

Please nate:

“You still need to create a Job Schedule for each iDatadgent that has been installed on
this client computer.

Job Schedules are required to allows the iD atabgents to perform automated backup
and restors operations.

Job Schedule creation can be accomplished through the CommCel Consals
administration interface.

Irstaller

21. Click Reboot to finish the installation.
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staller

Completion Report
Setup complete

Software installation completed successfully B
WebSearchServer URL
hittp:/dm2searcha.dm3 company . com:B1 [Searchsve

‘WebSearchClient URLs
hitp:/fdm2search3. dms3. company, com:B0jsearch

hitp: fdm2sear ch3.dms3. company, had
http:/idm2searchd.dm3 company, com:&0fcompliancesearch

Services have not been started. Befors statting any servics, it is required that you rebaot this
lcamputer

Installer

| € Previous | Mext » |
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VM Lifecycle Management - Administrator

Overview Install the Virtual Server iDataAgent Install the Web Search Server and Client = Setup User Information « Previous | Next »

Once the Virtual Server iDataAgent, Web Search Server, and Web Search Client are installed, perform the following configurations:
1. Register Users in the CommCell Console

2. Configure Backup for Virtual Machines

3. Populate Datacenter Information

4. Create a VM Lifecycle Policy

5. Schedule a Backup to Archive Virtual Machines

REGISTER USERS IN THE COMMCELL CONSOLE

Follow the steps given below to create a group of all the users who will use the web console to create and manage the virtual machines:

1. e From the CommCell Browser, click Security.
e Right-click CommCell User Groups and click New User Group.
2. e Type the Name of the user group. pioalser Geoup Froperes Lé‘
. . - General | Capabiiities | Us Associated Entiti
The name can have a maximum of 32 characters and should not include trailing epotties] e[ pencce = |
spaces. Name: | |
e Type a Description for the user group. Deaiption
V| Enabled
All Capabilities
All Associations |
i
|
|
[ ok ][ camcel | [ Heb ]
3. Click the Capabilities tab. New User Group Properties
Select the following capabilities from the list of Available Capabilities and click >> General| Capabilties | Users | Associated Entities
to add them to the list of Assigned Capabilities: Available Capabilties: Assigned Capabilties:
Administrative Management -
e Browse |gent Management
Agent Scheduli
e Browse and In Place Recover ot et
e Browse and Out of Place Recover [
Browse and In Place Recover
Browse and Out of Place Recovey/| _ |
Compliance Search WC.>>)
Content Director Policy Managemei .‘
Data Protection/Management Opet|
End User Search
ERM Management
Installation
Job Management
Legal Hold Management.
Library Administration
Library Management
License Management
MediaAgent Management
Obiect Store Download b2
< f
oK ] [ Cancel ‘ [ Help ]

4. e Click the Users tab.

e Select the appropriate user from the list of Available Users and click >> to add
them to the list of Member Users.

o Click OK.
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CONFIGURE BACKUP FOR VIRTUAL MACHINES

New User Group Properties

| General [ capabilties | Users | Associated Entities | |

Available Users:
[admin
lpoimera
rajesh

Member Users:

You must perform regular backups for all the virtual machines created by the users. Follow the steps given below to configure a backupset for such virtual
machines:

1.

e From the CommCell Browser, navigate to <Client> | Virtual Server.
e Right-click the Virtual Server | All Tasks and click Create New Instance.

e Enter the Instance Name.
e Select VMware from Vendor Type menu.

e Click vCenter.
e Click Change.

e Enter the username and password associated with the Virtual Center.

& Commell Browser 7

& apple

DA virtual Server x

& apple > @ Client Computers > B mustang >

4B Commiet
g Client Computer Groups

Instance Mame:

Mo Items to display

a

=l Client Computers
¥ gapple 1
g mustang 2 3
B Elesycten 2
DA Virtual Server
@ s 4l Tashs
g Storage Resources view
"8 Foles Properties
1ol Reports

P ( creste tew mstance ,
4 elease License

Operation Window

A Content Director

Virtual Server Instance Property E‘
General |
Client Name: HEN-VMZ_Cn
iDatafgent: virkual Server
Instance Mame: ‘ ‘
Vendor Type: | - |
ok | [ cenesl | [ hep
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Virtual Server Instance Properties (w3
General

Client Name: newyork64_2

iDataAgent: Virtual Server

Instance Name:  |sogoz4

Yendor Type:
YMWare

@ vCenter

Host name
sogo24.domain.company.com

User Account [vsauser

ESX Servers

Configure ES
[ Register vCenter plugin
[ ok ][ cancel | [ rep |
4. Click OK to save the instance. roperty
General |
Client MName: KEN-VMZ_Cn
iDataAgent: Virtual Server
Instance Mame: ‘ ‘
Vendar Type: | - |
a4 ][ Cancel ] [ Help
5 i . . 2 Commcat sovser BT o Convoler ¢ B veenterarm |
: e From the CommCell Browser, navigate to <Client> | Virtual Server. A s ez > 0 ContCoputrs > B8 ot > [T i sever > B vamartom >

(5 48 Clent Computer Groups
-89 Gent computers

Veenter

e Right-click the instance and select All Tasks | Create New Backup Set. e e

e Enter the New Backup Set Name. CEE

Note down the name of the backup set. You will need it when you will schedule a 193w Pepetes ous
i i [T Sl o i )
backup of virtual machines. P e [Catcomum:  wom |
o comnoreae vt Waslsene
e sonttam

This backup set should dedicated for VM Lifecycle management.

New Badup SetName:
Storage Pocy: EQE0a 2@ -

7] ikt th defouit bacap set

e Select a Storage Policy.

It is recommended to select a storage policy which is configured to retain the data ok ) (ot ] [0 ]
for longer time.

e Click OK.

6. e From the CommCell Browser, navigate to <Client> | Virtual Server| Backup Set Property of defaultBackupSet el

<Instance>. General | Guest Hosts Configuration | Security |

e Right click the <Backup Set> and select Properties. S e

iDataAgent: Virtual Server

e Select Rule-Based Discovery. Instance Name: [y vms

o Click Discover By drop-down box and select ESX Server Affinity. Backup Set Name  defauitBackupSet

e Click Configure. 7] Automatically add new s that do not qualfy For membership in any of the sublients to default sub...

7] Make this the Default backup set

9] Rule based discovery

Discover By  [ESX Server Affinity.

by regular expression

© Automatic [0 Growp
[ResourcePool Affinity
vebmounter  YAPR Affinity

vStorage VMware vStorage API method for Backup.

: -Can(el -.H!_

e Click Discover ESX Servers.
o Select an ESX Server in which users are going to create the virtual machines.
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Note down the hostname of the ESX server. You will need it when you will create
the VM Lifecycle Policy.

e Select the default subclient from Change all selected ESX Server to list.
e Click OK.
e Click OK on the ESX Server Configuration for Auto Discover dialog box.

e Click OK on the Backup Set Properties dialog box.

POPULATE DATACENTER INFORMATION

EsX server

Change al selectedESX Serversto (et > 3 ).

Aman.méxmmzm ]
|| |Esxsever Subdient Name. |
(2.13.61226 >
2
EmmucmmmE

e /

CoommeD
-
[@rss [z e

/i

Follow the steps give below to collect information from the vCenter’s datacenters, such as templates and virtual machine operating systems. This information

will be used later to create a VM Lifecycle Policy.

1. e From the CommCell Browser, navigate to <Client> | Virtual Server.
e Right-click Virtual Server, select All Tasks and click Refresh Datacenters.

This process may take several moments to complete.

2. Click OK.

CREATE A VM LIFECYCLE PoLICY

A
o

mmeell Browser i

Cliert Compu

—usHp
]
o
g
i

=3
B ganaes
BE motitvsaproxyz
Br
B

mohit-vsaproxys

8 virtual server x

MW =501z > @ Client Computers >

Instance Marme:
Y esxs.0

[ GO —,
B racloud

All Tasks
Wi

Properties

Operation Window

Refresh Datacenters

(52 |

"‘0" Completed refreshing datacenters,

VM Lifecycle Policy establishes the basic configurations and thresholds users will need to create virtual machines, such as available operating systems, allowable
disk space, expiration date of virtual machines. Follow the steps given below to create a VM Lifecycle policy:

1. e From the CommCell Browser, expand Policies.
e Right-click VM Lifecycle Policies and click New Lifecycle Policy.

Enter a Policy Name.
e Enter a Description for the policy.

Note down the Policy name.

This name should be provided to the users to create
virtual machines.

3. e Click Advanced Policy Features.

e Enter the maximum number of virtual machines, which can be created using the
VM Lifecycle Policy, in the Maximum Allowed Virtual Machines box.

& CommCel Browser kS

2ab Contoler x | (] Event Viewsr " [E} VM Lifecydle Policies x
@y hctes3 @ hetes3 > [ Poicies > [} WM Lifecyde Poicies >

Gient Computer Grus
Clent Computers oy Name
seanty e
Storage Resources s
Folces feo

_H Replication Policies

8 st rorcr o

s Storage poicis peme

8% subdient Policies

&3 VaulfTracker Polces
M Lifecyde P

ol Reports Gien Lteeycepoiey >

04 Content Dirctor

Descrpton

PolcyName  Marketng-¥Ms|

Steps Enter the Policy Name and Description

‘Advanced Polcy Features

(el ] (b ]

)
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e Select the Decommission VM after check box.
e Enter the number of days after which virtual machines will be decommissioned.

After the specified time period, the virtual machines will be automatically turned

off. When you perform the next backup, all such VMs will be flagged as Archived.

Select a vCenter.

Select a Data Center.

Click Refresh to update vCenter and Datacenter information.
Select a Virtual Server Proxy Client.

5. Select the ESX Server(s) from the Available list and click Add.

The users will create the the virtual machines on the selected ESX Server(s).

6. Select the Data Stores from the Available list and click Add.

The selected Data Stores will be used to create the virtual machines.

7. Select the Template from the Available list and click Add.
The selected Template will be used to create the virtual machines.

User would need to have one template per Operating
System type that is planned to be provisioned.

User would need to have one template per Operating System type that is planned to
be provisioned.

8. Enter the following minimum and maximum values allowed for each virtual machine:
e 3# of CPUs
e Memory (in GB)
e # of NICs

VM Lifecycle Policy

Enter the Policy Name and Description

2 Datacenter
2.ESXServers Policy Name | test1
4. Data Stores
5. Templates
Gl Advanced Policy Featur
Z.Storage
e
9. User Membership
10, Summary| 7] Decommission VM after 01+ day(s)
e

I o R ==

Refresh datacenter information
ik efresh to update the vCenter and datacenter nformation

Vetual Server proxy dients imfarm

Selected

Select Templates

7seectal

Templates having 3 WMWare Tooks verson before esx 4.1 (3288)
canriot be used and are not shown  th st

e
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e Select the Disk Type.
The Disk Type specifies how the disk space will be allocated to a virtual machine.

e Select the minimum and maximum Number of Disks allowed in a VM.

e Enter the minimum and maximum amount of Disk Space allowed for each disk (in
GB).

10. Create a Virtual Machine pattern. This pattern will be used when naming a new
virtual machine.

e Use '?' to require a single character in a portion of each virtual machine name.
e Use '*' to require multiple characters in a portion of each virtual machine's name.

For example, the default value Policy??? requires each virtual machine name to
contain three additional characters following the word Policy (e.g., Policy123,
Policy-VM, etc.)

11. Select the user groups that will have access to VM Lifecycle Management feature.

The Available list displays all the user groups which you have registered in the
CommCell.

12. Click Finish.

SCHEDULE A BACKUP TO ARCHIVE VIRTUAL MACHINES

Any virtual machines which have reached the expiration date are automatically turned off. When you perform a backup of such virtual machines, they will be
flagged as Archived. It is recommended to schedule regular backups for virtual machines. You must schedule at least one backup after the expiration date of

the virtual machine. Follow the steps given below to schedule a backup for virtual machines:

1. e From the CommcCell Console, navigate to Client Computers | Virtual Server |

Enter Resources

2ofcrus Mo (1567 max [ 4%

Memory n (68)

Mo (1567 Max [ 474

2ofhics Mo [ 1567 max [ 4%

8.VM Naming Pattern
9. User Membershp

10, Summary.

Enter the Naming Pattern for VMs

VWNamngPatter Marketing-4Ms?2?
The patter must consist of tokens separated by 7 or .

Steps

HilH

(o] ()
Select User
- -
o
=
=
=
e
o=l

10. Summary

VM Lifecycle Policy: Marketing-V\Ms
Policy Enabled: True

Decommission VM after: Infinite

VM Naming Pattern: Marketing-VMs?7?
vCenter: veenterfarm

Datacenter: John sp2

ESX Servers: All

Data Stores: All

Templates: All

Max VM Quota: 10

Resources

Cores: 1-4

Memory (GB): 1-4

NICs: 14

Storage

Disk Space (GB): 1-200

Number of Disks: 1-1
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<Instance> | <Backup Set>.
e Right-click the default subclient and click Backup.

e Click Schedule to schedule the backup for a specific time.

e Click Configure.

e Enter the Schedule Name and select the appropriate scheduling options.

You must schedule at least one backup after the time period specified in the step3

of Creating VM Lifecycle Policy.
e Click OK.

& CommCel Bromser )

DA Virtual Server % ® defaultBackupSet x

& netscs > ) Gt Computers > B prows > B

Bhama_Autoz
Bhama_Adtomation
BLUESEA

Cloudv
CLUS-M1

Deletne_restore_Synthc
exz0108

exz0108

8% metscs

Nesladh

Proxyd

Froxys

Proxys

B2 proxye

{DA File System

DA SR Agent For Windaws File Systems
DA vt server > 2
=3 Affinity Test

- defaultBackupset
P

olume_flelevelupdatetest
& Storage Devices
rackDL03rhdupé

REDSEA

Backup Options for Subclient: default

Backup Options |

Browse Backup Diaka
List Media

Find

Backup History
schedules

Operation Window

Properties

Select Backup Type Jab Iniition
OFul © Immediate
(@ Incremental
O Diferential @ ihedd
© synthetic Full Configure 5

el ttern

Schedule Details

Schedule Name
O One Time Start Time siooem |
O paity
© Weekly
O Monthly
O Yearly On these days Tuesday Wednesday
[ Friday [ saturday
Sunday
[ ok [ concel [ Hep ] [Coptions>>

CONGRATULATIONS - YOU HAVE SUCCESSFULLY CONFIGURED THE VM LIFECYCLE MANAGEMENT.

Before users can begin using this feature, provide them with the information described in User Information.

| € Previous | Mext » |
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VM Lifecycle Management - Administrator

Overview Install the Virtual Server iDataAgent Install the Web Search Server and Client Setup User Information « Previous

DISTRIBUTE THE FOLLOWING INFORMATION TO VM LIFECYCLE MANAGEMENT USERS:

1. Web Console URL:

This URL is configured in Step 16 of the Web Search Server installation.

2. User Name:

This user account is the Active Directory user account for the user.

3. Password:

This password is associated with the Active Directory user account for the user.

4. Login Domain:

This domain is the domain associated with the Active Directory user account for the user.

5. Name of the VM Lifecycle Policy

This name is specified in Step 2 of the Create a VM Lifecycle Policy.

6. Naming Pattern for naming the virtual machines

This pattern is specified in Step 10 of the Create a VM Lifecycle Policy.

« Previous
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VM Lifecycle Management - Administrator (Advanced)

SETTING THE PASSWORD FOR A LINUX VM

For creating a Linux VM, you must set the password of the machine as cvxl <hostname>. Follow the steps given below to set the password for a Linux VM:

1. Use the following script to create the CronSetPwd. sh file:
echo "hostnametemp=\'/bin/hostname\ " >> /var/tmp/cronSetPwd.sh
echo "echo hostname is \$hostnametemp >> /var/tmp/vmlifecycle.log" >> /var/tmp/cronSetPwd.sh
echo "echo PATH is \$PATH >> /var/tmp/vmlifecycle.log" >> /var/tmp/cronSetPwd.sh
echo "echo \"root:cvXl \Shostnametemp\" | /usr/sbin/chpasswd" >> /var/tmp/cronSetPwd.sh
echo "echo error code is \$? >> /var/tmp/vmlifecycle.log" >> /var/tmp/cronSetPwd.sh
echo "/usr/bin/crontab -r" >> /var/tmp/cronSetPwd.sh

2. Open the command prompt and enter the following command to assign the Execute permissions for the CronsetPwd. sh file:
chmod 744 /var/tmp/cronSetPwd.sh

3. Enter the following command to execute the CronSetPwd. sh file:
echo "@reboot /var/tmp/cronSetPwd.sh" > /var/tmp/cronfile.txt
crontab /var/tmp/cronfile.txt
rm -f /var/tmp/cronfile.txt

The password of any Linux virtual machine, created using the VM Lifecycle Policy, will be set as cvxl <hostname>. Here the <hostname> is the hostname of
the virtual machine. The user can change this password later. If the system is unable to set the password specified by the user while creating the Linux virtual
machine, the user can use the password cvxl <hostname> to access the newly created Linux VM.
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VM Lifecycle Management - End-User (Getting Started)

Getting Started = Advanced Next »

LoG ON TO THE WEB CONSOLE

1. Obtain the following information from your administrator:
e Web Alias name
e Policy name
e Naming Pattern for naming virtual machines

You will need this information as you proceed.

2. Open a supported Web Browser and type the Web Console URL in the address line. (i1 /domain company com ucbeonzol -
For example, http://amber.domain.company.com/<web_alias_name>
3. Type the login credentials and click Login. = Login %
Username: | |
FPassword:
Domain: | |V|
4. Click VM Provisioning.

= Laptop And Desktop Backups

= VM Provisioning

= Reports

& Install Software

CREATE A VIRTUAL MACHINE

1. Click Create from the Configure menu. L]
g\ o O Oz &8 & = % #
=k e ey
B ooz Sorees s temon
e fonioviinein el
Ef-Peon Ronning i e
2 Displaing 1-17 or17
2 . . . .. eate Virtual Machine
. e Select an allocation policy provided to you by your administrator.
. Allocation Policy
e Click Next.
Allocation Policy Selert an allacation policy for the virtual machine:
tlone open v

Next Cancel

3. e Enter a name for the virtual machine. The name must follow the pattern displayed.

For example, if the pattern displayed is Marketing?VMs*, then your virtual
machine name must consist of the following:

Marketing<single character>VMs<any additional characters>

e Enter a Description.
e Enter an Expiration Date.

The virtual machine will not be available past the expiration date.
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e Click Next.

4. e Select a Template.
o Click Next.
5. e Enter a password for the virtual machine.
e Confirm the password.
6. e Enter the amount of Memory (in GB) for the virtual machine.
Drag the customization bar to refine the memory amount in MB.
e Select the Number of CPUs.
e Select the Number of NICs.
e Click Next.
7. e Enter the amount of disk space for the virtual machine.
Drag the customization bar to refine the memory amount in MB.
e Click Next.
8. Click Finish.

Once the virtual machine is created, it will appear in the My VMs list. The creation
process may take several moments to complete.

Allocation Policy
Name

Allocation Policy
Name
Template

Allacation Policy
Narme
Template

User Details

Create Virtual Machine

ClsR=]

AN nNnNanan

£ Create Virtual Machine

21 Create Virtual Machine

Allacation Policy
Name
Template

User Details
Configuration
Disks

Create Virtual Machine

Allocation Policy
Narme
Template

User Details
Ganfiguration
Disks
Summary

Create Virtual Maching

Name
Name: [stoper |
Pattern: clopen®
Description <]
Expitation Date: (g 411 5
Back Cancel
Template
Name ~  Operating System Description Memoryl.. CPUs NICS
Red Hat 5cl.. Red Hat Enterprise Linux .. 3 R |
template-w.. Microsoft Windows Serce., 8 11
clone templ... MicrosoftWindows Serve., 8 4 1
clone templ..  Microsoft Windows Serve.. # 11
clane templ... MicrosoftWindows Serve., 8 41
clone templ..  Microsoft Windows Serve.. # 11
clane templ... MicrosoftWindows Serve., 8 41
clone templ.. - Microsoft Windows Serve.. & 11
clane templ... MicrosoftWindows Serve., 8 41
clone templ.. MicrosoftWindows Serve.. & 41
clane templ... MicrosoftWindows Serve., 8 41
s foranl i o Wil Sonie v PR
Bark Next Cancel
User Details
UserName:
Password vevee
Confim Password [reese]
Back Mext Cancel
Configuration
Memory(o8) 4
NumberefoPUs: |4 |v
MNumber of NICs: 1 v
Back Next Cancel
Disks
Maux Disk Space F00GE
Disk 1 (GB): 40
[
Create Disk 2
Disk 2 (GB): 1
[
Back Next Cancel
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An email will be automatically sent to you confirming the creation of your virtual
machine.

START A VIRTUAL MACHINE

1. Select the virtual machine you want to start.

e Click the Start button in the Operate menu.

e You can view the progress of this operation in the State column of the My VMs

list.

reate Virtual Machine

Summary
Virtual Server Details

Allocation Policy
Nane Allocation Policy  clone open
Template Name clopen
User Details Description
Configuration Expiralion Date  Sep 14, 2011
Disks Ternplate clorie template w2ks 12 01
Summary Configuration

Nurnber of CPUS 4

Wemary(GB) 4

Number of NICs 1

Disks
DiskOne (68) 40
DiskTwo (6B) 1

Back Finish Cancel

& B oo OB Y & 2 6 o ®
Create Clone  Start Edit Delete Renew Create Manage ’"cmg’"’(“
B Name ~ State VM Host Name | ESX Host Name | Operating System Expiration Date
1 % ADjohnl Running  ADjohnl 172196126 Microsoft Windows Server 2008 R2 (64-bit)  Nov2, 2011
8 ooreos Soppes epieltls  ITIOAZS  Micorof Windowa Sever 2O R 600 0 2 201
B et Fumng ol TI961206  Mictesoh Windews Sener 008R 645 Novi, 2071
B g e Ry s V21961225 Micosl Widows Serr 26 R2 (6050 N, 201
[y Al g ITIOE2G Mol Vindows S 2SR 605 032011
£ B epireheten Stopped  expireReten 1721061226 Microsoft Windows Server 2008 R2 (64-bit)  Oct23, 2011
it A cgneSeps TIS6128 NidtesotWindows St 0082 ) Ot 13, 11
0 & opieserat Sopped__coiesent 11961206 20812 @by Sep 24,2011
e Soppes apresepas 72196123 Microsoh Vindowssevr 2002 60615201
Do T Sopped Jombeme] — TRTSFI2E  Wieso Windaws Sever D082 o) 0127 0T
B et Running  recutl 172196126 Microsoft Windows Server 2008 R2 (64-bit)  Oct 31, 2011
w2 Somped ez 266126 Moo Windows Serer 008 K2 G441)  Nov2, 2011
B recutd Stopped  recutd 172196126 Microsoft Windows Server 2008 R2 (64-bit)  Oct 26, 2011
B et Sopped rects 1721561228 Micerlt indows Sener 00852 G1-b) 0t 211
s Sorped rects 21961226 Microso Vindows Sener SR G44) 025 2011
] 8 recutheten Stopped  recutReten 172196126 Microsoft Windows Server 2008 R2 (64-bit)  Oct27, 2011
et R egesNE 961206 Mol Vidows Sever 26 R2 (665 n, 012

]

Pager o1 b bl | @ Displaying 1-17 0717

Conngure Operate Manage Snapshots
& & O Y9 & 2 & @
Greate Clone Edit Delete Renew Create anage oo
O Neme~ State | VM Host Name | ESX Host Name | Operting System Expiration Date
O % Adjohnt Running  ADjohn 1721961226 Microsoft Windows Server 208 R2 64-bi9)  Nov2, 011
& epreinzs Stopped  expirel02s 1721961226 Microsoft Windows Server 2008 R2 G4-bi9)  Oct25, 011
B cpient Runing  expirell 1721961226 Microsoft Windows Server 208 R2 @-bi9)  Nov1, 2011
O & epis Runing  expires 1721061226 Mictosofe Windows Server 208 R2 64-bi9)  Nov1, 2011
=] Archived  expirs23 1721961226 Microsoft Windows Server 208 R2 64-b)  Oct3, 2011
£ % epireteten Stopped  epreReten 1721061226 Microsoft Windows Server 2008 2 64-bi9)  Oct 28, 011
G epiresepzs Archived  expireSepZ3 1721961226 Microsoft Windows Server 2008 R2 64-bi0)  Oct13, 2011
[ & opiresep2t Stopped  epireSep2d 1721961226 Microsoft Windows Server 2008 R2 64-bi9)  Sep 24, 2011
@ epireseptzs Stopped  expireSept28 1721961226 Microsoft Windows Server 2008 2 G4-bi9)  Oct19, 2011
B JohnDemo1 Stopped  JohnDemol 1721861226 Microsoft Windows Server 2008 R2 G4-bi9)  Oct27, 011
O & et Running  recutl 1721981225 Microsoft Windovs Server 2008 R2 6-bi%)  Oct31, 2011
B can Stopped  recu2 1721961226 Mictosoft Windows Server 2008 2 (64-bt)  Nov2, 2011
0 & recus Stopped recutd 121961226 Microsoft Windows Server 2008 R2 6-bi%)  Oct26, 2011
O @ recus Stopped  recutt 1721961226 Microsoft Windows Serer 2008 R2 G4-bi9)  Oct 25, 2011
B s Stopped recuts 1721961225 Microsoft Windows Server 208 R2 (64-bi0)  Oct25, 2011
O 8 recueten Stopped recuReten 1721061226 Microsoft Windows Server 2008 R2 64-bi9)  Oct27, 2011
B egreshe Ruming regresNE 1721961225 Microsoft Windows Server 208 R2 64-b) Jan, 212
o
Page 1 ot 2 Displaying 1-17 o117

CONGRATULATIONS - YOU HAVE SUCCESSFULLY CREATED AND STARTED YOUR FIRST VIRTUAL MACHINE.

If you want to further explore this feature's capabilities, read the Advanced section of this documentation by clicking Next.

| Mext » |
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VM Lifecycle Management - End-User (Advanced)

Getting Started Advanced

TABLE OF CONTENTS

Virtual Machine Operations

Modify a Virtual Machine
Rename a Virtual Machine
Edit Memory, CPU, or NIC Configurations
Add or Edit Available Disk Space

Delete a Virtual Machine
Renew a Virtual Machine
Recover an Archived Virtual Machine

Manage Snapshots
Create a Snapshot
Revert to a Snapshot
Revert from a Snapshot

Clone a Virtual Machine

VIRTUAL MACHINE OPERATIONS

The Operate menu provides the facility to perform basic functions for your virtual machine.

o Click Start to turn a virtual machine on.

« Previous

Configure

Operate

1anage

Snapshots,

& B oz e =2 B th B
. ) ) ) . Create Suspend Restart Stop) Edi Renew Create Wanage RO
e Click Suspend to temporarily disable use of the virtual machine. T Joee
. . . & ADjohnt. Running  ADjohnl 1721961225 Microsoft Windows Server 2008 R2 (64-bit)  Nov2,2011 |B
e Click Restart to restart the virtual machine. 0 8 epreos Sopped  epiell2S  ILI9SLZG Micosot Windows Sener 20R2 G- Oct25, 201
0 & oo Roming  epicll 171981205 Micosot Windows Sener O0SR2 G451 Novi, 2011
e Click Stop to turn a virtual machine off. 0 & coon Mo oS DABOZS Mt Wndon e RGO
B cpieteen Sopped opieien 1721561226 MicesoltWindows Sener S08R 646 0ct2 2011
Suspending, restarting, or stopping a virtual machine will disrupt B epiresep2s Stopped  eopireSep2d 1721961226 Microsoft Windows Server 2008 R2 (4-bit)  Sep 24 201
: ) B areserts Sopped opieSep2s 21561226 Micresolt Windows Sener S08R 646 019 2011
access to the virtual machine for other users. Ensure no other users & Jomemo1 Sopped JoDemol 1721961225 Microsoft Windows Sevr 208 R2 6460 0ctZ, 2011
- - h ) p B e Roming  rec 2196125 Micresolt WindowsSever M08 640 0t 2011
are currently using the virtual machine prior to performing these B e Stopped  recu2 121961226 MicrsotWindowsSever 28 R2 64-58)  Now, 011
- B s Sopped e 2196125 Micresolt WindowsSever M08 640 025 2011
functions. B rect e R 1721961226 Microsoh Windows Sever 006 R G458 Oct 26, 2011
B Somped 1o a2 e wasR s o2 211
B Sopped e 72196126 Wi wasR e 0az 21 g
= ol

Displaying 1-17 of17

MODIFY A VIRTUAL MACHINE

‘RENAME A VIRTUAL MACHINE

2 Edit fourthym
1. Select the virtual machine you want to modify. o
2. Click Edit from the Manage menu. Jame Name fourthvm
3. Navigate to the Name screen. Contauraton Descrpton [}
4. Enter a name for the virtual machine. The name must follow the pattern displayed. o g

Expiration Date: (14

For example, if the pattern displayed is Marketing?VMs*, then your virtual machine name must
consist of the following:

Marketing<single character>VMs<any additional characters>
5. Enter a new Description.
6. Enter a new Expiration Date.
Nest Cancel

The virtual machine will not be available past the expiration date.

7. Navigate to the Summary screen and click Finish.

EDIT MEMORY, CPU, OR NIC CONFIGURATIONS

1. Select the virtual machine you want to modify.

2. Click Edit from the Manage menu.

3. Navigate to the Configuration screen.

4. Enter the amount of Memory (in GB) for the virtual machine.
Drag the customization bar to refine the memory amount in MB.

5. Select the Number of CPUs.
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2 Edit fourthvm
6. Select the Number of NICs. Configuration
7. Navigate to the Summary screen and click Finish. Name —
Configuration ementGe)
Disks
Summary
Number of CPUSs: v
Number of NICs: v
Back MNext Cancel
‘ADD OR EDIT AVAILABLE DISK SPACE
2 Edit fourthvm
1. Select the virtual machine you want to modify. Disks
2. Click Edit from the Manage menu.
Name Available Disk Space 200 GB
3. Navigate to the Disks screen. i R
Summary
4. Enter the amount of disk space for the virtual machine.
Drag the customization bar to refine the memory amount in MB. Creste Disk2
Disk2(GB):
5. Navigate to the Summary screen and click Finish.
Batk MNest Cancel
DELETE A VIRTUAL MACHINE
Confirm Delete

1.
2.
3.

If you delete a virtual machine, it will no longer be available for use and you can no longer

access any data or applications residing on it.

Select the virtual machine you want to delete.
Click Delete from the Manage menu.
Click OK.

RENEW A VIRTUAL MACHINE

Select the virtual machine you want to modify.

Click Renew from the Manage menu.

Enter a new Expiration Date.

The virtual machine will not be available past the expiration date.

Navigate to the Summary screen and click Finish.

RECOVER AN ARCHIVED VIRTUAL MACHINE

9 Are you sure to delete the selected
Y virtual machines?

Yes Mo

Renew Virtual Machine

Expiration Date: 412111 E

Ok Cancel

After the expiration date a virtual machine is turned off automatically and its State is displayed as Archived. Follow the steps given below to recover an
Archived virtual machine:

Select the archived virtual machine.
Click Recover from the Manage menu.

Enter a new Expiration Date.

By default an expiration date is set after the number of days specified in the allocation policy.

Click OK.
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Ay s
congure Operate Manage , S
& B o O¥ &/8 e
Greate Recover
O Name~ State | VM HostName | ESX Host Name | Operating System Expiration Date
[ & Adjohn Rumning  ADjohnl 1721961226 Micrsoft Windows Server 2008 R2 64-bi)  Nov2, 2011
[0 & epireozs Stopped  eircl0ds 1721961226 Mictosolt Windows Sever 08 R2 (64-6t)  Oct25, 011
[ & epieit Ruming  expiell 12106126 Microsoft Windows Server 208R2 64-6it)  Nov 1, 2011
O & epirs Ruming et 1721961226 Micrsoft Windows Server 2008 R2 64-bi)__Nov, 2011
(T opon 7 Buchived o3 72156120 Microsoft Windows Sever 008 2 64-60__0ct3, 201
T &5 opreheten Stopped _epreReten  T2DOEL2%
O & epireseps Archived  eieseps 1721961226
[0 8 epesep2s Stpped  epireSept 1721961206
[ & expireseps Stopped  eireSept8 172106120
£ 8 mooenet St ool nionizn || SO
[ & reant Rumning  recutt 1m21061.226 3
[ & rec2 Stopped recut2 12106122
0 8 s stopped  recutd 1721961226 "
0 8 et B g
[ & recus Stopped  recuts 12106120 Rcrosore winaows sever 4w e ov-ory e 2, 201
[ 8 recueen Stopped recuticten 1721961226 Microsoft Windows Sever 2008 R2 64-6t)  Oct27, 2011
[ & regrese Ruming regresNE 172196126 Microsoit Windows Server 208 R2 (G4-bit)  Jan1, 2012
Page 1 oft @ Displaying 1- 17 0i17

MANAGE SNAPSHOTS

The Snapshot feature allows you to create an exact image of a virtual machine as it exists at the time the snapshot is taken. If the virtual machine encounters
an irreversible problem (i.e., important files are permanently deleted, the operating system becomes corrupted, etc.), you can revert a virtual machine to its
snapshot, thereby bringing the virtual machine back to the state it was in when the snapshot was taken. You can also revert from a snapshot if you no longer
wish to use the virtual machine in its snapshot state.

CREATE A SNAPSHOT

1
2
3.
4

Select the virtual machine for which you want to create a snapshot. TS
Click Create from the Snapshots menu. i MName:

Enter a Name for the snapshot. Description: @

Enter a Description of the snapshot (such as a date a description of files existing on the virtual
machine at the point the snapshot is taken). @

Click OK.
Ok Cancel

REVERT TO A SNAPSHOT

1
2
3.
4

Snap: ello

Select the virtual machine for which you want to revert to a snapshot.

Loading... (==}
Click View from the Snapshots menu. Name
Navigate to the desired snapshot. Time
Click Revert. Description
Cancel

REVERT FROM A SNAPSHOT

1.
2.

Select the virtual machine for which you want to revert from a snapshot. Contgure Oerse  Manage snapsl

& @& (4] ORYE & 2 &

Click Revert to Current.
7] & ADjohnt Running  ADjohnl 1721961226 Microsoft Windows Server 2008 R2 (64-bit)  Nov2,2011 [E]
8 oot Rowing el 296126 Micesot Windows Sever 208 R2 66 Now 2011
& wors Roming s 12196120 Microsolt Windows Sever 008 R26158) v, 01
@ ooz Arwed oph@B V19625 Moo Windows Sever A0SR2GH50) O, 1
& corereen Sopped  cpiefien  ITIS6L5  Mictosof Windows Sever 008R2 G456) 028, 011
B cpiess Ared | epresp 12196125 Miosot Windows Sever A0SR0 Ot 011
& coresent Sopped  epirSepdt 17496125 Micosft WindowsSever 408 R 6-b)  Sep 24,111
& epiresept2s Stopped  expireSept28 1721961226 Microsoft Windows Server 2008 R2 (64-bit)  Oct19, 2011
=] John Demo 1 Stopped  JohnDemol. 1721961.226 Microsoft Windows Server 2008 R2 (64-bit) Oct 27,2011
”

|=] recutl Running recutl 1721961226 Microsoft Windows Server 2008 R2 (64-bit) Oct 31, 2011

o

O rear Stopped  recut2 1721961226 Microsoft Windows Server 2008 R2 (64-bit)  Nov2, 2011

=] recut Stopped  recut3 1721961226 Microsoft Windows Server 2008 R2 (64-bit)  Oct 26, 2011
,

=] recutd Stopped  recutd. 1721961226 Microsoft Windows Server 2008 R2 (64-bit)  Oct 26, 2011
o
o

)
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CLONE A VIRTUAL MACHINE

The Clone option creates a copy of an existing virtual machine. The new virtual machine retains the same characteristics of the virtual machine from which it

was cloned (such as the operating system). This option may be especially useful if you want to create a virtual machine from a template that is no longer
available.

1.

Shut down the virtual machine you want to clone.
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£ Clone clopenshort2
2. Select the virtual machine you want to clone.
Mame clopen
3. Enter the following details: Pattern: clopen*
o Name of the virtual machine. Usemiame
o0 Username of the virtual machine owner. Password sees
o Password of the virtual machine owner. el sose
O Description of what the virtual machine will be used for. Deseription Clone of my VM B
o Expiration Date after which the virtual machine will no longer be available. B
Feplration Date 3
0K Cancel
« Previous

Page 112 of 176



Administration Guide - Virtual Server iDataAgent (VMware)

Virtualizing a Windows Computer - Getting Started

Getting Started = Advanced Best Practices FAQ Troubleshooting Next »

You can convert a client computer into a virtual machine (VM). Perform the following to convert a client computer into a VM:
1. Verify the Prerequisites
2. Setup 1-Touch Server
3. Setup the Client
4. Create the Boot CD Image
5. Setup the ESX Server
6. Create an Instance in Virtual Server iDataAgent

7. Virtualize the Client

VERIFY THE PREREQUISITES

WHAT CAN BE VIRTUALIZED WHAT CANNOT BE VIRTUALIZED
Any client that satisfies the System Requirements for 1-Touch Any client that has Windows XP operating system.
client.

Any client which has firewall setup between the client computer and the CommServe.

Any client which has Windows operating system installed on a disk other than the first
disk.

Any client which has Windows operating system installed on a drive other than the C
drive.

[Any client computer that can boot from SAN or SAN attached disks.

INSTALL AND SETUP VIRTUAL SERVER IDATAAGENT

Ensure that the Virtual Server iDataAgent is installed on atleast one client computer in the CommCell. For more information, refer to Getting Started - VMware
Deployment.

SETUP 1-TOUCH SERVER

Follow the steps given below to setup a 1-Touch server:

1. Install the 1-Touch Server software using the Calypso Installer Version released with Service Pack 4 (or higher). For more information, refer to
Deployment - 1-Touch for Windows.

If the 1-Touch server has an older version of the 1-Touch server software, perform the following:

O Uninstall the 1-Touch server software using the Add/Remove Programs utility in the Windows Control Panel.

O Re-install the 1-Touch Server software using the Calypso Installer Version released with Service Pack 4 (or higher).
1-Touch Server software is available on the Disc 2. For more information, refer to Software Installation Discs.
2. Configure remote server cache on the 1-Touch server. For more information, refer Configure a Remote Cache for 1-Touch Server.

3. Download all the software updates for 1-Touch Server software, Windows File System iDataAgent and WinPE. For more information, refer Download and
Install Updates on 1-Touch Server.

4. Apply Updates to Live CD image. For more information, refer Apply updates in 1-Touch Server Cache to 1-Touch Live CD image.

SET UP THE CLIENT

INSTALL WINDOWS FILE SYSTEM IDATAAGENT

Install the Windows File System iDataAgent using the Calypso Installer Version released with Service Pack 4 (or higher). For more information, refer to Getting
Started - Windows File System Deployment.

SENABLE SYSTEM STATE BACKUP
1. e From the CommCell Console, navigate to <Client> | File System iDataAgent |

defaultBackupSet.
e Right-click the default subclient, and click Properties.
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3 Commell Browser L Job Contraller % @ defaultBackupSet
You must enable the system state backup for the default subclient in the default %“Dec'.wafc . & supervay > @ Clent Computers > B startrek > DA Fle System »

ot Compucer Groups
backupset. H %chem Computers Sublent s

- w B pute_n &5 default

P el s_t.;rtrek Backip

=-oe ;‘;‘ :Z:-:\Tﬁa(kupSet Back Performance Test
® doc_demand Browse Backup Data

H ° doc_new List Media

B supermay

) Security Find

g Storags Resources Biackup History

Policies

Schedul
-inl Reports checuies
{8 Conkent Director
&5 workfloms

Operation Window

Properties

e Click the General tab. Subclient Properties of default &=

e Activity Control Encryption

) Storace Dev
e Ensure that Use VSS for System State check box is selected. Generdl | Content Fiers PrePust rocess Security

Client Mame: startrek.
iDataAgent: File System

Backup Set: defaultBackupset

Subclient name; |defauit

Number of Data Readers: | 2|

[ Allow multiple data readers within & drive o mount point.

[ Use ¥ss

Use Y55 For System State

Preserve Folder Sizes in Index

Mote: This is a defaulk subclient,

Description

3. o Click the Content tab. Subc! roperties of default E

e Ensure that the Backup System State check box is selected. Actives Control__ Eneryptien

General | Content | Fiters PrePast Process Security Storage Devics

Conkents of subclient:

4

Add Paths

Backup System State

[] ©nly backup files that qualify for archiving

[ Backup Office Communications Server

oK ][ Cancel ][ Help

PERFORM A BACKUP

If you are performing backup of a Windows 7 client, ensure that the Administrator account is enabled. You cannot
perform the virtualization of the client if administrator account is not enabled while performing the backup.

. . . . & Commeell Bravser 5 o defaultBackupSet
1. e From the CommCell Console, navigate to <Client> | File System iDataAgent | %, coiplay_cn & cidoor_cn - (;chen;mpm PR r—
defaultBackupSet. B s o o : e Py
o 0

Zhdent
5 default

e Right-click the default subclient, and click Backup. <=f z
Browse Backup Data
List Media

B timberlaks 2_en Erase Data

€ Security Find

B storage Resources
Poliies Backup History
ol Reports Schedules

{4 Content Directar
-8 worklons
Operation Window

Properties

2. e Select Full.
e Select Immediate.
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e Click OK. Backup Op

Eackup Optians |

ns for Subclient: default X

Before virtualizing a client computer, ensure that you have successfully completed
at least one full backup of the default subclient.

Select Backup Type Job Iritiation

(@ mme] R this job now
O Differential O Schedule
© Syrthetic Ful Configure:

Run Incremental Backup
Before Syrthetic Ful

After Synthetic Ful

3 ([0 |} cancel | [Cadvanced ] [ 3 save as serpt

CREATE THE BoOT CD IMAGE

1. Login to computer which has 1-Touch Server software installed on it.
2. Click Start | Programs |Bull Calypso | Calypso | 1-Touch.
3. Click 1-Touch Boot CD Wizard. 1-Touch S B3

[ Please select one:

€ 1-Touch Client Preparation Wizard

- Prepare Client Far Recavery
- Select existing profiles

—
;@ £ 1-Touch Profile wizard

- Create Profiles for Recovery

@ € Windows Distribution Manager

- AddiRemave Windows Distributions
- AddiRemavwe Service Packs and Hotfixes
" Windows Driver Managet

- AddfRemowe Mass Storage Drivers For Distribution(s)
AddRemaywve NIC Drivers For Distribution(s)

- Add Windows Drivers For NIC and Mass Starage Devices,
- Create Bootable 15O Image

4. Click Next. Touch Boot D Wi

“Welcome to 1-Touch Boot CD Wizard,

& 1-Tauch Boot CD is required to boot the client that
has been prepared for recover by the Ciient
Preparation wizard. This wizard provides the option to
add Windows diivers ta the CD) imags and create an
150-9650 compliant image fil [ iso)

Ay client with the same procsssor lype can use the
same D &3 long s the storage drivers are included in
the image or an the floppy

The 1-Touch Boot CD' ean be created at any fime
However, s5ch time the Client Preparation wizard is un
for & client, ts connectivity information wil be sdded to
the £D image.

The 1-Touch boot program requires the ciient and
1-Touch server's IP and usef information to connect to
the network. IFthe CD has been created before the
e dlient information wss added, input can easily bs
provided manualy.

< Back | Hext > I Cancel

5. Select the processor type from the list.

The processor type must match with the processor of the computer which you want to
convert into a VM.

For example: If you want to virtualize a windows computer which has x64 version of
operating system, you must select x64 as the processor type.
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1-Touch Boot CD Wizard

Pracessor Type
Please select the processar type

Processor Type:

* Camputers with 32-bit processars require 324t Baat L
* Computers with #54-bit processors require #54-bit Boot CDs

Select the processor type for the 1-Touch Baot CD to be used

cgack | Mews | camed |

Touch Boot CD Wizard

Mass Storage Diivers
Flease select the Windows mass storage drivers for 1-Touch Boot CD

6. Click Next.

This 1-Touch Boot CD supports Windows 7 32-bit Drivers,
Below is & list & valid \wWindows 7 drivers that are available to add to the Boat CD
Select the drivers to add to the Boot CD.

Kote: This list does not refleet diivers that may have already been added to the image. &l diivers
can be selected and will anlp be added if they are nt present in the image

el | i

Press thdd’ to add new windows drivers to the list fd

cBack [ Mew> | Cancel |

7. Click Next. T
Ty —— | MCDive @
F:

Theeirden bC dives o 1Tk (0

s DB oefo ot 1 J
ey T DotV
ookl s
el nadlob
oot Drver, lb=azcor Broaccar BEVSIEC Heotree 11 GGE 1hD) Y
s houn o
g st
e Tipe:
JiFa

sl e e o sl e
sl b axd e s e o e ol

8. e Enter the location to save the Boot CD image as an .1iso file.
e Click Done.
e Verify that the Boot CD image is created at he specified location.
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1-Touch Boot CD Wizard

Boot CD IS0 Destination Location
Please select Boot CO 150 destination location

"Ehuuse the destination location for 150 imaas

Savein Gc - Touch_32 isn

pul

¥ou can bum the 1-Tauch IS0 image to.a CD by using any software that is 1S0-9560 compliant

after the wizard finishes.

< Back Cancel
SETUP THE ESX SERVER
1. Verify the connectivity between the CommServe and the vCenter in which you want to create the VM
2. Copy the boot CD Image to any datastore on the ESX server in which you want to create the VM.
CREATE AN INSTANCE IN THE VIRTUAL SERVER IDATAAGENT
Follow the steps given below to create an instance for a vCenter in which you want to create the VM:
1. e From the CommCell Browser, navigate to <Client> | Virtual Server. ;C“‘"mce”mw 2 e
apple & spple > ¥ Client Computers > B} mustang »
e Right-click the Virtual Server | All Tasks and click Create New Instance. . %ﬁ;’fﬁwmmps P ——
= Client Computers No Items to display
mstang > 3 4
. . MITasksh I '),  Craats New Instance
i gitm?ge Resources View Y TeRaeliooee
: =] ;”e‘;jis Properties Operation Window
s Conkent Directar
e Select VMware from Vendor Type menu. eneral
Client MName: KEN-VMZ_Cn
iDataAgent: Virtual Server
Instance Mame: ‘ ‘
Vendar Type: | vl
a4 ] [ Cancel ] [ Help
3.

Click Virtual Center.

Enter the host name of the vCenter.

Click Configure Password.

Enter the username and password associated with the Virtual Center.
Click OK to save the instance.
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e From the CommCell Browser, navigate to Client Computers | <Client>.
e Right-click the Virtual Server and select All Tasks | Refresh Datacenters.

It could take several minutes for a newly created instance to appear in the list of
instances.

Once you create the instance, the information about the ESX sever, vCenter and
the Data Store is pre-populated in the Virtualize Me dialog box.

VIRTUALIZE THE CLIENT

Follow the steps given below to convert a client computer into a VM:

1. Turn off the client computer.
2. e From the CommcCell Console, navigate to Client Computers.

e Right-click the <Client> and select All Tasks | Virtualize Me.
3. e Select a vCenter from the vCenter list.

e Click the ... button and browse to select an ESX Server and a Data Store.

e Click the ... button for the ISO Path box and browse to the location of the Boot CD
image on the ESX Server.

If you want to change the hardware configuration, click Advanced. For more
information, refer to Advanced section of this documentation.

e Click OK.

The virtual machine will be created in the specified ESX server.

Virtual Server Instance Properties

General
Client Name: newyork64_2
iDataAgent: Wirtual Server
Instance Name:  |sogoz4
Yendor Type: MWare
YMWare
@ vCenter
Host name

sogo24.domain.company .com
User Account

ESX Servers

Register vCenter plugin

vsauser

Change

onfigure

[ oK ][ Cancel | [ Hep

& CommCel Bromser

ks iDA Virtual Server <

(L] ida3svm1s
B2 ida39-wing
B ida39-wind-sr
B ida39fscm1
B2 ida35fscm2

14 lemesue

B2 mandriva2010
B mikesys

(5 miersd

B moutai

[ moutai_recovery
BiGervorss 2>
i

8 Virtual Server

% east > @ ClentComputers > B} newyorks4_2 > A Virtual Server >

nstence Nome
£ 1210019
mars

172.18.1§ All Tasks ) > Refresh Datacenters
% mars [T )
3 orasolaris Ao 4 Create New Instance
B@D\nkvms Properties Release License:
i Operaton Window
sapest
Bt sepooro
B sogo13.2
(J sogo2s
B sorisy
B2 sunfire1
B sunsparcds
¥ sunsparcos
B suse0sp 264
(3 CommCell Brawser n B stheno_cN x

#h integ-vmi

i g% Client Computer Groups
= Client Computers ) 1
BT da07_Cr

integ-vm1
- B2 moutai_cH
B rackni10s o

o Bl Eiene, Y

W integ-vm1 > I Cliert Computers > B2 stheno_cn >

Agent Type
DA File System

G  seculy 3 1-Touch Recovery Poirts
i BP storage Resour
& B Poles e L Browse & Recover.
& o Reports Properties Add/Remove Software >
EE- L. Content Director Release License For Client
- {5 Workflows
& £ Publc Foiders Check Readiness
Send Log Files
Operation Window
Set Holidays
Fush Firewall Configuration
Restart All Services
Error Decision Rules
ChitualizeMe ) 4
Virtualize Me =)
vCenter QGuanan >  +|[ change ]
==
oo ors
150 Path TStorage11/64_BS2_29.is0 i |

Job Initiation

Run this job now
Schedule

Modify Sc

hedule Pattern Figur

[ Advanced |

[ Concel ] [ vl ]
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4. You can track the progress of the Virtualization job from the Job Controller window
of the CommcCell Console. The following three jobs are launched during the
virtualization operation:

e Virtualize Machine

e 1-Touch Configuration Restore

o Full System Restore
You can not suspend or kill the Virtualize Machine job when the other two jobs
are running.

5. Once the job is complete, view the job details from the Admin Job History. From the
CommCell Browser, right-click <CommServe> and select View | Admin Job
History.

6. e Select Virtualize Me under Job Type.

e Click OK.
7. You can view the following options about the job by right-clicking the job:

e Details of the job

e Events of the job

e Log files of the job

e Resubmit the job to run it again

% CommcCell Browser a @ autumn_cn x
& st cn r—
% Client g Al Tasks v ‘

View »

Properties

Control Panel

Job Histary

Log Files

Schedule Policies
=@ Storage Polides

Job Type
Al

Auxiiary Copy

l Data Verification

Erase Backup/Archived Data
Stamp Media
InstalUpgrade/Remove Software

SRM Reports/Actions

CommCell Import

Speafy Time Range

{gn CommserveDR (utumn_cn)

Schedules

Admin Job History

Users Legged In

prs

© Data Aging
© Inventory

© Offine Content Indexing

Driye Valdation

Install Remove Updates
Catalog Media
Information Management

Media Refreshing

Export Media
Disaster Recovery Backup
Erase Meda

Drive Cleaning

(© Download/Copy Software

(© Disk Library Maintenance

CommCell Export

Recover Store

o

Security

[ Admin Job History Fi =)

CONGRATULATIONS - YOU HAVE SUCCESSFULLY CONVERTED A CLIENT COMPUTER INTO A VIRTUAL MACHINE.

If you want to further explore additional features read the Advanced section of this documentation.

Job Status
oM Completed Faied Kled
Number of Jobs
© View All obs
Desred Number of Jobs ]
Indude Aged Data
- e ]
o e surtoe i [T ———
o O ot WD 0N WS EEE s
£  com o , oy
s S Mommo womhossr e e

| Mext » |

Page 119 of 176



Administration Guide - Virtual Server iDataAgent (VMware)

Virtualizing a Windows Computer - Advanced Options

Getting Started = Advanced Best Practices FAQ Troubleshooting « Pravious | MNext »

TABLE OF CONTENTS

Creating a Virtual Machine Using a Recovery Point
Comparing the Client Configurations Associated with Various Recovery Points
Creating a Virtual Machine

Setting an Expiration Date for the Virtual Machine

Modifying the Network Configuration for a Virtual Machine
Configuring WINS or DNS for a Windows Computer
Assigning a Network Label

Modifying the Hardware Configuration for a Virtual Machine
Configuring Thin Provisioning for a Virtual Machine
Creating a Virtual Machine Using a Backup Copy

Scheduling the Virtualization Operation

Related Reports
Job Summary Report

CREATING A VIRTUAL MACHINE USING A RECOVERY POINT

A recovery point is generated whenever you change the hardware or network configuration of the client and perform a backup. You can use recovery points to
create a virtual machine with an old hardware or network configuration. By default, the most recent recovery point is used to create the virtual machine.

COMPARING THE CLIENT CONFIGURATIONS ASSOCIATED WITH VARIOUS RECOVERY POINTS

Before using a recovery point, you can compare the client configurations associated with various recovery points and then choose a recovery point for creating
the VM. You can generate an xml file for each recovery point. The xml file contains the client configuration details. Follow the steps given below to generate the
xml file for a recovery point:

09/26/2011 19:25:08

1. From the CommcCell Console, navigate to Client Computers.
. . - . Select 1-Touch recovery points to recover from:
2. Right-click the <Client> and select All Tasks | 1-Touch Recovery Point.
Date 1 M
3. Select a recovery point and click Export Config. 4
4,

Specify the location to save the xml file and click Save.

By default, the the xml file is saved in the My documents folder on the computer that
is running the CommcCell Console.

5. Open the xml file using any text editor and verify the client configuration.

2

(] ExportConfig ) EditConfig ‘ [ Exit ] [ Help

CREATING A VIRTUAL MACHINE

Once you choose a recovery point for creating the VM, follow the steps given below to create a VM using the recovery point:

Vinualze Me Virtualize Me Advanced Configuration
1. From the CommcCell Console, navigate to Client Computers. R i un ] (ahuooe Garerl [0 NtworkCona | Contpaatin | Avard] -
2. Right-click the <Client> and select All Tasks | Virtualize Me. o ' e —
150 Path 1P Address ITRNTTRNTRNTY
3. Select a vCenter, ESX Server and a Data Store. Specify the ISO Path on the ESX b iten e tomi
server. @ ansd s St
4. Click Advanced. . Femmee ot 2]
5. Select a date and time of the recovery point from the Recover to list. ’ /4
A virtual machine will get created using the hardware configuration which is backed 1
up on the selected date and time. However, the data on the virtual machine will be
the data backed up during the most recent backup. =
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6. Click OK.

7. Click OK on the Virtualize Me dialog box.

SETTING AN EXPIRATION DATE FOR THE VIRTUAL MACHINE

You can set an expiration date for the virtual machine. Follow the steps given below to set the expiration date of the virtual machine:

1. From the CommCell Console, navigate to Client Computers. Virtualize Me Advanced Configuration (=3
2. Right-click the <Client> and select All Tasks | Virtualize Me. General | DNS | Network Config | Configuration | Advanced

3. Select a vCenter, ESX Server and a Data Store. Specify the ISO Path on the ESX CommServe Host Name:  ptoves.idclab.loc

server. CommServe Client Name:  ptoves_cn

4. Click Advanced. 1P Address : 11,111, 11 111

5. Clear the Never check box and select the Expiration Date. AT

6. Click OK. Media Agent IP: 0.0.0.0
At the end of expiration date, the virtual machine is powered off and decommissioned. Recover To 08/24/2011 13:40:09 v
However, if you have performed regular backups of the virtual machine using Virtual A
Server iDataAgent, you can recover a decommissioned virtual machine at any time. It is HPLLENEED
recommended to perform regular backups for the virtual machine using Virtual Server
iDataAgent.
You can change the expiration date later using the VM Lifecycle management feature. For

more information about how to setup this feature, refer to Deployment - VM Lifecycle

Management (Administrator). {[ ox m Cancel | [ Help

Once you setup the VM Lifecycle management feature, refer to Renew a Virtual Machine.

MODIFYING THE NETWORK CONFIGURATION FOR A VIRTUAL MACHINE

When you convert a client computer into a virtual machine, you can modify it's network configuration such as IP address, default gateway etc.

1. From the CommcCell Console, navigate to Client Computers. C 7 ™ I
Right-click the <Client> and select All Tasks | Virtualize Me.
3. Select a vCenter, ESX Server and a Data Store. Specify the ISO Path on the ESX
server.
4. Click Advanced. = =7 ——
5. Click the Network Config tab. =
6. Select the network interface and click Edit.
7. Modify the IP address or any other network configuration details.
Click Use DHCP if you want to use DHCP instead of static IP address.
8. Click OK.

Click OK on the Virtualize Me Advanced Configuration dialog box.

‘CONFIGURING WINS OR DNS FOR A WINDOWS MACHINE
When the client computer and CommServe are in the same domain, DNS will be used for name resolution between client computer and CommServe.
WINS will be used for name resolution in the following scenarios:

e CommServe and Client computer are in different networks.

e CommServe is registered in a workgroup

1. From the CommcCell Console, navigate to Client Computers.
2. Right-click the <Client> and select All Tasks | Virtualize Me.

3. Select a vCenter, ESX Server and a Data Store. Specify the ISO Path on the ESX
server.

4. Click Advanced.
5. Click the Network Config tab.
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6. Select the network interface and click Edit.

NIC name : etho

7. 1If you want to use DNS, click Add and enter the IP address of the DNS Server. I mac address:  [00:00:00:0000:00
Network Label :

If you want to use WINS, click Add and enter IP address of the WINS Server.

IP Address settings.

8. Click OK. Dluseotce
! . . " - . Tcpap DN sever S ==
9. Click OK on the Virtualize Me Advanced Configuration dialog box. Address: 0.0.0.0
Subnet Mask : 013101::01v:0 o DNS Server
= 0o . 0 . 0 . O
Default gateway address : 0 0 0 0
PE—— [t
} T
N —— I

E Remove Teo/p Wik server ===

WIN Server address, in order of use : o WIN Server
0o . 0 . 0

=

e )

ASSIGNING A NETWORK LABEL

Virtual Center uses labels to identify the virtual network adapter is associated with a physical network. If you want to associate the network adapter of the VM

with a specific virtual server network, follow the steps given below:

1. From the CommcCell Console, navigate to Client Computers.

Right-click the <Client> and select All Tasks | Virtualize Me. haeres etho
3. Select a vCenter, ESX Server and a Data Store. Specify the ISO Path on the ESX || MACAddress:  op:oc:20:18:75:88
server. @wmk e
4. Click Advanced. T —
5. Click the Network Config tab. Powiiie
6. Select the network interface and click Edit.
7. Select a network label from the Network Label list. This list displays all the network R S
labels available on the ESX server or the vCenter. Subnet Mask : 255.255.255. 0
8. Click OK. Default gateway address: (172, 19 . 65 . 1

DNS Server address, in order of use :

|

Click OK on the Virtualize Me Advanced Configuration dialog box.

[ oAss [ Edit ] [ Remove ]

WIN Server address, in order of use :

l Add ] [ Edit ] [ Remove ]

ok ][ concd ][ bep ]

MODIFYING THE HARDWARE CONFIGURATION FOR A VIRTUAL MACHINE

When you convert the client computer into a virtual machine, you can modify it's hardware configuration such as memory, number of CPUs, disk space etc.

1. From the CommcCell Console, navigate to Client Computers.
2. Right-click the <Client> and select All Tasks | Virtualize Me.

3. Select a vCenter, ESX Server and a Data Store. Specify the ISO Path on the ESX
server.

4. Click Advanced.
5. Click the Configuration tab.

6. Modify the required hardware configuration as follows:
O Number of CPUs - The existing number of CPUs in the virtual machine are
displayed. You can increase the Number of CPUs.
O Memory in (MB) - The existing memory of the virtual machine is displayed. You
can increase or decrease the memory.
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10.

o Disk <n> (GB) - The disk size of existing disks is displayed. You can increase the
disk space for each disk.

The displayed disk size is always larger than the actual disk size.

For example: If the actual disk size of a disk on the physical machine is 50GB, the
disk size appears as 54GB.

If the client computer is member of a domain, click Advanced tab.

Click Change and enter the credentials of the domain in which you want to add the
virtual machine.

Click OK.

Click OK on the Virtualize Me Advanced Configuration dialog box.

Virtualize Me Advanced Configuration
General I DNS I Network Config | Configuration | Advanced

Number of CPUs: 144

@;nory in (MB):

Disk Provisioning :

isk 1 (GB):

Disk 2 (GB):

isk 3 (GB):

[ OK ] [ Cancel ] I

Help

Generl [ 1 NetworkCant | Confiueaton] Advanced
[r—
Restare Optans
—
Copyprecedence o
P —

Doman Logn Credentls

CONFIGURING THIN PROVISIONING FOR A VIRTUAL MACHINE

Thin Provisioning is a technique of allocating disk storage space in a flexible manner among multiple users, based on the minimum space required by each user

at any given time. Follow the steps given below to use thin provisioning for disk space allocation:

From the CommCell Console, navigate to Client Computers.
Right-click the <Client> and select All Tasks | Virtualize Me.

Select a vCenter, ESX Server and a Data Store. Specify the ISO Path on the ESX
server.

Click Advanced.
Click the Configuration tab.
Ensure that Thin Provisioning is selected from the Disk Provisioning list.

You cannot pre-allocate disk space for a virtual machine. Thin provisioning is always
used to allocate disk space even if you select Thick Provisioning from the Disk
Provisioning list.

Click OK.

CREATING A VIRTUAL MACHINE USING A BACKUP COPY

You can use a specific copy of the backup data to create the virtual machine. By default the virtual machine is created using the backup data from the storage

Virtualize Me Advanced Configuration @
General I DNS I Network Config | Configuration | Advanced
Number of CPUs: 144
Memory in (MB):
@k Provisioning :
Disk 1 (GB): 3814
Disk 2 (GE): 3%
Disk 3 (GB): 3%
oK ] [ Cancel ] I Help

policy copy which has the lowest copy precedence. Follow the steps given below to specify the copy precedence of the backup copy:

From the CommCell Console, navigate to Client Computers.
Right-click the <Client> and select All Tasks | Virtualize Me.

Select a vCenter, ESX Server and a Data Store. Specify the ISO Path on the ESX
server.
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4. Click Advanced.
5. Click the Advanced tab.

6. Enter the Copy Precedence of the copy which you want to use to create the virtual
machine.

7. Click OK.

SCHEDULING THE VIRTUALIZATION OPERATION

Follow the steps given below to schedule the virtualization of a physical machine:

From the CommCell Console, navigate to Client Computers.
Right-click the <Client> and select All Tasks | Virtualize Me.
Select a vCenter from the vCenter list.

Click ... and browse to select an ESX Server and a Data Store.
Click ... and browse to the location of the ISO file on the ESX Server.
Click Schedule and then click Configure.

Select the appropriate scheduling options.

@ N ot h WL NE

Click OK to close the Schedule Details dialog.

RELATED REPORTS

Virtualize Me Advanced Configuration

General I DNS [ Network Config I Configuration | Advanced
Restore Options

Copy Precedence 2| j

Cross Hardware Restore

Dornain Login Credentials

User Account | Change

Note : Domain credentials are required to join the machine to the domain
in case of cross hardware restores.

[ oK ] [ Cancel ] ( Help l

Virtualize Me E\
wCenter 111,111, 11 111 A
Datacenter ha-datacenter v
ESx Server 50035, testlab. commvault.com v
Data Store Storagel (3) £V
150 Path [<data store name =] <file path = <150 file>

Job Initistion

) Immediate

(%) Schedule

Madify Schedule Pattern

oK ] [ Cancel ] [

Help I

JOB SUMMARY REPORT

You can use the Virtualize Me Job Summary Report to review information related to all Virtualize Me jobs that run in the CommcCell during the specified time

period. This report is useful if you need to know:

e All Virtualize Me jobs with a specified status during a specified time period
e The user who set up the job

o The client for which the job run

e The failure reasons, if applicable

1. On the CommCell Console toolbar, click the Reports button.
2. From the Reports pane, select Job Summary.

3. On the General tab, select Administrative Jobs, and then select Virtualize Me.
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4. Click Run.

The report appears in your default Web browser.
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Virtualizing a Windows Computer - Best Practices

Getting Started = Advanced Best Practices FAQ Troubleshooting « Previous | Next »

‘DO NOT CONTROL THE VIRTUALIZATION OPERATION USING VSPHERE CLIENT

If you have access to a vSphere client, you can monitor the progress of virtualization on the client console. However, do not use client console for any
modifications in the VM when the virtualization job is running. The job may fail or suspend.

« Previous | Mext »
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Virtualizing a Windows Computer - Frequently Asked Questions

Getting Started = Advanced Best Practices FAQ Troubleshooting « Previous | Next »

CAN I PERFORM 1-TOUCH RECOVERY IF THE CLIENT AND THE COMMSERVE ARE SEPARATED BY A FIREWALL?

No. You cannot perform 1-Touch Recovery (Interactive, Non-Interactive, or Online Restore) when firewall is configured between the client and the CommServe.

CAN I CONVERT A VIRTUAL MACHINE INTO A PHYSICAL MACHINE?
Yes. Follow the steps given below to convert a virtual machine into a physical machine:
1. Ensure that you have enabled 1-Touch backup on the virtual machine and you have performed atleast one full backup.
2. Create a response file for the virtual machine and perform the Non-Interactive Restore using the response file.
For more information about creating response file for a Windows machine, refer to Non-Interactive Restore.
For more information about creating response file for a Linux machine, refer to Non-Interactive Restore.

During Non interactive restore, copy the response file on a USB drive and connect the USB drive to a physical machine.

WHICH SUBCLIENT CAN BE USED TO PERFORM THE BACKUP OF THE MACHINE?

You must use default subclient in the default backupset to perform the 1-Touch or system state backup on the machine. Any other subclient or backup set is
not supported for Virtualize Me.

‘DO I NEED TO PERFORM FULL BACKUP OF THE CLIENT BEFORE VIRTUALIZING IT?

If you have performed the full backup of the client computer before installing the SP4 (or higher) version of File System iDataAgent, you can perform
incremental backup of the client and then start the virtualization operation.

IS IT MANDATORY TO CREATE AN INSTANCE FOR THE VCENTER IN WHICH I WANT TO CREATE THE VM?

No. It is not mandatory to create an instance for the vCenter. You must install Virtual Server iDataAgent in the CommCell. If you do not create an instance of
the vCenter, follow the steps given below:

1. Click Change on the Virtualize Me dialog box and enter the hostname of the vCenter.
2. Enter the User Name and Password for the vCenter.

3. Enter the ESX Server name and Data Store name.

4. Enter the path of the Boot CD image in the ISO Path box.

In such scenario, the the information about the ESX severs and Datastores on the vCenter is not pre-populated in the Virtualize Me dialog box. Therefore, you
cannot browse and select ESX server and ISO path on the vCenter. You can enter the ESX server and ISO path manually in the Virtualize Me dialog box.

EWHICH DISK TYPES ARE SUPPORTED?
All the disks on the client computer can be created in a VM. However, following disk types are not supported:

e USB
e iSCSI Disks

‘DO I NEED TO CREATE A VM LIFECYCLE POLICY WHEN I VIRTUALIZE A COMPUTER?
No. There is no need to create a VM Lifecycle Policy during the process of virtualizing a computer.

« Pravious | MNext »
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Virtualizing a Linux Computer - Getting Started

Getting Started = Advanced Best Practices FAQ Troubleshooting

You can convert a client computer into a virtual machine (VM). Perform the following to convert a client computer into a VM:

1. Verify the Prerequisites

2. Setup the Client

3. Download the Boot CD Image
4. Setup the ESX Server

5. Create an Instance

6. Virtualize the Client

VERIFY THE PREREQUISITES

Maxt »

WHAT CAN BE VIRTUALIZED

WHAT CANNOT BE VIRTUALIZED

Any client that satisfies the System Requirements for 1-Touch client.

INSTALL AND SETUP VIRTUAL SERVER IDATAAGENT

Ensure that the Virtual Server iDataAgent is installed on atleast one client computer in the CommCell. For more information, refer to Getting Started - VMware

Deployment.

SETUP THE CLIENT

INSTALL THE LINUX FILE SYSTEM IDATAAGENT

Install the Linux File System iDataAgent using the Calypso Installer Version released with Service Pack 4 (or higher). For more information, refer to Getting

Started - Linux File System Deployment.

ENABLE 1-TOUCH

1. o From the CommCell Console, navigate to <Client> | File System iDataAgent |
defaultBackupSet.

e Right-click the default subclient and click Properties.

You must use default subclient to perform the 1-Touch backup.

Click 1-Touch Recovery tab.
e Select 1-Touch Recovery.
e Click OK.
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PERFORM A BACKUP

1. e From the CommCell Console, navigate to <Client> | File System iDataAgent |
defaultBackupSet.

e Right-click the subclient, and click Backup.
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2. e Select Full.
e Select Immediate.
e Click OK.

Before virtualizing a client computer, ensure that you have successfully completed at

least one full backup of the default subclient.

DOWNLOAD THE BOOT CD IMAGE

DVD4.iso is the Boot CD image for a Linux client. It will be available in the Linux Live CD directory of the Calypso Installer package. You can also download the
DVD4.iso. Ensure that you have SP4 or higher version of DvVD4.iso.

1. Log on to the Maintenance Advantage web site.

2. Click the Downloads & Packages tab to download the pvD4.iso.

SETUP THE ESX SERVER

& Commeell Bromser B o defaultBackupsSet x
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1. Verify the connectivity between the CommServe and the vCenter in which you want to create the VM

2. Copy the boot CD Image to any datastore on the ESX server in which you want to create the VM.

CREATE AN INSTANCE IN THE VIRTUAL SERVER IDATAAGENT

Follow the steps given below to create an instance for a vCenter in which you want to create the VM:

1. e From the CommCell Browser, navigate to <Client> | Virtual Server.
e Right-click the Virtual Server | All Tasks and click Create New Instance.

2. e Enter the Instance Name.
e Select VMware from Vendor Type menu.
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Click Virtual Center.

Enter the host name of the vCenter.

Click Configure Password.

Enter the username and password associated with the Virtual Center.
Click OK to save the instance.

e From the CommCell Browser, navigate to Client Computers | <Client>.
e Right-click the Virtual Server and select All Tasks | Refresh Datacenters.

It could take several minutes for a newly created instance to appear in the list of
instances.

Once you create the instance, the information about the ESX sever, vCenter and
the Data Store is pre-populated in the Virtualize Me dialog box.

VIRTUALIZE THE CLIENT

Follow the steps given below to convert a client computer into a VM:

1.
2.

Turn off the client computer.

e From the CommCell Console, navigate to Client Computers.
e Right-click the <Client> and select All Tasks | Virtualize Me.
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e Select a vCenter from the vCenter list.

e Click the ... button and browse to select an ESX Server and a Data Store.

e Click the ... button for the ISO Path box and browse to the location of the Boot CD
image on the ESX Server.

If you want to change the hardware configuration, click Advanced. For more
information, refer to Advanced section of this documentation.

o Click OK.

The virtual machine will be created in the specified ESX server.

You can track the progress of the Virtualization job from the Job Controller window
of the CommcCell Console. The following three jobs are launched during the
virtualization operation:

e Virtualize Machine
e 1-Touch Configuration Restore
o Full System Restore

You can not suspend or kill the Virtualize Machine job when the other two jobs
are running.

Once the job is complete, view the job details from the Admin Job History. From the
CommCell Browser, right-click <CommServe> and select View | Admin Job
History.

e Select Virtualize Me under Job Type.
e Click OK.
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7. You can view the following options about the job by right-clicking the job:

e Details of the job

e Events of the job

e Log files of the job

e Resubmit the job to run it again

CONGRATULATIONS - YOU HAVE SUCCESSFULLY CONVERTED A CLIENT COMPUTER INTO A VIRTUAL MACHINE.

If you want to further explore additional features read the Advanced section of this documentation.
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Virtualizing a Linux Computer - Advanced Options

Getting Started = Advanced Best Practices FAQ Troubleshooting « Pravious | MNext »

TABLE OF CONTENTS

Creating a Virtual Machine Using a Recovery Point
Verifying the Client Configuration Associated with a Recovery Point
Creating a Virtual Machine

Setting an Expiration Date for the Virtual Machine

Modifying the Network Configuration for a Virtual Machine
Assigning a Network Label

Modifying the Hardware Configuration for a Virtual Machine
Configuring Thin Provisioning for a Virtual Machine
Creating a Virtual Machine Using a Backup Copy

Scheduling the Virtualization Operation

Related Reports
Job Summary Report

CREATING A VIRTUAL MACHINE USING A RECOVERY POINT

A recovery point is generated whenever you change the hardware or network configuration of the client and perform a backup. You can use recovery points to
create a virtual machine with an old hardware or network configuration. By default, the most recent recovery point is used to create the virtual machine.

VERIFYING THE CLIENT CONFIGURATION ASSOCIATED WITH A RECOVERY POINT

Before using a recovery point, you can compare the client configurations associated with various recovery points and then choose a recovery point for creating
the VM. You can generate an xml file for each recovery point. The xml file contains the client configuration details. Follow the steps given below to generate the
xml file for a recovery point:

09/26/2011 19:25:08

1. From the CommCell Console, navigate to Client Computers.
. . - . Select 1-Touch recovery points to recover from:
2. Right-click the <Client> and select All Tasks | 1-Touch Recovery Point.
Date 1 M
3. Select a recovery point and click Export Config. J
4,

Specify the location to save the xml file and click Save.

By default, the the xml file is saved in the My documents folder on the computer that
is running the CommcCell Console.

5. Open the xml file using any text editor and verify the client configuration.

2

(] ExportConfig ) EditConfig ‘ [ Exit ] [ Help

CREATING A VIRTUAL MACHINE

Once you choose a recovery point for creating the VM, follow the steps given below to create a VM using the recovery point:

Virualze Me Virtualize Me Advanced Configuration |
1. From the CommCell Console, navigate to Client Computers. v it <) [oen e -
2. Right-click the <Client> and select All Tasks | Virtualize Me. o ' o
150 Path 1P Address ITRNTTRNTRNTY
3. Select a vCenter, ESX Server and a Data Store. Specify the ISO Path on the ESX R Meds gt e
server. @ tmondua e et e —
4. Click Advanced. — otk uosrsiant 2|
5. Select a date and time of the recovery point from the Recover to list. " /4
A virtual machine will get created using the hardware configuration which is backed L=
up on the selected date and time. However, the data on the virtual machine will be
the data backed up during the most recent backup. ————

6. Click OK.
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7. Click OK on the Virtualize Me dialog box.

SETTING AN EXPIRATION DATE FOR THE VIRTUAL MACHINE

You can set an expiration date for the virtual machine. Follow the steps given below to set the expiration date of the virtual machine:

1. From the CommcCell Console, navigate to Client Computers. Virtualize Me Advanced Configuration (=)
2. Right-click the <Client> and select All Tasks | Virtualize Me. General | DNS | Network Config | Configuration | Advanced

3. Select a vCenter, ESX Server and a Data Store. Specify the ISO Path on the ESX CommServe Host Name:  ptoves.idclab.loc

server. CommServe Client Name:  ptoves_cn

4. Click Advanced. IP Address : 11,111, 11 111

5. Clear the Never check box and select the Expiration Date. AT

6. Click OK. Media Agent IP: 0.0.0.0
At the end of expiration date, the virtual machine is powered off and decommissioned. Recover To 08/24/2011 13:40:09 &
However, if you have performed regular backups of the virtual machine using Virtual Expiration Date
Server iDataAgent, you can recover a decommissioned virtual machine at any time. It is ThuOQIZQIZOllj
recommended to perform regular backups for the virtual machine using Virtual Server
iDataAgent.

You can change the expiration date later using the VM Lifecycle management feature. For
more information about how to setup this feature, refer to Deployment - VM Lifecycle

Management (Administrator). { oK D[ Cancel H Help

Once you setup the VM Lifecycle management feature, refer to Renew a Virtual Machine.

MODIFYING THE NETWORK CONFIGURATION FOR A VIRTUAL MACHINE

When you convert a client computer into a virtual machine, you can modify it's network configuration such as IP address, default gateway etc.

1. From the CommcCell Console, navigate to Client Computers.

Right-click the <Client> and select All Tasks | Virtualize Me.

3. Select a vCenter, ESX Server and a Data Store. Specify the ISO Path on the ESX
server.
4. Click Advanced.
5. Click the Network Config tab. R
6. Select the network interface and click Edit.
7. Modify the IP address or any other network configuration details.
Click Use DHCP if you want to use DHCP instead of static IP address.
8. Click OK.

9. Click OK on the Virtualize Me Advanced Configuration dialog box.

The modified network configuration is used only during virtualization operation. Once the virtualization operation
completes and the virtual machine reboots, you must perform the network configuration again.

‘ASSIGNING A NETWORK LABEL
Virtual Center uses labels to identify the virtual network adapter is associated with a physical network. If you want to associate the network adapter of the VM

with a specific virtual server network, follow the steps given below:

1. From the CommcCell Console, navigate to Client Computers.

Right-click the <Client> and select All Tasks | Virtualize Me.

w

Select a vCenter, ESX Server and a Data Store. Specify the ISO Path on the ESX
server.

Click Advanced.
Click the Network Config tab.

Select the network interface and click Edit.

N o 0 &

Select a network label from the Network Label list. This list displays all the network
labels available on the ESX server or the vCenter.

®

Click OK.

Click OK on the Virtualize Me Advanced Configuration dialog box.
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NIC name : etho

MAC Address : | 00:0C:29:18:F5:B8

@work Label :

IP Address settings

Use DHCP
Address: 172.19 .65 . 29
Subnet Mask : 255.255.255. O

Default gateway address: |172. 19 . 65 . 1

DNS Server address, in order of use :

|

WIN Server address, in order of use :

|

[ oAss [ Edit ] [ Remove

l Add ] [ Edit l [ Remove l

[ OK ] [ Cancel ] l Help

MODIFYING THE HARDWARE CONFIGURATION FOR A VIRTUAL MACHINE

When you convert the client computer into a virtual machine, you can modify it's hardware configuration such as memory, number of CPUs, disk space etc.

1. From the CommcCell Console, navigate to Client Computers. Virtualize Me Advanced Configuration

) ) . . . g Configurati
2. Right-click the <Client> and select All Tasks | Virtualize Me. | General | o | Wetwork Confi | Configuration | advanced|

3. Select a vCenter, ESX Server and a Data Store. Specify the ISO Path on the ESX
server. @nory in (MB):

Disk Provisioning :

Number of CPUs: 114

4. Click Advanced.

5. Click the Configuration tab. Disk 1 (GB):

Disk 2 (GB):

6. Modify the required hardware configuration as follows:
O Number of CPUs - The existing number of CPUs in the virtual machine are
displayed. You can increase the Number of CPUs.
O Memory in (MB) - The existing memory of the virtual machine is displayed. You
can increase or decrease the memory.
o Disk <n> (GB) - The disk size of existing disks is displayed. You can increase the
disk space for each disk.

Disk 3 (GB):

The displayed disk size is always larger than the actual disk size.

For example: If the actual disk size of a disk on the physical machine is 50GB, the
disk size appears as 54GB.

7. Click OK.

OK ] [ Cancel ] [ Help

CONFIGURING THIN PROVISIONING FOR A VIRTUAL MACHINE

Thin Provisioning is a technique of allocating disk storage space in a flexible manner among multiple users, based on the minimum space required by each user
at any given time. Follow the steps given below to use thin provisioning for disk space allocation:

1. From the CommcCell Console, navigate to Client Computers.
2. Right-click the <Client> and select All Tasks | Virtualize Me.

3. Select a vCenter, ESX Server and a Data Store. Specify the ISO Path on the ESX
server.

4. Click Advanced.
5. Click the Configuration tab.
6. Ensure that Thin Provisioning is selected from the Disk Provisioning list.

You cannot pre-allocate disk space for a virtual machine. Thin provisioning is always
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7.

used to allocate disk space even if you select Thick Provisioning from the Disk
Provisioning list.

Click OK.

CREATING A VIRTUAL MACHINE USING A BACKUP COPY

Virtualize Me Advanced Configuration

General I DNS I Network Config | Configuration | Advanced

Number of CPUs: 144

Memory in (MB):

@k Provisioning :

Disk 1 (GB): 3814
Disk 2 (GE): 3%
Disk 3 (GB): 3%

] [ Cancel J { Help J

You can use a specific copy of the backup data to create the virtual machine. By default the virtual machine is created using the backup data from the storage
policy copy which has the lowest copy precedence. Follow the steps given below to specify the copy precedence of the backup copy:

From the CommcCell Console, navigate to Client Computers.
Right-click the <Client> and select All Tasks | Virtualize Me.

Select a vCenter, ESX Server and a Data Store. Specify the ISO Path on the ESX
server.

Click Advanced.
Click the Advanced tab.

Enter the Copy Precedence of the copy which you want to use to create the virtual
machine.

Click OK.

SCHEDULING THE VIRTUALIZATION OPERATION

Follow the steps given below to schedule the virtualization of a physical machine:

©® N o vk wnN

From the CommcCell Console, navigate to Client Computers.
Right-click the <Client> and select All Tasks | Virtualize Me.
Select a vCenter from the vCenter list.

Click ... and browse to select an ESX Server and a Data Store.
Click ... and browse to the location of the ISO file on the ESX Server.
Click Schedule and then click Configure.

Select the appropriate scheduling options.

Click OK to close the Schedule Details dialog.

Virtualize Me Advanced Configuration

General I DNS [ Network Config I Configuration | Advanced

Restore Options

Copy Precedence 2 ﬂ

Cross Hardware Restore
Dornain Login Credentials

User Account

Note : Domain credentials are required to join the machine to the domain

in case of cross hardware restores.

s

Change

[ oK H Cancel Help
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RELATED REPORTS

Virtualize Me E\

wCenter |111 L1171, 11,111 v|
L ]

Datacenter |ha-datacentar v |
ESx Server |sngn35.testlah‘(nmmvault.(nm v |
Data Store |Storagel (3 v |
150 Path |[<data skare name >]<file path={<I150 file= |

Job Initistion

) Immediate

(%) Schedule

Madify Schedule Pattern

QK ][ Cancel ][ Help I

JOB SUMMARY REPORT

You can use the Virtualize Me Job Summary Report to review information related to all Virtualize Me jobs that run in the CommcCell during the specified time
period. This report is useful if you need to know:

w N =

4.

All Virtualize Me jobs with a specified status during a specified time period
The user who set up the job
The client for which the job run

The failure reasons, if applicable

On the CommCell Console toolbar, click the Reports button.

From the Reports pane, select Job Summary.

On the General tab, select Administrative Jobs, and then select Virtualize Me.
Click Run.

The report appears in your default Web browser.
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Virtualizing a Linux Computer - Best Practices

Getting Started = Advanced Best Practices FAQ Troubleshooting « Previous | Next »

‘DO NOT CONTROL THE VIRTUALIZATION OPERATION USING VSPHERE CLIENT

If you have access to a vSphere client, you can monitor the progress of virtualization on the client console. However, do not use client console for any
modifications in the VM when the virtualization job is running. The job may fail or suspend.

« Previous | Mext »
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Virtualizing a Linux Computer - Frequently Asked Questions

Getting Started = Advanced Best Practices FAQ Troubleshooting « Previous | Next »

CAN I CONVERT A VIRTUAL MACHINE INTO A PHYSICAL MACHINE?
Yes. Follow the steps given below to convert a virtual machine into a physical machine:
1. Ensure that you have enabled 1-Touch backup on the virtual machine and you have performed atleast one full backup.
2. Create a response file for the virtual machine and perform the Non-Interactive Restore using the response file.
For more information about creating response file for a Windows machine, refer to Non-Interactive Restore.
For more information about creating response file for a Linux machine, refer to Non-Interactive Restore.

During Non interactive restore, copy the response file on a USB drive and connect the USB drive to a physical machine.

WHICH SUBCLIENT CAN BE USED TO PERFORM THE BACKUP OF THE MACHINE?

You must use default subclient in the default backupset to perform the 1-Touch or system state backup on the machine. Any other subclient or backup set is
not supported for Virtualize Me.

‘DO I NEED TO PERFORM FULL BACKUP OF THE CLIENT BEFORE VIRTUALIZING IT?

If you have performed the full backup of the client computer before installing the SP4 (or higher) version of File System iDataAgent, you can perform
incremental backup of the client and then start the virtualization operation.

IS IT MANDATORY TO CREATE AN INSTANCE FOR THE VCENTER IN WHICH I WANT TO CREATE THE VM?

No. It is not mandatory to create an instance for the vCenter. You must install Virtual Server iDataAgent in the CommCell. If you do not create an instance of
the vCenter, follow the steps given below:

1. Click Change on the Virtualize Me dialog box and enter the hostname of the vCenter.
2. Enter the User Name and Password for the vCenter.

3. Enter the ESX Server name and Data Store name.

4. Enter the path of the Boot CD image in the ISO Path box.

In such scenario, the the information about the ESX severs and Datastores on the vCenter is not pre-populated in the Virtualize Me dialog box. Therefore, you
cannot browse and select ESX server and ISO path on the vCenter. You can enter the ESX server and ISO path manually in the Virtualize Me dialog box.

‘DO I NEED TO CREATE A VM LIFECYCLE POLICY WHEN I VIRTUALIZE A COMPUTER?
No. There is no need to create a VM Lifecycle Policy during the process of virtualizing a computer.

« Pravious | MNext »
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Frequently Asked Questions - VMware

‘HOW CAN I BACK UP AND RESTORE ALL VIRTUAL MACHINES WITHIN A SPECIFIC DATASTORE?
All virtual machines in a specific datastore can be backed up and restored together as follows:

1. Create a new subclient that will be dedicated to the datastore containing the virtual machines you want to back up. Consider giving this subclient the name
of the datastore you are backing up for easy identification in the CommCell Console. Refer to Creating User-Defined Subclients for complete step-by-step
instructions.

2. From the backup set in which the new subclient is created, configure automatic discovery of virtual machines based on datastore affinity. You can then
assign the desired datastore to the new subclient. Refer to Discover by Datastore Affinity for complete step-by-step instructions.

3. Schedule routine backups of the subclient. Refer to Scheduling a Backup for complete step-by-step instructions.

4. When a restore is needed, you can restore all virtual machines within the datastore by performing a browse operation on the subclient, selecting all virtual
machines displayed in the Browse window, and selecting either the original datastore or a new datastore as the destination from the Restore Options
dialog box.

Refer to the following for complete step-by-step instructions:

O Restoring Virtual Machines to Same Destination (In-Place Restore) - This procedure describes the steps in restoring the virtual machines to the exact
location from which they were backed up.

O Restoring Virtual Machines to Different Destination (Out-of-place Restore) - Different Datastore - This procedure describes the steps in restoring the
virtual machines to a different datastore of your choice.

The above-mentioned steps can also be customized to group backups and restores of other entities, such as ESX Server, Resource Pools, etc.

THE BACKUP THROUGHPUT IS VERY LOW DURING THE FULL BACKUP.

If you are performing a full backup of virtual machines which have thin provisioned disks on NFS datastore, the backup throughput may be less than a VMFS
datastore. VMware does not support the retrieving allocated blocks on NFS volume. Therefore, during the full backup, the software reads the complete disk and
writes only valid data blocks on the media and ignores the white spaces. This reduces the backup throughput during the full backup. In case of incremental
backups, software uses Change Block Tracking (CBT) and thus reads and backs up only the changed data.

For more information, refer to "Changed Block tracking on Virtual disks" section in the following document:
http://pubs.vmware.com/vsphere-51/topic/com.vmware.ICbase/PDF/vddk51_programming.pdf

If the Thin provisioned disk is on VMFS volume, the software reads and backs up only the allocated part of the disk.

‘HOW DO I ENSURE MIGRATED VIRTUAL MACHINES ARE BACKED UP?

If you change a virtual machine's GUID when you migrate the virtual machine from one storage location to another, auto discover does not recognize the
migrated virtual machine, and the virtual machine is no longer automatically backed up.

o When you migrate a virtual machine from one storage location to another, maintain the virtual machine's GUID.

e If you change the virtual machine's GUID during migration, manually add the virtual machine to the subclient content after the migration is complete.

‘HOW DO I EXCLUDE VIRTUAL MACHINES FROM BACKUPS?
Virtual machines can be excluded from backups by using regular expressions to filter them out during the discovery process. There are two ways to do this:

e Assign expressions for the virtual machines to be excluded (such as *exch* for virtual machine names starting with exch) to the Do Not Back Up
subclient.

e Assign expressions for only the virtual machines you wish to back up to a user-defined subclient.

For example, if you only want to back up virtual machines with names beginning with win and sql, then you can create a user-defined subclient with the
expressions *win* and *sql* assigned to it. Thus, only virtual machines containing these expressions in their names will be backed up.

Note, however, that the default subclient does not support regular expressions for excluding virtual machines from backups.

For more information on discovery options, refer to Advanced - VMware Configuration.

HOW DO I EXCLUDE CERTAIN FOLDERS FROM FILE-LEVEL BACKUPS?

Folders residing in specific drives cannot be filtered during vSphere VADP file-level backups. You can, however, replace the drive letter in the filter with an
asterisk ('*'). Note, however, that this option will filter out the selected folders and files from all drives.

For Example:

e To filter [C:\**\Windows*\**], the following filter can be used:
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[*:\**\Windows*\**]
e To filter [C:\**\Program Files*\**], the following filter can be used:
[*:\**\Program Files*\**]

Also note that global filters are not supported with volume-level backups.

I HAVE VIRTUAL MACHINES USING THE SAME GUID ACROSS VCENTER/ESX SERVERS. HOW CAN I BACK THESE
upP?
If there are multiple virtual machines with same GUID:

1. Configure the instance with Virtual Center option

2. Right-click the BackupSet and select Properties

3. Select the Automatically add new VMs that do not qualify for membership in any of the subclients option.

4. Run a Full backup. This will automatically fix the virtual machines with duplicate GUID's and update the subclient.

CAN I RESTORE MULTIPLE VIRTUAL MACHINES FROM THE BACKUP SET LEVEL?

You can restore multiple virtual machines from the backup set level as long as you are restoring the virtual machines to a different destination. If you want to
perform in-place restore of multiple virtual machines, you must perform the browse and restore operation at the subclient level and not at the backup set level.

éTHE GUIDS OF SOME VIRTUAL MACHINES HAVE CHANGED SINCE THEY WERE DISCOVERED. HOW DO I ENSURE
THESE ARE INCLUDED IN BACKUPS?

If the GUIDs of the virtual machines associated to a subclient are modified:

1. Run a manual discovery. Follow the steps given below to run a manual discovery:
O Right-click the Subclient and select Properties
O Select the Content tab and click Configure
o From the Guest Host Configuration dialog box, click Discover

2. The GUIDs of the virtual machines that were modified, will be marked for deletion

3. Re-associate the virtual machines in order for the backup to continue.

‘ARE BACKUPS OF VCLOUD DIRECTOR 1.0 PROVISIONED VIRTUAL MACHINES AND VAPPS SUPPORTED?

Yes, virtual machines created with vCloud Director are supported for backups, including SnapProtect. No special configuration is required. In addition to the
standard protection and recovery capabilities, affinity-based automatic discovery can leverage Organization and Virtual Data Centers as discovery criteria as
those entities appear as resource pools. Full virtual machine and vApp restores are supported, including single-file recovery.

WHY IS AN INCREMENTAL BACKUP CONVERTED TO A FULL BACKUP, AFTER AN IN-PLACE RESTORE?

After performing an In-place restore, the first run backup job will always be converted to a Full backup. The system assumes that it is a newly created virtual
machine and hence defaults to a full backup.

‘HOW DO I INSTALL A SEPARATE INSTANCE OF THE VDDK ON A COMPUTER?

Version 5.0 update 2 of the VDDK is supported for backups if it is installed manually in Virtual Server iDataAgent proxy machines, and is automatically installed
with Service Pack 6A or higher.

To install a newer version of VDDK on a 32-bit computer, perform the following steps:
1. VDDK must first be installed on the proxy server to its default location.
For example, C:\Program Files\VMware\VMware Virtual Disk Development Kit
To install a newer version of VDDK on a 64-bit computer, perform the following steps:
1. VDDK must first be installed on the proxy server to its default location.
For example, C:\Program Files (x86)\VMware\VMware Virtual Disk Development Kit
2. Create a new folder and point it to the path below on the proxy computer.
For example, C:\Program Files\VMware\VMware Virtual Disk Development Kit\

3. From the VDDK x64 installation directory C:\Program Files (x86)\VMware\VMware Virtual Disk Development Kit\bin, unzip the vddk64 folder to
a temporary location. Once unzipped, copy the bin, lib, and plugins folders to the new folder created in the previous step.
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4. Create the following registry key:
HKEY_LOCAL_MACHINE\SOFTWARE\VMware, Inc.\VMware Virtual Disk Development Kit\InstallPath
with the following string value: (this should be the path created in Step 2)

C:\Program Files\VMware\VMware Virtual Disk Development Kit\

‘HOW DO BACKUP AND RESTORE OPERATIONS HANDLE INDEPENDENT/RDM DISKS?

If a virtual machine undergoing a backup job includes independent disks, physical or virtual RDMs, these disks will be skipped. During a full VM restore the
independent disk/Physical or virtual RDMs will get restored as a regular disk with OMB data.

If a subclient contains virtual machines with independent disks/physical or virtual RDMs, the backup job will always complete with the status "Completed w/
one or more errors". However, if you create the IgnoreUnsupportedDisks registry key on the proxy computer, the backup job will complete successfully.

‘HOW DO BACKUP AND RESTORE OPERATIONS HANDLE VIRTUAL RDM DISKS?

Virtual RDMs are protected by the backup job (but not during IntelliSnap backup). However at the time of restore, the data is restored as a regular VMDK on a
datastore. A virtual RDM is not re-created and the data is not restored to the virtual RDM’s device.

HOW CAN THE VIRTUAL SERVER /DATAAGENT BE SET UP TO SEE THE STORAGE NETWORK?

In an isolated network, add an additional network connection to the proxy computer.

USING THE VIRTUAL SERVER IDATAAGENT IN HOTADD MODE CONFIGURATIONS

e While deploying the Virtual Server iDataAgent, install the software on a datastore with the largest VMFS block size. This is necessary to ensure that the
Virtual Server iDataAgent can mount and back up virtual machines residing on all datastores.

e Helper virtual machines are not required for Hot-Add Virtual Server iDataAgent servers utilizing VADP.

UPGRADING THE VIRTUAL SERVER IDATAAGENT FROM VERSION 8.0.0

VDDK 1.2 is installed to the Base folder with the Virtual Server iDataAgent. Software version 8.0 Virtual Server iDataAgent machines that were upgraded to v9
will need to have the Virtual Disk Development Kit registry key that was manually created during the installation of VDDK 1.1 deleted. Failure to do so will
result in the VDDK 1.1 to still be utilized or fail if it has been uninstalled. (VDDK 1.1 does not support HotAdd mode on ESX 4.1)

USING VSTORAGE API

e The vStorage API can be used to restore backups performed with VCB. The backup data will first be staged to the proxy then vStorage will perform the
restore.

o Backups performed using the vStorage API cannot be restored through the VMware converter. Converter does not understand the format of vStorage.

CHANGE BLOCK TRACKING

When Change Block Tracking is unavailable backups will revert to CRC to determine changed blocks. Since the Virtual Server iDataAgent needs to read the
entire virtual machine disk, CRC incremental backups may take almost as long as full backups. However, the amount of data transferred and stored by an
incremental backup is limited to the changed blocks within the virtual disk. Correcting CBT on the problematic virtual machine is recommended as quickly as
possible to take full advantage of VADP based incremental backups. Tools are available to check the correct installation of the VDDK and for verifying and
correcting CBT issues. Contact your Software Provider for information on these tools.

SUPPORTED VCENTER CONVERTER VERSION

o VMware vCenter Converter Standalone 4.3 no longer supports VCB sources for restores. Version 4.0.1 must be used.

e Fault Tolerant VM’s are not supported for snapshot operations and cannot be backed up.

‘HOW DO I INCLUDE THE STATUS OF PROTECTED VIRTUAL MACHINES IN BACKUP JOB SUMMARY REPORTS?

The Backup Job Summary report can show a detailed status of each virtual machine included in the backup. Follow the steps given below to include the status
of protected virtual machines in the Job Summary Report:

1. On the CommCell Console toolbar, click the Reports button.
The Report Selection dialog box appears.
2. From the Reports pane, select Job Summary.
3. On the General tab, select Data Management, and then select Backup.

4. Click the Selection tab, and then select the Include Protected VMs check box.
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The report appears in your default Web browser. It contains a detailed status of all the

virtual machines included in the backup.

e For snap backups, VM details appear in all columns, except for the columns that are not
applicable, such as Backup Type, Transport Mode, and CBT Status.

e For jobs that ran before the Service Pack 5B update, Machine Name and Status appear,
but all other columns display N/A.

e File Level and Volume Level standard backups display N/A in the VM Size and CBT
Status columns.
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WHAT ARE THE REQUIREMENTS TO ENABLE THIN PROVISIONED DISK RESTORES?

e VM Hardware version 7 or higher
e Source VM Disk backup on a VMFS datastore

Disk level backups can use allocated block tracking, which is part of VMware Changed Block Tracking (CBT). When enabled, allocated block tracking identifies
portions of the virtual machine disk that have not been used, so those portions can be skipped during backup or restore.

Thin provisioned disk restores are supported only if allocated block tracking was used for the backup. Only source disks using lazy zero provisioning can be
restored from thick provisioning to thin provisioning; disks using eager zero are always restored using thick provisioning.

If allocated block tracking was not active for the backup, the restore operation includes all of the blocks of the disk that were read during backup. This can
result in thick provisioning for the restore, even if thin provisioning was requested.

The disk restore operation recovers all space that is reported in use (not zeroed out), so the VMDK can be larger than the size that was reported by the guest
0S.

‘HOW CAN I RESTORE LINUX EXT4 FILES?

To restore ext4 files, or other Linux files that need to retain ACLs and permissions, restore the virtual machine disk (VMDK) to a new destination server and
datastore, then ask your vCenter administrator to add the required files to the original VM or a test VM.

1. In the CommcCell Browser, go to Client Computers | <Client> | Virtual Server | <Proxy> | <BackupSet>.

2. Under <BackupSet>, right-click the subclient and select Browse Backup Data.

3. On the Browse Options dialog, ensure that Container Restore is selected and click OK.

4. On the resulting content selection tab, expand the backup set and select the virtual machine disk that contains the files to be restored.

5. Click Recover All Selected.

6. On the Restore Options for All Selected Items dialog: Select the destination client, specify the folder where the VMDK file is to be restored, and click
OK.

7. The vCenter administrator can add the VMDK files to the original VM or to a test VM using the Upload File option from the Datastore Browser in the
vSphere client.

8. When the files are added to the VM, the Linux administrator can import the disks, mount the disks, and copy the restored files.

The original ACLs and permissions for the files are retained.

‘HOW IS VM BACKUP SIZE CALCULATED FOR CAPACITY LICENSING?

For VM backups, capacity licensing is based on the total backup size, calculated as the sum of backup sizes for all VM backup jobs after white spaces (blocks of
zeros) are removed. The license counts the backup size of all configured subclients; virtual machines that are included in multiple subclients will be counted
multiple times. The backup size is measured for usage tracking and shown on the Backup Job Summary Report.
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The backup size can be different from the guest host size or used space value shown for the VM in the disk properties dialog by Microsoft Windows.
The following factors can affect the backup size calculation:

o The presence of virtual machine snapshots.
o The presence of sparse files or deleted files in the guest can cause the backup size to vary.
o The backup size reported for VMDKs in a VM can vary depending on white space and change allocation tracking for that VM.

For example:

e A Windows VM with a single volume of 80 GB has 30 GB occupied and 50 GB free.

o The guest size would be 30 GB.

e The backup size is the amount of data transferred and written for that backup, which can be up to 80 GB.

The backup size reflects the size after eliminating white spaces; but data that was written and deleted still counts as reserved (allocated) space. The layering

effects of multiple virtual file systems can cause differences between the size reported by the guest host running within the VM and the reported backup size.
Frequent deletion of large files can easily cause these numbers to be out of sync.

Version 9.0 reports on all allocated blocks in the VM. The amount reported for allocated blocks can be the same size or larger than what is actually in use and
can contained reserved space for deleted items. For each VMware instance, Version 9.0 has an additional reporting column of the actual size of VMs.

The following measures can help reduce backup size:

e Delete or move unnecessary data before virtualizing physical machines. This saves resources and time, and ensures that new VMs only contain used blocks.

e If you already have a large number of VMs with significant reserved and unused blocks, use a tool such as the Windows SDelete utility to release reserved
space on VMs, as described in SDelete v1.61.

o Ensure that VM templates used for provisioning do not contain unreferenced blocks in the VMDK.

o Wherever possible, configure virtual machine disks with the VMware Thin Provisioned disk option enabled. Thin provisioning ensures only valid blocks occupy
space in the VMDK file. With thin provisioned VMs, VMware APIs only return occupied blocks.

Back to Top
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Best Practices - VMware

‘CREATING MULTIPLE BACKUPSETS WHEN USING VIRTUAL SERVER IDATAAGENT WITH SNAPPROTECT

It is recommended to create multiple backupsets for the same ESX server or vCenter when using Virtual Server iDataAgent with hardware snapshots. You can
configure multiple backupsets as follows:

BackupSet 1 - Use this backupset only for snapshots and not for backup copies. This backupset will provide multiple recovery points and fast recovery from any
point-in-time.

BackupSet2 - Use this backupset for regular backups. After performing the first full backup, you can keep on performing incremental backups. You can enable
the DASH copy option while creating the secondary copy. The VMware's Change Block Tracking feature is used internally during regular backups. The Change
Block Tracking and DASH copy enable faster backups.

This configuration has following advantages:

o A dedicated ESX proxy is not required for creating the backup copy.

e ESX proxy is required only for restoring data from the snapshots.

e You can perform the regular incremental backups and still you will get all benefits of a SnapProtect backup.

o No additional impact on production server or storage.

RELEASING VIRTUAL SERVER /DATAAGENT LICENSE

In case the Virtual Server iDataAgent is no longer required to run data protection operations, it is recommended to release the Virtual Server iDataAgent's
license instead of uninstalling it. If the iDataAgent is uninstalled then you will not be able to do the following:

e Perform Live-Browse.

e Unmount any Virtual Server iDataAgent mounted snapshots.

EUSING THE DEFAULT SUBCLIENT
Use and run the default subclient regularly since it performs the VM discovery operations.
While the default subclient will be used regularly in most deployments, the following exceptions apply:

e Multiple Virtual Server iDataAgents are deployed in the environment and the 'Master' model will be in use.
o Multiple Storage Policies are required for different virtual machines.

o Rule-based discovery is in use and different subclients will be used to target a particular affinity.

CREATE A VIRTUAL MACHINE FOR MULTIPLE SUBCLIENTS

Creation of a Virtual Machine should be done for multiple subclients only. Creating one virtual machine per subclient can cause scheduling problems, and can
become unmanageable in larger environments.

‘HOT-ADD DEPLOYMENTS

When deploying the Virtual Server iDataAgent for Hot-Add Mode Backups, choose the datastore with the largest VMFS block size to ensure backups can mount
and back up virtual machines residing on all datastores.

ACTIVATING CHANGE BLOCK TRACKING FOR BACKUPS

When Change Block Tracking is unavailable, backups revert to Cyclic Redundancy Check (CRC) to determine changed blocks. Since the Virtual Server
iDataAgent needs to read the entire virtual machine disk, CRC incremental backups may take almost as long as full backups even though the amount of data
transferred and stored by an incremental backup is limited to the changed blocks within the virtual disk. Therefore, correcting CBT on the problematic virtual
machine is recommended as quickly as possible to take full advantage of VADP-based incremental backups.

Tools are available to check the correct installation of the VDDK and for verifying and correcting CBT issues. Contact your software provider for information on
obtaining these tools.

‘CONFIGURATION CONSIDERATIONS

o Regular backups should be performed on the default subclient. This will ensure new virtual machines are discovered on a regular basis along with the backup
operation.

e Creating one virtual machine per subclient is not recommended. This creates issues around scheduling and becomes unmanageable in larger environments.
e Typically only the default Subclient will be used in most deployments except in the following cases:

O Multiple Agents are deployed in the environment and the ‘Master’ model will be in use. (See the Master Agent Configurations section.)
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O Multiple Storage Policies are required for different virtual machines.

O Rule-based discovery is in use and different subclients will be used to target a particular affinity.

LOCATION OF JOB RESULTS DIRECTORY
The Job Results directory stores the job results files from backup and restore operations of a client.

The user impersonation account specified for the job results directory will take precedence and will be used to backup and restore data from a virtual machine.
This may result into file access related issues during the backup. Therefore, it is recommended to use a local folder on the client computer as the job results
directory.

NAME OF NFS DATASTORE

It is recommended to use a short name for an NFS datastore. When you perform the SnapProtect backup of an NFS datastore, Calypso can append up to 20
characters with the name of NFS datastore to create the volume label. The ESX server supports a volume label of 42 characters.

SETTING THRESHOLD FOR FREE SPACE ON A DATASTORE

During the backup of any virtual machine, a snapshot of the virtual machine gets created on its datastore. If the datastore of any virtual machine doesn't have
sufficient space for snapshots, the backup job completes with one or more errors. Before performing the backup, you can set a threshold of required free space
by creating the nDatastorePercentageFreeSpace registry key. If a datastore doesn't have the required free space, the software will not perform backup of all
the virtual machines residing in that datastore.

When you perform the backup of a subclient, a virtual machine will be skipped from the backup if its datastore doesn't have the required free space.

gPROXY ESX SERVERS SHOULD RESIDE IN A STANDALONE (NON CLUSTERED) STORAGE GROUP /INITIATOR
.GROUP /MASKING VIEW

This is due to the fact that the Initiator group or the transport mechanism has cluster grouping. The clones are exposed to the existing transport mechanism
having the cluster grouping where the rescan is done at the cluster level. Orphaned data stores with (_Gxbackup) will be exposed on all ESX servers and
unmounts thereby not initiating a cleanup at the cluster level. Cleanup will be done only for the proxy ESX Server leaving behind stale data stores on other ESX
Servers in a cluster.
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Troubleshooting - VMware Backup

Backup Restore

The following section provides information on some of the troubleshooting scenarios related to backup:

BACKUP FAILURE

During create snapshot phase

When the virtual machine version is upgraded, make sure all the VMware tools are upgraded.

After Upgrading Proxy Server
from 8.0 to 9.0

Uninstall VDDK 1.1 on the proxy computer and re-install VDDK 1.2 before performing backup.

*For 64-bit operating systems: From the VDDK x64 installation directory , unzip the vddk64 folder to a temporary
location. Once unzipped, copy the bin, lib, and plugins folders to:

C:\Program Files\VMware\VMware Virtual Disk Development Kit

Backup may fail with an error
that a driver cannot be found

Cause 1: You may be using an older version of VDDK. To resolve this issue, upgrade your VDDK software to version
1.2.1 or higher.

Cause 2: The driver may be in a stopping state. To resolve this issue, ensure the VMware driver service is in a healthy
state. This may require a reboot.

With "Received empty disk
extents Mount VM_VCBA4 failed"
error

Use the utility Change tracking to reset the Change tracking. Follow the commands given below:
CheckChangeTracking /host x-vcenter /user branzini /password Brown01l0 /vm iks-dcl.iks.it /disable
CheckChangeTracking /host x-vcenter /user branzini /password Brown01l0 /vm iks-dcl.iks.it /enable
CheckChangeTracking /host x-vcenter /user branzini /password Brown01l0 /vm iks-dcl.iks.it

It may be necessary to run this recycling of change tracking with the virtual machine powered down. It may also be
necessary to power cycle the virtual machine after disabling the change tracking and again after enabling it.

With "Disk query change
failures" error

Power cycle the virtual machine under backup.

With "Duplicate index entry”
error

Check to see if there are virtual machines with duplicate disk names and, if so, rename one.

For a VADP backup

Changed Block Tracking (CBT) must be enabled at the time of the backup. While the Virtual Server iDataAgent enables
this automatically, it may not be able to do so for cloned and migrated VMs. Check to ensure CBT is enabled for the VM
for which a VADP backup failed as described below.

To check if a virtual disk has CBT enabled, open the vSphere Client, select a powered-off VM, and click
Edit...Settings>Options>Advanced/General>Configuration Parameters. Ensure that:

The VM's (.vmx) file contains the entry:

ctkEnabled = "TRUE"

For each virtual disk, the .vmx file contains the entry:
scsix:x.ctkEnabled = "TRUE"
For each virtual disk and snapshot disk there is a .ctk file. For example:

vmname . vindk
vmname-flat.vmdk
vmname-ctk.vmdk
vmname—-000001.vmdk
vmname-000001-delta.vmdk
vmname—-000001-ctk.vmdk

HotAdd backups that have a
hard failure may result in
mounted disks on the proxy
that are not automatically
cleaned up

To resolve this issue, manually remove the disks from the proxy virtual machine and delete the \tmp\vmware directory
created in the current user's Documents and Settings directory, typically found at C:\Documents and
Settings\username\Local Settings\Temp\vmware-username\. The next time a snapshot is created or deleted for the
virtual machine the redo logs will get cleaned up.

File-Level and Volume-Level
Backup Failures

If the virtual machine that is backed up contains disks that have not been initialized, then the volume-level and file-
level backup operations will fail for that virtual machine.

with following error:

FAILED to download config file
[Some path].vmx, [1][12002]
[Unknown native error code
12002

This error appears if WinHTTP proxy is set on the client computer where Virtual Server iDataAgent is installed.

Before performing backup, ensure that WinHTTP proxy is not set on the client computer. Follow the steps given below
to verify WinHTTP proxy configuration:

1. On the client computer, open the command prompt and enter following command:
C:\>netsh WinHTTP Show Proxy
If you get following reponse, it indicates that the WinHTTP proxy is set on the client computer.
Current WinHTTP proxy settings:
Direct access (no proxy server)

2. Use the following command to reset the WinHTTP proxy:

C:\>netsh WinHTTP Reset Proxy
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INCORRECT VIRTUAL MACHINE IS BACKED UP DURING INCREMENTAL BACKUP

During incremental backup, if there are virtual machines with duplicate GUIDs, rename the virtual machine GUIDS to ensure they are unique.

VERSION 4.0 VSTORAGE OPTION, BACKS UP FULL DISK RATHER THAN DATA ONLY COPY

To back up virtual machine as a data only copy using vStorage option, upgrade the virtual machine to Version 7.0.

If a virtual machine has been cloned or migrated from another ESX Server, ensure that the virtual machine is rebooted prior to running your first backup.

How TO FIX VIRTUAL MACHINES THAT HAVE THE SAME GUID ACROSS VCENTRE/ESX SERVER

If there are multiple virtual machines with same GUID:

1. Configure the instance with Virtual Center option

2. Right-click the BackupSet and select Properties

3. Select Automatically add new VMs that do not qualify for membership in any of the subclients option.
4. Run a Full backup. This will automatically fix the virtual machines with duplicate GUID's and update the subclient.
If the GUIDs of the virtual machines associated to a subclient are modified:

1. Run a manual discovery. Follow the steps given below to run a manual discovery:
O Right-click the Subclient and select Properties
O Select the Content tab and click Configure

o From the Guest Host Configuration dialog box, click Discover
2. The GUIDs of the virtual machines that were modified, will be marked for deletion.

3. Re-associate the virtual machines in order for the backup to continue.

DISK LEVEL BACKUP OF WINDOWS VIRTUAL MACHINE COMPLETES WITH ERROR

If the disk level backup of a Windows virtual machine completes with the following error: "Metadata collection failed for Virtual machine [B_VM1_disk_Full], File
and Volume browse will not be available for this VM. [Initialization from Disk failed, <6001><1><MBR signature does not match>]":

The virtual machines may contain disks that are in uninitialized state. Initialize the disks before running a backup, in order to collect metadata enabling file

level restores.

CONSOLIDATE HELPER-0 SNAPSHOT ON VCENTER SNAPSHOT MANAGER

SYMPTOM

The consolidate helper-0 snapshots are created on the vCenter Snapshot Manager and they cannot be deleted after the backup job completes. The following
error message appears if you delete the snapshot from vCenter Snapshot Manager:

Unable to access file <unspecified filename> since it is locked.

CAUSE

This scenario can arise when the consolidate helper-0 snapshot is not commited to VMDK. This issue can be VMware I/0 issue.

SOLUTION
Adjust the virtual environment to resolve high I/0. Restart the virtual machine to give the quiet time that is required commit the snapshot.

If you are unable to delete the snapshot, contact VMware Support for assistance.

VMWARE DRIVER NOT FOUND

SYMPTOM

After installing any service pack, the following error message appears when you start the backup operation:
CVMDiskInfo:: MountVolumes () - VixMntapi MountVolume failed Err=5ef3 Driver not found
'SOLUTION
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1. Check the status of the driver services using the following commands:
sc query vstor2-mntapilO-shared
sc start vstor2-mntapilO-shared

2. If the driver service is in stop or pending state, reboot the machine where you have installed Virtual Server iDataAgent.

COMPLETED WITH ONE OR MORE ERRORS

Backup jobs from Virtual Server iDataAgent will be displayed as "Completed w/ one or more errors" in the Job History in the following cases:
e If the virtual machine, virtual machine disk, or virtual machine configuration file fails to back up.

e If one or more virtual machines in a backup job fail to back up.

e If communication fails with vCenter.

e If a disk included in a backup is not supported (i.e., independent disks or physical RDM).

e The meta data collection operation fails during a snap backup job, the job will be displayed as "Completed" in the Backup Job History of the subclient. You
can create the bCWEJobMDataFails registry key if you want to display the status as "Completed w/ one or more errors" in such scenario.

e If the datastore of any virtual machine doesn't have sufficient space for snapshots, the backup job completes with one or more errors. Before performing the
backup, you can set a threshold of required free space by creating the nDatastorePercentageFreeSpace registry key.

BACKUP FAILS AFTER MODIFICATIONS IN VCENTER CREDENTIALS AT THE INSTANCE LEVEL

SYMPTOM
If an ESX server moves from one vCenter to another, you have to modify the instance created for the vCenter. You must provide the Host name and login
credentials for the new vCenter. In such scenario, the the subsequent backup of any virtual machine on the ESX server may fail.

CAUSE

In the CommSeve database the vCenter hostname and login credentials are updated only for the instance and not updated for all the subclients in the instance.

SOLUTION

If you update the vCenter hostname and login credentials for any instance, perform the following:
1. From the CommCell Browser, navigate to <Client> | Virtual Server | <Instance> | defaultBackupset.
2. Right- click any subclient and click Properties.

3. Click OK.

4. Repeat above steps for all the subclients in the instance. You can now perform backup of any subclient in the instance.

BACKUP FAILS TO DOWNLOAD VMX FILES

SYMPTOM

The backup operation fails with a error: Unable to download VMX files.

‘CAUSE

The name of the datastore contains + or @.

SOLUTION
1. Check if the datastore of any virtual machine included in the backup contains + or @ characters in its name.
2. Rename the datastore and remove + and @ characters from the name.
3. Perform the backup operation.

VIRTUAL MACHINE CLIENT NAMES ARE GETTING CREATED WITH '_1' APPENDED TO THE ORIGINAL
CLIENT NAME

SYMPTOM

When viewing virtual machines in the Client Computers list, you may see duplicated client names (for example, <ClientName> and <ClientName>_1).
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‘CAUSE

Virtual machine information is added to the database during the discovery phase of a backup. If information changes, a new client is discovered during the
discovery phase.

Making changes to information such as the virtual machine fully qualified domain name (FQDN), the GUID, or the host name can cause this issue.

'RESOLUTION
TO AVOID DUPLICATE CLIENT ENTRIES CAUSED BY DIFFERENT CLIENT OR HOST NAME:

Use the install software option for the client level in the CommcCell Console (rather than interactively installing software to the virtual machine Guest Operating
System).

TO CORRECT EXISTING CLIENTS:

If duplicate clients are created with '_1" appended to the original client name, you can perform the following steps to merge the duplicate client back into the
original:

1. At a command prompt, navigate to the software installation path, log in to the CommServer, and run the following script:
goperation execscript -sn QS SetVMClient -si @sourceClient='<ClientName> 1' -si @destClient='<ClientName>'
where <ClientName> is the original client name and <ClientName>_1 is the duplicate.

This script reassigns all backup history from <ClientName>_1 to <ClientName>. This enables you to view backup history, and to generate Job Summary
Reports with the Include Protected VMs option enabled.

2. Remove the duplicate clients:
a. In the CommCell Console, go to Control Panel | User Preferences.
b. Click the Client Computer Filter tab.
c. Select the Show Virtual Server Discovered Clients option.

d. Delete the duplicate clients from the CommcCell Browser.
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Troubleshooting - VMware Restore

Backup Restore

The following section provides information on some of the troubleshooting scenarios related to restore:

RESTORE FAILURE

After Upgrading Proxy Server
from 8.0 to 9.0

Uninstall VDDK 1.1 on the proxy computer and re-install VDDK 1.2 before performing restore.

*For 64-bit operating systems: From the VDDK x64 installation directory, unzip the vddk64 folder to a temporary
location. Once unzipped, copy the bin, lib, and plugins folders to:

C:\Program Files\VMware\VMware Virtual Disk Development Kit

Browse operation yields a
message stating "There are no
items to show in this view"

The MediaAgent selected in the Browse Options dialog box may be installed on a Unix computer. Unix-based
MediaAgents are not supported for direct restores. To resolve this issue, select a Windows-based MediaAgent.

When using IP Address of the
Virtual Machine

Provide the name of the virtual machine you are restoring instead of the IP address.

File level restores cannot be
performed

If the cluster size (allocation unit) on the disk that you backed up was less than 1024 bytes, the backup job completes
with the error: "Metadata collection failed for Virtual machine [B_VM1_disk_Full], File and Volume browse will not be
available for this VM. [Failed to open volume for metadata processing, Cluster size is not supported]". Increase the disk
size to perform a file level restore on this disk.

File level restores complete
with errors

Do not perform a restore of a SymLink file.

When using SAN transport
mode if proxy is on Windows
Server 2008

Clear the read-only mode, by following the steps given below:
1. Open Command Prompt

2. Run diskpart

3. List and select the SAN shared disks

4. Type attribute disk clear readonly

For Example:
C:\Users\Administrator> diskpart

Microsoft DiskPart version 6.0.6002 Copyright (C)
COMPUTERNAME

1999-2007 Microsoft Corporation. On computer:

DISKPART> list disk

Disk ### Status Size Free Dyn Gpt Disk 0 Online 64 GB 0
B Disk 1 Offline 78 GB 2048 KB <--- The share disk is usually reported as Offline

DISKPART> select disk 1
Disk 1 is now the selected disk.
DISKPART> detail disk

ROCKET IMAGEFILE SCSI Disk Device Disk ID: 02872505 Type : iSCSI Bus : 0 Target : O LUN ID : 0 Read-
only : Yes <--- Make sure of read-only mode Boot Disk : No Pagefile Disk : No Hibernation File
Disk : No Crashdump Disk : No

There are no volumes.
DISKPART> attribute disk clear readonly

Disk attributes cleared successfully.

VMX and VMDK files are on
different datastores

Ensure the following:

1. Before performing the backup, ensure that VMX and VMDK files are on the same datastore. Create at least one
VMX file on the datastore that contains the VMDK files.

2. If configured for ESX Server backups, ensure a folder exists on the secondary datastore(s) and that the folder is
given the exact name of the virtual machine.

With "Duplicate GUID" error

Virtual machines with the same GUID may fail on restore.

VMware converter restores of
backups done via the vStorage
API

Backups performed via the vStorage API cannot be restored through the VMware converter. The converter does not
understand the format of vStorage.

RESTORING INDEPENDENT DISK/PHYSICAL RDM RESULTS IN VM NOT POWERING ON

PROBLEM

If the virtual machine under backup includes independent disks/physical RDMs, these disks will be skipped. During a full restore the independent disk/Physical
RDM also gets restored with OMB, and the virtual machine cannot be powered on.

SOLUTION
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Prior to restore, manually delete the independent disks/Physical RDMs and then power on the virtual machine.

FILE-LEVEL RESTORES INTRODUCE A DIFFERENT FILE SIZE AND CHECKSUM

PROBLEM

If a file-level restore is performed from a backup that used VCB mounter, the restored files may have a different size and a checksum.

SOLUTION
1. From the Backup Set Properties dialog box, switch the backup mode to vStorage.
2. Re-run the backup.

3. Restore the files again.

SAN MODE RESTORES MAY BE SLOWER THAN NBD TRANSPORT MODE

PROBLEM

When attempting restoration of a VMware virtual machine from disk backup in SAN environments, the restore job slows down with the events in VMware client
GUI displaying “clear lazy zero”. This results in the performance of restores with SAN transport mode to be slower than in NBD transport mode.

SOLUTION

To resolve this issue, perform restores directly to ESX server instead of vCenter.

WHILE RESTORING VM AS TEMPLATE, REGISTERING TEMPLATE VM FAILS

PROBLEM

When attempting restoration of a VMware virtual machine as a Template virtual machine, registering the Template virtual machine might fail.

‘SOLUTION

Manually register the template virtual machine if the host is present under the folder.

RECOVERING DATA ASSOCIATED WITH DELETED CLIENTS AND STORAGE POLICIES

The following procedure describes the steps involved in recovering data associated with the following entities:

e Deleted Storage Policy

e Deleted Client, Agent, Backup Set or Instance

‘BEFORE YOU BEGIN

This procedure can be performed when the following are available:

® You have a Disaster Recovery Backup which contains information on the entity that you are trying to restore. For example, if you wish to recover a storage

policy (and the data associated with the storage policy) that was accidentally deleted, you must have a copy of the disaster recovery backup which was
performed before deleting the storage policy.

o Media containing the data you wish to recover is available and not overwritten.

e If a CommcCell Migration license was available in the CommServe when the disaster recovery backup was performed, no additional licenses are required. If
not, obtain the following licenses:

O IP Address Change license

o0 CommocCell Migration license
See License Administration for more details.

e A standby computer, which will be used temporarily to build a CommServe.

'RECOVERING DELETED DATA

1. Locate the latest Disaster Recovery Backup which contains the information on the entity (Storage Policy, Client, Agent, Backup Set or Instance) that you
are trying to restore.

O You can check the Phase 1 destination for the DR Set or use Restore by Jobs for CommServe DR Data to restore the data.
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o If the job was pruned and you know the media containing the Disaster Recovery Backup, you can move the media in the Overwrite Protect Media
Pool. See Accessing Aged Data for more information. You can then restore the appropriate DR Set associated with the job as described in Restore by
Jobs for CommServe DR Data.

O If the job is pruned and you do not know the media containing the Disaster Recovery Backup, you can do one of the following:
If you regularly run and have copies of the Data on Media and Aging Forecast report you can check them to see if the appropriate media is available.
2. On a standby computer, install the CommServe software. For more information on installing the CommServe, see CommServe Deployment.

3. Restore the CommServe database using the CommServe Disaster Recovery Tool from the Disaster Recovery Backup described in Step 1. (See Restore a
Disaster Recovery Backup for step-by-step instructions.)

4. Verify and ensure that the Bull Calypso Client Event Manager Bull Calypso Communications Service (EvMgrS) is running.

5. If you did not have a CommCell Migration license available in the CommServe when the disaster recovery backup was performed, apply the IP Address
Change license and the CommCell Migration license on the standby CommServe. See Activate Licenses for step-by-step instructions.

6. Export the data associated with the affected clients from the standby CommServe as described in Export Data from the Source CommcCell.

When you start the Command Line Interface to capture data, use the name of the standby CommServe in the -
commcell argument.

7. Import the exported data to the main CommServe as described in Import Data on the Destination CommCell.

This will bring back the entity in the CommServe database and the entity will now be visible in the CommCell Browser. (Press F5 to refresh the CommcCell
Browser if the entity is not displayed after a successful merge.)

8. If you have additional data that was backed up after the disaster recovery backup and before the deletion of the entity, use the procedure described in
Import Metadata from a Tape or Optical Media to obtain the necessary information.

9. You can now browse and restore the data from the appropriate entity.

As a precaution, mark media (tape and optical media) associated with the source CommCell as READ ONLY before
performing a data recovery operation in the destination CommCell.

RESTORES FROM SNAP FAILS IN CASE OF READ-ONLY DISKS IN SAN MODE

In case of restores for SAN storage with any vendor type, you need to assign write permission to the disk on the Virtual Server proxy.
For Example:

If disk 12 is the disk you are trying to restore:

Z:\Henry\vmware>diskpart

select disk 12

DISKPART> disk attributes

attributes disk clear readonly

REVERT OPERATION IN PENDING STATE

SYMPTOM
The Revert job may go to Pending state with the following error:

File level revert is not supported for a Virtual Machine [$VMNAME%] which is on VMFS datastore. [Datastore(s) [%DatastoreName%] does

not support file level revert.

‘CAUSE

The virtual machine may have NFS and iSCSI disks. Ensure that all the disks reside on the NFS data store. If the data does not reside on the NFS data store,
you cannot perform the revert operation.

‘SOLUTION

Perform the conventional Container Restore to bring the data back to the point-in-time.

REVERT OPERATION FAILS

Before starting the revert operation, ensure that the Snapshot which you are using to perform the revert operation is not mounted.
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FILE LEVEL RESTORE FAILS

SYMPTOM
While restoring files and folders from a virtual machine, you may get following error:

Volume name not found in the restore source path <source path>, this is a volume restore.

‘CAUSE
This error appears when you have selected all files and folders in a virtual machine for the restore.

The file level restore of entire contents of the VM is not supported.

SOLUTION

If you want to restore entire contents of a VM, perform a full VM restore.

VIRTUAL MACHINE IS RESTORED SUCCESSFULLY BUT NOT ADDED TO THE CORRECT RESOURCE POOL

SYMPTOM

The virtual machine is not added to the correct resource pool after the restore.

‘CAUSE
This error appears in the following scenarios:

o You have performed the backup of the virtual machine using an ESX Server and the ESX Server is managed by a vCenter.

e You are restoring virtual machine to an ESX Server and the ESX Server is managed by a vCenter.

SOLUTION

If the ESX Server is managed by the a vCenter, do not configure the instance for the ESX server. Configure an instance for the vCenter and then perform the
backup.

Similarly, before performing the restore, ensure that the instance is configured for the vCenter and not for the ESX server.

VIRTUAL MACHINE CLIENT NAMES ARE GETTING CREATED WITH '_1' APPENDED TO THE ORIGINAL
CLIENT NAME

SYMPTOM

When viewing virtual machines in the Client Computers list, you may see duplicated client names (for example, <ClientName> and <ClientName>_1).

‘CAUSE

Virtual machine information is added to the database during the discovery phase of a backup. If information changes, a new client is discovered during the
discovery phase.

Making changes to information such as the virtual machine fully qualified domain name (FQDN), the GUID, or the host name can cause this issue.

‘RESOLUTION
TO AVOID DUPLICATE CLIENT ENTRIES CAUSED BY DIFFERENT CLIENT OR HOST NAME:

Use the install software option for the client level in the CommCell Console (rather than interactively installing software to the virtual machine Guest Operating
System).

TO CORRECT EXISTING CLIENTS:

If duplicate clients are created with '_1" appended to the original client name, you can perform the following steps to merge the duplicate client back into the
original:

1. At a command prompt, navigate to the software installation path, log in to the CommServer, and run the following script:

goperation execscript -sn QS SetVMClient -si @sourceClient='<ClientName> 1' -si @destClient='<ClientName>'

where <ClientName> is the original client name and <ClientName>_1 is the duplicate.
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This script reassigns all backup history from <ClientName>_1 to <ClientName>. This enables you to view backup history, and to generate Job Summary
Reports with the Include Protected VMs option enabled.

2. Remove the duplicate clients:
a. In the CommCell Console, go to Control Panel | User Preferences.
b. Click the Client Computer Filter tab.
c. Select the Show Virtual Server Discovered Clients option.

d. Delete the duplicate clients from the CommcCell Browser.

FAILED TO START THE VIRTUAL MACHINE
SYMPTOM

When a virtual machine has been replicated in vSphere and backed up, and a full VM restore is performed from the backup, the following status message might
be displayed in vCenter:

Failed to start the virtual machine.
CAUSE

If the Power ON Virtual Machine After Restore option is selected when performing a full VM restore, VMware attempts to power on the restored VM before
disabling replication.

RESOLUTION

Clear the Power ON Virtual Machine After Restore option when initiating the restore. VMware automatically disables replication when the restore is
completed, and you can power on the virtual machine manually.

CANNOT RESTORE FILES FROM A WINDOWS 2012 VIRTUAL MACHINE USING DEDUPLICATION

SYMPTOM

When restoring from a backup of a Windows 2012 virtual machine that has deduplication enabled, a file-level restore completes successfully but only creates
stub files.

‘CAUSE

File-level restores are not supported for deduplicated volumes from a Windows 2012 VM.

RESOLUTION
To retrieve files from a backup for a Windows 2012 VM using deduplication, restore the disk that contains the file.

Alternatively, you can install a local file system agent on the Windows 2012 VM to enable file-level restores.
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Online Help Topics
Agent Properties (General)

Use this dialog box to obtain or provide general and/or user account information for the agent.
Client Name

Displays the name of the client computer on which this Agent is installed.

Billing Department

Displays the name of the billing department, when the Agent is associated with a billing department.
iDataAgent

Displays the identity of the Agent that is installed on the client computer.

Installed date

Displays the date on which the Agent was installed or upgraded on the client computer.
Description

Use this field to enter a description about the entity. This description can include information about the entity's content, cautionary notes, etc.

Agent Properties (Version)

Use this dialog box to view the software version.
Version Information

Displays the Agent software version installed on the computer.

Agent Properties (Index)

Use this tab to establish the parameters for creating new index during backups by the agent.

Create new index on full backup

Specifies whether the system will create a new index with each full backup. If cleared, all backups build upon the index from the previous backup.
Convert to full backup on indexing failures

Specifies whether the system will create a new index if the index is irretrievable and whether, for agents that support non-full backup types, the system will
convert the backup to a full backup. If cleared, the backup will fail if the index is irretrievable.

Security

Use this dialog box to:

e Identify the user groups to which this CommcCell object is associated.
e Associate this object with a user group.

e Disassociate this object from a user group.

Available Groups

Displays the names of the user groups that are not associated with this CommCell object.
Associated Groups

Displays the names of user groups that are associated with this CommCell object.

Activity Control

Use this dialog box to enable or disable data management and data recovery operations on a selected client or client computer group.
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Enable Backup
Specifies whether data management operations will occur from this agent.
If cleared:

e The button Enable after a Delay appears to the right side of this operation activity. It allows to pre-determine the date and time at which data
management operations will begin on the selected agent.

e Data management operations from this agent cannot be started and are skipped.
e Running and waiting data management operations for this agent run to completion.
e Stopped data management operations for this agent cannot be resumed until this option is enabled.

o Pending data management operations for this agent do not run until this option is enabled.
(Job states are indicated in the Job Controller.)

Enable Restore

Specifies whether data recovery operations will occur from this agent.

If cleared:

e The button Enable after a Delay appears to the right side of this operation activity. It allows to pre-determine the date and time at which data recovery
operations will begin on the selected agent.

e Data recovery operations for this agent cannot be started and are skipped.
e Running data recovery operations for this agent run to completion.

o Pending data recovery operations for this agent do not run until data recovery operations are enabled.

(Job states are indicated in the Job Controller.)

Virtual Server Instance Properties (General)

VMware | Microsoft Virtual Servers/Hyper-V | Xen Server

Use this dialog box to define a new instance or view the properties of an existing instance.
Client Name

Displays the name of the client computer on which this instance is found.

iDataAgent

Displays the name of the iDataAgent to which this instance belongs.

Instance Name

e When you create a new instance, type the name of the instance.

e For an existing instance, the name of the instance is displayed.
Vendor Type

o When you create a new instance, select VMWare.

e For an existing instance, the vendor type is displayed.
VMware
When you create a new instance, the following options must be configured.
For an existing instance, the following options are displayed. You can modify them if required.
e Virtual Center
Select this option if this instance will be used for Virtual Center backups.
Host Name
Enter the name of the host computer in which the Virtual Center resides.
Configure Password
Click this button to configure the user name and password associated with the Virtual Center.
User Account

When you create a new instance, click the Configure Password button to establish the user name and password associated with the Virtual Center. Once
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the credentials are configured, the user account will be displayed.

For an existing instance, the user account associated with the configured credentials is displayed.
ESX Servers

Select this option if this instance will be used for ESX Server backups.

Configure ESX Servers

Click this button to include the specific ESX Server to this instance.

NOTES ON USER CREDENTIALS

Users performing backup and restore operations must have credentials with sufficient permissions granted on the Virtual Center or ESX Server. Datacenter
Administrator is an example of an account with acceptable privileges for these operations.

‘RECOMMENDED ROLES

For VCB environments, the VCB Role is sufficient for both backup and restore operations.

For vSphere VADP environments, the VCB Role can be used for backups, but require the following additional privileges for restore operations:

In

Virtual Machine
Resource

Datastore
both VCB and vSphere VADP environments, user-defined roles can be created provided the above-mentioned privileges are included in those roles.

Passwords for ESX Server or Virtual Center instances cannot have single-quote (') or double-quote (") characters.

‘CONFIGURING USER CREDENTIALS

To configure the user account associated with the Virtual Center, click the Configure Password button. Enter the credentials in the dialog displayed.

To configure the user account associated with the ESX Server:

1.

2.

Click the Configure ESX Server button. The ESX Server Configuration dialog box is displayed.
Click Add/Edit/Remove as desired.

If adding a new ESX server, the Add ESX Server dialog box appears. Enter the ESX Server name as well as the user name and password associated with
the ESX Server (the password must be confirmed in the space provided). Click OK.

If editing an existing ESX Server, the Add ESX Server dialog box appears. Change the ESX Server name, user name, or password as desired (the
password must be confirmed in the space provided). Click OK.

Security

Use this dialog box to:

Identify the user groups to which this CommCell object is associated.
Associate this object with a user group.

Disassociate this object from a user group.

Available Groups

Displays the names of the user groups that are not associated with this CommCell object.

Associated Groups

Displays the names of user groups that are associated with this CommCell object.

Automatically add New Users to the "View All" Group (CommServe Level Only)

Specifies that all new users will automatically be added to the view A1l user group. This group allows users to view all CommcCell objects, regardless of the
associations of the other user groups they belong to.
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Require Authentication for Agent Installation (CommServe Level Only)
Enable this option to prompt users for authentication for any agent installation on the CommCell.
Client Owners

Specify a user to allow CommCell user access to this client computer through CommCell Console and allow permission to run Web Console browse and restore
operations on this client. Each user must be listed in a separate line.

Subclient Properties (General)

VMware | Microsoft Virtual Servers/Hyper-V | Xen Server

Use this tab to add, modify or view general information on the selected subclient.

Client Name

Displays the name of the Client computer to which this subclient belongs.

iDataAgent

Displays the name of the Agent to which this subclient belongs.

Backup Set

Displays the name of the Backup Set to which this subclient belongs.

Subclient Name

Displays the name of this Subclient. You can use this space to enter or modify the name of the subclient.
Number of Data Readers

Use this space to specify the number of simultaneous backup data streams allowed for this subclient. For best performance, this should be set no higher than
the number of physical drives that hold this subclient's data, except for specialized hardware such as RAID. For more information, see Automatic File System
Multi-Streaming in Books Online.

Backup Type
Select the backup type for this subclient.
e Disk Level
Select this option if this subclient will be used to back up virtual server disks.
e Volume Level
Select this option if this subclient will be used to back up individual volumes.
e File Level
Select this option if this subclient will be used to back up individual files and/or folders.
Use Proxy
When selected, additional load balancing will be provided for operations occurring between multiple proxy computers.
Transport Mode for VMware
Select the mode on which you desire to backup this subclient. Each available mode represents a different system environment scenario.
Description

Use this field to enter a description about the entity. This description can include information about the entity's content, cautionary notes, etc.

Subclient Properties (Filter)

Volume Level | File Level

Use this dialog box to add or edit data paths to be filtered out of the subclient content and to specify exceptions to the exclusion list.
Include Global Filters

Displays a list of options for enabling or disabling Global Filters which can be used in addition to the filters set at the subclient level to exclude data from data
protection operations for this subclient. To change the setting, select one of the following values from the list:
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o OFF - Disables Global Filters for this subclient.
e ON - Enables Global Filters for this subclient.

e Use Cell Level Policy - Enables or disables Global Filters for this subclient depending on whether the Use Global Filters on All Subclients option is
enabled or disabled on the Control Panel (Global Filters) dialog. If the Use Global Filters on All Subclients option is enabled, then the Use Cell Level
Policy option will enable Global Filters on this subclient. If the Use Global Filters on All Subclients option is disabled, then the Use Cell Level Policy
option will disable Global Filters on this subclient.

Exclude these files/folders/directories/patterns

Displays entries that will be excluded from data protection operations for this subclient.

Pre/Post Process

VMware | Microsoft Virtual Servers/Hyper-V | Xen Server

Use the Pre/Post Process tab to add, modify or view Pre/Post processes for the selected subclient.
Run Post Scan Process for all attempts

Specifies whether this process will execute for all attempts to run the phase. Selecting this option will execute the post scan for all attempts to run the phase,
including situations where the job phase is interrupted, suspended, or fails. Otherwise, when the checkbox is cleared the post scan process will only execute for
successful, killed, or failed jobs.

Pre Backup process

Displays the name/path of the backup that you want to run before the respective phase. You can use this space to enter a path for the backup process that will
execute before this phase on the subclient , or you can use the Browse button to search for and select the name/path of the process. The system allows the
use of spaces in the name/path, provided they begin with an opening quotation mark and end with a closing quotation mark.

process script that will allow the system to create the required REDO files. See "Create Pre/Post Backup Process Scripts to

@ If you are using the Linux File System iDataAgent to back up VMware virtual machines, you must create a PreBackup
Back up VMware Virtual Machines Using the Linux File System iDataAgent" in Books Online for step-by-step instructions.

Post Backup process

Displays the name/path of the backup process that you want to run after the respective phase. You can use this space to enter a path for the backup process
that will execute after this phase on the subclient, or you can use the Browse button to search for and select the name/path of the process. The system allows
the use of spaces in the name/path, provided they begin with an opening quotation mark and end with a closing quotation mark.

process script that will allow the system to post data back to the virtual machines. See "Create Pre/Post Backup Process
Scripts to Back up VMware Virtual Machines Using the Linux File System iDataAgent" in Books Online for step-by-step
instructions.

@ If you are using the Linux File System iDataAgent to back up VMware virtual machines, you must create a PostBackup

Run Post Backup Process for all attempts

Specifies whether this process will execute for all attempts to run the phase. Selecting this option will execute the post backup process for all attempts to run
the phase, including situations where the job phase is interrupted, suspended, or fails. Otherwise, when the checkbox is cleared the specified process will only
execute for successful, killed, or failed jobs.

Run As

Displays either the Local System Account, or for added security, another account as having permission to run these commands.
Change

Click to add or modify the account that has permission to run these commands.

Browse

Click to search for and select the Pre/Post Process.

Back to Top

Security

Use this dialog box to:

e Associate this object with a user group.
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e Disassociate this object from a user group.

Available Groups

Displays the names of the user groups that are not associated with this CommCell object.
Associated Groups

Displays the names of user groups that are associated with this CommCell object.

Encryption

Use this dialog box to select the data encryption options for the selected content. When accessing this dialog box from the Subclient Properties Encryption tab,
this setting applies only to the selected subclient content for operations run from the CommcCell Console. When accessing this dialog box from the Instance
Properties Encryption tab, this setting applies only to third-party Command Line operations. The functionality is not propagated to the Subclient Properties
Encryption tabs.

None
When selected, no encryption will take place during a data protection operations.
Media Only (MediaAgent Side)

When selected, for data protection operations, data is transmitted without encryption and then encrypted prior to storage. During data recovery operations,
data is decrypted by the client.

When using this setting in conjunction with the client property With a Pass-Phrase, you will be required to provide a pass-phrase for data recovery operations
unless you export the client pass-phrase to the destination client(s). When using pass-phrase security for third-party Command Line operations or DataArchiver
Agents stub recovery operations, you must export the pass- phrase to the destination client.

Network and Media (Agent Side)

When selected, for data protection operations, data is encrypted before transmission and is stored encrypted on the media. During data recovery operations,
data is decrypted by the client.

When using this setting in conjunction with the client property With a Pass-Phrase, you will be required to provide a pass-phrase for data recovery operations
unless you export the client pass-phrase to the destination clients.

Network Only (Agent Encrypts, MediaAgent Decrypts)

When selected, for data protection operations, data is encrypted for transmission and then decrypted prior to storage on the media. During data recovery
operations, data is encrypted by the MediaAgent and then decrypted in the client.

When using this setting in conjunction with the client property With a Pass-Phrase, you will not be required to provide a pass-phrase for data recovery
operations.

Script Preview

Click to display the backup script, based on the current subclient configuration, that will be submitted to RMAN when backups are performed for the selected
Oracle subclient.

Storage Device

Use this dialog box to establish the storage device related settings on the selected subclient.
The following tabs are displayed:

e (Data) Storage Policy
e Data Transfer Option

e Deduplication

STORAGE POLICY
Use this tab to select or view storage policy settings on the selected subclient.
Data/Database/Transaction Log Storage Policy

Displays the storage policy to which this subclient is currently associated. To associate a storage policy to a new subclient or to change the storage policy
associated with an existing subclient, click one in the list.

Incremental Storage Policy

Displays the name of the Incremental Storage Policy associated with this subclient, if the storage policy has the Incremental Storage Policy option enabled.
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Data Paths
Click to view or modify the data paths associated with the primary storage policy copy of the selected storage policy.
Create Storage Policy

Click to launch the Create a Storage Policy wizard. Once the storage policy has been created, it will be displayed in the list of storage policies to which the
selected subclient can be associated.

DATA TRANSFER OPTION

Use this tab to establish the options for data transfer.
Software Compression

Indicates whether software compression for the subclient or instance is enabled or disabled, and if enabled whether it is performed on the client or MediaAgent
computer.

e On Client

Click to enable software compression on the client computer.
e On MediaAgent

Click to enable software compression on the MediaAgent computer.
o Off

Click to disable software compression.

Note that hardware compression has priority over the software compression. Hardware compression is established in the Data Path Properties dialog box. The
above software compression option will take effect when the data path is associated with a disk library, or when hardware compression is disabled in the data
path associated with tape libraries.

storage policy copy takes precedence. See Copy Properties (Deduplication) - Advanced tab for compression settings on

@ If the subclient is associated with a storage policy copy that is deduplicated, then the compression settings on the
deduplicated storage policy copy.

Resource Tuning
Indicates the processes used by the client to transfer data based and whether bandwidth throttling is enabled or not.
o Network Agents

Specifies the number of data pipes/processes that the client uses to transfer data over a network. Increasing this value may provide better throughput if the
network and the network configuration in your environment can support it. On non-UNIX computers, the default value is 2 and a maximum of 4 can be
established if necessary. On UNIX computers the default value is 1 and a maximum of 2 can be established if necessary.

o Throttle Network Bandwidth (MB/HR)

Specifies whether the backup throughput is controlled or not. (By default this option is not selected and therefore the throughput is not controlled). When
selected, use the space to specify a value for the throughput. By default, this is set to 500. The minimum value is 1 and there is no limit to the maximum
value. (In this case the backup throughput will be restricted to the maximum bandwidth on the network.)

Use this option to set the backup throughput, based on the network bandwidth in your environment. Use this option to reduce the backup throughput, so that
the entire network bandwidth is not consumed, especially in slow links. Increasing this value will end up consuming the bandwidth with the maximum
throughput limited to the network bandwidth capability.

Note that throttling is done on a per Network Agent basis.

DEDUPLICATION

Use this tab to establish the options for deduplication on the subclient. It indicates whether deduplication for the subclient is enabled or disabled, and if enabled
whether the signature generation (a component of deduplication) is performed on the client or MediaAgent computer.

Note that deduplication is supported on disk storage devices. So the deduplication options are applicable only if the subclient is associated with a Storage Policy
containing disk storage.

On Client

Click to enable signature generation on the client computer.

On MediaAgent

Click to enable signature generation on the MediaAgent computer.

Back to Top
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Subclient Properties (Auto Discover)

Use this tab to view and establish automatically discovered virtual servers.

Add Guest Host Name

Lists the names of the guest hosts currently discovered. Click Remove to delete a guest host.
Guest Host Name

Use this space to specify the name of a guest host. Click Add to add the guest host to the list of discovered guest hosts.

Activity Control

Use this dialog box to enable or disable backups on a selected subclient.

If data management and data recovery operations are disabled at the client computer group or client level, then these operations below these levels will be
disabled. If data management / data recovery operations are enabled at the client computer group or client level, then these operations below these levels will
be enabled.

Enable Backups
Specifies whether Backups will occur from this subclient.
If cleared:

e The button Enable after a Delay appears to the right side of this operation activity. It allows to pre-determine the date and time at which data
management operations will begin on the selected subclient.

o Backup operations from this subclient cannot be started and are skipped.
e Running and waiting data management operations for this subclient run to completion.
e Stopped data management operations for this subclient cannot be resumed until this option is enabled.

o Pending data management operations for this subclient do not run until this option is enabled.

Subclient Properties (Content)

Use this tab to define the contents of a new subclient or to change the content of an existing subclient. Items included in subclient content are backed up by
the subclient.

Virtual Machine
Displays a list of virtual machines included as content for this subclient.
Configure

Click this button to configure existing or additional virtual machines for this subclient.

Subclient Properties (SnapProtect Operations)

Use this tab to enable SnapProtect backup and to establish the options for SnapProtect backup operation, for the selected subclient.
SnapProtect

Specifies whether SnapProtect backup for the selected subclient is enabled or disabled.

Available Snap Engines

Lists the available snapshot engine vendors. To select a snapshot engine vendor, click the pull-down arrow and click the one that you want to use.
o Enter Array Credentials

Click to access the Array Management dialog box, which enables you to add or modify access information for a array.

Virtual Center / ESX Server

Specify the name of the ESX Server in the Virtual Center.

o Select ESX server for snap mount

Click to access the Browse for ESX server dialog box, which enables you to select a different ESX server.

Host
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Enter an IP address of the Host computer.

Application aware backup for granular recovery

Select to enable snap mining for this subclient.

Truncate ExDB Logs

Select to prune Exchange Database logs that are no longer needed and to prevent them from growing to an unmanageable size.
Use source if proxy is unreachable

Select to use the source machine for SnapProtect backup if the proxy client is not available.

Allow multiple data readers within a drive or mount point

Specifies whether multiple data reads are allowed for a single physical drive or mount point during backups on this subclient. It is recommended that this
option is selected for specialized hardware such as RAID, or possibly in the case of spanned volumes. For more information, see Automatic File System Multi-
Streaming in Books Online.

Number of Data Readers for Backup Copy

Use this space to specify the number of simultaneous backup data streams allowed for this subclient, during the movement to media operation. For best
performance, this should be set no higher than the number of physical drives that hold this subclient's data, except for specialized hardware such as RAID.

Back to Top

Backup Set Properties (General)

VMware | Microsoft Virtual Servers/Hyper-V | Xen Server

Use this dialog box to define a New Backup Set or view and modify the properties of an existing Backup Set.
Client Computer

Displays the name of the Client computer to which this Backup Set belongs.

iDataAgent

Displays the name of the iDataAgent to which this Backup Set belongs.

Instance Name

Displays the name of the instance to which this Backup Set belongs.

The instance name can be modified for an existing Backup Set from the properties dialog box.

Backup Set / New Backup Set Name

When creating a new Backup Set, type the name of the Backup Set.

For an existing Backup Set, the name of the Backup Set is displayed.

Automatically add new VMs that don't qualify for membership in any of the subclients

Select this option to automatically add virtual machines that don't qualify for membership in any of the existing subclients to this backup set.
Make this the default Backup Set

Specifies whether the selected backup set is the default or a user-defined backup. Selecting this option asserts this backup set as the default. The previously
designated default backup set is automatically reallocated as a user-defined backup set. Clearing this option, is accomplished by opening the Backup Set
Properties dialog box of some other backup set and clicking this option there, thereby designating that backup set as the default.

Rule based discovery
Select this option to configure rule based discovery.
o Match guest host names by regular expression

Select this option to configure discovery rules based on guest host names for the existing subclients of this backup set. Click Configure to setup the
configuration for this selection.

o ESX Server Affinity

Select this option to configure discovery rules based on ESX Servers for existing subclients of this backup set. Click Configure to setup the configuration for
this selection.

o Data Store Affinity
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Select this option to configure discovery rules based on data stores affinity for existing subclients of this backup set. Click Configure to setup the
configuration for this selection.

o Resource Pool Affinity

Select this option to configure discovery rules based on resource pool affinity for existing subclients of this backup set. Click Configure to setup the
configuration for this selection.

e OS Group

Select this option to discover virtual machines based on the operating systems they are running on.

Select the appropriate operating systems from the displayed list of supported Windows and Unix operating systems.
vcbmounter

Select this option when using older version of vmware. A proxy computer will be used when this option is selected.
vStorage

Select this option when using newer version of vmware. No proxy computer is needed.

Backup Set Properties (Guest Hosts Configuration)

VMware | Microsoft Virtual Servers/Hyper-V | Xen Server

Use this dialog to configure one or more guest hosts for the selected backup set.

Server Name/Virtual Center Name

This column displays the name of the ESX Server/Virtual Center configured for the selected backup set.
Virtual Machine

This column displays the virtual machine associated with the selected backup set.

Subclient Name

This column displays the subclient associated with the selected Virtual Machine.

Discover

Click this button to discover new guest hosts.

Change all selected Guest Host to

Use the drop-down menu to change selected server's subclient association. Select Do Not Backup if you wish to exclude the selected servers from data
protection operations.

Apply

Click this button to apply the changes made to the guest host configuration.

Security

Use this dialog box to:

e Identify the user groups to which this CommcCell object is associated.
e Associate this object with a user group.

e Disassociate this object from a user group.

Available Groups

Displays the names of the user groups that are not associated with this CommCell object.
Associated Groups

Displays the names of user groups that are associated with this CommCell object.
Automatically add New Users to the "View All" Group (CommServe Level Only)

Specifies that all new users will automatically be added to the view Al1 user group. This group allows users to view all CommCell objects, regardless of the
associations of the other user groups they belong to.
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Require Authentication for Agent Installation (CommServe Level Only)
Enable this option to prompt users for authentication for any agent installation on the CommCell.
Client Owners

Specify a user to allow CommCell user access to this client computer through CommCell Console and allow permission to run Web Console browse and restore
operations on this client. Each user must be listed in a separate line.

Advanced Backup Options (Data)

You can select advanced backup/archive data options for the operation. Note that all the options described in this help may not be available and only the
options displayed in the dialog box are applicable to the agent or enabler for which the information is being displayed.

Catalog

Use this section to select index cache sharing and granular restartability options for the job. Note that these options are not applicable for the disaster recovery
data protection.

e Use shared profile if present with transaction logging

Select this option if you wish to use the shared index cache profile of the MediaAgent (if configured) to save a copy of the job's index cache for index cache
sharing with transaction logging feature for granular job restartbility.

Shared profile with transaction logging provides job restartability in failover situations. This is a recommended configuration.
e Use shared profile if present without transaction logging

Select this option if you wish to use the shared index cache profile of the MediaAgent (if configured) to save a copy of the index cache for index cache
sharing without transaction logging feature for granular job restartbility. This is not a recommended configuration.

e Use transaction logging
Select this option to use transaction logging feature to provide granular job restartbility (without using shared profile for index cache sharing).
e None
Select this option to use neither shared profile nor transaction logging.
Create Backup Copy immediately
Select this option to perform inline backup copy operation.
e Enable Granular Recovery
This option is selected by default. It enables recovery of files and folders from the backup copy.
Enable Granular Recovery

Click to perform Granular Recovery. When clicked, allows recovery of Individual files and folders from the primary copy.

Advanced Backup Options (Startup)

You can specify advanced backup/archive/content indexing startup options for the operation. For more information, select one of the following:
Set Priority
e Use Default Priority
Select this option to use default priority for the job.
e Change Priority

Use this option to modify the priority of a job between 0 (highest priority) and 999 (lowest priority). The Job Manager will use the priority setting when
allocating the required resources.

Start job in suspended state
Specifies that this job will start in the Job Controller in a suspended state and cannot run until the job is manually resumed using the Resume option.
Description

Use this field to enter a description about the entity. This description can include information about the entity's content, cautionary notes, etc.
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Advanced Backup Options (Media)

You can select advanced backup/archive media options for the operation. Note that all the options described in this help may not be available and only the
options displayed in the dialog box are applicable to the agent or enabler for which the information is being displayed.

Start New Media
This option starts the backup/migration/archive operation on a new media, which causes the following to occur:

e If removable media is used, the current active media is marked as Appendable and a new media is used for the backup/migration/archive.

e If disk media is used, a new volume folder is created for the backup/migration/archive.

If cleared, the operation automatically uses the current active media or volume.

both the data storage policy and the logical logs storage policy, and new media will be made available for both the logs
and data even though you are backing up just the logical logs:

e Define a subclient with different storage policies for the logical logs and the data
o Prepare to back up just the logical logs
o Select the Start new media option before you start the backup

5 When using the Informix iDataAgent, if you are using tape and do all of the following, the tape will be marked full for

Mark Media Full after Successful Operation

This option marks media full, 2 minutes after the completion of the backup/archive operation. If any jobs are initiated within the 2 minutes, they are allowed to
write to the media. If the job was associated with the prior media, new media (such as a new tape) will be used for subsequent jobs. (Applies to all
backup/archive types.)

Allow other Schedule to use Media Set

This option allows jobs that are part of a schedule policy or schedule and using a specific storage policy to start a new media and also prevent other jobs from
writing to the set of media. It is available only when the Start New Media and Mark Media Full options are enabled, and can be used in the following
situations:

o When one scheduled job initiates several jobs and you only want to start new media on the first job.

e When you want to target specific backups to a media, or a set of media if multiple streams are used.
Override Job Retention

e Infinite: Select this option to retain this job indefinitely.
o Number of Days: Select this option to prune this job after the number of days specified.

e Storage Policy Default: Select this option to apply the retention rules of the associated storage policy, which is the default option.

Advanced Backup Options (Data Path)

Select the data path to be used for the backup/archive operation.

Ensure that the Library, MediaAgent, Drive Pool, and the Drive selected for this operation is available online and is a part of the associated Storage Policy.
Use Library

Specifies the name of the library that will be used to perform the backup operation. Use this option when you wish to backup to a specific library.

Use MediaAgent

Specifies the name of the MediaAgent that will be used to perform the backup operation. If necessary, you can change the name of the MediaAgent.

For example, if the library is shared and you wish to use a specific MediaAgent (instead of the system selected MediaAgent, or a MediaAgent which may be idle,
or less critical) or if you know that the library attached to the specified MediaAgent.

Use Drive Pool
Specifies the name of the Drive Pool that will be used to perform the backup operation. Use this option when you wish to backup using a specific Drive Pool.
Use Drive

Specifies the name of the Drive that will be used to perform the backup operation. Use this option when you wish to backup using a specific Drive from the
selected Drive Pool.

Vault Tracking
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Select options to export and track media, using Vault Tracker.

&

containing removable media (e.g., tape, optical or stand-alone.)

Export media after the job finishes

Vault Tracking Options will be displayed only when a Vault Tracker license is available in the CommServe.

\Vault Tracking options are only applicable for data protection operations using a storage policy associated with a library

Specifies the media used by the data protection operation and media with the specific Media Status (if specified) will be exported and tracked by Vault Tracker.

Exclude Media Not Copied

When selected, allows you to exclude media with jobs that have to be copied.

Media Status

All

Click to select all media. Clear this option to select media with a specific status.

Active

Click to select media with its status marked as active.
Full

Click to select media with its status marked as full.
Overwrite Protected

Click to select media with its status marked as read-only .
Bad

Click to select media with its status marked as bad.

Export Location

Specifies the destination location and lists the stationary locations entered using the Export Location Details dialog box.

Track Transit

Specifies that transit information must be tracked, and lists the transit locations entered using the Export Location Details dialog box.

Use Virtual Mail Slots

Specifies the exported media is stored within the library in the virtual mail slots defined in the Library Properties (Media) dialog box.

Filter Media By Retention

Specifies that the system must automatically filter media based on whether the media has extended retention jobs or not.

Media with extended retention job(s)
Specifies that media with at least one extended retention job will be exported.
Media with no extended retention job(s)

Specifies that media with no extended retention jobs will be exported.

Alert

Use this tab to configure an alert for a schedule policy.

Configure Alert

Alert

The currently configured Alert.

Add/Modify Alert

When clicked, opens the Alert Wizard to configure alerts for this operation.
Delete Alert

When clicked, deletes any existing alerts that are already configured.

Browse Options
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VMware | Microsoft Virtual Servers/Hyper-V | Xen Server

Use this dialog box to select the basic options under which you want to browse the data secured by a data protection operation in the selected client, agent,
instance/partition, or backup set level depending on the functionality of a given agent. The system provides several browse options. These options influence the
behavior of the browse operation in the subsequent Browse window.

Browse the Latest Data

Specifies whether the browse operation must display data from the most recent data protection operation (from now back to the last full backup) in the Browse
window. (This option is selected by default.)

Specify Browse Time

Specifies whether the browse operation must display data, up to the specified date and time in the Browse window. Data secured after the specified date and
time will be omitted in this window.

e Browse Data Before/Browse to Point-In-Time

Specifies the date and time that must be used to display the data in the Browse window.
e Time Zone

Lists the time zones. To change the time zone, click one in the list.
Client Computer

Lists the client computers available for the browse operation. This option is available only when the browse operation is performed either from the client node in
the CommCell Browser, Browse & Recover option from the Tools menu in the CommcCell Console or when the New Browse button is clicked in the Browse
window.

Use MediaAgent

Specifies the name of MediaAgent that will be used to perform the browse (and restore) operation. If necessary, you can change the name of the MediaAgent.
For example, if the library is shared and you wish to use a specific MediaAgent (instead of the system selected MediaAgent, or a MediaAgent which may be idle,
or less critical) or if you know that the media containing the data you wish to restore is available in the library attached to the specified MediaAgent.

If the media containing the data is not available in the tape/optical library attached to the MediaAgent, the system will automatically prompt you to insert the
appropriate media. In the case of a disk library, the operation will fail if the requested data is not available in the disk library attached to the specified
MediaAgent.

Show Deleted Items

Specifies whether the operation will browse all the data (including deleted items) secured by all data protection operations for the selected backup set as of the
specified browse items.

Page Size

Use the space to enter the default number of objects to be displayed in the Browse window. This field reverts back to the default setting after use. In the
Browse window, you can browse through each page list by selecting the appropriate page number.

Type of Intended Restore (Virtual Server iDataAgent)
This section provides the facility to select the type of restore you want to perform following the Browse operation.
e Individual Files/Folders
Select this option if you intend on performing a file/folder-level restore.
e Entire Volume
Select this option if you intend on performing a volume-level restore.
e Container Restore
Select this option if you intend on performing a disk-level restore.

Back to Top

Advanced Browse Options

Use this dialog to access additional browse capabilities for the browse window.
Include Metadata
Specifies that the browse operation results must also include data containing metadata information.

Exclude Data Before
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Specifies that the browse operation must return data that has been backed up after the specified date. Also provides a space for you to type the date and time.
e Time Zone

Lists the time zones. To change the time zone, click one in the list.
Browse from copy precedence

When selected, the system retrieves the data from the storage policy copy with the specified copy precedence number. If data does not exist in the specified
copy, the operation fails even if the data exists in another copy of the same storage policy.

When cleared, (or by default) the system retrieves data from the storage policy copy with the lowest copy precedence. If the data was pruned from the primary
copy, the system automatically retrieves the data from the other copies of the storage policy starting with the copy with the lowest copy precedence and
proceeding through the copies with higher copy precedence. Once the data is found, it is retrieved, and no further copies are checked.

List Media

Use this dialog box to select the options that must be used to predict the required media.
Media For the Latest Data

Specifies whether the list media operation must display media associated with the most recent data protection operation (from now back to the last full backup)
This option is selected by default.

Specify Time Range
Specifies whether the whether the list media operation must display media associated with the specified date and time.
o Data Before/Time Range
Specifies the date and time that must be used to display media.
e Time Zone
Lists the time zones. To change the time zone, click one in the list.
Advanced

Click to access additional options.

Restore Options (General)

VMware | Microsoft Virtual Servers/Hyper-V | Xen Server

Use this dialog box to control how the specified data is to be restored. For VMWare, Virtual Machine Level, Volume and File Level restores are available.

VIRTUAL MACHINE RESTORE OPTIONS
e Virtual Machine
The name of the virtual machine to be restored. Selecting this option also allows selecting additional Virtual Machine Restore Options.
e Virtual Machine Files
Select this option to restore the selected content as an entire virtual machine disk file.
o Destination Client/Computer/Server

Displays the name of the client computer to which the selected data will be restored. To change the destination computer, select one from the list. The list
includes clients:

O Which are established as clients within the CommCell.

o Clients with Operating Systems that support the cross-platform restore operation from this client. (Refer to the topic titled Cross Platform Restore
Operations in Books Online for additional information.)

By default, data is restored to the same computer from which it was backed up.
e vCenter

The name of the vCenter in which the data will be restored. Click Change to select a vCenter.
e Restore in place

Select this option to restore the virtual machine or virtual machine files to the same destination from which it was backed up.
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e VM and Disk
The name of the virtual machines and disks to be restored.
e Rename VM as
Use this space to enter a new name for the virtual machine if you do not wish to continue using the virtual machine's existing name.
e ESX Server
Select the ESX Server to which the data will be restored.
e Data Store
Select the data store to which the data will be restored.
e Add to Resource Pool/vApp
Select a Resource Pool or vApp if you wish to include the restored virtual machine within a specific Resource Pool or vApp.

e Virtual Machine Configuration

o Power ON Virtual Machine After Restore

Click to power ON Virtual Machine after restore completes.
o Unconditionally Overwrite VM with the same name

Select this option to overwrite an existing virtual machine with the same name.
o Disk Provisioning

Select a provisioning type. By default, Auto is selected.

Auto: same as the source virtual machine, chosen during backup.

Thick: Thick provisioning allocates and commits full size to the data store.

Thin: Thin provisioning allocates full size and commits only as much storage space as the disk needs for its initial operation.
o Transport Mode

Select a transport mode. By default, Auto is selected.

SAN

Hot Add

NAS

NBD SSL

NBD

VOLUME-LEVEL RESTORE OPTIONS

Restore As (Volume-Level Restore)
e Physical Volume

Select this option to restore the selected content as a complete physical volume.
e Virtual Hard Disk file

Select this option to restore the selected content as a virtual hard disk file.
e VMDK Files

Select this option to restore the selected content as an entire virtual machine disk file.
o Destination Client/Computer/Server

Displays the name of the client computer to which the selected data will be restored. To change the destination computer, select one from the list. The list
includes clients:

O Which are established as clients within the CommcCell.

o Clients with Operating Systems that support the cross-platform restore operation from this client. (Refer to the topic titled Cross Platform Restore
Operations in Books Online for additional information.)

By default, data is restored to the same computer from which it was backed up.

FILE-LEVEL RESTORE OPTIONS
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Restore ACLs (File-Level Restore)

Specifies that the backed up Access Control Lists (ACLs) will be applied to files that have been restored without their ACLs, or to the existing files at the restore
destination. Clear this option to restore without ACLs and consequently the data assumes the ACLs of the parent directory.

Unconditional Overwrite

Specifies whether the restored data is unconditionally written to the specified location.

If cleared:

Files/directories whose names are the same as those in the restore path and where the backed up data is as old or older are not restored.
files/directories whose names are the same as those in the restore path and where the backed up data is newer are restored.

Files/directories whose names are different from those in the restore path are restored.

@ Avoid using this option whenever you run a Restore by Jobs. Otherwise, an older version of the files might be retrieved.

Destination Client/Computer/Server

Displays the name of the client computer to which the selected data will be restored. To change the destination computer, select one from the list. The list
includes clients:

O Which are established as clients within the CommcCell.

o Clients with Operating Systems that support the cross-platform restore operation from this client. (Refer to the topic titled Cross Platform Restore
Operations in Books Online for additional information.)

By default, data is restored to the same computer from which it was backed up.
Destination folder

Use this space to enter the path on the destination computer to which the data will be restored. If the specified path does not exist, it will be created during
the restore process.

On Windows computers, UNC path of a shared drive can be specified. (e.g., \\servername\sharename\directory). Click the Advanced button, and enter
the Windows logon information for this shared drive in the Advanced Restore Options dialog box.

Browse

Click to select a path for the Destination folder.

Preserve Source Paths

Specifies the action taken when the data is restored to another destination. The options are available only when the Restore to Same Paths option is cleared.

Preserve n levels from end of source path

Specifies whether the restore operation must keep the specified number of levels at the end of source path of the selected data. For example, if the selected
data is Documents\Memos\Sales, this option is set to 1 and the Destination folder is temp, the data will be restored as \temp\sales.

However, if this option is used to restore a file in a path that contains any valid wildcard expression (e.g.,
Documents\**\Sales), the default value of 1 for the option cannot be changed. Therefore, only the last found
occurrence of the file is restored, and the restores for all the other occurrences of the file are overwritten.

Remove n levels from beginning of source path

Specifies whether the restore operation must remove the specified number of levels from the beginning of source path of the selected data. For example, if
the selected data is Documents\Memos\Sales, this option is set to 1 and the Destination folder is \temp, the data will be restored as \temp\sSales. (This
option becomes available only when the Restore to Same Paths option is cleared.)

Save As Script

Click to open the Save As Script dialog, which allows you to save this operation and the selected options as a script file (in XML format). The script can later be
executed from the Command Line Interface using qoperation execute command.

When you save an operation as a script, each option in the dialog will have a corresponding xml parameter in the script file. When executing the script, you can
modify the value for any of these XML parameters as per need.

To view the XML values for each of the options in the dialog, see the following:

Command Line XML Options

Back to Top
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Advanced Restore/Recover/Retrieve Options (General)

Use this dialog box to access additional restore/recover/retrieve options. Note that all the options described in this help may not be available and only the
options displayed in the dialog box are applicable to the component installed on the client.

Automatically Detect Regular Expressions

Specifies whether to use regular expressions in defining the Source Paths. This does not apply to Filter Paths. When selected, the system will recognize
supported regular expressions (wildcards) in the specified Source Path. When cleared, the system will read the specified Source Path as literal.

Skip Errors and Continue

For index-based agents, this advanced restore/recover/retrieve option enables a restore/recover/retrieve job to continue despite media errors. This option also
provides an output file that lists the full path names of the files that failed to restore/recover/retrieve.

Impersonate (Windows, NetWare) User

Specifies whether to submit the Windows or NetWare logon information for the current restore/recover operation. This information is needed only if you intend
to restore/recover data to a mapped network drive, shared network drive, or directory to which you have no write, create, or change privileges, or for restoring
to applications.

Depending on the agent, there are as many as three separate User Impersonation accounts: this one for the function described, one for Pre and Post
backup/migrate processes, and one for Pre and Post restore/recover processes. Each account operates independently of the other(s).

Advanced Restore Options (Copy Precedence)

Choose the copy from which you wish to recover or retrieve. Select from the following options:
Restore/recover from copy precedence

When selected, the system retrieves the data from the storage policy copy with the specified copy precedence number. If data does not exist in the specified
copy, the operation fails even if the data exists in another copy of the same storage policy.

When cleared, (or by default) the system retrieves data from the storage policy copy with the lowest copy precedence. If the data was pruned from the primary
copy, the system automatically retrieves the data from the other copies of the storage policy starting with the copy with the lowest copy precedence and
proceeding through the copies with higher copy precedence. Once the data is found, it is retrieved, and no further copies are checked.

Advanced Restore Options (Data Path)

Select the data path for the restore/recovery operation. You can specify the MediaAgent, Library, Drive Pool, and Drive from which the restore operation must
be performed.

Use MediaAgent
Specifies the name of the MediaAgent that will be used to perform the restore operation. If necessary, you can change the name of the MediaAgent.

For example, if the library is shared and you wish to use a specific MediaAgent (instead of the system selected MediaAgent, or a MediaAgent which may be idle,
or less critical) or if you know that the media containing the data you wish to restore is available in the library attached to the specified MediaAgent.

If the media containing the data is not available in the tape/optical library attached to the MediaAgent, the system will automatically prompt you to insert the
appropriate media. In the case of a disk library, the operation will fail if the requested data is not available in the disk library attached to the specified
MediaAgent.

Use Library

Specifies the name of the library that will be used to perform the restore operation. Use this option when you wish to restore using a specific library.

For example, if you know that the media containing the data you wish to restore is available in a specific library.

Use Drive Pool

Specifies the name of the Drive Pool that will be used to perform the restore operation. Use this option when you wish to restore using a specific Drive Pool.

To restore NAS data, select the drive pool type that was used to perform the backup, i.e., if a drive pool associated with an NDMP Remote Server was used to
perform the backup, select a drive pool associated with an NDMP Remote Server. Similarly, if an NDMP drive pool was used, specify an NDMP drive pool.

Use Drive

Specifies the name of the drive in the drive pool that will be used to perform the restore operation. Use this option when you wish to restore using a specific
Drive in the Drive Pool.

Use Proxy
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Specifies the name of the proxy server that will be used to perform the restore operation. Use this option when you wish to restore using a proxy server.

Advanced Restore Options (Encryption)

Pass-Phrase

Enter the pass-phrase that is currently assigned to the client, whose data you are restoring. Note that if you have changed the pass-phrase since you secured
the client data, you need to provide the new pass-phrase here, not the old one.

Re-enter Pass-Phrase
Re-enter the pass-phrase for confirmation.
If you attempt an immediate restore of encrypted data that was pass-phrase protected without entering the pass-phrase here, the restore operation will fail.

If you have an exported pass-phrase set up, and you enter the pass-phrase under Decryption, you over-ride (not overwrite) the client properties pass-phrase.
Thus, if you enter the pass-phrase incorrectly, the restore does not complete successfully.

Startup

Select from the following options. Note that all the options described in this help may not be available and only the options displayed in the dialog box are
applicable to the operation for which the information is being displayed.

Priority
o Use Default Priority

If selected, the default priority for this type of job will be used in determining how the Job Manager will allocate resources for this job.
e Change Priority

Use this option to manually specify the priority for the job, between 0 (highest priority) and 999 (lowest priority). The Job Manager will use the priority
setting when allocating the required resources. This is useful if you have jobs that are very important and must complete, or jobs that can be moved to a
lower priority.

Start up in suspended state

Specifies that this job will start in the Job Controller in a suspended state and cannot run until the job is manually resumed using the Resume option. This
option can be used to add a level of manual control when a job is started. For example, you could schedule jobs to start in the suspended state and then
choose which scheduled jobs complete by resuming the operation started in the suspended state.

Description

Use this field to enter a description about the entity. This description can include information about the entity's content, cautionary notes, etc.

Alert

Use this tab to configure an alert for a schedule policy.
Configure Alert
e Alert
The currently configured Alert.
e Add/Modify Alert
When clicked, opens the Alert Wizard to configure alerts for this operation.
o Delete Alert

When clicked, deletes any existing alerts that are already configured.

Advanced Restore Options (Options)

Use this dialog box to make modifications in the names and locations of databases for restore.
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Database

Displays the name of the database. You can edit the name by clicking within the box. Changes cause the data to be restored to a new database on the selected
server.

For a detailed description on how to change the name of a SQL database, see the procedure titled "Restore a Database with a Different Name" in Books Online.
Device Name

Displays the device name of the database.

File Name

Displays the name of the database file to be restored.

Physical Path

Displays the complete path to the selected database file. You can edit the path by clicking within the box. Changes cause the database files to be restored to a
new location. If the specified path does not exist, it will be created during the restore process.

For SQL, if the database file path is changed without changing the name of the database, then the existing database will be overwritten and will point to the
new location. For a detailed description, see the procedure titled "Restore with a Different Data File Path" in Books Online.

Size (MB)
Displays the size of the database file in megabytes.
Find & Replace

For SQL, click to change multiple Database Name or Database File Path.

Advanced Recover Options (Browse Options)

Use this dialog box to specify advanced restore options.

Restore Deleted Items

Specifies that the restore/recovery operation will include data that was secured during all backup/archive operations, including deleted items.
Specify Time Range

Specifies to restore/recover data within a specified time zone and time threshold. Select the checkbox to enable this option. Clearing the checkbox disables this
option. If this option is enabled, set the following parameters:

e Time Zone - Restores/recovers only those jobs within a specified time zone. Click the pull-down list and click the desired time zone.

e Start Time - Displays the start time for the restore/recovery operation. Click the pull-down arrow and click a date; use the up and down arrows to specify a
time.

e End Time - Displays the end time for the restore/recovery operation. Click the pull-down arrow and click a date; use the up and down arrows to specify a
time.

Operation Window

Use this dialog box to add, modify, or delete operation rules for system operations.
Name

The friendly name assigned to the operation window.

Operations

The operations included in the rule.

Days

Displays the days in which the operations in this rule should not be run.

Do not run intervals

Displays the times in which the operations in this rule should not be run.

Add

Click this button to add an operation rule from the Operation Rule Details dialog box.
Modify

Click this button to modify an operation rule from the Operation Rule Details dialog box.
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Delete
Click this button to delete an operation rule.
Ignore Operation Rules at Higher Levels (not applicable at the CommServe and Client group level)

Select this option to disable all operation rules set at levels above the currently selected entity.
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