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Overview - Virtual Server iDataAgent
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INTRODUCTION

WHERE TO GO NEXT

VMware

Walks ¥ou through the process of installing and configuring
the Virtual Server iDataAgent for VMware.

Microsoft Hyper-V

Walks you through the process of installing and configuring
the Virtual Server iDataAgent for Microsoft Hyper-V.

Xen
Walks you through the process of installing and configuring
the Virtual Server iDataAgent for Xen.

The Virtual Server iDataAgent provides a unified protection and recovery vehicle for all virtual machine data in your enterprise. In addition to complete
protection of entire virtual machines for disaster recovery, the Virtual Server iDataAgent also provides more granular backup and recovery options that operate
seamlessly with your virtual machine protection. Added options for automatic data discovery, deduplication, and reporting help ensure all your virtual machine

data is easily traceable and retrievable whenever the need arises.

KEY FEATURES

The Virtual Server iDataAgent offers the following key features:

‘COMPLETE VIRTUAL MACHINE PROTECTION

The Virtual Server iDataAgent backs up a complete image of each virtual machine. This is accomplished by creating a snapshot of the virtual machine's disk,
which includes the complete state of the virtual machine at the time of backup. Subsequently, the virtual machine disk can be easily restored and mounted

back onto the host computer. The virtual machine is then ready for use.

‘GRANULAR RECOVERY OF VIRTUAL MACHINE DATA

In some cases, it may not be desirable to recover an entire virtual disk for a contained subset of data. For such circumstances, the Virtual Server iDataAgent
provides the facility to restore individual files from a virtual disk. This negates the need to install a separate File System iDataAgent on each virtual machine or
recover an entire virtual server disk for a mere subset of needed files. VMware backups also provide the facility to recover entire volumes with similar benefits.

‘MINIMAL LOAD ON HOST RESOURCES

The Virtual Server iDataAgent is designed to ensure data protection
and recovery operations consume as few resources on the host
computer as possible. This is accomplished by placing the iDataAgent
in the most resource-efficient location possible for mounting and
transfer of data.

For VMware, the iDataAgent is installed on a proxy computer that can
communicate with the Virtual Center or ESX Server being backed up.
This proxy computer handles all the mounting and transfer of data
from the host computer to the backup media. The proxy computer can
be a separate physical machine, which is useful if the host computer
already has a significant load placed on it through everyday
operations. Alternatively, a virtual machine on the ESX Server or
Virtual Center can be configured as the proxy computer if sufficient
resources are available on the host and a separate, designated
physical computer is not desired.

Similarly, for Xen, a proxy computer is also used. This proxy
computer is always a virtual machine residing on the Xen server and is
reserved specifically for data protection operations.

N

N~

\ Microsoft Virtual Hyper V Server 4
1 Virtual Server iDataAgent

N VMWare ESX Server
~ With multiple VM's

S
/ as On-host Proxy '\
h al Server iDataAgent]

/

Proxy Client Computer ./
Virtual Server iDataAgent

VMWare Virtual Center /
-

Off-Hast Proxy )
Virtual Server DataAgent

For Microsoft Virtual Servers and Hyper-V, the iDataAgent is installed directly on the host computer and utilizes Microsoft's embedded resource
management capabilities to ensure backup and restore operations consume as few resources as possible.

The diagram on the right illustrates the combination of installations available for each virtualization vendor.

AUTOMATIC PROTECTION OF VIRTUAL MACHINES
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In any virtual environment, virtual machines are added or moved on a frequent basis. This rate of change can make it difficult to track whether newly created
or moved virtual machines have been protected. The Virtual Server iDataAgent solves this problem by providing several options for automatically discovering
virtual machines. The discovery process can add all new or moved virtual machines or a select group of virtual machines satisfying certain criteria to the
backup content.

‘BLOCK LEVEL DEDUPLICATION
Deduplication provides a smarter way of storing data by identifying and eliminating the duplicate items in a data protection operation.

Deduplication at the data block level compares blocks of data against each other. If virtual machines contains blocks of data that are identical to each other,
block level deduplication eliminates storing the redundant data and reduces the size of the data in storage. This dramatically reduces the virtual machine
backup data copies on both the disk and tapes.

TERMINOLOGY

The Virtual Server iDataAgent documentation uses the following terminology:

The virtualization software being used (such as Hyper-V, VMware, or Xen).
VENDOR

Backup and restore operations for virtual server disks.
DISK-LEVEL

Backup and restore operations of volumes within a virtual server disk (such as a C: drive)
VOLUME-LEVEL

Backup and restore operations of individual files and folders within a virtual server disk, such as documents and images.

FILE-LEVEL

A virtual machine.
GUEST HOST

The operating system running on the virtual machine (such as Windows or Linux).
GUEST OS

A physical computer separate from the host computer on which the iDataAgent is installed. This computer facilitates most of the data
PROXY COMPUTER  |movement from the host computer to the backup media. In some cases, this computer may be a virtual machine installed on the host
computer. Such computers are referred to as a Proxy Virtual Machine.

Back to Top
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System Requirements - Virtual Server iDataAgent (Xen)

System Requirements Supported Features

The following requirements are for the Virtual Server iDataAgent:

XEN REQUIREMENTS

VERSIONS OF XENSERVERS SUPPORTED
Citrix XenServer 5.5
Citrix XenServer 5.6
Citrix XenServer 6.0
Citrix XenServer 6.1

Citrix XenServer 6.2

‘GUEST OPERATING SYSTEM

The Agent can be installed on the following Operating Systems:

Microsoft Windows Server 2003 32-bit and x64 Editions with a minimum of Service Pack 1
Microsoft Windows Server 2008 32-bit and x64 Editions

Microsoft Windows Server 2008 R2 x64 Edition

HARD DRIVE

HARD DRIVE SPACE REQUIRED ON STORAGE REPOSITORIES

Xen Virtual Server agent requires hard disk space to create snapshots of Virtual machines that are being backed up. Ensure that the storage repository has
sufficient temporary space for snapshots during a backup job. The size required for a snapshot depends on the type of Storage Repository, and could be as
large as the size of the virtual machine being backed up.

117 MB minimum of hard disk space for software/ 498 MB recommended
100 MB of additional hard disk space for log file growth

775 MB of temp space required for install or upgrade (where the temp folder resides)

MEMORY
A minimum of 2.0 GB RAM is required.

PROCESSOR

All Windows-compatible processors supported

PERIPHERALS
DVD-ROM drive

Network Interface Card

MISCELLANEOUS

NETWORK

TCP/IP Services configured on the computer.

ALLOCATION UNIT SIZE OF THE NTFS VOLUMES

The cluster size or the allocation unit size of an NTFS volume in a virtual machine must be multiple of 1024 bytes. You can set the cluster size before
formatting a volume. The default cluster size is 4096 bytes.

NOTES ON VIRTUAL SERVER /DATAAGENT INSTALLATIONS FOR XEN

e Ensure that the virtual machine where you have installed the Virtual Server iDataAgent has a xencenter name that is the same as its short host name.
e .NET Framework 3.5 with Service Pack 1 must be installed prior to performing disk level backups.
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e Xen tools version 5.5 or 6.0 must be installed.

XEN TOOLS

The following services must be running on the proxy virtual machine prior to performing backups:

o COM+ System Application

e COM+ Event System

o Remote Procedure Call (RPC)

e Virtual Disk Service

e Citrix tools for Virtual Machines

Virtualization State of the VMs backed up should be Optimized. This state is visible in XenCenter console, on the General tab of the VMs.

DISCLAIMER

Minor revisions and/or service packs that are released by application and operating system vendors are supported by our software but may not be individually listed in our System
Requirements. We will provide information on any known caveat for the revisions and/or service packs. In some cases, these revisions and/or service packs affect the working of our software.
Changes to the behavior of our software resulting from an application or operating system revision/service pack may be beyond our control. The older releases of our software may not support
the platforms supported in the current release. However, we will make every effort to correct the behavior in the current or future releases when necessary. Please contact your Software

Provider for any problem with a specific application or operating system.

Additional considerations regarding minimum requirements and End of Life policies from application and operating system vendors are also applicable
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DEPLOYMENT CONSIDERATIONS - VIRTUAL SERVER IDATAAGENT (XEN)

Protection for Xen virtual machines (VMs) is provided by a dedicated virtual machine on the master Xen server for a Xen pool. The Xen VM where the Virtual
Server jDataAgent is installed (also referred to as the proxy) provides all backup and restore services for the Xen pool and the storage repository (datastore)
for the Xen pool.

The Virtual Server iDataAgent on the proxy (also referred to as the VSA agent for Xen) communicates with and is managed by an existing CommServe
system and MediaAgent in the network.

The proxy virtual machine must meet the requirements listed in System Requirements - Virtual Server iDataAgent (Xen).

To deploy and configure a Xen proxy, perform the following high-level steps. As needed, detailed information for individual steps is provided in linked topics.

1.

2.

10.

For each Xen pool, identify a virtual machine that can serve as the proxy for that pool. You must have a proxy in each pool.

If the first proxy does not have direct access to all virtual machine storage repositories (SRs) to be backed up, identify additional proxies on Xen servers
that have direct access to the storage repositories. If storage repositories are shared across all Xen servers, this step is not required.

Ensure that Xen Tools from Citrix are installed on the proxy.
For more information, see System Requirements - Virtual Server iDataAgent (Xen).

Ensure that the XenCenter display name matches the short host name of the proxy virtual machine. If the names are not the same, protection operations
fail.

For more information, see System Requirements - Virtual Server iDataAgent (Xen).

Reboot the proxy for host name changes to take effect.

Install the Virtual Server iDataAgent on each proxy VM.

Each proxy backs up VMs in the same Xen pool that have access to the same storage repository.
For more information, see Getting Started - Xen Deployment.

From the CommCell Console, configure a Xen instance and all Xen servers in the pool. Provide root credentials to the Xen servers to ensure that the proxy
can query the Xen servers for backups. Enter details for all Xen servers, not just the master.

For more information, see Getting Started - Xen Configuration.
On the Content tab of the subclient properties, identify the virtual machines in the Xen pool to be backed up. For each proxy, exclude virtual machines

whose snapshots cannot be directly attached to that proxy; those virtual machines must be covered by subclients for other proxies.

In addition to space on the library, the storage repository where virtual machines reside must contain sufficient
space to hold temporary snapshot files used for the backup. The required space can be equal to the sum of the sizes
of all VMs being backed up simultaneously; for example, if a 100GB VM and a 200GB VM are being backed up at the
same time, up to 300GB space is required on the storage repository. This temporary space is released when the
backup is complete and the snapshot is deleted.

On each proxy, run backup jobs to protect virtual machines in the Xen pool for the proxy.
For more information, see Getting Started - Xen Backup.

When you run a restore, select a destination client that has direct access to the destination storage repository on the Restore Options for All Selected
Items dialog.

For more information, see Getting Started - Xen Restore.
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Getting Started - Xen Deployment

Maxt »

The Virtual Server iDataAgent is used to protect Xen virtual machine data. Follow the steps given below to install the Virtual Server iDataAgent.

INSTALLATION

The software can be installed using one of the following methods:
METHOD 1: INTERACTIVE INSTALL

Use this procedure to install directly on dedicated virtual machine on the XEN
Server. This dedicated virtual machine is referred to as the Client computer in this
install procedure.

METHOD 2: INSTALL SOFTWARE FROM COMMCELL CONSOLE
Use this procedure to install remotely on a dedicated virtual machine on the XEN
Server.

WHERE TO INSTALL

BEFORE YOU BEGIN

Download Software Packages
Download the latest software package to perform the install.

System Requirements

Verify that the computer in which you wish to install the
software satisfies the System Requirements.

Install the Virtual Server iDataAgent on any virtual machine residing on the master of the Xen server pool.

METHOD 1: INTERACTIVE INSTALL

1. Run Setup.exe from the Software Installation Disc on dedicated virtual machine
on the XEN Server.

Ensure that the virtual machine is residing on the master of the server pool.

2. Select the required language.
Click Next.
3. Select the option to install software on this computer.

The options that appear on this screen depend on the computer in which
the software is being installed.

4. Select I accept the terms in the license agreement.
Click Next.

Select the language you will use during installation,

= Install Software on this computer

= Advanced options

2 View documentation website
2 Yiew Install Duick Start Guide (Requires Adobe Acrobat Reader)
2 Install Adobe Aciobat Reader

& Exit
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License Agreement

Please read the following License Agreement. Press
the PAGE DOWN key to view the entire agieement.

~
End User License and Limited Warranty Agreement
Software Release 9.0.0
(including Microsoft® SQL Server™ 2008 Enterprise Edition, SQL Server™
2008 Express Edition and Windows Pre-Installation Environment)
NP D D VR b4
" 1 accept the terms in the license agreement.
" | do not accept the terms in the license agreement.
Installer
<Back | MNew> | Cancel |

5. Expand Client Modules | Backup & Recovery | File System and select Virtual

Server Agent. Select Platforms

Select the platforms you want to configure.

Click Next.
= a 4 | Move the pointer over a
= © Common Technology Engine platform name to see a
+ @ CommServe Modules :ﬂee:g':;""’;":vmn'i:mplggn'm o
% C2 CommCel Console Pt
+ @ Mediadgent Modules
= @ Client Modules Disk S
# 0 Backup & Recovery Sapoce
# 02 Content Indexing and Search (Req/Recommended)
# [0 WebBased Search & Browse Installation Folder:
# 0 Archive Management 0MB/0MB
+ [ ContinuousDataReplicator .
+ 02 SAM Temporary on C: drive:
+ 0 Supporting Modules
+ 0 Tools v QMEOMD
Installer Special Registry Keys In Use
I Install Agents for Restore Only <Back | | cancel |
i i : : f Setup will now install Microsoft NET Frameswork for the selected platforms.
e This prompt is displayed only when Microsoft .NET Framework is not \?‘J . F
installed. Click "es'to continue. Chaosing 'No' will exit the Setup. In such a case, you may resume

Setup later at any time.

o Once the Microsoft .NET Framework is installed, the software
automatically installs the Microsoft Visual J# 2.0 and Visual C++
redistributable packages.

7. If this computer and the CommServe is separated by a firewall, select the Configure

firewall services option and then click Next. Firewall Configuration

Configure firewall services

Mo

For firewall options and configuration instructions, see Firewall Configuration and
continue with the installation.

. . . . . . If there is a firewall between this machine and the CommServe, configure firewall services below.
If firewall configuration is not required, click Next.

I™ Configure firewall services

“

Installer

8. Enter the fully qualified domain name of the CommServe Host Name.

Click Next. CommServe Name

Specify the Commervs computer name and hast

Do not use space and the following characters when specifying a new
name for the CommServe Host Name: CommServe Clint Nams

. [
\I" ~@#$% N> ()+=<>/?,[1{};"
CommServe Host Name
[Enter a walid, fuly-qualfied, IP host name; for example:
myeampuler. mycampany. com]

[mpcamputer mpcompany. com

Installer

< Back Next > Cancel

9. Click Next.
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Installer g|

Communication Interface Name
Setup wil configurs the communication paths.

Select a client name

=

Select an interface name that this computer will use to
communicate with the CommServe

audi. mycompany. com j

P Address{es for the selected host,

Installer

<Back Next> cancel |
10. Select Add programs to the Windows Firewall Exclusion List, to add CommCell _

programs and services to the Windows Firewall Exclusion List. Windows Firewall Exclusion List

. Allow programs to communicate through Windows
Click Next. Firewal
If Windows Firewall is disabled on this computer, select this option to add Windows Firewall is ON

the CommcCell programs and services to Windows firewall exclusion list.

[V Add programs to the Windows Firewall Exclusion List

This option enables CommCell operations across the firewall, if the
firewall is enabled at a later time.

1f you plan on using Windows Firewall it is recommended to add the software programs to the

exclusion list.
Installer
<Back [ New> | Cancel |
11. Verify the default location for software installation. Installer 3]
Click Browse to change the default location. Destination Folder

Select the destination folder ta instal the program files.

Click Next.

e Do not install the software to a mapped network drive.

e Do not use the following characters when specifying the destination Destraten Fad
path: estination Folder

Click Next to acoept the default location, or click Browse to choose an altenate location.

Browse

[ <> | #

It is recommended that you use alphanumeric characters only.

Drive List Space Required ¢ Recommendad
C S2EME - 1394 ME /1670 MB
Installer

< Back Hewt s cancel |

12. Select a Client Group from the list. Installer X
i Client Group Selection
Click Next. Select a chent aroup for the client
This screen will be displayed if Client Groups are configured in the
CommCell Console. The Client Group is a logical grouping of client machines

which have the same associations at various levels ke
Schedule Policy, &etivity Control, Security and Reports

Client group:

Hone Selected
client_aroup

Irstaller

< Back Next » Caricel

13. Click Next.
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Schedule Install of Automatic Updates

Choose when you want to scheduls an install of the
downloaded updates

Iv Scheduls Install of Automatic Lpdates

© Dnce
Time: 083112 PM

& weekly
& Monday © Tuesday
" ‘Wednesday © Thursday
 Fiiday © Saturday
' Sunday

Installer

< Back Hewt s cancel |

14. Click Next. Installer El

Select Global Filter Options
Select the Global Filter Options for the Agent,

Global Fiters provides the abilky to set exclusions within a CommiCel to fiter out data fom data
protection operations on all agents of a certain type.

@& Use Cell lvel policy
" Always uss Global Fiters

" Do not use Global Filters

Irstaller

< Back Wt > concel |

15. Select a Storage Policy. taller X

. Storage Policy Selection

Click Next. ge rolle
Select a storage policy for the default subclient to be
backed up.

I Configure for Laptop or Deskiop Backup

Select a storage polioy from the pulldown list

Installer

< Back Hewt s cancel |

If you do not have Storage Policy created, this message will be displayed. —

Storage I

ey Selection

Click OK. R

I~ R far | anton or Besktan Raskun

You can create the Storage Policy later in step 19.

16. Click Next. Installer El
Summary

Summary of install selections

Setup has enough information to start copying the program fies. If you are satisfied with the
install seftings, ick Next to begin copying fles.

-~
Destination Path = C:\Program Files

CommServe Host = mycanputer mycompany. com

Interface Mame = audi.mycompany. com

Client =audi

Job Results Path = C:\Program FilestJ obResults | ]
Global Filkers = Use Cell level policy 3

Irstaller

< Back Next » Caricel

17. Click Next.
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Installer g|

Schedule Reminder
Job schedule creation remindsr

Flease note:

*fou stil nesd to create a Job Schedule for sach iDatatgent that has been installed on
iz client computer.

Jab Schedules are required to allows the iD atabgents 1o perfom automated backup
and restore operalions,

Job Schedule creation can be accomplished through the CommCel Console
administration interface.

Installer

18. Click Finish. Installer El

Completion Report
Setup complete

Software installation completed suscesshuly. =l

Wigit the website below to download latest Updates and Service Packs.

Click Finish to complete Setup.

Irstaller

Technical Support Websits

45 If you already have a storage policy selected in step 15, click the Next button
c"dmc[ available on the bottom of the page to proceed to the Configuration section.

If you do not have Storage Policy created, continue with the following step.

apple - Commell Console:

19. Create a Storage Policy:

1. From the CommcCell Browser, navigate to Policies.

2 ConncelBromser ive

*i'sgf; S & opple > [ Poicies > @ Storage Polcies > #08
2. Right-click the Storage Policies and then click New Storage Policy. 4 ] B =
3. Follow the prompts displayed in the Storage Policy Wizard. The required options o
are mentioned below: g X MZ:::;::L’N ‘
O Select the Storage Policy type as Data Protection and Archiving and click 0 Conarovac|__ Sttt L
Next. Create Storage Policy Wizard
o Enter the name in the Storage Policy Name box and click Next. Create Storage Policy Wizard
O From the Library list, click the name of a disk library to which the primary e ————
copy should be associated and then click Next. e e

Prass Nada contnue.

Ensure that you select a library attached to a MediaAgent operating in the
current release.

o From the MediaAgent list, click the name of a MediaAgent that will be used =R
to create the primary copy and then click Next. A ol

5 hgents

¥ | [ content| B sunmary

O For the device streams and the retention criteria information, click Next to
accept default values.

O Select Yes to enable deduplication for the primary copy.

O From the MediaAgent list, click the name of the MediaAgent that will be used
to store the Deduplication store.

Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

O Review the details and click Finish to create the Storage Policy.

METHOD 2: INSTALL SOFTWARE FROM COMMCELL CONSOLE

1. From the CommCell Browser, select Tools | Add/Remove Software | Install
Software.
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murphy - CommCell Console

Summary

Browse & Recaver.

& CommCell J0b Contraller |#& murphy x Job Controller % 4 b E
g cheduer murphy > EY=]
Event viewsr
= & f © o
Inl Reports. ompist: Client Cliert Securky
"] & Control Panel Computer  Computers
Groups

&8 Data Replication Monitor

2 ; n
k4 inl =)
2 Add/Remove Software D Tnstall Lipdates ntert

frector
Remove Updates 3

Instal Software

Upgrads Software

Dawrload Software

Copy Software

ddjR, Software Configuration

& CommCell Browser

' Agents

murphy | admin

2. Click Next. Installer 3]

Instali Wizard

This wizard guides you through the steps required ta install software on computers.

Click Next to continue.

G=) » o | (e )

3. Select Windows. Installer X
Click Next.

) Unix and Linux

»

4. Select Manually Select Computers. Installer 5]

Click Next. Select how 1o discover the computers for installing the software

@ Fianuialy s2lect earipiitars
Software wil be installed arly on the selected lst of computers,

© Automatically discover computers
Computers wil be discowered when the job runs,

»

5. Enter the fully qualified domain name of the dedicated virtual machine on the XEN
Server.

For example: apple.domain.company.com
The Virtual Server iDataAgent will be installed on this computer.

Click Next.
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Installer ]

Enter the host names of the computers
Flease enter the host names of the computers, one per line
spple.domain.company.com ) Impart from File

B 5ave as Script Finish

6. Click Next. Installer ®

Select Software Cache

To use current: it or Client Group Software Cache settings, dick Next. To overide Software Cache settings check
Overtide Scftriars Cache and sslect the Softwars Cache to be used,

[] Override Software Cache

murphy domain . company.com

B mson | [rom

7. Specify UserName and Password. staller 3]
Click Next. Enter Account Information
The specified account should have administrative access to the computer, If you are installing
multiple clients, the user should have access to all cients,
Reuse Active Directory credentials
User Marme: ‘
Examplz:domainiusername
Passwar ‘ ‘
Confirm Password: ‘ ‘
[T Finish
8. Select Virtual Server Agent. Installer 3]
Click Next Select Package(s) to instail
) Simpana Al
= Client Modules
= Backup & Recovery

= File System
@ Windows File System iDataAgent
[ ProxyHost DataAgent
[ Image Level ProxyHost iDataAgent
[ Active Directory iDataAgent
[ Fie System NOMP Restore Enabler
[ Image Level iDataAgent
[ Data Protection Manager

= Database
[0 o6z iDataAgent
[ Orade iDatangent
[ SQL Server DataAgent
[ 5P for Oracee
O 54P for MaxDB
O sybase iDataAgent
[ MysQL Datangent
[0 Documentum Agent
=€ Exchange
[0 Exchange Database iDataAgent
[ Exchange Mailbox iDataAgent
[ Exchange Public Folder iDataAgent
[ Exchange Web Folder DataAgent
I Exchanae Offline Miina Tool |

9. Click Next.
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Enter Adaitiona instalf Options

Advanced Options.

oot pckages At raest
1 tomare Claniost ams Canfict
et R Lo Locaban
st Agerks For Restre Only.
Optionsi Sertings

= 20k Result Directory

patn

vopar o002
emarc e oozl

Intall Directory. ]

»

10. Select Immediate. Installer &3]

Click Next.

Flease Select When To Run The Job

Job Initiation

(%) Immediate

Run this job now

O Schedule

11, Click Finish.

Summary
tease very
Client Install Option
Select Type OF Installation: Windows
Select Type Of Client Discovery: Manually select computers
Reuse Active Directory credentials: No
Client Authentication for Job
User Name: mydomaintadministrator
Password: ****

Install Flags
Install Updates: Yes

Reboot (if required): No
Kill Browser Processes f required): No
Ignore Running Jobs: No
Stop Oracle Services (f required): No
Skip clients that are already part of the CommCell component: No
Delete Packages After Install: Yes
Ignore Client/Host Name Conflict: Yes
Install Agents For Restore Only: No
Client Composition
Override Software Cache: No
Select Type Of Installation: Copy packages 1o remote machine
Componeats

]

Selected Components To Install: Windows File System iDataAgent, Virtual Server Agent
Common Information (Optional)

Global Filters: Use Cell level policy

Client

CVD Port: 8400

Evmere Port: 8402

Selected Clients

Client Name: apple mydomain.mycompany. com

o
Bl 3|2

12, You can track the progress of the job from the Job Controller or Event Viewer o —

=
window.

e g e

) et ver i o bty

ve
[Er [T
ey e + sgan gt B | ossrpran A
a = s s o7 o0 St of s o ysten Datsagen 1o the e[ oo,
a 21 e 110 2y wsh  ma el ogedon
ok s s ek s u|

e D] ormatn, e, Hep, Gk, Hasa vess st 20

13. Once the job is complete, right-click the CommServe computer, click View and then
click Admin Job History.
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14.

15.

Select Install/Upgrade/Remove Software.
Click OK.

You can view the following details about the job by right-clicking the job:

e Items that succeeded during the job
e Items that failed during the job

e Details of the job

e Events of the job

e Log files of the job

idol.testlab.commvault.com - CommCell Console

& apple x @
& epple > 208

) 30b History Q o [ [Y
Control Panel oo b vstory ), Clert Searty  Storage Polcies
El propertes i 3| Computers Resources v
# DA Fie System Users Logged In 1> 8
et Schedes [Y=F)
i Al b Operston ClenkCo..._AgentType Subclert T Typer 1 phas v|
{08 Virtual Server 21 Data Aging NA A
& @ searty e
“ 89 < >
@ polcies | mpase prayng  Rumn
# ol Reports
% . Content Drector 2] Event viewer x | {3 Admin Job History x 4« > @
71 Event viewer
Severty EventD  XbID  Date 1 Program Computer
) 233 2108/31/2010 12:00:23 JobManager apple
a 232 2108/31/2010 12:00:08 JobManager apple
— a 21 06/31/2010 11:52: apple
a 28
5' agerts . P
W Pause B Playing|  Informaion, Minor, Major, Crtca, Maxinum events shown: 200
8 object(s) 2pple | admin
Admin Job History Filter
Job Type
Qual O Data Aging O Export Media
© Auwlary Copy © Inventory © Disaster Recovery Backup
© Data Verification © ffine Content Indexing © Erase Media
O Erase Backup/Archived Data O Drive Validation O Drive Cleaning
© Stamp Media O InstaljRemove Updates O Download/Copy Software

O Disk Library Maintenance © SRM ReportsfActions

O Information Management O CommCell Export © CommCell Import
1
©) Media Refreshing O Recover Store
[] Specify Time Range
Start Time End Time

Job Status
®al O Completed O Faled O Killed

Number of Jobs

(@ view All Jobs
©) Desired Number of Jobs j
2
) i
7 AdminJob History % | 3 spple ‘vE
208
bt D | s Saitios | G| oo v | S |t Lo Liovd |
oftware e Jadnin I T TN TN |
e b,
owvets
vowtoss
sendtons sl
B
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Getting Started - Xen Configuration

|« Previous | Mext » |

CONFIGURATION

Once the Virtual Server iDataAgent has been installed, configure an Instance, a Backup Set and a Subclient to facilitate backups. The following sections provide

the necessary steps required to create and configure these components.

1. e From the CommCell Browser, navigate to <Client> | Virtual Server. Emm% 8 Vitual Server
. . - . hyperzen b "
- yperzen Client Computers = HEM-,
e Right-click the Virtual Server Agent | All Tasks and click Create New Clirt Computer Groups & %] B
Instance. =3 Client Computers Inskance Mame:
B akhib7avmi g RHEL*
Bint
xen
B: HyperLinu: g
B: hyperzen
ﬁ: petfhypervrz

2 3 4
C AllTasks D| Create New Instance ) |
e Wiew 4 Release License
xenvmiZ_3
£ xenvm12:4 Properties COperation Window
(0 Security

ﬁ Storage Resources ‘ ‘

2. e Enter the Instance Name. Virtual Server Instance Properties X

e Select Xen from Vendor Type menu. General

e Click Configure Xen Servers. Client Name:  xen-vm12

iDataAgent: Virtual Server

vendor Type:) | A

Xen Server

(%) Xen Server

Configure Xen Servers

[ oK I[ Cancel ][ Help I

3. e Click Add.
e Enter Xen Server Name, User Name and Password for the Master server of the Zorver Narte oo Hame &
pool. AED

It is recommended to provide the actual root credential.

e Click Ok.
. - . Add XenServer,
Repeat this step for all the remaining servers in the Xen Server Pool. oo o |
Confirm Password
o [ concel J[ b |

ok |[ cocel J[ vem

4. Click OK to save the instance.
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Virtual Server Instance Properties

General

Client Name: xen-vmi2
iDataAgent: Virtual Server

Instance Name:  [yen1

Vendor Type:

Xen Server

(%) Xen Server

Configure Xen Servers

ok [ cancel | [ Hep |

2 CommCell Browser DA Yirtual Server =

5. e From the CommcCell Browser, right-click the Default Backup Set. [
. hyperzen i hyperzen > I Client Computer:
e Click Properties. %Chent Computer Groups
= Client Computers Instance Mame:
£ B2 akhib7avml 2 RHEL
o Bt
&8 HyperLinux po—

k- ﬁ: hyperzen

o[BI perfhvpervrz
o sogo1s

0Bl sogo3z

£l x1

)--B: xen-vmi1

=B xen-vm1z

+|-{DA File System
DA Yirtual Server

xen 1

C eFaultBackupSat
o B xervm All Tasks »

Wiga »

o-B) xervmiz_4
€ Security G Properties ) -

Storage Resources
I3 Policies
-ipl Reports
% Content Director
6. Click Discover, on the Guest Hosts Configuration tab. Backup Set Property of defaultBackupSet X]
General| Gusst Hosts Configuraton | Securty
Discovery process might take several minutes to complete. T T -
RHEL 9 default ~|
|
)
Change all selected guest host to
v
7. e Select the default subclient from Change all selected guest hosts to list.
General| Gusst Hosts Configuraton | Securty
e Click Apply' Virtual Machine Subclient Name. =l
° Cllck OK RHEL 9 default ~|
|
Change all selected guest host to
S ﬁ]
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e From the CommcCell Browser, navigate to the Subclient.

e Click Properties.

9. Select Disk-Level from the Backup Types.

10.

Click Storage Device tab. Ensure that a Storage Policy is selected.

Click Ok.

11.

1.
2.

If you do not have Storage Policy created, continue with
Step 11.

Create a Storage Policy:

From the CommCell Browser, navigate to Policies.

Right-click the Storage Policies and then click New Storage Policy.

Follow the prompts displayed in the Storage Policy Wizard. The required options
are mentioned below:

o

o

Select the Storage Policy type as Data Protection and Archiving and click
Next.

Enter the name in the Storage Policy Name box and click Next.
From the Library list, click the name of a disk library to which the primary
copy should be associated and then click Next.

Ensure that you select a library attached to a MediaAgent operating in the
current release.

From the MediaAgent list, click the name of a MediaAgent that will be used
to create the primary copy and then click Next.

For the device streams and the retention criteria information, click Next to
accept default values.

s CommCell Browser

@, hyperzen

f§" defaultBackupSet x

& hyperzen = ﬂ Clint Computers > B: Xen-

#-gg Client Computer Groups
=] Client Computers

B akhibravmt

B n

E: HyperLinux

B: hyperzen

B: perfhypervrz

83 s0golé

Subclient Harng

IE=3

=08 Virtual Server
= RHEL

Backup

Browse Backup Data
List Media

Find

Backup Histary
Schedules

Operation Window

xen

xenl
& xenymiZ_3
m zenwmlz_4

) Security
ﬁ Shorage Resources

Security. Storage Device Activity Control
G

eneral

Client Name: xen-vm12

Billng Department: Not Defined/Not Defined

iDataAgent: virtual Server
Backup Set: defaultBackupSet
Subclient name: HeFault

Number of Data Readers: 14

Note: This is a default subclient.

Backup Type

Description

= Subclient Properties of default 3]

Content. Auto Discover
Pre{Post Process.

(

ok | [ cancel | [ Help |

General

Security Storage Device Activity Control
Data Storage Policy || Data Transfer Option | Deduplication

Storage Policy:

== Subclient Properties of default 3]

PrefPost Process.
Content Auto Discover

Dedupe v

Data Paths

D

Create Storage Policy

ok | [ cancel | [ Help |
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O Select Yes to enable deduplication for the primary copy.
O From the MediaAgent list, click the name of the MediaAgent that will be used
to store the Deduplication store.

Type the name of the folder in which the deduplication database must be
located in the Deduplication Store Location or click the Browse button to
select the folder and then click Next.

O Review the details and click Finish to create the Storage Policy.

apple - CamniCell Console
Fie ew ook Wrdws Hebp

2 Cannel o 5

@ s e
Clen: Compucer Grops
Clen: CoTpuzers.

% e Rescurces
Pocizs

Relicaen Poliss

o

E 5% E WD

| Storage Policies x

W aple > B Poides > B Staece Peiiss »

108
[

e

Trpe

N Remnsto sy

(e stovace Pl

~

alRepers

ket 2 gy ool Cedilcdtioniey

b S Amam:\‘

A 3

Create Storage Policy Wizard X

NeocF e, Mo oFCopes | rcenents, | i) s Saan, v

Create Storage Policy Wizard
This wizats guies vouhrough he srelion of

a forayz Palicyand fs Primry Capy

Prees Nzt centrue

] o B

& el vorar

5 dgrts

B Cortent | 5ammay

Zasn | aftin
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Getting Started - Xen Backup

« Pravious | MNext »
After configuring the subclient, you can run a full backup of the virtual machines on your Xen server.
‘WHAT GETS BACKED UP
The following data is backed up by the Virtual Server iDataAgent:
e \Virtual Machines
e Associated Virtual Disks
‘WHAT DOES NOT GET BACKED UP
The following data is not backed up by the Virtual Server iDataAgent:
e Xen templates
e Virtual machines containing more than one disk with the same name
The following section provides step-by-step instructions for running your first backup immediately.
1. e From the CommCell Console, navigate to Client Computers | Virtual Server e T AT
) ) - ) A hyperzen @ hyperzen > Y Client Computers > B2 hyperzen
e Right-click the Subclient and click Backup. %C“Eﬂtcﬂmwmprs -
= Client Computers Subclient Name
B akhib7avm 4 d=rEe -
wEEht =i Mo Conte|
2 8% Hypertinux Browse Backun Data
= Bk
: T8 Fie Syem List Media
| (T8 Vbl Server > 2 Find
i = I8 Henry
T Schedules
Netapp 01 Windaws_Si Delete
Netapp Small %P
Splt Operation Window
H I Unibctna Properties
41 B perfyperviz
- soqo16
1B 500033
2. e Select Full as backup type and Immediate to run the job immediately. Backup Options for Subclient: dafault X
. Backup Options.
e Click OK. =
Select Backup Type Job Initiation
1 ® Inmediate ) 2
O Incremental Run this job now
) Differential () schedule
O Synthetic Ful
3 ([0} concel | [Codvanced | [ @roweenszont | ek |
3. You can track the progress of the job from the Job Controller or Event Viewer (e
N [ 3010 | _opmten [ Con . g tpe |_Sublre | scbType | _rhace | Stocagn..| wemigme | _sttus_|
window of the CommCell console. P D L T D
= :
P—
5] Evert vewer [
I == A
4. Once job is complete, view the details of job from the Backup History. Right-click e e e e pravsme
the subclient and select Backup History. ErEETS = I —
58 oo
B
"B Ea” Shesis
50 vohmelovelwedo [B o]}
O Seaty BB o onwendon kl
58 roves ) o
5l Ropors_ [« 1 . - et Type | Subclent | JobType | Phase | StorageP..
5. Click OK.
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Backup History Filter for: default
Backup Type
@ al O Full ) Differential
) Incremental () Synthetic Full
Job Status
@ al O Completed ) Failed O Killed
[ specify Time Rangs
Time Zone: (GMT-05:00) Eastern Time (U5 & Canada)
Start Time End Time

- -
I o1 iam =N o1 A =

[ oK ] [ canesl ] [ advanced | [ Help
6. You can view the following details about the job by right-clicking the job: 5 2o conrlle [ 5] b sl 103
. : : 5 bt 3
e Items that failed during the job Vh;;‘:ﬂm s —

e Items that succeeded during the job
e Details of the job
e Events of the job

Chirce Pty

e Log files of the job e |

Yewlogs

o Media associated with the job

Serdec Fies

Detal.. _|J
i il i

ke Contol
WFase phayrg  Rur =/ |

Resubrt Ik,

/E Evert iewet X e qb3
Evert Vieuer D 1og
Severty [BencD [ b1 D Fragen LT F
(] 497 SIS0 160102 TnoMnager . ioh [5C] crrletzd Cient [rozy6), Agen: Type [fitud Serr], nbﬁl
@ W6 I ST Iokanager e Fcu tecuest eceved o Clant [pracrs, Eppation Tope it S
2 LEA0UMONSAEED Tt Lt eda 02 ool kT 180 1 s o 45
‘ )

Lt e and

WPause B Flaying  Infermaian Mrer, Wir, Cricl e

| netsestesilab vt com | acnin |
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Getting Started - Xen Restore

PERFORM A RESTORE

It is recommended that you perform a restore operation immediately after your first full backup to understand the process.

steps involved in restoring a virtual machine.

1.

2.

e From the CommcCell Console, navigate to <Client> | Virtual Server.

e Right-click the backup set that contains the data you want to restore and click All
Tasks | Browse Backup Data.

Click OK.

e Select the virtual machine under the backup set.
automatically selected in the right pane.

o Click Recover All Selected.

e Select Override Default Selection.
e Enter the Xen Server Host. This host should be the Master Server of the Xen

pool.
e Click Change.

e Enter the user name and password of the Xen Server Host. The credentials entered
should be the root credentials.

e Click Browse for Storage Repositories.
e Select a storage repository from the available set of storage devices.

Its entire contents will be

% CommCell Browser
| hyperzen
Client Computer Groups
‘% Client: Computers
akhib7avmi

Ban

B2 Hypertinux

B hyperzen
-8 perthypervrz

« Previous

The following section describes the

i defaultBackupSet x | Client rmi2

%, hyperzen > B3 dlient Computers > B2 xen-vm:

Subclint Name:
= default
= Few

=0 xen
2 (qF® defautBackupser.
-l restore bot Al Tasks 3 b Backup All Subclients
xerwmi2_3
e ?jmty = R L Browse Backup D
g Storage Resources Ponerties Find
- ==
il z“'"“'?f Operation Window
ol Reports -
- i
{4 Content Director TN it
=
Browse Options E‘
(® Browse the Latest Datd
O Specify Browse Time
\ =l =]
Client Computer:
leelpeuteny |<ANV MECIAAGENT: v
Type of Intended Restore
) Individual Files Folders
(@ Container Restore (choase i or restoring les e vindkjuhd orentire guest 05)
Note: Select entire irtual Maching for ¥irtual Machine Restore
oK | [ cancel | [ advanced | [ ListMedia | [ Help
3 Commcel Browser
o i
-
s
—
ReoreGpios for Al Soleced heme &) (%]
Gererd [ter] Serspepoy P —
Restress ———
“ I
© Wi © D10t  E——
[ ]
— e
Seiran gt = —
—p—
A -
i et cpons

Nen erver

EnerUserNemeand Pssvere 5| (23]

[— =

f—

Servrlogen aczont  User Accous

[(oroves for Sorage Repmors |

it o Confieston
Wme

(1] Poer O Vet Machne Afer Resore

Confi passnor:

] (et

[0 ] [ ] [ pdvarced | [ Brsavesssapt | [ |
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e Click OK.

If the selected storage repository does not meet the minimum requirements needed
to restore the virtual machine, you can repeat this step until an acceptable storage
repository is found.

6. Enter the VM Name for the virtual machine.

Ensure that you provide a fully qualified name for the virtual machine. Entering an IP
address will cause the restore operation to fail.

e Click the Job Initiation tab.
e Select Immediate to run the job immediately.
e Click OK.

You can monitor the progress of the restore job in the Job Controller or Event
Viewer window of the CommCell Console.

Restore Options for All Selected Items Browse for Datastore

General | 3ob Initiation! ) sg-xent.

=@ sgxent
El

Restore a5
= saxent
(@ Virtual Machines B9 DebiznLernysmal
3 DVD drives

(YD1 Chject B 150 lbrary - Rechat
B w:

8
8w
B centos
B waKe-xe4

£3 W2Ks-R2 150_IMAGES
8 CIFS 150 ibrary

Destinaton lent [envmiz |

v

Virtual Machine Restore Optians

Eerey T

B3 Local storage
330.79GB  Type:

181 T8

m

O

Xen Server Host

Space free:

sg-xent

e )

Browse for Storage Repositories

Server logon account User Account |

Virtual Machine Configuration

VM Name | ]

[ Power ON wirtual Machine After Restore

General | Job Initistion

Restore Options for All Selected Items

Restore as
(&) virtual Machines

(YD1 Obiect

Destination client  [yarwmiz_3

v

virbual Machine Restare Gptions

L] Override Defaul Selection

Xen Server Host sg-xenl

User Account | [ corfigure Password_|

Browse for Storage Repositaries

Server logan account

Virtual Machine: Configuration

[vm_testrestore

[[] Pawer ON Virtusl Machine After Restore

[ o ] [conrel | [Cadvanced | [ B save asserint |

Restore Options for All Selected Items

—r -
| General | Job Iniiation |

Job Initiation

© Immediate

Run this job now

Schedule

dule Pattern Configure

[ £ ok H Cancel H Advanced H [@ save As Script ]
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9.

10.

11.

Once the restore job has completed, right-click the entity (e.g. agent, instance) and

click View | Restore History.
If the entity chosen is the client computer, click View | Job History.

Click OK.

You can view the following details about the job by right-clicking the job:

e View Restore Items
You can view them as Successful, Failed, Skipped or All.
e View Job Details

e View Events of the restore job.
e View Log files of the restore job.

Once the virtual machine is restored, it is automatically mounted to the Xen Server

Host you specified.

/) ot ¢ v

oCe
e e u s e A
;é.;a\)-mm h-..m Furrirg i) B
e
& B
& By 8
BBt g 1 g |
Weawe Whtg]  Runrg e 0o C gt 3Tl DS iyt 10
18
iCe
e Fogan . et i
EVW YO0 L85 Sy it edrfskceden A
§ bt 40 e 3 ; Sratanfrol b et et e e o
B g o Lt e sen 2] apoization ype |
A Eattxapt it tdbgnresiage it [5 [ Bonser] - [,
A et
3 e [erhslged o, 3
S -
Woaws Wiy rowdin, o Y Gid S et 20)
2k CommCell Browser kS i defaultBackupSet x what!
b metscs W metscs > I Clisnt Computers > B}
CommNet
] Client Computer Groups Subelient Name
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= B: bh_winzkBrz_auto
{DA File System
{08 Yirtual Server
=+ vmware-bkwardcompatibiltytest
1 G defaultBackupSef L
B metscs Al Tasks  »
Bt proxys 2 3 Backup History
¥ Security =
g Storage Resources REFEES 3 (Restore History )
Pulicies Schedules
Aol Reports
Restore History Filter for: &|

Destination Client Computer:
‘NI Clients v ‘

[[] Specify Time Range

Start Time End Time

| 2 | |

Job Type

Recovery|Retrieve Stub Recall

Job Status

@al () Completed () Eailed O tilled

[ OF ][ Cancel ][ Advanced ] [ Help

08 vetus server 49 Restore Job History of

Recover obs | Stub Recsl Jobs.

e[ B oenine: T
=
o e e e
Faled 2010/08/30 12:... 0 bh_win2k6r2_suto  admin
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a
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Hoodus
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e
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CONGRATULATIONS - YOU HAVE SUCCESSFULLY COMPLETED YOUR FIRST BACKUP AND RESTORE.

If you want to further explore this Agent's features read the Advanced sections of this documentation.

« Previous
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