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About This Book

This book provides information for understanding, installing, and using Extended RSF
(Extended Remote Services Facilities).

Who Should Use This Book

This book is intended for the field personnel and/or system administrators responsible for
implementing Extended RSF.

We shall assume here that you are familiar with SMIT, the AIX System Management
Interface Tool. For information concerning SMIT, refer to your AlX documentation.

Overview of Contents
This book contains the following chapters:

Chapter 1, “Getting Started W ith Extended RSF ,” explains what Extended RSF is, and
summarizes the essential concepts and procedures you should know to use it. Itis a
recommended reading if you are looking for a tutorial.

Chapter 2, “Configuring Actions,”  provides reference information on how to configure
actions.
Chapter 3, “Configuring Monitored Sources and Associated Messages,” includes

reference information on how to configure monitored sources and associated messages.

Chapter 4, “Management T asks,” discusses management tasks related to

Extended RSF, such as: supervising the monitoring process; resetting message counts;
listing information about actions, monitored sources and associated messages; changing
actions; etc.

Appendix A, “Installing Extended RSF ,” explains how to install Extended RSF.

Appendix B, “Configuring ISM for use with Extended RSF ,” explains how to set up
the ISM (Integrated System Management) product to handle SNMP (Simple Network
Management Protocol) traps emitted through Extended RSF. ISM is a Bull product
designed to monitor and manage distributed systems and networks, in a user-friendly
way, through a configurable graphical interface.

Related Publications
Extended RSF Documentation

To get additional copies of the Extended RSF User’s Guide, this present document, use
Order Number 86 A2 14GX.

RSF Documentation

Extended RSF is based on and requires the RSF software package. Two books are
dedicated to RSF:

The RSF User’s Guide is intended for the customer. It does not contain installation and
setup instructions. To obtain it, use Order Number 86 A2 95AQ. This guide is also
available online, through InfoExplorer.

The RSF Field Guide is intended for the service personnel. It does include installation
and setup instructions. To obtain it, use Order Number 86 A7 96AQ.
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Chapter 1. Getting Started W ith Extended RSF

Read this chapter if you are looking for a tutorial. For reference material, refer to the
subsequent chapters.

This chapter includes the following sections:
* What is Extended RSF?
» Concepts and Terminology

» General Procedures for using Extended RSF

What is Extended RSF?

Functionality
Extended RSF, which stands for Extended Remote Services Facilities, is an application
dedicated to log file monitoring:

it scans ASCII log files for the occurrence of specific messages;

 as specific messages occur in the monitored files, it checks for an over-threshold
condition: if an over-threshold condition is detected, it executes specific,
user-configurable, actions.

Log files

Possible action types:

- Custom action
(any executable file)

Extended RSF

- Print message on Actions
Scans Triggers a console
ASCIl & appropriate - Send e-mail >
log files actions EEE——

- Send SNMP trap
- Conditional action

- “First good” action
- Remote action
- Sequence of actions

Benefits
Extended RSF can simplify the task of system administrators, who often have to deal with
dispersed and/or voluminous log files used by various applications. Notably, with
Extended RSF, it is easier to:

» detect and be aware of significant entries added to the various log files,

» perform automated administrative tasks as well as corrective actions, based on specific
events logged by the various applications.
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Requirements

Extended RSF is available on DPX/20 systems running the AIX operating system. It is an
optional software package based on RSF (Remote Services Facilities), which is a
prerequisite. Extended RSF functions are accessible through SMIT, the AIX System
Management Interface Tool.

Installation requirements are detailed in appendix A, “Installing Extended RSF”.

Basic Concepts and T erminology

This section introduces concepts and terms you must understand to use Extended RSF.

Monitored Sources and Associated Messages

According to the Extended RSF'’s terminology:

« A “monitored source” is an ASCI!I log file that Extended RSF monitors for the occurrence
of messages.

e The “associated messages” of a monitored source are the messages that are to be
detected in this monitored source. Extended RSF uses regular expressions as search
criteria.

Over-threshold Messages

Once Extended RSF has been set up to monitor a source, it periodically scans the log file
for the occurrence of associated messages.

Extended RSF provides a flexible action manager to trigger actions when a message goes
over-threshold. The conditions governing when a message has gone over-threshold are
based upon the following criteria:

« identification of specific messages which should provoke actions,

« number of occurrences of the message within a specified time frame.

Message Count

Actions

Each time Extended RSF detects a relevant message, it updates the count for this
message.

IMPORTANT!

Once a given message has gone over-threshold, it will not go over-threshold again until you
explicitely reset the count for this message. This avoids continually repeated actions for the
same event.

If it is necessary to have an action performed at every occurrence of a message, then the
message count should be reset by the action itself in order to “re-arm” the message. For
details, refer to “Resetting Message Counts”, on page 4-3.

When a message in a monitored source goes over-threshold, Extended RSF triggers the
associated action. Actions typically perform a notification function or some form of
automated maintenance activity.

You can associate an action with messages on a per-message basis (as an attribute of the
message). You can also associate an action with a source. In the latter case, the action is
the default action for any messages in the source which do not have a specific action
associated with them.

Possible Action T ypes

You can define any custom action you need (“Custom action” type), or you can take
advantage of predefined and ready-to-use action types (the other action types).
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The possible action types are summarized in the table below.

Action T ype Usage and Comments

Custom action To configure any executable file as an action. You can integrate
any notification function or corrective action, through any custom-
ized binary program or shell script.

Print message on a | To display detected messages on a terminal, such as the system
console console.

Send e-mail To send a message to an electronic mail address.

Send SNMP trap To send specific SNMP traps. Any system management software
based on SNMP can take advantage of this feature. As an exam-
ple, appendix B explains how to set up the ISM Bull product to
monitor SNMP traps emitted by Extended RSF.

Conditional action To execute an "if-then-else” sequence of already defined actions.

“First good” action To execute actions sequentially until one of the actions completes
successfully.

Remote action To execute an action that is already defined on another host
running Extended RSF.

Sequence of actions | To execute a sequence of already defined actions.

Event Scanner

The software module that is responsible for scanning the log files is referred as the
“event scanner”.

Note: The event scanner module is provided by the basic RSF software package. RSF
uses the event scanner to scan the AlX error log, while Extended RSF uses it to
scan any ASCII log file.

General Procedures for Using Extended RSF

This section, which can be seen as a tutorial, describes the general procedures for using
Extended RSF to monitor log files.

For detailed explanations on the different features and menu options of Extended RSF, refer
to the subsequent chapters, and to the on-line help provided within the SMIT menus.

Prerequisites

Before enabling log file monitoring through Extended RSF, make sure that:
» the Extended RSF software package is installed
* RSFis running (i.e. the RSF daemons has been started)

For additional information, refer to appendix A, “Installing Extended RSF”.

How To Access the Extended RSF Main Menu

Using SMIT

You will access all Extended RSF functions through SMIT, the AIX System Management
Interface Tool. If needed, refer to your AlX documentation for information on using SMIT.

Note: The SMIT facility can run in two interfaces: either ASCII (nongraphical) or
AlXwindows (graphical). Using one or the other makes no difference.

You Must Be root

You must be logged in as root each time you access Extended RSF functions.
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Accessing the Extended RSF Main Menu
To access the main menu of Extended RSF:

1. Login asroot and invoke SMIT by typing smit .

2. From the SMIT top level menu, choose Problem Determination , then Extended RSF
(Remote Services Facilities) . The Extended RSF main menu is displayed (see
illustration below).

SMIT Fast Path

You can also access directely the Extended RSF menu, bypassing the upper-level menus,
by using the smit ext_rsf fast path.

ystem Management Interface Tool : root@junio

Exit Show

Return To:

ij System Management

ngroblem Determination

Extended RSF

i:]Hanage Monitored Sources and Associated Messages

nganage Action Definitions

Extended RSF Main Menu

Configuring Extended RSF to Monitor Log Files

When configuring Extended RSF to monitor log files, your work consists in three tasks:

Task 1: Configure actions
Task 2: Configure monitored sources
Task 3: Configure messages associated with the sources

You may want to experiment with the guidelines below, as you read them.

1-4 Extended RSF Reference Manual



Task 1: Configure Actions
This task consists in defining one or several actions and giving them a name. Guidelines are
provided below. For details, refer to the on-line help provided within the SMIT menus, or to
chapter “Configuring Actions”, starting on page 2-1.

1. Go to the Manage Action Definitions menu, then choose Add Action .
2. Choose an action type from the displayed list.

For your first tests and trials, choose a simple action type, such as Send Electronic
Mail, Print Messages on a Console , or Custom Action .

3. A new screen appears, containing several fields. As an example, the figure below shows
the Add a “Send Electronic Mail” Action menu.

* Action Nawme |

* Description {User Comment} |:

* E-Mail Address |

[1]:4 | [:mmandl Reset | Cancel |

The fields differ according to the action type you have chosen, however these two fields
are common to all action types:

Action Name : Specify a name for the action you are defining (up to 11 characters). In
the other menus, you will use this name to designate this action.

Description (User Comment) : Enter the descriptive text you want. It may be useful
when managing actions, specially if you plan to use numerous different actions.

Fill in the other fields as well, according to the effects you want the action to achieve.
4. Validate the screen to define the action, i.e. to make the action known by Extended RSF.

5. Optionally, repeat the steps above to define other actions (this is not needed for first
tests and trials). Note that:
— Once you have defined at least one action, you can try the features of Extended RSF,
as explained below.
— In subsequent tasks, you can associate the same action to different monitored
sources.
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Task 2: Configure Monitored Sources

1-6

Once you have defined actions, you can instruct Extended RSF to trigger them when a
message goes over-threshold in a monitored source.

To do so, you first configure a monitored source, i.e. you instruct Extended RSF which log
file it must monitor, with which scanning parameters. Guidelines are provided below. For
details, refer to the on-line help provided within the SMIT menus, or to chapter “Configuring
Monitored Sources and Associated Messages”, starting on page 3-1.

. Go to the Manage Monitored Sources and Associated Messages menu, then choose

Add a Monitored Source . A new screen appears, containing several fields (see below).

Source Identifier

Source Path

Default Action HName

Clean Time |ﬂ—day

Search Time |BO—secs

HMessage Separator |“n

Message Attribute File Path for Message Creation h

Commandl Reset | Cancell

2. Fill in the different fields, referring to the hints below:

Source Identifier : Specify a logical name for the source you want to monitor.

Source Path : Specify the full path name of the source (the log file) to be monitored. For
your first tests and trials:
— you may want to specify a dummy test log file, such as /tmp/test.log , to which you
will manually append messages in order to see how Extended RSF reacts;
— do not include metacharacters (*, ?, [, ] ) when specifying the path, since they
have special meanings.

Default Action Name : A default action is associated with any monitored source. You
may want to display the list of available actions (use the F4 key or click on the “List”
button), which includes the actions you already have defined. Choose an action from
the list.

Clean Time: For your first tests and trials, leave the default value, 1-day, as it is.

Search Time: For your first tests and trials, specify a short delay, such as 5-secs. The
5-secs value instructs Extended RSF to scan the source for new messages every
5 seconds. As a consequence, the delay for Extended RSF to execute actions when
a message goes over-threshold will not be greater than 5 seconds. For test purposes,
a short delay allows you to quickly verify that Extended RSF executes the expected
actions (i.e. you do not need to wait a long time before you can see the expected
action effects).

Message Separator : For your first tests and trials, you probably want to leave the
default value, \n, as it is. The \n value denotes the newline character. Extended RSF
considers that distinct messages in the monitred source are separated by newlines.

Message Attribute File Path : For your first tests and trials, leave this field empty. It
relates to a special feature which consists in configuring monitored sources and
messages by using special configuration files.
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3. Validate the screen to configure the monitored source, i.e. to make Extended RSF aware
that the specified source is to be monitored. However, after this step, Extended RSF still
does not not carry out any monitoring activity, since you have not yet specified which
messages it must look for in the monitored source.

Task 3: Configure Messages Associated with the Sources
Once you have configured a source, you must configure one or several associated
messages in order to instruct Extended RSF which message(s) it must look for in the
source.

Configuring a message mainly consists in specifying a search pattern that matches a
message to be monitored. Guidelines are provided below. For details, refer to the on-line
help provided within the SMIT menus, or to section “Adding to a Source New Messages to
be Monitored”, on page 3-6.

Note: The procedure below explains how to configure messages one by one, by using for
each message the Add a Single Message menu. However, you should know that
you can also configure a group of messages all at once, by creating an initialization
file and applying this file through the Add a Group of Associated Messages menu.
The latter method is discussed in “Adding a Group of Messages”, on page 3-13.

1. Go to the Manage Monitored Sources and Associated Messages menu, then
successively choose Add Associated Messages for a Monitored Source and Add a
Single Message .

2. Alist appears, that include the sources you already have defined. Select the desired
source. A new screen appears, containing several fields (see below).

Source Identifier |mailroot

Extended Reqular Expression or Command h

Threshold [0

Duration

Keepmax

Action Name

Commandl Reset | Cancell

3. Fill in the different fields, referring to the hints below.

Source ldentifier : This is not an editable field. This value, which indicates the source
you have just selected, is shown as a reminder.

Extended Regular Expression or Command : Enter the extended regular expression to
be used by Extended RSF to track in the source the message you are configuring.
Extended RSF accepts the same regular expressions as those valid with the egrep
command (for details, refer to page 3-8). See the examples below:

war ni ng

- [Matches any message in the source that contains the war ni ng string.

Awar ni ng

- [Matches any message that contain the war ni ng string, but only if this string
occurs at the beginning of the message.

[ Ff] at al
- [Matches any message that contains either the f at al or the Fat al string.

Getting Started With Extended RSF 1-7



1-8

war ni ng| f at al
- [Matches any message that contains either the war ni ng or the f at al string.

error 10[ 0- 5abc]

- [Matches any message that contains the er r or 10 string followed by any digit
from O to 5, or by the letter a, b or c. For example, this matches er r or 102, and
error10c, butnoterror 106.

\W([[:lower:][:upper:]]+\\)|\\([0-9] +\\)

- [Matches any message that contains letters in parentheses or digits in
parentheses, but not parenthesized letter-digit combinations. For example, it
matches (xYz) and ( 783902) , but not ( al phal9c) . Note that, within a regular
expression, parentheses are special characters. In our example, their special
meaning is canceled through the use of two \ (backslash) characters.

Notes:

— For your first tests and trials, specify a simple expression, such as
war ni ng| f at al orwar ni ng. Later, you may want to manually append various
messages to the source to see how Extended RSF reacts.

— Note that it is possible to specify a command instead of an extended regular
expression. In this case, the command is used as a filter to detect the messages
you want (for details, refer to page 3-10). You may want to forget this feature for
your first tests and trials, and reserve it for future experimentation.

Threshold : More than this number of messages must occur for an over-threshold
condition to occur (and thus, for the corresponding action to be triggered). Actually,
the Threshold field is related to the Duration field: see below.

For your first tests and trials, you may want to leave the 0 default value, so that the
over-threshold condition is reached as soon as one message occurrence is detected
in the source.

Duration : For the over-theshold condition to be reached, the number of occurrences of
the message (i.e. the number specified in the Threshold field) must occur within the
time frame you specify here.

The Duration value must be specified using a special but simple syntax. For
example, valid values for the Duration field are 2-mins, 180- mi ns, 3- hour s,
1- day, 1- days, and 7- days.

An Example Showing How Duration relates to Threshold:

If you specify 3 as the Threshold and 1- hour as the Duration , the
over-threshold condition is reached only if 4 message occurrences are detected
within a 1-hour period. If 3 occurrences are detected within a 1-hour time frame,
and a little later a fourth occurrence is detected, the over-threshold condition is not
reached (and thus, Extended RSF does not trigger any action).

Keepmax : This integer value specifies the number of occurrences that are stored by
Extended RSF: only the most recent occurrences are kept in the history. Specify here
a value greater than the Threshold value.

Action Name : In the previous task (“Task 2: Configure Monitored Sources”) you have
specified the default action associated with the source (through the Default Action
Name field of the Add a Monitored Source screen). Here, you can:

— Either leave empty the Action Name field, so that the action corresponding to
the message you are configuring will be the default action you have associated
with the source.

— Or, if the default action does not match your requirements for the message you
are configuring, fill in the Action Name with a specific action (use the F4 key or
click on the “List” button to display the list of available actions). In this case, when
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Extended RSF detects an over-threshold condition for this message, it triggers this
specific action instead of the default action.

4. Validate the screen to configure the message:

— SMIT displays the “OK” message;

— Extended RSF immediately begins to track the message in the monitored source
and to look for the occurrence of an over-threshold condition (provided that RSF is
running, which is normally the case).

If you are carrying out first test and trials, you may want to manually append different
messages to the monitored source and see how Extended RSF reacts: it must trigger
actions, in accordance with the specifications you have entered.

If you want, you can configure other messages to be scanned for in the same source. To
do so, repeat the steps above, using the Add a Single Message screen.

Where You Go From Here

In the course of this chapter, you have learned the essential concepts and procedures
involved in using Extended RSF. The best way to learn more on Extended RSF is to use it.

Do not hesitate to experiment with the different features of Extended RSF. Most of the
menu options are self-explanatory.

« When you require reference information for configuring log file monitoring, consult as

needed:

— the on-line help provided with the SMIT menus,

— chapter 2, “Configuring Actions”,

— chapter 3, “Configuring Monitored Sources and Associated Messages”.

» Also refer to chapter 4, “Management Tasks”, to know which administrative tasks are

involved in using Extended RSF. These tasks notably include: supervising the monitoring
process (resetting message counts being an important topic); listing information about
actions, monitored sources and associated messages; changing actions.
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Chapter 2. Configuring Actions

This chapter includes reference information about Extended RSF menu options used to
configure actions.

* Overview

» Adding a “Custom Action” Action

» Adding a “Print Messages on a Console” Action
» Adding a “Send Electronic Mail” Action

* Adding a “Send SNMP Trap” Action

» Adding a “Conditional Action” Action

» Adding a “First Good Sequence” Action

» Adding a “Remote Action” Action

» Adding a “Sequence of Actions” Action

Overview

When configuring Extended RSF to monitor log files, you have to specify which action is to
be triggered when an over-threshold condition occurs. Thus, you have first to configure (i.e.
to define) the actions that you plan to use.

Action configuration is achieved through the Add Action menu option. Use it as follows:
1. Bring up the Extended RSF main menu (as explained on page 1-4).

2. Successively choose Manage Action Definitions , then Add Action . A list appears, that
displays the possible action types you can define.

Select ome item from the list.

List of Action Types

Print Messages on a Console
Send Electronic Mail
Send SNMP Trap

Conditional Action
"First Good" Sequence
Remote Action
Sequence of Actions

cancel | Find | Fivsed %%&&%;I

3. Choose the desired action type. A new menu appears, containing different fields specific
to the action type you have chosen.

The sections below provide reference information about the menus corresponding to the
different action types. In addition, note that:

e “Actions”, on page 1-2, provides a summary of possible action types.

« “Task 1: Configure Actions”, on page 1-5, gives general guidelines on configuring actions.
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Adding a “Custom Action” Action

The Custom Action action type allows you to configure any executable file as an action.
Through this feature, you can integrate any notification functionality or corrective action,
through any customized binary program or shell script.

The figure below shows the Add a Custom Action menu.

* Action Name

* Description (User Comment) |:

* Path to Executable |

* Rrguments |:

(]

Action Name

In the Action Name field, specify a name for the action you are defining. Up to
11 characters are allowed. Each action you define must have a uniqgue name, which is used
in various menus to designate the action.

Description (User Comment)

In the Description (User Comment) field, enter the descriptive text you want. Such an
informative text may be useful when managing actions, specially if you plan to use
numerous different actions.

Path to Executable

Arguments

In the Path to Executable field, enter the full path name of the executable file responsible
for executing the action you are defining. The executable file can be either a binary file or a
shell script file. The arguments it can handle are discusses below.

In the Arguments field, enter the arguments that need to be passed to the executable file.

The arguments, which must be separated by a blank, can be:

« either constant strings, which are passed literally to the executable,

¢ or special keywords (beginning with the %character), which are substituted before being
passed to the executable, as explained below.

Constant Strings

Any constant string is passed literally as an argument, without being interpreted by a shell.
That means in particular that you cannot implement input/output redirection by specifying
characters such as “>” and “<” in the Arguments field.

For example, if you specify the following value in the Arguments field:

>> [foobar/file

Then, “>>" is treated as an ordinary constant string, without any special meaning, which
is passed to the executable as its first argument (just as the string “/ f oobar/fil e”is
passed as its second argument).

2-2 Extended RSF Reference Manual



If you want to pass a constant string that include blanks, enclose the string with

double-quotes.

For example, if you specify the following value in the Arguments field:

oof "foo bar”

rab

Then, three arguments are passed to the executable (the “f oo bar " string is treated as
a single string, and thus, as a single argument).

Special Keywords

When an over-threshold condition occurs, Extended RSF replaces the special keywords
with specific values. These values denote specific information related to that particular
instance of the over-threshold condition. Thus, you can tailor the executable file to act in
different ways, based upon the specific values that are passed as arguments.

The available keywords are summarized in the table below. Note that:

* %source , %tag, %text, and %time are the most commonly used,

* %message_host

Remote Actions ,

and %action_host can be useful in the context of actions defined as

« the other keywords are rather rarely used.

Keyword Substituted V alue

%source The identifier of the source that went over threshold.

This identifier is the text string you specify in the Source Identifier
field when configuring a source through the Add a Monitored Source
menu.

%tag The name of the action being executed.

This name is the text string you specify in the Action Name field
when configuring the action (see above).

Y%text The full path name of the temporary file (created by Extended RSF)
that contains the text of the message whose occurrence triggered the
action.

Using the %text keyword makes it possible for the executable to han-
dle the message text for further processing. Note that the temporary
file is automatically removed after the action is executed.

%time The date and time the message occurred.

The substituted value is a single string, thus it is viewed as a single
argument by the executable. Below is an example of string returned
by the %time keyword:

Tue Nov 14 12:57:02 1995

%message_host

The name of the host on which the message occurred.

%action_host

The name of the host on which the action is being performed.

If the action is not a “remote action”, then %action_host and the
%message_host yields the same host name. Otherwise,
%action_host is the machine that is performing the action on behalf
of the %omessage_host (that is, the over-threshold condition is on the
%message_host ).
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%action_id A unique numeric identifier of the action being executed.

Indeed, each time Extended RSF triggers an action, it adds an entry
to the /var/rsf/actionlog log file of RSF, including a unique identifier
for this action. This identifier is an RSF internal number (e.g.
00000054). The Display Dial Out Log File function of RSF allows
you to examine the /var/rsf/actionlog RSF log file. This provides you
with a way of reviewing information related to actions carried out by
RSF and by Extended RSF.

%id The numeric identifier associated with the message that went over
threshold.

Indeed, when you configure a message to be monitored in a source,
Extended RSF associates it with a numeric identifier, which is unique
among the different messages associated with the source. 0000001 is
the ID of the first message you associate with a source, 0000002 is
the ID of the second one you associate with the same source, and so
on.

Notes:

— For information related to message identifiers, refer to “Order
Significance in Message Specifications”, on page 3-6.

— You can know the identifier of any configured message by using the
Change/Show Associated Message of a Monitored Source menu.

%origine_site The name of a special file (usually /var/rsf/custom.cfg ) stored on the
%message_host host.

This file used by RSF to hold site-related configuration parameters.
The %origine_site keyword is mainly intended for service personnel.

%local_site The name of a special file (usually /var/rsf/custom.cfg ) stored on the
%action_host host.

This file is used by RSF to hold site-related configuration parameters.
The %local_site keyword is mainly intended for service personnel.

Example

To create a custom action that is similar to the “Send Electronic Mail” action proposed in the
Extended RSF menus, you could specify:

Path to Executable: /hone/ j ohn/ mai | acti on
Arguments: Overthreshol d root % ext
The / home/ j ohn/ mai | act i on being the following shell script:

#1/ bi n/ ksh

script called by Extended RSF with 3 argunents:

$1 : the string to be used as the mail’s subject

$2 : the string to be used as the mail’s recipient

$3 : the value yielded by the %ext special keyword, i.e. the
nane of the tenporary file that contains the text of the
nmessage

HHEE R R

fusr/bin/mail -s $1 $2 < $3
#
#end of script

When this sample custom action is performed, Extended RSF replaces the % ext keyword
with the name of the temporary file containing the message that went over-threshold. Then,
the / honme/ j ohn/ mai | act i on script is executed to send the message text (read from $3,
i.e. from the temporary file) to $2 (here, r oot ) with the specified subject (—s $1, $1 having
here the “Overt hr eshol d” value).
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Note: You could not implement input redirection by directly specifying the “<” character in
the Arguments field: for a related discussion, see section “Constant Strings”, on
page 2-2.

Resetting a Message Count from W ithin a Custom Action

It may be useful to reset a message count from within a custom action. For details, refer to
page 4-4.

Adding a “Print Messages on a Console” Action

The Print Messages on a Console action type allows you to direct over-threshold
messages to the console or to any other terminal device.

The figure below shows the Add a “Print Messages on a Console” Action menu.

d a "Print Messages on a Console" Actio

* Action Nane |:

* Description {User Cownent) |I

* Terminal Device |Ec:l:msnle Listl

114 | Covtnard

Action Name
In the Action Name field, specify a name for the action you are defining. Up to
11 characters are allowed. Each action you define must have a unique name, which is used
in various menus to designate the action.

Description (User Comment)
In the Description (User Comment) field, enter the descriptive text you want. Such an
informative text may be useful when managing actions, specially if you plan to use
numerous different actions.

Terminal Device
In the Terminal Device field, enter the name of the device to which the messages are to be
directed. You may use the F4 key or click on the “List” button to display the list of terminal
devices available on the system.

» The default value, consol e, corresponds to the system console (/ dev/ consol e).

» Other typical values are for examplett y0 and t t y1, which correspond to / dev/tty0
and / dev/ tty1l (and which may be available or not, depending on the terminal devices
available on your system).

» You can also specify a pseudo-terminal, for example pt s/ 0 or pt s/ 3, which correspond
to/ dev/ pt s/ 0 and/ dev/ pt s/ 3. Note that pseudo-terminals are not displayed when
you list the available terminal devices using F4 or the “List” button.
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Adding a “Send Electronic Mail” Action

The Send Electronic Mail action type allows you to transmit to an electronic mail address a
mail message for notification of over-threshold conditions. Note the following:

< Any sent electronic mail message contains all the information related to the
over-threshold condition occurrence.

* You may want to know that Extended RSF implements this action by using the
/usr/bin/mailact shell script, which comes with the RSF software package. However, you
must not modify this shell script. If you want to implement naotification by mail with
customized mail message contents, write an ad-hoc script and use the Add a Custom
Action feature to bind it to an action.

The figure below shows the Add a “Send Electronic Mail” Action menu.

* Action Name |

* Description (User Comment) |:

* E-Mail Address |

0K | [:umnandl Reset |

Action Name
In the Action Name field, specify a name for the action you are defining. Up to
11 characters are allowed. Each action you define must have a unique name, which is used
in various menus to designate the action.

Description (User Comment)
In the Description (User Comment) field, enter the descriptive text you want. Such an
informative text may be useful when managing actions, specially if you plan to use
numerous different actions.

E-Mail Address
In the E-Mail Address field, enter the electronic mail address to which mail is to be sent.

You can specify a single address or multiple addresses separated with blanks as in the
example below:

j ack@ oobar root @ oobar bill @aboof.com
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Adding a “Send SNMP T rap” Action

The Send SNMP Trap action type allows you to send specific SNMP traps for notification of
over-threshold conditions.

While simple in concept, this is a very powerfull feature because this extends the benefit of
SNMP-based system management down to the application level. Indeed, any application
which writes a log file can have its error conditions forwarded to a system management
software.

Any system management software based on SNMP can take advantage of this feature. As
an example, appendix B explains how to set up the ISM Bull product to monitor SNMP traps
emitted by Extended RSF.

The figure below shows the Add a “Send SNMP T rap” Action menu.

dd a "Send SHMP Trap" Action:

* hction Nawe |E

* Description {User Cowment) h

* Trap Number

Text Source

User Text

=

Action Name
In the Action Name field, specify a name for the action you are defining. Up to
11 characters are allowed. Each action you define must have a unique name, which is used
in various menus to designate the action.

Description (User Comment)
In the Description (User Comment) field, enter the descriptive text you want.

Such an informative text may be useful when managing actions, specially if you plan to use
numerous different actions.

Trap Number
In the Trap Number field, enter an integer ranging from 1 to 255.

SNMP traps emitted through Extended RSF are “enterprise-specific” traps (also known as
“#6 generic traps”) with a specific trap number equal to the number specified in the Trap
Number field. In addition, note the following:

» For the SNMP traps feature to be effective, the involved SNMP daemons must be
appropriately configured and enabled. Refer to appendix B for details.

* You may want to know that, according to the RSF Management Information Base (MIB),
the RSF agent object responsible for SNMP handling is identified through the following
enterprise object identifier (OID):

1.3.6.1.4.1.107.121.1
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Text Source
In the Text Source field, specify either user, descri pti on or nressage, depending on the
text you want to be included within the SNMP trap.

user The SNMP trap will include the text you specify in the User Text field.

descri pti on The SNMP trap will include the first text line of the message that went
over-threshold in the monitored source.

nmessage The SNMP trap will include the full text of the message that went
over-threshold in the monitored source.

Note: You may use the F4 key or click on the “List” button to display the three available
values and to pick up the one you desire.

User Text
This field makes sense only if you have set the Text Source field to the user value. In that
case, enter in the User Text field the text you want to be included within the SNMP trap.

Adding a “Conditional Action” Action
The Conditional Action action type is an if-then-else sequence of already-defined actions.

When configuring a conditional action, three actions are involved: a testing action, a true
action and a false action. When the conditional action is triggered:

« the “testing action” is always executed
« if the “testing action” returns success (zero exit value), then the “true action” is executed,
< otherwise (non-zero exit value), the “false action” is executed.

The figure below shows the Add a Conditional Action menu.

Audd a Conditional Actio

* fction Name

* Description (User Corment)

* True Action Name

* False fiction Name

* Testing Action Name |:

0K | Coxunand

Action Name
In the Action Name field, specify a name for the action you are defining. Up to
11 characters are allowed. Each action you define must have a uniqgue name, which is used
in various menus to designate the action.

Description (User Comment)
In the Description (User Comment) field, enter the descriptive text you want. Such an
informative text may be useful when managing actions, specially if you plan to use
numerous different actions.
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Testing Action Name

In the Testing Action Name field, enter the name of an already-defined action that you
want to use as the “testing action”. You may use the F4 key or click on the “List” button to
display the list of already-defined actions.

Note: Beware of loops: when defining a conditional action, do not use that same action
name as the testing, true, or false action to execute.

True Action Name

False Action

In the True Action Name field, enter the name of an already-defined action that you want to
use as the “true action” (i.e. the action to execute if the “testing action” has terminated with
the zero exit value). You may use the F4 key or click on the “List” button to display the list of
already-defined actions.

Note: Beware of loops: when defining a conditional action, do not use that same action
name as the testing, true, or false action to execute.

Name

In the True Action Name field, enter the name of an already-defined action that you want to
use as the “false action” (i.e. the action to execute if the “testing action” has terminated with
a non-zero exit value). You may use the F4 key or click on the “List” button to display the list
of already-defined actions.

Note: Beware of loops: when defining a conditional action, do not use that same action
name as the testing, true, or false action to execute.

Example of a Conditional Action

Assume that you already have configured the three actions below:

» A custom action named fi x_i t, developed to attempt to correct a situation when a
certain over-threshold condition is detected.

* A *“Send Electronic Mail” action named mai | _j ack to send electronic mail to Jack.
« A custom action beep_j ack, developed to trigger a callout to Jack’s beeper.
Then, you can configure a conditional action so that:

« fix_ it isthe “testing action”.

 mail _j ack is the “true action™ if f i x_i t returns success, mai | _j ack is executed to
let Jack know that the problem has been automatically corrected.

» beep_jack is the “false action™ if f i x_i t returns failure, beep_j ack is executed to
immediately notify Jack that something is wrong.
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Adding a “First Good Sequence” Action

The “First Good” Sequence action type provides the means to execute sequentially
already-defined actions until one of the actions completes successfully.

The figure below shows the Add a “First Good” Sequence Action  menu.

Add a "First Good" Sequence Actioh

* Action Name |:

* Description {User Comment) |:

* List of Actions | L:i.stl

[1]:9 Cormmand Reset Cancel 2 Help

Action Name
In the Action Name field, specify a name for the action you are defining. Up to
11 characters are allowed. Each action you define must have a unique name, which is used
in various menus to designate the action.

Description (User Comment)
In the Description (User Comment) field, enter the descriptive text you want. Such an
informative text may be useful when managing actions, specially if you plan to use
numerous different actions.

List of Actions
In the List of Actions field, enter the list of actions to be executed sequentially until one of
them completes successfully.

« Action names must be separated with a blank.

« Specify the actions according to the desired execution order: the first action specified will
be the first executed in the sequence.

* You may use the F4 key or click on the “List” button to display the list of already-defined
actions. Once the list is displayed, select the actions you want to include in the List of
Actions field.

Note: Beware of loops: when defining a “first good sequence” action, do not use that same
action name in the list of actions to execute.
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Adding a “Remote Action” Action

The Remote Action action type allows you to execute an Extended RSF action remotely on
another host where Extended RSF is implemented.

For example, assume your network includes a host named nodemhost which is equipped
with a modem. A possible scenario would be:

» On the noderhost host, you configure a custom action named beep_j ack, developed
to trigger a callout to Jack’s beeper.

« On other host(s), you configure a remote action named beep_j ack, that refers to the
beep_j ack action on the host with the modem.

Note: If the remote host is not accessible from the local host (perhaps due to network
problems or other failures), the remote action will fail. Thus, you may want to place
remote actions into conditional actions or “first good sequence” actions to provide
alternative actions.

The figure below shows the Add a Remote Action menu.

fultl a Hemote Actio

* jiction Name |:

* Description {User Cowwnent) |:

* Remote Hostname |I

* Remote Action Name |:

Action Name
In the Action Name field, specify a name for the action you are defining. Up to
11 characters are allowed. Each action you define must have a unique name, which is used
in various menus to designate the action.

Description (User Comment)
In the Description (User Comment) field, enter the descriptive text you want. Such an
informative text may be useful when managing actions, specially if you plan to use
numerous different actions.

Remote Hosthame
In the Remote Hostname field, enter the name of the host on which the remote action is
located.

Remote Action Name
In the Remote Action Name , enter the name of the action to execute on the remote host.

Note: Beware of loops: when defining a “remote action” action, do not specify an action
that would trigger the action you are defining.
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Adding a “Sequence of Actions” Action

The Sequence of Actions action type provides the means to execute a sequence of other
already-defined actions.

The figure below shows the Add a Sequence Action menu.

fAuld a Sequence Actio

* Action Name |:

* Description {User Comment) |:

* List of Actions | L:i.stl

[1]:9 | Command Reset Cancel 2 Help

Action Name
In the Action Name field, specify a name for the action you are defining. Up to
11 characters are allowed. Each action you define must have a uniqgue name, which is used
in various menus to designate the action.

Description (User Comment)
In the Description (User Comment) field, enter the descriptive text you want. Such an
informative text may be useful when managing actions, specially if you plan to use
numerous different actions.

List of Actions
In the List of Actions field, enter the list of actions to be executed sequentially.

« Action names must be separated with a blank.

« Specify the actions according to the desired execution order: the first action specified will
be the first executed in the sequence.

¢ You may use the F4 key or click on the “List” button to display the list of already-defined
actions. Once the list is displayed, select the actions you want to include in the List of
Actions field.

Note: Beware of loops: when defining a “sequence of actions” action, do not use that same
action name in the list of actions to execute.
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Chapter 3. Configuring Monitored Sources and
Associated Messages

This chapter includes reference information about Extended RSF menu options used to
configure monitored sources and associated messages.

* Overview

» Adding a New Source to be Monitored

» Knowledge Required for Adding New Messages to a Source
» Adding a Single Message

» Adding a Group of Messages

Overview

When To Configure Monitored Sources and Associated Messages

Once you have defined actions, you can instruct Extended RSF to trigger them when a
message goes over-threshold in a monitored source. To do so, you have first to configure a
monitored source, i.e. to instruct Extended RSF which log file it must monitor, with which
scanning parameters.

Once you have configured a source, you must configure one or several associated
messages in order to instruct Extended RSF which message(s) it must look for in the
source.

Involved Menus

Sources and messages configuration is achieved through the Manage Monitored Sources
and Associated Messages menu. To access this menu:

1. Bring up the Extended RSF main menu (as explained on page 1-4).

2. Choose Manage Monitored Sources and Associated Messages . The corresponding
menu is displayed (see the illustration below).

Among the various options included in the menu, the following two allow you to configure
monitored sources and associated messages:

» Add a Monitored Source
» Add Associated Messages for a Monitored Source

These menu options are described in the subsequent sections.
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ysiem Management Interface Tool : root@junior:

Exit Show Help

Retwm To:

"] system Management

%j Problem Determination
"] Extended RSF

Manage Monitored Sources and Associated Messages

m List Monitored Somrces and Associated Messages

m Add a Monitored Source

ﬁ Add Associated Messages for a Monitored Source

ﬁ Change / Show a Monitored Source

m Change / Show Associated Message of a Monitored Source
m Delete a Monitored Source

ﬁ Delete Associated Message of a Monitored Source

ﬁ Copy Associated Messages of a Monitored Source in a File
%j Reset Counts of over-threshold Messages in Source

m Reset Cowmnt of an Associated Message

Adding a New Source to be Monitored

Accessing the “Add a Monitored Source” Menu
To add a new source for Extended RSF to monitor, go to the Manage Monitored Sources
and Associated Messages menu, and choose Add a Monitored Source . The
corresponding menu is displayed, as shown below:

Auld a Monitored Sourc

* Source Identifier |"
* Spurce Path |

* Default Action Name | List
* clean Time |1—day
* Search Time |E3I]—secs

Message Separator |\11

Message Attribute File Path for Message Creation |:

Covmnard Reset cancel | m
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Entering the Field V alues

Once the Add a Monitored Source is displayed, enter field values as explained below.

Source Identifier
In the Source Identifier field, specify a name for the source you are configuring (i.e. for the
source you want to monitor). Up to 15 characters are allowed. Each monitored source must
have a unique name, which is used in various menus to designate the source.

Source Path
In the Source Path field, specify the full path name of the source (the log file) to be
monitored. For example:
/var/ adm f oobar/ f oobar .| og

File Name Substitution

Instead of specifying a path name litteraly, as in the example above, you can use
pattern-matching characters. Indeed, if the value you specify as the Source Path contains
any of the characters * (asterisk), ? (question mark), or [] (braces), then the value is a
candidate for file name substitution.

These characters, which apply only to basenames (see the note below), indicate
substitutions, according to those same rules that are used by the shell for file name
substitution.

* Matches any string.
? Matches any single character.
[ -] Matches any one of the enclosed characters. A pair of characters

separated by a — (hyphen) matches any character lexically within the
inclusive range of that pair, according to the binary ordering of character
values. If the first character following the opening [ (left bracket) is an !
(exclamation point), then any character not enclosed is matched.

A — (hyphen) can be included in the character set by putting it as the first or
last character.

(For details, refer to your shell documentation.)

Note: You can use these characters only to substitute the basename part of the
file path, not to substitute a subdirectory name within the path. For
example, / var / adni f oobar/ *. | og is a valid specification because the *
relates to the file basename; on the other hand, / var / adm *bar/*. | og
is not valid, because * bar relates to a directory name (not to the
basename).

If the value specified in the Source Path field matches several file names, then
Extended RSF elects the most recently created file as the file to be monitored.

Example

Assume that you want to monitor log files written by an application named “foobar”.
Suppose that this application creates each day a new log file to log information. For
example, it creates and uses the / var / adni f oobar /| og. 1201 file to log events that
occur on the 1st december; then it creates and uses the / var/ adm f oobar /| og. 1202
file to log events that occur on the 2nd december; and so on.

If you want to monitor the log file of such an application, you cannot rely on a fixed file

name, since the name of the log file changes every day. Thus, when specifying the Source

Path field to configure the source, you must enter a non-litteral value as the following:
/var/adm f oobar /| og. *

With this setting, you instruct Extended RSF to always monitor the most recently created file
among all the files that match the / var / adni f oobar /1 og. * expression. Thus, when the
“foobar” application creates a new log file, Extended RSF monitors this new log file instead
of the old one.
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Default Action Name

Clean Time

Search Time

In the Default Action Name field, specify the default action associated with the source. This
is the default action for any messages in the source which do not have a specific action
associated with them.

You may use the F4 key or click on the “List” button to display the list of available actions,
which includes the actions you already have defined

Note: You can associate an action with messages on a per-message basis, as an attribute
of the message. In this case, the specific action associated with a given message of
the source overrides the default action associated with the source. For details, refer
to “Action Name” 3-12.

In the Clean Time field, enter the time interval at which Extended RSF cleans out its history
database (which contains old messages) to conserve disk space.

Note: Within Extended RSF, time intervals are specified using a special notation. The
following specifications are examples of valid time intervals: 60—secs, 10-m ns,
12-hour s, 3—days and 1-week.

A recommended Clean Time is 1-day (the default value). Do not use a Clean Time of less
than 1-hour, because Extended RSF performance could suffer.

In the Search Time field, enter the time interval at which Extended RSF scans the source
for new messages.

Note: Within Extended RSF, time intervals are specified using a special notation. The
following specifications are explanatory examples of valid time intervals: 60—secs,
10-mi ns, 12—hour s and 3—days.

A recommended Search Time is 5—ni ns. The setting of this parameter can be very
important as there is a tradeoff between:

— the system resources used by Extended RSF each time that the log file is scanned,
and

— the possible delay for Extended RSF to execute actions after an over-threshold
condition occurs.

For example, if you set the Search Time to 6-hour s, Extended RSF will scan the source
for new messages every 6 hours. Thus, it is possible that 6 hours could pass after a
message goes over-threshold before the appropriate action is executed.
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Message Separator
In the Message Separator field, enter the string to be used by Extended RSF to identify
message boundaries.

The \ n and \t strings have a special meaning: they denote respectively the newline and
the tabulation characters.

The most commonly used setting for the Message Separator field is \ n. With this setting,
Extended RSF considers that distinct messages in the monitored source are separated by a
newline character.

However, other settings may be useful to monitor log files where there are logged messages
that span multiple lines. For example, suppose that an application logs multi-line messages,
and that each message begins with the “ERROR” string. Here is an excerpt from this
fictitious log file:

ERROR

Wed Dec 13 17:42:08 MET 1995
no such user: john

access deni ed

ERROR

Wed Dec 13 17:43:38 MET 1995
host unreachabl e: foobar
ERROR

Wed Dec 13 17:44:02 MET 1995

In this example, we see that each message spans several lines. Moreover, the messages
may include any number of lines. With such a log file, you probably would want to specify
the ERRCR string as the Message Separator .

Message Attribute File Path for Message Creation
The optional Message Attribute File Path for Message Creation  field relates to a special
feature which consists of applying an initialization file in order to configure all at once a
group of messages for this source.

If you do not plan to use this feature, leave this field blank. Otherwise, specify the full path
name of the initialization file to be applied. The syntax of such an initialization file is
described in “Understanding Initialization Files”, on page 3-13.

Using Source “Snapshots”
When configuring Extended RSF on numerous hosts, you may want to take source
“snapshots” in order to apply these “snapshots” to other hosts. For further information, refer
to “Creating a Source Snapshot”, on page 3-15.
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Knowledge Required for Adding New Messages to a Source

General Considerations

Note: For an overview of related concepts (including the important notion of message
count), also refer to “Basic Concepts and Terminology”, on page 1-2.

Once you have configured a source, you must add (i.e. configure) one or several associated
messages in order to instruct Extended RSF which message(s) it must look for in the
source.

Configuring a message consists of specifying the criteria that, when matched, yield an
over-threshold condition, and thus the triggering of an action. The conditions governing
when a message goes over-threshold are based upon the following criteria:

 identification, through a regular expression, of specific messages which should provoke
actions,

< number of occurrences of the message within a specified time frame.

Order Significance in Message Specifications (IMPORT  ANT)

3-6

Within Extended RSF, messages are associated with a source in an ordered fashion.

Each time you add a message to a source, Extended RSF associates it with an order
number. The first message you add is assigned the number 00000001, the second is
assigned the number 00000002, and so on.

That means that the order in which you configure messages is significant. Indeed, when
Extended RSF monitors a source, it proceeds as follows:

« It first uses the regular expression that characterizes the first associated message to
perform a pattern match against the source.

— If a match is found, Extended RSF performs no further pattern match: the subsequent
associated messages are simply ignored, i.e. they are not compared against the
source.

— If no match is found, Extended RSF uses the regular expression that characterizes the
second associated message to perform a pattern match against the source.

< And so on: Extended RSF continues to walk through the successive associated
messages, and stops as soon as a match occurs.

A practical consequence is that you must configure messages in an appropriate order. You
must configure first the message whose search pattern is the most specific, and configure
the other messages always going from the most specific to the most general. Examples
later in this chapter illustrate this important consideration.

Note: To know the respective precedence order of the different messages associated with
a source, go to the Manage Monitored Sources and Associated Messages , and
choose Change / Show Associated Message of a Monitored Source . In the list of
defined sources that appears, select the desired source. Then, a new screen
appears, that shows the messages associated with the source, along with their
respective order numbers (00000001, 00000002...).
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Two Methods for Adding New Messages to be Monitored

To add to a source new messages to be monitored, go to the Manage Monitored Sources
and Associated Messages menu, and choose Add Associated Messages for a
Monitored Source . A new menu appears, as shown below:

System Management Interface Tool : root&@juniord

ﬁ Manage Monitored Sources and Associated Messages

Add Associated Messages for a Monitored Source
ﬁ Add a Single Message

ﬁ Add a Group of Associated Messages

This menu includes two options. Indeed, Extended RSF provides two methods for adding to
a source new messages to be monitored:

* You can add messages one by one, by using for each message the Add a Single
Message menu. This method is discussed in “Adding a Single Message”, on page 3-7.

* You can also add a group of messages all at once, by creating an initialization file and
applying this file through the Add a Group of Associated Messages  menu. This method
is discussed in “Adding a Group of Messages”, on page 3-13.

Adding a Single Message

General Procedure
To add to a source a message to be monitored:

1. Go to the Manage Monitored Sources and Associated Messages menu, then
successively choose Add Associated Messages for a Monitored Source and
Add a Single Message . A list appears, that displays the sources that are currently
defined.

2. Select the source to which you want to add an associated message. The Add a Single
Message menu appears, containing different fields.

3. Enter the field values, as explained below.

4. As soon as you validate the entered values, Extended RSF begins to track the message
you just have configured and to look for the occurrence of an over-threshold condition. In
other words, no further operation is required for Extended RSF to take into account the
new associated message.
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5. If needed, repeat the previous steps to configure other messages you want to monitor in
the source. Do not forget that the order in which you configure the different messages
associated with the source is significant (see the previous section).

The figure below shows the Add a Single Message menu.

d a Single Message

* Spurce Identifier |foohar

* Extended Reqular Expression or Cowmand |:

* Threshold |§u

* Duration | 1-day

* Keepmax |E1I]

Source ldentifier

Source Identifier , which is not an editable field, indicates the unique name you have
specified when you configured the source (see “Source Identifier” on page 3-3). This name
is shown here as a reminder to indicate the source you have just selected, i.e. the source
with which the message you are defining is to be associated.

Extended Regular Expression or Command

In the Extended Regular Expression or Command  field, you can enter either an extended
regular expression or a command.

« If the first character of the field is not a slash (/ ), then the entered value is interpreted as
an extended regular expression. Extended regular expressions are discussed below.

e Otherwise, i.e. if the entered value begins with a slash, then it is interpreted as a
command. Specify the full path name of the executable file you want to use to detect
relevant messages in the source. Command usage is discussed in “Filter Commands”, on
page 3-10.

Whatever you enter, the purpose of either the extended regular expression or the command
is the same: it will serve as a filter to track in the source the message you are configuring. A
command, however, is also able to change the contents of a message before it is passed for
further processing.

Extended Regular Expressions

3-8

If you specify an extended regular expression, Extended RSF uses it to perform a pattern
match against the source.

The extended regular expressions valid within Extended RSF are similar to those used by
the awk and egrep command (Extended RSF processes the extended regular expressions
through the regcomp subroutine).

« Extended regular expressions are made up of ordinary and special characters. The
indications below are not exhaustive and are provided as guidelines only.

< For a complete description of extended regular expressions (sometimes referred as
“ERE"), refer to the awk command (and to the regcomp subroutine) in your AlX
documentation.
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Ordinary characters

In an extended regular expression, any ordinary character matches itself. For example, an x
in a regular expression matches the x character.

Special characters

Special characters have a special meaning in an extended regular expression. The main
special characters are summarized below. Refer to the awk command (and to the regcomp
subroutine) in your AlX documentation for full details.

/

0

{}

[]

Within Extended RSF, this character is special in the sense that, if it
appears as the first character in the Extended Regular Expression or
Command field, then the whole value is not considered as a regular
expression but as a command. When not first, the slash is treated as an
ordinary character. If needed, you can use the [ /] expression (instead
of /') to avoid to specify the slash as the first character of the expression.

A\ (backslash) preceding a special character cancels the special meaning
of this character, which is therefore treated litterally. In fact two successive
backslashes must be specified to cancel the special meaning of the
following chracter. For example, \ \ * matches the asterisk symbol (which
otherwise would have a special meaning).

Note that in the \ n and \ t expressions, which denote the newline and the
tabulation characters, only one slash must be specified.

The . (dot) matches any single character except the newline character. For
example, the f 00. bar expression matches any string made of the f oo
string followed by any character, followed by the bar string.

An expression followed by a + (plus sign) matches one or more
occurrences of the expression. For example, the abcx+ expression
matches the strings abcx, abcxx and abcxxxxx., but not the string abc.

An expression followed by a * (asterisk) matches zero or more occurrences
of the expression. For example, the abcx* expression matches the string
abc, as well as the strings abcx, abcxx and abcxxxxx. Note that the . *
expression matches any string (including the empty string).

An expression followed by a ? (question mark) matches zero or one
occurrence of the expression. For example, the abcx?d expression
matches the strings abcd and abcxd, but not the string abcxxd.

Two expressions separated by a | (vertical bar) match a string that is
matched by either. In other words, a | is like a logical “or”. For example, the
abc| xyz expression matches the strings abc as well as the string xyz.

Parenthesis provide the means to group strings together in regular
expressions. For example, the a( xx) ?b expression matches the strings ab
and axxb.

Braces expressions suchas{m,{m} and {m n} (where mand n are
integers) are also referred as interval expressions. The following
exemplifies braces expressions: the x{ 2} expression matches a string that
contains exactly two consecutive occurrences of the x character; x{ 4, }
matches a strings that contains at least four consecutive occurrences of the
x character; x{ 2, 4} matches a string that contains between two and four,
inclusive, consecutive occurrences of the x character (thus, two, three, or
four occurrences).

A bracket expression of the form [ speci f] matches any character that
pertains to the character set specified through the indicated speci f .

For example [ abc] matches a, b and c¢; [ a—zA-Z] matches any lower- or
uppercase letter; [ a—z A-Z] + matches any string made of one or more
letters.
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Filter Commands

Instead of range expressions, you can use a character class expression
within brackets to match characters. The system interprets this type of
expression according to the current character class definition. For example:
[[:upper:]] matches any uppercase letter; [ [ : di gi t:]] matches any
digit; [ [ : al num ]] matches any character being either an upper or
lowercase character or a digit;[ abc[: di git:]] matches any character
being a digit or being either an a, b or c letter.

The supported character classes are: [ : upper:],[:lower:], [: al pha:],
[:digit:],[:alnum ], [:xdigit:],[:punct:], [:space:], and
[:print:].

A" (caret) at the beginning of a bracket expression indicates that the
expression does not match any characters within the brackets. For
example, [ "abc] matches any character excepted the a, b, and ¢
characters, and [ [ : spaces: ]] matches any character which does not
pertain to the [ : spaces: ] character class.

A" (caret) signifies the beginning of a line. For example, the ~f oobar
expression matches the string f oobar if it is at the beginning of the line.

A $ (dollar sign) signifies the end of a line. For example, the f oobar $
expression matches the string f oobar if it is at the end of the line, while
the ~f oobar $ matches a line consisting only of the f oobar string.

In the Extended Regular Expression or Command  field of the Add a Single Message
menu, you can enter either an extended regular expression (see above) or a command.
When the first character of the field is a slash (/ ), the entered value is interpreted as a

command.

If you specify a command, Extended RSF uses it to filter messages in the monitored source.
Each time a new message occurs in the source, Extended RSF runs the filter command.
The message text is passed to the command as its last argument. Then:

If the command exits with a non-zero exit status, then Extended RSF assumes that the
message is not relevant and thus, it does not increment the count for this message.

If the command exits with a zero (0) exit status, then:

— Extended RSF assumes that the message is relevant, and thus, it increments the
count for this message;

— in addition, Extended RSF replaces the message text with the standard output of the
command. In other words, the standard output of the command becomes the message
occurrence.
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Threshold

Example
The following example illustrates this feature.

Assume that you configure a new message, specifying / horme/ adni fi |t _f oobar in the
Extended Regular Expression or Command  field of the Add a Single Message menu.
The / honme/ adni fi |l t _f oobar command could be a shell script like the following:

#!/ bi n/ ksh
# filt_foobar script to filter |og nessages
MSG="$1" # store the nessage’'s text in the MSG variable

# For our application, nessages other than the 'StartBuil d’
# string are considered as non relevant. So, exit with a
# non-zero status for these non rel evant nessages:

if [ "$MBG' != "StartBuild ] ; then exit 1; fi

# The following applies only to 'StartBuild messages. Wen such
# a message occurs, we want to call the cleanup_build_dir

# command which attenpts to clean up a directory used by our

# fictitious application. If cleanup_build dir succeeds, we

# do not need to be aware of the 'StartBuild nessage; but if it
# fails, we want to be alerted since the build process of

# our application could fail.

if cleanup_build dir

t hen # that is OK throw the nessage away
# return a non-zero exit val ue
exit 1
el se # cleanup_build_dir failed, we want to be alerted

# wite a nessage on standard out put
echo '"StartBuild: cleanup_build dir failed
# and return a zero exit val ue
exit O
fi

In the Threshold field of the Add a Single Message menu, enter an integer value. More
than this number of messages must occur for an over-threshold condition to occur (and
thus, for the corresponding action to be triggered).

» Actually, the occurrence of an over-threshold condition depends also on the Duration
value (see below).

« Each time a message occurs in the source, the count for this message is incremented.
An exception is the case where both Threshold and Keepmax are set to the 0 value.
This special case is discussed on page 3-12.
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Duration

Keepmax

For the over-theshold condition to be reached, the number of occurrences of the message
(i.e. the number specified in the Threshold field) must occur within the time frame you
specify in the Duration field.

The Duration value must be specified using a special but simple syntax. For example, valid
values for the Duration field are 2- mi ns, 180- m ns, 3- hour s, 1- day, 1- days, and
7- days.

Examples:

« If you specify 3 as the Threshold and 1- hour as the Duration , the over-threshold
condition is reached only if more than 3 message occurrences are detected within a
1-hour period. If only 3 occurrences are detected within a 1-hour time frame, and a little
later a fourth occurrence is detected, the over-threshold condition is not reached (and
thus, Extended RSF does not trigger any action).

« If you specify 0 as the Threshold , the over-threshold condition is reached as soon as
one message occurrence is detected in the source. Note that when the Threshold is 0,
the Duration value does not matter.

In the Threshold field of the Add a Single Message menu, enter an integer value. This
value specifies the number of occurrences that are stored by Extended RSF. Only the most
recent occurrences are kept in the history. These kept messages can be displayed at any
time using the List Message T ext for Overthreshold Messages option of the List
Monitored Sources and Associated Messages  menu.

When specifying the Keepmax value, have in mind the following:

* You must specify a Keepmax value greater than the Threshold value (regardless, if you
try to specify a smaller value, an error message is displayed when you validate the SMIT
screen, prompting you to enter a greater value).

* However, it is valid to specify the 0 value for both Threshold and Keepmax . This special
case is discussed below.

Special Case where Threshold = Keepmax =0

Setting both the Threshold and the Keepmax values to O has a special meaning.

In this case, even when a matching message is detected, the message count is not
incremented, so it is never necessary to reset the count for this message to “re-arm” it. The
over-threshold condition will occur (and thus the corresponding action will be triggered) for
each occurrence of a matching message.

In addition, note that in this special case, since the value of Keepmax is 0, no message
occurence is kept in the history.

Note: For an introduction to the important notion of message count, refer to “Message
Count”, on page 1-2.

Action Name

Any source has associated with it a default action. When configuring a message, you can
override this default action by filling in the Action Name field.

 either leave the Action Name field empty, so that the action corresponding to the
message you are configuring is the default action associated with the source,

« or, if the default action associated with the source does not match your requirements for
the message you are configuring, fill in the Action Name with a specific action (use the
F4 key or click on the “List” button to display the list of available actions). In this case,
when Extended RSF detects an over-threshold condition for this message, it triggers this
specific action instead of the default action associated with the source.
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Adding a Group of Messages

Instead of configuring one by one the messages to be monitored in a source, you can
configure a group of messages at once, by creating an initialization file and applying this
initialization file through the Add a Group of Associated Messages  menu.

General Procedure

1. Create an initialization file that corresponds to your requirements, as explained in
“Initialization Files”, on page 3-13.

2. Go to the Manage Monitored Sources and Associated Messages menu, then
successively choose Add Associated Messages for a Monitored Source and
Add a Group of Associated Messages . A list appears, that displays the sources that
are currently defined.

3. Select the source to which you want to add the associated messages defined in the
initialization file. The Add a Group of Messages menu appears, as shown below.

Add a Group of Message:

* Spurce Identifier |f|:|ohar

* Message Attribute File Path to Add Messages |:

0K | Covtnard | Reset |

4. Enter the field values, as explained below:

Source Identifier , which is not an editable field, indicates the unique name you have
specified when you have configured the source (see “Source Identifier” on page 3-3).
This name is shown here as a reminder to indicate the source you have just selected, i.e.
the source with which the messages are to be associated.

In the Message Attribute File Path to Add Messages  field, specify the full path name
of the initialization file to apply.

5. Validate the screen to apply the message definitions specified in the initialization file.

As soon as the initialization file is applied, Extended RSF begins to track the
corresponding messages and to look for the occurrence of over-threshold conditions. In
other words, no further operation is required for Extended RSF to take into account the
new associated messages.

Understanding Initialization Files
An initialization file describes the characteristics of the messages that are to be associated
with the source. Once you have created an initialization file, you can apply it by specifying
its name in the Message Attribute File Path to Add Messages  field explained above, or in
the Message Attribute File Path for Message Creation  field discussed on page 3-5.
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Syntax
An initialization file must follow the syntax conventions described below.

« Comment lines can be inserted in the file by putting a # character at the beginning of the
line.

< Each non-comment line describes the characteristics of one message to be monitored.
Each line is made up of 5 fields separated by blanks (spaces or tabs). The 5th field is
optional. The general format is:

ERE threshold duration keepmax <action>
e The five fields are explained below.

ERE: The extended regular expression to be used by Extended RSF to track the
message in the source. This expression must be enclosed within quotes. This field
has the same role as the Extended Regular Expression field of the Add a Single
Message menu (see details on page 3-8).

dur at i on: An expression specifying the time frame within wich the number of
occurrences of the message (i.e. the t hr eshol d) must occur for the over-threshold
condition to be reached. It corresponds to the Duration field of the Add a Single
Message menu (see details on page 3-12).

t hr eshol d: An integer specifying the message threshold value. It corresponds to the
Threshold field of the Add a Single Message menu (see details on page 3-11).

keepmax: An integer greater than t hr eshol d (may be equal to t hr eshol d only if both
keepmax and threshold are set to 0). This field has the same role as the Keepmax
field of the Add a Single Message menu (see details on page 3-12).

act i on (optional): The name of the specific action to be associated with this message.
This field has the same role as the Action Name field of the Add a Single Message
menu (see details on page 3-12).

Order Significance
Within Extended RSF, messages are associated with a source in an ordered fashion. That
means that the order in which messages are configured is significant. This important
consideration is discussed in “Order Significance in Message Specifications”, on page 3-6.

A practical consequence, for the initialization files, is that you must enter message
specifications from the most specific to the more general.

Example 1

# Sanple initilalization file to configure nmessages to
# be nonitored in the "foobar” source.

#

# ERE threshold duration keepnax <action>

#

" FATAL’ 0 1-day 0 urgent _act
"ERROR. *still trying 5 5-mins 15 beep_adni n
' ERROR. *(4099| 3722)" 0 1-day 8 notify_joe
" ERROR| WARNI NG 5 1-day 15

#
# end of initialization file

The sample file above allows you to configure and associate four messages with a source.
Here are some additional comments:

» The first specification (" FATAL’ ...) instructs Extended RSF to search for any message
that contains the FATAL string. Both the threshold and the keepmax values are set to O.
This setting has a special meaning: even when a matching message is detected, the
message count is not incremented, so it is never necessary to reset the count for this
message to “re-arm” it. The over-threshold condition will occur (and thus the
ur gent _act action will be triggered) for each occurrence of a matching message.
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e The second specification ( ERROR. *still trying’ ...)instructs Extended RSF to
search for any message that contains the ERROR string, followed by any number
(possibly zero) of any character (except newline), followed by the sti | | tryi ng string.
The over-threshold condition is reached (and thus the beep_adni n is executed) if more
than 5 matching messages occur within a 5-minute time frame.

» The third specification is similar to the previous one.

» The last specification includes only 4 fields. Since the fifth field is not specified, no
specific action is associated with this message. Thus, the default action associated with
the source will be used.

Example 2

Consider the following initialization file, which is similar to the previous sample, except that
the message specifications are entered in a different order:

" FATAL’ 0 1-day 0 urgent _act

" ERROR] WARNI NG 5 1-day 15

"ERROR. *still trying 5 5-m ns 15 beep_adni n
" ERROR. *(4099| 3722)' O 1-day 8 notify_joe

Here, Extended RSF will never trigger actions corresponding to the two last specifications.
This is because the second specification is more general than the last two, since it matches
any message that contains the ERROR string. Thus, when Extended RSF detects a message
matching the second specification, it triggers the corresponding action and stops here.
Since a matching message has been detected, it does not walk through the remaining
message specifications.

Creating a Source “Snapshot”
Note that you can create an initialization file corresponding to the current setup of a given
monitored source. The created initialization file can be seen as a “snapshot” of the source
setup.

This feature can have various purposes.

» For example, you may want to create an initialization file from a source you have
manually set up on a host, copy the file to other hosts, then apply the initialization file to
set up Extended RSF on these hosts.

» Another case where this feature can be useful is when you want to change the order
precedence of the messages associated with a source. See “Snapshot Usage Example:
Changing Message Precedence Order” below.

To create such a “snapshot”:

1. Select the Copy Associated Messages of a Monitored Source in a File option of the
Manage Monitored Sources and Associated Messages menu.

2. In the list that appears, select the desired source. The following menu is displayed:

y Associated Messages of a Monhitored Source in a Fi

* Source Identifier |foohar

* Message Attribute File Path to Copy Messages |E/hl:me,.r‘admin,r‘foohar.cfg

Cormand Reset | Cancel 2 | Help .

3. In the Message Attribute File Path to Copy Messages field, enter the full pathname of
the initialization file you want to create.
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4. Validate the screen to create the initialization file.

Snapshot Usage Example: Changing Message Precedence Order

As explained on page 3-6, messages are associated with a source in an ordered fashion.
Once you have associated messages with a source, if you want subsequently change the
order of the messages, two methods are possible:

Method 1 : Using the SMIT menus, delete the messages associated with the source, then
reconfigure them in the desired order. If there are numerous messages, this method may
be tedious.

Method 2 : Create a snapshot of the source, then edit the obtained snapshot and change
the message order as desired, then apply the modified snapshot to the source. This
method is more appropriate than the previous one if many messages are associated with
the source. Indeed, with this second method, you have not to reconfigure the messages
one by one with the SMIT menus.

The steps below summarize the second method, based on snapshots:

1.

Create a snapshot of the source whose associated messages are to be reordered. Use
the Manage Monitored Sources and Associated Messages menu as explained
above.

Edit the snapshot you have just created (using vi or another text editor). Make the
desired changes to the file (you may change the order of the messages as well as
message parameters), and save the file.

From the Extended RSF main menu, select Manage Monitored Sources and
Associated Messages , then Change/Show a Monitored Source

From the list that appears, select the source you want to change. The Change/Show a
Monitored Source menu is displayed.

In the Message Attribute File Path to replace Messages field, specify the full
pathname of the snapshot you have edited and saved. When you validate the screen,
the source is reconfigured according to the message specifications (message order and
parameters) found in the snapshot file.
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Chapter 4. Management T asks

This chapter discusses management tasks related to Extended RSF.
e Supervising the Monitoring Process
* Managing Action Definitions

* Managing Source and Message Definitions

Supervising the Monitoring Process

This section describes the different management tasks you may want to perform in order to
supervise the monitoring process carried out by Extended RSF. The following tasks are
described:

» Understanding the Monitoring Process

« Enabling the Monitoring Process

 Listing Information about Over-threshold Messages
« Listing Information about Executed Actions

» Resetting the Action History

* Resetting Message Counts

e Stopping Monitoring a Source or a Specific Associated Message

Understanding the Monitoring Process

To understand the monitoring process carried out by Extended RSF, please refer to chapter
“Getting Started with Extended RSF”, starting on page 1-1. More specifically, refer to “Basic

Concepts and Terminology”, on page 1-2, and pay particular attention to the following
concepts:

» Over-threshold Messages

* Message Count

Enabling the Monitoring Process

As soon as you configure a source to be monitored, the monitoring process takes place (no
further operation is required).

This supposes, however, that RSF is running (Extended RSF relies on mechanisms
provided by RSF daemons). This should be the case if you have installed RSF and
Extended RSF as explained in appendix “Installing Extended RSF”.

If in doubt, you may want to check that RSF is effectively running:

1. Go to the RSF main menu: from the SMIT top level menu, choose Problem
Determination , then RSF (Remote Services Facilities ).
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2. Choose the Show RSF Status option. At the top of the screen that appears, you see an
area whose title is RSF Status , which indicates the status of the RSF daemons (see the
illustration below):

Help

\#

Corrnannd :

Jusr/bingsm_rsf status

{23-hours, pid=21738)
{23-hours, pid=16592)
(23-hours, pid=12798)
(23-hours, pid=20676)
{23-hours, pid=17866)

Find Next

3. Check that the four RSF daemons rsfd , calld, acterd and bmapd are up.

4. If you use actions of the type Send SNMP Trap, the asid daemon is also required, so
you must check that itis up.

5. If any of the required daemons is down , restart RSF using the Start / Stop RSF option.
For further information, refer to “Carrying Out Setup Tasks” in the appendix “Installing
Extended RSF".

Listing Information about Over-threshold Messages
Note: The notion of over-threshold messages is discussed on page 1-2.

At any time, you can list the messages that went over-threshold. Several options are
provided that differ in the type of information included in the list they display (see below).

Listing Message Text for Over-threshold Messages
To list the message text for over-threshold messages associated with a given source:

1. Select the List Message T ext for Overthreshold Messages option of the List
Monitored Sources and Associated Messages

2. From the list that appears, select the desired source. For each over-threshold message
(if any), this displays the message identifier and the text of the messages that have been
kept in the history.

Note: If the Keepmax value associated with a message is 0, the message does not
appear in the list (since no message occurrence is kept in the history). For details on
Keepmax , refer to page 3-12.
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Listing Attributes and Count for Over-threshold Messages
To list the attributes and count for over-threshold messages associated with a given source:

1. Select the List Attributes for Overthreshold Messages option of the List Monitored
Sources and Associated Messages

2. From the list that appears, select the desired source. For each over-threshold message
(if any), the following information is displayed: the extended regular expression used for
message matching; the count (i.e. how many times the message occurred in the
monitored source); the threshold; the duration; the keepmax; the associated action. This
information (except the message count) corresponds to the field values entered when
configuring the message (see “Adding a Single Message”, on page 3-7).

Listing Information about Executed Actions

When a message goes over-threshold, Extended RSF triggers the action associated with
the message. At any time, you can list the actions that Extended RSF has executed due to
the occurrence of over-threshold conditions. This provides you with a way of reviewing what
has been done by Extended RSF.

To list a history of the triggered actions:

1. Go to the RSF main menu: from the SMIT top level menu, choose Problem
Determination , then RSF (Remote Services Facilities ).

2. Select Dial Out Management , then Display Dial Out Log File option. This displays the
history of triggered actions.

Note that the history includes actions triggered by Extended RSF as well as actions
triggered by RSF. However, you can easily identify the latter, since their name is always
callscarf , callrcs2 or cluster (these are callouts issued for remote maintenance
purposes).

Note: The action history is recorded in the /var/rsf/actionlog file. See below for related
information.

Resetting Message Counts (to Acknowledge Actions)
Background Notions

Each time Extended RSF detects a relevant message in a monitored source, it updates the
count for this message.

Once a given message has gone over-threshold, it will not go over-threshold again (no
further action will be triggered) until you explicitely reset the count for this message. This
avoids continually repeated actions for the same event.

Note: Conceptually speaking, resetting a message count means acknowledging the
occurrence of the corresponding action.

Manually Resetting Message Counts (using SMIT)
To reset the count of a message in a monitored source using SMIT:

1. Go to the Manage Monitored Sources and Associated Messages menu.

2. Select either Reset Counts of over-threshold Messages in Source or Reset Count of
an Associated Message .

The first option allows you to reset the count of all messages that went over-threshold in
a given source. The second allows you to reset the count of any specific message,
whether or not it went over-threshold.

3. From the list that appears, select the desired source, then:

— If you have selected Reset Counts of over-threshold Messages in Source |, the
count of over-threshold messages is reset as soon as you have selected the desired
source and you have confirmed the operation.
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— If you have selected Reset Count of an Associated Message , a new list appears,
showing the messages associated with the source. From this list, select one or more
messages. When you validate your selection (you are prompted for a confirmation),
the count of the selected messages is reset.

Resetting a Message Count from within a Custom Action

If it is necessary to have an action performed at every occurrence of a message, then the
message count should be reset by the action itself in order to “re-arm” the message. This
can be achieved by invoking the chmsrc command from within the triggered custom action.

Note: A “custom action” can be any executable file. In particular, it may be a shell script.
Custom actions are discussed in “Adding a 'Custom Action’ Action”, on page 2-2.

chmsrc Command Syntax:
lusr/bin/chmsrc —r —n <source>

where <sour ce> is the source identifier (this is the string that identifies the source: see
“Source Identifier” on page 3-3)

This command resets the count of all over-threshold messages in the specified source.
Example of Use:
You could create a custom action with the following parameters:

Path to Executable: / home/ j ohn/ f oobar _act
Arguments: % ext %Ysource

The / home/ j ohn/ f oobar _act being a shell script which invokes the chmsrc command,
as in the example below:
#1/ bi n/ ksh

# foobar_act script called by Extended RSF with 2 argunents:
# $1 : the value yielded by the % ext keyword, i.e. the nane of

# the tenmporary file that contains the text of the message
# $2 : the source identifier (%ource)

#

# Mail a notification nmessage to root:

/usr/bin/mail —s "The foobar_act action occurred” root < $1

#

# Reset the count of all overthreshold nmessages in the source:
/usr/bin/chnmsrc —r —-n $2

#

#end of script

Stopping Monitoring a Source or a Specific Associated Message

4-4

Stopping Source Monitoring

To tell Extended RSF to stop monitoring a source, remove the source from the list of
monitored source. Refer to the Delete a Monitored Source option discussed on page 4-8.

Stopping the Monitoring of a Specific Message

To tell Extended RSF to stop monitoring a source, remove the message from the source.
Refer to the Delete Associated Message of a Monitored Source  option discussed on
page 4-8.
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Managing Action Definitions

The facilities related to action management are accessed through the Manage Action
Definitions menu shown below.

ystem Management Interface Tool : root@junior:

Exit Show Help

Return To:

"] system Management

ﬁ Problem Determination
"] Extended RSF

Manage Action Definitions
"] List Actions

"] Add Retion

ﬁ Change / Show Action
ﬁ Delete Action

The menu options are summarized below:

List Actions : This option displays a summary list of all the actions that are currently
defined.

Add Action :  This option allows you to define a new action. This is fully explained in
chapter “Configuring Actions”, starting on page 2-1.

Change/Show Action :
This option shows or changes a defined action. It brings up a menu similar
to the Add Action menu, except that this menu includes an additional field,
New Action Name . Use this optional field only if you want to rename the
action.

Delete Action : This option deletes a defined action you do not need anymore (a deleted
action becomes undefined; be sure that no source makes use of the action
you want to delete).
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Managing Source and Message Definitions

4-6

The Manage Monitored Sources and Associated Messages
includes numerous options, which are related to two kind of tasks:

< Options related to the management of definitions. — They allow you to set up sources
and associated messages, as well as to list or change the current definitions.

» Options related to the management of the monitoring process. — They allow you to know
which over-threshold conditions occurred, and to reset the count for messages.

Note: This section discusses only the options related to the management of definitions.
The options that relate to the management of the monitoring process are discussed

in “Managing the Monitoring Process”, on page 4-1.

System Management Interface Tool : rooti@junio

menu, shown below,

Exit Show

Return To:

m System Management
ﬁ Problem Determination
{"] Extended RSF

Manage Monitored Sources and Associated Messages

m List Monitored Sowrces and Associated Messages
m Add a Monitored Source
m Add Associated Messages for a Monitored Source

ﬁ Change / Show a Monitored Source

ﬁ Change ¢ Show Associated Message of a Monitored Source
ﬁ Delete a Monitored Source

ﬁ Delete Associated Message of a Monmitored Source

m Copy Associated Messages of a Monitored Source in a File
m Reset Cowvmts of over-threshold Messages in Source

m Reset Coomt of an Associated Message

The options related to the management of source and message definitions are summarized
below.
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List Monitored Sources and Associated Messages

This option brings up the menu shown below:

ystem Management Interface Tool : rootE@junior:

m Problem Determination
{] Extended RSF
m Manage Monitored Sources and Associated Messages

List Monitored Sowrces and Associated Messages

m List Paths for all Monitored Sources
m List Monitoring Attributes for all Monitored Sources
m List Message Text for Overthreshold Messages

m List Attributes for Overthreshold Messages
m List Attributes for all Messages

«[list Paths for all Monitored Sources

This option shows the path of each monitored source currently defined. For
each source, the list indicates the corresponding identifier and path (source
identifier and path are discussed on page 3-3).

«[Mist Monitoring Attributes for all Monitored Sources

This option shows the attributes of each monitored source currently
defined. These attributes (clean time, search time, etc) correspond to the
field values described in “Entering the Field Values”, on page 3-3.

In addition, for each source, the list indicates whether or not an
over-threshold condition occurred.(“Over” column of the listing).

«[List Message Text for Overthreshold Messages

«[Mist Attributes for Overthreshold Message

These two options allow you to obtain information concerning the
messages that went over-threshold. For details, refer to “Listing Information
about Over-threshold Messages”, on page 4-2.

«[Mist Attributes for all Messages

This option shows the attributes of the different messages associated with
the monitored sources. These attributes (threshold, duration, etc)
correspond to the field values described in “Adding a Single Message”, on
page 3-7.

In addition, for each message, the list indicates its count, i.e. how many
times the message occurred in the monitored source.
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Add a Monitored Source

This option allows you to add a new source to be monitored. This is fully explained in
“Adding a New Source to be Monitored”, on page 3-2.

Add Associated Messages for a Monitored Source

This option allows you to add (i.e. configure) one or several associated messages in order
to instruct Extended RSF which message(s) it must look for in the source. This task is fully
explained in chapter “Configuring Monitored Sources and Associated Messages”: for
details, start with section “Prior Knowledge for Adding New Messages to a Source”, on
page 3-6.

Change/Show a Monitored Source

This option allows you to show or to change a defined source. It brings up a menu similar to
the Add a Monitored Source menu (discussed on page 3-2), except that this menu
includes an additional field, New Source Identifier . Use this optional field only if you want to
give a new name to the source. For a usage example of the Message Attribute File Path

to replace Messages optional field, refer to page 3-16.

Change/Show Associated Message of a Monitored Source

This option allows you to show or to change the defintion of a given message associated
with a given source. When you choose this option, two pop-up menus are successively
displayed that prompt you for the desired monitored source, then for the desired associated
message.

Once you have selected the desired message, the Change/Show Associated Message of
a Monitored Source menu is displayed. It is identical to the Add a Single Message menu
(discussed on page 3-7), except that this menu includes an additional field, Message
Identifier . This field, which is informative only (it is not editable), shows the numeric
identifier associated with the message. For information related to message identifiers, refer
to “Order Significance in Message Specifications”, on page 3-6. For a discussion on how to
change message precedence order, refer to page 3-16.

Delete a Monitored Source

This option allows you to undefine a given source, i.e.to remove the source definition from
the Extended RSF setup (the monitored ASCII file itself is not deleted). As soon as you have
deleted a source, Extended RSF stops monitoring it.

Delete Associated Message of a Monitored Source

This option allows you to remove a given message currently associated with a monitored
source. As soon as you have deleted a message, Extended RSF stops looking for it in the
source (however, Extended RSF continues monitoring the source, i.e. it looks for the
remaining associated messages).

Copy Associated Messages of a Monitored Source in a File

This option allows you to create an initialization file corresponding to the current setup of a
given monitored source. The created initialization file can be seen as a “snapshot” of the
source setup. For details, refer to “Creating a Source Snapshot”, on page 3-15.

Reset Counts of over-threshold Messages in Source
Reset Count of an Associated Message

These two options relate to the management of the monitoring process. Refer to “Resetting
Message Counts”, on page 4-3.
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Appendix A. Installing Extended RSF

This appendix is meant to be used by the person responsible for installing RSF and
Extended RSF.

Installing the Software
Checking that RSF is Preloaded

Preliminary Remarks

* Extended RSF is based on mechanisms provided by the RSF software. Thus, RSF is
required for Extended RSF to work.

* RSF is normally preloaded on any DPX/20 ESCALA. For other DPX/20 systems, it may
be preloaded or not. In any case, if you can get the software from media:

— either the “Bull-Enhancement” CD-ROM.

— or a specific, orderable, set of floppies (that include RSF and Extended RSF).
Software Packaging
RSF and Extended RSF are actually packaged as a unique LPP, namely rsf:

» RSF is made of two filesets, rsf.rsflite and rsf.rsflite.data . These filesets are required
for Extended RSF operation.

» The Extended RSF software package is made of rsf.extended and optionaly
rsf.extended.snmp . Note that these filesets are not required for basic RSF operation.

Checking Procedure
Check if RSF is preloaded by entering this command:
[ slpp =L 'rsf*’

If this command does not list the appropriate RSF filesets (described above), then they are
not preloaded, and thus, you must install them from a media. In any case, you have to
install the Extended RSF filesets because they are not preloaded. Refer to the instructions
below.

Installing the Software from a Media (CD-ROM or Floppies)
RSF and Extended RSF installation requires 6 MBytes of disk space.

Carrying Out the Installation
1. If you are using a CD—-ROM, skip directly to step 2 below. If you are using floppies, first
copy the product onto the hard disk, using the following SMIT command (as “root”):

smt bffcreate

Note: bf fcreat e is the smit fast path equivalent to the following succession of smit
options: Software Installation and Maintenance - Copy Software to Hard Disk for
Future Installation.

As requested, specify the appropriate floppy drive, for example /dev/fd0 (you may use
F4 to display the list of available input devices). Once your choice is validated, a menu is
displayed.

Since the floppies contain only RSF, you may leave the “all” value in the field “Software
package to copy”. All default values are suitable, so execute the copy by activating the
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“Do” command. Successively load each floppy as you are prompted for it. Files are
copied to the /usr/sys/inst.images directory. Now, proceed with step 2 below.

2. As root, enter the following command:
smt install_selectable_all

Note: install_sel ectabl e _all isthe smitfast path equivalent to the following
succession of smit options: Software Installation and Maintenance - Install and
Update Software — Install/Update Selectable Software (Custom Install) —
Install/Update From All Available Software.

A SMIT menu is displayed, that prompts you to specify an input device or directory:

— If you are installing RSF from a CD—ROM, specify the appropriate drive, for example
/dev/cdO (you may use F4 to display the list of available input devices).

— If you are installing RSF from floppies, specify the /usr/sys/inst.images directory (i.e.
the directory into which you have copied files during step 1).

Once you have validated your choice, a menu is displayed.

3. Fill'in the Software to install field. Specify either rsf in order to install RSF as well as
Extended RSF, or rsf.extended if RSF is already installed and you are installing
Extended RSF only. (If you plan to use the SNMP capability of Extended RSF, you must
also install the rsf.extended.snmp fileset.)

All other field values are suitable, so run the installation process by activating the Do
command. The installation process takes no more than two or three minutes.

4. Once the installation process is complete, you have to carry out initial setup tasks, as
explained below.

Carrying Out Initial Setup T asks

A-2

Once the software is installed, you have to proceed with the following tasks:
e Set up the RSF software as explained in the RSF Field Guide.

« If you plan to use the SNMP capability of Extended RSF, make sure that the snmpd
daemon is running on the system (snmpd is discussed in the AIX documentation).

» Start RSF (i.e. the RSF daemons), by using the Start / Stop RSF option menu of RSF:
for details, refer to page 4-2 or to the RSF documentation. Note that you can check the
status of the RSF daemons by using the Show RSF Status option menu of RSF
(discussed on page 4-2).

Once the RSF daemons are started, Extended RSF is able to monitor sources as desired.
To know how to set up Extended RSF (actions, sources and messages), refer to the
previous chapters.

Remarks on the SNMP Capability

If you plan not to use the SNMP capability of Extended RSF, we recommend that you
discard the rsf.extended.snmp fileset.

Indeed, when this fileset is installed, RSF tries at startup to run the asid SMUX peer
daemon. At this moment, if the snmpd daemon is not running on the system, asid is not
able to run properly and displays the following message on the console:

asid: Warning: smux_init: systenmError [join_tcp_server failed:...
This does not, however, prevent RSF and Extended RSF from operating normally.

Note: For details related to the SNMP capability and to the asid daemon, refer to the
appendix “Configuring ISM for Use With Extended RSF”, starting on page B-1.
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Appendix B.
Configuring ISM for Use W ith Extended RSF

This appendix explains how to set up the ISM product to handle SNMP traps emitted
through Extended RSF. Although these explanations focus on the ISM software, they are
intended to be useful even if you plan to use any other SNMP-based system/network
management software.

» Concepts

* Setup Procedure Summary

 Installing and Enabling the asid SMUX Peer Daemon
» Setting Up the SNMP Environment

e Setting Up ISM

* Where You Go From Here

» Hints for Troubleshooting asid

Concepts
What is ISM?

ISM (Integrated System Management) is a Bull product designed to monitor and manage
distributed systems and networks.

ISM offers a user-friendly and configurable graphical interface. In addition, ISM employs a
sophisticated architecture in which all networked resources are defined as objects, making it
easy to integrate different components into a single, consistent view.

Extended RSF and SNMP

“Send SNMP Trap” Actions
Within Extended RSF, you can define actions of the type Send SNMP Trap, so that when an
over-threshold condition occurs, Extended RSF emits a trap.

Although this appendix focuses on the ISM software, any system/network management
software based on SNMP can take advantage of this feature.

Note: For details about the Send SNMP Trap action, refer to “Adding a Send SNMP Trap
Action”, on page 2-7.

asid, the SMUX Peer Daemon
The SNMP capability of Extended RSF is implemented through asid, a specific SMUX peer
daemon that comes with Extended RSF. This SMUX peer daemon is responsible for
communicating with snmpd , the standard SNMP agent that comes with AlX. For
Extended RSF to be able to handle SNMP traps, both asid and snmpd must be
implemented on the monitored system. This is explained later in this appendix.
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Setup Procedure Summary

Implementing the SNMP capability of Extended RSF involves the following steps:
« Installing and Enabling the asid SMUX Peer Daemon

e Setting Up the SNMP Environment

e Setting Up ISM

These steps are explained in the sections that follow.

Installing

and Enabling the asid SMUX Peer Daemon

Note: The role of the asid daemon is introduced in section “asid, the SMUX Peer
Daemon”, on page B-1.

In order to implement the SNMP capability of Extended RSF, the rsf.extended.snmp fileset
must be installed. This fileset provides notably the asid daemon.

When this fileset is installed, RSF at startup tries to run the asid daemon. For asid to work
properly, the snmpd daemon (that comes in standard with AIX) must be enabled on the
system.

e At any time, you can know if asid is running by using the Show RSF Status option of the
RSF menu. The asid daemon is managed like other RSF daemons: it is started and
stopped using the Start / Stop RSF option of the RSF menu.

« For details about fileset installation, refer to the appendix “Installing Extended RSF”,
starting on page A-1. In addition, note that if the rsf.extended.snmp fileset is installed
after the initial installation/setup of RSF, then you must start again the RSF daemons to
ensure that the newly added asid daemon is started.

< For details about setting up snmpd and related files, see below.

Setting Up the SNMP Environment

This task must be carried out on any system you want to enable to send SNMP traps
through Extended RSF. It consists essentially in configuring snmpd , the standard SNMP
agent for AlX.

During the installation of the rsf.extended.snmp fileset, two configuration files,
letc/snmpd.conf and /etc/snmpd.peers , are updated with appropriate identification strings
and passwords. Check and update these files as explained below.

Make Sure that snmpd is Enabled

The snmpd daemon is a subsytem controlled by the System Resource Controller (SRC).
The snmpd daemon is a member of the tcpip system group.

The instructions of this appendix assume that the snmpd daemon is enabled on your
system. This should be the case, since the snmpd daemon is enabled by default on a
standard system.

If in doubt, enter the following command to display the status of snmpd :
| ssrc —s snmpd

Check that the displayed status of snmpd is “active”. If not, enable snmpd by entering the
following command:

startsrc —s snnpd
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If needed, refer to your AIX documentation for further information on snmpd and SRC
commands.

Edit /etc/snmpd.conf
Edit the /etc/snmpd.conf file and follow the steps below. If needed, refer to your AlX
documentation for details on the /etc/snmpd.conf file.
1. Check that the line below has been added to the file (add it if necessary):
SMmux 1.3.6.1.4.1.107.121.1 rsf_password # RSF

2. Near the end of the file, there should be a line which looks like the following (add it if
necessary):

trap public 127.0.0.1 1.2.3 fe #| oopback

3. Beneath this line, add trap definition lines as needed to specify which machines should
receive traps generated by Extended RSF. You must add one line for each ISM manager
station you plan to use for monitoring. In the example below, two trap lines were added
corresponding to two ISM stations, ism_foo and ism_bar, whose IP addresses are
130.183.1.1 and 130.183.1.51. Both ism_foo and ism_bar stations will receive traps.

trap public 130.183.1.1 1.2.4 fe #ism f oo
trap public 130.183.1.51 1.2.5 fe #i sm _bar

In the example above, the “1. 2. 4" and “1. 2. 5” specifications denote the View field.
Although this field is not actually used by the AIX snmpd daemon, it must be unique
among all trap definition lines. So, make sure that each trap definition line in the file has
a unique View field. It suffices just to vary the last numbere.g.1.2.4,1.2.5,1.2. 6
and so on.

Edit /etc/snmpd.peers

Edit the /etc/snmpd.peers file and check that the line below has been added to the file (add
it if necessary):

"rsf” 1.3.6.1.4.1.107.121.1 "rsf_password”
If needed, refer to your AlX documentation for details on the /etc/snmpd.peers file.

Refresh the snmpd Daemon

If you have made changes to the /etc/snmpd.conf or /etc/snmpd.peers files, you must
refresh the snmpd daemon by running the following command:

refresh —s snnpd

Setting Up ISM

This task consists in setting up the ISM software so that it knows about traps sent by
Extended RSF. Only guidelines are given below: if needed, refer to your ISM documentation
for details on the involved ISM files and commands.

Shutting Down ISM

ISM is composed of a framework and various modules. All of ISM must be shut down before
doing the configuration. So, shut down ISM (if needed, refer to your ISM documentation for
instructions).

Updating ISM Configuration Files

You must then edit ISM configuration files: trap.confdb and possibly snmppa.confdb . As a
hint, note that these files may be located in the directory $ISMROOT/var/db/SNMP_AI , or in
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lusr/lib/ISM , or perhaps elsewhere; their actual location depends on the ISM version you
are using.

Adding T rap Definitions to trap.confdb

Edit trap.confdb and go to the end of the file. For each SNMP trap susceptible of being
sent by Extended RSF, add a trap definition, using the following format:

TRAPDEF <RSFTr ap>
SEVERI TY <severity>
PBTYPE PRCC 4
GENERI C 6
SPECI FI C <trapnune
ASSCBJECT I nternet: snnmpSyst em
ENTERPRI SE 1.3.6.1.4.1.107.121.1
TRAPEND
Where:

* <RSFTr ap> is a unique identifier for the trap. For example, if you add three trap
definitions, you may want to specify the names RSFTr apl, RSFTr ap2 and RSFTr ap3
for their respective TRAPDEF identifier.

e <severity>is aseverity code ranging from 0 to 5. Choose an appropriate code, that
reflects the severity of the event that originates the trap. ISM relies on this code notably
to decide how to present the trap (icon color...). Below is a summary of the possible
severity codes:

Severity Code Meaning
Indeterminate
Critical

Major

Minor
Warning
Clear

e lItis usual, but not mandatory, to assign the PROC 4 value to PBTYPE. The PROC 4 value
correspond to the sfwrEnvironmental problem type.

ab~rwWNEFO

* Always assign the 6 value to GENERI C. This values means that the trap is
“enterprise-specific”.

e <trapnun® is a specific trap number between 1 and 255. This number must match the
Trap Number field you specify when defining a Send SNMP Trap action within
Extended RSF (this field is discussed on page 2-7). Each trap you add must have a
unique trap number.

« Always assign the | nt er net : snmpSyst emvalue to ASSOBJECT.

e Always assignthe 1. 3. 6. 1. 4. 1. 107. 121. 1 value to ENTERPRI SE. This is the
appropriate enterprise object identifier (OID) that identifies the RSF agent object
responsible for SNMP handling. It is defined in the RSF Management Information
Base (MIB).

Updating the NTRAPDEF Line in trap.confdb

Once you have added the desired trap definitions, go to the start of the trap.confdb file and
edit the NTRAPDEF line. This line tells ISM how many trap definitions there are in the file.
Increment this number for each trap definition you have added. This terminates the
configuration of trap.confdb (you can quit the file).

Editing snmppa.confdb

Edit snmppa.confdb if necessary, to contain an entry for the trap action system (see your
ISM documentation).
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Where You Go From Here

Once you have set up ISM to define the traps, you can restart it. From now on, ISM is able
to handle the traps emitted through the SNMP capability of Extended RSF.

If you have not already configured Extended RSF to send SNMP traps, refer to “Adding a
'Send SNMP Trap’ Action” on page 2-7. Create Send SNMP Trap actions as desired, and
configure sources and associated messages that make use of these actions.

Hints for Troubleshooting asid

Generally, errors which come from asid or problems using asid result from configuration
problems. The following is a discussion of some specific problems and how to solve them.

General Requirement

Make sure that the asid daemon is running by using the Show RSF Status option of the
RSF menu. The asid daemon must be present in the list, with the Up status. If it is Down,
start it using the Start / Stop RSF option of the RSF menu. If it is not present in the list, that
means that the rsf.extended.snmp fileset (which notably includes asid and the RSF MIB)
has not been installed: install it.

“asid: Y ouLoseBig” Error Message

This message, which comes from the SMUX API library, can appear on the console if the
SMUX entries from /etc/snmpd.conf and /etc/snmpd.peers are not properly set up.

Edit these files then refresh the snmpd daemon, as explained in section “Setting Up the
SNMP Environment”, starting on page B-2.

“asid: W arning: smux_init systemError join_tcp_server failed” Error Message

This message may appear if the snmpd daemon is not running. The asid daemon requires
snmpd to be running in order to register and manage the RSF MIB. (Note that you may
ignore this warning message if you do not plan to use the SNMP capability. It does not
prevent RSF and Extended RSF from operating normally).

Make sure that snmpd is enabled as explained on page B-2. Once snmpd is started, asid
is able to establish its association with it. asid retries once every minute, so it may take
about one minute before the RSF MIB becomes accessible.

“asid: cannot send SNMP traps to network management stations” Error Message

If this message appears, first check the items mentioned above (i.e. /etc/snmpd.conf
/etc/snmpd.peers , snmpd daemon). One easy way to test if things are configured correctly
is to run the following command on the local host:

snnmpi nfo —o /var/rsf/rsf.defs —mget —c systemrsfdUptine.0
The output should look like:
1.3.6.1.4.1.107.121.2.4.1.1.0 = 20651

If a message like No response or No such name at position 1 appears,thenthe
configuration is probably incorrect. Edit again the /etc/snmpd.conf file to check that the
SNMP “community” called “system” is configured as shown below:

conmuni ty system 127.0.0.1 255.255.0.0 readWite 1.17.2

Remember that any changes to /etc/snmpd.conf do not take effect until you refresh
snmpd using the refresh —s snmpd command.
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Index

Symbols

Jusr/bin/chmsrc, 4-4
Ivarl/rsf/actionlog, 2-3
Ivar/rsf/custom.cfg, 2-4

Numbers
00000001, 3-6

A

Action Name, 2-2
actions
acknowledging, 4-3
configuring (adding), 2-1
default action, 3-4
overriding, 3-12
definition and summary, 1-2

listing information about executed actions, 4-3

manage definitions, 4-5
Add a Group of Associated Messages, 3-13
Add a Monitored Source, 3-2
Add Action, 4-5
Arguments, 2-2
asid, A-2, B-1-B-3
show RSF status, 4-2
associated message. See message

C

Change/Show a Monitored Source, 3-16
Change/Show Action, 4-5
chmsrc, 4-4
Clean Time, 3-4
command, 3-10
Conditional Action, 2-8
console, 2-5
count. See message, count
custom action, 2-2
resetting a message count, 4-4

D

Default Action Name, 3-4

Delete a Monitored Source, 4-8

Delete Action, 4-5

Delete Associated Messages of a Monitored
Source, 4-8

Description (User Comment), 2-2

Duration, 3-12

E

E—Mail Address, 2-6
event scanner, 1-3
Extended Regular Expression or Command, 3-8
Extended RSF
essential concepts, 1-2

general procedures (getting started), 1-3
installing and setting up, A-1

main menu, 1-4

Overview, 1-1

Start / Stop RSF, 4-2

F

False Action Name, 2-9
filter command. See command
First Good Sequence, 2-10

initialization file, 3-5, 3-13
created as a source snapshot, 3-16
examples, 3-14

ISM, B-1

K

Keepmax, 3-12
Keepmax=Threshold=0, 3-12
keywords, 2-3

L

List Actions, 4-5

List Attributes for Overthreshold Messages, 4-3

List Message Text for Overthreshold Messages,
4-2

List Monitored Sources and Associated Messages,
4-7

List of Actions (field value), 2-10

List of Actions (field), 2-12

M

mail. See Send Electronic Mail
Manage Action Definitions, 4-5
Manage Monitored Sources and Associated
Messages, 4-6
management, supervising the monitoring process,
4-1
message
adding a group of messages, 3-13
adding a single message, 3-7
changing message precedence order, 3-16
count
See also keepmax and threshold
definition, 1-2
listing count for overthreshold messages,
4-3
resetting, 4-3
definition, 1-2
important considerations for defining, 3-6—3-7
initialization file, 3-13
listing messages, 4-7
stop monitoring, 4-4
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Message Attribute File Path for Message Creation,
3-5, 3-13

Message Attribute File Path to replace Messages,
3-16

Message Separator, 3-5

MIB, enterprise object identifier (OID), B-4

monitored source. See source

monitoring process, supervising, 4-1

N

New Action Name, 4-5

O

overthreshold message
definition, 1-2
listing, 4-2

P

Path to Executable, 2-2
Print Messages on a Console, 2-5

R

regular expression
See also extended regular expression
examples, 1-7
in initialization files, 3-14
syntax, 3-8
Remote Action, 2-11
Remote Action Name, 2-11
Remote Hostname, 2-11
Reset Count of an Associated Message, 4-4
Reset Counts of over—threshold Messages in
Source, 4-3
RSF Field Guide, iii
RSF Status, 4-2
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rsf.extended, A-1
rsf.extended.snmp, A-2
rsf.rsflite, A-1

S

Search Time, 3-4
Send Electronic Mail, 2-6
Send SNMP Trap, 2-7
Sequence of Actions, 2-12
shell script sample, 2-4, 4-4
SMIT, 1-3
smux_init: system Error, A-2
shapshot, 3-5
SNMP, 2-7, B-2
source

configuring, 3-2

creating a source "snapshot”, 3-15

definition, 1-2

listing sources, 4-7

stop monitoring, 4-4
Source ldentifier, 3-3, 3-8
Source Path, 3-3

T

Terminal Device, 2-5

Testing Action Name, 2-9

Text Source, 2-8

Threshold, 3-11
Threshold=Keepmax=0, 3-12

trap. See SNMP

Trap Number, 2-7, B-4

True Action Name, 2-9

U

User Text, 2-8
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