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About This Book

This book, RSF for HMC User's Guide, provides information for understanding RSF (Remote

Services Facilities) and performing associated administration tasks.

RSF is a software package dedicated to system error monitoring and remote maintenance
operations. It provides a link between your system and the Bull Customer Service Center.

RSF for HMC allows RSF to run on the Hardware Maintenance Console (HMC) using a
Web-based User Interface.

Who Should Use This Book

This book is intended for the system administrator responsible for managing a system that is
monitored through a HMC with RSF.

This book applies to RSF V3.12 and later with HMC V7 and later.

About HMC Version 7

Web-based user interface:

Starting from Version 7 Hardware Management Console, the HMC User Interface (Ul) has
changed to a standard HTML (Web browser) implementation. WebSM is no longer used.
When the HMC has been enabled to accept remote connections, any supported Web
browser can be pointed at the HMC and used as the remote console.

Overview of Contents
This book contains the following chapters:

+ Chapter 1, "Introduction to RSF," explains what RSF is and summarizes its features and
operating principles.

« Chapter 2, "Getting Started with RSF," provides basic information and instructions for
getting started (installation concerns, accessing RSF functions through Web-based User
Interface and RSF functions usage).

+ Chapter 3, "RSF Management," explains how fo start or stop RSF and how to view its
current status.

+ Chapter 4, "Remote Session and Security Management," explains how to manage remote
sessions and security features (authorizations, callback feature, remote session mirroring,
recording and reviewing). As the administrator of the monitored system, management of
remote sessions and security is the main point you will have to deal with.

+ Chapter 5, "Dial Out Management," explains how to enable or disable alarm messages
transmission and how to view the dial out log file.

Related Publications
 RSF User's Guide (86 A2 95AQ) is dedicated to the basic SMIT-based RSF product.

* Hypertext Library for AIX and Related Products CD-ROM for all information about your AIX
system.

» For RSF prior to V3.12 please refer to RSF for HMC User's Guide 86 A2 98EF.
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Chapter 1. Introduction to RSF

This chapter is an overview of RSF. It includes the following sections:

* What is RSF2, on page 1-1.
« Operating Principles, on page 1-3.

What is RSF?

RSF: Remote Services Facilities

RSF, which stands for Remote Services Facilities, is a software package dedicated to system
error monitoring and remote maintenance operations. It provides a link between your system
and the Bull Customer Service Center.

While the basic RSF product is designed as an integrated SMIT (System Management
Interface Tool) application, RSF for HMC - the subject of the present manual - is designed as
a Web-based User Interface application.

A Note on "Extended RSF"

Extended RSF is a separate, optional, software package that allows monitoring of any ASCII
log file. When specific messages occur in the monitored files, Extended RSF execute specific,
user-configurable, actions.

For additional information refer to the Extended RSF User's Guide, Ref. 86 A7 14GX.

Installation Requirements

RSF is available on HMC systems running the Linux operating system. It is delivered to
customers who have an appropriate maintenance contract.

RSF should have been installed and configured by your Bull service representative. RSF
installation requirements follow:

« A phone line, usually provided by the customer, is required.

+ The modem is installed under the control of your service representative. On most models,
this is an external modem connected to the tty S1 line of the system.

 Once RSF is installed, you should consider that the TTY line as well as the modem are
dedicated to remote maintenance. You must not modify their configuration.

 RSF needs 6 MBytes of disk space and uses at the most 1 MByte of RAM.
 RSF V3.12 is required for HMC V7 and later.

Main Functions
RSF handles two main functions:

« error monitoring and alarm transmission,
« and management of remote service sessions.
Error Monitoring and Alarm Transmission

RSF scans periodically the error log file for the occurrence of new errors, so that it can detect
actual and pending failures. When RSF identifies relevant errors, it notifies them to the Bull
Customer Service Center, by sending alarm messages using a phone line and a modem.
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Management of Remote Service Sessions

When the service center receives an alarm message from RSF, a technical expert of the
service center may initiate a remote service session for problem diagnosis and possible
correction.

For security concerns, RSF provides you with remote session and security management
functions (see below).

Benefits of RSF
RSF brings better diagnostic and faster repair for actual failures, as well as notification for
pending failures. Generally speaking, RSF enhances the availability of the monitored system.
Note the following benefits:

+ Notifications of actual and pending failures are done automatically, without an explicit
customer intervention. These notifications allow the service center to carry out not only
corrective actions, but also preventive ones.

« Significant data concerning failures is automatically collected and included within the
alarm messages that are sent to the service center. In this way, data available to the
Service Center is always accurate.

Security Features
RSF provides security features to protect the monitored system from unauthorized access, and
to give you control over the actions of remote service personnel.

RSF respects your security policy. You may choose to let the service center intervene alone, or
to fully control the course of remote service sessions.

For further information, refer to Security and Management of Remote Service Sessions, on
page 1-4.
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Operating Principles

Operation Outlines
The following figure outines RSF operating principles.

HMC

Error Monitoring

Security "remote"

and account
Remote Session i

Management

Alarm Messages
Transmission
1

Phone Line

Remote Service Center

RSF Operation Outlines

Error Monitoring and Alarm Transmission

RSF Daemons

Error monitoring and alarm transmission functions are handled through a set of daemons that
run on the monitored system. We will refer to them as the "RSF daemons".

Error Monitoring
Software errors (system) are logged in the /var/log/messages file.

Hardware errors are logged in files:
+ /var/rst/hmc_errdata/error* for syst os errors coming from sfp (service focal Point).

« /var/ct/IW/log/mc/IBM.ServiceRM/CSPdat and
/var/ct/IW/log/mc/IBM.ServiceRM/CSPdat.bak for syst cec errors.

RSF scans periodically the error log files for the occurrence of new errors.

« Among the logged errors, RSF takes into account only those that relate to the basic system

(including the operating system and the hardware). RSF ignores errors possibly logged by
specific applications.

* In accordance with its current configuration, RSF will only take into account errors that fall
in one of these three categories: "HARD", "SOFT", and "HARD & SOFT". RSF will
discard all errors that do not pertain to the category RSF has been set up for.

= Note:

The configuration of RSF has been set up by your service representative.
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Alarm Transmission

Once RSF has detected a relevant error, it has to decide what action to perform.

Error Count and Alarm Threshold
First, RSF updates the error count for this error; then:

« If the error count reaches a preset threshold value, RSF sends an alarm message to the
service center.

+ Otherwise (if the error count does not reach the threshold value, or already exceeds it),
RSF performs no further action.

The preset threshold value depends on the error type. For permanent actual errors, the
threshold is O, while for temporary-recovered errors, this is usually two for a 1-day period.
(Actually, this last threshold value may vary, depending on the current RSF configuration that
has been set up at your site.) In other words, the more severe errors are notified the first time
they occur, while the less severe ones are notified when they occur for the third time within a
1-day period.

Once an alarm message has been transmitted, there will be no more alarms transmitted for
the same error code until someone resets the error count for this error code. This avoids
continually repeated alarms for the same error.

Error Count Reset

Typically, the error count is reset by the remote service personnel, after having resolved the
problem. This re-enables the transmission of errors that had previously reached an
over-threshold condition (and thus, that were not transmitted anymore).

Security and Management of Remote Service Sessions

The "remote" User Account

When the service center has received an alarm message from RSF, the remote service

personnel may initiate a remote service session for problem diagnosis and possible
correction.

Practically, "remote service session" means that the remote service personnel logs in to your
system as the "remote" user. The "remote" account is created on your system at RSF
installation time, specifically for this purpose.

Remote Session and Security Management Overview

1-4

For security concerns, RSF provides you with remote session and security management
functions. These functions are summarized below. For details, see Chapter Remote Session
and Security Management, starting on page 4-1.

Access Control Features

 You can control the way remote connections are established. You can choose to authorize
remote connections through incoming calls. Or, for enhanced security, you may prefer to
enable the callback security feature.

When the callback feature is enabled, incoming calls are intercepted, and the caller
cannot log in to the system. In that case, it is up to the monitored system to call the remote
service center back, through the modem and using a trusted phone number, so that the

remote service personnel can in turn log in to the system. Manual and automatic callback
modes are available.

* You can grant or deny access authorization to the "remote" user, i.e. to the remote service
personnel.

 The "remote" account is password protected. In addition, you may grant or deny root
access to the "remote" user.

RSF for HMC V7 and later User’s Guide



Remote Session Control Features

Transmission Link / Cluster Configuration

You are notified with both a message on the console and e-mail when someone is logging
in (or logging out) via the "remote" account.

Through the session mirroring feature, you have control over what is happening during the
remote session. You can view all operations performed and also participate in the session

itself (you can even abruptly end the session in progress.)

You can record remote sessions for later review.

Transmission Link

RSF uses only one transmission link, that serves both for sending alarm messages to the
service center and for handling remote sessions initiated from the service center.

Communications take place through a modem connected to a phone line.

Cluster Configuration

If your site includes several networked systems to be monitored by RSF, your service
representative may have chosen to implement a "cluster configuration” (see illustration).

Simple

configuration

Monitored
System

Phone Line

In this case, one of the systems acts as an RSF server:

It handles alarms that come from RSF client systems and sends them to the service center.

Conversely, it handles communications that come from the service center: the remote
service personnel first logs in to the RSF server, then connects to the appropriate host
through rlogin.

Only one modem is used, connected to the RSF server.

Note:

In a cluster configuration, the system that acts as the RSF server is also monitored by RSF.

Cluster

configuration

Monitored
System

Monitored
System

Monitored
System

RSF Serve

Modem

Phone Line

=

Network

Introduction to RSF
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Configuration in SMP or Partinioning Mode
The figures below illustrate the configurations where the HMC is connected to ESCALA Plxxx
systems that support partinioning.

Configuration in partition mode

ESCALA PLxxx

AIX | AIX AIX AIX

HMC

I'AN 0 Serial Port S1, labeled “2”
£
2
° | . 27 [Modem
[m} o O
Phone Line
HMC -CEC link
(Serial Line or Private LAN)

Configuration in SMP mode

ESCALA PLxxx
AIX
HMC
LAN Serial Port S1, labeled 2"
) S [Modem

Phone Line

HMC -CEC link
(Serial Line or Private LAN)

Note:
On rack-mounted HMC only one serial line is available. Contact your Bull support
representative for the installation of the modem.
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Chapter 2. Getting Started With RSF

This chapter includes the following sections:

+ Installation and Configuration Concerns, on page 2-1.
» Accessing RSF Functions, on page 2-2.

» RSF Functions Usage, on page 2-3.

Installation and Configuration Concerns

Your service representative is responsible for installing, configuring and checking RSF.
Consequently, you do not have to deal with these preliminary operations.

However, as the system administrator, you may want to know what files and processes are
affected. Note the following information:

/etc/inittab and RSF daemons
The installation phase updates the /etc/inittab file so that RSF daemons are
automatically started whenever the system starts up. The RSF daemons,
namely rsfd, calld, bmapd and acterd, handle error monitoring and alarm
transmission.

/efc/services  The installation phase adds two specific entries to the /etc/services file.
These entries relate to the bmapd RSF daemon.

"remote" account
The installation phase creates an account for the "remote" user. It will be
used by the remote service personnel to log in remotely to your system, in
case an intervention is needed.

Data and executable files
RSF uses various data and executable files that are installed in several
directories. To know what files are installed on your system, enter:

rpm—qga rsf.rsflite

Getting Started with RSF 2-1



Accessing RSF Functions

Preliminary Remarks

You will access all RSF functions through the Web-based User Interface of the HMC, which is
automatically started during boot operation.

You must be logged in as hscroot each time you access RSF functions from the Web-based
User Interface.

Accessing RSF Main Window

To access RSF main window:
1. Log in as hscroot on the console.

2. From the first Web-based User Interface window click on the Remote Service Facilitites
icon, as in the following figure:

hmc-sup: Hardware Management Console Workplace (¥7R310.0) - Microsoft Intern

Hardware Management Console

B weleeme | Weleome ¢ HMC \ersion
Use the Hardware hBnagement Console (HWC) to manage this HWC as well as servers, logical partitions, managed

‘E Systerns Managemerit systemns, and other resources. Click on a link in the navigation pane at the left.

|-=.D Systern Flans
g

A8 HMC Managernent

e
J-iu Service Managernent

w:-' Lpdates

ﬁ Rerncte Services Facilities

Status: Mtentions and Events

8 A0

-

E Systerns Managernent
|.=.D Systern Plans
=

4 HMC Management

itk
f-iu Service Management

ﬁ-‘: Updates
Status Bar

fdditional Resources

ﬁ Guided Setup Wizard

HMC Operations Guide
dew as HThL)

§9 HMC Readme

Orline Irfarmation

inage serwers, logical partitions, managed systems, and frames;
=et up, configure, wiew cument status, troubleshoct, and apply
solutions.

Import, deploy, and manage system plans on the HWC.

Perform management tasks to et up, configure, and customize
operations associgted with this HhiC.

Perform service tasks to create, customize and manage services
associgted with this HMC,

Perform and manage updates on your system.

“dew details of status and messages.

Prowides 3 step-by-step process to configure wour HWC,

Prowides an onling wersion of Opembions Guide for e Hamvae
Maragement Consoke and Manages Systems for system
administratars and system operators using the HhAC.

Prowides hirts and erata information about the HRC.

Additional related online information.

Figure 1. Web-based User Inferface first window
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3. The RSF main frame is displayed, as follows:

/23 hmc-sup: Hardware Management Console Workplace (¥7R310.0) - Microsoft Internet

Hardware Management Console

8 wielcome

Remote Services Facilities E

EF | Systerns Managernent

% Systern Plans

The agant R5F (Remote Services Facilties) which is an
agent of management of ewvents designed to sand
notifications in real time in 3 given mode. The use of
agent REF makes it possible to offer a structure for the
registers plugs of alarms az well as a history of alamms,
which makes it possible to faciltate considerably
research relating to 3 particular alam.

E. HMEC Manzgement
e-[;x
W Seriice Managernart

FD...—’ Updates

B ﬁ Remote Services Facilities

Dial Ot hanagement

Dhverview and Tasks
.Setting RSF Configuration and

Remote Session hEnagement 4
Whintenance Contract flags

Cornfiguration and Maintenance Cor,

Configuration and hiirtenance Contract

Dial Out Managermert .Manag_e a_larrn messages
transmizzion

Sfew introductory information and

RleneiewsandiTasks status, perform basic tasks

Rernote Session Managermert Bnage Remote Seszion

P
£
52
P

y | o

Status: ftertions and Events

AlO

Figure 2. RSF for HMC main frame

RSF Functions Usage
The RSF application offers the following options:

Overview and Tasks
« To start or stop the RSF daemons. In practice, it is never or rarely needed. For details, see
Chapter RSF Management, starting on page 3-1 .

» To view the status of RSF daemons and other RSF-related information. For details, see
Chapter RSF Management, starting on page 3-1.

Remote Session Management
To manage security and remote service sessions. As the administrator of the monitored
system, these will be the main points you will have to deal with.

For details, see Chapter Remote Session and Security Management, starting on page 4-1.

Dial Out Management
To enable or disable modem alarm messages transmission, and to view logged information
related to alarm message transmission.

For details, see Chapter Dial Out Management, starting on page 5-1.

Configuration and Maintenance Contract
These two options are intended for the remote service personnel and are not documented.
You should not use them.
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Notes:
1. The HMC Serial Number is automatically configured in RSF V3.12 and later.

2. Maintenance Contract Flags must be configured locally on the customer HMC.
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Chapter 3. RSF Management

This chapter includes the following sections:
« Starting and Stopping RSF, on page 3-1
 Viewing RSF Status, on page 3-3.

Starting and Stopping RSF
Understanding Start and Stop Usage

Usually, starting RSF will be done only once by your service representative, at installation
time. In practice, it is likely that you will never have to stop and restart RSF.

=5 Note:

If you are experimenting special software or hardware on your system, you should disable
the Dial Out Authorisation (see page 5-2) in order to prevent errors generated by this
experimentation to be transmitted to the service center. This method is better than the one
which consists in stopping RSF.

Automatic RSF Startup
At installation time, RSF is configured so that RSF daemons start automatically at boot time. If
you stop RSF for some reason, it will not start again at boot time until explicitly started.
Starting RSF also configures RSF to automatically restart at boot time thereforward.

"5 Notes:

+ The RSF daemons are rsfd, calld, bmapd and acterd .

« Starting or stopping RSF modifies the entries for the RSF daemons in /etc/inittab (their
action part are accordingly set to wait or off) in order to enable or disable automatic
daemons startup at boot time.

Procedure for Starting or Stopping RSF
5 Note:

Before starting or stopping the RSF daemons, you may want to view their status: refer to
section Viewing RSF Status below.

To start or stop the RSF daemons:

1. Log in as hscroot on the console, and click on the RSF icon to display the RSF main
window.
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2. Click on Overview and Tasks: a new window is displayed that indicates if RSF is currently

running or down:

hmc-sup: Hardware Management Console Workplace (¥7R310.0) - Microsoft Internet

Hardware Management Console

O welcoms
.ﬁﬂ Systerns - Managernert
l—-g_!gl Systern Flans
E HMEC Managerment
w ;
U Serdice Managerment
F}Q Updatas

= E. Rernote Services Facilities
Dial Out Management
Owergiew and Tasks
Remote Session hBnagemeant

Configuration and haintenance Contract

3

atﬁl_s.:..ﬂitcerdiqns and Events.

Owervievw and Tasks

Start Remote Servicies Facilities

Stop Remote Servicies Facilities

Detailled Information

RSF current status

[ Aphabetical List ]

R5SF is dedicated to system monitoring and remote
mairtenance,

(For RSF to work effectively, it should hawve been
in=talled and

configured by your Bull service representative).

- R5F monitors the system emor log file for the
occumence of

emmors, and notifies them to the Bull Customer
Service Center,

by 2ending alam messages wia 3 modem.

hen an alam message is received, the nemate
service personne|

may initiate 3 remote service session, e log into
the system

for problem diagnostic and possible comection.

- For security concemns, REF provides the local
opergtor with

remote session management functions, notably:
- control of remote access authorzation,

- callback securty feature,

- remote session recording and playback,

- session mirroring to allow the local operator to
wiew and

participate in remote service sessions as they
0o,

down

3-2

Figure 3.

Overview and Tasks window

3. Click on the appropriate link to stop or to start RSF. As an example, the following figure
illustrates the result of a Start RSF action:

mc-sup: Start RSF - Microsofk

R5F

]

=

L
Message:

7]

=
-]

=10 x|

State: Finish. Success

been opened

Helpl

Femote Servicies Facilities STARTED
Firewall port 2421 for brmapd has

Firewall port 45671 for acterd has

-

=]

-l

Figure 4.

Start RSF result

Clic OK to close the window and verify that the RSF current status has changed to "start".
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Viewing RSF Status

Once RSF is installed and started, it works without any human intervention. However, you

may want to know the status of the different RSF components.

Procedure for Viewing RSF Status

To view the status of RSF:

1. Log in as hscroot on the console, and click on the RSF icon to display the RSF main

window.

2. Click on Overview and Tasks. The following window is displayed:

hnic-sup: Hardware Managemen

sole Workplace (Y7R310.0}

Hardware Management Console

Facilities

B welcoms

'35 Systems Management
E} Systern Plans
E- HME Manzgemert
:'];E' Service Mamagenmert
FZ.—’ Updates

=] .P‘E;g Remote Services Facilities
Diial Ot hanagement
Chwerview and Tasks

Remate Session hBnagement

4l

ﬁ Configuration and hiintenance Contract

| 2l

S_tatl;l_s_: Mtentions and Everts

Creerview and Tasks

Start Remote Serwicies Facilties

Stop Remote Servicies Facilities

Detailled Information

RSF current status

[ Aphabetical List ]

R5F iz dedicated to £y stem monitorng and remote
mairtenance.

(For RSF to work effectively, it should hawe been
installed and

configured by wour Bull service representative).

- R&F monitors the system emor log file for the
oecumence of

emors, and notifies them to the Bull Customer
Service Certer,

by zending alamm messages via 3 modem.

When an alam message is received, the remote
service personnel

may initigte 3 remote service session, e, log into
the system

for problem diagnostic and possible comection.

- For securty concems, RSF provides the local
apergtor with

remaote session management functions, notably:
- contral of remaota access avthonzation,

- callback securty feature,

- remte session recording and playback,

- session mirmorng to allow the local operator to
wiew and

participate in remote service sessions as they
DCCT,

running

Figure 5.
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3. Click on Detailed Information. A window similar to the following is displayed:

<3 hmic-sup: Detailed Information - Microsoft Inl::

Detailed Information

0]
o
(-

FSF Status; -
Daemon  Status

r=fd Lp (18-mins, pid=32095)

calld  wp  (18-mins, pid=32038)

acterd  up  (18-mins, pid=32115) b
brnapd  up  (12-mins, pid=32032)

Product Time Rermaining

Event Scanner Infinite
Service Environment  Infinite

Packages

L« |

3 hmic-sup: Detailed Information - Microsoft Inl:: 10| x|

Detailed Information

o
(-

ref.cofw-03,12,0000-0000 -
ref.reflite-03,.12.0000-0000
mgetty-1.1.28-3

HMZ Firew all Status

Firewall port 3421 for brnapd is open
Firewall port 4671 for acterd is open

Action on Alarm: —
callscarf

&larms Type:
& Hard 2 Soft

Figure 6. RSF Status window (part1 / part2)

3-4 RSF for HMC V7 and later User’s Guide



Understanding the Status Information
The displayed information is organized into five sections, described below:

« RSF Status,

* Action on Alarm,
+ Alarms Type,

+ Dial Out Status,
« Remote Status.

RSF Status

This section includes two areas: Daemon / Status and Product / Time Remaining.

Daemon / Status
Indicates the status of the four RSF daemons (up or down). If the status is up,
it also indicates the time since the daemon is up and the daemon process ID
(pid). If RSF is running, the four RSF daemons (rsfd, calld, acterd and
bmapd) should be up.

Product / Time Remaining
Indicates the time that remains before your RSF license expires. The
displayed information depends on your maintenance contract. A license is
associated with the two standard RSF products Event Scanner and Service
Environment.

Packages Name and version ot the installed rpms on the HMC
rsf.ccfw-03.12. 0000-0000
rsf.rsflite-03.12. 0000-0000
ngetty-1. 1. 28-3)

HMC Firewall Status
Firewall port3421 for bmapd, port4671 for acterd is open when theses
processes are running and closed when they are down.

Action on Alarm
This section displays the action type which is currently in effect: cluster, callscarf or callres2.
This information is intended for the remote service personnel.

Alarms Type

This section displays the type of alarm currently configured.

Dial-Out Status

This section gives information about the transmission of alarm messages to the service center
(dial-out). The displayed information depends on Action on Alarm type:

« If Action on Alarm is cluster, the Dial-Out Status section indicates only if the dial-out is
Enabled or Disabled.

* If Action on Alarm is callscarf and callres2, the following information is displayed:
Y tty port to which the modem is attached (usually t t yS1).

Dial-Out either Enabled or Disabled. Enabled means that outgoing calls are
allowed, thus RSF is able to transmit alarm messages to the remote
service center. Refer to Dial Out Management, starting on page 5-1.

Delay time delay before beginning to process the next outgoing call to the
remote service center.

Cadll if an outgoing call is being processed, shows which call it is; otherwise,
displays "none".
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Next Call shows when the next callout is due to be processed (taking into account

the call Delay).

Remote Status

This section gives information about the connections initiated by the service center personnel
(dial-in). The displayed information depends on Action on Alarm parameter:

« If the current Action on Alarm is cluster, the Remote Status section indicates only if the
dial-in is Enabled or Disabled.

* If the current Action on Alarm is callscarf and callres2, the following information is
displayed:
Y fty port to which the modem is attached (usually t t yS1).
Modem Type  type of the modem (for example, mul titech. fr).

Dial-In either Enabl ed or Di sabl ed. Enabled means that incoming calls are
allowed, thus the remote service personnel is able to initiate a remote
service session. Refer to Setting Remote Access Authorization, on
page 4-6, for related information.

Status The current status of the modem. Among possible status there are:

Ready for Dial-In

Normal status if dial-in is enabled.
Disabled Normal status if dial-in is disabled.

Disabled for Callout
RSF is using the modem for alarm message transmission.

In Use (Local)] Modem is used by some local application (such as cu or ate) that is
not RSF-related.

Someone is Connected

Someone is currently connected through the modem (not necessarily
as the "remote" user).

Cannot Detect Modem

The modem is turned off or there is a problem with the cables used to
attach the modem to the system.
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Chapter 4. Remote Session and Security Management

This chapter includes the following sections:

+ Security Features and Remote Session Management, on page 4-1

 Accessing Remote Session and Security Management Functions, on page 4-3

* Managing Remote Connection Security, on page 4-4

» Managing the Account for the "remote" User, on page 4-8

« Using the Manual Callback Feature ("Call Remote Service Center"), on page 4-9
* Remote Session Mirroring: Supervising a Remote Session, on page 4-10

« Managing Remote Session Recording, on page 4-11.

Security Features and Remote Session Management

Choosing a Security Scheme

As the administrator of the monitored system, remote session and security management is the

main point you will have to deal with. However, using these features is optional. Regarding
remote session management, there are two main policies:

« If your security-related constraints are not too strong, you may decide to let the remote
service personnel intervene without authorization or supervision. In this case, you will have
litle to worry about, and you can almost forget that RSF is running on your system.

+ On the other hand, if you have security-related requirements regarding the course of the
remote sessions, you can take advantage of RSF's remote session and security
management functions. These functions, summarized below, fall into three categories:

- Remote Connection Control
- "remote" User Access Control

- Remote Session Control.

Remote Connection Control

To protect the system from unauthorized dial-in access, you can control the way remote
connections are established:

* You can enable or disable remote access authorization, i.e. you can authorize or reject
incoming calls.

« For enhanced security and flexibility, you may enable the callback security feature. The

callback feature enhances security by providing control over the location of a connection's
remote side.

When the callback feature is enabled, incoming calls are intercepted, and the caller
cannot log in to the system. In that case, it is up to the monitored system to call the remote
service center back, through the modem and using a trusted phone number, so that the

remote service personnel can in turn log in to the system. Manual and automatic callback
modes are available.

For further information, refer to Managing Remote Connection Security, on page 4-4.
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"remote" User Access Control

Further protection is achieved through the following features:
+ The "remote" account is password protected.
 You may grant or deny root access to the "remote" user.

For details, refer to Managing the Account for the "remote" User, on page 4-8.

Remote Session Control

4-2

RSF provides features that let you control the progress of remote sessions (before, during, and
after they occur).

Remote Login/Logout Notification

You are notified with both a message on the console and e-mail when someone is logging in
or logging out via the "remote" account.

Remote Session Mirroring

Through the session mirroring feature, you have control over what is happening during the
remote session. You can view all operations performed and also participate in the session
itself. You can even abruptly end the session in progress.

For details, refer to Remote Session Mirroring: Supervising a Remote Session, on page 4-10.
Remote Session Recording and Playback
You can record remote sessions for later review.

For details, refer to Managing Remote Session Recording, on page 4-11.
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Accessing Remote Session and Security Management Functions

To access remote session and security management functions, go to the Remote Session

Management w

indow:

1. Log in as hscroot on the console, and click on the RSF icon to display the RSF main

window.

2. Click on Remote Session Management: a new window is displayed :

3 hmc-sup: Hardware Management Cons

ole Workplace {¥7R310.0) - Microsoft Internet Explore:

Hardware Management Console

OB welcome

aﬂ Systerns . Managernert
@l Systern Flans
E HMEC Management
:';[:':F' Service Managermant
FD.; Updates

= E. Remote Services Facilities
Dial Ot hisnagement
Dwrerview and Tasks

Remite Szzsion Managemant

4

."ajta{Lll_s_:.Nt’erdipns and Events

Al 0

Configuration and hintenance Contract

| o}

Remote Session Management

Remate Connection Control

Remate Session himoring

Femote Parameters

Configuration PPP protocel for REF
Recorded Session hAnagemert
Callback Phone HNumber hanagemert

Call Remaote Service Center

Rermote Connection Control ¢
Mlow Root Aocess for Remaote
Alow PPF Protocol to decess Remaote User

Record Current Rernote Session

e i
Help- | Logoff

[ Mphabetical List ]

Thiz plugin allows wou to:

- grant or deny remote access authorization,

- manage the callback securty feature,

- TUpervize 3 remote session cumently in progress,
uzing the session mimarng feature,

- allow or disallow moot access for the remote user,
- manage remote session recording.

" fny Connection Forbidden
N
No
" Mo

Figure 7.

Remote Session Management window
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Managing Remote Connection Security

This section explains how to implement your security policy for handling remote connections.
This topic relates to the Remote Connection Control task.

Understanding Remote Connection Control

The way incoming calls are handled depends on the Remote Connection Control
configuration that you choose:

* you can grant or deny remote access authorization,
« you can specify the desired callback mode.

These two parameters offer the means to protect the system from unauthorized dial-in access.
You must ensure they are set in accordance with your security policy. The possible settings,
together with their corresponding behavior, are summarized in the table below.

Security Levels for Connection Control
« First, determine which of the four security levels discussed below matches your security

policy.
+ Then set the Remote Connection Control accordingly, as explained in Setting Remote
Connection Control, on page 4-6.

The following table summarizes the four possible security levels, which are discussed below.

Increasing Security >

Security level 1 [ Security level 2 | Security level 3 | Security level 4
Direct Automatic Manual Any Connection
Connections Callback Callback Forbidden
Authorized

Remote

Authorisation | enabled enabled disabled disabled

Callback

Mode disabled automatic manual disabled

Security Level 1: Direct Connections Authorized

Remote Authorisation: enabled
Callback Mode: disabled

Since Remote Authorisation is enabled, incoming calls and remote login are authorized. And
since Callback Mode is disabled, connections initiated by the remote side are authorized
(whether or not they actually come from the service center).

The remote caller, once connected, sees the Linux login banner and thus, has the opportunity
to log in to the system. Anyone knowing a valid user name and its corresponding password
can log in (the remote service personnel use the "remote" account to log in to the system).

Security Level 2: Automatic Callback

Remote Authorisation: enabled
Callback Mode: automatic
Note:

Setting the Callback Mode to automatic automatically sets the Remote Authorisation to the
enabled value.
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Here, the Remote Authorisation is enabled, but since the Callback Mode is set to automatic,
incoming calls are intercepted. Indeed, the remote caller has not the opportunity to log in to
the system, but is prompted to enter a phone number to call back. Then:

* If the entered number matches one of the predefined (trusted) phone numbers, RSF hangs
up the communication and automatically calls this number back to establish a connection
with the remote service center. The personnel at the remote service center then see the
Linux login banner and can log in to the system (using the "remote" account).

« If the entered number does not match any predefined phone number, RSF simply hangs up
the communication.

Security Level 3: Manual Callback

Remote Authorisation: disabled
Callback Mode: manual
Note:

Setting the Callback Mode to manual automatically sets the Remote Authorisation to the
disabled value.

Since Remote Authorisation is disabled, any incoming call is rejected. And since Callback
Mode is manual, calling the remote service center requires manual intervention.

When the remote service personnel want to connect to the system, they must phone to an
operator at your site and request a manual callback to the remote service center using the
Call Remote Service Center window (discussed on page 4-9). When this is done, the
personnel at the remote service center see the Linux login banner and can log in to the
system (using the "remote" account).

Security Level 4: Any Connection Forbidden

Remote Authorisation:

disabled
Callback Mode: disabled

As in Security level 3, Remote Authorisation is disabled, and thus, any incoming call is
rejected. But here, because the Callback Mode is set to disabled, the Call Remote Service
Center manual function is inoperative, and you cannot dial a phone number to connect to the
remote service center. Thus, remote connections cannot take place, whether initiated locally
or remotely.

This Security level is rarely implemented. If, however, it is chosen, then when the remote
service personnel want to connect to the system, they must phone to an operator at your site
and request him to temporarily change the Remote Authorisation and/or the Callback Mode
settings so that a connection can be initiated.

Note on RSF "Cluster Configurations"
In an RSF "cluster configuration", several systems are monitored by RSF, but only one of
them, referred as the "RSF server", is equipped with a modem (see page 1-5). All
communications occur through the modem of the RSF server.

Important:

Keep in mind that functions of the Callback Management window (Callback Mode setting,
Call Remote Service Center function, management of phone numbers used for the callback
feature) must been performed from the RSF server (i.e. from the system that is equipped with
a modem).

If you perform these operations from another system (from an RSF client not equipped with a
modem), the settings will have no effect.
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Setting Remote Connection Control

The Remote Connection Control specifies whether incoming calls and remote logins are
authorized or rejected.

To change the Remote Connection Control setting:
1. Access the Remote Session Management window.

2. Choose Remote Connection Control. The following window is displayed:

3 hmc-sup: Remote Connection Control - Microsoft Inter -0l x|

Remote Connecton Control - - -
Direct Connections Authorized

. Autormatic Callback
Thi= dialog allows to choose Manual Callback

on the desired security policy Anv Connection Forbidden
Femote Connection Control |ﬂuut|:|mati|: Callback] |L|

Cancel || Help

Figure 8. Remote Connection Control window

3. Select between the four options (Direct Connections Authorized, Automatic Callback,
Manual Callback, Any Connection Forbidden) the security level you need.

4. Choose OK to perform the task or Cancel to abandon.

Managing Phone Numbers

RSF maintains a list of phone numbers that are used to call the remote service center when
the (manual or automatic) callback feature is enabled.

+ When the callback mode is automatic, incoming calls are intercepted, and the remote
caller is prompted to enter a phone number to call back. The entered number is checked
against the phone number list, which is supposed to include trusted phone numbers.

* When the callback mode is manual, you must manually call the remote service center
using the Call Remote Service Center task (discussed on page 4-9). From this window,
you can display the list of phone numbers, and thus, easily pick up the appropriate
number to dial.

The phone number list is usually set up at RSF configuration time by your service
representative. It typically includes a single phone number, suitable to connect to your Remote
Service Center.

To access functions for managing phone numbers:

1. Make sure you are logged in to the RSF server (i.e. fo the system which is equipped with
a modem). The Note on RSF Cluster Configurations , on page 4-5 explains why this is
needed.

2. Access the Remote Session Management window.
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3. Choose Callback Phone Number Management. The following window appears:

/3 hmc-sup: Callback Phone Number Management - Microsoft In O] x|

Y

Callback Phone Number Management

RSF rmaintains a list of phone numbers that are used to call the remote
service center when the callback feature is enahbled, You can add a phone
nurner, change a phone number or remove a phone number,

Sélectionner Phone Number Phone Comment

Change...
Rermowve...
2k | | Help

-

Figure 9.  Callback Phone Number Management window

4. Use the buttons for adding, changing/showing and removing phone numbers used by the
callback feature.

Choosing the Add button displays the New Phone Number window as follows:

<} Wew Phone Number - Microsoft T O] x|

Fhone Humber: ||

Fhone Comment: |

Cancel || Help

=

Figure 10. New Phone Number window

This window includes two fields, Phone Number and Phone Comment. In the Phone
Comment field, enter a short descriptive text (serves as a reminder).

Specifying a Phone Number
When filling the Phone Number field, have in mind the following:

+ The number may be optionally interspersed with special characters that the modem
understands. As a typical example, note that many modems interpret the "," (comma) as
meaning "wait a short delay before issuing the next digit". For example, you could specify
a string such as "33,04762234" so that the modem, after it has issued "33", waits a
short delay before proceeding with the other digits.

+ If applicable ({depending on the telephone system in use at your site), do not forget to
prefix the service center's phone number with any digit which may be required to issue an
outgoing call from your site.
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Managing the Account for the "remote" User

Changing the Password for the "remote" User

The initial configuration set up by your service representative works as it is, so you do not
have to worry about password setting for the "remote" user. However, if you have strong

requirements concerning security, you may want to change the password for the "remote"
user.

Prior Knowledge
There is the so-called published password which is a string known by RSF. This string has
been specified at RSF configuration time by your service representative, through the RSF
Configuration window (Password for "remote" field). When RSF transmits an alarm message
to the service centers, it includes this published password in the message, so that the remote
service personnel knows it.

Consequently, if you change the real password, the remote service experts have no means to
know it, and will not be able to connect to your system. Thus, you will have to tell them by
phone the next time they will try to log in to your system.

Procedure
To change the password for the "remote" user:

1. Llog in as hscroot on a shell console.

2. log in as root using the following command:
su -

3. Enter the following Linux command:

passwd renote

4. Entfer a new password.

Allowing or Disallowing Root Access for the "remote" User
To allow or disallow root access for the "remote" user:

1. Access the Remote Session Management window.

2. Choose Remote Parameters. The following window appears.

a hmc-sup: Remote Parameters - Microsoft Internet | - ||:||5|
FY
Allow Root Access for Remote IND EI
Sllow PPP protocol to Access Remote user _
Record Current Remote Session Yes

Cancel || Help

Figure 11. Remote Parameters window

3. Change the Allow Root Access for Remote field to either Yes or No (Yes indicates that
"remote" is allowed to have root privileges).

4. Choose OK to confirm or Cancel to abandon.
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Using the Manual Callback Feature ("Call Remote Service Center")

When the Callback Mode is manual, calling the remote service center requires manual
intervention (for a discussion, refer to Security level 3: Manual Callback, on page 4-5).

In the event a remote service session is needed, the remote service personnel may ask by
phone you establish a connection with the remote service center. In that case, do as follows:

1. Make sure you are logged in to the RSF server (i.e. to the system which is equipped with
a modem). The Note on RSF Cluster Configurations , on page 4-5 explains why this is
needed.

2. Note that the Call Remote Service Center function works only when the Callback Mode is
manual.

3. Access the Remote Session Management window.

4. Choose Call Remote Service Center. The following window appears that prompts you to
enter the appropriate Phone Number.

3 hmc-sup: Call Remote Service Center - Microsoft Inkerne O] x|

Call Remote Service Center

Select the desired phone number to call the remote service center,
Sélectionner Phone Mumber| Phone Comment

i 1234 nobody

Cancel || Help

Figure 12. Call Remote Service Center window

5. The phone numbers that have been defined through the Add a Phone Number window
are listed. From this list, select the desired phone number. Please note the following:

- Alternatively, you may also enter any other phone number, if appropriate.

- The phone number may be optionally interspersed with special characters that the
modem understands. For a discussion, refer to Specifying a Phone Number, on
page 4-7.

6. Validate with "OK" to dial the specified number, and wait for the command completion.
After a delay of ten seconds to one minute, a message should indicate that the connection
is established. Then, at the remote service center, the personnel sees the Linux login
banner and can log in to the system (using the "remote" account) to carry out a remote
service session.

7. When the remote service personnel logs in to the system as the "remote" user, you are
notified with both a message on the console and an e-mail message. Then, you may
decide to supervise the remote session through the remote session mirroring feature, as
explained in Remote Session Mirroring below.
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Remote Session Mirroring: Supervising a Remote Session

When a remote service expert logs in to your system (as the "remote" user), you are notified
with both a message on the console and an e-mail message. Then, you may decide to
supervise the session through the remote session mirroring feature.

Note:
The console where the remote session notifications are displayed was defined by your
service representative at RSF configuration. It is usually the S1 console device.

Remote session mirroring allows you to not only view what the "remote" user is doing, but
also to actually participate in the session itself. In other words, input from your terminal will
appear in the session screen as well as the "remote" user's session screen. This is like a two
way mirror: both sides see what the other is doing.

Procedure
Proceed as follows to initiate a Remote Session Mirroring

1. Access the Remote Session Management window.

2. Choose Remote Session Mirroring. A new window appears that allows you to participate
in the remote session.

You can now participate in the remote session.

What Happens When Initiating the Remote Session Mirroring Feature
« If there is no remote session currently in progress, an appropriate message is displayed,
and you are asked to specify whether or not you want to wait for a remote connection:

- If you answer y, the message "Waiting remote connection..." is displayed until the

"remote" user logs in to the system. Note that, at this point, if you no longer want to
wait for a remote connection, you can exit the session mirroring feature by entering
the shell interrupt character, which is usually Ctrl-C or Del.

- If you answer n, the session mirroring feature closes.

« If the Remote Authorisation flag is currently disabled, a message prompts you to enable it.
Note that the "remote" user is unable to log in to the system as long as the Remote
Authorisation flag stays disabled.

Possible Actions During Remote Session Mirroring
Once the "remote" user is logged in to the system, you view what he is doing. You can
participate in the session by typing commands from the keyboard as you would normally. In
addition, the following special key sequences are available:

Cirl-X Q Allows you to quit the session, without disconnecting the "remote" user. Use
this key sequence if you no longer want to supervise the session, while
letting the "remote" user continue the service session.

Cirl-X K Allows you to abruptly disconnect the "remote" user. The Ctrl-X K also
disables the Remote Authorisation flag. The Ctrl-X K sequence is rarely used,
since the remote service experts know their work and are not "spying" on
your system. However this feature may be of interest for those sites where
sensitive information is processed and security-related constraints are strong.

When the "remote" user terminates the remote service session by logging out, the session
mirroring feature closes, and the Remote Authorisation flag automatically reverts to its initial
state (enabled or disabled).
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Managing Remote Session Recording

Recording Remote Sessions

You may want RSF to record remote sessions, so that you can review them subsequently.
When recording is enabled, RSF saves all remote sessions to disk (in the /var/rsf/sessions
directory).

To enable or disable remote sessions recording:
1. Access the Remote Session Management window.
2. Choose Remote Parameters: a new window appears.

3. Change the Record Current Remote Session field to either Yes or No (Yes indicates that
recording is enabled).

4. Choose OK to confirm or Cancel to abandon.

The sections below explain how to review and remove recorded sessions.

Reviewing Recorded Sessions
To review a recorded remote session:

1. Access the Remote Session Management window.
Choose Recorded Session Mangement: a list of recorded sessions is displayed.

Select in the list the session you want to review.

Ao b

When reviewing a recorded session:

- To pause and un-pause the session playback, use the P key.
- To speed up the playback, use the ! key.

- To return to normal speed, use the spacebar.

- To quit reviewing the session, press the Q key.

Removing a Recorded Session

Once you have reviewed recorded sessions and you do not need them anymore, it is
advisable to remove them in order to save disk space. Of course, this administrative task is
necessary only if you make use of the session recording feature.

To remove a recorded remote session:

1. Access the Remote Session Management window.

Choose Recorded Session management: a list of recorded sessions is displayed.
Select in the list the session you want fo remove.

Click on the Remove button.

A

Choose OK to confirm or Cancel to abandon.

Remote Session and Security Management  4-11



4-12 RSF for HMC V7 and later User’s Guide



Chapter 5. Dial Out Management

This chapter includes the following sections:

s Accessing Dial Out Management Functions, on page 5-1.

« Enabling and Disabling Alarm Messages Transmission, on page 5-2.

« Listing Information Related to Alarm Messages Transmission, on page 5-2.

Accessing Dial Out Management Functions

To access the Dial Out Management window:

1.

Log in as hscroot on the console and click on the RSF icon to display the RSF main

window.

2. Click on Dial Out Management.The following window is displayed:

2 hmc-sup: Hardware Management Console Workplace (¥7R310.0) - Microsoft Internak Explores

Hardware Management Console

B wielcome

FD.; Updates

4]

f‘.ﬂ Systerns Managemnent
@] Systern Plans
E HMEC Manzagemernt

§th
a'-tl.' Service Managearert

S| Eﬁh Remote Services Facilities

Dial Ot hsnagement

Dverdiew and Tasks

Remote Session hanagement

ﬁ& Configuration and hiintenance Contract

| 2l

.StatLl_s_: Atentions and Everts

Fa

AR

&)

al

Dizl Ot Manzgermsent

tdodify Dial Ot Authorization

Reset Bmor Count

Dizplay/Reset Dial Out Log File
hanage Dial Out hessage Ousus
Test 8 Reset hiodem

Send Test bessage to Station

Dial Out futherization

e 2 I -
hszroot Help: | Logoff

[ Aphabetical List ]

Thiz plugin allows you to:

- enable or dizable dial out,

- list information related to alamm meszage
transmission.

I addition, thiz menu provides aceess to
functions intended for

the service personnel: for resetting the emor count,
dealing with

queued alarm messages, and testing modem and
transmission.

enable

Figure 13. Dial Out Management window

As system administrator, you will use only the two following items from the Dial Out
Management window:

+ Modify Dial Out Authorisation
« Display/Reset Dial Out Log File

Dial Out Management
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In principle, the other items are only used by the remote service personnel:
* You will never use Manage Dial Out Messages Queue, thus it is not documented.

+ Although Reset Error Count, Test & Reset Modem, and Send Test Message to Station are
primarily intended for the remote service personnel, you may have to use these functions
in rare circumstances (when requested by the remote service personnel). These functions
are not documented.

Enabling and Disabling Alarm Messages Transmission

As the system administrator, you may decide for some reason to disable dial out, i.e. to
prevent RSF from transmitting alarm messages.

However, you will usually want alarm messages to be transmitted by RSF to the remote
service center: if so, you may ignore the instructions below.

Viewing the Dial Out Authorization Status

Access the Dial Out Management window. The Dial Out Authorization status is displayed.

Modifying the Dial Out Authorization

1. Access the Dial Out Management window.

2. Choose Modify Dial Out Authorization option. The Dial Out Authorization status is
immediately modified.

Listing Information Related to Alarm Messages Transmission

Each time RSF transmits an alarm message to the service center, the related information is
logged. This provides you with a way of reviewing what has been done by RSF, although it
is mainly intended for the remote service personnel.

Procedure
1. Access the Dial Out Management window.
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2. Choose Display/Reset Dial Out Log File option. A window that shows dial out information
and similar to the following one is displayed:

a hmc-sup: Display /Reset Dial Out Log File - Microsoft Internet Ex

Display/Reset Dial Out Log File

corrmand:

fusrfbindcallact '-T' 'callscarf '-I' '00000125" '-5' 'system' '-m' 'd4coc3a?!

‘et varfrsfftmpfact_conffrmacti2erdt’ ' Wed Jun 13 15:35:02 2007 -
‘staix38' -’ Yvarfrsfitmpfact_conffrocactcTonora! -H' hme-sup' '-C
‘Yearfrsfftmp/flocal_setup' -0 fvarfrsfftmpfact_conffrsactSWeRIQR' -0
‘fearfrsficustom.ofg’

Wed Jun 13 09:24:48 2007 00000096 hmo-sup acterd:callscarf: Executing
command.

fusrfbinfcallact '-T' 'callscarf' '-I'" '00000096" '-5' 'system' '-m' 'd4coc3a?

' Yvarfrsffmpfact_conffrmactglTybI £ Wed Jun 13 09:05:47F 2007 -k’
'staix39' - Yvarfrsfitmpfact_conffroactZnkowy' '-H' hmc-sup' -C'
‘fearfrsfitmpflocal_setup' =o' 'fvar/rsfimpfact_conffrsactdkeshf -0
‘fearfrsffoustom.cfig'

Wed lun 13 09:25:24 2007 00000001 hrmc-sup acterd:callscarf: Executing
corrmand:

fusrfbindcallact '-T' 'callscarf '-I' ‘00000001 '-5' 'systerm’ '-m' '00000001"

' varfrsffimp/message HoixyM' - YWed Jun 13 09:25:02 2007 '-h'
I _»I_I

bved Jun 13 09:24:40 2007 00000125 hmc-sup acterd:callscarf: Executing j

'h||'n|:—5ur:|' o' "MwarfrsfitmpflscofgsudaPuey' -H' 'hmc-sup' - C
4

_ Reset || Help

L« |

Figure 14. Display/Reset Dial Out Log File window

Understanding the Dial Out Log

The displayed information is primarily intended for the remote service personnel, so you may
find it rather cryptic.

As a hint, note that each line includes: a date/time part; an RSF internal number for RSF
action (for example 00000004); the name of the program writing into the log file (usually
acterd); the action executed; a string indicating the result of the action. Also note that the
listing may include information related to actions carried out by Extended RSF.
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