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About This Book

This book describes how to use the KDB kernel debugger and the kdb command to debug an operating
system image. It describes how to examine a stopped kernel in the KDB kernel debugger, as well as how
to examine a system dump file using the kdb command. It provides a reference for the commands used to
debug the kernel, device drivers, and other kernel extensions for AIX 5L™. Topics include setting
breakpoints within the kernel or in kernel extensions, displaying and modifying data structures and
instructions, altering system registers, and performing traces. Specific information (for example, syntax and
description) is given for each subcommand.

How to Use This Book
Read the beginning chapters of this book to learn about the KDB kernel debugger and the kdb command.

You can use the alphabetical list to locate a specific subcommand. The subcommand list includes the
aliases for each subcommand, a short description of its use, information on when the subcommand can be
used and the category to which the subcommand belongs. Subcommands and their aliases are also
included in the index.

Reading Syntax Statements

Syntax statements are a way to represent subcommand syntax and consist of symbols such as brackets ([
1), braces ({ }), and vertical bars (I). The following is a sample syntax statement:

examplesubcommand [ a | b ] [ -x value ] [ -y { address | symbol } ] [ -z ] filename ...

The following conventions are used in the command syntax statements:

* ltems that must be entered literally on the command line are in bold. These items include the command
name, flags, and literal characters.

» Items representing variables that must be replaced by a name are in italics. These items include
parameters that follow flags and parameters that the command reads, such as Files and Directories.

» Parameters enclosed in brackets are optional.
» Parameters enclosed in braces are required.
» Parameters not enclosed in either brackets or braces are required.

* A vertical bar signifies that you choose only one parameter. For example, [ a | b ] indicates that you can
choose a, b, or nothing. Similarly, { a | b } indicates that you must choose either a or b.

+ Ellipses ( ... ) signify the parameter can be repeated on the command line.
* The dash ( - ) represents standard input.

Highlighting
The following highlighting conventions are used in this book:

Bold Identifies commands, subroutines, keywords, files, structures, directories, and other items
whose names are predefined by the system. Also identifies graphical objects such as
buttons, labels, and icons that the user selects.

Italics Identifies parameters whose actual names or values are to be supplied by the user.

Monospace Identifies examples of specific data values, examples of text similar to what you might see
displayed, examples of portions of program code similar to what you might write as a
programmer, messages from the system, or information you should actually type.

© Copyright IBM Corp. 2004, 2005 ix



Case-Sensitivity in AIX

Everything in the AIX® operating system is case-sensitive, which means that it distinguishes between
uppercase and lowercase letters. For example, you can use the Is command to list files. If you type LS, the
system responds that the command is "not found.” Likewise, FILEA, FiLea, and filea are three distinct file
names, even if they reside in the same directory. To avoid causing undesirable actions to be performed,
always ensure that you use the correct case.

ISO 9000

ISO 9000 registered quality systems were used in the development and manufacturing of this product.

Related Publications

The following books contain information about or related to debugging programs:
« |AIX 5L Version 5.3 Kernel Extensions and Device Support Programming Conceptd

X KDB Kernel debugger and kdb command



Chapter 1. KDB kernel debugger and kdb command

This document describes the KDB kernel debugger and kdb command. The KDB kernel debugger and the
kdb command are the primary tools a developer uses for debugging device drivers, kernel extensions, and
the kernel itself. Although they appear similar to the user, the KDB kernel debugger and the kdb command
are two separate tools:

KDB kernel debugger
The KDB kernel debugger is integrated into the kernel and allows full control of the system while a
debugging session is in progress. The KDB kernel debugger allows for traditional debugging tasks
such as setting breakpoints and single-stepping through code.

kdb command
This command is implemented as an ordinary user-space program and is typically used for
post-mortem analysis of a previously-crashed system by using a system dump file. The kdb
command includes subcommands specific to the manipulation of system dumps.

Both the KDB kernel debugger and kdb command allow the developer to display various structures
normally found in the kernel’s memory space. Both do the following:

* Provide numerous subcommands to decode various data structures found throughout the kernel.
* Print the data structures in a user-friendly format.

» Perform debugging at the machine instruction level. Although this is less convenient than source level
debugging, it allows the KDB kernel debugger and the kdb command to be used in the field where
access to source code might not be possible.

* Process the debugging information found in XCOFF objects. This allows the use of symbolic names for
functions and global variables.

The following sections describe more about the KDB kernel debugger and kdb command:
+ [‘KDB kernel debugger’|
* [The kdb command” on page 5|

The following sections outline how to invoke the KDB kernel debugger and kdb command:
+ ['Invoking the KDB kernel debugger” on page 2|
+ [Invoking the kdb command” on page 5|

KDB kernel debugger

Although it must be manually enabled by the user prior to use, the KDB kernel debugger is statically
compiled into the AIX kernel and is always loaded. After it is enabled, the KDB kernel debugger can be
manually invoked by the user or automatically invoked by the system in response to some condition (for
example, an unhandled exception in the kernel code). For more information, see [‘Invoking the KDB kernel|
[debugger” on page 2

KDB kernel debugger is always loaded into a special region of pinned memory where the effective address
space equals the real address space. The KDB kernel debugger runs with memory translation turned off.
This allows it to function even if the VMM subsystem is not yet initialized or the critical VMM structures are
corrupted. However, the KDB kernel debugger can perform the same address translations normally
performed by the processor. This allows the user to view data by effective addresses when the processor
has its memory translation turned off.

When the KDB kernel debugger is invoked by a condition, it is the only running program. All other
processes are stopped and processor interrupts are disabled. One of the processors is designated as the
debug processor and that processor runs the KDB kernel debugger. This is usually the processor on which
an unusual activity occurred (for example, an unhandled exception).

© Copyright IBM Corp. 2004, 2005 1



If the KDB kernel debugger is invoked manually by the user, the debug processor is arbitrarily chosen. The
KDB kernel debugger stops all other processors in the system by sending an interprocessor interrupt (IPI)
to each processor. If any of these processors cannot be stopped, the KDB kernel debugger prints a
warning message. For example, if a processor is spinning on a lock with interrupts disabled, it cannot
process the IPI sent by the KDB kernel debugger.

The KDB kernel debugger is mostly self-contained and does not rely on other kernel components such as
the network and video drivers. The KDB kernel debugger runs with its own Machine State Save Area (mst)
and a special stack. This requires that some kernel code be duplicated within KDB kernel debugger.
Duplication allows the developer to debug from almost anywhere within the kernel code. Unless the KDB
kernel debugger is entered through a system halt, processors resume normal operation and interrupts are
re-enabled when the developer exits the KDB kernel debugger.

When it is invoked, the KDB kernel debugger takes control of either the virtual terminal (vterm) on a logical
partitioning system, or a physical RS232 serial port on a non-logical partitioning system. This requires a
Hardware Management Console (HMC) to access the vterm or another system connected to the serial port
on the system being debugged. The KDB kernel debugger requires the connection in order to send
messages to the developer.

The complete list of subcommands available for the KDB kernel debugger and kdb command are included
in [Chapter 7, “Subcommand lists,” on page 29

Invoking the KDB kernel debugger

This topic describes how to load and start the KDB kernel debugger, and what you need to know about
terminal use. For information on how to invoke the kdb command, see [‘Invoking the kdb command” on|

Loading and starting the KDB kernel debugger in AIX 5.1 and subsequent releases
For AIX 5.1 and subsequent releases, the KDB kernel debugger is the standard kernel debugger and is
included in the unix_up and unix_mp kernels, which are in the /usr/lib/boot file.

The KDB kernel debugger must be loaded at boot time. This requires that a boot image be created with
the debugger enabled. To enable the KDB kernel debugger, use either the -/ or -D options of the bosboot
command.

Examples of bosboot commands are as follows:
» To disable the KDB kernel debugger, use the following command:
bosboot -a -d /dev/ipldevice

» To enable the KDB kernel debugger, but not invoke it during system initialization, use the following
command:

bosboot -a -d /dev/ipldevice -D

» To enable the KDB kernel debugger, and invoke it during system initialization, use the following
command:

bosboot -a -d /dev/ipldevice -1

Notes:

1. bosboot commands build boot images using the KDB kernel debugger. The boot image is not used
until the machine is restarted.

2. External interrupts are disabled while the KDB kernel debugger is active.

3. If invoked during system initialization, the g subcommand must be issued to continue the initialization
process.

For more information on the bosboot command, see [AIX 5L Version 5.3 Commands Reference, Volume 1|
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Loading and starting the KDB kernel debugger in AIX 4.3.3

The KDB kernel debugger must be loaded at boot time. This requires that a boot image be created with
the debugger enabled. To enable the KDB kernel debugger, the bosboot command must be invoked with
a KDB kernel specified and options set to enable the KDB kernel debugger. KDB kernels are shipped as
lusr/lib/boot/unix_kdb for uni-processor (UP) systems and /usr/lib/boot/unix_mp_kdb for
Multi-processor (MP) systems. The specific kernel used to create the boot image can be specified using
the -k option of the bosboot command. The KDB kernel debugger must also be enabled using either the
-l or -D options of the bosboot command.

Examples of bosboot commands for a UP system are as follows:
» To disable the KDB kernel debugger, use the following command:
bosboot -a -d /dev/ipldevice -k /usr/1ib/boot/unix_kdb

» To enable the KDB kernel debugger, but not invoke it during system initialization, use the following
command:

bosbhoot -a -d /dev/ipldevice -D -k /usr/1ib/boot/unix_kdb

» To enable the KDB kernel debugger, and invoke it during system initialization, use the following
command:

bosboot -a -d /dev/ipldevice -I -k /usr/1ib/boot/unix_kdb

Notes:

1. For an MP system, the /usr/lib/boot/unix_mp_kdb file is used instead of the /usr/lib/boot/unix_kdb
file.

2. The bosboot commands build boot images using the KDB kernel debugger. The boot image is not
used until the machine is restarted.

3. External interrupts are disabled while the KDB kernel debugger is active.

4. If invoked during system initialization, the g subcommand must be issued to continue the initialization
process.

For more information about the bosboot command, see |AIX 5L Version 5.3 Commands Reference)

The /usr/lib/boot/unix and /unix links are not changed by the bosboot command. However, these links
are used by user commands such as sar and others to read symbol information for the kernel. If these
commands are to be used with a KDB boot image /unix and /usr/1ib/boot/unix must point to the kernel
specified for the bosboot command. This can be done by removing and recreating the links. This must be
done as the root user. For the previous bosboot command examples, typing the following would set up
the links correctly:

1. Type

rm /unix

and press Enter.
2. Type

In -s /usr/1ib/boot/unix_kdb /unix
and press Enter.
3. Type
rm /usr/1ib/boot/unix
and press Enter.
4. Type
In -s /usr/1ib/boot/unix_kdb /usr/1ib/boot/unix
and press Enter.

Chapter 1. KDB kernel debugger and kdo command 3



Similarly, if you chose to stop using a KDB Kernel, the links for /unix and /usr/lib/boot/unix should be
modified to point to the kernel specified to the bosboot command.

Note: /unix is the default kernel used by the bosboot command. If this link is changed to point to a KDB
kernel, after bosboot commands that do not have a kernel specified are run, the commands use
the KDB kernel.

Entering the KDB kernel debugger
Enter the KDB kernel debugger using one of the following procedures:

+ On a tty keyboard, press the Ctrl+4 key sequence for IBM® 3151 terminals or the Ctrl+\ key sequence
for BQ 303, BQ 310C, and WYSE 50 terminals.

* On other keyboards, press the Ctrl+Alt+Numpad4 key sequence.

+ Set a breakpoint using one of the [Chapter 17, “Breakpoint and steps subcommands,” on page 115

+ Call the brkpoint subroutine from the C code. The syntax for calling this subroutine is the following:
brkpoint();

Note: The system enters the debugger if a system halt is caused by a fatal system error. In such a case,
the system creates a log entry in the system log and if the KDB kernel debugger is available, it is
called. A system dump might be generated when you exit from the debugger.

If the kernel debug program is not available when you type in a key sequence, you must load the kernel
debug program.

For more information about loading the kernel debug program, see [‘Loading and starting the KDB kernell
debugger in AIX 4.3.3” on page 3| or[‘Loading and starting the KDB kernel debugger in AIX 5.1 and|
subsequent releases” on page 2|

You can use the kdb command with the dw subcommand to determine whether the KDB kernel debugger
is available by typing the following:

# kdb

(0)> dw kdb_avail

(0)> dw kdb_wanted

Note: If either of the previous dw subcommands returns a 0, the KDB kernel debugger is not available.

After the KDB kernel debugger is invoked, the subcommands detailed in [Chapter 7, “Subcommand lists,’|

are available.
Using a terminal with the KDB kernel debugger

Note: If you are using the Hardware Management Console, KDB kernel debugger can be accessed using
a virtual terminal. For more information, see the Hardware Management Console Installation and
Operations Guide (SA38 — 0590).

The KDB kernel debugger opens an asynchronous ASCII terminal when it is first started, and subsequently
upon being started due to a system halt. Native serial ports are checked sequentially, starting with port O
(zero). Each port is configured at 9600 bps, 8 bits, and no parity. If carrier detect is asserted within 1/10 of
a second, the port is used. Otherwise, the next available native port is checked. This process continues
until a port is opened or until every native port available on the machine is checked. If no native serial port
is opened successfully, the result is unpredictable.

The KDB kernel debugger only supports display to an ASCII terminal connected to a native serial port.

Displays connected to graphics adapters are not supported. The KDB kernel debugger uses its own device
driver for handling the display terminal. It is possible to connect a serial line between two machines and
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define the serial line port as the port for the console. In that case, the cu command can be used to
connect to the target machine and run the KDB kernel debugger.

Note: If a serial device, other than a terminal connected to a native serial port, is selected by the kernel
debugger, the system might appear to hang.

The kdb command

The kdb command can be used for analyzing the following:
* A running system.

When used to analyze a running system, the kdb command opens the /dev/pmem special file, which
allows direct access to the system’s physical memory and bypasses the normal address translation
mechanism of the processor. The kdb command performs its own address translation internally using
the same algorithms as the KDB kernel debugger. This allows the user to view data by effective
address.

Note: Only the root user can use the kdb command to analyze a running system.
* A system dump file produced by a previously crashed-system.

When a system crashes, the system dump image is created with memory translation turned on. As a
result, any physical memory not mapped to the effective address space at the time of the dump cannot
be included in the dump file. Only the memory belonging to the process that was running on the
processor that created the dump image can be included in the dump file. Because all addresses within
the system dump are already effective addresses, the kdb command does not perform its internal
address translation.

A system dump contains certain critical data structures. A system dump does not contain the entire
effective address space. The kdb command might not be able to view certain memory regions. If
someone attempts to access a memory address not included in the dump, the kdb command prints a
warning message.

Note: The cdt subcommand or the -v command-line option can be used to determine exactly which
regions of the effective address space are included in the system image. For more information
about the CDT subcommand, see [‘cdt subcommand” on page 384.| For more information about
the -v command line option, see|Appendix A, “kdb Command,” on page 429

The kdb command contains a subset of the subcommands found in the KDB kernel debugger.
Subcommands for setting breakpoints and single-stepping through code are not available in the kdb
command. Because the kdb command is implemented as an ordinary user-space program, it has no
control over the processors in a system. Similarly, any subcommands that directly access hardware (for
example, the PCI subcommands) are not available. When you work with a system dump, any
subcommands that modify memory are not valid because the system dump is merely a snapshot of the
real memory in a system.

The complete list of subcommands available for the KDB kernel debugger and kdb command are included
in [Chapter 7, “Subcommand lists,” on page 29

Invoking the kdb command

This topic describes how to configure a processor for system dumps, obtain and verify a system dump,
and run the kdb command. To analyze a running system, the kdb command is simply invoked from the
UNIX® shell prompt without any command line arguments.

Note: Because the kdb command makes use of the /dev/pmem special file when analyzing a running
system, only the root user can invoke the command in this manner.
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A side effect of analyzing the running system with the kdb command is that the currently running process
as displayed with the p * subcommand, often appears to be the kdb command itself. This occurs because
the kdb command can only read the /dev/pmem special file when it is the current process on one of the
processors in the system.

When you are analyzing a system dump file, the kdb command must be started with command line
arguments that specify the location of the dump files and the kernel files as shown in the following
example:

# kdb /var/adm/ras/vmcore.0 /unix

The kernel file is used by the kdb command to resolve symbol names from the dump file. It is imperative
that the kernel file specified on the command line is the kernel file that was running at the time the system
dump was created.

For more information about creating system dumps, see [System Dump Facility|in AIX 5L Version 5.3
Kernel Extensions and Device Support Programming Concepts.

For more information about invoking the KDB kernel debugger, see ['Invoking the KDB kernel debugger” on|
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Chapter 2. The debugger prompt

All work in the KDB kernel debugger and the kdb command is performed at the debugger prompt. On a
uniprocessor system, the KDB kernel debugger prompt is KDB(0)> and the kdb command prompt is (0)>.
When you are debugging a multiprocessor system, the number enclosed in parentheses indicates the
processor that is being debugged. Many subcommands, such as those that display or modify registers,
apply only to the current processor.

As shown in the following example, the cpu subcommand can be used to change the current processor:

(0)> dr r1

rl : 2FF3B338 2FF3B338
(0)> cpu 1

(1)> dr r1

rl : 2FF3AA20  2FF3AA20
(1)>

Many subcommands can produce a large amount of output. To keep the output from scrolling off the
screen, the debugger implements a pager which displays a more (*C to quit) ? prompt after each full
screen of data. When you see the prompt, you can do one of the following:

* Press the space bar to view the next line of output.
* Press the Enter key to view the next page of output.
* Press Ctrl+C to abort the current subcommand and return to the main debugger prompt.

The pager is controlled with the set subcommand using the screen_size and scroll options. For more
information, see the [‘set subcommand” on page 44

Online help

The help subcommand can be typed at any time to display a list of all available subcommands and a
one-line description of each of the subcommands. Many subcommands also allow a -? parameter that
displays a more detailed description of that subcommand. For example, to see a list of display context
subcommands, type the following at the command prompt:

help display context

The following results are displayed:
CMD ALIAS  ALIAS FUNCTION ARG

**%% display context information x**

pnda Display pnd area [*][-a] [cpunb/symb/eaddr]
ppda Display ppd area [*/cpunb/symb/eaddr]

mst Display mst area [sTot] [[-a] symb/eaddr]
lastbackt Display lastbackt cpu number

p proc Display proc table [*/sTot/symb/eaddr]

th thread Display thread table [*/sTot/symb/eaddr/-w ?]
ttid th_tid Display thread tid [tid]

tpid th_pid Display thread pid [pid]

rq rung Display run queues [bucket/symb/eaddr]

rqi rqa Display RQ Info

sq sTeepq Display sleep queues [bucket/symb/eaddr]

1q lockq Display lock queues [bucket/symb/eaddr]

u user Display u_area [-?][sTot/symb/eaddr]

cr crid Display crid table [*/s1ot/symb/eaddr]
chkfile Display chkfile structure eaddr

svmon Process based paging space and mem usage [-?]

For example, to see a list of parameters for the p subcommand and a brief description of what the
parameter does, type the following at the command prompt:
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p -?

The following results are displayed:

PROC
PROC
PROC
PROC
PROC
PROC
PROC
PROC
PROC
(0)>

USAGE:'p ?' print usage
USAGE: 'p' print current process
USAGE: 'p *' print process table

USAGE:
USAGE:
USAGE :
USAGE :
USAGE :
USAGE :

-' print all processes in none/zombie state in long format
<slot>' print process in <slot>

<address>' print process at <address>

<symbol>' print process matching <symbol>

-s <proc state>'sort processes by state

-n <substring>'sort processes by name

For an alphabetic list of the subcommands, see [Chapter 7, “Subcommand lists,” on page 29|Because the
-? parameter is available with most subcommands, this parameter is not included in the detailed
subcommand descriptions found in this book.

Registers

Register values can be referenced by the KDB kernel debugger and the kdb command. Register values
can be used in subcommands by preceding the register name with an at sign (@). This character is also
used to dereference addresses as described in [‘Expressions” on page 10. Registers that can be
referenced include the following:

Register Description

asr Address space register

cr Condition register

ctr Count register

dar Data address register

dec Decrementer

dsisr Data storage interrupt status register
fpO-fp31 Floating point registers 0 through 31
fpscr Floating point status and control register
iar Instruction address register

Ir Link register

mq Multiply quotient

msr Machine State register

r0-r31 General Purpose Registers 0 through 31
rtcl Real Time clock (nanoseconds)

rtcu Real Time clock (seconds)

s0-s15 Segment registers

sdr0 Storage description register 0

sdr1 Storage description register 1

srr0 Machine status save/restore 0

srri Machine status save/restore 1

tbl Time base register, lower

tbu Time base register, upper

tid Transaction register (fixed point)
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Register

Description

xer

Exception register (fixed point)

Other special purpose registers that can be referenced, if they are supported on the hardware, include the
following:

sprg0
sprg1
sprg2
sprg3
pir
fpecr
ear
pvr
hid0
hid1
iabr
dmiss
imiss
decmp
icmp
hash1
hash2
rpa
buscsr
[2cr
[2sr
mmcrO
mmcri
pmc1
pmc2
pmc3
pmc4
pmc5
pmc6
pmc7
pmc8
sia
sda
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Expressions

The KDB kernel debugger and kdb command can parse a limited set of expressions. Expressions can
only contain symbols, hexadecimal constants, references to register or memory locations, and operators.
Supported operators include the following:

Operator Definition

+ Addition

- Subtraction

* Multiplication

/ Division

% Modulo

A Exponentiation

() Parenthesis (order of operations)
@ Dereferencing

The dereference operator does the following:

* Indicates that the value at the location indicated by the next operand is to be used in the calculation of
the expression.
For example, @8f000 indicates that the value at address 0x0000f000 should be used in evaluation of the
expression.

» Allows access to the contents of a register.
For example, @rl references the contents of general purpose register 1. Recursive dereferencing is
allowed. As an example, @@rl references the value at the address pointed to by the value at the
address contained in general purpose register 1.

The + and - operators have equal precedence. Likewise, the * / % and ~ operators have equal precedence
with each other. Multiple operators with the same precedence are always evaluated from left to right in an
expression. The following are examples:

Valid Expressions Results

dw @rl Displays data at the location pointed to by r1.

dw @erl Displays data at the location pointed to by value at location pointed to by r1.

dw open Displays data at the address beginning of the open routine.

dw open+12 Displays data twelve bytes past the beginning of the open routine.

Invalid Expressions Problem

dw rl Must include the at sign (@) to reference the contents of r1, If a symbol r1
existed, this would be valid.

User-defined variables

Both the KDB kernel debugger and the kdb command allow for user-defined variables. These variables
can be used to provide a custom name for a memory address or an alias for a commonly used
subcommand. After a user-defined variable is created, every occurrence of that variable in a subcommand
is automatically replaced with the value assigned to the variable.
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Variable substitution occurs before any other parsing of the subcommand. This allows a single variable to
expand into multiple subcommand arguments. The varset, varrm, and varlist subcommands are used
respectively for assigning, removing, and listing user-defined variables. The following is an example of how
user-defined variables are used:

KDB(0)> varset myvar kdb_avail

KDB(0)> dw myvar

<<dw kdb_avail>>

kdb_avail+000000: 00000001 00000000 0800004C 00001C43 ........... L...C

KDB(0)> varset myvar kdb_avail 1

KDB(0)> dw myvar

<<dw kdb_avail 1>>

kdb_avail+000000: 00000001

KDB(0)>

Any time a user variable expansion takes place at the debugger prompt, the expanded command line is
printed between the << and >> marks.

Command line editing

Command line editing at the KDB(0)> or (0)> debugger prompt is supported and includes a history of
recent commands. In addition, the command line supports several emacs and vi key bindings for editing
text.

The set subcommand can be used to select the edit mode. The edit mode determines the set of key
bindings that is currently active.

Regardless of which editing mode is used, the Ctrl+S and the Ctrl+Q key sequences are always available.
The Ctrl+S key sequence pauses the debugger’s output to the screen and the Ctrl+Q key sequence
causes the output to continue to resume the screen display.

The emacs or gmacs editing mode
If the emacs or gmacs mode is active, the following key bindings are supported:

Key Sequence Associated Action

Ctrl+F Move the cursor one character forward.

Ctrl+B Move the cursor one character backward.

Ctrl+A Move the cursor to the beginning of the command line.

Ctrl+E Move the cursor to the end of the command line.

Ctrl+P Display the previous command in the history buffer.

Ctrl+N Display the next command in the history buffer.

Ctrl+D Delete the character at the cursor position.

Ctrl+U Delete the entire command line.

Ctrl+T In emacs mode, transpose the current and previous characters. In gmacs mode, transpose
the previous two characters.

In addition the emacs and gmacs modes, allow a repeat count to be used with several of the above key
sequences. If the Esc key is pressed followed by one or more numbers, and finally one of the above Cirl
key sequences is pressed, then the numbers following the Esc key are interpreted as a repeat count for
the final Ctrl key sequence.
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The vi editing mode

When the vi edit mode is active, the command prompt can be in either the vi text-input mode or the vi
command mode. The command line starts in text-input mode where all typed characters become part of
the text on the command line. Pressing the Esc key while in text-input mode switches your screen to the
vi command mode. In the command mode, the debugger recognizes the following standard vi
subcommands:]wWeEth|A$thT;,k-j+G?/nN.a1’AsSR”ICDxXpP
Yrydcuand U

Note: Any vi subcommands that begin with a colon are not supported.

For more information about vi subcommands, see [vi subcommands|in AIX 5L Version 5.3 Commands
Reference, Volume 6.

Multiprocessor systems

On multiprocessor systems, entering the KDB kernel debugger stops all processors except the current
processor running the debug program itself. On multiprocessor systems, the number in parentheses that is
part of the prompt indicates the current processor. For example:

» For the following prompt, KDB(0)>, the number 0 is contained in parentheses and is the current
processor.

» For the following prompt, KDB(5)>, the number 5 is contained in parentheses and is the current
processor.

In addition to the change in the prompt for multiprocessor systems, there are also subcommands that are
unique to these systems. For more information about the subcommands that can be used on
multiprocessor systems, see [Chapter 7, “Subcommand lists,” on page 29| The subcommands that are
unique to multiprocessors are identified in the usage column.
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Chapter 3. Viewing and modifying global data

Note: The demo and demokext programs are used in the examples in this section. The demokext _j
variable, which is exported is used in the examples.

Global data can be accessed using several methods:

+ [‘Method 1: Using the symbol name”| demonstrates the simplest method of accessing global data. This is
the primary method of accessing global data when using the KDB kernel debugger. The other methods
are described to show alternatives and to allow the use of additional KDB subcommands in examples.

+ [‘Method 2: Using the TOC and map file” on page 14| demonstrates accessing global data using the TOC
and the map file. This method requires that the system is stopped in the KDB kernel debugger within a
procedure of the kernel extension to be debugged. The address of the data for the demokext_j variable
is calculated.

+ [‘Method 3: Using the map file” on page 15|demonstrates a way to access global data using the map
file, but without using the TOC. The address of the data for the demokext_j variable is calculated.

Before using any of the following examples, see [‘Loading the kernel extension” on page 431

Method 1: Using the symbol name

Global variables within the KDB kernel debugger can be accessed directly by name. For example, the dw
subcommand can be used to display the value of the demokext_j variable. If the demokext_j variable is an
array, a specific value can be viewed by adding the appropriate offset (for example, dw demokext j+20).
Access to individual elements of a structure is accomplished by adding the proper offset to the base
address for the variable.

Note: The default prompt is KDB(0)>.

To view and modify global variables using the symbol name, do the following:
1. Display a word at the address of the demokext_j variable with the following command:

dw demokext j

Because the kernel extension was just loaded, this variable should have a value of 99 and the KDB
kernel debugger should display that value. The data displayed should be similar to the following:

demokext_j+000000: 00000063 01304040 01304754 00000000 ...c.0@@.0GT....
2. Turn off symbolic name translation by typing the following:
ns
3. To display the word at the address of the demokext _j variable, type the following:

dw demokext j

With symbolic name translation turned off, the data displayed should be similar to the following:
01304744: 00000063 01304040 01304754 00000000 ...c.0@@.0GT....

4. Turn symbolic name translation on by typing the following:
ns

5. Modify the word at the address of the demokext_j variable by typing the following:

mw demokext j

The KDB kernel debugger displays the current value of the word and waits for user input to change the
value. The data displayed should be similar to the following:

01304744: 00000063 =
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Type a new value and press Enter. After a new value is entered, the next word of memory is displayed
for possible modification. To end memory modification type a period (.) and press Enter. Type a value
of 64 (100 decimal) for the first address, type a period and press Enter to end modification.

Method 2: Using the TOC and map file

Before you can locate the address of global data using the address of the TOC and the map file, the
system must be stopped in the KDB kernel debugger within a routine of the kernel extension you want to
debug. To do this, set a breakpoint within the kernel extension. For more information about setting a
breakpoint, see [Chapter 5, “Setting breakpoints,” on page 21

When the KDB kernel debugger is invoked, general purpose register number 2 points to the address of the
TOC. From the map file, the offset from the start of the table of contents (TOC) to the desired TOC entry
can be calculated. Knowing this offset, and knowing the address at which the TOC starts, allows the
address of the TOC entry for the desired global variable to be calculated. Then, the address of the TOC
entry for the desired variable can be examined to determine the address of the data.

For example, assume that the KDB kernel debugger was invoked because of a breakpoint at line 67 of the
demokext routine, and that the value for general purpose register number 2 is 0x01304754.

To find the address of the demokext_j variable, complete the following:

1. Calculate the offset from the beginning of the TOC to the TOC entry for the demokext_j variable. From
the map file, the TOC starts at 0x0000010C and the TOC entry for the demokext_j variable is at
0x00000114. Therefore, the offset from the beginning of the TOC to the entry of interest is:

0x00000114 - 0x0000010C = 0x00000008

2. Calculate the address of the TOC entry for the demokext_j variable. This is the current value of
general purpose register 2 plus the offset calculated in the preceding step. The calculation is as
follows:

0x01304754 + 0x00000008 = 0x0130475C
3. Display the data at 0x0130475C. The data displayed is the address of the data for demokext_j.

To view and modify global data, do the following:
1. At the KDB(0) prompt, set a break at line 67 of the demokext routine by typing the following:
b demokext+e0

Note: Breaking at this location ensures that the KDB kernel debugger is invoked while within the
demokext routines.

2. Obtain the value of General Purpose Register 2. You need that to determine the address of the TOC.
3. Exit the KDB kernel debugger by typing g on the command line.

4. Bring the demo program to the foreground and choose a selection. Choosing a selection causes the
demokext routine to be called for configuration. Because a break was set, this causes the KDB
kernel debugger to be invoked.

Note: The prompt changes to a dollar sign ($).
5. Bring the demo program to the foreground by typing the following:
fg

Note: The prompt changes to ./demo.

6. Enter a value of 1 to select the option to increment the counters within the demokext kernel
extension. This causes a break at line 67 of the demokext kernel extension and the prompt changes
to KDB(0).

7. Display the general purpose registers by typing the following:
dr
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10.

11.

12.

13.

The data displayed should be similar to the following:

r0 : 0130411C rl1 : 2FF3B210 r2 : 01304754 r3 : 01304744 r4 : 0047B180
r5 : 0047B230 r6 : 000005FB r7 : 00ODD30O0 r8 : 000005FB r9 : 0OODD300
rl0 : 00000000 rll : 00000000 rl2 : 013042F4 r13 : DEADBEEF rl14 : 00000001
rl5 : 2FF22D80 rl16 : 2FF22D88 rl17 : 00000000 r18 : DEADBEEF rl19 : DEADBEEF
r20 : DEADBEEF r21 : DEADBEEF r22 : DEADBEEF r23 : DEADBEEF r24 : 2FF3B6EO
r25 : 2FF3B400 r26 : 10000574 r27 : 22222484 28 : E3001E30 r29 : E6001800
r30 : 01304744 r31 : 01304648

Using the map, the offset to the TOC entry for the demokext_j variable from the start of the TOC was
0x00000008. Adding this offset to the value displayed for r2 indicates that the TOC entry of interest is
at: 0x0130475C.

Note: The KDB kernel debugger can be used to perform the addition. In this case, the subcommand
to use is hecal @r2+8. For more information about the heal subcommand, see [‘hcal and dcal
lsubcommands” on page 70

Display the TOC entry for the demokext_j variable by typing the following:
dw 0130475C

This entry contains the address of the data for the demokext_j variable. The data displayed should be
similar to the following:

TOC+000008: 01304744 000BCB34 00242E94 001E0518 .0GD...4.§......

The value for the first word displayed is the address of the data for the demokext_j variable.
Display the data for the demokext_j variable by typing the following:
dw 01304744

The displayed data should indicate that the value for the demokext j variable is still 0x0000064. This
was set earlier because the breakpoint set was in the demokext routine prior to incrementing the
demokext_j variable. The data displayed should be similar to the following:

demokext_j+000000: 00000064 01304040 01304754 00000000 ...d.0@@.0GT....
Clear all breakpoints with the following command:

ca

Exit the kernel debugger by typing g on the command line.

Note: When you exit, the demo program is in the foreground and a prompt for the next option is
displayed. The kernel extension is going to run and increment the demokext_j variable. Next
time it should have a value of 0x00000065.

Type the Ctrl+Z key sequence to stop the demo program. At this point, the prompt changes to a
dollar sign ($).

Place the demo program in the background by typing the following:
bg

Method 3: Using the map file

Unlike the procedure outlined in [‘Method 2: Using the TOC and map file” on page 14 this method can be
used at any time. This method requires the map file and the address at which the kernel extension was
loaded.

Note: Because this method depends on how a kernel extension is loaded, this method might quit working

if the procedure for loading a kernel extension is changed.

This method relies on the assumption that the address of a global variable can be found by using the
following formula:
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Addr of variable = Addr of the last function before the variable in the map +
Length of the function +
0ffset of the variable

The following is a part of the map file for the demokext kernel extension:

20 000005B8 000028 2 GL SD S17  <.fp_write> glink.s(/usr/1ib/glink.o)
21 000005B8 GL LD S18 .fp_write

22 000005E0 000028 2 GL SD S19  <.fp_open> glink.s(/usr/1ib/glink.o)
23 000005E0 GL LD S20  .fp_open

24 00000000 0000F9 3 RW SD S21 < $STATIC> demokext.c(demokext.o)

25 E 000000FC 000004 2 RW SD S22  demokext_ j demokext.c(demokext.o)

26 * 00000100 00000C 2 DS SD S23  demokext demokext.c(demokext.o)

27 0000010C 000000 2 TO SD S24  <TOC>

28 0000010C 000004 2 TC SD S25 < $STATIC>

29 00000110 000004 2 TC SD S26  <_system _configuration>

The last function in the .text section is at lines 22 and 23. The offset of this function from the map is
0x000005E0 (line 22, column 2). The length of the function is 0x000028 (Line 22, column 3). The offset of
the demokext_j variable is 0x000000FC (line 25, column 2). So the offset from the load point value to the
demokext_j variable is:

0x000005E0 + 0x000028 + 0xO000000FC = 0x00000704

Adding this offset to the load point value of the demokext kernel extension provides the address of the
data for the demokext_j variable. Assuming a load point value of 0x01304040, this indicates that the data
for the demokext_j variable is located at:

0x01304040 + 0x00000704 = 0x01304744

To view global data, complete the following:

1. Activate KDB kernel debugger. Use the appropriate key sequence for your configuration. When this
step is complete, you should see a KDB prompt.

2. Display the data for the demokext_j variable by typing the following:
dw demokext+704

The 704 value is calculated from the map using the procedure listed above. This offset is then added
to the load point of the demokext routine. The value for the demokext_j variable should now be
0x00000065. The data displayed should be similar to the following:

demokext_j+000000: 00000065 01304040 01304754 00000000 ...e.00@.0GT....

Note: There are numerous ways to find this address. For other methods, see [Chapter 5, “Setting|
loreakpoints,” on page 21|

3. Exit the KDB kernel debugger by typing g on the command line and pressing Enter. The prompt
changes to a dollar sign ($).

4. Bring the demo program to the foreground by typingfg and pressing Enter. The prompt changes to
./demo.

5. Type 0 and press Enter to unload the demokext kernel extension and exit.
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Chapter 4. Viewing stack traces

This topic describes:
+ [‘Stack frame format’|
« [‘Verbose stack output” on page 19|

Note: The examples in this topic assume that the current process is the demonstration program that
called the demokext kernel extension because there was a breakpoint set.

Stack frame format

To learn how to view and manipulate stack frame formats, perform the following steps:
1. Load the demokext kernel extension program. For directions, see [‘Loading the kernel extension” on

2. Display the stack for the current process, by typing stack and pressing Enter.

The stack trace back displays the routines called and traces back through system calls. The
displayed data should be similar to the following:

thread+001800 STACK:

[013042C0]write_T1og+00001C (10002040, 2FF3B258, 2FF3B2BC)
[013040B0] demokext+000070 (00000001, 2FF3B338)
[001E3BF4]config_kmod+0000FO (??, ??, ??)

[001E3FA8] sysconfig+000140 (??, ??, ??)

[000039D8] .sys_cal1+000000 ()

[10000570]main+000280 (??, ??)

[10000188] _start+000088 ()

3. To step forward four instructions, type s 4 and press Enter.
4. Reexamine the stack by typing stack and pressing Enter.
It should now include the strlen call and should look similar to the following:

thread+001800 STACK:

[01304500] str1en+000000 ()

[013042CCIwrite_10g+000028 (10002040, 2FF3B258, 2FF3B2BC)
[013040B0] demokext+000070 (00000001, 2FF3B338)
[001E3BF4]config_kmod+0000FO (??, ??, ??)

[001E3FA8] sysconfig+000140 (??, ??, ??)

[000039D8] .sys_cal1+000000 ()

[10000570]main+000280 (??7, ?7)

[10000188] __start+000088 ()

5. If you do not see the strlen function call, continue stepping until it is displayed.

6. Toggle the KDB kernel debugger option to display the top 64 bytes for each stack frame by typing set
display_stack frames and pressing Enter.

7. Display the stack again with the display_stack_frames option turned on by typing stack and
pressing Enter.
The output should be similar to the following:

thread+001800 STACK:
[01304510]str1en+000000 ()

2FF3B1CO: 2FF3 B210 2FF3 B380 0130 4364 0000 0000 /.../....0Cd....
2FF3B1D0O: 2FF3 B230 0130 4754 0023 AD5C 2222 2082 /..0.0GT.#.\"" .
2FF3B1EO: 0012 0000 2FF3 B400 0000 0480 0000 510C ..../......... Q.
2FF3B1FO: 2FF3 B260 4A22 2860 001D CEC8 0000 153C /.. J3"(T....... <

2FF3B210: 2FF3 B2EO 0000 0003 0130 40B4 0000 0000 /........ 0e.....
2FF3B220: 0000 0000 2FF3 B380 1000 2040 2FF3 B258 ..../..... e/..X
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2FF3B230: 2FF3 B2BC 0000 0000 001E 5968 0000 0000 /......... Yh....
2FF3B240: 0000 0000 0027 83E8 0048 5358 007F FFFF ..... "LLUHSXL ...

2FF3B2EQ: 2FF3 B370 2233 4484 001E 3BF8 0000 0000 /..p"3D...;.....
2FF3B2F0: 0000 0000 0027 83E8 0000 0001 2FF3 B338 ..... el /..8
2FF3B300: E300 1E30 0000 0020 2FF1 F9F8 2FF1 F9FC ...0... /.../...
2FF3B310: 8000 0000 0000 0001 2FF1 F780 0000 3D20 ........ [ooun. =

[001E3BF4]config_kmod+0000FO (??, ??, ??)

2FF3B370: 2FF3 B3CO 0027 83E8 00lE 3FAC 2FF2 2FF8 /....'....7././.
2FF3B380: 0000 0002 2FF3 B400 FO14 8912 0000 OFFE ..../...........
2FF3B390: 2FF3 B383 0000 153C 0000 0001 2000 7758 /...... <iooooowX
2FF3B3A0: 0000 0000 0000 09B4 0000 OFFE 0000 0000  ................

2FF3B3C0O: 2FF2 1AAO 0002 DOBO 0000 39DC 2222 2022 /......... g.nm
2FF3B3D0: 0000 3E7C 0000 0000 2000 9CF8 2000 9008  ..>|.... ... ...
2FF3B3ED: 2000 A1D8 0000 0000 0000 0000 0000 6O  ...............
2FF3B3F0: 0000 0000 0024 FA90 0000 0000 0000 0000  ..... L

2FF21AAQ: 2FF2 2D30 0000 0000 1000 0574 0000 0000 /.-0....... to...
2FF21ABO: 0000 0000 2000 0B14 2000 O8AC 2FF2 1AEO .... ... ... /...
2FF21ACO: 0000 OOOE FO14 992D 6F69 6365 3A20 0000 ....... -oice: ..
2FF21ADO: FFFF FFFF D012 D1CO 0000 0000 0000 0000 ................

2FF22D30: 0000 0000 0000 0000 1000 018C 0000 0000  ......covvun..n.
2FF22D40: 0000 0000 0000 0000 0000 0000 0000 0000  .......ccvnn....
2FF22D50: 0000 0000 0000 0000 0000 OOOO 0000 00  ........cov.....
2FF22D60: 0000 0000 0000 0000 0000 0000 0000 0000  ......covvvnn....

[10000188] start+000088 ()

The displayed data can be interpreted using the diagram displayed in the [Subroutine Linkage]
section of the Assembler Language Reference book.

8. Toggle the display_stack_frames option off by typing set display stack frames and pressing Enter.

9. Toggle the KDB kernel debugger option to display the registers saved in each stack frame by typing
set display_stacked_regs and pressing Enter.

10. Display the stack again with the display_stacked_regs option activated by typing stack and pressing
Enter.

The display should be similar to the following:

thread+001800 STACK:
[01304510] str1en+000010 ()
[013042CC]write_1og+000028 (10002040, 2FF3B258, 2FF3B2BC)
r30 : 00000000 r31 : 01304648
[013040B0] demokext+000070 (00000001, 2FF3B338)
r30 : 00000000 r31 : 00000000
[001E3BF4]config_kmod+0000FO (??, ??, ?7?)
r30 : 00000005 r31 : 2FF21AF8
[001E3FA8] sysconfig+000140 (??, ??7, ?7)
r30 : 04DAEOOO r31 : 00000000
[000039D8] .sys_cal1+000000 ()
[10000570]main+000280 (??, ??)
r25 : DEADBEEF r26 : DEADBEEF r27 : DEADBEEF r28 : DEADBEEF r29 : DEADBEEF
r30 : DEADBEEF r31 : DEADBEEF
[10000188] start+000088 ()

11. Toggle the display_stacked_regs option off by typing set display_stacked regs and pressing Enter.
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Verbose stack output

To see more information about stack outputs, do the following:
1. Display the stack in raw format by typing dw @rl 90 and pressing Enter:

Note: The address for the stack is in general purpose register 1. The address can be obtained from
the output when the display_stack_frames option is set.

This subcommand displays 0x90 words of the stack in hexadecimal and ASCII. The output should be

similar to the following:

2FF3B1CO: 2FF3B210 2FF3B380 01304364 00000000 /.../....0Cd....
2FF3B1DO: 2FF3B230 01304754 0023AD5C 22222082 /..0.0GT.#.\"" .
2FF3B1EOQ: 00120000 2FF3B400 00000480 0000510C ..../......... Q.
2FF3B1FO: 2FF3B260 4A222860 001DCEC8 0000153C /..7Jd"("....... <
2FF3B200: 00000000 00000000 00000000 01304648 ............. OFH
2FF3B210: 2FF3B2EQ 00000003 013040B4 00000000 /........ oe.....
2FF3B220: 00000000 2FF3B380 10002040 2FF3B258 ..../..... e/..X
2FF3B230: 2FF3B2BC 00000000 001E5968 00000000 /......... Yh....
2FF3B240: 00000000 002783E8 00485358 O007FFFFF ..... 'LLOUHSX. L.
2FF3B250: 10002040 00000000 64656D6F 6B657874 .. @....demokext
2FF3B260: 20776173 2063616C 6C656420 666F7220 was called for

2FF3B270: 636F6E66 69677572 6174696F 6E0A0000 configuration...
2FF3B280: 00000000 00000000 00001000 2FF3B390 ............ /...
2FF3B290: 2FF3B2EQ 00040003 0O1CE9EC 314C0000 /........... 1L..
2FF3B2A0: 2FF3B2EO 002783E8 2FF3B338 00000000 /....'../..8....
2FF3B2B0: 00000000 2E746578 74000000 10000100 ..... text.......
2FF3B2CO: 10000100 00000710 00000100 00000000 ........ccuve....
2FF3B2D0: 00000000 2FF3B380 00000000 00000000 ..../...........
2FF3B2EQ: 2FF3B370 22334484 001E3BF8 00000000 /..p"3D...;.....
2FF3B2F0: 00000000 002783E8 00000001 2FF3B338 ..... e /..8
2FF3B300: E3001E30 00000020 2FF1F9F8 2FF1F9FC ...0... /.../...
2FF3B310: 80000000 00000001 2FF1F780 00003D20 ........ [ooun. =

2FF3B320: 2FF21AE8 00000010 01304748 00000001 /........ OGH. ...
2FF3B330: 2FF21AE8 00000010 2FF3B320 FFFFFFFF /....... [oo oun.
2FF3B340: 00000001 00000000 00000000 00000000 ......cvvveeen..
2FF3B350: 00000010 00001CO8 00000000 0OOOOOO0 .........ccv.....
2FF3B360: 00000031 82222824 00000005 2FF21AF8 ...1."($..../...

2FF3B370: 2FF3B3CO 002783E8 OOLE3FAC 2FF22FF8 /....'....?././.
2FF3B380: 00000002 2FF3B400 FO148912 00000FFE ..../...........
2FF3B390: 2FF3B3838 0000153C 00000001 20007758 /...... <ioo.oowX

2FF3B3A0: 00000000 000009B4 OOOOOFFE 00000000 ...........o.....
2FF3B3B0: 00000010 E6001800 O4DAEOOO 00000000 .........cco.n..
2FF3B3C0O: 2FF21AA0 0002DOBO 000039DC 22222022 /......... g.,'m "
2FF3B3D0: 00003E7C 00000000 20009CF8 20009D08 ..>|.... ... ...
2FF3B3EO: 2000A1D8 00000000 00000000 00000000  ......cvven....
2FF3B3F0: 00000000 0024FA90 00000000 00000000 ..... £

The displayed data can be interpreted using the diagram displayed in the [Subroutine Linkage]
section of the Assembler Language Reference book.

2. Clear all breakpoints by typing the following:
Ca

3. Exit the kernel debugger by typing g on the command line. Upon exiting the debugger, the prompt from
the demo program is displayed. The default prompt is ./demo.

4. Enter a choice of 0 to unload the kernel extension and quit the KDB kernel debugger.
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Chapter 5. Setting breakpoints

The KDB kernel debugger creates a table of breakpoints that it maintains. When a breakpoint is set, the
debugger temporarily replaces the corresponding instruction with the trap instruction. The instruction
overlaid by the breakpoint operates when you issue any subcommand that would cause that instruction to
be initiated.

For more information on setting or clearing breakpoints, see [Chapter 17, “Breakpoint and steps|
[subcommands,” on page 115

Setting a breakpoint is essential for debugging kernel extensions. The general steps for setting a
breakpoint are the following:

1. Locate the assembler instruction corresponding to the C statement of the kernel system that you are
debugging.

The process of locating the assembler instruction and obtaining its offset is explained in [Chapter 3,
[‘Viewing and modifying global data,” on page 13

Get the offset of the assembler instruction from the listing.

Locate the address where the kernel extension is loaded.

Add the address of the assembler instruction to the address where kernel extension is loaded.
Set the breakpoint with the KDB b (break) subcommand.

o~ e

Note: To continue with the demokext example, set a break at the C source line 67, which increments the
demokext_j variable. The list file indicates that this line starts at an offset of OxEO.

The specific steps for setting a breakpoint are included in the following methods:
* [‘Method 1: Using the lke subcommand’]

+ [‘Method 2: Using the nm subcommand” on page 22|

+ [‘Method 3: Using the kmid pointer” on page 23|

+ [‘Method 4: Using the devsw subcommand” on page 23

Method 1: Using the ke subcommand

The KDB lke subcommand displays a list of loaded kernel extensions. To find the address of the modules
for a particular extension use the KDB subcommand lke entry_number, where entry_number is the
extension number of interest. A list of Process Trace Backs that shows the beginning addresses of
routines contained in the extension is in the displayed data.

Note: The default prompt is KDB(0)>.

1. Determine the address where the kernel extension is loaded. For information about how to do this, see
[Chapter 3, “Viewing and modifying global data,” on page 13|

2. List all loaded extensions by typing lke on the command line.
The results should be similar to the following:
ADDRESS FILE FILESIZE  FLAGS MODULE NAME

04E17F80 01303F00 000007FO 00000272 ./demokext

04E17E80 0503A000 00OOOEB8 00000248 /unix

04E17C00 04FA3000 00071B34 00000272 /usr/lib/drivers/nfs.ext
04E17A80 05021000 0OOOOE88 00000248 /unix

04E17800 01303B98 00000348 00000272 /usr/lib/drivers/nfs_kdes.ext
04E17B80 04F96000 0000OE34 00000248 /unix

04E17500 01301A10 0000217C 00000272 /etc/drivers/blockset64

NOoO O WwWwN
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Enter the Ctrl+C key sequence to exit the KDB kernel debugger paging function. Pressing Enter
displays the next page of data. Pressing the Spacebar displays the next line of data. The number of
lines per page can be changed by typing set screen_size nn on the command line where nn is the

number of lines per page.
3. List detailed information about the extension of interest.

The parameter to the ke subcommand is the slot number for the ./demokext entry from the previous

step. To display information for slot 1, type the following on the command line:

Tke 1

The output from this command is similar to:

ADDRESS

FILE FIL

ESIZE

1 04E17F80 01303F00 000007F0 00000272

FLAGS MODULE NAME

. /demokext

le flags....... TEXT KERNELEX DATAINTEXT DATA DATAEXISTS
Te_next........ 04E17E80 le_fp.......... 00000000
le_filename.... O4E17FD8 Te_file........ 01303F00
le_filesize.... 000007F0 Te_data........ 013045C8
Te_tid......... 00000000 le_datasize.... 00000128
le_usecount.... 00000003 Te_loadcount... 00000001
le_ndepend..... 00000001 Te_maxdepend... 00000001
le ulecoounn.. 0502E000 le_deferred.... 00000000
le_exports..... 0502E000 le_de.......... 6696263
le_searchlist.. B0000420 Te_dlusecount.. 00000000
le_dlindex..... 00002F6C Te_lex......... 00000000
le_ fhooooooint, 00000000 Te_depend.... @ Q4E17FD4
TOCOG.....vvnnn 013046D4
<PROCESS TRACE BACKS>
.demokext 01304040 .close_Tog 013041FC
.write_Tog 01304240 .open_log 013042B4
.strcpy 01304320 .sprintf.glink 01304428
.fp_close.glink 01304450 .strlen 01304480
.fp_write.glink 01304578 .fp_open.glink 013045A0

From the PROCESS TRACE BACKS, you can see that the first instruction of demokext is at
01304040. The break for line 67 would be at this address plus EO.

4. Set the break at the desired location by typing the following:
b 01304040+e0

KDB displays the address at which the breakpoint is located.
5. Clear all breakpoints by typing the following:
Ca

Method 2: Using the nm subcommand

If the kernel extension is not stripped, the KDB kernel debugger can be used to locate the address of the
load point by name. For example, the nm demokext subcommand returns the address of the demokext
routine after it is loaded. This address can then be used to set a breakpoint.

Note: The default prompt is KDB(0)>.
1. To translate a symbol to an effective address, type the following:
nm demokext

The output is similar to the following:

Symbol Address : 01304040
TOC Address : 013046D4
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The value of the demokext symbol is the address of the first instruction of the demokext routine. This
value can be used to set a breakpoint.

2. Set the break at the desired location by typing the following:
b 01304040+e0

KDB displays the address at which the breakpoint is set.
3. Display the word at the breakpoint by typing the following:
dw 01304040+e0

The results are similar to the following:
01304120: 80830000 30840001 90830000 809F0030 ....0.......... 0

This can be checked against the assembly code in the listing to verify that the break is set to the
correct location.

4. Clear all breakpoints by typing the following:
Ca

Method 3: Using the kmid pointer

To locate the address of the entry point for a kernel extension, use the value of the kmid pointer returned
by the sysconfig(SYS_KLOAD) subroutine when the kernel extension is loaded. The kmid pointer points
to the address of the load point routine.

To get the address of the load point, print the kmid value during the sysconfig call from the configuration
method. For example, use the demo.c module. Then start the KDB kernel debugger and display the value
pointed to by the kmid pointer.

Note: The default prompt is KDB(0)>.

1. Display the memory at the address returned as the kmid pointer from the sysconfig subroutine, by
typing the following:
dw 1304748

KDB kernel debugger responds with something similar to:
demokext+000000: 01304040 01304754 00000000 01304648 .0@@.0GT..... OFH

The first word of data displayed is the address of the first instruction of the demokext routine. The
data displayed is at the location demokext+000000. This corresponds to line 26 of the map presented
earlier. However, demokext+000000 and .demokext+000000 are not the same address. The location
.demokext+000000 corresponds to line 10 of the map and is the address of the first instruction for the
demokext routine.

2. Set the break at the location indicated from the previous command added to the offset to get to line 67
using the following command:

b 01304040+e0

KDB kernel debugger responds with an indication of the address at which the breakpoint is set.
3. Clear all breakpoints by typing the following:

Ca

Method 4: Using the devsw subcommand

If the kernel extension is a device driver, use the KDB devsw subcommand to locate the desired address.
The devsw subcommand lists all of the function addresses for the device driver that are in the dev switch
table. Usually, the config subroutine is the load point routine. For example,
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MAJ#010 OPEN CLOSE READ
0123DE04 0123DC04 0123DB20
I0CTL STRATEGY TTY
0123D090 01244DF0O 00000000
CONFIG PRINT DUMP
0123E8C8 00059774 00059774
REVOKE DSDPTR SELPTR
00059774 00000000 00000000

Note: The default prompt is KDB(0)>.

To set a breakpoint, complete the following:

WRITE
0123DA3C
SELECT
00059774
MPX
00059774
OPTS
00000002

1.

Display the device switch table for the first entry by typing the following:
devsw 1

The KDB kernel debugger devsw command displays data similar to the following:
STot address 50006040

MAJ#001 OPEN CLOSE READ WRITE
.syopen .nulldev .syread .sywrite
I0CTL STRATEGY TTY SELECT
.syioctl .nodev 00000000 .syselect
CONFIG PRINT DUMP MPX
.nodev .nodev .nodev .nodev
REVOKE DSDPTR SELPTR OPTS
.nodev 00000000 00000000 00000012

Note: Because the demonstration program is not a device driver, this example uses the addresses of
the first device driver in the device switch table and is not related in any way to the
demonstration program.

2. Set a breakpoint at an offset of 0x20 from the beginning of the open routine for the first device driver in
the device switch table by typing the following:
b .syopen+20
KDB kernel debugger displays the location of the break.
3. Clear all breakpoints by typing the following:
ca
4. Turn off symbolic name translation by typing the following:
ns
5. With symbolic name translation turned off, display the device switch table for the first device driver by
typing the following:
devsw 1
The output is similar to the following:
STot address 50006040
MAJ#001 OPEN CLOSE READ WRITE
00208858 00059750 002086D4 0020854C
I0CTL STRATEGY TTY SELECT
00208290 00059774 00000000 00208224
CONFIG PRINT DUMP MPX
6. Set a break at an offset of 0x20 from the beginning of the open routine for the first device driver in the
device switch table by typing the following:
b 00208858+20
This sets the same break that was set at the beginning of this example. KDB displays the location of
the break.
7. Toggle symbolic name translation on by typing the following:
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ns

Clear all breaks by typing the following:

ca

Exit the KDB kernel debugger and let the system resume normal operations by typing the following:
g
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Chapter 6. Using KDB kernel debugger to perform a trace

The trcpeek command of KDB kernel debugger allows users to perform a system trace. It allows users to
break into the KDB kernel debugger and start, stop, and display a system trace. For more information on
system trace, see in AIX 5L Version 5.3 General Programming Concepts: Writing and
Debugging Programs.

Note: The trcpeek command is only available through the KDB kernel debugger. It is not available
through the kdb command.

If the system is in a working state, it is best to use the system trace facility and the trace subcommand.
The trcpeek command is useful when the system is hung and does not respond to terminal input or when
the system is initializing and the trace kernel extension is not loaded. The trcpeek command can be used
to determine where the kernel code is looping. It is also helpful in early system-initialization debugging. For
more information, see the ftrace command|in AIX 5L Version 5.3 Commands Reference, Volume 5.

Only one trace event can be active at a time. A trace can be started from either the system trace facility at
the shell prompt, or from KDB Kernel Debugger at the KDB debugger prompt. If a trace is started from the
KDB kernel debugger and the system crashes, trace information can be extracted from the dump using the
trcdead command. For more information, see the ftredead command|in AlIX 5L Version 5.3 Commands
Reference, Volume 5.

The trcpeek command uses the trestart, trestop and trace subcommands. For more information, see
“trcstart subcommand” on page 380),|[‘trcstop subcommand” on page 381, and[‘trace subcommand” on|

page 378.|
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Chapter 7. Subcommand lists

You can view an [‘Alphabetic list’| of the subcommands or a [Task category list’ on page 38

The alphabetic list contains columns that identify the following:

* The name of the subcommand and any aliases for the subcommand. The name is linked to complete
information about that subcommand.

» A brief description of the subcommand’s function.
» A usage code that identifies when the subcommands can be used.
» Category in which the subcommands are grouped.

The task category list provides the following:
» Links from each task category to the section that lists the subcommands that are used for the task

category.

» Links from each of the subcommands in the lists to the complete information for each subcommand.
The information includes syntax, description, aliases and examples.

Alphabetic list

In the following table, the Usage column indicates when each subcommand can be used with the following

codes:
Code
B

Cc

K

MP

64

32

Usage

With both the KDB kernel debugger and the kdb command

Only with the kdb command

Only with the KDB kernel debugger
An MP kernel (64-bit kernel or 32-bit MP kernel)

Only with 64-bit kernel
Only with 32-bit kernel

The following table shows the KDB Kernel Debug Program subcommands in alphabetic order:

Subcommand, aliases | Functions Usage Category
El Serves as a shell escape and provides a K
convenient way to run UNIX commands without
leaving kdb
I|ames| Display VMM address map entries B [Display VMM information|
|@ Display VMM APT entries B [Display VMM information|
| Step on branch K |Breakpoints and steps|
| Sets or lists break points K |Breakpoints and steps|
[bdev, wim bde Display wim bio devices B
'Ibmblock, bmblk, bmb| | Display Enhanced Journaled File System B Display Enhanced|
metadata block Journaled File]
System-specific file system|
information|
I|bgueue, wim_bq| Display wim bio queues B
|@ Set or list trace points K [Debugger trace points|
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Subcommand, aliases | Functions Usage Category

[btad Branch target K [Branch target (IABR)|

I Display buffer B Display general file system|
and Journal File System|
information|

PCI bus error injection K PCI cfg space and I/Q|
debugging]

Display structure businfo B PCI cfg space and I/Q|
debugging]

. Clear break point K |Breakpoints and steps|

| Clear all break points K [Breakpoints and steps|

| Clear all trace points K [Debugger trace points|

| Clear branch target K [Branch target (IABR)|

Display cdt C System trace, dump, and|
error Iog]

Run consistency checkers on kernel data B System trace, dump, and|

structures error Iog]

[cla, class Display wim class B

| Display complex lock B

| Base conversion B

Switch to cpu B, MP |Changing context]

| Display crid table B [Display context information|

| Display credentials structure B [Display context information|

| Clear trace point K [Debugger trace points|

| Switch to KDB context B, MP |Changing context]

| Display NFS cupboard B [Display NFS information|

ew Clear watch K atch DABR

' Display byte data B Memory register display|
and decode

. Display dbats B |[Address translation|

| Enable or disable debug options

' Display code B Memory register display|
and decode

Idcal Calculate or convert a decimal expression B [Calculator / converter|

Display double word data B Memory register display|
and decode

Display device byte K Memory register display]
and decode

ddpd Display device double word K Memory register display|
and decode

Display device half word K Memory register display|
and decode

Display device word K Memory register display|
and decode

ddvb, diob, Display device byte K Memory register display|

and decode
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Subcommand, aliases | Functions Usage Category

|ddvd, diod| Display device double word K Memory register display|
and decode

[ddvh, dioh| Display device half word K Memory register display|
and decode

[ddvw, diow| Display device word K Memory register display|
and decode

I|debug| Enable or disable debug B

I|devsw, deﬂ Display devsw table B Display miscellaneous|
kernel data structures|

[devnode, devno) Display devnode B Display general file system|
and Journal File System|
information|

|di, decode] Decode the given instruction B Memory register display|
and decode

Checks the system for deadlocks and displays |B, 64

details on threads waiting on locks

Display dist lock B, 64 Locks]

I|dn|c, ncache| Display name cache B Display general file system|
and Journal File System|
information|

|g_g| Display byte data B Memory register display|
and decode

|dpd] Display code B PCI cfg space and I/O|
debugging]

[dpcib| Display PCI configuration space in bytes K PCI cfg space and /0|
debugging|

ldpcih| Display PCI configuration space in half words | K PCI cfg space and |/O|
Gebugging

[dpciw| Display PCI configuration space in words K PCI cfg space and I/Q|
debugging]

|dpd]| Display double word data B Memory register display|
and decode

[dpw| Display word data B Memory register display|
and decode

@ Display registers B Memory register display|
and decode

I|dr|is§| Display DRlist B [Display VMM information|

I|drvars, dﬂ Display DRvars B, MP Display miscellaneous|
kernel data structures|

[dtree, df Display Enhanced Journaled File System dtree |B Display Enhanced|
Journaled File|
System-specific file system|
information|

[ow] Display word data B Memory register display]
and decode

Ea Exi 5

errpt Display error log entries B System trace, dump, and|

error Iog]
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Subcommand, aliases | Functions Usage Category

llexgl List export tables

| Extract pattern B [Memory search and extract|

| Extract pattern B [Memory search and extrac|

| Stack frame trace B [Common basic display|

' buffer, fb) Display freelist B Display general file system|
and Journal File System|
information|

ifono, fifonode Display fifonode B Display general file system|

and Journal File System|
information|

Display file B Display general file system|
and Journal File System|
information|

Ifind Find symbolic pattern B [Memory search and extract|

| Find physical address pattern B [Memory search and extract|

| Display frame sets B [Display VMM information]

| Count and display free frames B [Display VMM information|

| Display free list B [Display VMM information|

Display gfs B Display general file system|
and Journal File System|
information|

Display gnode B Display general file system|
and Journal File System|
information|

Go until address K |Breakpoints and steps|

|h, 7. help Help B

|halt Halt the machine K

Ihbuffer, hb| Display buffer hash B Display general file system|
and Journal File System|
information|

. Calculate or convert a hexadecimal expression [Calculator / converter|

'hdnlc, hncache Display hash and ncache Display general file system|
and Journal File System|
information|

Display kernel heap B Display memory allocator]
information|

Display inodehash B Display general file system|
and Journal File System|
information|

[lns. hi, his{ Print history

'M Display hnodehash Display general file system|
and Journal File System|
information|

hvnc, hvcache) Display hash, vcache B Display general file system|
and Journal File System|
information|

Display ibats B |Address translation|

32 KDB Kernel debugger and kdb command




Subcommand, aliases

Functions

Usage

Category

licache, fino|

Display icache list

Display general file system|
and Journal File System|

information|

I|ifne§|

Display interface

I|inode, ino|

Display inode

Display general file system|
and Journal File System|

information|

linode2, i2|

Display Enhanced Journaled File System inode

Display Enhanced|
Journaled File]
System-specific file system|

information|

Display int handler

Display miscellaneous|
kernel data structures|

Display IPC information

[Display VMM information|

Display IPL process information

Display miscellaneous|
kernel data structures|

E@@E

j2, jfs

Display Enhanced Journaled File System buffer
data

Display Enhanced|
Journaled File|
System-specific file system|

information|

i2logbu

|

Display JFS2 log buffer structure

Display Enhanced|
Journaled File|
System-specific file system|

information|

i2lo

Display Enhanced Journaled File System logx
structure

Display Enhanced|
Journaled File|
System-specific file system|

information|

j2lo

Display Enhanced Journaled File System log
structure

Display Enhanced|
Journaled File|
System-specific file system|

information|

|j2no, 'stnode|

Display jfs2node

Display Enhanced|
Journaled File|
System-specific file system|

information|

|j2trace, jatre, '2ﬂ

Display Enhanced Journaled File System trace
table

Display Enhanced|
Journaled File|
System-specific file system|

information|

[kfset, kfs|

Display the kdm fset cache data structure

Display general file system|
and Journal File System|

information|

lkmbucket, bucket]

Display kmembuckets

Display memory allocator|

information|

[kmstats]|

Display kmemstats

Display memory allocator|

information|

Display KSP region information

[Display VMM information|

I|kvn, kvnode|

Display kdm vnode

Display general file system|
and Journal File System|

information|
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Subcommand, aliases | Functions Usage Category

. Display lastbackt [Display context information]|

| Sets or lists local breakpoints K |Breakpoints and steps|

| Display local branch target K |Branch target (IABR)

| Clear local breakpoints K |Breakpoints and steps|

| Clear local branch target K |Branch target (IABR)

| Clear local watch K

||E Display lock_t lock B Locks|

| List loaded extensions B

| List loader entries B

illka, lockanch tblk| Display VMM lock anchor or tblock B [Display VMM information|

| Display VMM lock hash B [Display VMM information|

| Display VMM lock word B [Display VMM information|

| Display lock queues B [Display context information|

| Display the Iru daemon control variables B [Display VMM information|

Ivol Display logical volume B Display storage subsystem|
information|

| Local stop on read data K

| Local stop on read/write data K

| Local stop on write data K

| Modify sequential bytes K [Memory modification|

| Display mbuf B

| Modify sequential double word K [Memory modification|

| Modify dbats B |[Address translation|

| Modify device byte K [Memory modification|

| Modify device double word K [Memory modification|

| Modify device half K [Memory modification|

| Modify device word K [Memory modification|

| Modify device byte K [Memory modification|

| Modify device double word K [Memory modification|

| Modify device half K [Memory modification]

| Modify device word K [Memory modification]

I Displays information about the memory lock B [Display context information|

entries

. Display memory pools B [Display VMM information|

| Modify ibats B |Address translation|

| Modify sequential bytes K [Memory modification|

' Modify PCI configuration space in bytes K PCI cfg space and I/Q|
debugging|

Modify PCI configuration space in half words K PCI cfg space and I/Q|
debugging|

Modify PCI configuration space in words K PCI cfg space and I/Q|

ebuggin

:
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Subcommand, aliases | Functions Usage Category
I|m9d| Modify sequential double word K [Memory modification|
| Modify sequential word K [Memory modification|
| Modify registers B [Memory modification|
| Modify SLB entry B [Address translation|
| Display MST area B [Display context information|
I|mtrace| Display information on the Lightweight Memory |B System trace, dump, and|
Trace (LMT) error log|
Modify sequential word K [Memory modification]
| Next instruction K [Breakpoints and steps|
| Display network and device driver statistics B
| Display the net_malloc event records B
| Display network status C
I|nsdbg| Display ns_alloc and free event records stored |C
in the kernel.
Translate symbol to an effective address B [Namelists and symbols|
| No symbol mode (toggle) B [Namelists and symbols|
pbuf Display physical buf B Display storage subsystem|
information|
||@ Display VMM paging device table B [Display VMM information|
Display VMM control variables B [Display VMM information|
pft Display VMM PFT entries B [Display VMM information|
I Display Enhanced Journaled File System pager |B Display Enhanced|
buffer Journaled File|
System-specific file system|
information|
|p_>gob'|] Display Enhanced Journaled File System B Display Enhanced|
pagerObject Journaled File|
System-specific file system|
information|
Display pile B Display Enhanced|
Uournaled File|
System-specific file system|
information|
nda Display PNDA area B [Display context information|
ppdal Display per processor data area B [Display context information|
| Print a formatted structure at an address B [Common basic display]
VMM PTA segment B [Display VMM information|
| VMM PTE entries B [Display VMM information]
0 ovi Display VMM PVT and PVLIST entries B [Display VMM information|
' Display physical volume B Display storage subsystem|
information|
||r, return| Go to end of function K |Breakpoints and steps|
| Reboot the machine K
| Display VMM RMAP B [Display VMM information]
| Remove symbol table B
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Subcommand, aliases | Functions Usage Category

. Display route B

| Display run queues B [Display context information|

rgi, rgal Display RQ information B [Display context information|

| Display rtentry structure B

| Display RT IPC information B [Display VMM information|

| Display RT IPCD information B [Display VMM information|

| Display wim rules B

' Allows any other kdb subcommand to be B |Changing contexd

automatically run

. Display reserved vsid information B, 64 [Display VMM information|

| Display radix_node structure B

'|s,s_tepi| Single step K |Breakpoints and steps|

Step on block or blockr K |Breakpoints and steps|

scb Display VMM segment control blocks B [Display VMM information|

I|scd,sm<| Display scdisk B Display storage subsystem|
information|

. Display VMM SEGSTATE B [Display VMM information|

| Display or update kdb toggles

[s7ab Display slab B Display Enhanced|
Journaled File|
System-specific file system|
information|

Display SLB entry B [Address translation|

| Display simple lock B

| Display socket B

| Display NFS sockcup B [Display NFS information|

| Display socket info by address B

| Display NFS sockcup B [Display NFS information|

[specnode, specnd Display specnode B Display general file system|
and Journal File System|
information|

. Display VMM segment region B, MP [Display VMM information|

| Start cpu K, MP |CPU start and stop|

| System status messages B |[Common basic display]|

| Processor status B |Common basic display]|

| Store one address word in memory K [Memory modification|

| List loaded symbol tables B |Address translation|

| Store one address byte in memory K [Memory modification|

| Display VMM STAB B [Display VMM information|

sth Store one half-word in memory address K [Memory modification|

half-word
. Stop cpu KMP |CPU start and stop|
| Display NFS SVCXPRT B [Display NFS information|
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Subcommand, aliases | Functions Usage Category
lsvmon| Display information about the memory and C [Display context information|
paging space usage on a per process basis
I|swha§| Display VMM SWHAT entries B [Display VMM information|
| Switch to thread B [Changing context|
| Display symptom string for a dump C [Common basic display]
(=] Display TCBs B
lkcpet] Display TCP CB B
| Displays bt condition K [Debugger trace points|
| Display elapsed time K
pid, th_pid| Display displays all thread entries for a process |B [Display context information|
||ﬂ Translate to real address B |[Address translation|
'ﬁrace| Display trace buffer B System trace, dump, and|
error lo
Display system timer request blocks B ime
'ﬁrcstarﬂ Starts the system trace K System trace, dump, and|
error Iog]
trestop| Stops the system trace K System trace, dump, and|
error Iog]
ltree) Display Enhanced Journaled File System tree | B Display Enhanced|
Journaled File|
System-specific file system|
information|
fts] Translate eaddr to symbol B [Namelists and symbols|
Iﬁtid, th_tid| Display displays the thread table entry for a B [Display context information|
specific thread
it Display MMU translation |[Address translation|
Iﬁxblock, txblﬂ Display Enhanced Journaled File System Display Enhanced|
txBlock Journaled File|
System-specific file system|
information|
[txblocki, txblkil Display Enhanced Journaled File System index |B Display Enhanced|
of txBlock Journaled File|
System-specific file system|
information|
[txlock, txIck| Display Enhanced Journaled File System txLock | B Display Enhanced|
Journaled File]
System-specific file system|
information|
ludb| Display UDBs B
@ Display var B Display miscellaneous|
kernel data structures|
[varlist] List user variables B
[varrm, unalias| Remove user variable B
lvarset, alias| Define a user variable B
[vfs, mount| Display vfs B Display general file system|

and Journal File System|

information|
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Subcommand, aliases | Functions Usage Category
VMM disk map B [Display VMM information|
VMM spin locks B [Display VMM information|
VMM Addresses B [Display VMM information|
Display dump buffer structures B [Display VMM information|
Display VMM vmintervls information B [Display VMM information|
mke Display VMM kernel segment data B [Display VMM information|
lvmlocks, vmlock, vi| Display VMM spin locks B [Display VMM information|
Display VMM error log B [Display VMM information|
mpool Display VMM resource pools B [Display VMM information|
Display VMM statistics B [Display VMM information|
vmthrpgiol Display THRPGIO commands B [Display VMM information|
Display VMM wait status B [Display VMM information|
Display vnode cache B Display general file system|
and Journal File System|
information|
|\_/node, vn9| Display vnode B Display general file system|
and Journal File System|
information|
volgrp Display volume group B Display storage subsystem|
information|
Display VMM reload xlate table B [Display VMM information|
sidd, sidd Display VSID dump B [Display VMM information|
Display VSID alter B [Display VMM information|
Display name of kernel source file C [Namelists and symbols|
Stop on read data K atch DABR|
Stop on r/w data K atch DABR)
Stop on write data K atch DABR
xtree, xt Display Enhanced Journaled File System xtree |B Display Enhanced|
Journaled File|
System-specific file system|
information|
Display heap debug B Display memory allocator|
information|
Display VMM zeroing kproc B [Display VMM information|

Task category list

The categories in which the subcommands are grouped are as follows:

+ [Chapter 25, “Address translation subcommands,” on page 241|

[Chapter 20, “Branch target subcommands,” on page 137

[Chapter 17, “Breakpoint and steps subcommands,” on page 115|

[Chapter 10, “Changing context subcommands,” on page 59|

[Chapter 11, “Calculator and converter subcommands,” on page 69|

[Chapter 13, “Basic display subcommands,” on page 75|

38 KDB Kernel debugger and kdb command




[Chapter 12, “CPU start and stop subcommands,” on page 73|

[Chapter 27, “Display context information subcommands,” on page 261|

[Chapter 30, “Display general and Journal File System (JFS) information subcommands,” on page 305|
[Chapter 31, “Display Enhanced Journaled File System information subcommands,” on page 343|
[Chapter 29, “Display memory allocation information subcommands,” on page 293
[Chapter 23, “Display kernel data structures subcommands,” on page 155

[Chapter 32, “Display NFS information subcommands,” on page 365|

[Chapter 28, “Display storage subsystem information subcommands,” on page 283
[Chapter 24, “Display VMM subcommands,” on page 165|

[Chapter 8, “End user subcommands,” on page 41|

[Chapter 18, “Debugger trace points subcommands,” on page 127

[Chapter 9, “Leaving kdb subcommands,” on page 55|

[Chapter 26, “Loader subcommands,” on page 251|

[Chapter 35, “Lock subcommands,” on page 389

[Chapter 16, “Memory modification subcommands,” on page 107|

[Chapter 14, “Memory register display and decode subcommands,” on page 89|
[Chapter 15, “Memory search and extract subcommands,” on page 101

[Chapter 21, “Namelist and symbols subcommands,” on page 141|

[Chapter 36, “Network subcommands,” on page 393

[Chapter 22, “PCI configuration space and I/0O debugging subcommands,” on page 145|
[Chapter 34, “System trace, dump and error log subcommands,” on page 377

[Chapter 33, “Time subcommands,” on page 371|

[Chapter 19, “Watch DABR subcommands,” on page 133|

[Chapter 37, “Workload Manager (WLM) subcommands,” on page 421
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Chapter 8. End user subcommands

The subcommands in this category explain how category help works, list and set kdb command toggles,
and create, display and remove user-defined variables. These subcommands include the following:
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h subcommand

Purpose

The h subcommand displays a list of all available subcommands in the debugger. When run with a
parameter, this list is restricted to only a particular category of subcommands. The list of categories is:

+ [Chapter 25, “Address translation subcommands,” on page 241|

[Chapter 20, “Branch target subcommands,” on page 137

[Chapter 17, “Breakpoint and steps subcommands,” on page 115|

[Chapter 10, “Changing context subcommands,” on page 59|

[Chapter 11, “Calculator and converter subcommands,” on page 69|

[Chapter 13, “Basic display subcommands,” on page 75|

[Chapter 12, “CPU start and stop subcommands,” on page 73|

[Chapter 27, “Display context information subcommands,” on page 261|

[Chapter 30, “Display general and Journal File System (JFS) information subcommands,” on page 305|
[Chapter 31, “Display Enhanced Journaled File System information subcommands,” on page 343
[Chapter 29, “Display memory allocation information subcommands,” on page 293]
[Chapter 23, “Display kernel data structures subcommands,” on page 155|

[Chapter 32, “Display NFS information subcommands,” on page 365|

[Chapter 28, “Display storage subsystem information subcommands,” on page 283
[Chapter 24, “Display VMM subcommands,” on page 165|

[Chapter 8, “End user subcommands,” on page 41

[Chapter 18, “Debugger trace points subcommands,” on page 127

[Chapter 9, “Leaving kdb subcommands,” on page 55|

[Chapter 26, “Loader subcommands,” on page 251

[Chapter 35, “Lock subcommands,” on page 389

[Chapter 16, “Memory modification subcommands,” on page 107]

[Chapter 14, “Memory register display and decode subcommands,” on page 89|
[Chapter 15, “Memory search and extract subcommands,” on page 101

[Chapter 21, “Namelist and symbols subcommands,” on page 141

[Chapter 36, “Network subcommands,” on page 393

[Chapter 22, “PCI configuration space and I/O debugging subcommands,” on page 145|
[Chapter 34, “System trace, dump and error log subcommands,” on page 377]

[Chapter 33, “Time subcommands,” on page 371|

[Chapter 19, “Watch DABR subcommands,” on page 133|

[Chapter 37, “Workload Manager (WLM) subcommands,” on page 421

Syntax
h [topic]

Parameters

 topic — specifies the name, or partial name, of a particular help category. If more than one category
name matches the topic, only the first matching category and its subcommands are displayed.

Aliases
?, help
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Example

The following is an example of how to use the help alias for the h subcommand:

KDB(0)> help user
CMD ALIAS ALIAS

FUNCTION ARG

*%% end-user *x*

h ? help
set setup
dbgopt

varset alias

varlist

varrm unalias

his hi hist
debug

KDB(0)>

help [topic]
display/update kdb toggles [toggle]
enable/disable debug options

define a user variable var value
list user variables

remove user variable var

print history [?][count]
enable/disable debug [?]
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set subcommand

Purpose
The set subcommand lists and sets kdb toggles.

Syntax
set [toggle [valuel]]

Parameters

toggle — Identifies the option to be toggled or set by decimal number or name.
value — Indicates the decimal number or expression to be set for an option.

Note: Some toggles allow the value to be omitted. In that case, the set subcommand cycles the toggle
through all of its possible settings.

The values that are valid for the KDB Kernel Debugger and the kdb command are the following:

no_symbol — Suppresses symbol name lookup when addresses are displayed.

mst_wanted — Displays all mst items in the stack trace subcommand each time an interrupt is detected
in the stack. For a shorter display, disable this toggle.

screen_size — Changes the integrated more prompt window size.

power_pc_syntax — Displays PowerPC platform-based instruction mnemonics when enabled (See the
and ubcommands). Displays the old POWER™ family mnemonics when disabled.

origin — Sets the origin variable to the value of the specified expression. Origins are used to match
addresses with assembly language listings. Assembly language listings express addresses as offsets
from the start of the file.

unix_symbols_start_from — Indicates the lowest effective address from which symbol search is started.
To force other values to be displayed in hexadecimal, set this toggle.

hexadecimal_wanted — Applies to thread and process subcommand. It is possible to have information
in decimal form.

screen_previous — Applies to the memory display subcommands, such as d and dw. To repeat the last
memory display subcommand, press Enter at an empty kdb prompt. If screen_previous is set to false,

memory is displayed at the next higher address. If screen_previous is set to true, memory is displayed
at the next lower address.

display_stack_frames — Applies to f subcommand. When it is true, the f subcommand prints a part of
the stack in binary mode.

display_stacked_regs — Applies to f subcommand. When it is true, the f subcommand prints register
values saves in the stack.

64_bit — Prints 64-bit registers on 64-bit architecture. By default, only 32-bit formats are printed.

Idr_segs_wanted — Toggles interpretation of effective addresses in segment 11 (Oxbxxxxxxx) and
segment 13 (Oxdxxxxxxx) off and on as references to loader data.

trace_back_lookup — Processes trace back information on user code (text or shared-lib) and kernext
code. It can be used to see function names. By default, it is not set.

scroll — Enables or disables the integrated more prompt.

edit — Provides command line editing features similar to those provided by the Korn shell. The mode
specified provides editing features similar to editors, such as vi, emacs, and gmacs.

For example, to turn on vi-style command line editing, type the following at the kdb prompt:
set edit vi

default_xmalloc_heap — Specifies the default heap for the xmalloc subcommand. If this option is 0, the
xmalloc subcommand uses the kernel heap.
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The values that apply only to the kdb command are the following:

logfile — Enables or disables logging for a specified log file name. If lodfile is invoked without a
parameter specifying a file name, logging is disabled.

loglevel — Allows you to choose the granularity level of logging. Valid choices are the following:
0 off
1 Log commands only

2 Log commands and output. This is the default.

The options that apply only to the KDB kernel debugger are the following:

emacs_window — Toggles suppression of extra line feeds for running under emacs.

local_breakpoint_attach — Toggles to choose whether local breakpoints are thread or CPU based. By
default, on POWER RS1, local breakpoints are CPU-based, and on the POWER-based platform they
are thread-based.

Note: This toggle must be accessed using the option number. It cannot be toggled by name.

kdb_stop_all_cpu — Toggles to select whether all processors or a single processor stops when the KDB
kernel debugger is invoked.

tweq_r1_r1 — Causes the KDB kernel debugger to break on the tweq r1, rl instruction. This is the trap
instruction reserved for entering LLDB.

kext_IF_active — Toggles to disable and enable subcommands added to the KDB kernel debugger
through kernel extensions. By default, all subcommands registered by kernel extensions are active.

IPI_enable — Toggles to control how the KDB kernel debugger notifies other processors to stop when
the KDB stops all processors value is true. If the IPI_enable value is true, the KDB kernel debugger
uses inter-processor interrupts. If /PI_enable is false, the decrementer interrupt is used.

no_brkpt_warning — Controls whether the KDB kernel debugger prints warning messages when it
ignores certain breakpoints, for example, a context mismatch. If the no_brkpt_warning value is set to
true, the KDB kernel debugger does not print warning messages when it ignores certain breakpoints. If
the no_brkpt_warning value is set to false, the KDB kernel debugger prints warning messages when it
ignores certain breakpoints.

Aliases
setup

Example
The following is an example of how to use the set subcommand:
KDB(0)> set

No toggle name current value
1 no_symbol false

2 mst_wanted true

3 screen_size 24

4 power_pc_syntax true

5 origin 00000000
6 unix_symbols_start from 00001000
7 hexadecimal_wanted true

8 screen_previous false

9 display_stack_frames false

10 display_stacked_regs false

11 64_bit true

12 1dr_segs_wanted false

13 emacs_window false

14 local_breakpoint_attach  thread
15 kdb_stop_all_cpu true

17 kext_IF_active true
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18 trace_back_Tookup

19 IPI_enable

20 scroll

21 edit

24 no_brkpt_warning

25 default_xmalloc_heap
KDB(0)> dc waitproc 5
.waitproc+000000 mflr
.waitproc+000004 mfcr

.waitproc+000008 std
.waitproc+00000C std
.waitproc+000010 std
KDB(0)> set origin 100

5 origin

KDB(0)> dc waitproc 5

false
true
false
noedit
false
00000000

ro

ri2
r31,FFFFFFF8(stkp)
r30,FFFFFFFO(stkp)
r29,FFFFFFE8(stkp)

00000100

.waitproc+000000 (ORG+00O26CB8) mflr ro
.waitproc+000004 (ORG+0OO26CBC) mfcr ri2

.waitproc+000008 (ORG+00026CCO) std r31,FFFFFFF8(stkp)
.waitproc+00000C (ORG+00026CC4) std r30,FFFFFFFO(stkp)
.waitproc+000010 (ORG+00O26CC8) std r29,FFFFFFE8(stkp)

KDB(0)> set scroll false
20 scroll

false
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dbgopt subcommand

Purpose
The dbgopt subcommand toggles low-level tracing options within the kernel.

Syntax
dbgopt

Parameters

The dbgopt subcommand presents a menu that allows the user to enable rc.boot tracing and tracing of
exec calls. The tracing enabled by this subcommand is performed using the kernel printf function and is
unrelated to the system trace facility.

Aliases
No aliases.

Example

The following is an example of how to use the dbgopt subcommand:

KDB(0)> dbgopt
Debug options:

1. Toggle rc.boot tracing - currently DISABLED
2. Toggle tracing of exec calls - currently DISABLED
q. Exit

Enter option: 2
Debug options:

1. Toggle rc.boot tracing - currently DISABLED

2. Toggle tracing of exec calls - currently ENABLED
q. Exit

Enter option: q

KDB(0)>
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varset subcommand

Purpose
The varset subcommand creates a new user-defined variable.

Note: In the KDB kernel debugger, user variables are persistent across invocations of the debugger but
not across system reboots. In the kdb command, user variables are not persistent across
invocations.

Syntax

varset name [value]

Parameters

* name — Specifies the name of a user variable. If it does not already exist, the variable is created.
Otherwise, the value of the existing variable is changed. Variable names are case sensitive and can
consist of letters, numbers, and the underscore (_) character.

* value — Is a string assigned verbatim to the user variable specified by name. If omitted, the user
variable is assigned an empty string. The value can contain spaces.

After a variable is created, any occurrence of the variable name in a subcommand is replaced with the
value assigned to that variable.

If any variable substitutions occur, the resulting subcommand is printed between two less than and two
greater than signs before it is run. For example, <<dw kdb_avail 1>>.

All variable substitutions are done before any additional parsing of the subcommand, and the substitutions
are done on a textual basis. This allows a single variable to expand into multiple subcommand
parameters.

Aliases
No aliases.

Example
The following is an example of how to use the varset subcommand:

KDB(0)> varset myvar kdb_avail

KDB(0)> dw myvar

<<dw kdb_avail>>

kdb_avail+000000: 00000001 00000000 0800004C 00001C43 ........... L...C
KDB(0)> varset myvar kdb_avail 1

KDB(0)> dw myvar

<<dw kdb_avail 1>>

kdb_avail+000000: 00000001

KDB(0)>

48 KDB Kernel debugger and kdb command



varlist subcommand

Purpose

The varlist subcommand displays all user-defined variables previously created with the varset
subcommand.

Syntax

varlist

Parameters
No parameters.

Aliases
No aliases.

Example

The following is an example of how to use the varlist subcommand:

KDB(0)> varset myvar kdb_avail
KDB(0)> varlist

Slot Name Value
0 myvar kdb_avail
KDB(0)>
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varrm subcommand

Purpose
The varrm subcommand removes user-defined variables previously created with the varset subcommand.

Syntax

varrm name

Parameters

* name — Specifies the user variable to remove. Variable names are case sensitive and consist of letters,
numbers, and the underscore (_) character.

Aliases
No aliases.

Example
The following is an example of how to use the varrm subcommand:

KDB(0)> varlist

STot Name Value
0 myvar kdb_avail

KDB(0)> varrm myvar

KDB(0)> varlist

STot Name Value

KDB(0)>
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his subcommand

Purpose

The his subcommand prints a history of user input. A parameter can be used to specify the number of
historical entries to display.

Syntax

his [value]

Parameters

* value — Indicates a decimal value or expression indicating the number of previous user entries to
display.

Each historical entry can be recalled and edited for use with the usual control characters (as in emacs).

Aliases
hi, hist

Example
No example.
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debug subcommand

Purpose

The debug subcommand prints additional information while the KDB kernel debugger is running to help
ensure that the debugger is functioning properly.

Syntax
debug [options]

Parameters

» options — Specifies the debug option to be turned on or off. View possible values by specifying the ?
flag.

If the debug subcommand is invoked with no parameters, the currently-active debug options are
displayed.

Aliases
No aliases.

Example
The following is an example of how to use the debug subcommand:

KDB(4)> debug ? //debug help

vmm HW Tookup debug... on with arg 'dbgl++', off with arg 'dbgl--'
vmm tr/tv cmd debug... on with arg 'dbg2++', off with arg 'dbg2--'
vmm SW Tookup debug... on with arg 'dbg3++', off with arg 'dbg3--'
symbol Tookup debug... on with arg 'dbg4++', off with arg 'dbg4--'
stack trace debug..... on with arg 'dbghs++', off with arg 'dbg5--'
BRKPT debug (Tist).... on with arg 'dbg6l++', off with arg 'dbg61--'
BRKPT debug (instr)... on with arg 'dbg62++', off with arg 'dbg62--'
BRKPT debug (suspend). on with arg 'dbg63++', off with arg 'dbg63--'
BRKPT debug (phantom). on with arg 'dbg64++', off with arg 'dbg64--'
BRKPT debug (context). on with arg 'dbg65++', off with arg 'dbg65--'
DABR debug (address).. on with arg 'dbg71++', off with arg 'dbg71--'
DABR debug (register). on with arg 'dbg72++', off with arg 'dbg72--'
DABR debug (status)... on with arg 'dbg73++', off with arg 'dbg73--'
BRAT debug (address).. on with arg 'dbg81++', off with arg 'dbg81--'
BRAT debug (register). on with arg 'dbg82++', off with arg 'dbg82--'
BRAT debug (status)... on with arg 'dbg83++', off with arg 'dbg83--'
BRKPT debug (context). on //this debug feature is enabled

KDB(4)> debug dbg5++ //enable debug mode

stack trace debug..... on

KDB(4)> f //stack frame in debug mode

thread+000180 STACK:

Look for traceback at 0x00015278

Got traceback at 0x00015280 (delta = 0x00000008)

has_tboff = 1, tb_off = 0xD8

Trying to find Stack Update Code from 0x000151A8 to 0x00015278
Found 0x9421FFA0 at 0x000151B8

Trying to find Stack Restore Code from 0x000151A8 to 0x0001527C
Trying to find Registers Save Code from 0x000151A8 to 0x00015278
00015278]waitproc+0000D0 ()

Look for traceback at 0x00015274
Got traceback at 0x00015280 (delta
has_tboff = 1, tb_off = 0xD8
00015274]waitproc+0000CC ()

Look for traceback at 0x0002F400
Got traceback at 0x0002F420 (delta
=== has_tboff = 1, tb_off = 0x30
[0002F400] procentry+000010 (??, ??, ??, ?7?)

0x0000000C)

L | e T | I | Y o T | | Y | Y | N | 1
mnm omn
nw o mnon

0x00000020)
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/# 1s //Invoke command from command line that calls open

Breakpoint

0024FDE8 stwu  stkp,FFFFFFBO(stkp) stkp=2FF3B3CO,FFFFFFBO(stkp)=2FF3B370
KDB(0)> time //Report time from leaving the debugger till the break

Command: time Aliases:

Elapsed time since last Teaving the debugger:

2 seconds and 121211136 nanoseconds.

KDB(0)>
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! subcommand

Purpose

The ! subcommand serves as a shell escape and provides a way to run UNIX commands without leaving
the kdb command. This subcommand is only available in the kdb command.

Note: If output logging is enabled through the logfile and loglevel kdb command options, the output
produced by the ! subcommand is not included in the log file.

Syntax

I [command]

Parameters
* command — Passes a command verbatim to a newly spawned UNIX shell for running.

Aliases

No aliases.

Example

The following is an example of how to use the ! subcommand:
(0)> ! 1s

.dtprofile bin 1ib sbin
.t .mozilla dev lost+found tftpboot
.TTauthority .sh_history dfs Tpp tmp
.Xauthority .wmrc etc mnt unix
.bash_history : gsa opt usr
.dbxhist TT_DB home proc var
.dt audit krb5 project

(0)>
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Chapter 9. Leaving kdb subcommands

The subcommands in this category are used to exit the kdb command and the KDB kernel debugger,
shutdown the machine and reboot the machine. These subcommands include the following:

c
" [reboof

e |half

© Copyright IBM Corp. 2004, 2005

55



e subcommand

Purpose
The e subcommand exits the kdb command and KDB kernel debugger.

Syntax
e [dump]

Parameters

* dump — Indicates that a system dump will be created when you exit the KDB kernel debugger. The
optional dump parameter is only applicable to the KDB kernel debugger. The dump argument can be
specified to force an operating system dump. The method used to force a dump depends on how the
KDB kernel debugger was invoked.

The KDB kernel debugger can be invoked in the following ways:
panic If the KDB kernel debugger was invoked by the panic call, force the dump by typing q dump and

pressing Enter. If another processor enters the KDB kernel debugger after that (for example, a
spin-lock timeout), exit the KDB kernel debugger.

When the dump is complete, control is returned to the KDB kernel debugger and the LEDs
show xxxx.

halt_display
If the KDB kernel debugger was invoked by a halt display (C20 on the LED), type q and press
Enter.

When the dump is complete, the LEDs show 888 102 700 0cO0.

soft_reset
If the debugger was invoked by a soft reset (that is, pressing the reset button once), complete
the following:

1. Move the key on the server.

If the key was in the SERVICE position at boot time, move it to the NORMAL position.
Otherwise, move the key to the SERVICE position.

Note: Forcing a dump using this method requires that you know what the key position was
at boot time.

2. Type quit and press Enter.
Do this once for each CPU.
break in
You cannot create a dump if the debugger was invoked with the break method (M).

When the dump is in progress, 0c9 displays on the LEDs while the dump is copied to disk hd7 or disk
hdé.

The e subcommand allows you to exit the KDB kernel debugger session and return to the system with
all breakpoints installed in memory. To leave KDB kernel debugger without breakpoints, use the ca
subcommand.

Aliases
q.9

Example
No example.
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reboot subcommand

Purpose

The reboot subcommand reboots the machine. This subcommand issues a prompt for confirmation that a
reboot is desired before beginning the reboot.

Note: This subcommand is only available within the KDB kernel debugger. It is not included in the kdb
command.

Syntax

reboot

Parameters
No parameters.

Aliases
No aliases.

Example
The following is an example of how to use the reboot subcommand:

KDB(0)> reboot //reboot the machine
Do you want to continue system reboot? (y/[n]):>y
Rebooting ...
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halt subcommand

Purpose
The halt subcommand shuts down the machine.

Note: This subcommand is only available within the KDB kernel debugger. It is not included in the kdb
command.

Syntax
halt

Parameters
No parameters.

Aliases
No aliases.

Example
The following is an example of how to use the halt subcommand:

KDB(0)> halt
Halting...
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Chapter 10. Changing context subcommands

The subcommands in this category are used to change the context that is being debugged. These
subcommands include the following:

2]

Q

pu
* |conte

!o
3
—
=

* Jruncpu
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sw subcommand

Purpose
The sw subcommand allows a selected thread to be considered the current thread.

Syntax
sw [ {th_slot | th_Address} | {u | k} ]

Parameters

* u — Switches to user address space for the current thread.

» k — Switches to kernel address space for the current thread.

» th_slot — Specifies a thread slot number. This parameter must be a decimal value.

» th_Address — Specifies the address of a thread slot. Symbols, hexadecimal values, or hexadecimal
expressions can be used to specify the address.

The u and k flags can be used to switch between the user and kernel address space for the current
thread.

By default, KDB shows the virtual space for the current thread. Threads can be specified by slot number
or address. The current thread can be reset to its initial context by entering the sw subcommand with no
parameters. For the KDB kernel debugger, the initial context is also restored whenever you exit the KDB
kernel debugger.

Aliases
switch

Example

The following is an example of how to use the sw subcommand:

KDB(0)> sw 12 //switch to thread slot 12

Switch to thread: <thread+000900>

KDB(®)> f //print stack trace

thread+000900 STACK:

[000215FC]e_block thread+000250 ()
[00021C48]e_sleep_thread+000070 (??7, ??7, ?7)

[000200F4] errread+00009C (?7, ?7)

[001C89B4] rdevread+000120 (??, ??, ??, ??7)

[0023A61C] cdev_rdwr+00009C (??, 2?7, ??7, 2?7, 7?7, 2?7, ?77)

[00216324] spec_rdwr+00008C (??, ??, ??7, ??, 77, ??, ?7, ?7?)
[001CEA3C]vnop_rdwr+000070 (??, ??, ??, ??, ?7, ??, ?7, ?7?)
[001BDBOC] rwuio+@000CC (??, ??, ??, ??, 2?2, 7?7, 2?7, ?77)

[001BDF40] rdwr+000184 (??7, ??, 2?7, 77, 2?7, 77)

[001BDD68] kreadv+000064 (??, ??, ??, ?7)

[000037D8] .sys_cal1+000000 ()

[DoO46B68] read+000028 (2?7, ?7, ??)

[1000167C]chi1d+000120 ()

[10001A84]main+0000E4 (2?7, ?7)

[1000014C] . start+00004C ()

KDB(0)> dr sr //display segment registers

sO : 00000000 sl : OO7FFFFF s2 : 00000AB7 s3 : QO7FFFFF s4 : OOQ7FFFFF
sb : OO7FFFFF s6 : QO7FFFFF s7 : OO7FFFFF s8 : O07FFFFF s9 : OO7FFFFF
s10 : OO7FFFFF sl1l1 : OO7FFFFF s12 : OQ7FFFFF s13 : 60000588 sl14 : 00000204
s15 : 60000CBB

KDB(0)> sw u //switch to user context

KDB(0)> dr sr //display segment registers

sO : 60000000 sl : 600009B1 s2 : 60000AB7 s3 : QO7FFFFF s4 : OQ7FFFFF
sb : OO7FFFFF s6 : Q07FFFFF s7 : OO7FFFFF s8 : O07FFFFF s9 : OO7FFFFF
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s10 : OO7FFFFF s11 : QO7FFFFF sl12 : OO07FFFFF s13 : 60000588 sl14 : OQ7FFFFF
s15 : 60000CBB

//Now it is possible to Took at user code

//For example, find how read() is called by child()

KDB(0)> dc 1000167C  //print child() code (seg 1 is now valid)
1000167C b1 <1000A1BC>

KDB(0)> dc 1000A1BC 6 //print child() code

1000A1BC Twz r12,244(toc)

1000A1CO stw toc,14(stkp)

1000A1C4 Twz ro,0(r12)

1000A1C8 Twz toc,4(r12)

1000A1CC  mtctr ro

1000A1DO  bcctr

... //find stack pointer of child() routine with 'set 9; f'
[D0046B68] read+000028 (2?7, 2?2, ??)

2FF22B50: 2FF2 2D70 2000 9910 1000 1680 FOOF 3130
2FF22B60: FOOF 1E80 2000 4C54 0000 0003 0000 4503
2FF22B70: 2FF2 2B88 0000 D030 0000 0000 6000 0000
2FF22B80: 6000 09B1 0000 0000 0000 0002 0000 0002

[1000167C]chi1d+000120 ()

(0)> dw 2FF22B50+14 1 //- stw toc,14(stkp)

2FF22B64: 20004C54 //toc address

(0)> dw 20004C54+244 1 //- Twz r12,244(toc)

20004E98: FOOBF5C4 //function descriptor address

(0)> dw FOOBF5C4 2 //- Twz r0,0(r12) - 1wz toc,4(rl12)
FOOBF5C4: DO046B40 FOOC1E9C //function descriptor (code and toc)
(0)> dc DOO46B4O 11 //- bcctr will branch to:

DO046B40 mflr ro

D0046B44 stw r31,FFFFFFFC(stkp)
D0046B48 stw r0,8(stkp)

DO046B4C stwu stkp, FFFFFFBO(stkp)
D0046B50 stw r5,3C(stkp)
DO046B54 stw r4,38(stkp)
DO046B58 stw r3,40(stkp)
DOO46B5C  addic r4,stkp,38

DO046B60 11 r5,1
D0046B64 11 r6,0
D0046B68 b1 <DOOADC68> //read+000028

The following example shows some of the differences between kernel and user mode for 64-bit process:

(0)> sw k //kernel mode

(0)> dr msr //kernel machine status register
msr : 000010BO bit set: ME IR DR

(0)> dr r1 //kernel stack pointer

rl : 2FF3B2A0  2FF3B2A0

(0)> f //stack frame (kernel MST)

thread+002A98 STACK:

[00031960]e_block thread+000224 ()

[00041738]ns1eep+000124 (2?7, ??)

[01CFFOF4]nsTeepb4 +000058 (OFFFFFFF, F0000001, 00000001, 10003730, 1FFFFEFO, 1FFFFEF8)
[000038B4] .sys_cal1+000000 ()
[80000010000867C]080000010000867C (2?2, ??, ??, ?7)
[80000010001137CIns1eep+000094 (2?7, 27?)

[800000100058204] s1eep+000030 (??)

[100000478]main+0000CC (0000000100000001, ©OOOOOOO200FEB78)
[10000023C] __start+000044 ()

(0)> sw u //user mode

(0)> dr msr //user machine status register

msr : 800000004000DOBO bit set: EE PR ME IR DR

(0)> dr r1 //user stack pointer

rl : OFFFFFFFFFFFFFOO OFFFFFFFFFFFFFOO
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(0)> f //stack frame (kernel MST extension)
thread+002A98 STACK:

[8000001000581D4] s1eep+000000 (0000000000000064 [??7])
[100000478]main+0000CC (0000000100000001, 00000000200FEB78)
[10000023C] __start+000044 ()
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cpu subcommand

Purpose
The cpu subcommand allows you to switch from the current processor to the specified processor.

Syntax

cpu [ cpu number | any ]

Parameters

* cpu number — Specifies the CPU number. This value must be a decimal value.
» any — Unblocks switched processors.

Without a parameter, the cpu subcommand prints processor status.

For the kdb command, the processor status displays the address of the Per Processor Data Area (PPDA)
for the processor, the current thread for the processor, and the Current Save state Address (CSA).

For the KDB kernel debugger, the processor status indicates the current state of the processor (for
example, stopped, switched, debug, and so forth). A switched processor is blocked until the next start or
cpu subcommand. Switching between processors does not change the processor state.

Note: If a selected processor cannot be reached, you can go back to the previous processor by typing
M\ twice.

Aliases
No aliases.

Example
The following is an example of how to use the cpu subcommand:

KDB(4)> cpu //display processors status
cpu O status VALID SWITCHED action SWITCH

cpu 1 status VALID SWITCHED action SWITCH
cpu 2 status VALID SWITCHED action SWITCH
cpu 3 status VALID SWITCHED action SWITCH
cpu 4 status VALID DEBUG action RESUME

cpu 5 status VALID SWITCHED action SWITCH
cpu 6 status VALID SWITCHED action SWITCH

cpu 7 status VALID SWITCHED action SWITCH

KDB(4)> cpu 7 //switch to processor 7

Debugger entered via keyboard.

.waitproc+0000B0O 1bz r0,0(r30) r0=0,0(r30)=ppda+0014D0
KDB(7)> cpu //display processors status

cpu 0 status VALID SWITCHED action SWITCH

cpu 1 status VALID SWITCHED action SWITCH
cpu 2 status VALID SWITCHED action SWITCH
cpu 3 status VALID SWITCHED action SWITCH
cpu 4 status VALID SWITCHED action SWITCH
cpu 5 status VALID SWITCHED action SWITCH
cpu 6 status VALID SWITCHED action SWITCH

cpu 7 status VALID DEBUG
KDB(7)>
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ctx subcommand

Purpose
The ctx subcommand is used to switch between cpu contexts when viewing a system memory dump.

Note: This subcommand is only available within the kdb command. It cannot be used with the KDB kernel
debugger.

Syntax

ctx [cou number]

Parameters

» cpu number — decimal value or expression indicating a CPU number. If the CPU number is not given as
an parameter, the initial context is restored.

Note: You can select KDB context to see more information through the stack trace subcommand. For
example, you could see a complete stack of a kernel panic. However, KDB context is available only
if the running kernel is booted with KDB kernel debugger.

Aliases
context

Example
The following is an example of how to use the ctx subcommand:

$ kdb dump unix //dump analysis
Preserving 628325 bytes of symbol table
First symbol sys resource
Component Names:

1) proc

2) thrd

3) errlg

4)  bos

5) vmm

6) bscsi

7) scdisk

8) 1lvm

9) tty

10) netstat

11) Tlent_dd

raddr..... 0000000001000000 eaddr..... 0000000001000000
S1Z@uviivinnnnnnns 00800000 align.......covvnn. 00800000
valid..l ros....0 holes..0 io..... 0 seg....1l wimg...2

raddr..... 00000000004B8000 eaddr..... 00000000004B8000

[} 4T 00OFFD60 align............. 00001000
valid..l ros....0 holes..0 io..... 0 seg....1 wimg...2
Dump analysis on POWER _PC POWER 604 machine with 8 cpu(s)
Processing symbol table...

(0)> stat //machine status

RS6K_SMP_MCA POWER_PC POWER_604 machine with 8 cpu(s)
.......... SYSTEM STATUS

sysname... AIX nodename.. jumbo32
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release... 3 version... 4
machine... 00920312A0 nid....... 920312A0
time of crash: Tue Jul 22 09:46:22 1997
age of system: 1 day, O min., 35 sec.
.......... PANIC STRING
assert(v_lookup(sid,pno) == -1)
.......... SYSTEM MESSAGES

AIX 4.3

Starting physical processor #1 as logical #1... done.
Starting physical processor #2 as logical #2... done.
Starting physical processor #3 as logical #3... done.
Starting physical processor #4 as logical #4... done.
Starting physical processor #5 as logical #5... done.
Starting physical processor #6 as logical #6... done.
Starting physical processor #7 as logical #7... done.
[v_Tlists.c #727]

<- end_of_buffer

(0)> ctx 0 //KDB context of CPU 0

Switch to KDB context of cpu 0

(0)> dr iar //current instruction
iar : 00009414
.unlock_enab1e+000110 Twz r0,8(stkp) r0=0,8(stkp)=mststack+00AD18

(0)> ctx 1 //KDB context of CPU 1
Switch to KDB context of cpu 1

(1)> dr iar //current instruction
iar : 000BDB68
.kunlock1+000118 blr <.1d_usecount+0005BC> r3=0000000B

(1)> ctx 2 //KDB context of CPU 2
Switch to KDB context of cpu 2

(2)> dr iar //current instruction
iar : 00027634
.tstart+000284 blr <.sys_timer+000964> r3=00000005

(2)> ctx 3 //KDB context of CPU 3
Switch to KDB context of cpu 3

(3)> dr iar //current instruction
iar : 01B6A580
01B6A580 ori r3,r31,0 <00000089> r3=50001000,r31=00000089

(3)> ctx 4 //KDB context of CPU 4
Switch to KDB context of cpu 4

(4)> dr iar //current instruction

iar : 00014BFC

.panic_trap+000004 b1 <.panic_dump> r3=_$STATIC+000294
(4)> f //current stack

__kdb_thread+0002F0 STACK:

[00014BFC] .panic_trap+000004 ()
[0003ACAC]v_inspft+000104 (??, ??, ?7)
[00048DA8]v_inherit+0004A0 (?7, 7?7, ?7)
[000A7ECC]v_preinherit+000058 (??, ?7, ?7?)
[00027BFC]begbt 603 patch 2+000008 (??, ?7)

Machine State Save Area [2FF3B400]

iar : 00027AEC msr : 000010BO® cr 1 22222222 1r : 00243E58

ctr : 00000000 xer : 00000000 mq : 00000000

r0 : 000A7E74 rl1 : 2FF3B220 r2 : 002EBC70 r3 : 00013350 r4 : 00000000
r5 : 00000100 r6 : 00009030 r7 : 2FF3B400 r8 : 00000106 r9 : 00000000
rl0 : 00243E58 rl1l : 2FF3B400 rl2 : 000010BO r13 : 000C1C80 rl4 : 2FF22A88
rl5 : 20022DB8 rl16 : 20006A98 rl7 : 20033128 r18 : 00000000 rl19 : 0008AD56
r20 : BO2A6038 r21 : 0000006A r22 : 00000000 r23 : OOOOFFFF r24 : 00000100
r25 : 00003262 r26 : 00000000 r27 : BO2BSAEC r28 : BO2A9F70 r29 : 00000001
r30 : 00003350 r31 : 00013350

sO : 00000000 sl : OO7FFFFF s2 : 0000864B s3 : OO07FFFFF s4 : OQ7FFFFF
s5 : OO7FFFFF s6 : OO7FFFFF s7 : OQ7FFFFF s8 : OO07FFFFF s9 : OO7FFFFF
s10 : 007FFFFF sl11 : 00001001 sl12 : 00002002 s13 : 6001FOLF s14 : 00004004
s15 : OO7FFFFF

prev 00000000 kjmpbuf 00000000 stackfix 00000000 intpri 0B

curid 0008AD56 sralloc  EOLE0000 ioalloc 00000000 backt 00
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flags 00 tid 00000000 excp_type 00000000

fpscr 00000000 fpeu 01 fpinfo 00 fpscrx
o_iar 00000000 o_toc 00000000 o_argl 00000000
excbranch 00000000 o_vaddr 00000000 mstext 00000000

Except :

csr 00000000 dsisr 40000000 bit set: DSISR_PFT

srval 6000864B dar  2FF22FF8 dsirr 00000106

[00027AEC] .backt+000000 (00013350, 00000000 [?7])
[00243E54] vms_delete+0004DC (?7)

[00256838] shmfreews+0000B0O ()

[060732B4] freeuspace+000010 ()

[00072EAC] kexitx+000688 (??)

(4)> ctx //AIX context of CPU 4

Restore initial context

(4)> f //current stack

thread+031920 STACK:

[00027AEC] .backt+000000 (00013350, 00000000 [?7])
[00243E54] vms_delete+0004DC (?7?)

[00256838] shmfreews+0000B0O ()

[000732B4] freeuspace+000010 ()

[00072EAC] kexitx+000688 (??)

(4)>
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runcpu subcommand

Purpose

The runcpu subcommand allows you to run any other kdb subcommand to for every processor in the
system. It is intended for use with subcommands such as the f subcommand for which the output depends
on the current processor in the KDB kernel debugger.

Syntax

runcpu cmd

Parameters
* cmd — Specifies the kdb subcommand that is to be run for every processor in the system.

The specified command only runs on processors that the KDB kernel debugger has stopped. If errors
occur when the command is run on a particular processor, the runcpu subcommand continues and runs
the command on the next processor. The runcpu subcommand can be stopped by pressing Ctrl+C.

Aliases
No aliases.

Example
The following is an example of how to use the runcpu subcommand:
KDB(0)> runcpu f

--- CPU #0 ---

pvthread+000200 STACK:

[00026078]waitproc_find_run_queue+00018C (0000000000000001 [??7])
[000285DC]waitproc+000134 ()

[00ODE8F8] procentry+000010 (??, ??, ??, ?7)

--- CPU #1 ---

pvthread+000300 STACK:

[00026124]waitproc_find_run_queue+000238 (0000000000000080 [?7])
[000285DC]waitproc+000134 ()

[00ODE8F8] procentry+000010 (??, ??, 77, ??)

KDB(0)>
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Chapter 11. Calculator and converter subcommands

The subcommands in this category are used to convert decimal numbers to other formats and evaluate
decimal and hexadecimal expressions. These subcommands include the following:

-

* |dcal
* |con
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hcal and dcal subcommands

Purpose

The hcal subcommand evaluates hexadecimal expressions and displays the result in both hexadecimal
and decimal. The dcal subcommand evaluates decimal expressions and displays the result in both
hexadecimal and decimal.

Syntax

hcal HexadecimalExpression

dcal DecimalExpression

Parameters
* HexadecimalExpression — Specifies the hexadecimal expression to be evaluated.
» DecimalExpression — Specifies the decimal expression to be evaluated.

Aliases
hcal — cal

dcal has no alias.

Example
The following is an example of how to use the decal subcommand and the heal subcommand:
KDB(0)> hcal 0x10000 //convert a single value

Value hexa: 00010000 Value decimal: 65536
KDB(0)> dcal 1024%1024 //convert an expression
Value decimal: 1048576 Value hexa: 00100000

KDB(0)> set 11 //64 bits printing

64 _bit is true

KDB(0)> hcal 0-1 //convert -1

Value hexa: FFFFFFFFFFFFFFFF Value decimal: -1 Unsigned: 18446744073709551615
KDB(0)> set 11 //32 bits printing

64_bit is false

KDB(0)> hcal 0-1 //convert -1

Value hexa: FFFFFFFF Value decimal: -1 Unsigned: 4294967295
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conv subcommand

Purpose

The conv subcommand converts an arbitrary base number to a decimal, binary, octal, or hexadecimal
number.

Syntax

conv[-bl-dl-ol-x|-abase][-s] value

Parameters

» -b — Specifies that the number to convert specified by the value parameter is a binary number.

» -d — Specifies that the number to convert specified by the value parameter is a decimal number.

» -0 — Specifies that the number to convert specified by the value parameter is an octal number.

» -x — Specifies that the number to convert specified by the value parameter is a hexadecimal number.

» -a base — Specifies that the number to convert specified by the value parameter is a number with the
arbitrary base of base. The number must be between 2 and 36 inclusive.

» -s — Extends the left-most, one-bit sign of the number to convert specified by the value parameter.
* value — Specifies the number to convert.

Aliases
No aliases.

Example

The following is an example of how to use the conv subcommand:

KDB(0)> conv 1101

Binary : 0000000000000000000000000000000000000000000000000000010001001101
Octal : 0000000000000000002115

Decimal: 1101

Hex : 000000000000044D

KDB(0)> conv -b 1101

Binary : 0000000000000000000000000000000000000000000000000000000000001101
Octal : 0000000000000000000015

Decimal: 13

Hex : 000000000000000D

KDB(0)> conv -b -s 1101

Binary : 1111111111111111111111111111111111111111111111111111111111111101
Octal : 1777777777777777777775

Decimal: -3

Hex : FFFFFFFFFFFFFFFD

KDB(0)>
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Chapter 12. CPU start and stop subcommands

The subcommands in this category are used to selectively hold processors in kdb spin loops and then
release them back to general operating system use. These subcommands include the following:

e [start
top

[2]
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start and stop subcommands

Purpose

The start subcommand starts all processors or a specific processor. The stop subcommand stops all
processors or a specific processor.

Note: These subcommands are only available within the KDB kernel debugger. They are not included in
the kdb command.

Syntax

start cou_number | all

stop cpu_number | all

Parameters

* cpu_number — Specifies the CPU number to start or stop. This parameter must be a decimal value.
» all — Indicates that all processors are to be started or stopped.

When a processor is stopped, it is looping inside the KDB kernel debugger and the processor does not go
back to the operating system.

Aliases
No aliases.

Example
The following is an example of how to use the start subcommand and the stop subcommand:

KDB(1)> stop @ //stop processor 0
KDB(1)> cpu //display processors status
cpu 0 status VALID STOPPED action STOP
cpu 1 status VALID DEBUG

KDB(1)> start @ //start processor 0
KDB(1)> cpu //display processors status
cpu 0 status VALID action START

cpu 1 status VALID DEBUG

KDB(1)> b sy decint //set break point
KDB(1)> e //exit the debugger

Breakpoint

.sy_decint+000000 mflr ro <.dec_f1ih+000014>
KDB(0)> cpu //display processors status
cpu 0 status VALID DEBUG action RESUME
cpu 1 status VALID DEBUGWAITING

KDB(0)> cpu 1 //switch to processor 1
Breakpoint

.sy_decint+000000 mflr ro <.dec_f1ih+000014>
KDB(1)> cpu //display processors status
cpu 0 status VALID SWITCHED action SWITCH
cpu 1 status VALID DEBUG

KDB(1)> cpu ©0 //switch to processor 0
KDB(0)> cpu //display processors status
cpu O status VALID DEBUG

cpu 1 status VALID SWITCHED action SWITCH
KDB(0)> q //exit the debugger
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Chapter 13. Basic display subcommands

The subcommands in this category display stack frames, system statistics and information about
processors. These subcommands include the following:

n |E=
—
H
—
C
n

)
@
2

i@

ymptom
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f subcommand

Purpose

The f subcommand displays all of the stack frames from the current instruction as deep as possible.
Interrupts and system calls are crossed and the user stack is displayed.

Syntax
f [+x | -x] [th {slot | address} ]

Parameters

* +x — Includes hexadecimal addresses as well as symbolic names for calls on the stack. This option
remains set for future invocations of the stack subcommand until it is changed using the -x flag.

» -x — Suppresses the display of hexadecimal addresses for functions on the stack. This option remains in
effect for future invocations of the stack subcommand until it is changed using the +x flag.

¢ slot — Indicates the thread slot number. It is a decimal value

* Address — Indicates the effective address for a thread slot. It is a hexadecimal address, hexadecimal
expression, or symbol.

In the user space, trace back allows the display of symbolic names, but the KDB kernel debugger cannot
directly access these symbols. Use the +x toggle to have hexadecimal addresses displayed (for example,
to put a break point on one of these addresses). If invoked with no parameter, the stack for the current
thread is displayed. The stack for a particular thread can be displayed by specifying its slot number or
address.

Note: The amount of data displayed can be controlled through the mst_wanted and
display_stack_wanted options of the set subcommand. For more information, see
[subcommand” on page 44

For some compilation options, specifically -O, routine parameters are not saved in the stack. KDB warns
about this by displaying [??] at the end of the line. In this case, the displayed routine parameters might be
wrong.

Aliases
stack, where

Example

The following is an example of how to use the f subcommand. In the following example, a break point is
set on v_gettlock and when the break point is encountered, the stack is displayed. The first parameter of
the open() syscall is displayed and saved by copen() in register R31. Register R31 is saved in the stack
by openpath(). The first parameter is found by looking at the memory pointed to by register R31.

KDB(2)> f //show the stack

thread+012540 STACK:

[0004AC84]v_gettlock+000000 (00012049, COO11E80, 00000080, 00000000 [??]) <-- Optimized code, note [?7]
[00085C18]v_pregettlock+0000B4 (??, ??7, ??, ?7)

[000132E8] isync_vcs1+0000D8 (??, ??)

__ Exception (2FF3B400)

[060131FC] .backt+000000 (00012049, COO11E80 [??]) <-- Optimized code, note [?7]
[0004B220] vm_gettlock+000020 (??, ??)

[0019A64C] iwrite+00013C (?7?)

[06019D194] finicom+0000AO (?7, ?7?)

[0019D4F0] com1ist+0001CC (2?2, ??)

[0019D5BC] _commit+000030 (00000000, 00000001, 09C6EIE8, 399028AA,

0000A46F, OOOOE2AA, 2D3A4EAA, 2FF3A730)

[001E1B18] jfs_setattr+000258 (??, ??, ??, ??, 7?7, ?7)
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[001A5ED4]vnop_setattr+000018 (??, ??, ??, 77, ??
[001E9008] spec_setattr+00017C (??, ??, ??, ??, ??
[001A5ED4]vnop_setattr+000018 (??, ??, ??, 77, 77
[01B655C8] pty_vsetattr+00002C (??, ??, ??, ??, ?7, 77
[01B6584C]pty_setname+000084 (??, ??, ??, 2?7, 7?7, ?7)
[01B60810] pty create ptp+0002C4 (??, ??, ??, 7?7, ?77)

[01B60210] pty_open_comm+00015C (??, ??, ??, ??)
[01B5FFCO]call_pty_open_comm+0000B8 (??, ??, 7?7, ?7?)

[01B6526C] ptm_open+000140 (??, ??, ??, 77, ?77)

(2)> more (~C to quit) ?

[01A9A124] open_wrapper+0000D0 (?7?)

[01A8DF74]csq_protect+000258 (??, ??, ??, 7?7, 77, ?77)

[01A96348] osr_open+0000BC (??)

[01A9C1C8] pse_clone_open+000164 (2?7, ??, 2?7, ?77)

[001ADCC8] spec_clone+000178 (??, 27, ??, 27, ?77)

[001B3FC4] openpnp+0003AC (??, ??7, ??, 2?7, ?77)

[001B4178] openpath+000064 (2?2, ??, ??, 2?7, 7?7, 27)

[001B43E8] copen+000130 (22, 2?2, 22, 77, ?7)

[001B44BC]open+000014 (??, 2?7, ?77)

[000037D8] .sys_cal1+000000 ()

[10002E74]doit+00003C (??, ??, ?7?)

[10003924]main+0004CC (2?7, ?7)

[1000014C] . _start+00004C ()

KDB(2)> set 10 //show saved registers

display_stacked regs is true

KDB(2)> f //show the stack

thread+012540 STACK:

[0004AC84]v_gettlock+000000 (00012049, CO011E80, 00000080, 00000000 [?7])

?77)
?7?7)
??)
??)

B
B
s
B

v e e
v e w e
v e e e

[001B3FC4] openpnp+0003AC (22, 22, 2?7, ?7, 77)

r24 : 2FF3B6EO r25 : 2FF3B400 r26 : 10002E78 r27 : 00000000 r28 : 00000002
r29 : 2FF3B3CO r30 : 00000000 r31 : 20000510

[001B4178] openpath+000064 (2?2, ??, ??, 2?7, 77, 27)

[001B43E8] copen+000130 (??, ??, 27, 2?2, ?77)

r27 : 2A22A424 v28 : E3014000 r29 : E6012540 r30 : 0C87B0O00 r31 : 00000000
[001B44BC]open+000014 (27, 2?2, ?7)

KDB(2)> dc open 6 //look for parameter R3

.open+000000 stwu stkp, FFFFFFCO(stkp)

.open+000004 mflr ro

.open+000008  addic r7,stkp,38

.open+00000C stw r0,48(stkp)

.open+000010 14 r6,0

.open+000014 b1 <.copen>

KDB(2)> dc copen 9 //look for parameter R3

.copen+000000 stmw r27,FFFFFFEC(stkp)

.copen+000004 addi r28,r4,0

.copen+000008 mflr ro

.copen+00000C Twz r4,D5C(toc) D5C(toc)=audit_flag
.copen+000010 stw r0,8(stkp)

.copen+000014 stwu stkp, FFFFFFAQ (stkp)

.copen+000018 cmpi cro,r4,0

.copen+00001C  mtcrf crb,r28

.copen+000020 addi r3l,r3,0

KDB(2)> d 20000510 //display memory location @R31

20000510: 2F64 6576 2F70 7463 0000 0000 416C 6C20  /dev/ptc....All

In the following example, you must find what the Isfs subcommand is waiting for. The answer is given with
getfssize parameters, which are saved in the stack.
# ps -ef|grep 1sfs
root 63046 39258 0 Apr 01 pts/1 0:00 1sfs
# kdb
Preserving 587377 bytes of symbol table
First symbol sys_resource

PFT:
L PP 0007
raddr............. 01000000 eaddr............. BOOOOOOO
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STZ@uiviieiunnnnnns 01000000 align.....covvuunn 01000000
valid..1l ros....0 holes..0 io..... 0 seg....0 wimg...2

PVT:

L T AP 0008

raddr....coeennnn. 003BCOO0 eaddr............. B2000000
STZ€uviininnnnnnnn O01FFDAO align....eeeueen.. 00001000
valid..l ros....0 holes..0 io..... 0 seg....0 wimg...2
(0)> dcal 63046 //print hexadecimal value of PID
Value decimal: 63046 Value hexa: 0000F646

(0)> tpid 0000F646 //show threads of this PID

SLOT NAME STATE  TID PRI CPUID CPU FLAGS WCHAN

thread+025440 795 1sfs SLEEP 31B31 03C 000 00000004 057DB5BC

(0)> sw 795 //set current context on this thread
Switch to thread: <thread+025440>

(0)> f //show the stack

thread+025440 STACK:
[000205C0]e_block_thread+000250 ()
[00020B1C]e_sTeep_thread+000040 (??, ??7, ?7)
[0002AAA0] iowait+00004C (?7?)

[0002B40C] bread+0000DC (?7, ??)

[0020AF4C] readb1k+0000AC (2?7, ?7, 7?2, ??)

[001E90D8] spec_rdwr+00007C (??, ??, ??7, 2?2, 27, 2?2, 77, ?7?)
[001A6328] vnop_rdwr+000070 (??, ??, ??, ??, ?7, ??, ?7, ??)
[00198278] rwuio+0000CC (??, ??, ??, ??, 2?7, 7?7, 2?7, ?77)

[001986AC] rdwr+000184 (2?7, ?7?, ??, 2?7, 2?2, ?7)
[001984D4] kreadv+000064 (??, ??, ??, ?7)
[000037D8] .sys_cal1+000000 ()

[DOO46A18] read+000028 (??, ?7, ??)

[1000A0E4] get_superblk+000054 (??, ??, ?7)
[100035F8] read_super+000024 (??, 2?7, 7?7, ?7)
[10005C00] getfssize+0000A0 (??, 2?7, 27?)
[10002D18] prnt_stanza+0001E8 (??, ??, ?7)
[1000349C]do_1s+000294 (2?7, ?7?)
[10000524]main+0001E8 (2?7, ?7?)
[1000014C] . start+00004C ()

(0)> sw u //enable user context of the thread

(0)> dc 10005C00-a0 8 //look for parameters R3, R4, R5

10005B60 mflr ro

10005B64 stw r31,FFFFFFFC(stkp)
10005B68 stw r0,8(stkp)
10005B6C stwu stkp, FFFFFEEO (stkp)
10005B70 stw r3,108(stkp)
10005B74 stw r4,104 (stkp)
10005B78 stw r5,10C(stkp)
10005B7C addi r3,r4,0

(0)> set 9 //print stack frame
display_stack_frames is true

(0)> f //show the stack
thread+025440 STACK:
[000205C0]e_block_thread+000250 ()

ti60035F8]read_super+000024 (22, 22, 22, 72)

2FF225D0: 2FF2 26F0 2A20 2429 1000 5C04 FO71 71CO
2FF225E0: 2FF2 2620 2000 4D74 DOOO 4E18 FO71 F83C
2FF225F0: FO75 2FF8 FO074 36A4 FO75 OFEO FO75 1FF8
2FF22600: FO71 AE80 8080 8080 0000 0004 0000 0006

/.&.% $)..\..qq.
/.& Mt..N..q.<
.u/..tb..u...u..
B P

[10005C00] getfssize+0000AO (??, ??, ?7)

(0)> dw 2FF225D0+104 //print parameters (offset 0x104 0x108 0x10c)

2FF226D4: 2000DCC8 2000DC78 00000000 0OOOO004

(0)> d 2000DC78 20 //print first parameter
2000DC78: 2F74 6D70 2F73 7472 6970 655F 6673 2E32
2000DC88: 3433 3632 0000 0000 0000 00O 0000 0004
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(0)> d 2000DCC8 20 //print second parameter
2000DCC8: 2F64 6576 2F73 6C76 3234 3336 3200 0000 /dev/s1v24362...

2000DCD8: 0000 0000 0000 0000 0000 0000 0000 0004
(0)> q //leave debugger
#
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status subcommand

Purpose
The status subcommand displays information about what is currently running on each processor.

Syntax

status [cpu]

Parameters
* cpu — Specifies the CPU number.

If no argument is specified, information is displayed for all processors.

Aliases
No aliases.

Example
The following is an example of how to use the status subcommand:

KDB(0)> status

CPU TID TSLOT PID PSLOT PROC_NAME
0 205 2 204 2 wait
1 307 3 306 3 wait

KDB(0)> status 1

CPU TID TSLOT PID PSLOT PROC_NAME
1 307 3 306 3 wait
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stat subcommand

Purpose

The stat subcommand displays system statistics that include the last kernel printf() messages still in

memory.

Syntax

stat

Parameters
No parameters.

The following information is displayed for a processor that has crashed:

* Processor logical number

* Current Save Area (CSA) address

e LED value

For the KDB kernel debugger, this subcommand also displays the reason why the debugger was entered.
There is one reason per processor.

Aliases
No aliases.

Example

The following is an example of how to use the stat subcommand:

KDB(6)> stat //machine status using the KDB kernel debugger
RS6K_SMP_MCA POWER_PC POWER_604 machine with 8 cpu(s)

SYSTEM STATUS:
sysname: AIX
nodename: jumbo32
release: 2
version: 4

machine: 00920312A000

nid: 920312A0

I1legal Trap Instruction Interrupt in Kernel

age of system: 1 day, 5 hr., 59 min., 50 sec.

SYSTEM MESSAGES

AIX 4.2

Starting physical
Starting physical
Starting physical
Starting physical
Starting physical
Starting physical
Starting physical
<- end_of_buffer

CPU 6 CSA 00427EBO at time of crash, error code for LEDs: 70000000

processor
processor
processor
processor
processor
processor
processor

as
as
as
as
as
as
as

logical
logical
logical
logical
logical
logical
logical

. done.
.. done.
. done.
.. done.
.. done.
. done.
. done.

(0)> stat //machine status using the kdb command running on the dump file

RS6K_SMP_MCA POWER_PC POWER_604 machine with 4 cpu(s)

.......... SYSTEM
sysname... AIX
release... 3

machine... 00989903A6 nid

STATUS

nodename.. z0022
version...

4

989903A6

time of crash: Sat Jul 12 12:34:32 1997
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age of system: 1 day, 2 hr., 3 min., 49 sec.
.......... SYSTEM MESSAGES

AIX 4.3

Starting physical processor #1 as logical #1... done.
Starting physical processor #2 as logical #2... done.
Starting physical processor #3 as logical #3... done.
<- end_of_buffer

.......... CPU 0 CSA OO4ADEBO at time of crash, error code for LEDs: 30000000

thread+01B438 STACK:

[00057F64]v_sync+0000E4 (BO1C876C, 0000001F [?7])
[000A4FAQ]v_presync+000050 (??, ??)
[0002B05C] beght 603 patch_2+000008 (2?7, ??)

Machine State Save Area [2FF3B400]

iar : 0002AF4C msr : 000010BO cr 1 24224220 1r : 0023D474

ctr : 00000004 xer : 20000008 mq : 00000000

r0 : 000A4F50 rl1 : 2FF3A600 r2 : 002E62B8 r3 : 00000000 r4 : 07D17B60
r5 : E601B438 r6 : 00025225 r7 : 00025225 r8 : 00000106 r9 : 00000004
r10 : 0023D474 r1l1 : 2FF3B400 rl12 : 000010BO rl13 : 000C0040 rl14 : 2FF229A0
r15 : 2FF229BC rl16 : DEADBEEF r17 : DEADBEEF r18 : DEADBEEF r19 : 00000000
r20 : 0048D4CO r21 : 0048D3EO® r22 : O7D6EE9O0 r23 : 00000140 r24 : 07D61360
r25 : 00000148 r26 : 0000014C r27 : O7C75FFO r28 : 07C75FFC r29 : Q7C75FF0
r30 : 07D17B60 r31 : 07C76000

sO : 00000000 sl : OO7FFFFF s2 : 00001DD8 s3 : OO7FFFFF s4 : 0O7FFFFF
sb : OO7FFFFF s6 : QO7FFFFF s7 : OO7FFFFF s8 : O07FFFFF s9 : OO7FFFFF
s10 : OO7FFFFF sl11 : 00000101 s12 : 0000135B s13 : 00000CC5 s14 : 00000404
s15 : 6000096E

prev 00000000 kjmpbuf  2FF3A700 stackfix 00000000 intpri 0B

curid 00003C60 sralloc EOLEO0000 ioalloc 00000000 backt 00

flags 00 tid 00000000 excp_type 00000000

fpscr 00000000 fpeu 00 fpinfo 00 fpscrx 00000000

o_iar 00000000 o_toc 00000000 o_argl 00000000
excbranch 00000000 o_vaddr 00000000 mstext 00000000
Except :

csr 00000000 dsisr 40000000 bit set: DSISR_PFT

srval 00000000 dar  07CA705C dsirr 00000106

[0002AF4C] .backt+000000 (00000000, 07D17B60 [?7])
[0623D470] i10ogsync+00014C (??)

[002894B8] 1ogsync+000090 (??)

[0028899C] 1ogmvc+000124 (2?7, 2?2, ??, ?7)

[0023AB68] 1Togafter+000100 (2?2, ??, ?7?)

[0023A46C] commit2+0001EC (??)

[0023BF50] finicom+000OBC (??, ?7)

[0023C2CC] comlist+0001FO (??, ?7)

[0029391C] jfs_rename+000794 (??, 2?7, ??, 2?7, 7?7, 2?7, ?77)
[00248220] vnop_rename+000038 (??, ??, ??, ??7, 77, 77, ?77)
[0026A168] rename+000380 (?7, ??)

(0)>
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pr subcommand

Purpose
The pr subcommand displays memory as if it were of a specified type (c data structure).

Syntax
pr [type] address

pr -l offset Iname [-e end_val] [type] address
pr -a count [type] address
pr -d default_type

pr -p pattern

Parameters

» -l — Displays data following a linked list. The pr subcommand follows the linked list until the value in the

linked list pointer equals the ending value. The ending value is zero, unless it is changed with the -e
parameter.

+ -e — Changes the ending value used when you are displaying a linked list.
« -a — Displays the data as if it were an array whose elements are of the specified type.
* -d — Sets the default type.

» default_type — Indicates the type (c data structure) for which you want to display information. After you

set the default type by using the —d parameter, it is the only type for which information is displayed.
» -p — Displays the defined symbols that match a specified pattern.
» fype — Specifies the type used to display the data.
» address — Specifies the effective address of the data to be displayed.
» offset — Specifies the offset of the linked list pointer in the data structure.
* name — Specifies the name of the linked list pointer in the data structure.
* end_val — Specifies the new ending value.
» count — Specifies the number of elements to display.
» pattern — Specifies the pattern.

Before a tfype can be used, it must be loaded into the kernel with the bosdebug - command. The
bosdebug command must be issued outside of kdb as the root user. It is not necessary to reboot the
machine after running the bosdebug command.

Aliases

print

Example

The following is an example of how to use the pr subcommand:

KDB(0)> pr integer 3000 //use 'pr' without Toading symbols

type definition not found

//Run the following as 'root' to Toad the symbols in intr.h into the kernel

# echo "#include <sys/intr.h>" >sym.c //symbol file to load into kernel
# echo "main() { }" >>sym.c
# cc -g -0 sym sym.c -qdbxextra //for 32-bit kernel

# cc -g -q64 -o sym sym.c -qdbxextra //for 64-bit kernel
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# bosdebug -1 sym (Toad symbols into kernel)
Symbol table initialized. Loaded 297 symbols.

KDB(0)> pr integer 3000 //print data at 0x3000 as an integer
integer foo[0] = 0x4C696365;
KDB(0)> intr 19 //show interrupt handler table, slot 19

SLT INTRADDR HANDLER TYPE LEVEL PRIO BID FLAGS

i_data+00004C 19 30047A80 00000000 0004 00000001 0000 900100CO 0040
i_data+00004C 19 0200C360 0200A908 0004 00000003 0000 900100CO 0040
i_data+00004C 19 319A9020 02041AB8 0004 00000003 0000 900100CO 0040

KDB(0)> intr 30047A80 //show interrupt handler information at 0x30047A80
addr........... 30047A80 handler........ 00000000

bid............ 900100CO bus_type....... 00000004 BID

next.....ooen.. 0200C360 flags.......... 00000040 LEVEL

level...o..o.... 00000001 priority....... 00000000 INTMAX

i count........ 00000000

KDB(0)> pr intr 30047A80 //print this data as an 'intr' structure

struct intr {
struct intr *next = 0x0200C360;
int (xhandler) () = 0x00000000;

unsigned short bus_type = 0x0004;

unsigned short flags = 0x0040;

int Tevel = 0x00000001;

int priority = 0x00000000;

ulong32int64_t bid = 0x900100C0;

unsigned long i_count = 0x00000000;
} foo[0];
KDB(0)> pr 30047A80 //print data using default type
char foo[0] = 0x02 '';
KDB(0)> pr -d intr //change default type to 'intr' structure
KDB(0)> pr 30047A80 //print data using new default type
struct intr {

struct intr *next = 0x0200C360;

int (xhandler) () = 0x00000000;

unsigned short bus_type = 0x0004;

unsigned short flags = 0x0040;

int Tevel = 0x00000001;

int priority = 0x00000000;

ulong32int64_t bid = 0x900100C0;

unsigned long i_count = 0x00000000;
} fool0];

KDB(0)> pr -1 next intr 30047A80 //print following the 'next' pointer
struct intr {

struct intr *next = 0x0200C360;
int (*handler) () = 0x00000000;
unsigned short bus_type = 0x0004;
unsigned short flags = 0x0040;
int Tevel = 0x00000001;
int priority = 0x00000000;
ulong32int64_t bid = 0x900100C0;
unsigned long i_count = 0x00000000;
} foo;
struct intr {
struct intr *next = 0x319A9020;
int (xhandler) () = 0x0200A908;

unsigned short bus_type = 0x0004;
unsigned short flags = 0x0040;
int Tevel = 0x00000003;
int priority = 0x00000000;
ulong32int64_t bid = 0x900100C0;
unsigned long i_count = 0x00000000;
} foo;
struct intr {
struct intr *next = 0x00000000;
int (*handler) () = 0x02041ABS8;
unsigned short bus_type = 0x0004;
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unsigned short flags = 0x0040;
int Tevel = 0x00000003;
int priority = 0x00000000;

ulong32int64_t bid = 0x900100C0;

unsigned long i_count
} foo;

= 0x00000000;

KDB(0)> pr -e 319A9020 -1 next intr 30047A80

struct intr {

struct intr *next = 0x0200C360;
int (*handler) () = 0x00000000;

unsigned short bus_type
unsigned short flags
int Tevel = 0x00000001;

= 0x0004;
= 0x0040;

int priority = 0x00000000;
ulong32int64_t bid = 0x900100C0;

unsigned long i_count = 0x00000000;
} foo;
struct intr {
struct intr *next = 0x319A9020;
int (xhandler) () = 0x0200A908;
unsigned short bus_type = 0x0004;
unsigned short flags = 0x0040;
int Tevel = 0x00000003;
int priority = 0x00000000;

ulong32int64_t bid = 0x900100C0;

unsigned long i_count
} foo;
KDB(0)> pr -a 2 intr 30047A80
struct intr {
struct intr *next
int (*handler) ()

= 0x00000000;

//print following the 'next' pointer,
//ending when 'next' equals 0x319A9020

//print two 'intr' stuctures starting at 0x30047A80

0x0200C360;
0x00000000;

unsigned short bus_type = 0x0004;
unsigned short flags = 0x0040;
int Tevel = 0x00000001;

int priority = 0x00000000;

ulong32int64_t bid = 0x900100C0;

unsigned long i_count = 0x00000000;
} foo[0];
struct intr {
struct intr *next = 0x00000000;
int (xhandler) () = 0x00000000;
unsigned short bus_type = 0x0000;
unsigned short flags = 0x0000;
int Tevel = 0x00000000;
int priority = 0x00000000;

ulong32int64_t bid = 0x00000000;

unsigned long i_count
} foo[l];
KDB(0)> pr -p intr
intr
KDB(0)> pr -p *r
char
unsigned char
signed char
integer
character
wchar
__default_char
intr
u_char
physadr
uchar
UTF32Char
UniChar
KDB(0)> g

= 0x00000000;

//show symbol ‘'intr'

//show symbols matching '*r'
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# bosdebug -f //unload symbols from kernel
Flushed out all the symbols.

KDB(0)> pr integer 3000 //print after symbols unloaded
type definition not found
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symptom subcommand

Purpose
The symptom subcommand displays the symptom string for a dump.

Note: The symptom subcommand is only available in the kdb command.

Syntax

symptom [-e]

Parameters

» -e — Writes the symptom string and the stack trace to the system errlog. The symptom string is
displayed on the standard output.

If no parameters are used, the symptom subcommand displays the symptom string on the standard
output.

The symptom subcommand is not valid on a running system. The optional -e flag creates an error log
entry that contains the symptom string. This flag is normally only used by the system and not entered
manually. The symptom string can be used to identify duplicate problems.

Aliases
No aliases.

Example

* The following example demonstrates the symptom command running on a dump:

<0> symptom
PIDS/5765C3403 LVLS/430 PCSS/SPI1 MS/300 FLDS/uiocopyin VALU/7ce62lae
FLDS/uiomove VALU/13c

» The following example demonstrates the symptom subcommand with the -e flag running on a dump:

<0> symptom -e
PIDS/5765C3403 LVLS/430 PCSS/SPI1 MS/300 FLDS/uiocopyin VALU/7ce62lae
FLDS/uiomove VALU/13c

* The corresponding system errlog entry is similar to the following:
LABEL: SYSDUMP_SYMP
Detail Data
DUMP STATUS
LED:300
csa:2ff3b400

uiocopyin_ppc 1lc4
uiomove 13c
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Chapter 14. Memory register display and decode
subcommands

The subcommands in this category are used to display and decode the memory register. These
subcommands include the following:

FEE=

L] e e e e & o o
x| ron x| =n[=n [ E=n (= [oX
A EEEEEEEHEEE
Sl lie||I<|IS£]1< =
z |I=llslle Sz

L]
[}
o

O
o

© Copyright IBM Corp. 2004, 2005

89



d, dw, dd, dp, dpw, and dpd subcommands

Purpose

The d (display bytes), dw (display words), and dd (display double words), subcommands dump memory
areas starting at a specified effective address. Access is done in real mode.

The dp (display bytes), dpw (display words), and dpd (display double words) subcommands dump
memory areas starting at a specified real address.

Syntax
d symbol | EffectiveAddress [count]

dw symbol | EffectiveAddress [count]

dd symbol | EffectiveAddress [count]

dp symbol | PhysicalAddress [count]

dpw symbol | PhysicalAddress [count]

dpd symbol | PhysicalAddress [count]

Parameters

EffectiveAddress — Specifies the virtual (effective) address of the area to be dumped when the d, dw, or
dd subcommands are used. Symbols, hexadecimal values, or hexadecimal expressions can be used in
specification of the address.

PhysicalAddress — Specifies the physical address of the area to be dumped when the dp, dpw or dpd
subcommands are used. Symbols, hexadecimal values, or hexadecimal expressions can be used in
specification of the address.

count — Specifies the number of bytes, words, or double words to display. This is a hexadecimal value.
The number of bytes are displayed if the d subcommand or the dp subcommand are used. The number
of words are displayed if the dw or dpw subcommand are used. The number of double words is
displayed if the dd subcommand or the dpd subcommand are used. If no count is specified, 16 bytes of
data are displayed.

Any of the display subcommands can be continued from the last address displayed by using the Enter key.

Aliases
d — dump

Example
The following is an example of how to use the d, dw, dd, dp, dpw, and dpd subcommands:

KDB(0)> d utsname //display data at utsname

utsname+000000: 4149 5800 0000 0000 0000 0000 0000 0000 AIX.............
KDB(0)> d utsname 8 //display 8 bytes of data at utsname
utsname+000000: 4149 5800 0000 0000 AIX.....
KDB(0)> //'enter key' to display the next 8 bytes of data
utsname+000008: 0000 0000 0000 6GGO ...,
KDB(0)> dw utsname 8 //display 8 words of data at utsname
utsname+000000: 41495800 00000000 000OO000 00000000 AIX.......ouvn..
utsname+000010: 00000000 00000000 00000000 00000000 ......evveeen...
KDB(0)> dd utsname 8 //display 8 double-words of data at utsname
utsname+000000: 4149580000000000 0000000000000000 AIX.............
utsname+000010: 0000000000000000 0000000000000000 .....ccvveuenn..
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utsname+000020: 3030303030303030 4130303000000000 00000000A000.. ..
utsname+000030: 0000000000000000 0000000000000000 ........cevvun..
KDB(0)> tr utsname //find physical address of utsname

Physical Address = 00000000003D2860

KDB(0)> dp 3D2860 //display data using physical address

003D2860: 4149 5800 0000 0000 0000 0000 0000 0000 AlXeennnnnnn
KDB(0)> dpw 3D2860 //display data as words using physical address
003D2860: 41495800 00000000 00OOOOOO OOOOOOOO AlX.eeieninnan..
KDB(0)> dpd 3D2860 //display data as double-words using physical address
003D2860: 4149580000000000 00000000COO00000 AlX. e iieenann.

KDB(0)>
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dc and dpc subcommands

Purpose
The dc and dpc subcommands decode instructions.

Syntax

dc effectiveaddress [count]

dpc physicaladdress [count]

Parameters

effectiveaddress — Specifies the effective or virtual address of the code to disassemble. Symbols,
hexadecimal values, or hexadecimal expressions can be used in specification of the address.

physicaladdress — Specifies the physical or real address of the code to disassemble. Symbols,
hexadecimal values, or hexadecimal expressions can be used in specification of the address.

count — Indicates the number of instructions to be disassembled. The value specified must be a decimal
value or decimal expression.

Aliases
dc — dis

dpc has no aliases.

Example
The following is an example of how to use the de and the dpc subcommands:

KDB(0)> set 4

power_pc_syntax is true

KDB(0)> dc resume_pc 10 //prints 10 instructions
.resume_pc+000000 1bz r0,3454(0) 3454=Trconflag
.resume_pc+000004 mfsprg r15,0

.resume_pc+000008 cmpi cro,ro,0

.resume_pc+00000C Twz toc,4208(0) toc=T0C,4208=g_toc
.resume_pc+000010 Twz r30,4C(r15)

.resume_pc+000014 Twz r14,40(r15)

.resume_pc+000018 Twz r31,8(r30)

.resume_pc+00001C bne-  cr0.eq,<.resume_pc+0001BC>
.resume_pc+000020 Tha r28,2(r30)

.resume_pc+000024 Twz r29,0(r14)

KDB(0)> dc mtthb 5 //prints mttb function

.mttb+000000 1i ro,0

.mttb+000004 mttbl X r0 //X shows that these instructions
.mttb+000008 mttbu X r3 //are not supported by the current architecture
.mtth+00000C mtthl X r4 //POWER PC 601 processor
.mtth+000010 blr

KDB(0)> set 4 //set toggle for POWER family RS syntax
power_pc_syntax is false

KDB(0)> dc resume_pc 10 //prints 10 instructions
.resume_pc+000000 1bz r0,3454(0) 3454=Trconflag
.resume_pc+000004 mfspr r15,110

.resume_pc+000008 cmpi cro,ro0,0

.resume_pc+00000C 1 toc,4208(0) toc=T0C,4208=g_toc
.resume_pc+000010 1 r30,4C(r15)

.resume_pc+000014 1 r14,40(r15)

.resume_pc+000018 1 r31,8(r30)

.resume_pc+00001C bne cr0.eq,<.resume_pc+0001BC>

.resume_pc+000020 Tha r28,2(r30)
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.resume_pc+000024 1 r29,0(r14)

KDB(4)> dc scdisk_pm_handler

.scdisk_pm_hand1er+000000 stmw r26,FFFFFFE8(stkp)
KDB(4)> tr scdisk_pm handler

Physical Address = 1D7CA1CO

KDB(4)> dpc 1D7CA1CO

1D7CA1CO stmw r26,FFFFFFE8(stkp)
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di subcommand

Purpose
The di subcommand decodes the given hexadecimal instruction word.

Syntax

di hexadecimal_instruction

Parameters
* hexadecimal_instruction — Specifies the hexadecimal instruction word to be decoded.

The hexadecimal instruction word displays the actual instruction, with the operations code and the
operands, of the given hexadecimal instruction. The di subcommand accepts a user input hexadecimal
instruction word and decodes it into the actual instruction word in the form of the operations code and the
operands.

Aliases
decode

Example
The following is an example of how to use the di subcommand:

KDB(0)> di 7Ceb212e
stwx r7,r6,r4
KDB(0)>
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dr subcommand

Purpose
The dr subcommand displays general purpose, segment, special, or floating point registers.

Syntax

drgp|srilsplfpl|vmxlreg name]

Parameters

» gp — Displays general purpose registers.
» sr — Displays segment registers.

» sp — Displays special purpose registers.
» fp — Displays floating point registers.

* vmx — Displays the current contents of vector registers. This is not the contents of the currently running
thread’s vector register state unless the thread is the current owner of the vector unit.

* reg_name — Displays a specific register by name.

The current thread context is used to locate the values to display. The@ subcommand can be used to
change the context to other threads.

If no parameter is given, the general purpose registers are displayed.

For BAT registers, theandsubcommands must be used.

Aliases
No aliases.

Example

1. The following is an example of how to use the dr subcommand:

KDB(0)> dr ?

Usage: dr [sp|sr|gp|fp|hmt|vmx|<reg.name>]

Usage: mr [sp|sr|gp|fp|<reg.name>]
sp reg. name: iar msr cr Tr ctr  xer mq asr
............. dsisr dar dec sdr@ sdrl srr@ srrl dabr
............. dabrx rtcu rtcl tbu tbl  sprgd sprgl sprg2
............. sprg3 pir pvr ear fpecr ctrl hid0 hidl
............. hid4 hid5 iabr dmiss imiss dcmp icmp hashl
............. hash2 rpa  buscsr 12cr 12sr imc sia sda
............. imru  imrl mmcra mmcrO mmcrl pmcl pmc2 pmc3
............. pmc4 pmc5 pmcb pmc7  pmc8
sr reg. name: sO0 sl s2 s3 s4 s5 s6 s7
............. s8 s9 s10 sl1 s12 s13 sl4 sl15
gp reg. name: r@ rl r2 r3 r4d r5 r6 r7
............. r8 r9 rl0 rll rl2 rl13 rl4 ri5
............. rl6 rl7 rl18 rl19 r20 r21 r22 r23
............. r24 r25 r26 r27 r28 r29 r30 r3l
fp reg. name: f0 f1 f2 f3 f4 f5 f6 f7
............. f8 f9 fl10 f11 f12 f13 f14 f15
............. fl16 f17 f18 f19 f20 f21 f22 23
............. f24 25 f26 f27 f28 f29 f30 f31

vmx reg. name: vr@ vrl vr2 vr3 vrd vr5 vrée vr/

.............. vr8 vr9 vrl0 vrll vrl2 vrl3 vrl4 vrlb
.............. vrle vrl7 vrl8 vrl9 vr20 vr2l vr22 vr23
.............. vr24 vr25 vr26 vr27 vr28 vr29 vr30 vr3l
.............. VSCr vrsave

Chapter 14. Memory register display and decode subcommands 95



96

hmt reg.

r0 : 00003730 rl1 : 2FEDFF88 r2 : 00211B6C r3

r5 : Q07FFFFF r6 : 0002F930 r7 : 2FEAFFFC r8
rl0 : 00000008 rl1l : 00040B40 rl2 : 0009B700 rl3 :
rl5 : 00000000 rl16 : DEADBEEF rl17 : 2003FD28 rl18 :
r20 : 2003FD38 r21 : 2FEAFF3C r22 : 00000001 r23 :
r25 : 2FEE0000 r26 : DO005454 r27 : 2A820846 r28 :
r30 : 00353A6C r31 : 00000511

KDB(0)> dr sp //pr1nt special registers

ijar : 10001C48 msr  : 0000FO30 cr 1 28202884
ctr : 100DA1D4 xer : 00000003 mq : 00000DF4
dsisr : 42000000 dar : 394A8000 dec : 007DDCOO
sdrl : 00380007 srr0 : 10001C48 srrl : 0000FO30
dabr : 00000000 rtcu : 2DCO5E64 rtcl : 2E993E0O0
sprg0 : 000A5740 sprgl : 00000000 sprg2 : 00000000
pid : 00000000 fpecr : 00000000 ear : 00000000
hidd : 8101FBC1 hidl : 00004000 iabr : 00000000
KDB(0)> dr sr //print segment registers

sO : 60000000 sl : 60001377 s2 : 60001BDE s3

s5 : 60001F3D s6 : 600005C9 s7 : OO7FFFFF s8
s10 : QO7FFFFF sl1l1 : OO7FFFFF sl12 : OO7FFFFF s13 :
s15 : 600011D2

KDB(0)> dr fp //print floating point registers

f0 : C027C28F5C28F5C3 f1 : 000333335999999A f2

f3 ¢ 3FC9999999999999 f4 : 7FFO000000000000 f5

f6 : 4000000000000000 f7 : 000000009A068000 f8
f9 : 00000000BA411000 f10 : 0000000000000000 f11
f12 : 0000000000000000 f13 : 0000000000000000 f14 :
f15 : 0000000000000000 f16 : 0000000000000000 f17 :
f18 : 0000000000000000 f19 : 0000000000000000 f20 :
f21 : 0000000000000000 f22 : 0000000000000000 f23 :
f24 : 0000000000000000 f25 : 0000000000000000 f26 :
f27 : 0000000000000000 f28 : 0000000000000000 f29 :
30 : 0000000000000000 f31 : 0000000000000000 fpscr :
KDB(0)> dr ctr //print CTR register

ctr : 100DA1D4

100DA1D4 cmpi crO,r3,E7 r3=2FEABOO8

name: rctrl

thctl thto dormiar dormmsr
KDB(0)> dr //print general purpose registers

KDB(0)> dr msr print MSR register
: 0O00OFO30 bit set: EE PR FP ME IR DR
KDB(0)> dr cr

msr

cr : 28202884 bits set in CRO : EQ
.............................. CR1 : LT
.............................. CR2 : EQ
.............................. CR4 : EQ
.............................. CR5 : LT
.............................. CR6 : LT
.............................. CR7 : GT

KDB(0)> dr xer //print XER reg1ster

xer

: 00000003

comparison byte: 0

KDB(0)> dr iar //print IAR register

iar

10001C48 stw

: 10001C48

64 bit is true
KDB(0)> dr //display 620 general purpose registers

ro
r3
ré
r9
rl2 :
rl5 :
rl8 :
r2l :
r24 :
r27 :
r30 :

: 0000000000244CFO
: 00000000000A4B60
: 00000000000000F0
: 000000000015AB20

000000000023F05C
0000000000000040
0000000000000000
0000000001FF3E0O
0000000000000001
0000000000000000
00000000000034CC

r12,4(stkp)

rl
ri
r7
rlo :
rl3 :
rl6 :
rl9 :
r22
r25 :
r28 :
r3l :

: 0000000000259EB4
: 0000000000000001
: 0000000000001090

000000000018D9D0O
00000000000001C8
0000000000000040
0000000000000000

: 00000000002259D0

0000000000000001
0000000001 FF4A64
0000000001FF4A64
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r2
r5
r8
rll :
rl4 :
rl7 :
r20 :
r23 :
r26 :
r29 :

: 00000000
: 00000009

: 60001B7D
: 007FFFFF

rd
r9
rl4 :
rl9 :
r24
r29 :

2003FC60
00000000
2003F700
E3000E00

Tr : 100DAF18

sprg3 : 00000000
pvr : 00010001

s4
s9

60000A0A s14 :

: 3FE3333333333333
: 00100000C0000000
: 7FF8000000000000
: 0000000000000000

0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
BA411000

r12=28202884,4 (stkp)=2FEAAFD4
KDB(0)> set 11 //enable 64 bits display on 620 machine

: 000000000025A110
: 0000000000000001
: 000000000018DADO

0000000000000000
00000000000000BC
00000000080300F0
0000000000225A48
000000000025A12C
0000000001FF42E0
0000000001FF4000

: 00000003
: 20019CC8

DEADBEEF
20009168

: 2FEEO2EOQ

E60008C0

: 6000143D
: 0O7FFFFF

007FFFFF



KDB(0)> dr sp display 620 special registers

iar
Tr

mq

dsisr :
sdrl
dabr
sprg0 :
sprg2 :
pir

hido

buscsr :

mmcro :
sia
KDB(0)>

: OLECOO00 srr0
: 0000000000000000

: 000000000023F288
: 0000000000245738
: 00000000 asr

42000000 dar

00000000000A4C00
0000000000000000

: 0000000000000000
: 7001C080 iabr

00000000008DC800
00000000 pmcl

: 0000000000000000

msr  : 0000000000021080
ctr : 0000000000000000

: 0000000000000000
: 00000000000000EC  dec
: 000000000023F288 srrl

tbu : 00000002 tbl
sprgl : 0000000000000040
sprg3 : 0000000000000000
ear : 00000000 pvr

: 0000000000000000

12cr : 000000000000421A

: 00000000 pmc2 : 00000000

sda : 0000000000000000

cr : 42000440
xer : 00000000

: C3528E2F
: 0000000000021080
: AF33287B
: 00140201

12sr : 0000000000000000

2. The following is an example of how to use the dr subcommand on a PCIl machine to print one word at
physical address 80000cfc::

KDB(0)> ddpw 80000cfc //Print one word at physical address 80000cfc

80000CFC: DOOOOO8O

KDB(0)>
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ddvb, ddvh, ddvw, ddvd, ddpb, ddph, ddpw, and ddpd subcommand

Purpose

The ddvb, ddvh, ddvw and ddvd subcommands can be used to access memory in translated mode,
using an effective address already mapped. On a 64-bit machine, double words correctly aligned are
accessed in a single load (Id) instruction with the ddvd subcommand.

The ddpb, ddph, ddpw and ddpd subcommands can be used to access memory in translated mode,
using a physical address that will be mapped. On a 64-bit machine, double words correctly aligned are
accessed in a single load (Id) instruction with the ddpd subcommand. The DBAT interface is used to
translate this address in cache-inhibited mode.

Note: These subcommands are only available within the KDB kernel debugger. They are not included in
the kdb command.

Syntax
ddvb EffectiveAddress [count]

ddvh EffectiveAddress [count]
ddvw EffectiveAddress [count]
ddvd EffectiveAddress [count]
ddpb PhysicalAddress [count]
ddph PhysicalAddress [count]
ddpw PhysicalAddress [count]

ddpd PhysicalAddress [count]

Parameters

» EffectiveAddress — Specifies the effective or virtual address of the starting memory area to display.
Symbols, hexadecimal values, or hexadecimal expressions can be used to specify the address.

» PhysicalAddress — Specifies the physical or real address of the starting memory area to display.
Symbols, hexadecimal values, or hexadecimal expressions can be used to specify the address.

» count — Specifies the number of bytes for ddvb and ddpb to display, specifies the number of half words
for ddvh and ddph to display, specifies the number of words for ddvw and ddpw to display and
specifies the number of double words for ddvd and ddpd to display. The count argument is a
hexadecimal value.

I/0 space memory (Direct Store Segment (T=1)) cannot be accessed when translation is disabled. The
areas mapped by the bat command areas must also be accessed with translation enabled. Otherwise,
cache controls are ignored.

Note: The subcommands that use effective addresses assume that mapping to real addresses is currently

valid. No check is done by the KDB kernel debugger. The subcommands that use real addresses
can be used to let KDB kernel debugger perform the mapping (attach and detach).
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Aliases

The alias for:

* ddvb is diob
* ddvh is dioh
* ddvw is diow
* ddvd is diod

There are no aliases for the following:
+ ddpb
* ddph
* ddpw
* ddpd

Example

Note: The PowerPC 601 RISC Microprocessor is only available on AIX 5.1 and earlier.

The following is an example on the PowerPC 601 RISC Microprocessor:

KDB(0)> tr fff19610 //show current mapping

BAT mapping for FFF19610

DBATO FFCOOO3A FFCOOO5F

bepi 7FEQ brpn 7FEO b1 001F v 1 wim 3 ks 1 kp O pp 2 s O

eaddr = FFC00000, paddr = FFCO0000 size = 4096 KBytes

KDB(0)> ddvb fff19610 10 //print 10 bytes using data relocate mode enable
FFF19610: 0041 96BO 6666 CEEA 0041 AOGBO 0041 AABO ALffL L ALLLALL
KDB(0)> ddvw fff19610 4 //print 4 words using data relocate mode enable
FFF19610: 004196B0 76763346 0041A0BO 0041AABO

KDB(0)>

The following is an example on a PCI machine:

KDB(0)> ddpw 80000cfc //print one word at physical address 80000cfc
80000CFC: DOOOOO8O //Read is done in relocated mode, cache inhibited
KDB(0)>
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Chapter 15. Memory search and extract subcommands

The subcommands in this category are used to search and extract information from memory. These
subcommands include the following:

o=
bl 1 =]
=llo

ke

[¢]
x
[a¥
O
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find and findp subcommands

Purpose
The find and findp subcommands search for a specific pattern in memory.

Syntax
find [-s string]

find effectiveaddress pattern [mask | delta]
findp [-sstring]

findpphysicaladdress pattern [mask | delta)

Parameters

» -s — Indicates the pattern to be searched for is an ASCII string.

» EffectiveAddress — Specifies the effective or virtual address. Symbols, hexadecimal values, or
hexadecimal expressions can be used to specify the address.

* PhysicalAddress — Specifies the physical or real address. Symbols, hexadecimal values, or hexadecimal
expressions can be used to specify the address.

» string — Specifies the ASCII string to search for if the -s option is specified. The period (.) is used to
match any character.

» pattern — Specifies the hexadecimal value of the pattern to search for. The pattern is limited to one word
in length.

* mask — If a pattern is specified, a mask can be specified to eliminate bits from consideration for
matching purposes. This parameter is a one-word hexadecimal value.

» delta — Specifies the increment to move forward after an unsuccessful match. This parameter is a
one-word hexadecimal value.

The pattern that is searched for can either be an ASCII string, if the -s option is used, or a one word
hexadecimal value. If the search is for an ASCII string, the period (.) can be used to match any character.

A mask parameter can be used if the search is for a hexadecimal value. The mask is used to eliminate
bits from consideration. When it is checking for matches, the value from memory is ended with the mask
and then compared to the specified pattern for matching. For example, a mask of 7fffffff indicates that
the high bit is not to be considered. If the specified pattern was 0000000d and the mask was 7fffffff, the
values 0000000d and 8000000d are both considered matches.

A parameter can also be specified to indicate the delta that is applied to determine the next address to
check for a match. This ensures that the matching pattern occurs on specific boundaries. For example, if
you want to find the 0f0000ff pattern aligned on a 64-byte boundary, the following subcommand could be
used:

find 0f0000ff ffffffff 40

The default delta is one byte for matching strings and one word for matching a specified hexadecimal
pattern.

If the find or findp subcommands find the specified pattern, the data and address are displayed. Continue
the search from that point by pressing the Enter key.

Aliases
No aliases.
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Example

The following is an example of how to use the find and the findp subcommands:

KDB(0)> tpid //print current thread
SLOT NAME STATE TID PRI CPUID CPU FLAGS WCHAN

thread+002F40  63*nfsd RUN  O3F8F 03C 000 00000000

KDB(0)> find lock_pinned 03F8F QOffffff 20 //search TID in the lock area
//compare only 24 low bits, on cache aligned addresses (delta 0x20)

Tock_pinned+00D760: 00003F8F 00000000 00000005 00000000

KDB(®)> <CR/LF> //repeat last command

Invalid address E800F000, skip to (~C to interrupt)

............... E8800000

Invalid address E8840000, skip to (~C to interrupt)

............... E9000000

Invalid address E9012000, skip to (~C to interrupt)

............... FO000000

KDB(0)> findp © E819D200 //search in physical memory

00F97C7C: E819D200 00000000 00000000 OO0

KDB(0)> <CR/LF> //repeat last command

05C4FB18: E819D200 00000000 00000000 O0OOOOOOO

KDB(0)> <CR/LF> //repeat last command

OF7550F0: E819D200 00000000 E60009CO 00000000

KDB(0)> <CR/LF> //repeat last command

OF927EE8: E819D200 00000000 05E62D28 00000000

KDB(0)> <CR/LF> //repeat last command

OFAE16E8: E819D200 00000000 05D3B528 00000000

KDB(0)> <CR/LF> //repeat last command

kdb_get_real_memory: Out of range address 1FFFFFFF

KDB(0)>

KDB(0)>find -s 01A86260 pse //search "pse" in pse text code

01A86ED4: 7073 655F 6B64 6200 8062 0518 8063 0000 pse kdb..b...c..
KDB(®)> <CR/LF> //repeat Tast command

01A92952: 7073 6562 7566 6361 6C6C 735F 696E 6974  psebufcalls_init
KDB(0)> <CR/LF> //repeat Tast command

01A939AE: 7073 655F 6275 6663 616C 6C00 0000 BF81  pse_bufcall.....
KDB(0)> <CR/LF> //repeat last command

01A94F5A: 7073 655F 7265 766F 6B65 BEAL FFD4 7D80  pse revoke....}.
KDB(0)> <CR/LF> //repeat last command

01A9547E: 7073 655F 7365 6C65 6374 BE4L FFC8 7D80  pse_select.A..}.
KDB(0)> find -s 01A86260 pse ..... _thread //how to use '.'

01A9F586: 7073 655F 626C 6F63 6B5F 7468 7265 6164 pse_block_thread
KDB(®)> <CR/LF> //repeat Tast command

O1A9F6EA: 7073 655F 736C 6565 705F 7468 7265 6164 pse_sleep_thread
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ext and extp subcommands

Purpose
The ext and extp subcommands display a specific area from a structure.

Syntax

ext [-p] EffectiveAddress delta [size | count]

extp [-p] PhysicalAddress delta [size | count]

Parameters
* -p — Indicates that the delta argument is the offset to a pointer to the next area.

» EffectiveAddress — Specifies the effective or virtual address at which to begin displaying values.
Symbols, hexadecimal values, or hexadecimal expressions can be used to specify the address.

» PhysicalAddress — Specifies the physical or real address at which to begin displaying values. Symbols,
hexadecimal values, or hexadecimal expressions can be used to specify the address.

» delta — Specifies the offset to the next area to be displayed or the offset from the beginning of the
current area to a pointer to the next area. This argument is a hexadecimal value.

* size — Specifies the hexadecimal value that indicates the number of words to display.
» count — Specifies the hexadecimal value that indicates the number of entries to traverse.

If the -p flag is not specified, these subcommands display the number of words indicated in the size
argument. They then increment the address by the delta and display the data at that location. This
procedure is repeated for the number of times indicated in the count parameter.

If the -p flag is specified, these subcommands display the number of words indicated by the size
parameter. The next address from which data is to be displayed is then determined by using the value at
the current address plus the offset indicated in the delta parameter (for example, *(addr+delta)). This
procedure is repeated for the number of times indicated in the count parameter.

If an array exists, it can be traversed displaying the specified area for each entry of the array. These
subcommands can also be used to traverse a linked list displaying the specified area for each entry.

Aliases
No aliases.

Example

The following is an example of how to use the exp and the expt subcommands:
KDB(0)> ppda

Per Processor Data Area [0101A9CO]

CS@ivnnnnnneeenns 000000000184EE00
mstack........... 000000000184BEOO
fpowner.......... 0000000000000000
curthread........ F100060004066400
syscall.......... 00000000003CDA21
worst_run pri.....ooieiie.., 00FF
PUN P eieiiiiieineeneenennes FF
v_pnda....oooennn 000000000126CCBO
CPUNTAX . e eeieeenenrnnnnnnns 0000
wait_thread...... F100060004066400
ppda_pal[0].............. 00000000
ppda_pal[l].............. 00000000
ppda_pal[2].....cooueenn. 00000000
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ppda_pal[3].evvunnnnnn.. 00000000

phy cpuid..oovvuiiiiiiinnn., 0000
sradideeeeeeeeiiiiiieeennnn, 0000
PVPA.eeinnnnennnn 0000000001130400
slb_reload......covvvvvvnnnn. 0000
sTb_index.....coovvviiiinnne, 0000
slb_stoimask................. 0000
slb_stoibits........covvvunt. 0000
s1b_stab_mask....0000000000000000
slb_g_start...... 0000000000000000

s1b_g_nesids..... 0000000000000000
s1b_ksp_start....0000000000000000

s1b_ksp_nesids...0000000000000000
slb_glp_start....0000000000000000
s1b_gTp_nesids...0000000000000000

s1b_glp_thl...... 0000000000000000
s1b_lgpg_start...0000000000000000
s1b_1gpg_nesids..0000000000000000
s1b_slbsave...... 0000000000000000
slb_recurse cnt.............. 0000
s1b_stab_addr....0000000000000000

KDB(0)> ext -p 000000000184EE00 0 10 2 // csa address from the ppda

mststack+020EQ0: FO000000 2FF47600
mststack+020E10: 00000000 00000000
mststack+020E20: 00000000 00000000
mststack+020E30: 00000000 000302A0

__ublock+000000: 00000000 00000000
__ublock+000010: 00000000 00000000
__ublock+000020: 0BOOOOOO 00OOOOOO
__ublock+000030: 00000000 00025138

KDB(0)> ext 000000000184BEOO 3000 10 2 // mstsave address from the ppda

mststack+01DEOO: 00000000 O0184EE0O
mststack+01DE10: 00000000 00000000
mststack+01DE20: 00000000 00000000
mststack+01DE30: 00000000 0000944C
mststack+020E00: FO000000 2FF47600
mststack+020E10: 00000000 00000000
mststack+020E20: 00000000 00000000
mststack+020E30: 00000000 000302A0

KDB(0)>

00000000
00000000
A0000000
00000000

00000000
00000000
A0O00000
00000000

00000000
00000000
A0000000
00000000
00000000
00000000
A0O00000
00000000

00000000 ..../.V..iiun.n.
00000000 ....vviiiinnnnn.
000010B2 .....oiiiiinnn.

0003023C .. .oviiiiiinn., <

00000000 .....iiiiiiannn.
00000000 ...iiiiiiiiiann.

00009032 ..... ..ol 2
00028828 ...... Q8....... (

00000000 .....oiieinn.n..
00000000 ....oiiiiiinnnn.
000090B2 ...... ...l
0009A798 ....... Lovoonnt
00000000 ..../.V.e.iun.n.
00000000 ...iiiiiiiinnnn.
000010B2 .....cviiiinnnn,

0003023C .. ...iiinnn.., <
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Chapter 16. Memory modification subcommands

The subcommands in this category are used to modify memory. These subcommands include the
following:

O
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m, mw, md, mp, mpw, and mpd subcommands

Purpose

The m (modify bytes), mw (modify words) and md (modify double words) subcommands modify memory
starting at a specified effective address. The mp (modify bytes), mpw (modify words) and mpd (modify
double words) subcommands modify memory starting at a specified real address.

These subcommands are only available within the KDB kernel debugger. They are not included in the kdb
command.

Syntax

m effectiveaddress
mw effectiveaddress
md effectiveaddress
mp physicaladdress
mpw physicaladdress

mpd physicaladdress

Parameters

 effectiveaddress — Specifies the effective or virtual address of the starting memory area to modify.
Symbols, hexadecimal values, or hexadecimal expressions can be used to specify the address.

» physicaladdress — Specifies the physical or real address of the starting memory area to modify.
Symbols, hexadecimal values, or hexadecimal expressions can be used to specify the address.

Read or write access can be in virtual or real mode.

These subcommands are interactive. Each modification is entered one-by-one. The first unexpected input
stops modification. For example, a period (.) can be used to indicate the end of the data. If a break point is
set at the same address, use the mw subcommand to maintain break point coherency.

Note: Symbolic expressions are not allowed as input.

Aliases
No aliases.

Example
The following is an example of how to use the mw and msubcommands to do a patch:

KDB(0)> dc @iar //print current instruction
.open+000000 mflr ro
KDB(0)> mw @iar //nop current instruction
.open+000000: 7C0802A6 = 60000000
.open+000004: 93EIFFFC = . //end of input
KDB(0)> dc @iar //print current instruction
.open+000000 ori ro,ro,0
KDB(0)> m @iar //restore current instruction byte per byte

.open+000000: 60 = 7C
.open+000001: 00 = 08
.open+000002: 00 = 02
.open+000003: 00 = A6
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.open+000004: 93 = . //end of input

KDB(0)> dc @iar //print current instruction

.open+000000 mflr ro

KDB(0)> tr @iar //physical address of current instruction
Physical Address = 001C5BAO

KDB(0)> mwp 001C5BA0 //modify with physical address

001C5BA0: 7C0802A6 = <CR/LF>
001C5BA4: 93EIFFFC = <CR/LF>
001C5BA8: 90010008 = <CR/LF>
001C5BAC: 9421FF40 = 60000000

001C5BBO: 83E211C4 . //end of input
KDB(0)> dc @iar 5 //print instructions
.open+000000 mflr ro

.open+000004 stw r31,FFFFFFFC(stkp)
.open+000008 stw r0,8(stkp)
.open+00000C ori ro,ro,0
.open+000010 Twz r31,11C4(toc) 11C4(toc)=_open$$
KDB(0)> mw open+c //restore instruction
.open+00000C: 60000000 = 9421FF40
.open+000010: 83E211C4 = . //end of input
KDB(0)> dc open+c //print instruction
.open+00000C stwu stkp, FFFFFF40(stkp)
KDB(0)>
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st, stc, and sth subcommands

Purpose
The st, stc and sth subcommands store data at a specified address.

Syntax
st EffectiveAddress Value

stc EffectiveAddress Value

sth EffectiveAddress Value

Parameters

» EffectiveAddress — Specifies the effective address to which the data will be stored. Hexadecimal values
or hexadecimal expressions can be used in specification of the address.

* Value — Specifies the data value to be stored. The value stored is:
— One word if you use the st subcommand
— One character if you use the stc subcommand
— One half-word if you use the sth subcommand

Aliases
No aliases.

Example
The following is an example of how to use the st, the stc and the sth subcommands:

KDB(0)> dw 20

00000020: 00000000 OOOOOOOO 0OOOOOOO OOOOOOOO .......cccven...
KDB(0)> st 20 11111111

KDB(0)> dw 20

00000020: 11111111 O0OOOOOOO OOOOOOOO OOOOOOOO .......ccoveu...
KDB(0)> st 20 2

KDB(0)> dw 20

00000020: 00000002 00000000 000000 OOOOO000 ...vvvueeweeenn.
KDB(0)> st 20 0

KDB(0)> dw 20

00000020: 00000000 00000000 00000000 OOOOO000 ....evvvvvernn..
KDB(0)> stc 20 33

KDB(0)> dw 20

00000020: 33000000 0OOOOOOO0 0OOOOOOO OOOEOOOO 3...............
KDB(0)> st 20 0

KDB(0)> dw 20

00000020: 00000000 OOOOOOOO 0OOOOOOO OOOOOOOO .......ccovvu...
KDB(0)> sth 20 4444

KDB(0)> dw 20

00000020: 44440000 00000000 00000000 0OOO0000 DD..eveeeweenn..
KDB(0)> st 20 0

KDB(0)> dw 20

00000020: 00000000 0OOOOOOO 0OOOOOOO OOOOOOOO .......cccvven...
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mdvb, mdvh, mdvw, mdvd, mdpb, mdph, mdpw, mdpd subcommands

Purpose

The mdvb, mdvh, mdvw, and mdvd subcommands can be used to access memory in translated mode,
using an effective address already mapped. On a 64-bit machine, double words are accessed by the
mdvd subcommand in a single store instruction.

The mdpb, mdph, mdpw, and mdpd subcommands access memory in translated mode, using a physical
address that will be mapped. On a 64-bit machine, correctly-aligned double words are accessed by the
mdpd subcommand in a single store instruction. The DBAT interface is used to translate this address in
cache-inhibited mode.

Note: These subcommands are only available within the KDB kernel debugger. They are not included in
the kdb command.

Syntax

mdvb effectiveaddress
mdvh effectiveaddress
mdvw effectiveaddress
mdvd effectiveaddress
mdpb physicaladdress
mdph physicaladdress
mdpw physicaladdress

mdpd physicaladdress

Parameters

 effectiveaddress — Specifies the virtual (effective) address of the memory to modify. It can be symbols,
hexadecimal values, or hexadecimal expressions.

* physicaladdress — Specifies the real (physical) address of the memory to modify. It can be symbols,
hexadecimal values, or hexadecimal expressions.

These subcommands are available to write in I/O space memory.

To avoid bad effects, memory is not read before, only the specified write is performed with translation
enabled. Access can be in bytes, half words, words or double words.

Note: The subcommands using effective addresses assume that mapping to real addresses is currently
valid. No check is done by KDB kernel debugger. The subcommands using real addresses allow
KDB kernel debugger to do the mapping (attach and detach).

Aliases

The aliases are:
mdvb — miob
mdvh — mioh
mdvw — miow
mdvd — miod
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There are no aliases for the following:
mdpb
mdph
mdpw
mdpd

Example
The following is an example on the PowerPC 601 RISC Microprocessor:

Note: The PowerPC 601 RISC Microprocessor is only supported on AlX 5.1 and earlier.

KDB(0)> tr FFF19610 //print physical mapping
BAT mapping for FFF19610
DBATO FFCOOO3A FFCOOO5F
bepi 7FEQ brpn 7FEO b1 001F v 1 wim 3 ks 1 kp 0@ pp 2 s O
eaddr = FFCO0000, paddr = FFCO0000 size = 4096 KBytes
KDB(0)> mdvb fff19610 //byte modify with data relocate enable
FFF19610: ?? = 00
FFF19611: ?? = 00
FFF19612: ?? = . //end of input
KDB(0)> mdvw fff19610 //word modify with data relocate enable
FFF19610: 2?77?7277 = 004196B0
FFF19614: 22?7?2227 = . //end of input
KDB(0)>

The following is an example on a PCIl machine:

KDB(0)> mdpw 80000cf8 //change one word at physical address 80000cf8
80000CF8: 7?77?2227 = 84000080
80000CFC: ???????? = . //Write is done in relocated mode, cache inhibited
KDB(0)> ddpw 80000cfc //print one word at physical address 80000cfc
80000CFC: D2000000
KDB(0)> mdpw 80000cfc //change one word at physical address 80000cfc
80000CFC: 7?22?7727 = d0000000
80000D00: ???7727?7 = .
KDB(0)> mdpw 80000cf8 //change one word at physical address 80000cf8
80000CF8: 77?77?77 = 8c000080
80000CFC: 77277277 = .
KDB(0)> ddpw 80000cfc //print one word at physical address 80000cfc
80000CFC: D2000080
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mr subcommand

Purpose
The mr subcommand modifies general purpose, segment, special, or floating point registers.

Syntax

mr [gp | sr|sp | fp | reg_name]

Parameters

* gp — Modifies general purpose registers.

* sr — Modifies segment registers.

» sp — Modifies special purpose registers.

» fp — Modifies floating point registers.

* reg_name — Modifies a specific register by name.

Individual registers can also be selected for modification by register name. The current thread context is
used to locate the register values to be modified. Use the@ subcommand to change the context to other
threads. When the register being modified is in the@ subcommand context, the KDB kernel debugger
alters the Machine Save State Area. When the register being modified is a special register, the register is
altered immediately. Symbolic expressions are allowed as input.

If the gp, sr, sp, or fp options are used, modification of all of the registers in the group is allowed. The
current value for a single register is shown and modification is allowed. Then, the value for the next
register is displayed for modification. Entry of an invalid character, such as a period (.), ends modification
of the registers. If the value for a register is to be left unmodified, press Enter to continue to the next
register for modification.

Aliases
No aliases.

Example
The following is an example of how to use the mr subcommand:

KDB(0)> dc @iar //print current instruction
.open+000000 mflr ro

KDB(0)> mr iar //modify current instruction address
iar : 001C5BA0 = @iar+4

KDB(0)> dc @iar //print current instruction
.open+000004 stw r31,FFFFFFFC(stkp)

KDB(0)> mr iar //restore current instruction address
iar : 001C5BA4 = @iar-4

KDB(0)> dc @iar //print current instruction
.open+000000 mflr ro

KDB(0)> mr sr //modify first invalid segment register

sO : 00000000 = <CR/LF>
sl : 60000323 = <CR/LF>
s2 : 20001E1E = <CR/LF>
s3 : 007FFFFF =0

s4 . O07FFFFF //end of input

KDB(0)> dr s3 //print segment register 3

s3 : 00000000

KDB(0)> mr s3 //restore segment register 3

s3 : 00000000 = OO7FFFFF

KDB(0)> mr f29 //modify floating point register 29
29 : 0000000000000000 = 000333335999999A

KDB(1)> mr vr@ //modify vector register vr0
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vrO : 00000000000000000000000000000000 = 1122334455667788 <CR/LF>
= 99aabbccddeeff00

KDB(0)> dr f29

29 : 000333335999999A

KDB(1)> dr vr@ //dump vector register vrO

vr0 : 112233445566778899AABBCCDDEEFFO0

KDB(0)> u
Uthread [2FF3B400]:
save@...... 2FF3B400  fpr@....... 2FF3B550

KDB(0)> dd 2FF3B550 20
ubTock+000150: C027C28F5C28F5C3 000333335999999A .'..\(....33Y...

ublock+000160: 3FE3333333333333 3FC9999999999999 ?.3333337.......

ublock+000170: 7FFO000000000000 00100000C0000000 .......ccvv.....

ublock+000180: 4000000000000000 000000009A068000 B.......ccvvunn.

__ublock+000190: 7FF8000000000000 00000000BA411000 ............. A..
ublock+0001A0: 0000000000000000 0000000000000000 .....cvvvveennn.

ublock+0001B0: 0000000000000000 0000000000000000 ................

ublock+0001CO: 0000000000000000 0000000000000000 .....ccvvvveennn.

ublock+0001D0: 0000000000000000 0000000000000000 .....cvvvveenn..

ublock+0001E0: 0000000000000000 0000000000000000 ................

ublock+0001F0: 0000000000000000 0000000000000000 .....cvvvveennn.

__ublock+000200: 0000000000000000 0000000000000000 ............o....
ublock+000210: 0000000000000000 0000000000000000 .....cvvvvveennn.

ublock+000220: 0000000000000000 0000000000000000 ................

__ublock+000230: 0000000000000000 000333335999999A .......... 33Y...

~_ublock+000240: 0000000000000000 0000000000000000 ... .....run.....
KDB(0)>

Note: The vr0 register modifies the current vector register contents. The vector register state of the
current thread is not modified unless the thread is the current owner of the vector unit. The 16-byte
vector input is entered as 8 bytes followed by a carriage return and then followed by 8 bytes.
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Chapter 17. Breakpoint and steps subcommands

The subcommands in this category are used to set and clear breakpoints and provide step functions.
These subcommands include the following:

E@EEIE]= g EE S
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b subcommand

Purpose

The b subcommand sets a permanent global breakpoint in the code. KDB kernel debugger checks
whether a valid instruction is trapped.

Note: This subcommand is only available within the KDB kernel debugger. It is not included in the kdb
command.

Syntax
b [-p | -v] [ address]

Parameters
* -p — Indicates that the breakpoint address is a physical or real address.
» -v — Indicates that the breakpoint address is a effective or virtual address.

* address — Specifies the address of the breakpoint. This may either be a physical address or a virtual
address. Symbols, hexadecimal values, or hexadecimal expressions can be used to specify the
address.

If an invalid instruction is detected, a warning message is displayed. If the warning message is displayed,
the breakpoint should be removed; otherwise, memory can be corrupted.

Aliases
brk

Example

The following example is before VMM setup:

KDB(0)> b vsi //set break point on vsi()
.vsi+000000 (real address:002AA5A4) permanent & global
KDB(0)> e //exit debugger

é;éakpoint
.vsi+000000 stmw r29,FFFFFFF4(stkp) <.mainstk+001EFC> r29=isync_scl+000040,FFFFFFF4(stkp)=.mainstk+001EFC

The following example is after VMM setup:

KDB(0)> b //display current active break points

No breakpoints are set.

KDB(B)> b 0 //set break point at address 0

WARNING: break point at 00000000 on invalid instruction (00000000)
00000000 (sid:00000000) permanent & global

KDB(0)> c O //remove break point at address 0
KDB(0)> b vmvcs //set break point on vmvcs()
.vmvcs+000000 (sid:00000000) permanent & global
KDB(0)> b i_disable //set break point on i_disable()
.1_disab1e+000000 (sid:00000000) permanent & global
KDB(0)> e //exit debugger

Breakpoint
.1 disable+000000 mfmsr r7 <start+001008> r7=DEADBEEF
KDB(0)> b //display current active break points
0: .vmvcs+000000 (sid:00000000) permanent & global
1: .1_disab1e+000000 (sid:00000000) permanent & global
KDB(0)> ¢ 1 //remove break point slot 1
KDB(0)> b //display current active break points
0: .vmvcs+000000 (sid:00000000) permanent & global
KDB(0)> e //exit debugger
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Breakpoint
.vmvcs+000000 mflr rlo <.initcom+000120>
KDB(0)> ca //remove all break points
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Ib subcommand

Purpose
The Ib subcommand sets a permanent local breakpoint in the code for a specific context.

Note: This subcommand is only available within the KDB kernel debugger. It is not included in the kdb
command.

Syntax
Ib [-p | -v] [address]

Parameters
* -p — Indicates that the breakpoint address is a physical or real address.
» -v — Indicates that the breakpoint address is an effective or virtual address.

* address — Specifies the address of the breakpoint. This can be either an effective or physical address.
Symbols, hexadecimal values, or hexadecimal expressions can be used to specify the address.

The context can either be CPU-based or thread-based. Either context is controllable through a
[subcommand” on page 44| option. Each Ib subcommand associates one context with the local breakpoint
and up to eight different contexts can be set for each local breakpoint. The context is the effective address
of the current thread entry in the thread table or the current processor number.

If the Ib subcommand is used with no parameters, all current trace and breakpoints are displayed.

If an address is specified, the break is set with the context of the current thread or CPU. To set a break
using a context other than the current thread or CPU, change the current context using the
[subcommand” on page 60|and the [‘cpu subcommand” on page 63,

If a local breakpoint is hit with a context that was not specified, a message is displayed, but a break does
not occur.

By default, KDB kernel debugger chooses the current state of the machine. If the subcommand is entered
before VMM initialization, the address is the physical address or real address. If the subcommand is
entered after VMM initialization, the address is the effective or virtual address. After VMM is setup, the -p
parameter must be used to set a breakpoint in real-mode for code that is not mapped V=R. Otherwise, the
KDB kernel debugger expects a virtual address and translates the address.

Aliases
Ibrk

Example
The following is an example of how to use the Ib subcommand:

KDB(0)> b execv //set break point on execv()
Assumed to be [External data]: 001F4200 execve
Ambiguous: [Ext func]

001F4200 .execve

.execve+000000 (sid:00000000) permanent & global
KDB(0)> e //exit debugger

Breakpoint
.execve+000000 mflr ro <.svc_f1ih+00011C>
KDB(0)> ppda //print current processor data area

Per Processor Data Area [00086E40]
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CSAuvuenrnenennennnennnns 2FEEQOO0 mstack......ccvvviiinnans 0037CDBO
fpowner.....coovviiiiennn. 00000000 curthread.......ccvvvunnnn E60008CO

KDB(0)> Tb kexit //set local break point on kexit()
.kexit+000000 (sid:00000000) permanent & local < ctx: thread+0008C0 >
KDB(0)> b //display current active break points
0: .execve+000000 (sid:00000000) permanent & global
1: .kexit+000000 (sid:00000000) permanent & Tocal < ctx: thread+0008C0 >
KDB(0)> e //exit debugger

Warning, breakpoint ignored (context mismatched):

.kexit+000000 mflr ro <._exit+000020>
Breakpoint
.kexit+000000 mflr ro <._exit+000020>

KDB(0)> ppda //print current processor data area
Per Processor Data Area [00086E40]

CS@uttnnneenneeennnennnns 2FEE0000 mstack........covvvinnn.n. 0037CDBO
fpowner......oooiiiinn., 00000000 curthread...........covunn E60008CO

KDB(0)> 1c 1 thread+0008C0 //remove local break point slot 1
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C, Ic, and ca subcommands

Purpose
The ¢, Ic and ca subcommands clear breakpoints.

Note: This subcommand is only available within the KDB kernel debugger. It is not included in the kdb
command.

Syntax
¢ [slot | [-p | -v] Address]

ca

Ic [slot | [-p | -v] Address [ctx]]

Parameters

* -p — Indicates that the breakpoint address is a physical or real address.

» -v — Indicates that the breakpoint address is an effective or virtual address.

» slot — Specifies the slot number of the breakpoint. This parameter must be a decimal value.

* Address — Specifies the address of the breakpoint. This may either be a physical or virtual address.
Symbols, hexadecimal values, or hexadecimal expressions can be used to specify the address.

» ctx — Specifies the context to be cleared for a local break. The context may either be a CPU or thread
specification.

The ca subcommand erases all breakpoints. The ¢ and lc subcommands erase only the specified
breakpoint. The ¢ subcommand clears all contexts for a specified breakpoint. The lc subcommand can be
used to clear a single context for a breakpoint. If a specific context is not specified, the current context is
used to determine which local breakpoint context to remove.

By default, the KDB kernel debugger chooses the current state of the machine. If the subcommand is
entered before VMM initialization, the address is the physical or real address. If the subcommand is
entered after VMM initialization, the address is the effective or virtual address.

Note: Slot numbers are not fixed. To clear slot 1 and slot 2 type ¢ 2; c 1 or type ¢ 1; c 1. Do not enter ¢
1; c 2.

Aliases
c—cl

Ic —lcl
Example

The following is an example of how to use the ¢ and the ca subcommands:
KDB(1)> b //1ist breakpoints

0: .halt_display+000000 (sid:00000000) permanent & global
1: .v_exception+000000 (sid:00000000) permanent & global

2: .v_loghalt+000000 (sid:00000000) permanent & global

3: .p_s1ih+000000 (sid:00000000) trace {hit: 0}

KDB(1)> c 2 //clear breakpoint slot 2

0: .halt_display+000000 (sid:00000000) permanent & global
1: .v_exception+000000 (sid:00000000) permanent & global

2: .p_s1ih+000000 (sid:00000000) trace {hit: 0}

KDB(1)> c v_exception //clear breakpoint set on v_exception
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0: .halt_display+000000 (sid:00000000) permanent & global

1: .p_s1ih+000000 (sid:00000000) trace {hit: 0}
KDB(1)> ca //clear all breakpoints
0: .p_s1ih+000000 (sid:00000000) trace {hit: 0}
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r and gt subcommands

Purpose

The r and gt subcommands set non-permanent breakpoints. Non-permanent breakpoints are local
breakpoints that are cleared after they are used.

Note: This subcommand is only available within the KDB kernel debugger. It is not included in the kdb
command.

Syntax

r
gt [-p | -v] [address]

Parameters

* -p — Indicates that the breakpoint address is a physical or real address.
» -v — Indicates that the breakpoint address is an effective or virtual address.

* address — Specifies the address of the breakpoint. This may either be a physical or real address.
Symbols, hexadecimal values, or hexadecimal expressions may be used in specification of the address.

The r subcommand sets a breakpoint on the address found in the Ir register. In the SMP environment, it is
possible to reach this breakpoint on another processor. For this reason, it is important to use the thread or
process local break point.

The gt subcommand performs the same function as the r subcommand, but the address must be specified
for the gt subcommand.

By default, the KDB kernel debugger chooses the current state of the machine. If the subcommand is
entered before VMM initialization, the address is physical. If the subcommand is entered after VMM
initialization, the address is virtual (effective address). After VMM is initialized, the -p flag must be used to
set a breakpoint in real-mode code that is not mapped V=R, otherwise KDB kernel debugger expects a
virtual address and translates the address.

Aliases
r — return

gt has no aliases.

Example
The following is an example of how to use the r and the gt subcommands:

KDB(2)> b _iput //enable break point on _iput()
._iput+000000 (sid:00000000) permanent & global
KDB(2)> e //exit debugger

Breakpoint

._1put+000000 stmw r29,FFFFFFF4(stkp) <2FF3B1CC> r29=0A4C6C20,FFFFFFF4(stkp)=2FF3B1CC
KDB(6)> f

thread+014580 STACK:

[0021632C] _iput+000000 (OA4C6C20, 0571A808 [?7])

[00263EF4] jfs_rele+0000B4 (?7)

[00220B58] vnop_rele+000018 (??)

[00232178] vno_close+000058 (?7?)

[002266C8] cTosef+0000C8 (??)

[0020C548] closefd+000OBC (??7, ?7?)
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[0020C70C] cTose+000174 (?7)

[000037C4] .sys_cal1+000000 ()

[DOOO715C] fclose+00006C (?7?)

[10000580] 10000580+000000 ()

[10000174] start+00004C ()

KDB(6)> r //go to the end of the function

.jfs_rele+0000B8 b <.jfs_rele+00007C> r3=0
KDB(7)> e //exit debugger

Breakpoint

._iput+000000 stmw r29,FFFFFFF4(stkp) <2FF3B24C> r29=09D75BD0,FFFFFFF4(stkp)=2FF3B24C
KDB(3)> gt @1r //go to the Tink register value

.jfs_rele+0000B8 (sid:00000000) step < ctx: thread+001680 >

_jfs_rele+0000B8 b <.jfs_rele+00087C> r3=0
KDB(T)>
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n, s, S, and B subcommand

Purpose
The n, s, S and B subcommands provide step functions.

Note: These subcommands are only available within the KDB kernel debugger. They are not included in
the kdb command.

Syntax

n [count]
s [count]
S [count]

B [count]

Parameters
» count — Specifies the number of times the subcommand runs.

n — Runs the number of instructions specified by count, but it treats subroutine calls as a single instruction.
If specified without a number, it runs one instruction.

s — Runs the number of instructions specified by the count parameter.

S — Runs instructions until it encounters a bl or br branch instruction. If the count parameter is used, the
number specifies how many bl and br instructions are reached before the KDB Kernel Debugger stops.

B — Runs instructions until it encounters any branch instruction. If the count parameter is used, the number
specifies how many branch instructions are reached before the KDB Kernel Debugger stops.

On POWER-based machines, steps are implemented with the SE bit of the msr status register of the
processor. This bit is automatically associated with the thread or process context. The thread or process
context can migrate from one processor to another.

You can interrupt any of these subcommands by pressing the Del key. Every time the KDB kernel
debugger takes a step, it checks to see whether the Del key was pressed. This allows you to break into
the KDB kernel debugger if the call is taking an inordinate amount of time.

If no intervening subcommands are run, any of the step commands can be repeated by pressing the Enter
key.

Be aware that when you use these subcommands, an exception to the processor is made for each of the
debugged program’s instruction. One side-effect of exceptions is that it breaks reservations. The stcwx

instruction cannot succeed if any breakpoint occurred after the last larwx instruction. The net effect is that
you cannot use these subcommands with lock and atomic routines. If you do, you loop in the lock routine.

Some instructions are broken by exceptions. For example, rfi moves to and from srr0 srri. The KDB
kernel debugger tries to prevent this by printing a warning message.

When you want to take control of a sleeping thread, switch to the sleeping thread with the sw

subcommand and type the s subcommand. The step is set inside the thread context, and when the thread
runs again, the step breakpoint occurs.
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Aliases

The aliases are:
n — nexti
s — stepi

There are no aliases for the following:

S
B

Example

The following is an example of how to use the n, s, and B subcommands:

KDB(1)> b .vno_close+00005C //enable break point on vno _close+00005C
vno_close+00005C (sid:00000000) permanent & global

KDB(1)> e //exit debugger

Breakpoint

.vno_close+00005C Twz r11,30(r4)
KDB(1)> s 10 //single step 10 instructions

.vno_close+000060 Twz r5,68(stkp)
.vno_close+000064 Twz r4,0(r5)
.vno_close+000068 Twz r5,14(r5)
.vno_close+00006C b1 <._ptrgl>
._ptrg1+000000 Twz r0,0(rll)
._ptrg1+000004 stw toc,14(stkp)
._ptrg1+000008 mtctr ro
._ptrg1+00000C lwz  toc,4(rll)
._ptrgl1+000010 Twz r11,8(rl1l)

._ptrg1+000014
KDB(1)> <CR/LF>
.xix_cTose+000000

bcctr

mflr ro

.xix_close+000004 stw r31,FFFFFFFC(stkp)
.xix_close+000008 Stw r0,8(stkp)
.xix_closet+00000C stwu stkp,FFFFFFAO (stkp)
.xix_close+000010 Twz r31,12B8(toc)
.xix_close+000014 Stw r3,78(stkp)
.xix_close+000018 stw r4,7C(stkp)
.xix_close+00001C Twz r3,12BC(toc)
.xix_close+000020 Twz r3,0(r3)
.xix_close+000024 Twz r4,12C0(toc)

KDB(1)> r //return to the end of function

.vno_close+000070 Twz toc,14(stkp)
KDB(1)> S 4 //return to the end of function
.vno_close+000088 b1 <._ptrgl>
.Xix_rele+00010C b1 <.vn_free>
.vn_free+000140 b1 <.gpai_free>
.gpai_free+00002C br

KDB(1)> <CR/LF> //repeat last command
.vn_free+00015C br

.xix_rele+000118 b1 <.iput>
.iput+0000A4 b1 <.iclose>
.iclose+000148 br

KDB(1)> <CR/LF> //repeat last command
.iput+0001A4 b1 <.insque2>
.insque2+00004C br

.iput+0001D0O br

.Xix_rele+000164 br

KDB(1)> r //return to the end of function
.vno_close+00008C Twz toc,14(stkp)
KDB(1)>

r11=0,30(r4)=xix_vops+000030

r5=FFD00000, 68 (stkp)=2FF97DDO
rd=xix_vops,0(r5)=fi1e+0000C0O
r5=fi1e+0000C0,14(r5)=i1e+0000D4
r3=05AB620C

r0=.closef+0000F4,0(rll)=xix_close
toc=T0C,14(stkp)=2FF97D7C
<.xix_close+000000>
toc=T0C,4(r1l)=xix_close+000004
r1l=xix_close,8(rll)=xix_close+000008
<.xix_close>

//repeat last single step command

<.vno_close+000070>
r31=_vno_fops$$,FFFFFFFC(stkp)=2FF97D64
r0=.vno_close+000070,8(stkp)=2FF97D70
stkp=2FF97D68,FFFFFFAQ (stkp)=2FF97D08
r31=_vno_fops$$,12B8(toc)=_xix_close$$
r3=05AB620C,78(stkp)=2FF97D80
r4=00000020,7C(stkp)=2FF97D84
r3=05AB620C, 12BC(toc)=xclosedbg
r3=xclosedbg,0(r3)=xclosedbg
r4=00000020,12C0(toc)=pfsdbg

toc=T0C, 14 (stkp)=2FF97D7C

r3=05AB620C
r3=05AB620C

r3=gpa_vnode

<.vn_free+000144>

<.xix_rele+000110>

r3=058F9360

r3=058F9360
<.iput+0000A8>

r3=058F9360
<.iput+0001A8>
<.xix_rele+00011C>

<.vno_close+00008C>

toc=T0C, 14 (stkp)=2FF97D7C

Chapter 17. Breakpoint and steps subcommands
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Chapter 18. Debugger trace points subcommands

Note: Debugger trace points subcommands are specific to the KDB kernel debugger. They are not
available in the kdb command.

The subcommands in this category are used to trace the running of a specified address and stop KDB
kernel debugger based on conditions. These subcommands include the following:

Eﬂ@

Q
Q
—
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bt subcommand

Purpose
The bt subcommand traces each a specified address each time it is run.

Note: This subcommand is only available within the KDB kernel debugger. It is not included in the kdb
command.

Syntax
bt [-p | -v] [address [scripf]]

Parameters
* -p — Indicates that the trace address is a physical or real address.
« -v — Indicates that the trace address is an effective or virtual address.

» address — Specifies the address of the trace point. Symbols, hexadecimal values, or hexadecimal
expressions can be used to specify an address.

 script — Lists subcommands to be run each time the indicated trace point is run. The script is delimited
by quote (") characters and commands within the script are delimited by semicolons (;).

Each time a trace point is encountered, a message is displayed indicating that the trace point was
encountered. The displayed message indicates the first entry from the stack. However, this can be
changed by using the script parameter.

If the bt subcommand is invoked with no parameters, the current list of break and trace points is
displayed. The number of combined active trace and break points is limited to 32.

It is possible to specify whether the trace address is a physical or a virtual address with the -p and -v
options respectively. By default, the KDB kernel debugger chooses the current state of the machine. If the
subcommand is entered before VMM initialization, the address is the physical or real address. If the
subcommand is entered after VMM initialization, the address is the effective or virtual address.

The segment id (sid) is always used to identify a trace point because effective or virtual addresses can
have multiple translations in several virtual spaces. When debugging is resumed after a trace point is
encountered, kdb must reinstall the correct instruction. During this time (one step if no interrupt is
encountered), it is possible to miss the trace on other processors.

The script parameter allows a set of kdb subcommands to run when a trace point is reached. The set of
subcommands comprising the script must be delimited by double quote characters ("). Individual
subcommands within the script must be ended by a semicolon (;). One of the most useful subcommands
that can be used in a script is the [‘test subcommand” on page 130, If this subcommand is included in the
script, each time the trace point is reached the condition of the test subcommand is checked by the KDB
kernel debugger. If the condition is true, a break occurs.

Aliases
No aliases.

Example
The following is an example of how to use the bt subcommand:

KDB(0)> bt open //enable trace on open()

KDB(0)> bt //display current active traces

0: .open+000000 (sid:00000000) trace {hit: 0}
KDB(0)> e //exit debugger
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0pen+00000000 (2FF7FF2B, 00000000, DEADBEEF)
open+00000000 (2FF7FF2F, 00000000, DEADBEEF)
open+00000000 (2FF7FF33, 00000000, DEADBEEF)
open+00000000 (2FF7FF37, 00000000, DEADBEEF)
open+00000000 (2FF7FF3B, 00000000, DEADBEEF)

KDB(0)> bt //display current active traces
0: .open+000000 (sid:00000000) trace {hit: 5}
KDB(0)>

Open routine is traced with a script to display iar and Ir registers and to show what is pointed to by the
first parameter (r3).

KDB(0)> bt open "dr iar; dr 1r; d @r3" //enable trace on open()

KDB(0)> bt //display current active traces

0: .open+000000 (sid:00000000) trace {hit: 0} {script: dr iar; dr Tr;d @r3}
KDB(0)> e //exit debugger

iar : 001C5BAO

.open+000000 mflr ro <.svc_f1ih+00011C>
Tr : 00003B34
.svc_f1ih+00011C Twz toc,4108(0) toc=T0C,4108=g_toc

2FF7FF3F: 7362 696E 0074 6D70 0074 6F74 6F00 7500  shin.tmp.toto.u.

KDB(0)> bt //display current active traces

0: .open+000000 (sid:00000000) trace {hit: 1} {script: dr iar; dr 1r;d @r3}
KDB(0)> ct open //clear trace on open

KDB(0)>

This example shows how to trace and stop when a condition is true. For example, when global data is
greater than the specified value, and 923 hits were necessary to reach this condition.

KDB(0)> bt sys_timer "[ @time >= 2b8c8c00 ] " //enable trace on sys_timer()
KDB(0)> e //exit debugger

Enter kdb [ @time >= 2b8c8c00 ]

KDB(®) bt //display current active traces

0: .sys_timer+000000 (sid:00000000) trace {hit: 923} {script: [ Otime >= 2b8c8c00 ] }
KDB(0)> cat //clear all traces
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test subcommand

Purpose

The test subcommand can be used in conjunction with the [‘bt subcommand” on page 128|to break at a
specified address when a condition becomes true.

Syntax

test cond

Parameters
» cond — Specifies the conditional expression that evaluates to a value of either true or false.

The conditional test requires two operands and a single operator. Operands include symbols, hexadecimal
values, and hexadecimal expressions. Comparison operators that are supported include: ==, !=, >=, <=, >,
and <. Additionally, the bitwise operators * (exclusive OR), & (AND), and | (OR) are supported. When
bitwise operators are used, any non-zero result is considered to be true.

The syntax for the test subcommand requires that the operands and operator be delimited by spaces. This
is very important to remember if the left square bracket ( [ ) alias is used. For example, the subcommand
test kernel heap != 0 can be written as [ kernel _heap != 0 . However, this subcommand is not valid if
kernel _heap, !=, and 0 were not preceded by and followed by spaces.

Aliases
[

Example
The following is an example of how to use the [ alias for the test subcommand:

KDB(0)> bt open "[ @sysinfo >= 3d ]" //stop on open() if condition true
KDB(0)> e //exit debugger

Enter kdb [ @sysinfo >= 3d ]

KDB(1)> bt //display current active trace break points

0: .open+000000 (sid:00000000) trace {hit: 1} {script: [ @sysinfo >= 3d ]}
KDB(1)> dw sysinfo 1 //print sysinfo value

sysinfo+000000: 0000004A

130 KDB Kernel debugger and kdb command



cat and ct subcommands

Purpose
The cat subcommand erases all trace points. The ¢t subcommand erases individual trace points.

Syntax

cat

ct slot | [-p | -v] Address

Parameters

» slot — Identifies the slot number for a trace point. This parameter must be a decimal value.
* -p — Indicates the trace address is a physical or real address.

» -v — Indicate the trace address is an effective or virtual address.

* Address — Identifies the address of the trace point. Symbols, hexadecimal values, or hexadecimal
expressions can be used to specify an address.

You can specify the trace point cleared by the ¢t subcommand by a slot number or by an address. By
default, KDB kernel debugger chooses the current state of the machine. If the subcommand is entered
before VMM initialization, the address is the physical or real address. If the subcommand is entered after
VMM initialization, the address is the effective or virtual address.

Note: Slot numbers are not fixed. To clear slot 1 and slot 2 type ct 2; ct 1 or typect 1; ct 1. Do not
type ct 1; ct 2.

Aliases
No aliases.

Example
The following is an example of how to use the cat and the ct subcommands:

KDB(0)> bt open //enable trace on open()

KDB(0)> bt close //enable trace on close()
KDB(0)> bt readlink //enable trace on readlink()
KDB(0)> bt //display current active traces

0: .open+000000 (sid:00000000) trace {hit: 0}
1: .close+000000 (sid:00000000) trace {hit: 0}
2: .read1ink+000000 (sid:00000000) trace {hit: 0}

KDB(0)> ct 1 //clear trace slot 1

KDB(0)> bt //display current active traces

0: .open+000000 (sid:00000000) trace {hit: 0}

1: .read1ink+000000 (sid:00000000) trace {hit: 0}
KDB(0)> cat //clear all active traces

KDB(0)> bt //display current active traces

No breakpoints are set.

KDB(0)>
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Chapter 19. Watch DABR subcommands

The subcommands in this category are used to enter the debugger on a load or store instruction. These
subcommands include the following:

HHEHEHAE
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wr, ww, wrw, cw, lwr, lww, lwrw, and lcw subcommands

Purpose

The wr subcommand stops on a load instruction. The ww subcommand stops on a store instruction. The
wrw subcommand stops either on a load or a store instruction.

The cw subcommand clears the last watch subcommand. The lwr, lww, lwrw, and lew subcommands
allow you to establish a watchpoint for a specific processor.

Note: These subcommands are only available within the KDB kernel debugger. They are not included in

the kdb command.

Syntax

wr [[-e | -p | -v] address [size]]

ww [[-e | -p | -v] address [size]]

wrw([-e | -p | -v] address [size]]

cw

lwr[[-e | -p | -v] address [size]]

lww [[-e | -p | -v] address [size]]

lwrw [[-e | -p | -v] address [siz€e]]

lew

Parameters

-e — Indicates that the address parameter is an effective or virtual address.
-p — Indicates that the address parameter is a physical or real address.
-v — Indicates that the address parameter is a virtual or effective address.

address — Specifies the address to watch. Symbols, hexadecimal values, or hexadecimal expressions
can be used to specify the address. If the address type is not specified, it is assumed to be an effective
address.

size — Indicates the number of bytes to watch. This parameter is a decimal value.

A watch register can be used on the Data Address Breakpoint Register (DABR) or HID5 on PowerPC 601
RISC Microprocessor to enter KDB kernel debugger when a specified effective address is accessed. The
register holds a double-word effective address and bits to specify load and store operations.

With no parameter, the wr, ww and wrw subcommands print the current active watch subcommand.

The wr, ww, wrw and cw subcommands are global to all processors. The lwr, lww, lwrw and lcw
subcommands are local. If no size is specified, the default size is 8 bytes and the address is double-word
aligned. If a size is specified, KDB kernel debugger checks the faulting address with the specified range. If
no match is found, KDB kernel debugger continues to run.
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Aliases
wr — stop-r

ww — stop-w
wrw — stop-rw
cw — stop-cl
lwr — Istop-r
lww — Istop-w
lwrw — Istop-rw

lcw — Istop-cl

Example
The following is an example of how to use the ww, the wr and the cw subcommands:

KDB(0)> ww -p emulate count //set a data break point (physical address, write mode)
KDB(0)> ww //print current data break points

CPU 0: emulate_count+000000 paddr=00238360 size=8 hit=0 mode=W

CPU 1: emulate_count+000000 paddr=00238360 size=8 hit=0 mode=W

KDB(0)> e //exit the debugger

Watch trap: 00238360 <emulate_count+000000>

power_asm_emulate+00013C stw r28,0(r30) r28=0000003A,0(r30)=emulate_count
KDB(0)> ww //print current data break points

CPU 0: emulate_count+000000 paddr=00238360 size=8 hit=1 mode=W

CPU 1: emulate_count+000000 paddr=00238360 size=8 hit=0 mode=W

KDB(0)> wr sysinfo //set a data break point (read mode)

KDB(®)> wr //print current data break points

CPU 0: sysinfo+000000 eaddr=003BA9DO vsid=00000000 size=8 hit=0 mode=R

CPU 1: sysinfo+000000 eaddr=003BA9DO vsid=00000000 size=8 hit=0 mode=R

KDB(0)> e //exit the debugger

Watch trap: 003BA9D4 <sysinfo+000004>

.fetch_and_add+000008  Twarx r3,0,r6 r3=sysinfo+000004,r6=sysinfo+000004
KDB(0)> cw //clear data break points

Chapter 19. Watch DABR subcommands
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Chapter 20. Branch target subcommands

The subcommands in this category provide access on some POWER-based platform processors for target
address comparison and trap functions. These subcommands include the following:

* |ptac
* [obted

e |Ibtac
 [lcbtac
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btac, cbtac, Ibtac, Icbtac subcommands

Purpose

Some POWER-based platform processors support an optional branch target address comparison and trap
feature. When available, this facility allows for a branch target comparison with some user-provided value
with a trap to a specific interrupt vector upon a match. The KDB kernel debugger btac, cbtac, Ibtac, and
Icbtac subcommands provide access to this facility when it is present. The btac subcommand stops when
Branch Target Address Compare (BTAC) is true. The cbtac subcommand clears the last btac
subcommand. The cbtac subcommand is global to all processors. Each processor can have different
addresses specified or cleared using the local Ibtac and Icbtac subcommands.

Note: These subcommands are only available in the KDB kernel debugger. They are not included in the
kdb command.

Syntax
btac [ [-e | -p | -v] address]

cbtac
Ibtac [ [-e | -p | -v] address]

Icbtac

Parameters

* -p — Indicates that the address parameter is considered to be a physical or real address.

» -v — Indicates that the address parameter is considered to be a virtual or effective address.
» -e — Indicates that the address parameter is considered to be an effective or virtual address.

» address — Specifies the address of the branch target. Symbols, hexadecimal values, or hexadecimal
expressions can be used to specify the address.

The flags are mutually exclusive. The default flag is -e.

Aliases
No aliases.

Example

The following is an example of how to use the btac, the Ibtac and the cbtac subcommands:

KDB(7)> btac open //set BRAT on open function
KDB(7)> btac //display current BRAT status

CPU 0: .open+000000 eaddr=001B5354 vsid=00000000 hit=0
CPU 1: .open+000000 eaddr=001B5354 vsid=00000000 hit=0
CPU 2: .open+000000 eaddr=001B5354 vsid=00000000 hit=0
CPU 3: .open+000000 eaddr=001B5354 vsid=00000000 hit=0
CPU 4: .open+000000 eaddr=001B5354 vsid=00000000 hit=0
CPU 5: .open+000000 eaddr=001B5354 vsid=00000000 hit=0
CPU 6: .open+000000 eaddr=001B5354 vsid=00000000 hit=0
CPU 7: .open+000000 eaddr=001B5354 vsid=00000000 hit=0
KDB(7)> e //exit the debugger

Branch trap: 001B5354 <.open+000000>

.sys_call+000000 bcctrl <.open>

KDB(5)> btac

//display current BRAT status

CPU 0: .open+000000 eaddr=001B5354 vsid=00000000 hit=0
CPU 1: .open+000000 eaddr=001B5354 vsid=00000000 hit=0
CPU 2: .open+000000 eaddr=001B5354 vsid=00000000 hit=0
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CPU 3: .open+000000 eaddr=001B5354 vsid=00000000 hit=0

CPU 4: .open+000000 eaddr=001B5354 vsid=00000000 hit=0

CPU 5: .open+000000 eaddr=001B5354 vsid=00000000 hit=1

CPU 6: .open+000000 eaddr=001B5354 vsid=00000000 hit=0

CPU 7: .open+000000 eaddr=001B5354 vsid=00000000 hit=0

KDB(5)> Tbtac close //set local BRAT on close function
KDB(5)> e //exit the debugger

Branch trap: 001B5354 <.open+000000>
.sys_call+000000 bcctrl <.open>
KDB(7)> e //exit the debugger

Branch trap: 00197D40 <.closet+000000>

.sys_cal1+000000 bcctrl <.close>
KDB(5)> e //exit the debugger ...

Branch trap: 001B5354 <.open+000000>

.sys_call+000000 bcctrl <.open>
KDB(6)> btac //display current BRAT status

CPU 0: .open+000000 eaddr=001B5354 vsid=00000000 hit=0

CPU 1: .open+000000 eaddr=001B5354 vsid=00000000 hit=0
CPU 2: .open+000000 eaddr=001B5354 vsid=00000000 hit=0
CPU 3: .open+000000 eaddr=001B5354 vsid=00000000 hit=0
CPU 4: .open+000000 eaddr=001B5354 vsid=00000000 hit=0
CPU 5: .close+000000 eaddr=00197D40 vsid=00000000 hit=1
CPU 6: .open+000000 eaddr=001B5354 vsid=00000000 hit=1

CPU 7: .open+000000 eaddr=001B5354 vsid=00000000 hit=1
KDB(6)> chtac //reset all BRAT registers

Chapter 20. Branch target subcommands
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Chapter 21. Namelist and symbols subcommands

The subcommands in this category are used to change namelists and symbols. These subcommands
include the following:

=
=)
o
=
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nm and ts subcommands

Purpose

The nm subcommand translates symbols to addresses. The ts subcommand translates addresses to
symbolic representations.

Syntax

nm symbol

ts effectiveaddress

Parameters
» symbol — Specifies the symbol name.

» effectiveaddress — Specifies the effective address to be translated. This parameter can be a
hexadecimal value or an expression.

Aliases
No aliases.

Example
The following is an example of how to use the nm and the ts subcommands:

KDB(0)> nm __ublock //print symbol value
Symbol Address : 2FF3B400

KDB(0)> ts E3000000 //print symbol name
proc+000000
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ns subcommand

Purpose
The ns subcommand toggles symbolic name translation on and off.

Syntax

ns

Parameters
No parameters.

Aliases
No aliases.

Example
The following is an example of how to use the ns subcommand:

KDB(0)> dc do00 5 //display code at address DOOO
____memcmp+000000 cmpw crl,r3,rd4

___memcmp+000004 srwi. rl2,r5,2
___memcmp+000008  cTrlwi rll,r5,1E
___memcmp+00000C 11 r7,0

____memcmp+000010 beq- crl.eq,<__memcmp+000050>
KDB(0)> ns //disable symbol printing

Symbolic name translation off

KDB(0)> dc doe® 5 //display code at address DOOO
00000000 cmpw crl,r3,rd

00000004 srwi. rl2,r5,2

00000008  clrlwi rll,r5,1E

0000D00C 1i r7,0

00000010 beq- crl.eq,<0000D050>

KDB(0)> ns //enable symbol printing

Symbolic name translation on

KDB(0)>
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which subcommand

Purpose
The which subcommand displays the name of the kernel source file that contains the address.

Note: The which subcommand is only available in the kdb command.

Syntax

which | address

Parameters

» address — Locates the kernel source file that contains the symbol at the specified address and displays
the following:

— The symbol corresponding to the address
— The start address of the symbol
— The kernel source file name containing the symbol

Aliases
wf

Example
The following is an example of how to use the which subcommand:

> which main
Addr: 0022A700 Symbol: .main
Name: ../../../../../src/bos/kernel/si/main.c
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Chapter 22. PCI configuration space and I/O debugging
subcommands

The subcommands in this category are used to debug I/O errors and PCI configuration space errors.
These subcommands include the following:

°
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dpcib, dpcih, and dpciw subcommand

Purpose

The dpcib (display PCI byte), dpcih (display PCI halfword), and dpciw (display PCI word) subcommands
read data from the PCI Configuration Space.

Syntax
dpcib Bid PClslot RegOffset

dpcih Bid PClslot RegOffset

dpciw Bid PClslot RegOffset

Parameters
¢ Bid — Identifies the Bus Identifier of the PCI bus.

e PClslot — Combines the device number on the PCI bus and the function number on that PCI slot. The
combination uses the following formula:

PCIsTot = (device_num * 8) + function
* RegOffset — Identifies a zero-based byte offset of the register to read in a PCI Configuration Space.

Aliases
No aliases.
Example
The following is an example of how to use the dpcib, the dpcih, and dpciw subcommands:
KDB(0)> businfo //get PCI bus id
kkkkkh Kk hH PCI BUSES *kkkkhkh kKK
ADDRESS ~ BID BUS_NUM  PHB_UNIT_ID REGIONS

30043400 900000CO 00000000 O0OOOOOOOFEFOO000 00000004
30043500 900000C1 00000040 OOOOOOOOFEEOOOO0 00000002
KhKKKKKRKF OTHER BUSES *hKRKKKKKKFK

ADDRESS  BID BUS_NUM  PHB_UNIT_ID REGIONS
00459AE0 90000040 00000000 0000000000000000 00000001
00459F60 90000100 00000000 0000000000000000 00000002
0045AB60 90000300 00000000 0000000000000000 00000001

KDB(0)> dpcib 900000c0 01 4 //display byte of data
00000104: 46

KDB(0)> dpcih 900000cO 01 4 //display halfword of data
00000104: 4600

KDB(0)> dpciw 900000cO 01 4 //display word of data

00000104: 46008022
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mpcib, mpcih, and mpciw subcommands

Purpose

The mpcib (modify PCI byte), mpcih (modify PCI halfword), and mpciw (modify PCI word) subcommands
write data to the PCI Configuration Space.

Syntax
mpcib Bid PClslot RegOffset

mpcih Bid PClslot RegOffset

mpciw Bid PClslot RegOffset

Parameters
e Bid — Identifies the Bus Identifier of the PCI bus.

e PClslot — Combines the device number on the PCI bus and the function number on that PCI slot. The
combinations uses the following formula:

PCIslot = (device_num * 8) + function
* RegOffset — Identifies a zero-based byte offset of the register to read in a PCI Configuration Space.

These commands are interactive and each modification is entered one-by-one. The first unexpected input
stops modification. A period (.), for example, can be used to indicate the end of the data.

Aliases
No aliases.
Example
The following is an example of how to use the mpcib, the mpcih, and the mpciw subcommands:
KDB(0)> businfo //get PCI bus id
*hkhkkhkh* PCI BUSES *kkhkhkkhkk
ADDRESS  BID BUS_NUM  PHB_UNIT_ID REGIONS

30043400 900000CO 00000000 00OOOOOOFEFOO000 00000004
30043500 900000C1 00000040 OOOOOOOOFEEOOOOO 00000002
*hkhkkkkhx OTHER BUSES *hkhkkhkhkk

ADDRESS  BID BUS_NUM  PHB UNIT_ID REGIONS
00459AEQ 90000040 00000000 0000000000000000 00000001
00459F60 90000100 00000000 0000000000000000 00000002
0045AB60 90000300 00000000 0000000000000000 00000001

KDB(0)> dpciw 900000cO 80 10 //display word of data
00008010: O1FOFFOO
KDB(0)> mpciw 900000c0 80 10 //modify word

00008010: O1FOFFOO = ffffffff
00008014: 00A010CO = .

KDB(0)> dpciw 900000cO 80 10 //display new word of data
00008010: E1FFFFFF
KDB(0)> mpciw 900000cO 80 10 (reset word)

00008010: E1FFFFFF = O1FOFFOO
00008014: 00A010CO =

KDB(0)> dpciw 900000cO 80 10 //display reset word
00008010: O1FOFFOO
KDB(0)> mpcib 900000cO 80 10 //modify specifying bytes

00008010: 01 = ff

00008011: FO = ff

00008012: FF = ff

00008013: 00 = ff

00008014: 00 = .

KDB(0)> dpciw 900000c0 80 10 //display new word of data
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00008010: ELFFFFFF

KDB(0)> mpciw 900000cO 80 10
00008010: ELFFFFFF = OlFOFF0OO
00008014: 00A010CO = .
KDB(0)> dpciw 900000cO 80 10
00008010: O1FOFFOO

KDB(0)> mpcih 900000cO 80 10
00008010: O1F0 ffff
00008012: FFOO ffff
00008014: 00AO
KDB(0)> dpciw 900000cO 80 10
00008010: EL1FFFFFF

KDB(0)> mpciw 900000c0 80 10
00008010: ELFFFFFF = OQ1FOFFOO
00008014: 00AGlOCO = .
KDB(0)> dpciw 900000cO 80 10
00008010: O1FOFFO0

KDB(0)>

KDB Kernel debugger and kdb command

//reset word

//display reset word

//modify specifying halfwords

//display new word of data

//reset word

//display reset word



buserr subcommand

Purpose
The buserr subcommand allows PCI bus error injection and manual exercise of EEH capabilities on a PCI

slot.

Syntax

buserr bid slot [operation] [function] [bus_addn]

Parameters

» bid — Specifies the bus id. It must be a hexadecimal value.

» slot — Specifies the slot number. It must be a hexadecimal value.
» operation — Specifies the operation code. Accepted values are:

1 - Query slot capabilities and slot state. Displays the state of a slot and information about whether
EEH is supported by the slot.

2 - Set slot state. Allows enabling or disabling EEH on a slot or enabling load, store or DMA
operation.

3 - Inject a bus error. Performs error injection on a specified bus and slot at a given bus address.
The errors can be injected in either memory, 1/0 or configuration address spaces of a PCI bus. Also,
the errors can be on a load or store operation.

4 - Reset slot. This is a way to recover from an EEH event. This operation code can be used to
assert and deassert the reset signal on the bus. The reset signal should be asserted for at least 100
milliseconds before deasserting it.

5 - Configure PCI bridge on the adapter. Allows the bridge on an adapter to be configured following a
slot reset. This is a required step in complete error recovery for the bridged-adapters such as
Ethernet cards.

» function — Specifies the function code. It must be a hexadecimal value. Function codes are dependent
on the operation code. The available function codes are:

Operation code 1 - Query slot capabilities and slot state. There are no function codes available.
Operation code 2 - Set slot state:

- 0 - Disable EEH

- 1 - Enable EEH

- 2 - Enable load/store

- 3 - Enable DMA

Operation code 3 - Inject a bus error:

0 - Load to PCI Memory Address Space - inject an Address Parity Error
1 - Load to PCI Memory Address Space - inject a Data Parity Error

2 - Load to PCI I/0 Address Space - inject an Address Parity Error

3 - Load to PCI I/O Address Space - inject a Data Parity Error

4 - Load to PCI Configuration Space - inject an Address Parity Error

5 - Load to PCI Configuration Space - inject a Data Parity Error

6 - Store to PClI Memory Address Space - inject an Address Parity Error
- 7 - Store to PCI Memory Address Space - inject a Data Parity Error

8 - Store to PCI I/O Address Space - inject an Address Parity Error

9 - Store to PCI I/O Address Space - inject a Data Parity Error

A - Store to PCI Configuration Space - inject an Address Parity Error

B - Store to PCI Configuration Space - inject a Data Parity Error
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- C - DMA read to PCI Memory Address Space - inject an Address Parity Error
- D - DMA read to PCI Memory Address Space - inject a Data Parity Error
- E - DMA read to PCI Memory Address Space - inject a Master Abort Error
- F - DMA read to PCI Memory Address Space - inject a Target Abort Error
- 10 - DMA write to PCI Memory Address Space - inject an Address Parity Error
- 11 - DMA write to PCI Memory Address Space - inject a Data Parity Error
- 12 - DMA write to PCI Memory Address Space - inject a Master Abort Error
- 13 - DMA write to PCI Memory Address Space - inject a Target Abort Error
— For operation code 4 - Reset slot:
- 0 - Deactivate Reset
- 1 - Activate Reset
— For operation code 5 - Configure PCI bridge on the adapter. There are no function codes available.

* bus_addr — Specifies the bus address. bus_addr is only used with operation code 3 - Inject a bus error.
bus_addr must be a hexadecimal value.

Aliases

No aliases.

Example

The following is an example of how to use the buserr subcommand:

KDB(0)> buserr 900000d5 8 1 //query state of slot and if EEH supported

Query Slot Capabilities And STot State

Reset State: Reset deactive, EEH not stopped
STot Capabilities: EEH supported

Success

Select an Operation Code

1) Query Slot Capabilities And Slot State
2) Set Slot State

3) Inject a bus error

4) Reset Slot

5) Configure PCI Bridge on the Adapter
99) Exit

Enter you choice: 99
KDB(0)> buserr 900000d5 8 4 1 //assert reset

Reset Slot

Success

Select an Operation Code

1) Query Slot Capabilities And Slot State
2) Set Slot State

3) Inject a bus error

4) Reset Slot

5) Configure PCI Bridge on the Adapter
99) Exit

Enter you choice: 99
KDB(0)> buserr 900000d5 8 4 0 //dea