Upgrading Trusted Platform Module (TPM)

firmware

For security reason, it is required to upgrade the Infineon TPM 2.0 SLB9670
firmware to version 7.85.

W082 WARNING
WO082: These procedures are for advanced users only. Risk of system damage.

Prerequisites
[0An USB key in FAT32 format, with a storage capacity of at least 1.4 MO

[1 A computer with a free USB port
[1The TPM_version_7.85.zip package

. Preparing the USB key using a computer

. Unzip the TPM_version_7.85 package on Download folder.
. Insert the USB key in the computer.

. Copy all the files, except the PDF file, on the USB key.

. Insert the USB key in the BullSequana Edge server.
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. Clearing the TPM

|. Start the BullSequana Edge Server Hardware Console (SHC)

1. Boot the server on BIOS settings

1. From the Control tab, select Server power operation.
2. Set BOOT SETTING OVERRIDE to BiosSetup and save.

Host OS boot settings

BOOT SETTING OVERRIDE

BiosSetup -
Enable one time boot

TPM REQUIRED POLICY

Enable to ensure the system only
boots when the TPM is functional,
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3. Reboot as appropriate.
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REBOOT SERVER

“ Orderly - OS shuts down, then server reboots

:@' Immediate - Server reboots without OS shutting down; may cause data corruption

IIl. Clear the TPM

1. From the Control tab, select KVM.

The KVM page opens.

2. From the Security tab, use the navigation arrows to select Clear TPM and
press [Enter].

IV. Save change and reboot the system

Select Exit > Exit Saving Changes and press [Enter]. The system reboots.

3. Upgrading the TPM

I. Open the internal EFI shell
1. When the logo appears, press the [Esc] key to display the BIOS interface.

2. Select Boot Manager using the navigation arrows and press [Enter].
3. Select Internal EFI shell and press [Enter].
Important The startup.nsh autoload script runs and may take a few

seconds. It must not be interrupted.
The UEFI shell windows opens.
Il. Access to the USB key file system
1. List all the detected volumes. Run the command:

M O I

2. Find the volume named FSx for the USB key.

apping table
FSO: Alias(s):1m0a0a2: :BLK2:
PciRoot{0x0) /Pci{0x11, 0xb) /Sata{0x0, 0x0, Ox0)/HDC2, GPT, BAS072CA-63A2 <4558 -BF 24 -285F 033443826, 0xFAS00, 0x32000)
FS2: Alias(s):1D240a2:

" PeiRoot{0x0)/Pci{0x17, 0x0) /Sata{0x0, 0x0, 0x0) /102, GPT, COTD3D29-B171-408A-SE83-C100220ECH74, 0xFAS00, 0x32000)
| FS13 Alias(s):HD1a0a0b: ;BLKG:
T PeiRoo t{0x0) /Pcid0x 14, Oxﬂ)mb‘lliﬂxo. 0x0X/0s8(0x0, 0x0X/HDCT, HBR, 0x00000000, 0x1F80, 0x780080)

3. Enter into the volume.
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4. List the files (the screenshot is an example with 2 BIN files).

Shell> FS1:

FS1:\> Is

Directory of: FS1:\

0271572021 16:01 445,536 TPHFactorylpd. efi

0271172021 16:58 370, 139 1PH20_7. 40.2098. 0_to_TPH20_7.63.
09/19/2018 18:54 400,523 T1PH20_7.63.3353.0_to_TPH20_7.85.
3 File(s) 1,216,198 bytes
0 Dir(s)

0.BIN

53.
5.0.BIN

33
455

lll. Check that the TPM is clean

1. Display TPM chip information.

FEx=TPMFacioryUpd.af -info

2. Check that the TPM platformAuth value is Empty Buffer.

InstallFirmware valid : Yes 60C9FEFSDA4E 2FDA1CCO
TPM family . 2.0
TPM firmware version . = : 7:40.2098.0

| TPM platformAuth :  Empty Buffer
: 64

“Remaining updates

The current version in this screenshot is 7.40.2098.0

If the TPM platformAuth value is Not Empty Buffer, perform the previous
clean-up step again to properly clean the TPM.

IV. Upgrade the TPM

1 If TPM version is earlier than 7.63

First step upgrade the TPM version to 7.63
Then upgrade to 7.85 in the following step 2.
TPMFactoryUpd.efi -update tpm20-emptyplatformauth -firmware TPM20_<version>.BIN

2 If TPM version is later or equal than 7.63 and earlier than 7.85

Upgrade the TPM version to 7.85.
TPMFactoryUpd.efi -update tpm20-emptyplatformauth -firmware TPM20_<version>.BIN

Important The script must not be stopped and the server must not be
turned off during the operation.



Output

FS8:hetfiv= TPMFactoryllpd.cfi -update tpeZd-captyplotformouth -firewarc TPHEO 740, 2095.8 to TPHZD T7.63.3353.0.0IN

The messured image path 1 R-u-:l![Ih.ﬂ],a'F'ciI:LI.1|:'l1,EII5]ISu‘luEEIID.IJII!,‘JJ:I:ILI'HEIII,_GF'I',S-FJI'_'E]"‘}.

e TpaMeasurcBootHandler - Tog - Mot Found

The measured image path is Poifoot (0d) PoilBnll,BxS)/Satal Oud, 0xG, 0x0 b HO (1, GPT, SOCETGAS - BOCA - 4805 - ADDZ - 40C
andler = Togd - Kot Found

Loading driver at Ox0002FC07008 Entr
InstallifrotocolInterf 3
InstallProtes Con P0E G=dF0C R4 LGaETE

T T T T P T T T, )

TP family

TPH fireware wersicn after update

00 Completion: 96 % firmeare ... SYSTEM DURING THE UPDATE PROCE

Fadehefive Fireware Update comploted successfully.

3. When the upgrade operation is completed, stop or reboot the server.



