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Preface

This guide explains how to use the MONitoring Graphical User Interface (MONGUI)
to manage BullSequana servers.

See The Bull support web site for the most up­to­date product information,
documentation, firmware updates, software fixes and service offers:
https://support.bull.com

Intended Readers

This guide is intended for use by system administrators and operators.
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Chapter 1. Installing MONGUI

1.1. Overview

The MONitoring Graphical User Interface (MONGUI) can be used to monitor
multiple BullSequana SH, BullSequana EX or BullSequana S servers. The MONGUI
package provides Zabbix templates with their associated scripts.
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1.2. Installing MONGUI

This section explains how to install and update MONGUI on the system selected to
host it.

Prerequisites

■ The MONGUI_<version>.tar.gz package is available

■ The following packages are installed:

– Zabbix version 5.0 or higher

– Python version 3.7 or higher

■ Zabbix is installed and running

Procedure

1. Open a terminal window.

2. Go to the installation directory.

3. Extract the MONGUI file:

tar xzvf MONGUI-<version>.tar.gz

The templates are delivered in a sub-directory of the installation directory:
<install_dir>\zabbix\server\externalscripts.
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1.3. Delivery content

On delivery, MONGUI contains:

■ Two templates that allow Zabbix to be used to monitor BullSequana SH,
BullSequana EX or BullSequana S servers:

– template_<server_range>_zbxv5.xml

– template_<server-range>_Hosts-zbxv5.xml

Where <server_range> can take the following values:

– BullSequanaSH for BullSequana SH servers

– BullSequanaEdge for BullSequana EX servers

– BullSequanaSeries for BullSequana S servers

■ A set of scripts that allow to discover sensors and collect information
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Chapter 2. Getting started with MONGUI

To monitor systems, the MONitoring Graphical User Interface (MONGUI) uses
Zabbix. Zabbix is an enterprise-class open source distributed monitoring solution
accessible via a web-based interface.

See The full Zabbix documentation
https://www.zabbix.com/documentation/current/en/manual

2.1. Setting proxy configuration

The proxy variables are automatically copied in zabbix environment.

1. Edit the proxy configuration file.

Default: /etc/systemd/proxy.sh

2. Check the proxy variables.

export HTTP_PROXY=http://<proxy>:<port number>
export HTTPS_PROXY=https://<proxy>:<port number>
export NO_PROXY=127.0.0.1,localhost,<IP address>

export http_proxy=http://<proxy>:<port number>
export https_proxy=https://<proxy>:<port number>
export no_proxy=127.0.0.1,localhost,<IP address>

3. Set the variables as required.
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2.2. Starting the Zabbix console

Prerequisite

Zabbix is running

Procedure

1. Open a web browser.

2. Connect to the Zabbix console by entering the name or IP address of the
Zabbix console followed by the port number in the address bar, using the https
protocol.

The authentication page opens.

Zabbix console

Username Default: Admin

Password Default: zabbix

3. Complete the Username and Password fields.

4. Click Log In. The Dashboard page opens.

Important It is strongly recommended to change the default user password
once initial setup is completed, taking care to record the new
account details for subsequent connections.
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What to do if an incident occurs?

If the connection to the console cannot be made or if the web pages are displayed
incorrectly, one of the following problems may be the cause:

■ Network failure

■ Incorrect network settings

■ Incorrect browser settings (proxy configuration)
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2.3. Installing the scripts

Data collection is performed by the Zabbix serve using Python scripts.

1. Edit the Zabbix server configuration file /etc/zabbix/zabbix_server.conf.

2. Check the ExternalScripts parameter.
This parameter defines the location for external scripts.
Default: /usr/lib/zabbix/externalscripts

3. Copy the scripts in the ExternalScripts directory.

Important In the ExternalScripts directory, another directory named
openbmc must be created with read and write permissions.

Available scripts

BullSequana SH and BullSequana EX servers

Script name Description

<server_type>_openbmc_discovery Discovers enumerables like sensors

<server_type>_openbmc_frus_collect Collects FRU information

<server_type>_openbmc_frus_discovery Discovers enumerables like FRU

<server_type>_openbmc_frus_reader Reads FRU information previously collected

<server_type>_openbmc_fw_collect Collects firmware information

<server_type>_openbmc_fw_reader Reads firmware information previously collected

<server_type>_openbmc_network_
collect

Collects network information

<server_type>_openbmc_network_
discovery

Discovers enumerables like network

<server_type>_openbmc_network_
reader

Reads network information previously collected

<server_type>_openbmc_sensors_collect Collects sensors information

<server_type>_openbmc_sensors_reader Reads sensors information previously collected

<server_type>_openbmc_system_collect Collects system information

<server_type>_openbmc_system_reader Reads system information previously collected

Where <server_type> can take the following values:

■ mesca5 for BullSequana SH servers

■ ora for BullSequana EX servers
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BullSequana S servers

Script name Description

mesca3_openbmc_discovery Discovers enumerables like sensors

mesca3_openbmc_sensors_reader
Reads sensors information previously
collected

ipmitoolsSensors Collects sensors information

Important The run time of the ipmitoolsSensors script may exceed the
maximum value configurable. A workaround is to execute the
script via the crontab every two minutes.
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Chapter 3. Managing templates

Important It is strongly recommended not to modify the original templates.
Copy the originals or create templates instead.

The server template is a set of entities (items, triggers, graphs, discovery rules)
allowing efficient management of its devices.

The available MONGUI templates are template_<server_model>_zbxv5.xml where
<server_type> can take the following values:

■ BullSequanaSH for BullSequana SH servers

■ BullSequanaEdge for BullSequana EX servers

■ BullSequanaSeries for BullSequana S servers

3.1. Installing the template

Prerequisites

The template_<server_model>_zbxv5.xml file is copied from
<install_dir>\zabbix\server\externalscripts\ in a local directory on the client
computer running the browser.

Procedure

1. From the Data collectionmenu, click the Templates tab. The Templates page
opens.
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2. Click Import at the top right of the page. The Import page opens.

3. In the Import file field, click Choose File and indicate the path to the template.

4. Click Import.
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3.2. Check the templates version

1. From the Data collectionmenu, click the Templates tab. The Templates page
opens.

2. Select the <server_model>_template to check.

3. Check the version.
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3.3. Template content

1. From the Data collectionmenu, click the Templates tab. The Templates page
opens.

2. Click a <server_model>_template name in the list. A new page opens.
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3. Click the Items tab. A new page opens.

The items execute the external scripts provided by MONGUI. Some items are
used to collect information, others are used to read specific data previously
collected.

Note BullSequana S server has only one item to collect information from
sensors.
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4. Click the Discovery rules tab. A new page opens.

Discovery rules provide a way to automatically create items, triggers and
graphs for different entities (Fans, Temperatures, Voltages...).

5. Click a Discovery rule name in the list. A new page opens.

6. Click Item prototypes tab to see the discovered items.
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7. Click Trigger prototypes tab to see the discovered triggers.

For BullSequana EX and BullSequana SH servers four trigger prototypes are
displayed.

For every sensor, critical high and low triggers, corresponding to critical alarm
thresholds, as well as warning high and low triggers, corresponding to warning
alarm thresholds for the devices are enabled by default.

For BullSequana S servers two trigger prototypes are displayed.

For every sensor, critical high and low triggers, corresponding to critical alarm
thresholds for the devices are enabled by default.

8. Click Graph prototypes tab to see the discovered graphs.
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Chapter 4. Managing hosts

4.1. Installing the Hosts template

The Hosts template allows to add a host easily with a minimum of operations.

The available MONGUI Hosts templates are template_<server_model>_Hosts-
zbxv5.xml where <server_model> can take the following values:

■ BullSequanaSH for BullSequana SH servers

■ BullSequanaEdge for BullSequana EX servers

■ BullSequanaSeries for BullSequana S servers

Prerequisites

■ The <server_model> template is imported

■ The template_<server_model>_Hosts-zbxv5.xml file is copied from
<install_dir>\zabbix\server\externalscripts\ to a local directory on the client
computer running the browser

Procedure

1. From the Data collectionmenu, click the Hosts tab. The Hosts page opens.
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2. Click Import. The Import page opens.

3. In the Import file field, click Choose File and indicate the path to the template_
<server_model>_Hosts-zbxv5.xml file.

4. Select Hosts check boxes.

5. Click Import. A <server_model>_Host_example host is created.
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4.2. Adding a host using the Hosts template

The <server_model>_Host_example allows to automatically configure a host:

■ The Zabbix agent is configured to zabbix-agent:10050

■ Automatic Inventory is configured

■ Macros are prepared

■ The <server_model> template is linked

Procedure

1. From the Data Collectionmenu, click the Hosts tab. The Hosts page opens.
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2. Select a <server_model>_Host_example. A new page opens.

3. Click Clone.

4. Modify the Host name.

Note The host name may contain alphanumerics, spaces, dots, dashes and
underscores. Leading and trailing spaces are not allowed.

5. Click theMacros tab.
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6. Complete the macros as required.

Macro Value

{$MODNUMBER} Host module number

{$OPENBMC} Host OpenBMC address

{$PASSWORD} Host OpenBMC password

{$PORT} Host OpenBMC port

{$USER} Host OpenBMC username

7. Click Update.
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4.3. Adding a host manually

4.3.1. Creating a host

1. From the Data collectionmenu, click the Hosts tab. The Hosts page opens.

2. On the right-hand side of the screen, click Create host. The New host page
opens.

3. Complete the Host name field with the host BMC IP address.

Note The host name may contain alphanumerics, spaces, dots, dashes and
underscores. Leading and trailing spaces are not allowed.
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4. In the Host groups section, click Select and select Zabbix servers.

5. In the Interfaces section, perform the following actions:

a. click Add.

b. Select Agent in the list.

A new Agent line is created.

c. Click DNS.

d. Complete the following fields:

Field Value

IP address Clear this field and leave it empty.

DNS name zabbix-agent

Port 10050

6. Click Add.
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4.3.2. Linking a host to the template

1. From the Data collectionmenu, click the Hosts tab. The Hosts page opens.

2. Select a host name. A new page opens.
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3. In the Templates section, click Select. The Template page opens.

4. Select the <server_model>_ template.
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5. Click Select.

The template is displayed in the Templates field.

6. Click Update.

4-10 MONGUI User's Guide



4.3.3. Adding macros on a host

Five macros must be added on a host.

1. From the Data collectionmenu, click the Hosts tab. The Hosts page opens.

2. Select a host name. A new page opens.

3. Click theMacros tab.
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4. Add the macros:

Macro Value

{$MODNUMBER} Host module number

{$OPENBMC} Host OpenBMC address

{$PASSWORD} Host OpenBMC password

{$PORT} Host OpenBMC port

{$USER} Host OpenBMC username

For each macro:

a. Complete theMacro and Value fields.

b. Click Add.

Example

5. Click Update
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Chapter 5. Monitoring rsyslog

Zabbix can be used to analyze the log files of a host.

Prerequisites

■ The Zabbix agent is running on the host

■ The Log monitoring item is set up for the host

Procedure

1. From the Data collectionmenu, click the Hosts tab. The Hosts page opens.

2. Click Items of the Zabbix-server line. The Items page opens.
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3. Click Create item and complete the required fields.

4. Click Add.

5. Enable rsyslog on the Zabbix server side.

a. In /etc/rsyslog.conf file, uncomment or copy the following lines:

# Provides UDP syslog reception
# for parameters see http://www.rsyslog.com/doc/imudp.html
module(load="imudp") # needs to be done just once
input(type="imudp" port="514")

# Provides TCP syslog reception
# for parameters see http://www.rsyslog.com/doc/imtcp.html
module(load="imtcp") # needs to be done just once
input(type="imtcp" port="514")

b. Check the firewall configuration, the rsyslog default port 514 must be open
for tcp and udp protocols.

c. Create your own rsyslog configuration file in /etc/rsyslog.d directory.

$template rsyslog_format54,"[<font color=red>%FROMHOST-IP%</font>]
%timegenerated% %hostname% %syslogfacility-text%:%syslogpriority-text%
%syslogtag%%msg:::drop-last-lf%\n"
$template RemoteBmcLogs54,"/var/log/rsyslog/zabbix54.log"
:FROMHOST-IP, isequal, "10.xx.xx.54" ?RemoteBmcLogs54;rsyslog_format54
& ~
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d. Restart the rsyslog service.

systemctl restart rsyslog.service

e. Connect to the management controller of the host and check that the
connection is logged in the rsyslog previously created.

[root@frcla009-vm rsyslog]# pwd /var/log/rsyslog
[root@frcla009-vm rsyslog]# more zabbix54.log
[<font color=red>10.xx.xx.54</font>] Jun 12 15:55:10 User user:info
'super' from host '10.xx.xx.xxx' logged in.
...
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Chapter 6. Customizing the Zabbix console

6.1. Creating a dashboard

1. Click Dashboard in the menu. The Dashboards page opens.

2. On the right-hand side of the screen, click Create dashboard. A Dashboard
properties pop-up window opens.

3. In the Owner field, click Select.

4. Select an owner.

5. Complete the fields as required.

6. Click Apply.

7. Click Save changes.
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6.2. Adding a graph to a dashboard

1. Click Dashboard in the menu. The Dashboards page opens.

2. Select a dashboard. A new page opens.

3. Click Edit dashboard.

4. Click Add widget in Add drop-down menu. The Add widget pop-up window
opens.
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5. From the Type drop-down list, select Graph.

6. Click the Data set tab.

7. Select the hosts to compare.

a. In the host pattern field, click Select. A new page opens.

b. Select the required hosts.

c. Click Select.
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8. Select the item to display.

a. In the item pattern field, click Select. A new page opens.

b. Select the required items.

c. Click Select.

9. From the Add widget page, complete the fields as required.

10. Click Add. The selected graph is added to the dashboard.

11. Click Save changes.
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6.3. Adding a predefined graph prototype to a dashboard

1. Click Dashboard in the menu. The Dashboards page opens.

2. Select a dashboard. A new page opens.

3. Click Edit dashboard.

4. Click Add widget in Add drop-down menu. The Add widget pop-up window
opens.
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5. From the Type drop-down list, select Graph prototype.

6. In the Source field, select Graph prototype.

7. In the Graph prototype field, click Select. The Graph prototypes window
opens.

8. Select the required graph prototype.

9. From the Add widget page, complete the Columns and Rows fields as
required.
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10. Click Add.

The selected graph prototype is added to the dashboard.

11. Click Save changes.
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6.4. Adding a plain text to a dashboard

Note When it has been enabled, rsyslog is a type of plain text.

1. Click Dashboard in the menu. The Dashboards page opens.

2. Select a dashboard. A new page opens.

3. Click Edit dashboard.

4. Click Add widget in Add drop-down menu. The Add widget pop-up window
opens.
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5. From the Type drop-down list, select Plain text.

6. In the Show lines field, enter the number of lines to display.

7. In the Items field, click Select. The Items pop-up window opens.

a. Select the required items.

b. Click Select.
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8. From the Add widget page, complete the fields as required.

9. Click Add.

The plain text is added to the dashboard.

10. From the Dashboard page, click Save changes.
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6.5. Adding a map

1. From theMonitoringmenu, clickMaps. TheMaps page opens.

2. On the right-hand side of the screen, click Create Map. The Network maps
page opens.

3. Enter a name in the Name field.

4. Select the Icon highlight andMark elements on trigger status change check
boxes.
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5. Complete the fields as required.

6. Click Add.

The newmap is created.
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7. From theMaps page, select the newmap. TheMaps page opens.

8. Click Edit map. The Network maps page opens.

9. From theMap element section, click Add.

A new element appears.

Chapter 6.   Customizing the Zabbix console 6-13



10. Click on the new element. TheMap element pop-up window opens.

11. From the Type drop-down list, select Host.

12. Enter a label in the Label field.

13. In the Host field, click Select.

14. Select the required host.
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15. In the Icons section, from the Default drop-down list, select the required icon.

16. Click Apply.

17. Click Close.

18. From the Network maps page, click Update.
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The highest problem severity color and the number of problems are displayed.
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Chapter 7. Setting up emails alerts

7.1. Configuring an email media

1. From the Alertmenu, click theMedia types tab. TheMedia types page opens.

2. Click Create media type. A new page opens.

3. Complete the Name field.

4. Select Email from the Type drop-down list.

5. Complete the SMTP server, SMTP helo and SMTP email fields as required.
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6. Click Add to complete changes.

The media type is created.

Example

7. Click Test to send a test email.
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7.2. Adding an email media for a user or a user group

1. From the menu, click the Users tab. The Users page opens.

2. Select the user required. A new page opens.

3. Click theMedia tab.
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4. In theMedia section, click Add. TheMedia page opens.

a. From the Type drop-down list, select the media type previously created.

b. Complete the fields as required.

c. Click Add.

Example

5. Click Update to complete changes.

Note The following steps are optional, they have to be done to add a user to a
user group to send email to all users of this group.
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6. From the Usersmenu, click the User groups tab. The User groups page opens.

7. Select the user group required. A new page opens.

8. In the Users section, click Select. The Users pop-up windows opens.
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9. Select the user to be added in the list.

10. Click Select.

The user is displayed in the Users field.

11. Click Update
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7.3. Creating a trigger action

1. From the Alertmenu, click Actions > Trigger actions. The Trigger actions
page opens.

2. Click Create action. A New action pop-window opens.

3. Complete the Name field.

To set conditions for sending the mail, perform the following steps, otherwise
go directly to step 7.

4. In the Conditions section, click Add. A New condition pop-up windows opens.
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5. Choose Type in the drop-down list and complete condition value.

Example

6. Click Add. The condition is displayed in the Conditions section.

7. Click the Operations tab.
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8. In the Operations section, click Add. The Operation details pop-up window
opens.

9. In the Operation details window, perform the following actions:

a. Add the message recipient.

If the recipient is a user group:

i. In the Send to User groups section, click Select. The User groups pop-up
window opens.

ii. Select the user groups required.

If the recipient is a user:

i. In the Send to Users section, click Select. The Users pop-up window
opens.

ii. Select the users required.
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b. From the Send only to drop-down list, select the media type previously
created.

c. Custom the message if needed.
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d. Click Add.

Example

10. Click Add to complete changes.

The action is created.

Example

An email will be sent for each problem having the minimum severity level.
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