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Preface

This guide explains how to use the MONitoring Graphical User Interface (MONGUI)
to manage BullSequana servers.

See The Bull support web site for the most uptodate product information,
documentation, firmware updates, software fixes and service offers:
https://support.bull.com

Intended Readers

This guide is intended for use by system administrators and operators.
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Chapter 1. Installing MONGUI

1.1. Overview
The MONitoring Graphical User Interface (MONGUI) can be used to monitor

multiple BullSequana SH, BullSequana EX or BullSequana S servers. The MONGUI
package provides Zabbix templates with their associated scripts.
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1.2. Installing MONGUI

This section explains how to install and update MONGUI on the system selected to
host it.

Prerequisites

® The MONGUI_<version>tar.gz package is available

The following packages are installed:
— Zabbix version 5.0 or higher

— Python version 3.7 or higher

Zabbix is installed and running

Procedure

1. Open a terminal window.
2. Goto the installation directory.

3. Extract the MONGUI file:

tar xzvf MONGUI-<version>.tar.gz

The templates are delivered in a sub-directory of the installation directory:
<install_dir>\zabbix\server\externalscripts.
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1.3. Delivery content
On delivery, MONGUI contains:

® Two templates that allow Zabbix to be used to monitor BullSequana SH,
BullSequana EX or BullSequana S servers:

— template_<server_range>_zbxv5.xml

— template_<server-range>_Hosts-zbxv5.xml
Where <server_range> can take the following values:
— BullSequanaSH for BullSequana SH servers

— BullSequanaEdge for BullSequana EX servers

— BullSequanaSeries for BullSequana S servers

® A set of scripts that allow to discover sensors and collect information
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Chapter 2. Getting started with MONGUI

To monitor systems, the MONitoring Graphical User Interface (MONGUI) uses
Zabbix. Zabbix is an enterprise-class open source distributed monitoring solution
accessible via a web-based interface.

See The full Zabbix documentation
https://www.zabbix.com/documentation/current/en/manual

2.1. Setting proxy configuration
The proxy variables are automatically copied in zabbix environment.
1. Edit the proxy configuration file.
Default: /etc/systemd/proxy.sh

2. Check the proxy variables.

export HTTP_PROXY=http://<proxy>:<port number>
export HTTPS PROXY=https://<proxy>:<port number>
export NO PROXY=127.0.0.1,localhost,<IP address>
export http proxy=http://<proxy>:<port number>

export https proxy=https://<proxy>:<port number>
export no proxy=127.0.0.1,localhost,<IP address>

3. Set the variables as required.
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2.2. Starting the Zabbix console

Prerequisite

Zabbix is running

Procedure

2-2

1. Open a web browser.

2. Connect to the Zabbix console by entering the name or IP address of the
Zabbix console followed by the port number in the address bar, using the https

protocol.

The authentication page opens.

ZABBIX

Username
Password

+| Remember me for 30 days

or sign in as guest

Help = Support

Zabbix console

Username

Default: Admin

Password

Default: zabbix

3. Complete the Username and Password fields.

4. Click Log In. The Dashboard page opens.

Important

It is strongly recommended to change the default user password
once initial setup is completed, taking care to record the new
account details for subsequent connections.
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What to do if an incident occurs?

If the connection to the console cannot be made or if the web pages are displayed
incorrectly, one of the following problems may be the cause:

® Network failure
® |ncorrect network settings

® |ncorrect browser settings (proxy configuration)
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2.3. Installing the scripts
Data collection is performed by the Zabbix serve using Python scripts.
1. Edit the Zabbix server configuration file /etc/zabbix/zabbix_server.conf.

2. Check the ExternalScripts parameter.
This parameter defines the location for external scripts.
Default: /usr/lib/zabbix/externalscripts

3. Copy the scripts in the ExternalScripts directory.

Important In the ExternalScripts directory, another directory named
openbmc must be created with read and write permissions.

Available scripts

BullSequana SH and BullSequana EX servers

Script name Description
<server_type>_openbmc_discovery Discovers enumerables like sensors
<server_type>_openbmc_frus_collect Collects FRU information

<server_type>_openbmc_frus_discovery | Discovers enumerables like FRU

<server_type>_openbmc_frus_reader Reads FRU information previously collected
<server_type>_openbmc_fw_collect Collects firmware information
<server_type>_openbmc_fw_reader Reads firmware information previously collected

<server_type>_openbmc_network_

Collects network information
collect

<server_type>_openbmc_network_

. Discovers enumerables like network
discovery

<server_type>_openbmc_network_

Reads network information previously collected
reader

<server_type>_openbmc_sensors_collect | Collects sensors information

<server_type>_openbmc_sensors_reader | Reads sensors information previously collected

<server_type>_openbmc_system_collect | Collects system information

<server_type>_openbmc_system_reader | Reads system information previously collected

Where <server_type> can take the following values:
" mescab for BullSequana SH servers

® ora for BullSequana EX servers
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BullSequana S servers

Script name Description

mesca3_openbmc_discovery Discovers enumerables like sensors

Reads sensors information previously

mesca3_openbmc_sensors_reader
collected

ipmitoolsSensors Collects sensors information

Important  The run time of the ipmitoolsSensors script may exceed the
maximum value configurable. A workaround is to execute the
script via the crontab every two minutes.

Chapter 2. Getting started with MONGUI  2-5



2-6 MONGUI User's Guide



Chapter 3. Managing templates

Important It is strongly recommended not to modify the original templates.
Copy the originals or create templates instead.

The server template is a set of entities (items, triggers, graphs, discovery rules)
allowing efficient management of its devices.

The available MONGUI templates are template_<server_model>_zbxv5.xml where
<server_type> can take the following values:

® BullSequanaSH for BullSequana SH servers
®» BullSequanaEdge for BullSequana EX servers

® BullSequanaSeries for BullSequana S servers

3.1. Installing the template

Prerequisites

The template_<server_model>_zbxv5.xml file is copied from

<install_dir>\zabbix\server\externalscripts\ in a local directory on the client
computer running the browser.

Procedure

1. From the Data collection menu, click the Templates tab. The Templates page
opens.

Templates =3

Finer W
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2. Click Import at the top right of the page. The Import page opens.

Import

* Import file | Choisir un fichier | Aucun fichier choisi

Advanced options |v

Rules Update existing Create new Delete missing
All v v v
Template groups v \/

Host groups v v

Templates v \/

Value mappings v b \/
Template dashboards v v \/
Template linkage b \/
ltems v v v
Discovery rules v v \/
Triggers v \/ v
Graphs v v v
Web scenarios v v v

3. In the Import file field, click Choose File and indicate the path to the template.

4. Click Import.
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3.2. Check the templates version

1. From the Data collection menu, click the Templates tab. The Templates page
opens.
Create lemplaie m

Finer T

Templates

Contais.

2. Select the <server_model>_template to check.

Templates

Discovery rules 6 Web scenarios

All templates / BullSequanaSH_template  ltems 16 Triggers 1  Graphs Dashboards

Templates Tags Macros 5 Value mapping

* Template name | BullSequanaSH_template) B ‘

Visible name | BullSequanaSH_template

Templates | type here to search Select

* Template groups Select

type here to search

Description | Template to monitor BullSequanaSH devices.
version 1.0.0

“

‘ Clone | ‘ Full clone | | Delete | | Delete and clear | | Cancel |

3. Check the version.
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3.3. Template content

1. From the Data collection menu, click the Templates tab. The Templates page

opens.
Templates Create rempiaie Jl import |
Finer T
Temmpiate groups. Select rops [ o
Lk inregiates. Select Coaies.
Hame @ =
Vendor
Version

2. Click a <server_model>_template name in the list. A new page opens.

Templates

All templates / BullSequanaSH_template  ltems 16 Triggers 1  Graphs Dashboards Discovery rules®6  Web scenarios

Templates Tags Macros 5 Value mapping

* Template name | BullSequanaSH_template) B ‘

Visible name | BullSequanaSH_template
Templates | type here to search Select

* Template groups  |NEWLEIERS Select

type here to search

Description | Template to monitor BullSequanaSH devices.
version 1.0.0

“

‘ Clone | ‘ Full clone | | Delete | | Delete and clear | | Cancel |
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Iltems
All templates / BullSequanaSH_template

Host groups

Templstes

BullS=quanaSH_

Name
Key

Value mapping

Subfitter affects only fitered data

Mame

System_serialNumber

System_partNumber

System_model

System_manufacturer

System_callect

Thermal_sollect

CEB_P_CFLO_versio
n

CEB_MAIN_FFGA_ve

sio
CEB_IO_FPGA_varsio

n

BMC_version Triggers
BMC_state

BIOS_version

BIOS_state

Firmwares_collect

Frus_collect

Click the Items tab. A new page opens.

ltems 13 Triggers1 Graphs Deshboards Discoveryrules®  Web scenarios
Select Type all v Tags o
Select Type of information | =il v Contsins
Add
Histary
sistus [ Enacies | Dissbles
Trands
) Triggers n Yes | Mo
Update interval

Select Inherited n Yes | Mo
Keyr

mescab_openbme_system_reader-f=[SOPENBMC]-system. json,-p=SerialNumber]

mescaS_openbme,_system_resder-={SOPENBMC}-system. json,-p=PartNumber]

mescab_openbme_system_resder f=[SCPENBMC]system json.-p=hladel]

mescaB_openbme_system_reader [

PENEMC] system json. 5

mesca5_openbme_system_collect-u={SUSER},-p={SPASSWORD] -b={SOPENBMC},x={SPORT}]

mescab_openbme_sensors_collect-u={SUSER},-p={SPASSWORD}, b={SOFENBMC), x={SPORT} -m=Module

SMODNUMBER] f=Thermal]

mesca5_openbme,_sensors_collect-u={SUSER}-p={SPASSWORD},-b={SOPENBMC},-x={SPORT} -m=Module

{SMODNUMBER},-f=Powsr]

n-=CEB_F_CPLD. p=V

n -i=CEB_MAIN_FFG

n-=CEB_IO_FPGA,p=

n-=BME p 1

n -=BMC -p=Status ==

n-=BI08, p=Version]

mescab_openbme_fw_reader F=[3CPENEMC) CNUMBERLi i
ension]

mescab_openbme_fw_reader F=[3CPENEMC) CNUMBERLi i
A-p=Version]

mescas_openbme_fw_reader-F=[SOPENEMC} DNUMBERLf i
Vession]

mesca8_openbme_tw_reader-f=[SOPENEMC} CNUIMBERL i
mesca8_openbme_tw_reader-f=[SOPENEMC} CNUIMBERL i
State]

mescab_openbme_fw_reader F=[3CPENEMC) CNUMBERLi i
mescab_openbme_fw_reader F=[3CPENEMC) CNUMBERLi i

State]

n-i=BI0S -p=8tatus, 5=

mesca5_openbme,_fw_collect-u={SUSER},-p={SPASSWORD], -b={SOPENBMC},-m=Module{SMODNUMBER} -

X=[SPORT]

mescab_openbme_frus_collect]-u={SUSER] -p={SPASSWORD],-b={SOFENBMC] -m=Module{SMODNUMBE

Ax=[SPORT]]

Interval History

10m

10m

10m

10m

10m

10m

7d

7d

7d

7d

7d

7d

7d

7d

7d

7d

7d

04

Filter W
- Remave
Trends Type Status  Tags
External Enabled
chedc
Extarns| Enabled
chect
Extemal Ensbled
chect
Extemal Ensbled
check
Extams| Ensbled
chedt
External Enabled
chedt
Extarns| Enabled
chect
Extemal Ensbled
chect
Extemal Ensbled
check
Extams| Ensbled
chedt
External Enabled
chedt
External Enabled
chect
Extemal Ensbled
chect
Extemal Ensbled
check
Extams| Ensbled
chedt
External Enabled
chedt
Displaying 16 of 1€ found

The items execute the external scripts provided by MONGUI. Some items are
used to collect information, others are used to read specific data previously

collected.

Note
Sensors.

BullSequana S server has only one item to collect information from
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4. Click the Discovery rules tab. A new page opens.

Discovery rules

Web soenarios
Key

mesca5_openbme_discovery[-F={SOPENBMC}-Madule{SMODN
UMBER}-Thermal json,g Fans]

mescab_openbme_frus_discovery[-F={SOPENBMC}-Module{Sh
ODNUMBER}-FRU.json]

mescab_openbme_networ_discovery[-u=[SUSER],-p={SPASS
WORD},-b={SOPENBMC}.-m=bmo{SMODNUMBER], %={SPOR
T

mescab_openbme_discovery[-F={SOPENBMC-Medule{SMODN
UMBER}-Power json -g PowerSupplies]

mescaS_openbme_discovery[-={SOPENBMC}-Module{SMODN
UMBER}-Thermal json,-g Temperatures]

mesca5_openbme_discovery[-F={SOPENBMC}-Madule{SMODN

All templates / BullSequanaSH_template  ltems 16 Triggers 1 Graphs  Dashboards  Discovery rules &
Template Name a ttems
BullSequsnaSH_templste Discover Fan Info ltem Trigger Graph
prototypes & prototypes 4 prototypes
BullSequanaSH_template Discover Fru Info Item Trigger Graph Host
BullSequanaSH_template Discover Network Info ltem Trigger Graph
prototypes 5 prototypes prototypes
BullSequanaSH_templste Discover Item Trigger Graph
FowerSupplies Info  prototypes 1 prototypes prototypes
BullSequanaSH_template Discover ltem Trigger Graph
Temperstures Info profotypes 5 prototypes 4 prototypes
BullSequsnaSH_templste Discover Voltsges  ltem Trigger Graph Host
Infa fpes 5 rpes 4

UMBER}-Power json - Voltsges]

Cresate discovery rule

Interval Type

im External
chedk
m External
check
im External
cheds
m External
chedt
im External
chedk
im External
check

Status

Ensbled

Ensbled

Ensbled
Enabled

Ensbled

Discovery rules provide a way to automatically create items, triggers and
graphs for different entities (Fans, Temperatures, Voltages...).

5. Click a Discovery rule name in the list. A new page opens.

Discovery rules

Update interval

Custorn rervals

Keep lost resources period | 30

Descrpoon

Trgger protatypes 4

6. Click Item prototypes tab to see the discovered items.

Item prototypes
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EuiSequanaSH_template  Dhacovery list

iCntical  mescal_openbme_sensors, readerf-f=f

reshokCr

mescab_openteme_sansors_reader 1= {$0PE

c_sensors_resder-t{SOPE

c_sensors_reader-t={S0PENS:

Trigges prootypes 4

§-Thermal son +F ans /=

raph prolotypes

LpsLoweTh 10s S0d W54 External

" geFans. 0 w4

el json -g=F ans,-i=| S0d 384 Ewemal
check

- Thermal json g=Fans - p=UppesTh 10s  80d 3860 Extemal
check




7. Click Trigger prototypes tab to see the discovered triggers.

For BullSequana EX and BullSequana SH servers four trigger prototypes are
displayed.

Trigger prototypes

Waming |=FAN] uppe st

For every sensor, critical high and low triggers, corresponding to critical alarm
thresholds, as well as warning high and low triggers, corresponding to warning
alarm thresholds for the devices are enabled by default.

For BullSequana S servers two trigger prototypes are displayed.

Trigger prututypes Croase trigger prototype

plates | BuiSequanaSeres_tempials  Discovery kst | Discover Fans ifo  ftem prototypes Trigger prototypes 2 Giaph prototypes 1 Host prototype

last( 2
[1e=tastf

ding [f=tast{BusSoquani: . {r{SOPENBM 1=RF Fal )

For every sensor, critical high and low triggers, corresponding to critical alarm
thresholds for the devices are enabled by default.

8. Click Graph prototypes tab to see the discovered graphs.

Graph prototypes
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Chapter 4. Managing hosts

4.1. Installing the Hosts template

The Hosts template allows to add a host easily with a minimum of operations.

The available MONGUI Hosts templates are template_<server_model>_Hosts-
zbxv5.xml where <server_model> can take the following values:

® BullSequanaSH for BullSequana SH servers

= BullSequanaEdge for BullSequana EX servers

= BullSequanaSeries for BullSequana S servers
Prerequisites

B The <server_model> template is imported

B The template_<server_model>_Hosts-zbxv5.xml file is copied from
<install_dir>\zabbix\server\externalscripts\ to a local directory on the client
computer running the browser

Procedure

1. From the Data collection menu, click the Hosts tab. The Hosts page opens.

Hosts =
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2. Click Import. The Import page opens.

Import

* Import file | Choisir un fichier | Aucun fichier choisi

Advanced options |v

Rules Update existing Create new Delete missing
All v v v
Host groups v v
Hosts v v
Value mappings v v v
Template linkage v v
ltems v v \/
Discovery rules v v v
Triggers v v \/
Graphs v v \/
Web scenarios v v v

Import Cancel

3. In the Import file field, click Choose File and indicate the path to the template_
<server_model>_Hosts-zbxv5.xml file.

4. Select Hosts check boxes.

5. Click Import. A <server_model>_Host_example host is created.
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4.2. Adding a host using the Hosts template
The <server_model>_Host_example allows to automatically configure a host:
® The Zabbix agent is configured to zabbix-agent:10050

®  Automatic Inventory is configured

Macros are prepared

The <server_model> template is linked
Procedure

1. From the Data Collection menu, click the Hosts tab. The Hosts page opens.

Hosts =
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2. Select a <server_model>_Host_example. A new page opens.

Host
Host IPMI Tags Macros 5 Inventory e Encryption Value mapping
Visible name | BullSequanaSH_Host,
Templates Name Action
BullSequanaSH_template Unlink Unlink and clear
Select
* Host groups Select
Interfaces Type |P address DNS name Connect to Port Default
Agent zabbix-agent P DNS 10050 L]
Add
Description

Monitored by proxy | (no proxy) hd

Enabled |v

I‘ Clone |H Full clone | ‘ Delete | ‘ Cancel

3. Click Clone.

4. Modify the Host name.

Note The host name may contain alphanumerics, spaces, dots, dashes and
underscores. Leading and trailing spaces are not allowed.

5. Click the Macros tab.

Host
Host  IPMI Tags Macros = Inventory @ Encryption  Value mapping

Inherited and host macros

Macro Value Description

{SMODNUMBER} 0 Remave
(SOPENBNC) XX XK XX XK Remove
{SPASSWORD} the_passwd Remove
(PORT 443 Remave
{SUSER} the_user Remove
Add

| Clone | ‘ Full clone | ‘ Delete ‘ | Cancel |
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6. Complete the macros as required.

Macro Value
{$MODNUMBER} Host module number
{$OPENBMC} Host OpenBMC address
{$PASSWORD} Host OpenBMC password
{$PORT} Host OpenBMC port
{$USER} Host OpenBMC username

7. Click Update.
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4.3. Adding a host manually

4.3.1. Creating a host

1. From the Data collection menu, click the Hosts tab. The Hosts page opens.

Hosts | Croeon |

2. On the right-hand side of the screen, click Create host. The New host page
opens.

New host

Host PMI Tags Macros Inventory @  Encryption  Value mapping

* Host name “ o] ‘

Visible name
Templates Select
* Host groups Select

Interfaces No interfaces are defined
Add

Description

Monitored by proxy | (no proxy) v

Enabled |v

3. Complete the Host name field with the host BMC |IP address.

Note The host name may contain alphanumerics, spaces, dots, dashes and
underscores. Leading and trailing spaces are not allowed.
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4. In the Host groups section, click Select and select Zabbix servers.
5. In the Interfaces section, perform the following actions:
a. click Add.
b. Select Agent in the list.
A new Agent line is created.

New host

Host PMI Tags Macros Inventory @  Encryption  Value mapping

* Host name
Visible name
Templates Select

* Host groups Select

Interfaces pe IP address DNS name Port Default

Connect to
Agent | 127.0.0.1 Bl ons | rooso ® Remove
Add

Description

Monitored by proxy | (no proxy) v

Enabled |v

3
c. Click DNS.

d. Complete the following fields:

Field Value

IP address Clear this field and leave it empty.

DNS name zabbix-agent

Port 10050

6. Click Add.
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4.3.2, Linking a host to the template

1. From the Data collection menu, click the Hosts tab. The Hosts page opens.

Fier Y

Hosts

Apply

2. Select a host name. A new page opens.

Host

Host IPMI  Tags Macros Inventory @  Encryption  Value mapping

“Host name | Example1

Visible name | Example1

Select

Templates | type here to search

* Host groups Select

type here to search
Interfaces No interfaces are defined

Add

Description

Monitored by proxy | (no proxy) A

Enabled v

| Clone ‘ ‘ Full clone | ‘ Delete ‘ ‘ Cancel |
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3. In the Templates section, click Select. The Template page opens.

Templates

Template group |RELNEEEES S Select

Brocade FC by SNMP
Brocade_Foundry Nonstackable by SNMP
Brocade_Foundry Stackable by SNWMP
BullSequanaEdge_template
BullSequanaSeries_template
BullSequanaSH_template

Ceph by Zabbix agent 2

Chassis by IPMI

Cisco ASAv by SNMP

Cisco Catalyst 3750V2-24FS by SNMP
Cisco Catalyst 3750V2-24PS by SNMP
Cisco Catalyst 3750W2-24TS by SNMP
Cisco Catalyst 3750V2-48PS by SNMP
Cisco Catalyst 3750V2-48TS by SNMP
Cisco |OS by SNMP

Cisco 10S prior to 12.0_3_T by SNMP

4. Select the <server_model>_template.
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5. Click Select.

The template is displayed in the Templates field.

Host

Host IPMI  Tags Macros Inventory @  Encryption  Value mapping

“ Hostname | Example1

Visible name | Example1

Templates |EIEELVIEUERTTEENVECEE S Select

type here to search

* Host groups Select

type here to search
Interfaces No interfaces are defined

Add

Description

W

Monitored by proxy | (no proxy)

Enabled v

|I| Clone ‘ ‘ Full clone ‘ | Delete | | Cancel ‘

6. Click Update.
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4.3.3. Adding macros on a host
Five macros must be added on a host.

1. From the Data collection menu, click the Hosts tab. The Hosts page opens.

Hosts =

2. Select a host name. A new page opens.

3. Click the Macros tab.

Host

Host  IPMI Tags Maooes Inventory @  Enoyption  Value mapping

Hest maoros Inhesited and host macros

EI Remove

C
4

| Clone | | Full clene | | Delete | | Cancel |

Chapter 4. Managing hosts
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4. Add the macros:

Macro Value
{$MODNUMBER} Host module number
{$OPENBMC} Host OpenBMC address
{$PASSWORD} Host OpenBMC password
{$PORT} Host OpenBMC port
{$USER} Host OpenBMC username

For each macro:

a. Complete the Macro and Value fields.

b. Click Add.
Example
Host
Host  IPMI Tags Maoos § Inventory @ Encryption Value mapping
Inherited and host macros
{EMCDNUMBER} o EI
{SOPENBMC} XX XK X KX III
ISPASSWORD} my@password III
{SPORT} 443 III
{SUSER} root EI

| Clone | | Full dene |

5. Click Update
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Chapter 5. Monitoring rsyslog

Zabbix can be used to analyze the log files of a host.

Prerequisites

® The Zabbix agent is running on the host
® The Log monitoring item is set up for the host

Procedure

1. From the Data collection menu, click the Hosts tab. The Hosts page opens.

Hosts

Fiee T

Preooy
Apply

2. Click Items of the Zabbix-server line. The ltems page opens.

=
o od Y ne 1 aph szoven Web scenancs Fiee W
Host groups Sele Trpe |a - rogs (R o
CEUT Zatisin server X Select Type of information | 2 atarmi
Add
Histary
- sae [ wor ot BppOnes
Trends
Key Status n Enatied | Disabied
Update rtenal
Vahue mappng Select trggers [ ves  w
rened [ v w
scavered [ ves  w
Apphy
Subfitter afects only filtered data
component application | component cpu 17 component data-collectnr 13 component emvianment 1 companent intemal-process 77 componént memory 7 companent network 10 component 633 component. ranw
component securty 1 component storage 71 component system %% disk sdat Sesystem (G Flesystem boolt rtefface enst929 eftace wibel)
Cakulated 7 Dependent dem 70 Zabbor agent 5 Zabbix interal
Character 8 Numenc (foal) 3 Numenc (unsigned) 45 Text
Momsal 131 Not supgortnd
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3. Click Create item and complete the required fields.

Al hosts / Zabbix server

Item

Items

Enabled [F30 Items 13 Triggers 73

Tags Preprocessing

Graphs 26

Discovery rules 4

Web scenarios

*Name | Rsyslog54

Type |Zabbix agent

v

K

)

y | log[ivarlog/rsyslog/zabbix54.log]|

Select

* Host interface | 127.0.0.1:10050 W

* Update interval | 10s

Type of information | Log v

Custom intervals T

Scheduling

Add

* History storage period
Log time format

Description

Enabled v

4. Click Add.

5. Enable rsyslog on the Zabbix server side.

a.

Remove

Do not keep history EESSEGERERLGEE | 90d

In /etc/rsyslog.conf file, uncomment or copy the following lines:

# Provides UDP syslog reception
# for parameters see http://www
module (load="imudp") # needs to
input (type="imudp" port="514")

# Provides TCP syslog reception
# for parameters see http://www
module (load="imtcp") # needs to
input (type="imtcp" port="514")

.rsyslog.

be done

.rsyslog.

be done

com/doc/imudp.html
just once

com/doc/imtcp.html
just once

Check the firewall configuration, the rsyslog default port 514 must be open

for tcp and udp protocols.

Create your own rsyslog configuration file in /etc/rsyslog.d directory.

Stemplate rsyslog format54,"[<font color=red>%FROMHOST-IP%</font>]
$timegenerated$% %hostname$% %syslogfacility-text$%:%$syslogpriority-text$

$syslogtag%$%msg:::drop-last-1£%

\nu

Stemplate RemoteBmcLogs54,"/var/log/rsyslog/zabbix54.log"

:FROMHOST-IP,
& ~

isequal,
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d. Restart the rsyslog service.

systemctl restart rsyslog.service

e. Connect to the management controller of the host and check that the
connection is logged in the rsyslog previously created.

[root@frclal009-vm rsyslogl# pwd /var/log/rsyslog

[root@frcla009-vm rsyslogl# more zabbix54.log

[<font color=red>10.xx.xx.54</font>] Jun 12 15:55:10 User user:info
'super' from host 'l0.xx.xx.xxx' logged in.

Chapter 5. Monitoring rsyslog  5-3



5-4  MONGUI User's Guide



Chapter 6. Customizing the Zabbix console

6.1. Creating a dashboard

1. Click Dashboard in the menu. The Dashboards page opens.

Creale dashboard m

Dashboards

2. On the right-hand side of the screen, click Create dashboard. A Dashboard
properties pop-up window opens.

3. In the Owner field, click Select.

4. Select an owner.

Dashboard properties

e L=l Admin (Zabbix Administrator) x Select

* Mame | Mew dashboard

Defsult page display pericd | 20 seconds -

Start slideshow automatically |+

Apply Cancel

5. Complete the fields as required.

6. Click Apply.

7. Click Save changes.
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6.2. Adding a graph to a dashboard

1. Click Dashboard in the menu. The Dashboards page opens.

Dashboards B

Fiter

BEBEB

2. Select a dashboard. A new page opens.

Dashboard_example BH

Al dashboerds / Dashboard_sxemple

3. Click Edit dashboard.

4. Click Add widget in Add drop-down menu. The Add widget pop-up window
opens.
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5. From the Type drop-down list, select Graph.

Add widget

Type |Graph v Show header |+

Name

Refresh interval | Default {1 minute) hd

I 1nIE Rkt -T2 1342 2271345 IIE1LEE 222 1402 2-ZZ 1408 22 141E I 4
DCiats set * Displaying cpticns  Time pericd  Axes Legend e Problems  Owemrides
Data set . Select Select
Basze color . Missing data m Connected Treatas 0
Draw Line Points Staircase Bar f-mxis Left Right
Width —@ 1 Time shift

6. Click the Data set tab.
7. Select the hosts to compare.

a. Inthe host pattern field, click Select. A new page opens.

Hosts

MESCALE_T8

MESCAS_81

Select Cancel

b. Select the required hosts.

c. Click Select.
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8. Select the item to display.

a. Inthe item pattern field, click Select. A new page opens.

ltems

R:E MESCAS_12 X Select

CPU0_Inlet_Temp mescaS_op > sensors_reader]-fF={SOPENBMC} ODNUMBER}-T  External Numeric (float) Enabled
LowerT hresholdCritical hermal.json,-g=Temperatures-i=CPU0_Inlet_Temp,-p=LowerThresholdCritical] check
CPUO_Inlet_Temp mescab_( bmc_sensors_reader]-F=[SOPENEMC]-h AODNUMBER}-T  External MNumeric (float) Enabled
LowerT hresh MonCritical hermal.json,-g=Temperatures,-i=CFUD_Inlet_Temp,-p=LowerThresholdMonCriti  chedk
cal]
CPU0_Inlet_Temp Reading mescaS_op > sensors_reader]-fF=[SOPENBEMC} ODNUMBER}-T  External Numeric (float) Enabled
hermal.json,-g=Temperatures-i=CPUD_Inlet_Temp,-p=ReadingCelsius] chedk
CPUO_Inlet_Temp mescab_( bmc_sensors_reader]-F={SOPENEMC]-h AODNUMBER}-T  External MNumeric (float) Enabled

hermal json,-g=Temperatures -i=CPUD_Inlet_Temp,-p=UpperThresholdCritical]  chedk

CPU0_Inlet_Temp mescaS_op > sensors_reader]-fF={SOPENBMC} ODNUMBER}-T  External Numeric (float) Enabled
UpperT hresholdNonCritical hermal.json,-g=Temperatures-i=CPU0_Inlet_Temp,-p=UpperThresholdMonCriti  check
cal]
CPU_Inlet_Temp mescaS_openbme sensors_reader]-F={SOPENBMCI-h JODNUMBERLT  External  Numeric {float) Enabled
LowerThresh hermal json,-g=Temperatures -i=CPU1_Inlet_Temp,-p=LowerThresholdCritical]  chedk
CPU1_Inlet_Temp mesca5_op : sensors_reader|-F<{SOPENBMC] DNUMBER-T External  Mumeric{float) Enabled
LowerThresholdMonCritical hermal json,-g=Temperatures,-i=CFU1_Inlet_Temp,-p=LowerThresholdMonCriti  chedk
cal]
CPU1_Inlet_Temp Reading mescaS_openbme_sensors_reader|-f={S0PEMBMC]- AODNUMBER}-T  External Mumeric {float) Enabled
hermal.json,-g=Temperatures -i=CPU1_Inlet_Temp,-p=ReadingCelsius] chedk
CPU1_Inlet_Temp mesca5_op : sensors_reader|-F<{SOPENBMC] DNUMBER-T External  Mumeric{float) Enabled
UpperThresholdCritical hermal.json,g=Temperatures-i=CPU1_Inlet_Temp,-p=UpperThresholdCritical]  chedk
CPU_Inlet_Temp mescaS_openbme sensors_reader]-F={SOPENBMCI-h JODNUMBERLT  External  Numeric {float) Enabled
UpperThreshol hermal json,-g=Temperatures -i=CPU1_Inlet_Temp,-p=UpperThresholdMonCriti ched
cal]

b. Select the required items.
c. Click Select.
9. From the Add widget page, complete the fields as required.
10. Click Add. The selected graph is added to the dashboard.

Dashboard_example =) =]

(v) | Dasnboard updated

All dashboards ; Dashb example €  Zoomeut ) 20230222 11:47:09-20230222 12:47:09

From | 2023-02-22 11:47:09 Yesterdsy Last 5 minutes

To | 20230222 12:47:09 Last 15 minutes

Apply

Lest 30 minutes

Last 1 hour

Last 3 hours
Last 1 year LastB h
Last 2 years This year

This yearso far Lest 1 day

Graph
|

ec

¢

2221201 22212:10 2221218 2221227 221z 221245
0_Inlet_Temp UpperThresholdCritical

1. Click Save changes.
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6.3. Adding a predefined graph prototype to a dashboard

1. Click Dashboard in the menu. The Dashboards page opens.

Dashboards

2. Select a dashboard. A new page opens.

Dashboard_example

3. Click Edit dashboard.

Creale dashboard m

Fiter

BEBEB

Edit dashboard E m

4. Click Add widget in Add drop-down menu. The Add widget pop-up window

opens.
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5. From the Type drop-down list, select Graph prototype.

6. In the Source field, select Graph prototype.

Add widget
Type |Graph prototype w
MName
Refresh interval | Default {1 minute) hd

=l (e Graph prototype Simple graph prototype

* Graph prototype
Show legend |+
Dynamic itemn

*Columns | 2

" Rows |1

Show header |+

Select

7. In the Graph prototype field, click Select. The Graph prototypes window

opens.

Graph prototypes

DM MESCAS 12 X

[EFANY
[#FOWERSUFFLIE]
[ETEMFERATURE]

[EVOLTAGE]

8. Select the required graph prototype.

Select

Normal
Normal

Normal

Normal

arh e

Cancel

9. From the Add widget page, complete the Columns and Rows fields as

required.
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10. Click Add.
The selected graph prototype is added to the dashboard.

Dashiboard_example e
All dashboseds / Dashboard_sxample

MESCAS5_12: PSU1
1.2 Watts
1.0 Watts
0.8 Watts
0.6 Watts
0.4 Watts

0.2 Watts

0 Watts

12:80

last min i
M PSUL PowerQutputWatts [avg] OWatts OWatts 01\

1. Click Save changes.
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6.4. Adding a plain text to a dashboard

Note When it has been enabled, rsyslog is a type of plain text.

1. Click Dashboard in the menu. The Dashboards page opens.

Dashboards B

Fiter

BEBEB

2. Select a dashboard. A new page opens.

Dashboard_example BH

Al dashboerds / Dashboard_sxemple

3. Click Edit dashboard.

4. Click Add widget in Add drop-down menu. The Add widget pop-up window
opens.
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5. From the Type drop-down list, select Plain text.

Add widget

Type | Plain text w
Mame
Refresh interval | Default {1 minute)
* ltems
ltemns location Left Top
*Show lines | 25

Show text as HTML

Dynamic items

6. Inthe Show lines field, enter the number of lines to display.

Show header |+

7. In the Items field, click Select. The Items pop-up window opens.

ltems

LS MESCAS 12 x

BIOS_state
BIOS_version
BMC_state

BMC_version

CEB_|O_FPGA_version

CEE_MAIN_FPGA_ver:

CEB_P_CPLD_versicn

CPU0_Inlet_Temp
LowerThresholdCritical

CPU0_Inlet_Temp
LowerThresholdMonCritical

CPUO0_Inlet_Temp Reading

CPU0_Inlet_Temp
UpperThresholdCritical

Select

Key

penbmec._fw_reader-F={SOPENBMCH AODNUMBERfirmwar
ez json,-i=BI05, -p=5tatus,s==5tate]

P : fw_reader-F={SOPENBMC] ODNUMBER}-firmwar

=BI05, -p=\lersion]
mesca5_openbme:_fw_reader-f={SOPENBMCH) AODNUMBERfirmwar
&z json,-i=BMC -p=5tatus,-s=5tate]
mesca5_openbme:_fw_reader-f={SOPENBMCH) AODNUMBERfirmwar

&3 json,-i=BMC -p=\ersion]

mesca; bme_fw_reader]-f={SOPENBMC]-)

2 Tw_ ACDNUMBER]irmwar
ez json,-i=CEB_|D_FPGA,-p=\ersicn]

mescab_openbme_fw_reader|-f={SOPENBMC]-) VODNUMBER}firmwar

=CEB_MAIN_FFGA,-p=\ersion]

&5 json,

bmc_fw_resderd-f={SOPENBMCH)

' ACDNUMBER]irmwar
ez json,-i=CEB_P_CFLD,-p=\fersion]

mescal

hermal.json,-g=Temperatures,-i

. sensors_reader|-F={SOPENBMCHN AODNUMBERRT
=CPUO_Inlet_Temp,-p=LowerThresholdCritical]

mescab_ . sensors_reader-f={SOPENBMCHN IODNUMBER}-T

hermal.json,-g=Temperatures -i=CFUD_Inlet_Temp,-p=LowerT hresholdMonCriti

cal]

[-F={SOPENBMC]-h ACDNUMBER]-T
hermal.json,-g=Temperatures -i=CFU0_Inlet_Temp,-p=ReadingCelsius]

mescal_ : sensors_read

mescab_ocpenbme_sensors_read

[-F={SOPENBMC]-h ACDNUMBER]-T
hermal.json,-g=Temperstures -i=CFU0_Inlet_Temp,-p=UpperT hresholdCritical]

a. Select the required items.

b. Click Select.

External
chedk

External
chedk

External
chedk

External
chedk

External
chedk

External
chedk

External
chedk

External
chedk

External
chedk

External

chedk

External
chedk

MNumeric {float)

MNumeric {float)

Mumeric (float)

MNumeric {float)

Status

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled
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8. From the Add widget page, complete the fields as required.

Add widget
Type |Flain text w Show header |«
MHame
Refresh interval | Default {1 minute) v

=) Cll MESCAS 12: BIOS state X Select

Items location Left Top
* Show lines | 25
Show text as HTML

Oynamic items

9. Click Add.

The plain text is added to the dashboard.

Dashboard_example [ save changes [
All dashboards / Dashboard_example

MESCAS_12: BIOS_state

Timestamp Hame Value

20230222 15:24:22 BIGS_state. "Enabled”
20230222 15:24:18 BIOS_state. “Enaplea”
2023-02.22 15:12:58 BIOS,state. “Brabled”
20220222 15:04:00 BIOS state “Enabled”

10. From the Dashboard page, click Save changes.
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6.5. Adding a map
1. From the Monitoring menu, click Maps. The Maps page opens.

Maps

Filter Y
Name |
Mame o Width Height Actions
BullSequansSH map 200 800 Froperties Constructer
Local netwark es0 200 Froperti
Ly New Map 200 800 Froperies Cons
Displaying 2 of  found

2. On the right-hand side of the screen, click Create Map. The Network maps
page opens.

Network maps
Map  Sharing

QXU cimin (Zabbix Administrator) X Select

“Name |

“width | 200
“ Height | 800
Badiground image |Noimage v
Automaticicon mapping |<manual> v |show icon mappings
Icen highlight
Mark elements on trigger status change
Display problems Number of problems | Number of problems and expand most oritical one
Advanced labels
Msp element label type | Label v
Map element label location | Bottom
Problem displsy | All v
Minimum severity Information | Waming | Aversge | High | Dissster
Show suppressed problems
URLs  name R Element Action
Host v| Remove

m Cenes=l

3. Enter a name in the Name field.

4. Select the Icon highlight and Mark elements on trigger status change check
boxes.

Chapter 6. Customizing the Zabbix console  6-11



5. Complete the fields as required.

Network maps
Map Sharing

- oumer seiea
*Name | Msp_example
* Width | 800
* Height | 800
Badground image | Mo imsge v
Automaticicon mapping |<manual> v | show icon mappings
Ican highlight [~
Mark elements on trigger status change |«
Display problems Number of problems | Mumber of problems and expand mast oriticsl one
Advanced labels
Map element label type | Label v
Map element lsbel location | Battom v
Problem display | All ~
Minimum severity _ Information | Waming | Average | High | Disaster
Show suppressed problems

URLs  Name URL Element Action

6. Click Add.

The new map is created.

Maps =) [

@ Network map added

Filter 7
Name
Apply
Name 4 Width Height Adtions
BullSequansSH map 200 800 Properties Constructor
Locsl netwerk 820 200 Properties Constructor
Map_sxample 800 800 Properties Constructor
Wy New Map 200 800 Properties Constructor

Displaying 4 of 4 found

0 selech

I3
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7. From the Maps page, select the new map. The Maps page opens.
Minimum severity | Not classified (default) v m

Maps

All maps / Msp_example

8. Click Edit map. The Network maps page opens.

Network maps

s | An mep eiemen: [N

Add / Remove|Shape: Add / Remove Link: Add / Remove Expand maaoros: Off Grid: Shown / On

9. From the Map element section, click Add.

A new element appears.

Network maps

| lign map stement: [[FTETRY

Map element: Add / Remoue Shape: Add / Remoue Link: ASd / Remove Expand macres: Off Grid: Shown / On | 50x50

B ]
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10. Click on the new element. The Map element pop-up window opens.

Map element

Type |Image A

Label | Mew element

Label location | Default w

loans
Default Server_[98) ~

Coordinates X| 0 Y0

URLs pame URL Action
Remove

Add
~0ad

1. From the Type drop-down list, select Host.
12. Enter a label in the Label field.
13. In the Host field, click Select.

14. Select the required host.

Hosts

iva @ Tl MESCTAS server X Select

MESCAS_17
MESCAS_G4
MESCAE_T8

MESCAS_81

Cancel
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15. In the lcons section, from the Default drop-down list, select the required icon.

Map element

Type

Label

Label location
= Host

Tags

Automatic icon selection

leons

Coordinates

URLs

16. Click Apply.

17. Click Close.

Haost hd

Mew element BullSequana 5H

Default hd

MESCAS_12 X Select

Contains v Remove

Add

Default BullSequanaSH »

Problem Default ~

Meintenance Default w

Disabled Default ~

X Y0
Name URL Acticn

Remove

Add
Add

18. From the Network maps page, click Update.

Network maps

Map elerment. Ak Eerote Shape: A4 Remoye Link At Rerove Expand macios: Off i Showrs 1 0n 50550 ] Algn ep etemerts [N

e tement BuSeguens S
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The highest problem severity color and the number of problems are displayed.

Maps Minimum severity | Not classified (default) v BEBH

All maps | Map_sxamele

e stamens EufSeguana
7 prosiaes
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Chapter 7. Setting up emails alerts

7.1. Configuring an email media

1. From the Alert menu, click the Media types tab. The Media types page opens.

Media types [ a—
Filter 3
weme [ Status Ensbled | Dissbled
Name. Type  Status Used in actions Details Actic
Emsil Email  Epsbled  MESCAS sction SMITP server: “XX XK. 5%, XX", SMTF helo: *mycompany.net”, SMTF emsil: "userl Bmycompany.net” Test
sMs SMS  Epsbled ESM modem: “idevityS0" Test

Displaying 2 of 2 found

2. Click Create media type. A new page opens.

Media types
Media type Message templates  Options

*Nsme |Emasil example
Type | Email -
* BMTF server | mail.example.com
SMTP server port | 25
* SMTF helo | example.com
* BMTF emsil | zabbix@example.com

Connection security m STARTTLS SSLTLS

nsrarication. | Uremarve and pasowers
Messoge ormat Flsin et

Desaiption

Ensbled |~

3. Complete the Name field.

4. Select Email from the Type drop-down list.

5. Complete the SMTP server, SMTP helo and SMTP email fields as required.
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6. Click Add to complete changes.
The media type is created.

Example

Media types

@ Media type added

Filter W
T e . Enatied | Diaties
Name & Type Use: Detsil Adtion
Emsil Email MESCAS_ action  SMTF server: "XX.XX.XX,XX", SMTF helo: “mycompany.net’, SMTF email: “userl@mycompany.net” Test
Emsil example  Email SMTF server: mail.example.com”, SMTF helo: “example.com”, SMTF email: “zsbbix@exsmple.com” Test
SMS sMS GSM modem: “/devityS0" Test
Displaying 3 of 3 foun

0 selected

7. Click Test to send a test email.
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7.2. Adding an email media for a user or a user group

1. From the menu, click the Users tab. The Users page opens.

Users Croate usos

2. Select the user required. A new page opens.

3. Click the Media tab.

Users

Email userl@mycompanv.net  1-7,00:00-24:00 [l AN cn=tl=d Edit Remove
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4. In the Media section, click Add. The Media page opens.
a. From the Type drop-down list, select the media type previously created.

b. Complete the fields as required.

Media

Type | Email example w

“Send to | zabbix@example.com Remove

*When active | 1-7,00:00-24:00

Use if severity |+ Mot classified
+ | Information
« | Warning

« | Average

« | High
« | Disaster
Enabled |+
[ had
c. Click Add.
Example
Users
User Media 2 Permissions
Media  Type Send to When active  Use if severity  Stat tion
Email userl@mycompanv.net  1-7,00:00-24:00 [IIWIATEIE it Remove

Email exsmple zabbix@example com  1-7,00:00-24:00 [ W]AJENE £nati= it Remave

5. Click Update to complete changes.

Note The following steps are optional, they have to be done to add a user to a
user group to send email to all users of this group.
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6. From the Users menu, click the User groups tab. The User groups page opens.

7.

User groups

Zabbo: administrators

Mame ||

et user group

Fiter ¥

Status Enabled | Deabled

Select the user group required. A new page opens.

User groups

Usergroup  Template permissions

* Group name
Users

Frontend access
LDAP Server
Enabled

Debug mode

Host permissions  Problem tag filter

Test group

h

@
)
[

typ to search
System default v

Default

N

Select

In the Users section, click Select. The Users pop-up windows opens.

Users

Username
Admin
guest

Test

Name

Zabbix

Last name

Administrator
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9. Select the user to be added in the list.

Users
Username Name Last name
Admin Zabbix Administratar
guest
| Test

10. Click Select.

The user is displayed in the Users field.

User groups

Usergroup  Template permissions  Host permissions  Problem tag filter

* Group name | Test group

Users Select

type here to search

Frontend access | System default v
LDAR Server | Default
Enabled |v

Debug mode

1. Click Update
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7.3. Creating a trigger action

1. From the Alert menu, click Actions > Trigger actions. The Trigger actions
page opens.

Trigger actions ~
Filter 7

Name a Conditions Opesations Status

2. Click Create action. A New action pop-window opens.

New action

Action  Operations

* Name

Conditions | abe Name Action

Add

Enabled [v

* At least one operation must exist

3. Complete the Name field.

To set conditions for sending the mail, perform the following steps, otherwise
go directly to step 7.

4. In the Conditions section, click Add. A New condition pop-up windows opens.

New condition

Type | Problem is suppressed v

Operator m Yes
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5. Choose Type in the drop-down list and complete condition value.

Example

New condition

Type | Trigger severity v

Operator | equals does not equal is greater than or equals is less than or equals

Severity Mot classified Information Warming Average High Disaster

oo

6. Click Add. The condition is displayed in the Conditions section.

New action

Action  Operations

"Name | Test action

Conditions | apel Name Action
A Trigger severity is greater than or equals Waming Re
Add
Enabled |v

* At least one operation must exist.

7. Click the Operations tab.

New action

Action  Operations

* Default operation step duration | 1h

Operalions  Siar

Recovery operabons  Detail

Update operations  Depals

Pause operations for symptom problems.  +

Bl )

Pause fior
Maotify about canceled escalations v

* AL beast one operation must exist
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8. In the Operations section, click Add. The Operation details pop-up window
opens.

Operation details

Operation | Send message A

* At least one user or user group must be selected

Send to user groups Select
Send to users Select
Send only to |- All - ~

Custom message

9. In the Operation details window, perform the following actions:
a. Add the message recipient.
If the recipient is a user group:

i. Inthe Send to User groups section, click Select. The User groups pop-up
window opens.

ii. Select the user groups required.
If the recipient is a user:

i. Inthe Send to Users section, click Select. The Users pop-up window
opens.

ii. Select the users required.
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b. From the Send only to drop-down list, select the media type previously

created.

Operation details

Operation Send message

Step duration |0

Send to user groups
Send to users

Send only to

Steps | 1 -1

* At least one user or user group must be selected.

type here to search
type here to search

Email example ~

Custom message

Conditions

Name

c. Custom the message if needed.

Operation details

Operation
Steps

Step duration

Send to user groups
Send to users

Send only to
Custom message
Subject

Message

Conditions

MONGUI User's Guide

Send message
1 -1 (0 - infinitely)
0 [¥] | (0 - use action defaulf)

* Al least one user or uzer group must be selecied.

type here to search Select
type here to search Select
Email example ~

v

Problem {EVENT.NAME}

(0 - infinitely)

[2] | (0 - use action default)

Select

Select

Action

Problem started at {EVENT.TIME} on {EVENT.DATE}
Problem name: {EVENT.NAME}

Host: {HOST.NAME}

Severity: {EVENT.SEVERITY}

Criginal problem 1D: {EVENT.I DH

Label Name Action



d. Click Add.

Example

Actions
Action  Operstions 1

* Default operation step duration | 1

Operations  Sieps

Recovery operstions

Update operstions

Pause operations for suppressed problems |+

Motify sbout canceled escalations [+

Details Start in Dusstion Action

Send message to users: Admin [Zabbix Administrator) via Email exsmple Immediately Defsult Edit Remove

- At lesst one operation must exist.

10. Click Add to complete changes.

The action is created.

Example

Tngger actions ~

@ Action added

Name » Conditions

Action trigger example

Create action

Fiter Y
R R v Dsables
Operstions Status
Send message to users: Admin (Zabbix Administrator) via Email example Ensbled
f 1 foun

An email will be sent for each problem having the minimum severity level.

Time = Severity Recovery

14:55:22 = Warning

time Status nfo Host Problem

15:04:45 RESOLVED MESCAS_12 CPUO_Inlet_Temp lower non critical threshold il

Problem CPUO_Inlet_Temp lower critical threshold

Problem started at 14:55:22 on 2023.02.10 Problem name: CPUO_Inlet_Temp lower critical threshold

Host: MESCAS_12
Severity: High

Original problem ID: 339198

Chapter 7. Setting up emails alerts
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