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Preface

This guide explains how to use the Machine Intelligence System Management
(MISM) console to manage BullSequana Edge servers.

See The Bull support web site for the most up-to-date product information,
documentation, firmware updates, software fixes and service offers:
http://support.bull.com

Intended Readers

This guide is intended for use by system administrators and operators.
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Chapter 1. Installing the MISM console

1.1. Introduction

The Machine Intelligence System Management (MISM) console allows the user
to manage BullSequana Edge servers.

MISM is delivered as docker containers and is based on two open-source
software:

e Ansible Tower to control servers through a graphical user interface

e Zabbix to monitor servers through a graphical user interface
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1.2. Installing / Updating the MISM console

This section explains how to install the Machine Intelligence System
Management (MISM) console on the system selected to host it.

There are two separate deliverables for MISM:
e MISM_full_<version>.tar.gz for full installation

e MISM_light_<version>.tar.gz for update, which contains only AWX
playbooks, AWX plugins, Zabbix templates, Zabbix external scripts and shell
scripts

Important On an existing installation, tower-cli should be installed to
run add_awx_playbooks.sh.

1.2.1. Installing the MISM console

Prerequisites
e Docker CE version 17.12.0 or higher is installed and running

https://docs.docker.com/install/

e Docker Compose version 1.24.0 or higher is installed

https://docs.docker.com/compose/install/

e The MISM_full_<version>.tar.gz package is available

Estimated operation time

15 minutes

Procedure
1. Open a terminal window.
2. Go to the installation directory.
3. Extract the MISM file.

| $ tar xzvf mism_full_<version>.tar.gz

4. Launch the installation.

| $ Jinstall.sh

Notes  Performed on an existing installation, this operation preserves user
data such as inventories and user accounts

e Ansible installation is optional

5. When the request to confirm the installation of Ansible appears, answer Yes
or No as required.

6. Start the MISM console.

| $ ./start.sh

7. Open a web browser.

8. Connect to the MISM console by entering the name or IP address of the
MISM console in the address bar, using the https protocol.
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9. Wait until the update is complete and the authentication page opens.

ATGS..

m BullSequana Edge Playbooks

Welcome to Ansible AWX! Please signin.
USERNAME

Please enter a username

PASSWORD

Please enter a password

version: X.X.X

10. Add the playbooks.

| $ .Jadd_awx_playbooks.sh

| $ ./add_ansible_playbooks_and_plugins.sh

Note Performed on an existing installation, this operation preserves any
playbook created by the user. However, any playbook from the

BullSequana Edge Playbooks project that has been modified by the user

is restored to its original state.

1.2.2. Updating the MISM console

Prerequisites
e Docker CE version 17.12.0 or higher is installed and running

https://docs.docker.com/install/

e Docker Compose version 1.24.0 or higher is installed

https://docs.docker.com/compose/install/

e The MISM_light_<version>.tar.gz package is available

Estimated operation time

15 minutes

Procedure
1. Open a terminal window.

2. Go to the installation directory.
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3. Stop the MISM console.

| $ ./stop.sh

4. Extract the MISM file.

| $ tar xzvf mism_light.<version>.tar.gz

5. Start the MISM console.

| $ ./start.sh

Open a web browser.

Connect to the MISM console by entering the name or IP address of the
MISM console in the address bar, using the https protocol.

8. Wait until the update is complete and the authentication page opens.

ATGS..

m BullSequana Edge Playbooks

Welcome to Ansible AWX! Please signin.

USERNAME

PASSWORD

version: X.X.X

9. Add the playbooks.

| $ .Jadd_awx_playbooks.sh

| $ ./add_ansible_playbooks_and_plugins.sh

Note Performed on an existing installation, this operation preserves any
playbook created by the user. However, any playbook from the
BullSequana Edge Playbooks project that has been modified by the user
is restored to its original state.
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1.3. Controlling the MISM console

Note The commands are located in the MISM installation directory.

e To get the version of the installed MISM console, run the following
command:

| $ ./get_mism_version.sh

e To uninstall the MISM console, run the following command:

$ ./uninstall.sh

e To start the MISM console, run the following command:

$ ./start.sh

e To stop the MISM console, run the following command:

$ ./stop.sh
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1.4. Changing the connection certificate

1. Stop the MISM console.
a. Go to the MISM installation directory.

b. Run the following command.

| $ ./stop.sh

2. Go to the SSL directory.

| $ cd ansible/awx_ssl

3. Generate 2048 private key.

- Without a passphrase:

| $ openssl| genrsa -out nginx.key 2048

- With a passphrase:

| $ openssl genrsa -out nginx.key -passout stdin 2048

The nginx.key file is generated.

4. Generate a request for a csr certificate.

| $ openssl req -sha256 -new -key nginx.key -out nginx.csr -subj /CN=awx.local'

The nginx.csr file is generated.

5. Generate a crt certificate.

| $ openssl x509 -req -sha256 -days 365 -in nginx.csr -signkey nginx.key -out nginx.crt

The nginx.crt file is generated.
6. Start the MISM console.
a. Go to the MISM installation directory.

b. Run the following command.

| $ ./start.sh
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1.5. Configuring a proxy server

There is no proxy server delivered with the MISM console.

To configure a proxy server for the MISM console, perform the following
operations:

1. Stop the MISM console.
a. Go to the MISM installation directory.

b. Run the following command.

| $ ./stop.sh

2. Open the docker-compose-mism.yml file with a text editor.

3. In the environment sub-section of the awx_web section, add the following
lines:

http_proxy: http://<proxy>:<port number>

https_proxy: https://<proxy>:<port number>

no_proxy: 127.0.0.1,localhost,zabbix-web,zabbix-server,zabbix-agent,awx_web,
awx_task, rabbitmq,postgres,memcached, <IP address>

4. In the environment sub-section of the awx_task section, add the following
lines:

http_proxy: http://<proxy>:<port number>

https_proxy: https://<proxy>:<port number>

no_proxy: 127.0.0.1, localhost,zabbix-web,zabbix-server,zabbix-agent,awx_web,
awx_task, rabbitmq,postgres,memcached, <IP address>

5. Save and close the docker-compose-mism.yml file.
6. Start the MISM console.

| $ ./start.sh
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1.6. Recovering MISM databases

This section explains how to backup and restore the AWX and Zabbix
databases.

Notes ¢ The commands are located in the MISM installation directory

e The backup files are located in the
installation_directory/storage/pgadmin_bullsequana.com/ directory

Recovering an AWX database
e To backup the AWX database, run the following command:

| $./backup_database.sh-t awx -f backup_file

e To restore the AWX database, run the following command:

| $./restore_database.sh-t awx -f backup_file

Recovering a Zabbix database
e To backup the Zabbix database, run the following command:

| $./backup_database.sh-t zabbix -f backup_file

e To restore the Zabbix database, run the following command:

| $./restore_database.sh-t zabbix -f backup_file
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Chapter 2. Controlling resources

To control systems, the Machine Intelligence System Management (MISM)
console uses the Ansible Tower framework. Ansible Tower is a
graphically-enabled framework accessible via a web interface and a REST API
endpoint for Ansible, the open source IT orchestration engine.

Important Consult the full Ansible Tower documentation before using
the MISM console:

https://docs.ansible.com/ansible-tower/
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2.1. Loggingin

Procedure

1. Launch the web browser and enter the name or IP address of the MISM
console using the https protocol. The authentication page opens.

ATGS..

m BullSequana Edge Playbooks

Welcome to Ansible AWX! Please sign in.

USERNAME
Flease enter a username '
PASSWORD
;_'|-': d5E ENnter a password -
[———)
Controlling console
Username Default name: mism
Password Default password: mismpass

2. Complete the Username and Password fields and click Sign in. The
Dashboard page opens.
What to do if an incident occurs?

If the connection to the MISM console cannot be made or if the web pages are
displayed incorrectly, one of the following problems may be the cause:

e Network failure
e Incorrect network settings

e Incorrect browser settings (proxy configuration)

Important It is strongly recommended to change the default mism
user password once initial setup is completed, taking care
to record the new account details for subsequent
connections.
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2.2.

2.2.1.

Console description

Console overview

DASHBOARD

1 1

& miprm

e & O

@

1 0

0

Quick access

HOsTS FAILED HOSTS INVENTORIES INVEMTORY PROJECTS PROJECT S¥YNC
SYMC FAILURES
FAILURES
M wyview JOB STATUS PERIOD | pasTmowtn ¢ | 03T | VEW |y -
RESOLRCES
19
[E4 Templates
15
a8 1
=3
Inventories 5
<f>  Inventory A
o
May 16 May 22 May 28 Jun2 Jung Jun 12 Jun 19
TIME
RECENTLY USED TEMPLATES VIEW ALL RECENT JOB RUNS WIEW ALL
MNAME ACTIVITY ACTIONS NAME TIME
- .1 g
check power - & © check power off 6/19/2019 2:19:02 PM
off
firmware -—— firmware 6/17/2013 3:25:08 PM
inventory Inventary
state - O state 6/17/2012 3:07:58 PM
activate - activate firmware 6/17/2019 3:06:03 PM
firmware F.2 update
update
o evaluate from 6/17/2019 3:03:38 PM
Mark Description
A Views
B Resources
C Access
D Administration
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Features

2.2.2.

2-4

Area

Description

Features

User Account

About
. Provides rapid access to - -
Quick access frequently used features Ansible Tower Documentation
Log Out
Activity Stream
Dashboard
Views Provides access to resource Jobs
monitoring features Schedules
My View
Templates
Provides access to resource Credentials
Resources management and Projects
configuration features Inventories
Inventory Scripts
Provides access to user Organizations
Access management and permission |Users
setting features Teams

Administration

Provides access to various
administrative options

Credential Types

Notifications

Management Jobs

Instance Groups

Applications

Settings

Delivery content

On delivery, the monitoring console contains the following elements:

e The BullSequana Edge Playbooks project, which contains the delivered

playbooks

e A collection of job templates, which are based on the provided playbooks

e The BullSequana Edge inventory, given as an example

e The Bull organization

e The BullSequana Edge group

e The BullSequana Edge Vault credential
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2.3. Adding resources

2.3.1. Creating an inventory

Note The Openbmc inventory is delivered as an example of how to set up an
inventory.

1. From the left navigation bar, click Inventories. The Inventories page
opens.

INVENTORIES HOSTS

a) (=

MAME * TYPE = ORGAMIZATION % ACTIOMS

openbmc inventary Inventory Default I =l )

ITERZ 1-1

2. Click the green + and select Inventory. The New Inventory page opens.

NEW INVENTORY

DETAILS PERMISSIONS GROUPS HOSTS SOURCES COMPLETED JOES
* NAME DESCRIPTION * ORGANIZATION
Q | Default
INSIGHTS CREDENTIAL INSTAMCE GROUPS @
Q Q
vARIAELES © (R Json EXPAMND

CAMCEL

3. Complete the Name and Organization fields.

Chapter 2.  Controlling resources 2-5



4. Complete the Variables field.

Variable

Description

BullSequana Edge
inventory value

forceoff

Indicates if powering the
server off is necessary during
a job. Possible values:

e True: the host is
automatically powered off.

e False: the host is not
automatically powered off
and the BIOS or CPLD
update is effective only after
the next power cycle.

True

power_cap

Provides the maximum value
allowed for power
consumption

Not defined

poweroff_countdown

Indicates the delay before
checking that the host is
successfully powered off (in
seconds).

15

poweron_countdown

Indicates the delay before
checking that the host is
successfully powered on (in
seconds).

15

reboot

Indicates if rebooting the BMC
is necessary during a job.
Possible values:

e True: the BMC reboots
automatically.

e False: the BMC does not
automatically reboot and
the BMC update is effective
only after the next reboot.

True

reboot_countdown

Indicates the delay before
checking that the BMC
rebooted successfully (in
minutes).

rsyslog_server_ip

rsyslog_server_port

Provide the network
parameters necessary for
rsyslog

0.0.0.0

514

technical_state_path

Provides the path to the
Technical State file when
updating firmware

/host/mnt

Note If these variables are not defined in the inventory, they must be

defined as extra variables when launching a job.

5. Complete the other fields as needed.

6. Click

Save.
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2.3.2.

Adding a host to an inventory

1. From the Inventories page, click the newly created inventory. The

inventory page opens.

My first inventory

PERMISSIONS GROUPS HOS5TS SOURCES COMPLETED JOES
*HAME DESCRIPTION * ORGAMIZATION

My first inventory

INSIGHTS CREDEMTIAL IMSTAMCE GROUPS @
Q Q

varaples @ ([IEED Json |

1 forceoff: True

2 reboot: True

3

4 # Set a path to a Bull Technical state file
5 technical_state path: /mnt

3]

2. Click Hosts.

Q| Default

EXPAND

1

Kl

CANCEL SAY

3. Click the green + button. The Create Host page opens.

CREATE HOST

DETAILS FACTS GROUPS COMPLETED JOBS

* HOST NAME & DESCRIPTION

VARIABLES @ (RGN 1SON

EXPAND

CAMCEL

4. Complete the Host Name field with the IP address of the server to be

added.
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5. Complete the Variables field with the mandatory variables.

variaeles @ ([EEEEM Json | EXPAND

1 ---
2 baseuri: "J{ inventory_hostname }}"
S username: <usernamex

4 password: <pud>

Mandatory host variables
baseuri Write “{{inventory_hostname}}”
username Write the host BMC username
password Write the host BMC password

Note If the host BMC password is not indicated here, set up the job
templates to prompt for it as an extra variable at launch.

See 2.5. Adding security if a encrypted password is necessary.

6. Click Save.

2.3.3. Creating a group of hosts in an inventory

1. From the Inventories page, click the inventory to be edited. The inventory
page opens.

My first inventory

DETAILS PERMISSIONS GROUPS HOSTS SOURCES COMPLETED JOES

* HAME DESCRIPTION *ORGANIZATION
Wy first inventory Q| Default
INSIGHTS CREDEMTIAL INSTAMCE GROUPS @
Q Q
variaples © ([EED Json | EXPAND
1 forceoff: True ﬂ
2 reboot: True

3
4 # Set a path to a Bull Technical State file
5 technical_state path: /mnt

¢ S =~

CANCEL

2. Click Groups.
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3. Click the green + button. The Create Group page opens.

CREATE GROUP

DETAILS

* WANE DESCRIPTION

WARIABLES @ YAMNL el

1 ---

CAMCEL

4. Complete the required fields and click Save.
Click Hosts.

Click the green + button and select Existing Host. The Select Hosts
window opens.
SELECT HOSTS

KEY

HOsTS *

r KA OO0 KX

ITEMZE 1-1

CAMCEL

7. Select the hosts to be added to the group and click Save.
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Controlling resources

BullSequana Edge servers are controlled by launching jobs from different job

templates.

Available job templates

The MISM console is delivered with a collection of job templates.

Check critical high and low
alarms

Checks for high and low
critical alarms in the system

Check Power Off

Check Power On

Check the system power
state

. Necessary
Name Description variables
. . Activates newly uploaded e reboot
Activate firmware updates .
P firmware o forceoff
BIOS Boot Mode Retrieve BIOS boot
BIOS Boot Source information
. Checks that the BMC is
Check BMC alive running
None

Check Rsyslog Server IP and
Port

Checks that the syslog
server IP address and port
are identical to the ones
defined in the inventory
variables.

e rsyslog_server_ip

e rsyslog_server_po
rt

Check warning high and low

Checks for high and low

uploaded on the BMC

warnin i
alarms a g alarms in the None
system
) . Deletes a firmware image .
Delete firmware image image

Evaluate firmware update
from Technical State

Details what will be updated
by the Technical State

technical_state_path

Firmware inventory - Active

Lists the firmware that has
been uploaded and activated

Firmware inventory - Ready

Lists the firmware that has
been uploaded but not
activated

FRU

Returns FRU information

Get Rsyslog Server IP and
Port

Retrieves syslog server
information

Immediate Shutdown

Powers off the system
without waiting for software
to stop

Returns the state of the

LED module identification LED
Logs Retrieves the system logs
Network Lists the network interfaces

None
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Necessary

Name Description variables
Stops all software on the
Orderly Shutdown system before removing
power
Returns the maximum value
Power Cap allowed for power
consumption
Power On Powers on the system
Stops and starts the BMC
Reboot BMC again
Retrieves syslog server
Rsyslog Server IP and Port information
Sensors Retrieves the sensor
° information
Set BIOS Boot Mode to
Regular
Set BIOS Boot Mode to Safe Select the BIOS boot mode
Set BIOS Boot Mode to Setup
None
Set BIOS Boot Source to
Default
Set BIOS Boot Source to Disk
Set BIOS Boot Source to Select the BIOS boot source
External Media
Set BIOS Boot Source to
Network
Turns the module
Set LED off identification LED off
Turns the module
Set LED on identification LED on
Removes the possibility of
Set Power Cap off setting a maximum value for
power consumption
Sets a maximum value for
Set Power Cap on power_cap

power consumption

Set Rsyslog Server IP

Set Rsyslog Server Port

Set up the syslog server

rsyslog_server_ip

rsyslog_server_port

State BMC

State Chassis

State Host

Check the state of the
system components

System

Returns system information.

None

Update firmware from file

Updates firmware from a file.

o file_to_update
e reboot

o forceoff
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Necessary

Name Description variables
e technical_state_pa
Update firmware from #Eniz\jvtaerseaflllotnrletﬁzs'f'zgnical i
Technical State e reboot
State.
o forceoff

Uploads all the system
firmware from the Technical [technical_state_path
State

Upload firmware images from
Technical State
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2.4.2.

Launching a job

This section explains how to launch a job manually. Jobs can also be scheduled
to launch automatically.

See The Ansible Tower documentation for more information:
https://docs.ansible.com/ansible-tower/
1. Navigate to the My View or Templates page to display the job template

list.

TEMPLATES

activate firmware update  Job Template

check critical alarms

check power off

check power on

evaluate from technical state

firmware inventory

FRU lob Template

get logs

power off

Job Template

Iob Termplate

lob Ternplate

Job Template

]
Iob Termplate -

]
Job Template -

]
lob Termplate - .

Chapter 2.

£ 4

£ 4

b
O R Y R R R A R

Controlling resources

1l

i

2-13


https://docs.ansible.com/ansible-tower/

firmware inventory

PERMISSIONS MOTIFICATIONS COMPLETED JOBS
* WAME DESCRIPTION

firmware inventory

*INVEMTORY @ [ FROMET ON LAUNCH

Q| openbmc inventory

CREDEMTIAL @ [T PROMPTON LAUNCH
Q,

*YERBOSITY @ [T PROMETON LAUNCH

2 (Maore verbose) M

*PROJECT @

Q| openbmc project

FORKS @

0

JOBTAGS @ [~ FROMPT ON LAUNCH

SCHEDLLES

Click the required job template. The job template page opens.

ADD SURVEY

* 0B TYPE @ [T PROMPT ON LALINCH

Run v

*PLAYEOOR @

firmware/get_firmware_invent.,, =

LIMIT @ [ PROMFT ON LAUNCH

SEIP TAGS @ [ FROMET ON LAUNCH

LABELS @ INSTANCE GROLIPS @ JOB SLICING @
Q 1 o
TIMEQUT @ SHOW CHANGES @ OPTIONS
0 ~ o [T/ PROMPTONLAUNCH = ery | E PRIVILEGE ESCALATION @

[T ALLOW PROVISIOMNING CALLBACKS
@

[T EMABLE COMCLIRREMT JOBS @

[T USE FACT CACHE @

extRavariAeLes © (IR Json

| - - -

[~ FROMPT ON LAUNECH

CAMCEL

LALINCH

3. Complete the Inventory field with the inventory containing the hosts to be
manipulated by the job.

4. If needed, complete the Limit field with a group in the selected inventory to
further constrain the lists of hosts to be manipulated by the job.

5. Complete the Extra variables field.

See 2.4.1. Available job templates to review the variables needed for each
job.

6. If the host password has not been provided as a host variable, select
Prompt at launch next to the Extra variables field. The user will be
asked to give the password as a variable when the job launches.

7. Click Save.
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2.4.3.

8. Click Launch. The Jobs page opens.

JOBS s 33 -firmware inveritary

DETAILS P firmware inventory
PLAYS @ED  Tasks @E HOSTS @ED ELAPSED F -
STATUS @ Sucressful
STARTED 6/21/2019 6:01:36 PM
SEARCH KEY
FINISHED 6/21/2019 6:01:58 PM
108 TEMPLATE firmware irventary - AV A Y
JOBTVRE Run 1| amsible-playbook 2.9.0.devO a
z config file = /etc/ansible/ansible.cfy
v
AUNCHER & mipm 3| configured moduls ssarch path = [w'/var/lik/aws/.ansible/plugins/mo
INVENTORY openbmc inventory dules', u'/usr/share/ansible/plugins/modules']
4 ansible python module location = fusr/lib/python2.7/site-package
PROJECT openbme project
s/ansible
PLAYEOOK firmware/get_firware_invantory.yml 5 exscutable location = /usr/bin/ansible-playhock
& python version = 2.7.5 (default, Oct 30 2018, 23:45:53) [GCC 4.5.5
VERBOSITY 2 (More Verbose)
20150623 (Red Hat 4.8.5-36)]
ENVIRONMENT suarflib/awse/venvransible 7| Using /etc/ansible/ansible.cfy as config file
EXECUTION NODE  awx 8
9 PLAYBOOK: get_firmware_inventory.yml
INSTANCE GROUP cower nrn * *n
10| 1 plays in firmwvare/gec_firmvare_inventory.yml
EXTRA VARIABLES @ Json | EXPAND u ples R = o
1o ~ 12| PLAY [Firmware Update] 18:01:48
wrn * Trn
13 | META: ran handlers
14
~ 15| TASK [Create Auth token] 18:01:48

1

o

e * *

task path: fvarflib/awx/projects/openbmc/firmrare/yget firmware inve

b ever e -8 : ﬁ

9. Consult the process and output of the job in the text window.

10. Click ... to display hidden lines.

Scheduling a job

This section explains how to schedule a job so that it is launched automatically.

Note Job schedules are created from template, project or inventory

resources.

See The Ansible Tower documentation for more information:
https://docs.ansible.com/ansible-tower/
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1. From the left navigation bar, click a resource (Templates, Projects or

Inventories). A new page opens.
Templates example
TEMPLATES

TEMPLATES

Q KEY

Activate firmware updates  Job Template =
BIOS Boot Mode  Jab Template =

BIOS Boot Source ot Template =

Check BMC alive  Job Template EEEEEE
Check Power Off  job Template - ™
TEST  Job Template

Check Rsyslog Server IP and Port  Job Template =

Mame (Ascending) ~

£

£ 4

<

N R R

—

2. Click a resource.

TEST

DETAILS PERMISSIONS MNOTIACATIONS COMPLETED JOES SCHEDLUILES

PLEASE ADD ITEMS TO THIS LIST

3. Click the Schedules tab.
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4. Complete the fields as required.

Example

MySchedule
* MAME * START DATE * START TIME (HH24MIN:SS)
MySchedule B | 07/3/2020 0 HE Jilo :
# LOCAL TIME ZONE # REPEAT FREQUENCY
Europe/Paris - rMonth -
FREQUENCY DETAILS
* EVERY *(®) ON DAY * (O ONTHE
~
1 v MONTH 1 o first v || sunday ~
5
* END * OCCURREMCES
After v 3 -

<

SCHEDULE DESCRIPTION

every month on the 1st for 3 times

OCCURREMCES (Lirnited to first 10)  DATE FORMAT (@) LOCALTIME ZONE (O UTC

04-01-2020 00:00:00
05-01-2020 00:00:00
08-01-2020 00:00:00

CAMCEL

Important The schedules must be set in UTC time.

5. Click Save to complete changes.

The schedule is created for the resource.

TEST
DETAILS PERMISSIOMNS MNOTIFICATIONS COMPLETED JOBS
Q KEY
AE - FIRST L NERT L ANAL U
RUN RUN RUN
@ o LI =
ITEMS T-1

6. Use the toggle button to enable or disable the schedule.
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7. From the left navigation bar, click Schedules to manage the scheduled
jobs.

SCHEDULED | OBS

Q KEY
MNAME % TYPE = MEXT RUN % ACTIONS
Playbook 14442020
o Myschedule Pun 00:00:00 # T
. . Managemen
o Cleanup Expired Sessions # Ty
tJob
Managemen
o Cleanup Expired OAuth 2 Tokens tJob s ra Ty
ianagemen 84342020
a b schedul & Tl
@ cieanup oo schecuite tJob 09:37:41
L. hianagemen 10/3/2020
D Cleanup Activity Schedule {Job 09:37:41 & o}
ITEMS 1-5

2-18 Management Console User's Guide



2.5. Adding security

The BullSequana Edge Vault can be used to store encrypted passwords. On

delivery, it is already associated with all the delivered job templates as a
credential.

BI0S Boot Mode

.y DB TYEE @
BIOS Boot Mode BIOS Boot Mode tun
NTORY @ . W W T
Q| BullSaquana Edge Inventary Q | BullSequana Edge Playbooks il

2.5.1. Creating a password for the BullSequana Edge Vault

The BullSequana Edge Vault initially has no defined password. To create one,
perform the following actions:.

1. From the left navigation bar, click Credentials. The Credentials page
opens.

CREDENTIALS

NAME = KIND OVINERS ACTIONS

Demo Credential Machine mism # i T

BullSequana Edge Vault vault Bull # [l T
ITEMS 1-2

2. Click BullSequana Edge Vault. The BullSequana Edge Vault page opens.

BullSequana Edge Vault

DETAILS PERMISSIOMNS

* NAME € DESCRIFTION & ORGAMIZATION

BullSequana Edge Vault BullSequana Edge Vault associated to Q| Bull

* CREDEMTIAL TYPE &
Q| Wault

TYPE DETAILS

*YAULT PASSWORD T Prompt on launch WAULT IDENTIFER &

Q C| = Q bullsegquana_edge_password

CAMNCEL
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3. Complete the Vault Password field.
4. Click Save. The Vault Password field is now encrypted.

2.5.2. Creating an encrypted password for a host
1. Choose a name for the password that is going to be encrypted.
2. Open a Terminal window.

3. Run the following command:

| $ ./generate_encrypted_password_for_AWX.sh --name <password name> <host BMC password>

4. Enter the BullSequana Edge Vault password when asked. The encrypted
password is generated.

5. From the left navigation bar, click Inventories. The Inventories page
opens.

INVENTORIES HOSTS

MAME * TYPE = ORGAMIZATION % ACTIOMS

openbmc inventary Inventory Default I =l )

ITERZ 1-1

6. Click the inventory which contains the host to be edited. The inventory page
opens.

7. Click Hosts and click the host to be edited. The host page opens.

xoxxxxxxx @)
FACTS GROUPS COMPLETED JOBS
+HOST NAME @ DESCRIPTION
XHOUKK XK KX
vearinees @ ([EENM son ) EXPAND

1 baseuri: '{{inventory_hestname}}’
2 username: <user>

3 password: <pud:

CAMCEL m

8. Delete any previous passwords from the Variables field and add the
following line.

9. C(Click Save.
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2.5.3.

Deleting an encrypted password

The encrypted passwords are stored in the passwords.yml file in the
/ansible/vars sub-directory of the MISM installation directory. To delete one,
perform the following actions:

1.

A

Open the passwords.yml file in a text editor.
Locate the password to be deleted using the p
Delete the lines associated with the password.
Save and close the file.

Update the password in the host variables.

Chapter 2.

assword name.
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2.6. Setting up email alerts

2.6.1. Creating an email notification template

1. From the left navigation bar, click Notifications. The Notifications page
opens.

NOTIFICATION TEMPLATES @D

FLEASE ADD ITEMS TO THIS LIST

Click the green +. A new page opens.
Complete the Name and the organization fields.

Select Email from the Type drop-down list.
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5. Complete the fields as required.

Example

MEW MNOTIFICATION TEMPLATE

* NANE DESCRIPTION * ORGAMIZATION
MyEmail Q| Bull

* TYPE
Emnail v

TYPE DETAILS

USERMANE PASEWORD * HOsT
SHOW RRAKR RRR
* RECIPIEMT LIST & * SENDER EMAIL * PORT
YY.YY@atos.net KA KA @atos.net 25 o
* TIMEOUT @ ORTIONS
30 : (OUSETLS
(DUSE S5

CUSTOMIZE MESSAGES..,

CAMCEL

Important TLS and SSL options are mutually exclusive. Be sure to only
select one option. Checking both causes the notification to
fail with no warning message.

6. Click Save to complete changes.

The notification template is created.

NOTIFICATION TEMPLATES @D

MAME TYPE % ACTIONS

MyEmail Emnail 4 . il )

ITEMS 1-1

7. Click the test notification button to send a test email.
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2.6.2.

2-24

Assigning a notification to a job template

1. From the left navigation bar, click a resource (Templates, Projects or
Inventories). A new page opens.

Templates example

TEMPLATES
TEMPLATES
Q KEY
Expanded | Mame (Ascending) ~
Activate firmware updates  josTemplatz o # &
BIOS Boot Mode  jab Template o« 7 W
BIOS Boot Source  Job Template & 1
Check BMC alive  Job Template ST rrr o @ i}
Check Power Off  jobTempiate W o F 4 g
TEST ot Template 7
Check Rsyslog Server IP and Port  Job Template =
—————

2. Click a resource.

3. Click the Notifications tab.

TEST
DETAILS PERMISSIOING NOTIFICATIONS COMPLETED JOBS SCHEDULES
KEY

STA e FAIL
MNAME TYPE ¥ CES

RT URE

5

MyErmail Ermail D

ITERMZ 1-1

4. Use the toggle buttons to enable or disable the events.
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2.7. Performing basic operations

2.7.1. Performing power operations

Important The https protocol must always be used to connect to the
MISM console.

Powering servers on
1. Launch the Power On job.
2. Check that the job status is Successful.
If the job status is Failed, check the output of the job in the text window.
3. Launch the Check Power On job.
4. Check that the job status is Successful.
If the job status is Failed, check the output of the job in the text window.

wo87 A WARNING

wWo087:

The immediate reboot and shutdown buttons should only be used if the
Operating System is unable to respond to an orderly reboot or
shutdown request.

These sequences may result in data loss and file corruption.

Powering servers off
1. Select the power operation:
- Orderly Shutdown
- Immediate Shutdown

N

Launch the selected job.

w

Check that the job status is Successful.
If the job status is Failed, check the output of the job in the text window.
4. Launch the Check Power Off job.
5. Check that the job status is Successful.
If the job status is Failed, check the output of the job in the text window.
e The laptop is connected to the server BMC port
e The server BMC has an IP address allocated
e The server is in standby power mode

e The MISM console is launched

Rebooting BMCs
1. Launch the Reboot bmc job.
2. Check that the job status is Successful.
If the job status is Failed, check the output of the job in the text window.
3. Launch the Check BMC alive job.
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4. Check that the job status is Successful.
If the job status is Failed, check the output of the job in the text window.

2.7.2. Updating firmware

Important | r,o BMC must be rebooted after an update of its

firmware. If the reboot variable is set as False, it must be
done manually for the update to be effective.

= The host must be powered off before updating the BIOS

or CPLD firmware. If the forceoff variable is set as False,
it must be done manually.

2.7.2.1. Updating firmware globally

Two-step operation

1. Review which firmware will be updated
1. Launch the Evaluate firmware update from Technical State job.

Note The path to the Technical State file must be indicated as an inventory
variable or as a job extra variable.

2. Check that the job is Successful.
If the job status is Failed, check the output of the job in the text window.

2. Update the firmware
1. Launch the Update firmware from Technical State job.

Note The following variables must be indicated as inventory variables or as
job extra variables:

e technical_state_path
e reboot

o forceoff

2. Check that the job is Successful.

If the job status is Failed, check the output of the job in the text window.
3. Launch the Firmware inventory - Active job to get firmware versions.
4. Check that the job is Successful.

If the job status is Failed, check the output of the job in the text window.
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Three-step operation

2.7.2.2.

1.

3.

Review which firmware will be updated

1. Launch the Evaluate firmware update from Technical State job to know

which firmware will be updated.

Note The path to the Technical State file must be indicated as an inventory
variable or as a job extra variable.

2. Check that the job is Successful.
If the job status is Failed, check the output of the job in the text window.

Upload the firmware
1. Launch the Upload firmware images from Technical State job.

Note The path to the Technical State file must be indicated as an inventory
variable or as a job extra variable.

2. Check that the job is Successful.

If the job status is Failed, check the output of the job in the text window.
3. Launch the Firmware inventory - Ready job to get firmware versions.
4. Check that the job is Successful.

If the job status is Failed, check the output of the job in the text window.

Activate the firmware
1. Launch the Activate firmware updates job.

Note The following variables must be indicated as inventory variables or as
job extra variables:

e reboot

o forceoff

2. Check that the job is Successful.

If the job status is Failed, check the output of the job in the text window.
3. Launch the Firmware inventory - Active job to get firmware versions.
4. Check that the job is Successful.

If the job status is Failed, check the output of the job in the text window.

Updating firmware individually

1. Launch the Update firmware from file job.

Note The following variables must be indicated as inventory variables or as
job extra variables:

e reboot
o forceoff

e file_to_update
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2. Check that the job is Successful.

If the job status is Failed, check the output of the job in the text window.
3. Launch the Firmware inventory - Active job to get firmware versions.
4. Check that the job is Successful.

If the job status is Failed, check the output of the job in the text window.

2.7.3. Enabling syslog forwarding

Prerequisites

The syslog server is configured for messaging
Procedure
1. Indicate the syslog server IP address and port as variables in the inventory.

My first inventory

DETAILS PERMISSIONS GROUPS HOSTS SOURCES COMPLETED JOES

* HAME DESCRIPTION *ORGANIZATION
Wy first inventory Q| Default
INSIGHTS CREDEMTIAL INSTAMCE GROUPS @
Q Q
variaples © ([EED Json | EXPAND
forceoff: true ﬂ
reboot: true

1

2

3

4 rsyslog_server_ip: <IP address»

5 rsyslog_serwver_port: <port numbers
3]

CANCEL

Launch the Set Rsyslog Server IP job.
Check that the job is Successful.
If the job status is Failed, check the output of the job in the text window.

e

Launch the Set Rsyslog Server Port job.

b

Check that the job is Successful.
If the job status is Failed, check the output of the job in the text window.

6. Launch the Check Rsyslog Server IP and Port job to check the syslog
server parameters.

7. Check that the job is Successful.
If the job status is Failed, check the output of the job in the text window.
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Chapter 3. Monitoring resources

To monitor systems, the Machine Intelligence System Management (MISM)
console uses Zabbix. Zabbix is an enterprise-class open source distributed
monitoring solution accessible via a web-based interface.

Important Consult the full Zabbix documentation before using the
MISM console:

https://www.zabbix.com/documentation/current/manual
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3.1. Loggingin

Procedure

1. Launch the web browser and enter the name or IP address of the MISM
console followed by the port number 4443 using the https protocol:

https://<IP address>:4443

The authentication page opens.

AUOS

Username
Password

+| Remember me for 30 days

or sign in as guest

Monitoring console

Username Default name: Admin

Password Default password: zabbix

2. Complete the Username and Password fields and click Sign in. The
Dashboard page opens.
What to do if an incident occurs?

If the connection to the MISM console cannot be made or if the web pages are
displayed incorrectly, one of the following problems may be the cause:

e Network failure

e Incorrect network settings
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e Incorrect browser settings (proxy configuration)

Important It is strongly recommended to change the default Admin
user password once initial setup is completed, taking care
to record the new account details for subsequent
connections.
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3.2. Console description

3.2.1. Console overview
AtOS  Moniodng invenary  Repons  Configuration  Adminissration ] =
Ini \.riw . : =].’]

Graph (classic)

Discovery status

Finw dnk space I8 Ings an J0Man | S5m SR N

24

[

o per coref: 133
veinge pe core) 139

B Wy hear Proc
My Pt Proc

system information

Takkix senver is nning ieexmestl 0051
um tisabledAemples 8 LY
Pl e 120 w0

Web manitoring

Problems by severily

Monitoring console description

Menus

Five menus allow access to five families of features accessible
from the associated tabs: Monitoring, Inventory, Reports,
Configuration and Administration.

Tabs

Provides access to console features. Note that displayed
features differ according to the selected menu.

Work pane

The work pane displays the information associated with the
item selected in the menus.

3-4 Management Console User's Guide




Features

information, triggers and
gathered data.

Menu Description Features
Dashboard
Problems
Overview
Provides access to the Web
information the monitoring Latest data
Monitoring console is configured to
gather, visualize and act Graphs
upon. Screens
Maps
Discovery
Services
i Overview
Inventory _Prowdes access to host
inventory details. Hosts
System information
Provides access to predefined |Availability report
and user-customizable Triggers Top 100
Reports reports displaying system

Audit

Action log

Notifications

Configuration

Allows to set up major
functions: hosts and host
groups, data gathering, data
thresholds, sending problem
notifications, creating data
visualization and others.

Host groups

Templates

Hosts

Maintenance

Actions

Event correlation

Discovery

Services

Administration

Provides access to
administrative functions. This
menu is available to Super
Administrator users only.

General

Proxies

Authentication

User Groups

Users

Media types

Scripts

Queue

3.2.2. Delivery content

On delivery, the monitoring console contains two templates that allow Zabbix to
be used to monitor BullSequana Edge servers:

e template-atos_openbmc-lld-zbxv4.xml, containing all metrics, triggers and
discovery items.

e template-atos_openbmc-rsyslog-zbxv4.xml, containing the rsyslog info
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3.3. Preliminary configuration

3.3.1. Enabling automatic inventory

1. From the Administration menu, click the General tab. The GUI page
opens.

GUI Gl -l

Dropdown first entry | &l j | remember selected
* Limit for search and filter results 1000
* Max count of elements to show inside table cell 50

Show warning if Zahbix server is down v

Update

2. From the drop-down list on the right, click Other. The Other
configuration parameters page opens.

Other configuration parameters Other =

* Refresh unsupported items

Group for discovered hosts | Discovered hosts j

Cefault host inventary mode Manual Automatic

User group for down Zabbix ad j

Log unmatched SMMP traps |«

3. Click Automatic for Default host inventory mode.
4. Click Update.

3.3.2. Renaming the Zabbix server host

1. From the Configuration menu, click the Hosts tab. The Hosts page opens.

Hosts Graup | all Create host

Name & Applications Iltems Triggers Graphs Discovery  Web |Interface  Templates Status Availability Agent encryption Info Tags
test Applications 1 ltems 45 Triggers 33 Graphs6  Discovery  Web zabbix Template App Enabled

agent Zahhix Server

10050
Zabbixserver Applications 1 llems121 Triggers 64 Graphs 20 Discovery2 Web zabbie  Templale App Enabled [

agent Zahhix Server,

10050 Template 05
Linux {Template
App Zabhix
Agent)
Displaving 2 of 2 faund

0 selected
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2. Click the Zabbix server line. The details of the host are displayed.

Allhosts 7 Zabbix server  Enabled  [EER]

Applications 11 ltems 121 Triggers 64 Graphs 20 Discoveryrules2  WWeb scenarios

Host  Templates  IPMI Tags  Macros  Inventory  Encryption

*Hostname | zabhix-serer

Visible name | Zabhix server

*Groups | Select

* Atleast one interface must exist

Agentinterfaces IP address DMS nams Connectto Fort Default

zahhi-agent IP 10050 ()

SNMP interfaces 2

JMK interfaces 2o
IPMIinterfaces

Add

Description

Manitored by prowy | (ho prosy) j

Enabled |v

‘ Clone | ‘ Full clone | | Delete ‘ ‘ Cancel ‘

3. Complete the following fields.

Field Value
Host name zabbix-server
Visible name Zabbix server

4. In the Agent interfaces section, perform the following actions:
a. Click DNS.

b. Complete the following fields.

Field Value
IP address Clear this field and leave it empty.
DNS name zabbix-agent
Port 10050

5. Click Update.
6. Stop and restart the MISM console.
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3.4.

3.4.1.

3.4.2.

3-8

Managing Atos LLD template

Template description

The template allows the following elements on the servers to be monitored:
e Fan, temperature and voltage information in Discovery applications

e Four discovered triggers:

- Critical high and low triggers, corresponding to Critical Alarm Thresholds
for BullSequana Edge servers,that are enabled by default

- Warning high and low triggers, corresponding to Warning Alarm
Thresholds for BullSequana Edge servers, that are disabled by default

Importing the Atos LLD template

1. From the Configuration menu, click the Templates tab. The Templates
page opens.

Temp|ates Group | all Create template
Fiter 7
Marme Tags
Linked templates Select SELEIE  Eouals
Add

Mame a Applications lterms Triggers Graphs Screens  Discovery  Wek
Template App Apache Tomcat JMH Applications 5 lerns 32 Triggers s Graphs4  Screens  Discovery  Wek
Template App FTP Service Applications 1 lterns1  Triggers1  Graphs Screens  Discovery  Wek
Template App Generic Java JX Applications8  ltems S5 Triggers 26 Graphs 11 Screens  Discovery  Wek
Template App HTTP Serice Applications1 ltems1  Triggers 1 Graphs Screens  Discovery  Wek
Template App HTTPS Service Applications1 ltems1  Triggers 1 Graphs Screens  Discovery  Wek
Template App IMAP Service Applications1 lterms1  Triggers 1 Graphs Screens  Discovery  Wek
Termplate App LDAP Serice Applications 1 fterns1 Triggers 1 Graphs Sereens  Discovery  Wek
Template App MNTP Service Applications 1 Iterns1 Triggers 1 Graphs Screens  Discovery  Wek
Template App NTP Service Applications 1 lterns1 Triggers 1 Graphs Screens  Discovery  Wek
Template App POF Service Applications 1 Iterns1 Triggers 1 Graphs Screens  Discovery  Wek
Template App Remote Zabbix proxy Applications 1 Items 32 Triggers 23 Graphs4  Screens 1 Discovery  Wek
Template App Remote Zabhix server f —_-“"Nﬁak._

\'-N-_._.__ Applications 1 Items1 Triggers1  Graphs Screens  Discovery  Wek
Template Met Extrerne EXOES SMMPv2 Applications 9 ltems19 Triggers 11 Graphs1  Screens  Discoverys ek

- 2 > Displaying 1 to 50 of 83 found
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2. On the right-hand side of the screen, click Import. The Import page

opens.

Import

“Importfile |_Parcourr.. |Aucunﬂchier5é\ectiunné

Rules Update existing Create new Delele missing

Groups
Hosts
Templates
Template screens N
Template linkage
Applications
ltemns

Discovery rules
Triggers

Graphs

< &) &) %] &

Wieb scenarios
Screens

Maps

Images

“alue mappings

Impart Ccancel

v

< &) &) &) [&][&] 8] [&

3. In Import file section, click Browse and indicate the path to the template.

Note The templates are delivered in a sub-directory of the MISM intallation

directory: \zabbix\server\externalscripts. They can be copied to any

local directory.

4. Click Import.
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3.5. Adding resources

3.5.1. Adding hosts with the zabbix discovery service

3.5.1.1. Creating a discovery rule

1. From the Configuration menu, click the Discovery tab. The Discovery
rules page opens.

Discovery rules

Filter Y/

Mame Status Enabled Disabled
oo ]

MName a IP range Proxy Interval Checks Status

mipacket KH.x KX.40-50 10m Zahbix agent Enahled

Displaying 1 of 1 found

0 selected

Zabhix 4.4.1. @ 2001-2019, Zabbix 514

2. Click Create discovery rule. A new page opens.

Discovery rules

~ Name ‘

Discovery by proxy anmxyj

TP range | XXX 1-254

A

*Update interval

h

Checks e

Device unigueness criteria

& P address
Hostname g nns name
P address
Visible name g st name
DS name
IF addrass

Enahled v

Zabhix 4.4.1.@2001-2018, Zahhix SIA

3. Complete the Name field.
4. Complete the IP range field.
5. Modify the Update interval (default value: 1h).
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6. In the Checks section, perform the following actions:
a. Click New.
b. Select HTTPS from the Check type drop-down list.
c. Click Add.

7. Complete the Host name section as required.

Example

Discovery rules

*Mame | MyMipockets
Discowvery by prowy | No prnxvj

TIPrange  {X.XKK1-254

V.
*Update interval | 10m

Checks Mew

Checkiype | HTTPS j

*Portrange | 443
Add Cancel

Device unigueness criteria g \p cyireeg

Host name DS name

(®) IP address

wisible name Hostname

DRE name

@& |P address

Enabled |+

Zahbix 4 41 @ 2001-2019, Zabbix SIA

8. Click Add to complete changes.

The discovery rule is created.

Example

@ Discovery rule created

Discovery rules

MName I:l Status Enabled Disabled

MNarme a IP range Prosy Interval Checks
mipocket xxex xx.40-50 10m Zabbix agent
MyMipockets wx w1254 10m HTTPS

0 selected

Fabhix 4 41.@ 2001-2019, Zahhix SIA

Chapter 3. Monitoring resources

Filter Y

Status
Enabled
Enabled

Displaying 2 of 2 found
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3.5.1.2.

3-12

Creating an action linked to the discovery rule

1. From the Configuration menu, click the Actions tab. The Actions page

opens.
Actions Event source | Discovery
Filter Y7
Mame Status Enabled = Disabled
Mame & Conditions Qperations Status
Auto discovery. Linux servers. Received value containg Linu: Add host Disahbled
Discovery status eguals Up Add to host groups: Linux servers
Service type equals Zabbix agent Link to templates: Template Hw Atos BullSequanaEdge LLD
HostIP equals XX X000 1-127, XXX X1 Enahle host
Set host imventory mode: Autarmatic
mipocket discaver Discovety rule equals mipocket Add host Enabled
Displaying 2 of 2 found
0 selected

Fabhix 4 41 @ 2001-2018, Zahbix 514

2. From the Event source drop-down list, select Discovery.

3. Click the Create action button. A new page opens.

Actions

Action Operations

* Mame
Conditions  Labe| Marme Action
Mew candition
HostIP j equals j AXXKHAT-1 27 XK XK XKD
Add
Enabled (v

* At least one operation must exist

Fabhix 441 @ 2001-2019, Zahhix 514

4. Complete the Name field.
5. Add a new condition.
In the New condition section, perform the following actions:
a. Select Discovery rule and equals from the drop-down lists.
b. Click Select.
c. Select the discovery rule previously created.
d. Click Add.
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Example

Actions
Action Operations

* Name

Conditions  Label Marne Action

Mew candition
Discovery rule j equals

Select
Add

Enabled v

*Atleast one operation must exist.

Zahbix 4.4.1,@ 2001-2018, Zahbix SIA

4. Configure the operations
1. Click the Operations tab.
Actions

Action Operations

Default subject | Discovery {DISCOYERY.DEYICE STATUS}H{DISCOVERYDEYICE IPADDRESS)

Default message | Discovery rule: {DISCOVERYRULE NAME} =

Device IP: {DISCOVERYDEYIGE IPADDRESS!

Detice DN {DISCOVERY DEVICE DNS}

Desice status: (QISCOVERYDEYICE STATUS) —
Device Upime: {DISCOVERYDEVICE. URTINE:

Dexice service name: {DISCOVERYSERVICE NAME} 7,'
Operations  Deigls Action
Mew

* At least one operation must exist,

Fahbix 4 41.@ 2001-2019, Zahhix SIA

2. Add the operations.
For each required operation, perform the following steps:
a. In the Operations section, click New.
b. In the Operation details section, perform the following actions:
i. From the Operation type drop-down list, select an operation.
ii. Click Add.

Chapter 3. Monitoring resources
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Example

Actions

Action Cperations

Default subject | Discovery {DISCOYERY.DEVICE STATUS}HDISCOYERYDEYICE IPADDRESS}

Default message | Discavery rule (DISCOVERYELLE DAVE} S

Deice IP: (DISCOVERYDEVICE IPADDRESS)
Device DNS: (DISCOVERYDEVICE DNE}

Dévice stalus: {DISCOVERYDEYICE STATUS) -
Deice Upime: (RISCOYERYDEVICE. URTINE

Deyice senvice name: {DISCOVERYSERYICE MAME} ;‘
Operations  Deiajls Action

Add host Edit Remove

Add to host groups: Discovered hosts Edit Remove

Link to templates: Termplate Hw Atos BullSeguanaEdge LLD Edit Remove

Enable host Edit Remove

Operation details
Operation type | Set host inventory maode j

Inventory mode Manual

Add Cancel

* Atleast one operation must exist.

Important When the Discovery action has been configured and
enabled, it may later be disabled to prevent continuous

host discovery and also to allow changes to be made to
hosts.

3. Save the action.

Click Add to complete changes.

Example

() Action adeq

Actions Event source | Discovery
Fitter
Mame I:I Status Enabled | Disabled
Mame a Conditions Operations Status
Auto discowery. Linux servers. Received value contains Linwx Add host Dizahled
Discovery status equals Uy Add to host groups: Linux serers
Semice type equals Zabblx agent Link to templates: Template Hw Atos BullSequanaEdge LLD
HostIP eguals X0 XX 1-127, O0CXXXX.T Enable host
Set host ilventory mode: Automatic
discower mipocket action Discovery rule eguals MyMipockets Add host Enahbled
Add to host groups: Ciscovered hosts
Link to templates: Template Hw Alos BullSeguanaEdge LLD
Enahle host
Set host inventory mode: Autormatic
mipocket discover Discovery rule eguals miocket Add host Enahled
Displaying 3 of 3 found
0 selected

hittps: {{172,31,131.101:4443/2abbix php?action=dashboard, view

4. Complete the hosts with {$OPENBMC},{$USER}, {$PASSWORD}.

See 3.5.4. Filling Atos template macros
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3.5.2. Adding a host manually

1. From the Configuration menu, click the Hosts tab. The Hosts page opens.

HDStS Graup | all
Filter Y
Name & Applications Iltems Triggers Graphs Discovery  Web |Interface  Templates Status Availability Agent encryption Info Tags
test Applications 1 ltems 45 Triggers 33 Graphs6  Discovery  Web zabbix Template App Enabled
agent Zahhix Server
10050
Zabbixserver Applications 1 llems121 Triggers 64 Graphs 20 Discovery2 Web zabbie  Templale App Enabled [
agent Zahhix Server,

10050 Template 05
Linux {Template
App Zabhix
Agent)

Displaving 2 of 2 faund

0 selected

2. On the right-hand side of the screen, click Create host. The host creation
page opens.

Host  Templates IPMI - Tags Macros Inventory  Encryption

* Hostname
Wisible name
* Groups Select

*Atleastone interface must exist.

Agentinterfaces IP address DNS name Connectto Port Default
127,001 oMS | 10050 ® Remove
Add

SHMPinterfaces

JWiinterfaces add

IPMlinterfaces add

Description

4
Monitored by proxy | (no proxy) j

Enabled |+

3. Complete the Host name with the host BMC IP address.
4. In the Groups section, click Select and select Zabbix servers.
5. In the Agent interfaces section, perform the following actions:
a. Click DNS.
b. Complete the following fields.

Field Value

IP address Clear this field and leave it empty.

DNS name zabbix-agent

Port 10050

6. Click Add.
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3.5.3. Linking a host to the Atos LLD template

1. From the Hosts page, click on the newly created host. The host details are
displayed.

Allhaosts / test  Enabled Applications 1 ltemz45  Triggers 33 Graphs6  Discoveryrules  YWeh scenarios

Host  Templates  IPMI Tags  Macros  Inventory  Encryplion

“Hostname | test

Wisible name
*Graups Select
* Atleast one interface must exist
Agentinterfaces P address DME hame Cannectto Fort Default

zabhi-agent IP 10050 ® Remove

Add

SNMP interfaces Al

JMH interfaces Add

IPMlinterfaces Add

Description

A4
Monitared by proxy | (ho prox j

Enabled [+

‘ Clone | ‘ Full clane | | Delate ‘ ‘ Cancal ‘

2. Click the Template tab above the host details. The host Template page
opens.

Allhosts ¥ test  Enabled Applications 1 lterns 45 Triggers 33 Graphs6  Discoveryrules  Web scenarios

Host  Templates  IPMI Tags  Macros  Inventary  Encryption

Linked templates  [zme Action

Template App Zabbix Server Unlink Unlink and clear
Link new templates
Select

Add

| Clone | ‘ Full clone ‘ | Delete | ‘ Cancel ‘

3. In the Link new templates section, click Select and select the Atos LLD
template.

4. Click Add. The Atos LLD template appears in the Linked templates
section.

5. Click Update.
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3.5.4.

Filling Atos template macros

1. From the Configuration menu, click the Hosts tab. The Hosts page opens.

Hosts Group | all
Filter
Marne Manitored by Serer Proxy
Templates Select Prozy
DMS REPEN Ancior
= Contains  EESEUEIE] Remaove
Add
Fort
MName a Applications Iterns Triggers Graphs Discovery  Web  Interface Proxy Templates Status Availability Agent encry]
W W ke Applications 18 lems 379 Triggers 128 Graphs 33 Discavery 3 Weh 1 zabbi-agent Termnplate Hw Mos  Enabled MONE
10050 BullSequanaEdoe
LLD, Ternplate
Huv Atos
BullSeguanaEdge
Rsyslog
XA XA A x> Applications Iterns Triggers Graphs Discovery  Web  172.31.130.34 Enabled
10050
MR KK Applications lterms Triggers Graphs Discoverny i e——
—

For each BullSequana Edge host, repeat the steps:

2. Click a host Name.
3. Click the Macros tab.

Allhosts | test  Enahled Applications 1 terns 45 Triggers 33 Graphse&  Discoweryrules  \Web scenarios
Host  Templates  IPMI Tags  Macros  Inentory  Encryption
Host macros Inherited and host macros
Macro Walue
= Remove
Add

‘ Clone ‘ | Full clane | ‘ Delete | ‘ Cancel |

4. Add the Password, User and OpenBMC macros.

Macro

Value

{$PASSWORD?}

Host OpenBMC password

{$USER}

Host OpenBMC username

{$OPENBMC}

Host BMC address

For each macro:
a. Complete the Macro and Value fields.
b. Click Add.
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Example

Hosts

Allhasts § 1723113034  Enabled Applications  ltems  Triggers  Graphs  Discovery rules

Weh scenarios
Host  Termplates IPI

Tags  Macros Inwentary  Encryption
Inherited and host macros

Macro Walue Description

{EQREMBMGH 4 = | ¥RXRKR KL Y description 4 Remave
{ERASEWORD} - mypasswordi@atos 4 description 4 Remove
{5USER) PR | 4 Remove
Add

‘ Clone ‘ | Full clong | ‘ Delete | ‘ Cancel ‘

Fabhix 4 41 @ 2001-2018, Zahbix 514

See

3.6. Adding security if an encrypted password is necessary.

5. Click Update to complete changes.
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3.6. Adding security

3.6.1. Activating PSK security
1. Open a Terminal window.
2. Go the MISM installation directory.

3. Generate an encryption key using the following command:

| $ generate_psk_key_for_zabbix.sh

The zabbix_agentd.psk file, containing the key, is generated in the
/etc/zabbix/agent/ directory.

4. Go to the /etc/zabbix/agent/ directory and open the zabbix_agentd.conf
file with a text editor.

5. In the TLS-RELATED PARAMETERS section of the file, uncomment the
following lines:

TLSConnect=psk

TLSAccept=psk
TLSPSKldentity=PSK_Mipocket_Agent
TLSPSKFile=/etc/zabbix/zabbix_agentd.psk

6. Save and close the file.

7. Stop and restart the MISM console.

3.6.2. Enabling PSK security for a host
1. From the Configuration menu, click the Hosts tab. The Hosts page opens.

Filter Y

Name & Applications Iltems Triggers Graphs Discovery  Web |Interface  Templates Status Availability Agent encryption Info Tags

HDStS Graup | all

test Applications 1 ltems 45 Triggers 33 Graphs6  Discovery  Web zabbix Template App Enabled
agent Zahhix Server
10050

Zabbixserver Applications 1 llems121 Triggers 64 Graphs 20 Discovery2 Web zabbie  Templale App Enabled [
agent Zahhix Server,
10050 Template 05
Linux {Template
App Zabhix
Agent)

Displaving 2 of 2 faund

0 selected
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2. Click on the host. The host details are displayed.

Allhaosts / test  Enabled Applications 1 ltemz45  Triggers 33 Graphs6  Discoveryrules  YWeh scenarios

Host  Templates  IPMI Tags  Macros  Inventory  Encryplion

“Hostname | test

Wisible name

*Groups | g

Gelect

~ Alleast one interface must exist

Agentinterfaces P address DME hame Cannectto Fort Default

zahhix-agent IP

10050 ® Remove

Add

SNMP interfaces Al

JMH interfaces Add

IPMlinterfaces Add

Description

A4
Monitared by proxy | (ho prox j

Enabled [+

‘ Clone | ‘ Full clane | | Delate ‘ ‘ Cancal ‘

3. Click the Encryption tab above the host details. The host Encryption page
opens.

Allhosts ! test  Enabled Applications 1 lterns 45 Triggers 33 Graphse  Discoveryrules  Web scenarios

Host  Templates  IPMI Tags  Macros  Inwentary  Encryption

Caonnections to host Mo encryption FSK Cettificate

Connections frorm host [« Mo encryption
PEK
Cetificate

Update | Clone ‘ | Full clone ‘ | Delete ‘ | Cancel ‘

4. In the Connections to host section, click PSK.
5. In the Connections from host, select PSK.
6. Complete the following fields.

Field Value

PSK Identity PSK_Mipocket_Agent

echo PSK Encryption key from the zabbix_agentd.psk file

7. Click Update.
8. Stop and restart the MISM console.

3.6.3. Creating an encrypted password for a host
1. Go the MISM installation directory.

2. Generate an encrypted password using the following command:

| $ generate_encrypted_password_for_zabbix.sh --password=<host BMC password>

3. Copy the encrypted password.
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4. From the Configuration menu, click the Hosts tab. The Hosts page opens.

HDStS Graup | all
Filter Y
Name & Applications Iltems Triggers Graphs Discovery  Web |Interface  Templates Status Availability Agent encryption Info Tags
test Applications 1 ltems 45 Triggers 33 Graphs6  Discovery  Web zabbix Template App Enabled
agent Zahhix Server
10050
Zabbixserver Applications 1 llems121 Triggers 64 Graphs 20 Discovery2 Web zabbie  Templale App Enabled [
agent Zahhix Server,

10050 Template 05
Linux {Template
App Zabhix
Agent)

Displaving 2 of 2 faund

0 selected

5. Click the host. The host details are displayed.

Allhaosts / test  Enabled Applications 1 ltemz45  Triggers 33 Graphs6  Discoveryrules  YWeh scenarios

Host  Templates  IPMI Tags  Macros  Inventory  Encryplion

“Hostname | test

Wisible name
*Graups Select
type here to search
~ Alleast one interface must exist
Agentinterfaces P address DME hame Cannectto Fort Default

zabhi-agent IP - 10050 ® Remove
Add
SNMP interfaces Al

JMH interfaces Add

IPMlinterfaces Add

Description

Monitared by proxy | (ho prox j

Enabled [+

‘ Clone | ‘ Full clane | | Delate ‘ ‘ Cancal ‘

6. Click the Macros tab above the host details. The host Macros page opens.

Allhosts | test  Enahled Applications 1 terns 45 Triggers 33 Graphse&  Discoweryrules  \Web scenarios

Host  Templates  IPMI Tags  Macros  Inentory  Encryption

Inherited and host macros

Macro Walue
{EMACRO} = | value Remove
Add

‘ Clone ‘ | Full clane | ‘ Delete | ‘ Cancel |

7. Paste the encrypted password in the Value field of the {$PASSWORD?}
macro.

8. Click Update.
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3.7. Enabling syslog forwarding

3.7.1. Importing the Atos Rsyslog template

1. From the Configuration menu, click the Templates tab. The Templates
page opens.

Templates Group| all
Fiter 7
Marme Tags
Linked templates | fype here o search Select Equals || value
Add
[Feset ]

Mame a Applications lterms Triggers Graphs Screens  Discovery  Wek
Template App Apache Tomcat JMH Applications 5 lerns 32 Triggers s Graphs4  Screens  Discovery  Wek
Template App FTP Service Applications 1 lterns1  Triggers1  Graphs Screens  Discovery  Wek
Template App Generic Java JX Applications8  ltems S5 Triggers 26 Graphs 11 Screens  Discovery  Wek
Template App HTTP Serice Applications1 ltems1  Triggers 1 Graphs Screens  Discovery  Wek
Template App HTTPS Service Applications1 ltems1  Triggers 1 Graphs Screens  Discovery  Wek
Template App IMAP Service Applications1 lterms1  Triggers 1 Graphs Screens  Discovery  Wek
Termplate App LDAP Serice Applications 1 fterns1 Triggers 1 Graphs Sereens  Discovery  Wek
Template App MNTP Service Applications 1 Iterns1 Triggers 1 Graphs Screens  Discovery  Wek
Template App NTP Service Applications 1 lterns1 Triggers 1 Graphs Screens  Discovery  Wek
Template App POF Service Applications 1 Iterns1 Triggers 1 Graphs Screens  Discovery  Wek
Template App Remote Zabbix proxy Applications 1 Items 32 Triggers 23 Graphs4  Screens 1 Discovery  Wek
Ternplate App Rermate Zabbix sever o ———

— T

-\-_.___ _/m:igg_ersﬂ Graphs Screens  Discovery Wik
Template Met Extrerne EXOES SMMPv2 Applications 9 ltems19 Triggers 11 Graphs1  Screens  Discoverys ek

- 2 > Displaying 1 to 50 of 83 found

2. On the right-hand side of the screen, click Import. The Import page
opens.

Import

“Importfile |_Parcourr.. |Aucunﬂchier5é\ectiunné

Rules Update existing Create new Delele missing

Groups o
Hosts

Templates

Template screens N
Template linkage
Applications
ltemns

Discovery rules
Triagers

Graphs

< &) &) &) [&][&] 8] [&

< &) &) %] &

Wieb scenarios
Screens

Maps

Images

Walue mappings v

3-22 Management Console User's Guide



3. In the Import file section, click Browse and indicate the path to the

template.

Note The templates are delivered in a sub-directory of the MISM installation
directory: \zabbix\server\externalscripts. They can be copied to any
local directory.

4. Click Import.

3.7.2. Linking the Zabbix server host to the Atos Rsyslog template

1. From the Hosts page, click on Zabbix server host. The host details are
displayed.

Allhosts 7 Zabbix server  Enabled  [EER]

Applications 11 ltems 121 Triggers 64 Graphs 20 Discoveryrules2  WWeb scenarios

Host  Templates  IPMI Tags  Macros  Inventory  Encryption

*Hostname | zabhix-serer

Visible name | Zabhix server

*Groups |

Select

* Atleast one interface must exist

Agentinterfaces IP address DMS nams Connectto Fort Default

IF 10050 ()

zahhi-agent

Add

SNMP interfaces 2

JMK interfaces 2o

IPMIinterfaces Ao

Description

Manitored by prowy | (ho prosy) j

Enabled |v

‘ Clone | ‘ Full clone | | Delete ‘ ‘ Cancel ‘

Click the Template tab above the host details. The host Template page
opens.

Allhosts [ Zabbixserver  Enahled

Applications 11 Items 121 Triggers 64 Graphs20  Discoveryrules 2 Weh scenarios
Host  Templates  IPMI Tags  Macros  Inventory  Encrvption
Linked templates  rjame Action
Template App Zabbix Server Unlink Unlink and clear
Ternplate OF Linux Unlink Unlink and clear
Link new termplates
Select

Add
Update | Clone | ‘ Full clone ‘ | Delete ‘ | Cancel |

In the Link new templates section, click Select and select the Atos

Rsyslog template.

Click Add. The Atos Rsyslog template appears in the Linked templates

section.
Click Update.
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3.7.3. Displaying the logs

1. From the Monitoring menu, click the Dashboard tab. The last selected
dashboard opens.

2. 1If the displayed dashboard is not the Rsyslog dashboard, click All
dashboards and click Rsyslog dashboard in the dashboard list.
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3.8. Configuring nmap

3.8.1. Creating a nmap discovery rule

1. From the Configuration menu, click the Discovery tab. The Discovery
rules page opens.

Discovery rules

Filter 7

Displaying 1 of 1 found

Mame Status Enabled | Disahled
MName a IP range Proxy Interval Checks Status
mipocket HEpead e KL HK 40-50 10m Zabbix agent Enabled
0 selected

Zahbix 4 4.1.© 2001-20149, Zahhix 514

2. Click the Create Discovery rule button. A new page opens.

Discovery rules

*Mame |

Discovery by proxy

*IP range

* Update interval

*Checks

Device unigueness criteria

Hostname

Visible name

Mo prozy j

OO Y

h

MNew

& |P address

® DMNS name

IF address

#® Hostname
DrE name

IF address

Enabled [+

Zahbhix 4.4.1. @ 20012019, Zabhix SIA

3. Complete the Name and IP range fields.

4. Configure the check type.

In the Checks section, click New and perform the following actions:

a. From the C
b. Click Add.

heck type drop-down list, select HTTPS.

Chapter 3. Monitoring resources

3-25



5. Save the discovery rule.
Click Add to complete changes.

The nmap discovery rule is created.

@ Discovery rule created

Discovery rules

Filter Y7

Mame I:| Status Enabled | Disabled
o

MName a IF range Prosy Interval Chetcks Status
mipacket RHEL KKK KR 40-50 10m Zabhixagent Enahled
nmap HER L KRE KR KK 34-44 Th HTTFS Enabled

Displaying 2 of 2 found

0 selected

Fahbix 4 41.© 2001-2018, Zabhix 514

3.8.2. Creating a nmap action

1. Configure a new action

1. From the Configuration menu, click the Actions tab. The Actions page

Actions Event source | Discowery
Filter Y/
e [ Status Enabled | Disabled
Em
MName a Conditions Operations Status
Auto discowery. Linux servers, Received value containg Linux Add host Disahled
Discovery status equals Lp Add to host groups: Linux seners
Service type equals Zabbix agent Link to templates: Template Hw Atos BullSequanaEdge LLD
Host P eguals X000 X 10 27, X000 XK1 Enahle host
Set host inventory mode: Automatic
mipacket discover Discovery mle equals mipocket Add host Enabled
Displaying 2 of 2 found
0 selected

Zahbix 4 4.1.© 2001-20149, Zahhix 514

2. From the Event source drop-down list, select Discovery.
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3. Click the Create action button. A new page opens.

Actions
Action  Operations

* Mame

Conditions  Labsl Narme Action

MNew condition
Discaovery rule j egquals j Select

Add

Enabled v

* Al least one operation must exist.

Zabhix 4 4.1.@ 2001-2019, Zahhix SIA

4. Complete the Name field.
5. Add a new condition.
In the New condition section, perform the following actions:
a. Select Discovery rule and equals from the drop-down lists.
b. Click Select.
c. Select the nmap discovery rule.
d. Click Add.

2. Configure the operations
1. Click the Operations tab.

Actions

Action Operations

Default subject | Discovery {DISCOYERY.DEYICE STATUS}H{DISCOVERYDEYICE IPADDRESS)

Default message | Discovery rule: {DISCOVERYRULE NAME} =

Device IP: {DISCOVERYDEYIGE IPADDRESS!

Detice DN {DISCOVERY DEVICE DNS}

Desice status: (QISCOVERYDEYICE STATUS) —
Device Upime: {DISCOVERYDEVICE. URTINE:

Dexice service name: {DISCOVERYSERVICE NAME} ZI
Operations  Deigls Action
Mew

* At least one operation must exist,

Fahbix 4 41.@ 2001-2019, Zahhix SIA
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2. Add the Add host operation.
a. In the Operations section, click New.
b. In the Operation details section, perform the following actions:
i. From the Operation type drop-down list, select Add host.
ii. Click Add.
The Add host operation is added.

Actions
Action  Operations
Default subject | Discovery {DISCOVERYDEVICE STATUSHDISCOVERYDEVICE IPADDRESS}
Device IF: {DISCOVERYDEVICE IPADDRESES}
Device DNE: {DISCOVERY.DEVICE DMNES}

Device status: {DISCOVERYDEYICE STATUS}
Device uptime: {DISCOVERYDEYICE UPTIME}

Default message | Discowery rule: {DISCOVERYRULE MAME} j

EN

Device service name: {DISCOVERY.SERVICE.NAME}

Operations  Detajls Action
Add host Edit Remave

MNew

*Atleast one operation must exist

Zahbix 4.4.1. @ 2001-2018, Zabhix 514

3. Add the Add to host group operation.
a. In the Operations section, click New.
b. In the Operation details section, perform the following actions:
i. From the Operation type drop-down list, select Add to host group.

Actions
Action Operations
Default subject | Discovery {DISCOYERY.DEYICE STATUS}H{DISCOVERYDEYICE IPADDRESS)
Device IP:{DISCOVERY.DEVICE.IPADDRESE}
Device OMS {DISCOVERYDEVICE DNS}

Device status: {DISCOVERYDEVICE STATUS}
Device uptime: {DISCOVERY.DEVICE.UPTIME}

Default message | Discovery rule: {DISCOVERYRULE NAME} j

AN

Device service name: {DISCOVERYSERVICE. NAME}

Operations  Deigls Action
Add host Edit Rermove

Operation details
Operationtype | Add to host group j

* Host groups Select

Add Cancel

* At least one operation must exist

Zabbix 4 41 200120149, Zahbix SIA

ii. In the Host groups field, click Select.
iii. Select Discovered hosts.
iv.Click Add.

Management Console User's Guide



The Add to host group operation is added.

Actions
Action  Operations

Default subject | Discovery: {DISCOVERYDEVIGE STATUS} {DISCOVERY.DEVICE.IFADDRESS}

Default message | Discowery rule: {DISCOVERY.RULE MAME}

Device [P {DISCOVERYDEVICE IPADDRESS}
Dewice DNE: {DISCOVERY.DEVICE DMNE}

Device status: {DISCOVERYDEVICE STATUS}
Cevice uptime: {DISCOVERYDEWICE UPTIME}

Device service name: {DISCOVERY.SERVICE.NAME} 2‘
Operations  Cezjls Action

Add host Edit Remove

Add to host groups: Discovered hosts Edit Remove

*Atleast one operation must exist.

Zahbix 4.4.1. @ 20012019, Zabhix 514

4. Save the action.
From the main page, click Add to complete changes.

The nmap discovery action is created.

() Action added

Actions Eventsource Discovery
Filter Y
Mame l:l Status Enabled Disabled

Marme a Conditions Operations Status
Auto discavery. Linux servers. Received value contains Linus Add host Disabled

Dizscovery status eguals Up Add to host groups: Linux servers

Service type equals Zabbix agent Link to templates: Template Hw Atos BullSequanaEdoe LLD

HostIP equals XX00XX.X7-127, X000 XXX Enable host

Set host imventory mode: Automatic

mipocket discover Discovery rule equals mipocket Add host Enabled
nmap discovery Dizcovery rule equals nmap Add host Enabled

Add to host groups: Discovered hosts

Displaying 3 of 3 found

0 selected

Fahbix 4 41.@ 2001-2019, Zahhix SIA

3. Check the hosts
From the Configuration menu, click Hosts.

Chapter 3. Monitoring resources 3-29



3.9.

3.9.1.

Setting up email alerts

Configuring an mail server

1. From the Administration menu, click the Media types tab. The Media
types page opens.

Media types
Name a  Type Status Used in actions
Email Email  Enzbled
SMS SM3 Enabled

0 selected

Status Enahled
=

Details

SMTP server: "mail example.com”, SMTP helo: “example.com®, SMTP email: "zabhix@example.com®

GSM modem: “devittyS0"

Zabhix 4.4.1.@ 2001-2013, Zahhix 1A

Creats media type

Filter 7

Disahbled

Action
Test
Test

Displaying 2 of 2 found

2. Click Create media type. A new page opens.

Media types

Mediatype  Options

*Mame

Tupe

~ SMTP server
SMTP =erver port
* BMTP helo

* SMTR email

Connection security

Emall j

mail.example.com
25
exarmple.com

zabhixg@example.com

STARTTLS

S5LTLS

Authentication Usernarme and password

Message format

Cescription

Enabled

AILIES  Plain text

e

Zabhix 4.4.1.@2001-2018, Zahhix SIA

3. Complete the Name field.

4. Select Email from the Type drop-down list.

3-30

Management Console User's Guide



5. Complete the SMTP server, SMTP helo and SMTP email fields as

required.
Example

Media types
Mediatype  Options

Fhame | MyEmail
Type | Emall j
TEMTP server | KKK KK
SMTP =erver port 25
*EMTF helo  atos.net

*EMTR email | XX xx@atos.net

Connection security STARTTLS S5LTLS

Authentication Usernarme and password
Message format Plain text

Cescription

Enabled v

Zabhix 4.4.1.@2001-2018, Zahhix SIA

6. Click Add to complete changes.

The media type is created.
Example

@ Media type added

Media types Create media type
Fiter Y7
Mame l:l Status Enabled | Disabled
Mame & Type Status Used in actions Details Action
Email Email  Enzbled SMTF server "mail example.com®, SMTP helo: "example.com®, SMTP email: "zabhix@example com” Test
MyEmail  Email  Enabled SMTP sarer W)X %K), SMTP helo: "atos net’, SMTP email "xX. XX @atos net' Test
SMS SMS Enabled G5M modem: "/devttyS0" Test
Displaying 3 of 3 found
0 selected

Fahbix 4 41.@ 2001-2019, Zahhix SIA

7. Click Test to send a test email.
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3.9.2. Creating an action

1. From the Configuration menu, click the Actions tab. The Actions page
opens.

Actions B souree Tiogers =] |
Fitor '
Hier Shalss Enabled | Disablied
[z

Hepor problens to Zabbo sdministrators Sand Messaye 0 USer Qroups: Zaboi administrators va sl media Disabled

From the Event source drop-down list, select Triggers.
Click the Create action button. A new page opens.

Actions

Action  Operations  Recaowery operations  Update operations

* Mame
Conditions  Labsl Narme Action
New condition
Trigger name j containg j
Add
Enabled v

* Al least one operation, recovery operation or update operation must exist

Zabhix 4 4.1.@ 2001-2019, Zahhix SIA

4. Complete the Name field.
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5. Click the Operations tab.

Actions

Action Cperations Recovery operations

* Default operation step duration

Default subject

Cefault message

Pause operations for suppressed problems

Cperations

Update operations

=

Prablem: {EVENT NAME}

Problem started at {EVENTTIME] on {EVENT.DATE}
Problemn name: {EVENT.MNAME}

Host {HOST NAME}

Severity {EVENT SEVERITY}

Original problem 10: {EVENT.ID}
{TRIGGER.URL}

#

v

Steps Details Startin Duration Action

* At least one operation, recovery operation or update operation must exist,

Zahbhix 4.4.1. @ 2001-2019, Zahhix §1A

6. In the Operations section, click New.

Actions

Action Cperations Recovery operations

* Default operation step duration
Default subject

Default message

Pause operations for suppressed problems

Operations

Operation details

Update operations

1

=

Prablem: {EVENT NAME}

Prablem started at{EVENT TIME} on {EYENT DATE}
Problem name: {EVENT.MNAME}

Host {HOST NAME}

Severity {EVENT.SEVERITY}

Criginal problem 10 {EVYENT.ID}
{TRIGGER.URL}

A

v

Steps Details Startin Curation Action

Steps 1 1 (0- infinitely)
Step duration | 0 {0 - use action default)
Cperation type | Send message J
*Atleastone user or user group must be selected,
Sendto Usergroups  User group Action

Add

SendtoUsers  zer Action

Send only to

Cefault message |v

Conditions | abe| Mame Action

Add Cancel

* Atleast ong operation, recovery operation or update aperation must exist

Zahbhix 4.4.1.@ 2001-2019, Zahbix S1A

Chapter 3. Monitoring resources

3-33



7. In the Operation details section, perform the following actions:
a. Add the message recipient
If the recipient is a user:
i. In the Send to Users section, click Add.
ii. Select the user required.
If the recipient is a user group:
i. In the Send to User groups section, click Add.
ii. Select the user group required.

b. From the Send only to drop-down list, select the media type previously
created.

c. Click Add.

Example

Actions

* Dufaut operalion stop duralion | 1h
Defaul subject | Problem: (EVENTMAME)

Default message Tobi: EIEVENT TIME} on [EVENTDATE}

VENT.NAME)

[TRIGHER URL}

Fause oparations 1or SUPPressed problems |+

Operations
1 Send messane to users: Admin (Zabbe: Adrminiztrator) via MyEmall Immedistely Defsult  Cdilt Remove
Mew

Atleas! one operation, recovery operation of upcale operation must sxsl

8. Save the action.
Click Add to complete changes.

The action is created.
Example

@ Action added

Actions Event source Tripgers Rl creste action
Fiter W
Wame |: Stawz m Enabled | Disabled
Rooal |
i

Serl nessage 10 Gser groups: Jaobic adminsiratons s all media

Seend mmssage o wsers: Admin (Zabibix Admingstrator) vie My rmail
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3.9.3. Configuring the user

1. From the Administration menu, click the Users tab. The Users page

Users User graun Al
Allag Name Surname Useryme m Zabbiclizer Zabib Admin Zabbix Super Admin

[

Name  Sumame gar fpe
Zabbix  Adrministralor Zabhix Buper Adrnin
quest Zabbix Uiser 0 (2020-02-26 12.11:27,

2. Select the user required. A new page opens.
3. Click the Media tab.

Users

User  Media  Permissions

Wedia  Type Send to Wihen active Usge if sewerity Status Action
Add

Zabhix 4.4.1.® 2001-2019, Zabbix SI4
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4. In the Media section, click Add. The Media page opens.

Example

Users

Media

Tioe | MhEME d
" gend to
i
vy
Wihen actve | 1-7,00:00-24:00

Use & seventy Notclass®ed
Infarmation
Yiaming
[l awerage
| High

+| Disaster

Enublod v

a. From the Type drop-down list, select the media type previously created.
b. Complete the fields as required.
c. Click Add.

Example

Users

1.7,00.00-24 00 B =i Fddil Remion

5. Click Update to complete changes.
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3.10. Setting up SMS alerts

This procedure uses the zabbix-smsmode script. It allows a SMS to be sent via
the smsmode provider.

Note The zabbix-smsmode script is delivered in a sub-directory of the MISM
installation directory: \zabbix\server\alertscripts.

Prerequisites

e Zabbix-smsmode script is available.

https://www.smsmode.com/en/ is accessible by the server.

e An access key has been created.

See The smsmode site to generate an access key:
https://ui.smsmode.com/.

3.10.1. Configuring the SMS

1. From the Administration menu, click the Media types tab. The Media
types page opens.

Media types
Filter Y
e [ ] stams Enabled | Disabled
Em
Name a  Type Status Used in actions Cetails Action
Email Email  Enzhbled SMTP server: "mail example.com”, SMTP helo: “example.com®, SMTP email: "zabhix@example.com® Test
SMS SM3 Enabled GSM modem: “/devityS0"

Test

Displaying 2 of 2 found

0 selected

Zabhix 4.4.1.@ 2001-2013, Zahhix 1A
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2. Click Create media type. A new page opens.

Media types

Mediatype  Options

*Mame

Tupe

~ SMTP server
SMTP =erver port

* BMTP helo

* SMTR email
Connection security
Authentication
Message format

Cescription

Enabled

Emall j

mail.example.com
25
exarmple.com
zabhixg@example.com
- STARTTLS

S5LTLS

Usernarme and password

AILIES  Plain text

#

=

Zabhix 4.4.1.@2001-2018, Zahhix SIA

Complete the Name field.
Select Script from the Type drop-down list.

Enter zabbix-smsmode in the Script name field.

o v kW

In the Script parameters section, add the following settings.

Parameter Value
--message {ALERT.SUBJECT} - {ALERT.MESSAGE}
--to {ALERT.SENDTO}
--accessToken Acces key generated by smsmode
Example
Media types
Tyoe | Seript d

Enabled |v
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3.10.2.

7. Click Add to complete changes.

The media type is created.

Example
Media types
Mame

Mame a Twpe  Status Used in actions
Ernail Email  Enabled
SME SMS  Enabled
SMS France Seript Enahled

0 selected

Create media type

Status Enabled | Disabled

Details

SMTF server "mail.example.cam”, SMTP helo: "example.com”, SMTF email: "zabbix@example.cam”

GEM modem: "fdevityS0"

Script name: "zabbix-smsmode”

Zabhix 4 4.1.@ 2001-2018, Zabhix 514

8. Click Test to send a test SMS,

Creating an action

1. From the Configuration

opens.

Actions

Harn

Fepar problenss to Zabbi sdminisirators

Filter

Action
Test
Test

Test

Displaying 3 of 3 found

menu, click the Actions tab. The Actions page

e - |

Shalss m Enabled | Disablied

- [

Sand Mmessaje 1o user groups: Laboi administrators va sl media

Fiter T

2. From the Event source drop-down list, select Triggers.

Chapter 3.

Monitoring resources

3-39



3-40

3. Click the Create action button. A new page opens.

Actions

Action  Operations  Recaowery operations  Update operations

* Mame
Conditions  Labsl Narme Action
New condition
Trigger name j containg j
Add
Enabled v

* Al least one operation, recovery operation or update operation must exist

Zabhix 4 4.1.@ 2001-2019, Zahhix SIA

4. Complete the Name field.
5. Click the Operations tab.

Actions

Action Cperations Recovery operations Update operations

* Default operation step duration h

Default subject | Problem: {EVENT.NAME}

Default message | Problem stated at {EVENT TIME} on {EVENT.DATE}
Problemn name: {EVENT.MNAME}
Host {HOST NAME}
Severity {EVENT SEVERITY}

Original problem 10: {EVENT.ID}
{TRIGGER.URL}

Pause operations for suppressed problems  |v

Operations  gteps Details Startin

* At least one operation, recovery operation or update operation must exist,

Duration

Zahbhix 4.4.1. @ 2001-2019, Zahhix §1A
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6. In the Operations section, click New.

Actions

Action Cperations Recovery operations Update operations

=

* Default operation step duration | 1
Default subject | Problem: {EVENT.NAME}
Default message | Problem started at {(EVENT.TIME} on {EVENT DATE}
Problem name: {EVENT.MNAME}
Host {HOST NAME}
Severity {EVENT.SEVERITY}

Criginal problem 10 {EVYENT.ID}
{TRIGGER.URL}

A

Pause operations for suppressed problems |«

Operations  sieps Details Startin Duration Action

Operation details
Steps 1 1 (0- infinitely)

Step duration | 0 {0 - use action default)

Cperation type | Send message

*Atleastone user or user group must be selected,

Sendto Usergroups  User group Action
Add

SendtoUsers  zer Action

Send only to

Cefault message |v

Conditions | abe| Mame Action

Add Cancel

* Atleast ong operation, recovery operation or update aperation must exist

Zahbhix 4.4.1.@ 2001-2019, Zahbix S1A
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7. In the Operation details section, perform the following actions:
a. Add the message recipient
If the recipient is a user:
i. In the Send to Users section, click Add.
ii. Select the user required.
If the recipient is a user group:
i. In the Send to User groups section, click Add.
ii. Select the user group required.

b. From the Send only to drop-down list, select the media type previously
created.

c. Click Add.

Actions
n Uperations Hecovery cperation
* Dl operiion sdop duration | 1h
Default subject | Problem: {EVENT. NAME]
Defaumessage | Problim starlid al [EVENT TIME) an [EVENT DATE)

Prabilim narne. (EVENTHAME]
Hogl. [ |
Stenaity [EVENT SEVERITY|
Guiginal probiliem 10 [EVENT D)
[TRIGGER LAL

Patisa: operidians far suppsssod problims (v

Operations

1 Sanl message 1o usars: Admin (2abbic Administralon via SMS France Immedistely Default  Edi Remove

™ B e ast one OPEration, recovery cOaranon or update operalion Must exst
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8. Save the action.
Click Add to complete changes.

The action is created.
Example

@ Action added
Actions Everd sourca | Triggers j m

Fimer W
Name status m Ensbled | Dizabled

ems to Zabibte sgminiztrators S messane (o user aroups: Zaohix aominisraors Wa &l madis

testFE SEnd TESSAYE 10 WEArs: A0MIN (L3N0l ASmInstraton via SN France

3.10.3. Configuring the user

1. From the Administration menu, click the Users tab. The Users page

Users User group Al A creste s
fimer W
Allag HName Surname Useryme m Zabbiciser Zabbb Admin Zabbix Super Admin
[
AllFE & Narme Sumame iser ype
atmin  Zabhin  Adminighalor  Zabhis Super Adrmin
quest Zabbbe Uisar 7 (2020-02-2612:21:27)

2. Select the user required. A new page opens.
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3. Click the Media tab.

Users

User  Media  Permissions

Wedia  Type Send to Wihen active Usge if sewerity Status Action
Add

Zabhix 4.4.1.® 2001-2019, Zabbix SI4

4. In the Media section, click Add. The Media page opens.

Example

Users
HMedia

Tip

SMS France =

T Sendlo  UK1Z345678
rer el
B - whonaesee [ 1700002400
Uiz If severity Kot clagsifed
nformason
Waning
[ Average
w High
+ Disastar

Ensdles

a. From the Type drop-down list, select the media type previously created.
b. Complete the fields as required.
c. Click Add.
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Example

Users
Eer HMedia Parmisssns
Minifia p end 1 0 At
BME Framce  0B1234567T8  1.7,0000-24 00
Add

Bl Foobid Edit Resmoa

5. Click Update to complete changes.
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3.11.

3.11.1.

3.11.2.

3.11.3.

3.11.4.

Monitoring resources

See Zabbix documentation for more information:
https://www.zabbix.com/documentation/4.4/manual/web_interface/fro
ntend_sections/monitoring

Click the Monitoring menu to display the information.

Dashboard

Click the Dashboard tab to display summaries of all the important information.

A dashboard consists of widgets and each widget is designed to display
information of a certain kind and source, which can be a summary, a map, a
graph, the clock, etc.

Widgets are added and edited in the dashboard editing mode. Widgets are
viewed in the dashboard viewing mode.

While in a single dashboard you can group widgets from various sources for a
quick overview, it is also possible to create several dashboards containing
different sets of overviews and switch between them.

The time period that is displayed in graph widgets is controlled by the time
period section located above the widgets. The time period selector label,
located to the right, displays the currently selected time period. Clicking the tab
label expands and collapses the time period selector.

Note that when the dashboard is displayed in kiosk mode (accessible from the
full screen mode) and widgets only are displayed, it is possible to zoom out the
graph period by double clicking in the graph.

Host menu

Click a host in the Problems widget to bring up the host menu. It includes
links to inventory, latest data, problems, graphs and screens for the host.

Problems

Click the Problems tab to display current problems. Problems are triggers that
are in the Problem state.

Host menu

Click a host in the Problems section to bring up the host menu. It includes
links to inventory, latest data, problems, graphs and screens for the host.

Overview

Click the Overview tab to display an overview of trigger states or a comparison
of data for various hosts at once.

Host menu

Click a host in the Overview section (Hosts: left) to bring up the host menu.
It includes links to inventory, latest data, problems, graphs and screens for the
host.

Web

Click the Web tab to display current information about web scenarios.
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3.11.5. Latest data

Click the Latest data tab to view the latest values gathered by items as well as
to access various graphs for the items.

Host menu

Click a host in the Latest data section to bring up the host menu. It includes
links to inventory, latest data, problems, graphs and screens for the host.

3.11.6. Graphs
Click the Graphs tab to display any custom graph that has been configured.

3.11.7. Screens

Click the Screens tab to configure, manage and view Zabbix global screens and
slide shows.

Host menu

Click a host in the Screens section (in Host issues and Host group issues
widgets) to bring up the host menu. It includes links to inventory, latest data,
problems, graphs and screens for the host.

3.11.8. Maps

Click the Maps tab to configure, manage and view network maps.

Host menu

Click a host in the Maps section to bring up the host menu. It includes links to
inventory, latest data, problems, graphs and screens for the host.

3.11.9. Discovery

Click the Discovery tab to review results of network discovery. Discovered
devices are sorted by the discovery rule.

3.11.10. Services

Click the Services to review the status of IT infrastructure or business
services.
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