NEC

Installation Manual

Document Rev.1.33



NEC DianaScope Installation Manual

Contents
FTONME COVET ...t e bbbttt e e sh b s bbb e s e e eb e b b e b e bt 1
L0011 (<] 0 TP TP ST R U PV P PP PSP 2
TTAORIMAIKS. ... vttt b bbbt b bkt bt e bt e b e ekt e bbbt e bt ekt r et ekt e n e et an e ereanes 5
ADOUE THIS DOCUIMENL ...ttt ettt et b e b et b b b e bt e bt bt e e bt e b ekt an e bt an et e anes 6
About Download of the Latest DIANASCOPE .........eiireiieieeiiie ettt sttt bbbttt e bbb be e 7
Chapterl  ADOUL NEC DIGNASCOPE. .. .cueiuiauieiiteite sttt st sttt be bt e e e b e sbesbesbe s st es e e s enbesbesbesbesaeeneenes 8
IO R o] 1 ¢ o0 1< | PO TPV UURTOUROPPTOPTO 9
1.2 CONNECTION TYPES ...ttt etee ettt sttt bttt et b e bt bbbt e s e b e b e bt e bt e bt e Rt eme e e et e st ebe st e e beenee e ennas 10
1.3 FUNCHIONS ..ttt b bbbt b bbbt b et b e bt b bbb et b et 11
131 DianaScope AGENt FUNCLION ........ciiiiee e 13
Chapter2  SYSTEM REQUITEMENTS .......cuiiiitiie ittt ettt sttt b bbbt b e e e be b e besbeebeeb e e e eneeneennas 14
2.1 DIBNASCOPE SEIVET .....eititeitieteeteeteatetesteetesteaaeete et esbeseesbesbeabe et e eseeneenbeabe ke sbeebeabeemeeseenbenbesbeabeeneannees 14
211 DiIANaSCOPE MANAGET ...cueeuiieiite ittt ettt e bbbttt e e b b sbe bt e e et e nee e e 14
212 DiIaNaSCOPE PXE SEIVICE .....ccuiiuiiuieiieieie ettt sttt bbbt b et ee e e 16
2.2 WWBD CHIBNT. ..ttt 16
P B |V - Lo T [= o =] T OO SO SURURPP 17
231 DIANASCOPE AGENT ...ttt sttt et bbbttt et b e bbb et e st et e bbb sbenreeneas 17
2.4 Requirements for Connection between the DianaScope Server and Managed Server ..................... 19
24.2 Notes on Managed Servers and NetwWork DEVICES ........cc.ccoeiererireninieeiee e 20
2.5 Port nUmMDBErs that DIANASCOPE USES .....ecuieuerueeieieieirie st stesteeieeseeseeste st sbesbesbesbe e eneeseesaesbesbesbesseeneees 22
251 Web Client €= DIaNaSCOPE SEIVET .....cc.iiiiiriiiieieiie ettt s 22
252 DianaScope Server €= Managed SEIVET ........coiiiiiieieriee e 22
253 DianaScope Server €= EM Card........ccooo i 23
254 DianaScope SErVEr INSIAE .......cc.oiiiiiiiicie e b 23
Chapter3  DianaScope Manager INSallation ... 24
3.1  DianaScope Manager Installation for WINAOWS...........c.coeiiiiiniieiniee e 24
311 Check before INSTallAtion.............cciiiii e 24
3.1.2 Start the INStallation MENU...........cciiiiie e 24
3.13 INSEAI thE JRE ...t ere 25
3.14 INSEAll the TOMCAL.......cviieieie e 27
3.15 Install the DianaSCOPE MANAGET ........c.eiiiiiieieieiete ettt bbb ee e e 29
3.16 Install the DianaSCOPe PXE SEIVICE ......oouiiiiiiiiiiieie et e 32
3.2 DianaScope Manager Un-installation for WINAOWS ...........cocoiiiiiiiiiiese e 33
3.3 JRE UPate TOr WINUOWS .....ceeiuiiiieieiteite sttt sttt st sttt bbbt e e enee e 34
3.4 DianaScope Manager Installation fOr LINUX ..........ccooeiiiieiiiiieniseseeeee e 35
34.1 Check before INSTallAation.............ccriiii e 35
3.4.2 INSEAI thE JRE ...t ere 35
3.4.3 INSEAll the TOMCAL.......cviieieie e 36
344 Install the DianaSCOPE MANAGET ........c.eiiiirieiieieieie ettt e b e 37
3.5  DianaScope Manager Un-installation fOr LINUX ........c.ccoiiiiiiiiiineieeeee e e 39
35.1 Uninstall the DianaSCoPe IMENAGET .........couiiiiiiiieie et sbe e 39
35.2 UNINSEall te TOMCAL ........ooveiiviicc e 39
353 UNINSEAHT TNE JRE ... 39
3.6 JRE UPAALE TOF LEINMUX ...vitiitiitieiieiieieste sttt sttt st bbbttt bbbt neenee e 40
3.7 [0 o [ OSSOSO P TR PRORRPRN 41
3.8 REQIStEr the SEIVEI LICENSE. ... .oiuiiiiitiiiiiii ettt bbb bbbt ne e e 42
3.9 SEttiNg ENVIFONMENL.. ..ottt bbbt b bbb et bbb bt et e e e enee s 42
39.1 SEEA MOUBIT ...ttt bttt et b et eb b 42
B L0 SOttt bR R R R R R R e R R e bR e bt r ekt r e ere s 43
Chapterd  DianaScope Agent INSTAHALION ..........ciiiiiiiii e e 45
4.1  DianaScope Agent Installation fOr WINAOWS ...........cooiiiiiiiineiiee e e 45
411 Check before INSTAllAtioN...........cccriiii e 45



NEC DianaScope Installation Manual

412 Start inStallation MENU ..o e 45

413 INSEAII thE JRE ..ot 45

414 Install the GUI remote console TUNCLION .........ccocvieiiiiiiiieece e 46

415 Install the DIaNaSCOPE AGENT .......eiieiiiieite ettt e sb bbb 46

4.1.6 Confirm whether the setting of DianaScope AQent OPENS.......c.ccvereiierererenereeeeee e 50

4.1.7 Change the LAN port that DianaSCope AGENT USES. .......coverererirerieierienie e eiee e 51

4.2 DianaScope Agent Uninstallation for WINAOWS............ccoiiiiiiiiiiiee e 52
4.3 JRE UPAAte TOr WINAOWS ... .oeiieiiiiieieieiieieie sttt bbbt st sbe bttt e e e 52
4.4  DianaScope Agent INStallation FOr LINUX ........cccooiiiiiiiiiniiiee e 53
441 Check before INSTAllAtioN...........cccriiii e 53

442 INSEAII thE JRE ..ot 53

443 Copy and extract DianaScope Agent inStaller ... 54

444 Install the DIaNaSCOPE AGENT ..ottt sb bbb 54

445 Confirm whether the setting of DianaScope AQent OPENS.........covereiererereneneeeeee e 55

4.4.6 Change LAN port that DianaSCope AQENT USES..........ccrieerieriereriesiesieseeieeeenee e see e seeseeens 55

45  DianaScope Agent Uninstallation fOr LINUX ... e 56
451 Uninstall the DIanaSCOPE AGENT.........ouiiiiieie ettt 56

452 UNINSEAHT TNE JRE ... 56

RN | U oo -1 (= (o] gl 1V ST RUSUR PP 57
Chapter5 NEC ESMPRO Manager Association MOdUIe. ..o 58
5.1 OVEIVIBW ...tttk h b bbbtk btk b ekt R ekt R etk R e ekt r ekt r e n s 58
5.2 SYSIEM REGUITEMENTS ... .euiiiiiieie ittt sttt e e bbb b e e st e e et et sbe b e s b e eneere e e anee s 58
5.3  NEC ESMPRO Manager Association Module Installation.............cccceoiiiiiiniiniiicccee 59
54  NEC ESMPRO Manager Association Module Uninstallation ... 60
Chapter6  DianaScope CONFIGUIATION ........couiiiiiiieieieie et 61
B.1  OVEIVIBW ..ottt h ekt h etk bt b bbbt h etk R e ekt h etk R e ekt h ekt n s 61
6.2 SYSIEM REGUITEMENTS .. ittt sttt e bbbt b b e st e e et et sbeebesbeeneere e e enee e 61
6.3  DianaScope Configuration INStAHAtION ...........ccooiiiiiiiiiie e 61
6.4  DianaScope Configuration UninStallation............cocooeiiiiiiiiinene e e 61
Chapter7  Setup for Managed Server (for LAN CONNECLION) .......ccuereiiriiiiiiene e 62
7.1 Setup FIOW (fOr LAN CONNECLION) ..ottt sttt sttt st st 62
7.2 Configure BMC on Managed Server (for LAN CONNECLION)........coceiieiiiiiiiiiene e 62
7.2.1 Configuration with DianaScope Agent (for LAN CONNECLION).......cceveriieiininencnenceiene 63

7.2.2 Configuration with DianaScope PXE Service (for LAN connection) ..........ccccceeeevveiveniennenn 67

7.2.3 Configuration with NEC EXPRESSBUILDER DOS based with remote console feature (for

LAN COMNECTION). ...ttt ettt et bbb bt bt h et e e e b bt sb e e bt e bt e bt e bt et e besa e beebeebe e e e ee 79

7.3 Register a managed server on DianaScope Manager (for LAN connection) ........cc.cceovveeienencnnenn 84
7.3.2 Add Group which the managed server Delongs. ..o 84

7.3.3 Register the Managed Server (for LAN CONNECTION)........ccviiriiiiiiinieie e 86
Chapter8  Setup for the Managed Server (for modem / direCt CONNECLION) .......cccverveiiiiiiienenieeeee e, 91
8.1  Setup Flow (for modem/direCt CONNECLION).........cciiieiiirierie e 91
8.2  Configure BMC on Managed Server (for modem/direct cONNECLION)..........ccocevireniiniiiiieieneen 92
8.2.1 Configuration with DianaScope Agent (for modem/direct connection) ..........ccccceeeverenenn 93

8.2.2 Configuration with NEC EXPRESSBUILDER DOS based with remote console feature (for
MOAEeM/AIrECt CONNEBCTION) ... ittt e bbbttt e b e b b be bt e s e eneennn 94

8.3  Register the managed server on DianaScope Manager (for modem/direct connection)................... 96
8.3.1 Add Group which the managed server Delongs. ..o 96

8.3.2 Register the Managed Server (for modem/direct cONNECLION).........cccccveririiiiiieieneie e, 96
Chapter9  BMC Configuration Information ItemS.............cooiiiiiiiniiieeee e 97
9.1  BIMC CONFIGUIALION TEBIMS....ciiiiiiiiiitiite sttt sttt b ettt e bbbt ne e e 97
9.2 AIRITTOIM BIMC ...ttt ettt bbb 105
Chapterl0 EM Card and ChassisS Management ..........cccueuriiriiiniirerieie et 106
LO.1  OVEIVIBW ..tttk bbbt bbbt E bbbttt ettt nn s 106
10.2  SYSEEM REQUITEIMENTS.......eiiiiiie ettt ettt a e sttt e b et et e e e e e besbeebesbeeneebeane e 106
10.3  SEtUP FOr EIM Card .....cc.oiuiiiieiieeie ettt b e bbbttt sb e bbb ene e 107



NEC DianaScope Installation Manual

10.3.1  SELUP FIOW ..ottt ettt 107
10.3.2  Setup EM Card for communication with DianaSCopPe .........ccccvererrerereniene e 107
10.3.3  Register EM Card on DianaScope Manager ..........cccoererereninieniisieeeeie e 107
10.4  Operation OF EIM CAN.......ccvoiiiiiiie et bbb bbbt 109
10.5 CPU Blade AUt REGISIIALION .....c.eiuiiuiiiiieite ittt et bbb 109
Chapterll  PreCautioNS FOr USE ..o ittt bbbt b et et e bbb sbeene e 110
11.1  AbOUL DIigNaSCOPE IMANAGET ......c.eiuieieiitirie ittt sttt bttt ettt bbb et ebe e e et sbesbesbesaeereene e 110
1111 ABOUL INSTAITALION ...t 110
11.1.2 WINAOWS FIreWall ... 110
11.1.3  ADOUL FESEAItING SEIVICE ...cviiviiiiiiieiieieeite ettt sttt e b e bbb s e e 110
11.1.4  About use of two or more DianaScope Manager ...........ccoceieeieierenenene e 110
11.1.5  ADOUL POWET CONIOL ....cociiiiiciiiicecee e 111
11.1.6  About IPMI Information COlECTION..........cccciriiiiiieiiec e 111
11.1.7  ADOUL REMOLE CONSOIE ...ttt 111
11.1.8  ADOUL REMOLE FD ....ooiiiiiiiiciiiteee et 112
11.1.9  About CPU blade auto regiStration ............ccccoeeieieneieiiseseeee e e 112
11.1.10 Detect of CPU blade / switch module InSertion / remove ..., 112
11.1.11 About the coexistence of DianaScope Manager with DianaScope Agent on the same
server 113
11.1.12 WINAOWS VST .....vieeitieciesi ettt 113
11.2  About DianaSCOPe PXE SEIVICE ......ciuiiiiieie ettt st bbb 114
11.21 ADBOULINSTAITALION ... 114
11.2.2  ADOUL CONFIGUIALION ..ottt e bbbt 114
11.2.3  WINAOWS FIreWall ......c.ocoiiiiiic e 114
11.3  About NEC ESMPRO Manager Association Module............cccciiiiiiiiiiiiiie e 115
11.3.1  ADBOUL INSTAITALION ... 115
11.3.2  WINAOWS FIreWall .........ooiiiiiiie e 115
114 ADOUL MANAGET SEIVE ... .eiuiitieieeeete sttt ettt b et e b e bt be s e e et e sbesb e s ke s bt et e e e enbesbesbesbesbeebeane e 116
11.4.1  About DianaScope Agent inStallation ... 116
1142 WINAOWS FIreWall .........ooiiiiiiii e 116
11.4.3  ADOUL REMOLE CONSOIE ...ttt 116
11.4.4  About BMC COoNfIQUIAtION........coiviiiiiiieie ittt 118
11.45  ADOUL SNULAOWN OS ...ttt et 120
11.4.6  About shutdown OS during DC-OFF state by scheduled running ..........ccocceovvvevieiienennenn 120
11.4.7  About the Port that BIMC USES.........ccoeiiiieiiiieiier ettt 120
11.4.8  About the management Of ft SEIVEL ..o s 120
11,5 ADOUEWED CHIENT. ..ottt 121
11.5.1  About the operation from twWo OF MOIe DIOWSEIS .........coveiieiirireiicseeeeie e 121
11.5.2  About downloading configuration information file...........ccocooiiiiiiiiie, 121
11.5.3  About the login to EXPRESSSCOPE ENGINE .....ccoiiiiiiieiieniese et 121
L1168 OBNEIS ..ottt b bRttt 122
11.6.1  About Use With NEC MWA .......coiiiiiieet et 122
Appendix A. How to setup for the managed server that does not has local console.............cccccooeciiiiiienane 123

Appendix B. How to setup for using DianaScope Agent on the managed server that is set LAN teaming ...125



NEC DianaScope Installation Manual

Trademarks

NEC ESMPRO and NEC EXPRESSBUILDER are trademarks of NEC Corporation.

Microsoft, Windows, Windows Vista, Windows Server, Windows NT, and MS-DOS are registered
trademarks or trademarks of Microsoft Corporation in the United States and other countries.

Intel and Pentium are registered trademarks of Intel Corporation.

Datalight is a registered trademark of Datalight, Inc.

ROM-DOS is a trademark of Datalight, Inc.

LSI-Logic, MegaRAID, and Power Console Plus are registered trademarks or trademarks of LSI Logic Corp.
Novell and NetWare are registered trademarks of Novell, Inc. of the United States.

AT is a registered trademark of International Business Machines Corporation in the United States and other
countries.

Adaptec and its logo is a registered trademark of Adaptec, Inc. of United States.

SCSiISelect is a trademark of Adaptec, Inc. of the United States.

Adobe, Adobe logo, and Acrobat are trademarks of Adobe Systems Incorporated.

DLT and DL Ttape are trademarks of Quantum Corporation of the United States.

All other product, brand, or trade names used in this publication are the trademarks or registered trademarks
of their respective trademark owners.

Windows Vista stands for Microsoft® Windows Vista™ Business operating system. Windows Server 2003
x64 Editions stands for Microsoft® Windows® Server™ 2003 R2, Standard x64 Edition Operating system
and Microsoft® Windows® Server™ 2003 R2, Enterprise x64 Edition operating system, or Microsoft®
Windows® Server™ 2003, Standard x64 Edition operating system and Microsoft® Windows® Server™
2003, Enterprise x64 Edition operating system. Windows 2003 stands for Microsoft® Windows Server™
2003 operating system and Microsoft® Windows Server™ 2003 Standard Edition and Enterprise Edition.
Windows XP x64 Edition stands for Microsoft® Windows® XP Professional x64 Edition operating system.
Windows XP stands for Microsoft® Windows® XP Professional operating system and Microsoft®
Windows® XP Home Edition operating system. Windows 2000 stands for Microsoft® Windows® 2000
Server operating system and Microsoft® Windows® 2000 Advanced Server operating system, and
Microsoft® Windows® 2000 Professional operating system. Windows Me stands for Microsoft® Windows®
Millennium Edition operating system. Windows 98 stands for Microsoft® Windows® 98 operating system.
Windows 95 stands for Microsoft® Windows® 95 operating system. DOS stands for MS-DOS® or
ROM-DOS®.

NEC DianaScope includes JRE (Java Runtime Environment) distributed free of charge by Sun Microsystems,
Inc., Tomcat distributed free of charge by Apache Software Foundation, and the VNC (Virtual Network
Computing) distributed free of charge by AT&T laboratories Cambridge. The end user license agreement is
necessary for using these products. For details on their copyright and ownership, see the LICENSE files
below.

Tomcat: LICENSE under the <directory that Tomcat is installed>

JRE: LICENSE under the <directory that JRE is installed>

B Notes

(1) No part of this document may be reproduced in any form without the prior written permission of NEC
Corporation.

(2) The contents of this document may be revised without prior notice.

(3) The contents of this document shall not be copied or altered without the prior written permission of NEC
Corporation.

(4) All efforts have been made to ensure the accuracy of all information in this document. If you notice
any part unclear, incorrect, or omitted in the document, contact your authorized NEC sales
representative.

(5) NEC assumes no liability for damages arising from the use of this product, nor any liability for
incidental or consequential damages arising from the use of this document regardless of (4).
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About This Document

This document introduces remote management using the server management utility “NEC DianaScope” and
explains the complete procedures from installation to managed server’s setup.

Before attempting to operate the server management utility NEC DianaScope, read this document so as to
gain an adequate understanding of the contents.

B Notes

This document is intended for persons who are familiar with the operating system’s functions and operations
and the network’s functions and setup. For operations and inquiries about the operating system, see its online
help information.

This document covers universal information about generally managed servers. The notes and restrictions on
use of each product as a managed server are explained in the user’s guide provided with the managed server
and “NEC DianaScope Managed Servers Summary”.

If the NEC EXPRESSBUILDER(SE) CD-ROM or Maintenance Management Tool CD-ROM is attached to
the managed server, read the word in place of “NEC EXPRESSBUILDER?” in this document.

Names used with screen images in this document are fictitious. They are unrelated to existing product names,
names of organizations, or individual names. The setting values on the screen images are shown as examples,
so setting values such as IP addresses on screen images are not guaranteed for operation.

In this document , “¥” expresses back slash.

B About Symbols in This Document
The following explains three symbols that are used in this document:

IMPORTANT:  Points or particular notes you must follow when handling software of servers.
CHECK: Points or notes you need to check when handling software or servers.
TIPS: Useful information.

B Other Documents for NEC DianaScope
For other information about the NEC DianaScope, see the documents below.

® Which servers can NEC DianaScope control?
See the “NEC DianaScope Managed Servers Summary”.

® How to operate after setup.
See the NEC DianaScope’s online help information.

® How to operate the command line Interface.
See the “NEC DianaScope Command Line Interface”.

® Function and how to setup for ft Server.
See the “NEC DianaScope Installation Manual for ft Server”.
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About Download of the Latest DianaScope

See the following URL for DianaScope information. You can download the latest version of the DianaScope
from the URL.
http://www.nec.co.jp/express/
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Chapterl About NEC DianaScope

NEC DianaScope is software designed for reducing operational management costs by remotely managing
Servers.

The DianaScope is primarily made up of “NEC DianaScope Manager” running on a management PC (called
a “DianaScope server”) and “NEC DianaScope Agent” running on a managed server.

Remotely manageable servers with DianaScope are the servers that conform to IPMI (Intelligent Platform
Management Interface) Ver.1.5 or Ver.2.0 as the industry standard for server management.

The DianaScope provides the following capabilities:

Rebuilding even if the operating system on the managed server has failed.

Even if the operating system on the managed server is inoperable (in the state of operating system’s
stall, BIOS POST (Power On Self Test), or DC OFF), DianaScope allows you to collect the managed
server’s hardware information and control the power supply.

Operation while viewing the managed server’s screen.

While key-in and mouse operations are enabled, the managed server’s screen can be viewed on the
remote browser at any time during POST just after the managed server is turned ON and even after
Windows or Linux has been booted.

Operation of more than one managed server at a time.
By specifying a server group, you can provide power control or change a setting for managed servers
through a single operation.

Specification of remote operation time
The managed server can be turned OFF or information can be collected at pre-specified time, so
DianaScope is available for nighttime batch processing.

Easy operation through the Internet.
The managed server can be operated with a Web browser. If you use Internet’s standard SSL (Secure
Socket Layer) for the DianaScope, you enable secure remote operation from an external network.
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1.1 Components
The following figure shows components used when a server is managed remotely from the DianaScope:

Web Client 1) Intermet DianaScope Server
Web =
ue | DianaScope
Manager
Command
Line UF

Managed Server
DianaScope Agent I

==

Web browser,

S5L: Secure Socket Layer t stem BIOS
Web Client (1) SSH: Secure Shell E |
DianaScape PXE
Service EMC
DHCP Server
- - Receiverys q
DianaScope Configuration Alert via LAMModem
[ Taal for creating BMC
Conliguration Information File) ESMPRO Manager
[ Assoclation Madule ]
D DianaScope [*1)&n Wab cliant is possibla 1o be an idantical PC with
" the DhanaScope server
D e L R ("2]Through S5L, also it 15 possable directhy 1o acceass o
C:D Modules that you should prepare if necessary . Wab Server
E Hardwara (*21An Alert Receiver is possible to be anidentical PC
with the DianaSCo0pe Server

The DianaScope consists of the following software group:

B Software running on the DianaScope server
® DianaScope Manager
Manages a remote server by communicating with the BMC (Baseboard Management Controller),
System BIOS, and DianaScope Agent that are on the managed server.

® DianaScope PXE Service
The DianaScope PXE Service is used to network-boot the managed server. Consequently, the
BMC configuration information for remote management by the DianaScope Manager can be set
on the managed server.

B Software running on the managed server
® DianaScope Agent
Configures the BMC on the managed server, and executes commands specified by the DianaScope
Manager.
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B Other software
® NEC ESMPRO Manager Association Module
This software use at an alert receiver that receives an alert from BMC. When NEC ESMPRO
service receives an alert notification from the BMC, the module registers the alert in the alert log
of the NEC ESMPRO.

® DianaScope Configuration
Creates a “configuration information file” for configuring the BMC on the managed server. To
configure the BMC on the managed server by using DianaScope PXE Service, you need a
“configuration information file”. To configure the BMC on the managed server by using the NEC
EXPRESSBUILDER DOS based with remote console feature, you need a “configuration
information FD” containing the “configuration information file”.

e BMC is provided with form below. For details, see “DianaScope Managed Servers
Summary”.
- Managed server integrates BMC.
- Managed server integrates EXPRESSSCOPE Engine.
- Remote Management Card integrates BMC.
- Advanced Remote Management Card integrates BMC.
- ft Remote Management Card integrates BMC.

1.2 Connection Types

There are three types of connections that can be made between the DianaScope server and managed server.

B Connection via LAN
The DianaScope server and a managed server are connected via Ethernet.
LAN connection enables remote control for managed servers at the same time.
All the DianaScope functions are available.

B Connection via Modem
The DianaScope server and managed server are connected via a modem.
Connection via Modem provides high security since the two servers are directly connected.

B Direct Connection
The DianaScope server and managed server are connected over an RS-232C cross cable.

IMPORTANT:

e  DianaScope Manager on Linux supports only connection via LAN.

e  Only LAN connection is supported for communication between the DianaScope Manager
and DianaScope Agent.

e  See the “NEC DianaScope Managed Servers Summary” to confirm which connection type
is supported for your server.

10
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1.3 Functions
The DianaScope has following functions:

Remote console
The remote console function allows the operator to view the managed server’s display screen from the
remote console.
During POST (Power On Self Test) just after the power is turned ON, or while DOS is active, data can be
input into the managed server from the keyboard. The managed server’s BIOS setup and POST
monitoring can be enabled remotely by this function.
Even after Windows or Linux has been booted, the operator can perform various operations such as OS
setting change or application execution while viewing the managed server’s screen on the remote
browser.

Information collection
The information collection function allows the operator to collect information from the managed server.

Server Status: Managed server’s STATUS lamp state and power state.

Version Information:  Information about the versions of DianaScope Agent, operating system,
LAN driver, and System BIOS

BMC Configuration:  BMC configuration information.  You can also change the information.

Power Restore Delay:  Interval from AC-ON to DC-ON that is also set using BIOS Setup utility on
the managed server.

IPMI Information: Hardware information, log information, and the current status of each sensor.

Power control
The following power control is provided for the managed server:
Power ON
Power OFF
Power Cycle (turns power on after turning it off.)
Reset
DUMP Switch (The managed server performs the same operation as when the dump switch is pressed.)
Sutdown OS

Server Monitoring
The server monitoring function always monitors the managed server’s STATUS lamp state and power
state. When a failure occurs, the function notifies the operator of the failure.
If the managed server is a CPU blade, this function also monitors and notifies the operator of the slot
change.
The server monitoring function is supported only via LAN.

11
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Remote batch
The remote batch function enables the following control automatically at specified time:
Power ON
Power OFF
Shutdown OS
Clear System Event Log
Collect System Event Log, Sensor Information, Filed Replaceable Unit Information

Scheduled running
The scheduled running function enables the setting of a down period for the managed server. According
to the specified schedule, the managed server shuts down the operating system at the start of the down
period and turns the power ON at the end.

Operation through the command line
In general, DianaScope is operated on the Web browser. The command line interface also provides
commands like power control or information collection.

BMC configuration on the managed server with network booting
This function uses the DianaScope PXE Service to set BMC configuration information on the managed
server through the DianaScope server for managed server operation via the LAN from the DianaScope
Manager.

NEC ESMPRO Manager Association
The DianaScope Manager’s module operates as part of NEC ESMPRO service. When NEC ESMPRO
service receives an alert notification from the BMC or System BIOS on the managed server, the module
called by the NEC ESMPRO service analyzes the contents of the alert, registers them in the alert log of
the NEC ESMPRO.

e  Some models of managed servers may not support all functions. See “NEC DianaScope
Managed Servers Summary”.

e  DianaScope has some features for ft Server. See “NEC DianaScope Installation Manual for
ft Server”.

12
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1.3.1 DianaScope Agent Function

Before the following of the functions introduced in 1.3”Functions” can be used, DianaScope Agent must be
installed in the managed server. These sections can be used via LAN because only LAN connection is
supported for communication between the DianaScope Manager and the DianaScope Agent.

B Remote console
DianaScope Agent is required for remote console function that displays the graphic screen after Windows
or Linux has been booted on the managed server. The remote console screen data is encrypted by the
DianaScope Agent, and then securely sent to the DianaScope Manager.

B Shutdown OS
The DianaScope Agent shuts down the operating system upon request of the DianaScope Manager.

e When connection has been made via modem or directly, the DianaScope Manager sends an
OS shutdown request to the NEC ESMPRO Agent. The remote shutdown function of NEC
ESMPRO Agent needs to be enabled when the request is made.

B Version Information collection
Information about the versions of the operating system, LAN driver, and BIOS in addition to the
DianaScope Agent can be collected upon request of the DianaScope Manager.

B BMC configuration information collection/change
The BMC configuration information set on the managed server can be collected or changed upon request
of the DianaScope Manager.

B Scheduled Running
According to the specified schedule sent by the DianaScope Manager, the DianaScope Agent shuts down
the operating system at the start of the down period. It also makes a setting for the BMC to turn the power
OFF at the end of the down period.

e  DianaScope Agent will perform the scheduled running after the DianaScope Manager set
the schedule in the DianaScope Agent.

1.3.1.1 Independent function of DianaScope Agent
The following can be performed by directly operating the DianaScope Agent on the managed server:

B BMC configuration
Configuration information can be set for the BMC on the managed server.
Before the managed server can be operated from the DianaScope Manager, the configuration information
must be set for the BMC.

B System Information (Version Information)
The versions of DianaScope Agent, Sensor Data Information (SDR) and VNC can be collected.
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Chapter2 System Requirements

e  Toinstall NEC ESMPRO Manager Association module independently, see Chapter5 "NEC
ESMPRO Manager Association Module”.

e  For DianaScope Configuration, see Chapter6 ”DianaScope Configuration”.

e  To manage a chassis installed a EM card through DianaScope, see TBD.

2.1 DianaScope server
Install DianaScope Manager in a management PC.
The management PC installed the DianaScope Manager is called a “DianaScope server.”

2.1.1 DianaScope Manager

B Hardware
® Processor
Intel Celeron 566 MHz or more, , or equivalent compatible processor
(Recommended Intel Pentium 111 1GHz or more)

® Memory
128MB or more. (Recommended 256MB or more)

® Availability of hard disk
256MB or more

® Communication Medium
TCP/IP network

e  The required medium varies depending on the connection type with the managed server.
See 2.4”Requirements for Connection between the DianaScope Server and Managed
Server”.

B Software
® Operating System

Microsoft Windows 2000 Server/Professional (SP4)
Microsoft Windows XP Professional (SP1 or SP2)
Microsoft Windows Server 2003 Standard Edition/Enterprise Edition (or SP1)
Microsoft Windows Server 2003 R2 Standard Edition/Enterprise Edition
Microsoft Windows Server 2003 Standard /Enterprise x64 Edition
Microsoft Windows Server 2003 R2 Standard /Enterprise x64 Edition
Microsoft Windows Vista Business

Red Hat Enterprise Linux ES 2.1

Red Hat Enterprise Linux AS 2.1

Red Hat Enterprise Linux ES 3.0 (x86, Intel EM64T)
Red Hat Enterprise Linux AS 3.0 (x86, Intel EM64T)
Red Hat Enterprise Linux ES 4 (x86, IntelEM64T)
Red Hat Enterprise Linux AS 4 (x86, intelEM64T)

Miracle Linux Standard Edition 2.1
Miracle Linux 3.0 — Asianux Inside
Miracle Linux 3.0 — Asianux Inside (32bit, 64bit)
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® Other Information
The following software must be installed for using DianaScope Manager:
Tomcat 4.1 (attached to DianaScope)

JRE 1.4.2 (1.4.2_12 and above is recommended) or JRE5.0 (32bit version)
(JRE5.0 is attached to DianaScope)

The following software must be installed for using DianaScope NEC ESMPRO Manager
Association Module:

NEC ESMPRO Manager 4.11and above

e  DianaScope Manager Ver.1.09.00 and above supports JRES.0.

If NEC MWA has been installed on DianaScope server, you must uninstall NEC MWA, and
then install DianaScope Manager.

e DianaScope NEC ESMPRO Manager Association Module can be installed using
DianaScope Manager installer.

B Number of managed servers

One server license is required for each server to be managed remotely by using DianaScope.

Addition of server licenses permits a single DianaScope Manager to manage a maximum of 512
Servers.

e  DianaScope Server License is provided as products below.
1. UL1198-001E DianaScope Additional Server License(1)
2.UL1198-011E DianaScope Additional Server License(10)

e  DianaScope Additional Server License(1) may be included in the product below.
1. N8115-01CP01 Remote Management Card
2. N8115-02CP01 Advanced Remote Management Card
3. N8815-001/001A ft Remote Management Card
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2.1.2 DianaScope PXE Service

B Hardware
® Memory
128MB or more

® Availability of hard disk
10MB or more

® Communication medium
TCP/IP network

B Software
® Operating system
Microsoft Windows 2000 Server (SP4)
Microsoft Windows Server 2003 Standard Edition/Enterprise Edition (or SP1)
Microsoft Windows Server 2003 R2 Standard Edition/Enterprise Edition
Microsoft Windows Server 2003 Standard /Enterprise x64 Edition
Microsoft Windows Server 2003 R2 Standard /Enterprise x64 Edition

® Other information
The following software must be installed for using DianaScope PXE Service:
DianaScope Manager

IMPORTANT:

o  DianaScope PXE Service can be installed only on DHCP server.

e DianaScope PXE Service can be installed only on the DianaScope on which that
DianaScope Manager is installed.

e  Before installation of the DianaScope PXE Service, stop other PXE services and software
having the PXE service function in the network.

2.2 Web client

The DianaScope Manager is operable on Web clients connected to the DianaScope server via LAN that

satisfy the following conditions:
The DianaScope server can also be used as a Web client.

B Web browser
Internet Explorer 6.0 and above
FireFox 1.5 and above

e  Java Applet and Java scripts must be executable.

e Web browser needs Java Plug-in 1.4.2 and above for DianaScope. If the web browser
requests to install JRE, please follow the instruction.

e 1024 by 768 pixels or more are recommended as a screen area in display properties.
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2.3 Managed server
This section explains conditions for servers to be managed by the DianaScope Manager.

Hardware

-- The server that integrates a standard BMC conforming to IPMI Ver.1.5 or Ver.2.0.

-- The server that integrates EXPRESSSCOPE Engine conforming to IPMI Ver.1.5 or Ver.2.0.

-- The server that is installed a Remote Management Card [N8115-01CP01] conforming to IPMI
Ver.1.5 or Ver.2.0.

-- The server that is installed an Advanced Remote Management Card [N8115-02CP01] conforming to
IPMI Ver.1.5 or Ver.2.0.

-- ft Server that is installed ft Remote Management Cards [N8815-001/001A] conforming to IPMI
Ver.2.0.

e  See “NEC DianaScope Managed Servers Summary”.

e  The required medium varies depending on the connection type with the managed server.
See 2.4”Requirements for Connection between the DianaScope Server and Managed
Server”.

Software
When the shutdown OS function is to be used via modem or with direct connection:
NEC ESMPRO Agent

2.3.1 DianaScope Agent
Install DianaScope Agent in the server to be managed.

Hardware
® Memory
128MB or more

® Availability of hard disk
10MB or more

Software

® Operating system
Microsoft Windows 2000 Server/Advanced Server (SP4)
Microsoft Windows Server 2003 Standard Edition/Enterprise Edition (or SP1)
Microsoft Windows Server 2003 R2 Standard Edition/Enterprise Edition
Microsoft Windows Server 2003 Standard /Enterprise x64 Edition
Microsoft Windows Server 2003 R2 Standard /Enterprise x64 Edition

Red Hat Enterprise Linux ES 2.1

Red Hat Enterprise Linux AS 2.1

Red Hat Enterprise Linux ES 3.0 (x86)

Red Hat Enterprise Linux AS 3.0 (x86, IntelEM64T)
Red Hat Enterprise Linux ES 4 (x86, IntelEM64T)
Red Hat Enterprise Linux AS 4 (x86, intelEM64T)

Miracle Linux Standard Edition 2.1
Miracle Linux 3.0 — Asianux Inside
Miracle Linux 4.0 — Asianux Inside (32bit, 64bit)
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e  DianaScope Agent Ver.1.08 and above can install on Red Hat Linux ES 3.0 (x86) and on
Red Hat Linux AS 3.0 (x86).

e  DianaScope Agent Ver.1.09.12 and above can install on Red Hat Enterprise Linux AS 3.0
(IntelEM64T), Red Hat Linux ES 4, Red Hat Linux AS 4 and Miracle Linux 3.0 — Asianux
Inside.

e  DianaScope Agent Ver.2.03.02 and above can install on Miracle Linux 4.0 — Asianux
Inside.

® Other information
DianaScope Agent on some models of managed servers must need following:
NEC ESMPRO Agent

If you use the remote management function for which DianaScope Manager requires to
communicate with DianaScope Agent, DianaScope Agent must need following:
JRE 1.4.2 or JRE 5.0 (32bit version). (JRE 5.0 is attached to DianaScope)

The following software is necessary for using remote console function after Windows or Linux is
booted:

GUI remote console function (VNC 3.3.3) (attached to DianaScope)

The available GUI remote console function depends on the OS.

(O] GUI remote console function
Microsoft Windows VNC 3.3.3 (attached to DianaScope)
Red Hat Enterprise Linux ES 2.1 VNC 3.3.3 (attached to DianaScope)

Red Hat Enterprise Linux AS 2.1
Miracle Linux Standard Edition 2.1

Other OS VNC attached the OS, or above version.
CHECK
e  To check whether to need NEC ESMPRO Agent, see “NEC DianaScope Managed Servers
Summary”.

e On Linux, Adriver for server management must be installed even if NEC ESMPRO Agent
is not required.

e  DianaScope Agent Ver.2.05.00 and above can support JRE 5.0.

. If NEC MWA Agent that can configure BMC is installed already, you must uninstall NEC
MWA Agent, and then install DianaScope Agent.

e  Use the following command to confirm that VNC has been installed on Linux.
rpm —ga |grep vnc-server
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2.4 Requirements for Connection between the DianaScope

Server and Managed Server
Provide an environment in accordance with the connection type to be used.

B LAN connection
® TCP/IP network
® | AN port
-- LAN port that BMC uses depends on the type of BMC. Some BMC uses standard LAN port. Other
BMC uses an exclusive LAN port (Management LAN Port). See the “NEC DianaScope Managed
Servers Summary”.

(1) There are 2 types of managed servers that BMC uses standard LAN port: one type is permitted
to use only LAN1 port, and the other type is permitted to use both LAN1 and LAN2 ports. See the
“NEC DianaScope Managed Servers Summary”.

e Do not use a cross cable to connect the DianaScope server and managed server.
. If the managed server is ft Server, be sure to connect the Management LAN Ports of both
CPU/IO module #0 and #1 to the network.

B Modem connection
® Phone line
® Modem
Use a modem that supports the following functions:

Board rate: 19.2Kbps

Data bits: 8bit

Parity: None

Stop bits: 1bit

Flow control: Hardware (CTS/RTS)
CHECK

e  Use the modem recommended for the managed server.
e  Connect the modem to the serial port 2 on the managed server.

® Other Information
When BMC send alert via modem, it is necessary the following:
Dial-up router or PPP server
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2.

Direct connection
® RS-232C cross cable
The serial port for direct connection on DianaScope server. DianaScope must be set following on
the operating system:

Bits per speed: It should be set a same value with a value of BMC
configuration on a managed server. The default value of
BMC configuration is 19.2Kbps.

Data bits: 8bits
Parity: None
Stop bits: 1bit
Flow control: Hardware (CTS/RTS)
| MPOR TANT ..............................................................................................................

e Do not use an interlink cable.

e  Connect the RS-232C cross cable to serial port 2 on the managed server.

e  Some models of managed servers do not permit use of any RS-232C cross cable other than
the specified one. See the user’s guide provided with the server.

4.2 Notes on Managed Servers and Network Devices

This section explains particular notes on managed servers and network devices.

Use of network switch / rooter

When There is network switch / rooter between DianaScope server and the managed servers, please set the
network switch / rooter to receive Gratuitous ARP. See each instruction manual of the switch / rooter about
how to set it.

Use of a layer-2/layer-3 switching hub

Set “Disable” for the STP (Spanning Tree Protocol) function of the switching hub or the STP of the port to
which a managed server is connected.

Set “Enable” for the auto-negotiation function of the port to which a managed server is connected.

Use of DHCP

In case that BMC on the managed server uses a standard LAN port, communication between the
DianaScope Manager and System BIOS or BMC is not compatible with a DHCP environment.

Be sure to use a fixed IP address with the DianaScope server in which the DianaScope Manager is to be
installed.

To use a managed server in a DHCP environment, start the DianaScope Agent.

Setting of Teaming for standard LAN with the OS (providing redundancy or multiplexing with multiple

network adapters) for the managed server installed BMC that uses a standard LAN port:

The managed server installed BMC that uses a standard LAN port shares the embedded standard LAN

controller between BMC, System BIOS and OS, but the BMC and System BIOS do not support the LAN

teaming modes including AFT (Adapter Fault Tolerance) and ALB (Adaptive Load Balancing). So if the

AFT mode or ALB mode was made available by OS, DianaScope Manager can communicate with BMC

and System BIOS only under the following conditions while Failover does not occur.

- If RLB (Receive Load Balancing) is set with ALB (Adaptive Load Balancing), disable the RLB. (If RLB
cannot be disabled, DianaScope Manager cannot communicate with BMC.)

- Make the Teaming-set address (“preferred primary”) identical to the LAN1 IP address and MAC address
in the BMC configuration information.

- Even if the configuration of LAN2 for the BMC on the managed server is available, do not set LAN2 in
the BMC configuration information.
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- Even if the configuration of LAN2 for the BMC on the managed server is available, do not set LAN2 in
the BMC configuration information.

- If the teaming is set with channel bonding on Linux, please add “mode” and “primary” definition to the
line of /etc/modprobe.conf or /etc/modules.conf as following.

‘ options bondname mode=1 primary=ethO miimon=100

- See “Appendix B. How to setup for using DianaScope Agent on the managed server that is set LAN
teaming”-B.1 if you install DianaScope Agent for Windows on the managed server.

Note that DianaScope is not available when you use RLB (Receive Load Balancing) or FEC (Fast Ether
Channel) teaming mode on the managed server.

Setting of Teaming for LAN with the OS (providing redundancy or multiplexing with multiple network
adapters) for the managed server installed BMC that uses an exclusive LAN port (Management LAN port):
If the teaming setting was made available for the LAN port that DianaScope Agent uses, see “Appendix B.
How to setup for using DianaScope Agent on the managed server that is set LAN teaming”.

Change of the hardware of a default gateway or an alert receiver

In case that there is a gateway between DianaScope server and a managed server, re-configure BMC on the
managed server after the change the hardware of the gateway. In case that there is not gateway between an
alert receiver and a managed server, re-configure BMC on the managed server after the change the
hardware of the alert receiver. The BMC on the managed server can know MAC address of the new
hardware by setting the BMC configuration.

Use of a dialup router or a PPP server

If an alert receiver via modem uses Windows Remote Access Service, please select “Allow any
authentication including clear text” about the encryption on the Windows Remote Access Service
properties.

Restrictions on use of the standard serial port 2 (COM2)
The standard serial port 2 (COM2) on a managed server cannot be used for connecting another device in
the following cases because the BMC occupies the serial port 2:
- The managed server compatible with SOL and set enable on following BMC Configuration items:
“Remote control (WAN/Direct)”
“Redirection (LAN)”
“Redirection (WAN/Direct)”
- Connection via modem or Direct connection has been made.
- Direct connection has been set in the BMC configuration information. (Even if the DianaScope Manager
and managed server are not connected, the BMC occupies the serial port 2 (COM2).)

CHECK
e  See “NEC DianaScope Managed Servers Summary” to confirm whether that your server
supports SOL.
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2.5 Port numbers that DianaScope uses
DianaScope uses the following port numbers:

2.5.1 Web Client €-> DianaScope Server

Function Web Client Protocol DianaScope Server
Module Name Port No. | /direction | Port No. Module Name
Management Web Browser Unknown UDP 8080 Tomcat
/ monitoring — (1)

*1 The port number used by Tomcat can be changed on setting of Tomcat.

2.5.2 DianaScope Server €-> Managed Server

Function Web Client Protocol DianaScope Server
Module Name Port No. | /direction | Port No. Module Name
Remote Console DianaScope Manager | 47115 UDP 2069 System BIOS
(CUI, non-SOL) —
Remote Console DianaScope Manager | 47117 UDP 623 BMC
(CUI, SOL) (*2) ——>
Remote Console DianaScope Manager | Unknown TCP 47130- DianaScope Agent
(GUI, (*3) — 47139
GUI Remote Console (*4)
Setting Enabled)
Remote Console DianaScope Manager | Unknown TCP 5900 GUI Remote
(GUI, (*3) — Console Function
GUI Remote Console
Setting Disabled)
Remote FD DianaScope Manager | 47115 UDP 2069 System BIOS
“——
Power Control DianaScope Manager | 47117 UDP 623 BMC
(*2) —
Server Monitoring DianaScope Manager | 47117 UDP 623 BMC
(*2) —
Information Collection | DianaScope Manager | Unknown TCP 47120- DianaScope Agent
(through DianaScope (*3) — 47129
Agent) (*4)
Information Collection 47117 UDP 623 BMC
(through BMC) (*2) —
Remote Batch DianaScope Manager | 47117 UDP 623 BMC
(*2) s
Scheduled Running DianaScope Manager | Unknown TCP 47120- DianaScope Agent
(*3) — 47129
(*4)
Operation with DianaScope Manager | 47117 ubpP 623 BMC
Command Line I/F (*2) ——
BMC configuration DianaScope PXE 67 uUbP 68 System BIOS
with network booting Service 67 or —— Unknown
4011
69 Unknown
Alert from BMC ESMPRO Manager 162 UDP 623 BMC
<«
ESMPRO Manager ESMPRO Manager 47116 UDP 623 BMC
Association Association Module —
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*2 The DianaScope Manager’s port number used for communication with the BMC can be changed on the

“Environment” screen.
*3 “Unknown” means that the module uses one port that any module does not use.
*4 The module uses one port of the range.

2.5.3 DianaScope Server €-> EM Card

Function Web Client Protocol DianaScope Server
Module Name Port No. | /direction | Port No. Module Name
Information Collection | DianaScope Manager | 47117 ubpP 623 EM Card
(*2) —
DianaScope Manager | 47170- TCP/IP 623 EM Card
47179 ——
(*4)
DianaScope Manager | 47180- UDP 623 EM Card
47189 ——
(*4)
Server Monitoring DianaScope Manager | 47117 UDP 623 EM Card
(*2) —
BMC configuration of | DianaScope Manager | 47117 UDP 623 EM Card
CPU blade (*2) ——>
Operation with DianaScope Manager | 47117 UDP 623 EM Card
Command Line I/F (*2) ——

*2 The DianaScope Manager uses a same port number for communication with BMC and EM card. The

port number can be changed on the “Environment” screen.

*4 The module uses one port of the range.

2.5.4 DianaScope Server Inside

Function Web Client Protocol DianaScope Server
Module Name Port No. | /direction | Port No. Module Name
DianaScope Manager | DianaScope Manager | 1099 UDP 1099 DianaScope
—— Manager
BMC Configuration DianaScope Manager | Unknown TCP 47160- DianaScope PXE
with DianaScope PXE (*3) — 47169 Service
Service DianaScope PXE 31200 UDP 31200 DianaScope PXE
Service —— Service
DianaScope Manager | DianaScope Manager | Unknown TCP 47140- DianaScope
Direct connection / (*3) —— 47149 Manager

Modem connection

(*4)

(DianaScope Modem
Agent)

*3 “Unknown” means that the module uses one port that any module does not use.
*4 The module uses one port of the range.
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Chapter3 DianaScope Manager Installation

Install the DianaScope Manager in the DianaScope server in following order:
(1) Install the JRE

(2) Install the Tomcat

(3) Install the DianaScope Manager

(4) Install the DianaScope PXE Service (For Windows only)
DianaScope PXE Service should be installed if you need.

3.1 DianaScope Manager Installation for Windows

3.1.1 Check before installation

Check the followings:

-- See chapter 2.1 to check the system requirement of DianaScope server.

-- Login to Windows as Administrator.

-- If you need NEC ESMPRO Manager Association Module, You install NEC ESMPRO Manager, and then
install DianaScope Manager.

3.1.2 Start the installation menu
B If you install the DianaScope by using downloaded modules:

Open the following files of the DianaScope Installer on web browser.
¥dianascope¥menu¥en¥menu.html

B If you install the DianaScope by using NEC EXPRESSBUILDER
You can open the installation menu as follows:
(1) Boot Windows on the PC in which you want to install the DianaScope Manager.

(2) Insert the NEC EXPRESSBUILDER CD-ROM into the CD-ROM drive.
The master control menu will be displayed by the Autorun function.

(3) Click [Software Setup] — [NEC DianaScope].
The DianaScope installation menu for Windows will appear.
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3.1.3 Install the JRE
Be sure to install the JRE of the version specified in chapter 2.1.

(1) Click “Java Runtime Environment (JRE)” on the installation menu. . The “Download Files” dialog box
will appear. Click [Open].
The JRE installer will be started.

(2) Select Custom Setup. Carefully read the terms of the license agreement for the product, and if you agree
to the terms, click [Accept].

i'é" J2SE Runtime Environment 5.0 Update 11 - License il
License Agreement sta
Plzase read the Follmwing license agreement carefully, it
Sun Microzystems, Inc. Binary Code License Agresment 3

for the J&NA 2 PLATFORM STANDARD EDITION RUMTIME ENYIRONMENT 5.0

SUN MICROSYSTEMS, INC. ("SUN"Y 15 WILLING TO LICENSE THE SOFTYWARE IDEMTIFIED

BELCWY TO YO OMLY UROM THE CONDITION THAT ¥OU ACCEPT ALL OF THE TERMS
COMTAINED IM THIS BINARY CODE LICENSE AGREEMENT AND SUPPLEMENTAL LICENSE

TERMS (COLLECTIVELY "AGREEMENMT™). PLEASE READ THE AGREEMENT CAREFULLY . BY
DCANMLOADIMG OR INSTALLIMG THIS SOFTWARE, ¥OU ACCEPT THE TERMS OF THE
AGREEMEMT. INDICATE ACCERPTAMCE BY SELECTING THE "ACCEPT" BUTTOM AT THE

BOTTORM OF THE AGREEMENT. IF %0 ARE MOT WWILLING T BE BOUND BY ALL THE TERMS,j

" Typical setup - All recommended Features will be installed.

{® Cuskom setup - Specify the Features to install. For advanced users.:

Imstallshield

Decline I Accept = |

(3) Designate “Support for Additional Languages” as installation object.

iiél- J25E Runtime Environment 5.0 Update 11 - Custom Setup x|
Custom Setup 0
Sun.

Select the program Features you want installed.

The 125E Runtime Environment with support For European languages will be installed. Select
optional Features o install from the list below,

Feature Descripbion

Lucida Fonks other than the default
Lucida Sans Reqgular, a MIDI

soundbank For use by Java Sound,
le For

J25E Runtime Environment

cal hard d require

=0 Don't install this Feature now.

Install ko

zhange, .. |
< Back I Mext = I Cancel |

InstallShield

(4) Install the JRE according to the installer’s instructions.
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(5) When the installation is completed, add the System Environment Variable “JAVA_HOME” on the
Windows system. For “Variable Value”, enter the name of the directory in which you have installed the
JRE.

If JRE version is 5.0 Updatell, the default directory for the installation is “C:¥Program
Files¥Java¥jrel.5.0_11".

Edit System Yariable 21|
Yariable pame: | J8va_HOME
‘tariable walue; I E:\Program Files\Javaljre1,5.0_11|
oK I Zancel |
TIPS:

e You can change the System Environment Variable on Windows as follows:
”Control Panel” - “System” - “Advanced”

(6) Rebooting the operating system is required to enable the Environment Variable. Remove the NEC
EXPRESSBUILDER CD-ROM from CD-ROM drive and then reboot the system.
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3.1.4 Install the Tomcat
Install the Tomcat after JRE is installed.
Be sure to install the Tomcat of the version specified in chapter 2.1.

(1) Click “Tomcat” on the installation menu. . The “Download Files” dialog box will appear. Click [Open].
The Tomcat installer will be started.

e  The following explains notes on installing the Tomcat. Follow the installer’s instructions in
addition to the notes.
(2) Enable “NT Service [NT/2k/XP only]” on the “Installation Options” screen (putting a checkmark in the
checkbox). Do not change the settings of the other checkboxes.
Screen Example is follows:

5':;', Apache Tomcat 4.1.30 Setup: Installation Opkio ﬂ

G L Thiz will install the Apache Tomcat 4.7 servlet container on pour computer:

=
Select the type of install: Il:ustom j
{r, select the optional Tomeat [required] -

components pou wizh ta install: )
MT Service [MT/2k=F anly]

JSP Development Shell Extensions
Tomcat Start Menu Group

Tomeat Documentation
Spacs reguired: 32. 7MB Example Web Applizations

Cancal | Hiusaftstal Sistern 1,882 <Back || Mew> |
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(3) Enter the port number for “HTTP/1.1 Connector Port” on the “Testing Installer Options” screen. This
port number is necessary for operating the DianaScope Manager through the browser.

% Test Install Setup: Testing Installer Options ﬂ
HTTP/1.1 Connector Port IBUBD

Adminiztrator Login

User Name Iadmin
Pazzword I

. If an existing Web server or application is using the port number 8080, enter a different

port number for “HTTP/1.1 Connector Port”.
e  “User Name” and “Password” for Tomcat is not used with the DianaScope Manager.
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3.1.5 Install the DianaScope Manager

Install the DianaScope Manager after JRE and Tomcat are installed.
Check before perform the installation.

(1) Login to Windows as Administrator.

(2) Click [NEC DianaScope Manager] in the installation menu. The “Download Files” dialog box will
appear. Click [Open].

(3) The DianaScope Manager installer will be started. Click [Next].
DianaScope Manager 1.12.00 El

Welcome to the InstallShield Wizard for
DianaScope Manager

The InstallShield Wizard will ingtall DianaScope Manager
on your computer. Tao continue, click Mext.

< Back

Cancel |

(4) The terms of the end user license agreement for the product will be displayed. Carefully read the terms,
and if you agree to the terms, click [Yes].

DianaScope Manager 1.12.00

License Agreement

Fleaze read the fallowing license agreement carefully,

Fress the PAGE DOWHM key to see the rest of the agreement.

1. Licenze -
MEC Corporation [hereinafter refermed to az "MEC'] grants you a perzonal
and non-excluzive icenze to uze the provided software [the "Software"]
only on one machine at any one hime, and only in the country where you
acquired the Software. The Software iz in "uze" on a maching when it iz
lnaded into temporary memory [l.e. BAk] or installed into permanent memaory
[i.e. hard dizk ar other storage device] of that machine. You obtain no
license ather than those expressly granted you under this Agreement.

2. Peniod ;I

Do wou accept all the terms of the preceding License Adgreement? 1f wou Erint |
zelect Mo, the setup will close. Toinstall DianaScope Manager, pou must =

accept this agreement.
Irstall5hield

¢ Back Tes Mo |
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(5) The Web clients to login to the DianaScope Manager can be specified on the following screen. Enter the
IP address range in which login to the DianaScope Manager is permitted. Click [Next].

e  You can also set this item after finishing the installation. If this item is not set, DianaScope
Manager permits login from a web browser on the DianaScope server.

DianaScope Manager 1.12.00 5[
. |

Input of the IP address range in which login is to be permitted

Enter the Web clients' IP address range in which login iz permitted.

<Mote> Without an IP address range being zet, pou cannot log in through anather Web client.

Start |P address ||

End IF address |

Imstall5hield

£ Back I Hest > I Cancel

(6) Register an administrator of DianaScope. Enter the administrator name and password. Click [Next].

DianaScope Manager 1.12.00 ﬂ

Input of the administrator name and password &

Fleaze enter the adminiztrator name and password.

Admiristrator name |

Password |

Pazsword[check] |

ImstallShield

< Back I Mext » I Cancel
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(7) Enter the name of directory to install. Click [Next]

DianaScope Manager 1.12.00

Choose Destination Location
Select folder where zetup will inztall files.

Setup will ingtall DianaScope Manager in the folloving folder,

To install to this falder, click Mext. To install to a different folder, click Browse and select
another folder.

Destination Folder
’7 CADianaScope’,
|matallShield

< Back Cancel |

(8) Information about the installation will be displayed. Read the information, and click [Next]. The
installation will be started.

DianaScope Manager 1.12.00

Start Copying Files
Review settings before copying files.

Setup haz enough infarmation ta start copying the program filez. [F you want ba review or
change any settings, click Back. |f you are zatisfied with the seftings, click Mext ta begin

copying files.
Current Settings:
Destination Folder  C:A\DianaScope’ ;I

. o

|etalShield

Cancel |

When the installation is completed, the DianaScope Manager’s services are started and are available at

any time.
The shortcut for login to the DianaScope is provided on the desktop and start menu on Windows.

(9) If rebooting the operating system is required, remove NEC EXPRESSBUILDER CD-ROM from
CD-ROM drive and reboot the system.
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3.1.6 Install the DianaScope PXE Service

Install the DianaScope PXE Service after the DianaScope Manager is installed.
Check before perform the installation.

-- The PC that is installed DianaScope PXE Service is DHCP service.

-- Login to Windows as Administrator.

-- Other PXE service or software that has PXE server function is not started.

CHECK
e  NEC DeploymentManager has PXE server function. Stop it before installing DianaScope
PXE service.

e See 7.2.2.1”Notes of Configuration with DianaScope PXE Service” to stop NEC
DeploymentManager and other PXE service or software.

Perform installation in following order:

(1) Click [NEC DianaScope PXE Service] in the installation menu. The “Download Files” dialog box will
appear. Click [Open].

(2) The DianaScope PXE Service installer will be started. Install the DianaScope PXE Service according to
the installer’s instructions.

e  DianaScope PXE service does not start after the installation is completed. You can start the
DianaScope PXE Service from the DianaScope when you need.
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3.2 DianaScope Manager Un-installation for Windows
To uninstall the software, perform it in following order:

(1) Uninstall the DianaScope PXE Service
Check before perform the un-installation.
-- Login to Windows as Administrator.
-- Stop the DianaScope PXE Service.
-- Exit the tools of DianaScope PXE Service.

(2) Uninstall the DianaScope Manager.

(3) Uninstall the Tomcat.

(4) Uninstall the JRE

(5) Uninstall the NEC ESMPRO Manager if you want.

Open “Add/Remove Programs” of control panel on Windows to uninstall them. Select each software name
and click [Delete]. Uninstall it according to the on-screen instructions.
IMPORTANT:
e On Windows 2000 Server/Professional, please uninstall the Tomcat without rebooting after
DianaScope Manager is uninstalled.
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3.3 JRE Update for Windows

To update JRE on the DianaScope server which DianaScope Manager ver.1.05.03 and above has been
installed on, perform it in following order.
An example for JRE 5.0 Updatell is shown.

(1)
()

©)

(4)
()

Uninstall the Tomcat.

Install the JRE.

IMPORTANT:

e Do NOT uninstall the old version of the JRE before update of the DianaScope Manager.
Edit the System Environment Variable “JAVA_HOME” on the Windows system. For “Variable Value”,
enter the name of the directory in which you have installed the JRE.
If JRE wversion is 5.0 Updatell, the default directory for the installation is “C:¥Program
Files¥Java¥jrel.5.0_11”.Rebooting the operating system is required to enable the Environment Variable.

Install the Tomcat.

Install the DianaScope Manager ver.1.09.00 and above with update mode.

CHECK

e  The Tomcat and the DianaScope Manager use JRE version that is displayed in the Tomcat
installer.

. If the update installation of the DianaScope Manager fails, please execute the following
operation;

(1) Open “Administrative Tools” — “Services” of the control panel on Windows, and change
the startup type of the DianaScope Manager service from “automatic” to “manual”.

(2) Reboot the DianaScope server.

(3) Install the DianaScope Manager ver.1.09.00 and above with update mode.

(4) Open “Administrative Tools” — “Services” of the control panel on Windows, and change
the startup type of the DianaScope Manager service from “manual” to “automatic”.
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3.4 DianaScope Manager Installation for Linux

3.4.1 Check before installation

Check the followings:

-- See chapter 2.1 to check the system requirement of DianaScope server.
-- Login to Linux as root user, or get authority of root by su command.

3.4.2 Install the JRE
JRE installer is attached to the DianaScope installer. JRE installer (Linux) is in the below directory.
/dianascope/jre_x

Regardless of below input examples, be sure to install the JRE of the version specified in chapter 2.1.
(1) Copy JRE the installer into any directory.

The following is an example of copying from NEC EXPRESSBUILDER to /usr/local/bin.
(The mount path is dependent on the OS. Specify the right path.)

‘cp /mnt/cdrom/dianascope/jre_x/jre-1 5 0 _11-1inux-i586-rpm.bin Zusr/local/bin

(2) Move to the directory containing the JRE installer.
The following is an example of copying into /usr/local/bin;

‘cd /usr/local/bin

(3) Extract the JRE installer.

(4) Install the JRE. JRE will be installed in the directory named JRE version under JRE/usr/java.

‘./jre—1_5_0_11—linux—i586—rpm.bin

(5) Add the environment variable “JAVA_HOME”. Variable value should be the name of the directory
containing the JRE.

bash:

| export JAVA_HOME=/usr/java/jrel.5.0_11

tesh:

| setenv JAVA HOME /usr/java/jrel.5.0_11

(6) Set the path of the JRE.

bash:

| export PATH=$JAVA_HOME/bin:$PATH

tesh:

| setenv PATH $JAVA_HOME/bin:$PATH
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3.4.3 Install the Tomcat
Install the Tomcat after JRE is installed.

Tomcat installer is attached to the DianaScope installer. Tomcat installer is in the below directory.
/dianascope/tomcat_x

Regardless of below input examples, be sure to install the JRE of the version specified in chapter 2.1.
(1) Copy the Tomcat installer into the directory in which the Tomcat is to be installed.

The following is an example of installation from NEC EXPRESSBUILDER to /usr/local/bin.
(The mount path is dependent on the OS. Specify the right path.)

‘ cp /mnt/cdrom/dianascope/tomcat_x/jakarta-tomcat-4.1.30.tgz /usr/local/bin

(2) Move to the directory containing the Tomcat installer.
The following is an example of installation into /usr/local/bin:

‘ cd Zusr/local/bin

(3) Expand the Tomcat.

‘ tar xvzf ./jakarta —tomcat-4.1.30.tgz

. If you procure the Tomcat individually and install it, you need to edit the “server.xml” of
the Tomcat with text editor after the Tomcat is expanded.
The ”server.xml” is housed in the conf directory under the directory that is installed the
Tomcat. Add the following 2 lines in the element <HOST>.
<Context path="/dianascope” docBase="/usr/dianascope/manager”
workDir="/usr/dianascope/manager/work/org/apache/jsp” debug="0" relodable="true”>
</Context>

(4) Add the environment variable “CATALINA_HOME.” Enter the name of the directory containing the
Tomcat.
The following is an example of installation into /usr/local/bin:

bash:

‘ export CATALINA HOME=/usr/local/bin/jakarta-tomcat-4.1.30

tesh:

‘ setenv CATALINA HOME /Zusr/local/bin/jakarta-tomcat-4.1.30
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3.4.4 Install the DianaScope Manager
Install the DianaScope Manager after JRE and Tomcat are installed.
Check before perform the installation.

Login to Linux as root user, or get authority of root by su command.

DianaScope Manager installer (Linux) is in the below directory.

/dianascope/mgr_x

In below input examples, the installer file name is shown like “dianascope-N.NN-x.i386.rpm.bin”. “N.NN”
means the version.

(1)

()

©)

(4)

(®)

(6)

(7)

Stop the Tomcat is if it is started.

| SCATALINA_HOME/bin/shutdown.sh

e  When you try to stop the Tomcat even though the Tomcat has been stopped, an exception
will be occurred. After Tomcat is installed for the first time, the Tomcat is stopped.

Copy the DianaScope Manager installer into any directory.
The following is an example of copying from NEC EXPRESSBUILDER to /usr/local/bin.
(The mount path is dependent on the OS. Specify the right path.)

‘ cp —r /mnt/cdrom/dianascope/mgr_x/ /usr/local/bin

Move to the directory containing the DianaScope Manager installer.
The following is an example of installation into /usr/local/bin:

‘ cd /usr/local/bin/mgr_x

Start the DianaScope Manager installer.
The DianaScope Manager will be installed under usr/dianascope.

‘ -/dianascope-N.NN-x.1386.rpm.bin

The terms of the end user license agreement for the product will be displayed. Carefully read the terms,
and if you agree to the terms, input “yes” and “Enter” key.

e  When the DianaScope Manager has already been installed, a message to confirm whether
you continue the installation is displayed. If you continue the installation, input “add* and
“Enter” key. If you quit the installation, input “exit “and “Enter” key.

A message to confirm whether you set the automatic start of the Tomcat is displayed. Input “add* and
“Enter” key.
With this setting, at the time of next the DianaScope server booting, the Tomcat starts automatically.

A message to register an administrator of DianaScope. Enter the administrator name and password.
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(8) A message to confirm whether you specify web clients to login to the DianaScope Manager is displayed.
If you specify them, input “yes “ and “Enter” key. And then input IP address range in which login to the
DianaScope Manager is permitted.

e  You can also set this item after finishing the installation. If this item is not set, DianaScope
Manager permits login from a web browser on the DianaScope server.

When the installation is completed, the following message is displayed:
“Installation of DianaScope Manager is now completed.”
The Tomcat service and the DianaScope Manager’s services are started and are available at any time.
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3.5 DianaScope Manager Un-installation for Linux
To uninstall the software, perform it in following order:

(1) Uninstall the DianaScope Manager
(2) Uninstall the Tomcat

(3) Uninstall the JRE
3.5.1 Uninstall the DianaScope Manager
In below input examples, the installer file name is shown like “dianascope-N.NN-x.i386.rpm.bin”. “N.NN”

means the version.

(1) Start the DianaScope Manager installer

‘ -/dianascope-N.NN-x.1386.rpm.bin

(2) The terms of the end user license agreement for the product will be displayed. Input “yes” and “Enter”
key.

(3) A message to confirm whether you continue the installation is displayed. Input “delete “ and “Enter” key.
When the un-installation is completed, the following message is displayed:
“Uninstallation of DianaScope Manager is now completed.”

3.5.2 Uninstall the Tomcat

(1) Move to the directory containing the Tomcat.
The following is an example of installation into /usr/local/tomcat:

‘cd /usr/local/bin

(2) Stop the Tomcat.

[ SCATALINA_HOME/bin/shutdown. sh

(3) Uninstall the Tomcat.
The following is an example that the version of the Tomcat is 4.1.30.

‘ rm —rf jakarta-tomcat-4.1.30

3.5.3 Uninstall the JRE
The following is an example that the version of the JRE is 5.0 Updatell.

‘ rpm —e jre-1.5.0 11-fcs
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3.6 JRE Update for Linux

To update JRE on the DianaScope server which DianaScope Manager has been installed on, perform it in
following order.

An example for JRE 5.0 Updatell is shown.

(1) Stop the DianaScope Manager.

‘/etc/rc-d/init-d/dianascope stop

(2) Stop the Tomcat.

‘/etc/rc.d/init.d/tomcat stop

(3) Install update version of JRE. JRE will be installed in the directory named JRE version under /usr/java.

‘rpm —Uvh _/jre-1 5 0 _11-1inux-i586-rpm.bin

(4) Edit the environment variable file.
Open the following file with text editor.

bash:

‘vi ~/ .bashrc

tesh:

|vi ~/ .tcshrc

Edit the path of JRE and save the file.
bash:

export JAVA_HOME=/usr/java/jrel.5.0_11
export PATH=/usr/java/jrel.5.0_11/bin:$PATH

tesh:

setenv JAVA_HOME=/usr/java/jrel.5.0_11
setenv PATH /usr/java/jrel.5.0_11/bin:$PATH

(5) Make the environment variable effective.

bash:

‘source ~/ .bashrc

tesh:

|source ~/ .tcshrc

(6) Install the DianaScope Manager with update mode.
Move to the directory containing the DianaScope Manager installer, and start the DianaScope Manager
installer.
A message to confirm whether you continue the installation is displayed. Input “add” and “Enter” key.

|./dianascope—N.NN—x-i386-rpm.bin

CHECK
e  The Tomcat and the DianaScope Manager use JRE version that is displayed in the Tomcat
installer.
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3.7 Login
After installation of the DianaScope Manager is completed, confirm that you can log into the DianaScope
Manager.

(1)

()

Make access to the following address using the Web browser on the Web client.
URL: http:// “the computer name installed the DianaScope Manager” : ”port number that the Tomcat
uses” /dianascope/

An Example of address to access from the web browser on the DianaScope server is shown.
"http://localhost:8080/dianascope/”

¢  When the DianaScope is installed on Windows, it is possible to start from start menu or the
shortcut on the desktop on Windows.
The login screen of the DianaScope will be open.
Input the administrator name and the password that has registered at the installation, and then click
“login”.

B Dianascope - Microsolt Intemet Explores

sopymghl (03 J00=0002 NE Coporstion. AL Fughls Eegerved =]
& e [T S wevwarmt .
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When the login is successful, the following screen will appear:

I Dlanascope - Microsoft Internet Daplorer =181 x|

| Bl Edt Yew Fgwertes Took beb o

|n#m Iﬂ&m_hbu}mt:m‘duwm.’smhmmw ﬂ ﬂaﬁ“
PNIELC  =rpowed by innovation %

poam | Tsech | Ervrcsimend Jelting | Lakage Zernce | Deer Accound | Licengs Infeamation | Aot Deasdiecme

Grawg | Chassie =]

[ Growp List

[Fegistration count - Deourt] Add Crous Page [1 ]
Cenfirmation Required Grawp Nume o Server Caung Comments

o  “Tools”, “Search”, “Environment Setting” and other commands are displayed in the bar.
This bar is called “Header menu”.

3.8 Register the Server License
One server license is needed to register one managed server on to the DianaScope. Click “License
Information” to register the server license key.

3.9 Setting Environment
You can change the optional setting of the DianaScope Manager. Click “Environment Setting” on the
“Header menu” to check the setting. For details, see the DianaScope’s online help.

3.9.1 Setamodem

The modem that is used to connect with a managed server should be set on the operating system on the
DianaScope server.

If DianaScope server has plural modem driver on Windows, input the modem name to use the connection in
the DianaScopeModemAgent.ini file under the Sytem32 directory. The modem names are shown on device
manager on Windows. The following is an example of DianaScopeModemAgent.ini file.

modem=Standard 56000 bps modem

42



NEC DianaScope Installation Manual

3.10 SSL

If you need to login to the DianaScope Manager using SSL, you should change the setting of the Tomcat.
Perform the procedure that is necessary in order to use SSL with the Tomcat as follows:

(1) Create a key

The Key tool is needed for creating the key using with SSL. The Key tool is contained the JRE.
Create the key as follows:

Windows:

| WJAVA_HOME%¥bin¥keytool -genkey -alias tomcat -keyalg RSA

Linux:

‘$JAVA_HOME/bin/keytool -genkey -alias tomcat -keyalg RSA

Some messages are displayed with dialog style. Input the information about the creator of the key.
You need to set the same password as the keystore password to the key password for <sdo>.
The following is shown an example.

Enter keystore password: = ******

What is your first and last name?
[Unknown]: Scott Oaks

What is the name of your organizational unit?
[Unknown]: SMCC

What is the name of your organization?
[Unknown]:  Sun Microsystems

What is the name of your City or Locality?
[Unknown]: New York

What is the name of your State or Province?
[Unknown]: NY

What is the two-letter country code for this unit?
[Unknown]: US

Is <CN=Scott Oaks, OU=SMCC, O=Sun Microsystems, L=New York, S=NY, C=US> correct?
[no]: yes

Enter key password for <sdo>
(RETURN if same as keystore password): = ******

Confirm that the key was created.

Windows:

‘%USERPROFILE%¥.keySt0re

Linux:

‘ ~/ .keystore

o  %USERPROFILE% means C:¥Document and Settings¥<login user>
e~/ means a home directory for login user.
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(2) Change the setting of the Tomcat
Edit the server.xml file to enable SLL. The server.xml is in the directory containing the Tomcat.

Open the server.xml file with an editor tool, search the description of <Connector> which is specified
port number 8443, and modify the description to a comment form with “<!-” and “->".

Modify the port number if you need.

Add the keystore file path and the password that is specified at the time creating the keystore, in the
description of <Factory>.

<I-- NOTES: Delete these lines.

<Connector className="0org.apache.coyote.tomcat4.CoyoteConnector”
acceptCount="100" bufferSize="2048" compression="0ff"
connectionLinger="-1" connectionTimeout="60000"
connectionUploadTimeout="300000" debug="0"
disableUploadTimeout="true” enableLookups="true”
maxKeepAliveRequests="100" maxProcessors="75"
minProcessors="5"
port="8443" NOTES: Change it if you need.
protocolHandlerClassName="org.apache.coyote.http11.Http11Protocol”
proxyPort="0" redirectPort="443" scheme="https”
secure="true” serverSocketTimeout="0"
tcpNoDelay="true” useURIValidationHack="false”>

<Factory className="org.apache.coyote.tomcat4.CoyoteServerSocketFactory”
clientAuth="false”
keystoreType="JKS” protocol="TLS”
keystoreFile="<the directory that contains keystore>/.keystore”
keystorePass="<the password>" NOTES:Add these lines.
/>

</Connector>

--> NOTES: Delete thess lines.

(3) Reboot the DianaScope server
Reboot the DianaScope server installed the Tomcat and the DianaScope Manager.
(4) Login
Confirm to login to the DianaScope Manager with “https:”.
Make access to the following address using the Web browser on the Web client.
URL: https://” the computer name installed the DianaScope Manager”:” port number that is specified in

server.xml”/dianascope/

An Example of address to access from the web browser on the DianaScope server is shown.
”https://localhost:8443/dianascope/”
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Chapter4 DianaScope Agent Installation

4.1 DianaScope Agent Installation for Windows
The installation for DianaScope Agent Ver.2.00.00 and above is explained.
Install the DianaScope Agent in the managed server in following order:

(1) Install the JRE
If you use only BMC configuration function of DianaScope Agent, it is unnecessary to install JRE.

(2) Install the GUI remote console function
Please install it if you use the GUI remote console function that displays the graphic screen of the managed
server after Windows is booted.

(3) Install the DianaScope Agent
DianaScope Agent includes BMC configuration Function and DianaScope Agent service with which that
DianaScope Manager requires to communicate for completing the remote management.

(4) Change the LAN port that DianaScope Agent uses
Do the setting only if BMC on the managed server uses an exclusive LAN port (Management LAN port).

4.1.1 Check before installation

Check the followings:

-- See chapter 2.3 to check the system requirement of a managed server and the DianaScope Agent.
-- Login to Windows as Administrator.

4.1.2 Start installation menu
Open the DianaScope Installation menu. See 3.1.2”Start the installation menu”.

4.1.3 Install the JRE

Be sure to install the JRE of the version specified in chapter 2.3.

(1) Click “Java Runtime Environment (JRE)” on the installation menu. . The “Download Files” dialog box
will appear. Click [Open].

The JRE installer will be started.

(2) Install the JRE according to the installer’s instructions.
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4.1.4 Install the GUI remote console function
Be sure to install the GUI remote console function of the version specified in chapter 2.3.

(1) Click “GUI remote console function” on the installation menu. . The “Download Files” dialog box will
appear. Click [Open].
The installer will be started.

(2) Install the module according to the installer’s instructions.

4.1.5 Install the DianaScope Agent

Check before perform the installation.

-- Login to Windows as Administrator.

-- Confirm that JRE has been installed, if you select the DianaScope Agent service. See chapter 2.3 for JRE
version.

(1) Click “NEC DianaScope Agent” on the installation menu. . The “Download Files” dialog box will
appear. Click [Open].
The DianaScope Agent installer will be started.

(2) The DianaScope Agent installer will be started. Click [Next]..

DianaScope Agent 2.05.00 i |

Welcome to the InstallShield Wizard for
DianaS5 cope Agent

The InztallShigld® Wizard will inztall DianaScope Agent on
your camputer. To continug, click MNext.

Cancel
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(3) Enter the name of directory to install. Click [Next].

DianaScope Agent 2.05.00 i x|

Chooze Destination Location

Select folder where Setup will inztall files.

Setup will inztall DianaScope Agent in the following folder.

Ta inztall to this folder, click Mext. To install to a different folder, click Browse and select
another folder.

Destination Folder
(CZ'\PIDQI&I‘I‘I Files\Diana5cope’ Browse... |
|rstallShield

< Back

Cancel |

(4) Select the features to install. The BMC configuration function is required.
And then, click [Next].

DianaScope Agent 2.05.00 e x|

Select Features

Choose the features Setup will install.

‘Select the features you want to install, and clear the faetures you don't want to install.

—Description

jzz BMC Configuration Function
wDianaScope Agent Service BMC can be set up.

Space Required C: 2812 K
Space Available 3 5714567 K
IristallShield

< Back | Next > I Cancel

TIPS:
e If BMC configuration feature is not select, you cannot advance.
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(5) This dialog box is shown with following condition:
- GUI remote console function has been installed.
- DianaScope Agent service has been selected.

Enter GUI remote console setting. Click [Next].

TIPS:
e  You can also set this item after finishing the installation.

DianaScope Agent 2.05.00
Setup Type

Choose the setup type that best suits your needs.

Please choose a setup of a GUI remote console function.
If a setup is Enable, the image data displayed on a DianaScope manager's remote
console will be communicated using "SSL". click the "Mext" button and continue.

" Disable

| FiztallEhield

< Back | Next > | Cancel
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(6) This dialog box is shown with following condition:

- The managed server has the BMC that uses an exclusive LAN port (Management LAN Port).
- DianaScope Agent service has been selected.

Enter BMC IP address synchronization setting. Click [Next].

TIPS:
e  You can also set this item after finishing the installation.

DianaScope Agent 2.05.00 ]

Setup Type ‘ | l
Choose the setup type that best suits your needs. \

Please choose a setup of a BMC IP address synchronization.

If a setup is Enable, the IP address set up on O35 will be set as the IP address of BMC.
click the ""Mext" button and continue.

" Disable

| FiztallEhield

<{ Back | Next > | Cancel |

(7) Information about the installation will be displayed. Read the information, and click [Next]. The
installation will be started.

DianaScope Agent 2.05.00 x|
Start Copying Files ‘ }
Review zettings before copying files. 5 ,

Setup haz enough information to start copying the program files. [F pou want to review or

change any settings, click Back. If you are satisfied with the zettings, click Mext to begin
copying files,

Current Settings:

Imetall o C:vProgram FileghDianaScopeh, ﬂ
Set GUI remote conzole : Enable
BMC IP addrezs Synchranization : Enable

4] _*IJ
|rtallShield
Canicel |

When the installation is completed, the DianaScope Agent service is started and available at any time.

< Back
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4.1.6 Confirm whether the setting of DianaScope Agent opens

After the installation is completed, do the following operation to open the main dialog box of DianaScope
Agent.

(1) Click “DianaScope Agent” — “DianaScope Agent” from [start] on Windows

You can operate BMC configuration etc in the dialog box. (Available functions of the dialog box depend on
the kind of BMC.)

The following screen shows example for the managed server that the BMC uses standard LAN port.

x
 Configuration Confirmation of Alert
Set Configuration T |
Read File | Write File
Select IP address for Agent

Set GUT remote console

BIMC IP address Synehrordzation

Systern Inforrmation
BMC Firmware Version 00.53
SDR Version 00.03a

BIOS Version 6.0 2H12

VHC Version 3.3.3

e  Following functions are available only if DianaScope Agent service is started.
- Select IP address for Agent
- Set GUI remote console
- BMC IP address Synchronization
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4.1.7 Change the LAN port that DianaScope Agent uses
Do the setting only if BMC on the managed server uses an exclusive LAN port (Management LAN port).

. If the BMC on the managed server uses standard LAN port, you do not need the setting
because DianaScope Agent uses same LAN as BMC.

(1) Click “DianaScope Agent” — “DianaScope Agent” from [start] on Windows to open the setting dialog
box of the DianaScope Agent.

(2) Click [Set Agent IP address] on the dialog box.

(3) Select IP address for DianaScope Agent.

IP Address Selection |
LAN1
[192.168.11.101 =]
LAMZ
|192.168.14.103 =]
Cancel |

CHECK:

o  Please execute [Set Agent IP address] again if you change the LAN ports or a new LAN
card is inserted to the managed server. Perform the “Check Connection” of DianaScope
Manager after the setting is changed.
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4.2 DianaScope Agent Uninstallation for Windows
To uninstall the software, perform it in following order:

(1) Uninstall the DianaScope Agent
Close the dialog box of the DianaScope Agent if it has been opened, and then uninstall the DianaScope
Agent.

(2) Uninstall GUI remote console function

(2)-(a) Uninstall the Win VNC service
Click “VNC” — “Administrative Tool” — “Remove Win VNC Service” from [start] on
Windows.

(2)-(b) Uninstall the Win VNC

(3) Uninstall the JRE

Open “Add/Remove Programs” of control panel on Windows to uninstall them except (2)-(a) Win VNC
service. Select each software name and click [Delete]. Uninstall it according to the on-screen instructions.

4.3 JRE Update for Windows

To update JRE on the managed server which DianaScope Agent has been installed on, perform it in following
order.

(1) Install the JRE.

IMPORTANT:
e Do NOT uninstall the old version of the JRE before update of the DianaScope Manager.

(2) Install the DianaScope Agent with update mode.
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4.4 DianaScope Agent Installation for Linux
The installation for DianaScope Agent Ver.2.00.00 and above is explained.
To install the software, perform it in following order:

(1) Install the JRE
If you install DianaScope Agent service with which that DianaScope Manager requires to communicate
for completing the remote management, please install the JRE.

(2) Copy and extract the DianaScope Agent installer
Copy the installer to the hard disk on the managed server and extract it.

(3) Install DianaScope Agent
GUI remote console function and DianaScope Agent can be installed at the same time.

(4) Change the LAN port that DianaScope Agent uses
Do the setting only if BMC on the managed server uses an exclusive LAN port (Management LAN
port).

4.4.1 Check before installation

Check the followings:

-- See chapter 2.3 to check the system requirement of managed server and DianaScope Agent.
-- Login to Linux as root user, or get authority of root by su command.

4.4.2 Install the JRE
JRE installer is attached to DianaScope installer. JRE installer (Linux) is in the below directory.
/dianascope/jre_x

Regardless of below input examples, be sure to install the JRE of the version specified in chapter 2.1.
(1) Copy JRE the installer into any directory.

The following is an example of copying from NEC EXPRESSBUILDER to /usr/local/bin.
(The mount path is dependent on the OS. Specify the right path.)

‘cp /mnt/cdrom/dianascope/jre_x/jre-1 5 0 _11-1inux-i586-rpm_.bin /Zusr/local/bin

(2) Move to the directory containing the JRE installer.
The following is an example of copying into /usr/local/bin;

‘cd /usr/local/bin ‘

(3) Install the JRE. JRE will be installed in the directory named JRE version under JRE/usr/java.

‘./jre—l_5_0_11—linux—i586—rpm.bin ‘
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4.4.3 Copy and extract DianaScope Agent installer
Copy the installer to the /usr/local/bin/dianascope/agent directory on the managed server.
The DianaScope installer files are in /dianascope/agt_x.

(1) Create /dianascope/agent directory under /usr/local/bin.

‘mkdir —p Zusr/local/bin/dianascope/agent

(2) Copy the all installer files to /usr/local/bin/dianascope/agent.
It is shown example that files is copied from NEC EXPRESSBUILDER to /root/workspace directory.
(The mount path is dependent on the OS. Specify the right path.)

‘cp —r /mnt/cdrom/dianascope/agt_x/ /usr/local/bin/dianascope/agent

(3) Move to the directory containing the installer.

‘cd /usr/local/bin/dianascope/agent

(4) Extract the installer.

‘tar xzvF dianascopeagent-N.NN.NN-x.tgz

“N.NN.NN" in the example file name means the version.

4.4.4 Install the DianaScope Agent

(1) Move to the directory that the installer was extracted.

‘cd /usr/local/bin/dianascope/agent/dianascopeagent-N.NN.NN-x

“N.NN.NN" in the example directory name means the version.

(2) Execute the shell for the installation.

‘-/dianascopeagent—N-NN-NN-sh

“N.NN.NN" in the example file name means the version.

(3) A message to confirm whether to install BMC Configuration function of DianaScope Agent is displayed.
Input “yes” and “Enter” key.
The BMC Configuration function will be installed under /usr/DianaScopeSysman directory.

(4) A message to confirm whether to install GUI remote console function is displayed. If you use GUI
remote console function, input “yes” and “Enter” key.
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(%)

(6)

(7)

A message to confirm whether to install DianaScope Agent service is displayed. If you use the remote
management function for which DianaScope Manager requires to communicate with DianaScope Agent,
input “yes” and "Enter” key.

DianaScope Agent service will be installed under /usr/DianaScopeAgent directory.

If you input ’no’, the installer finishes the procedudure.

A message to confirm the setting of the GUI remote console is displayed. Input “yes” and “Enter” key.
When the function is set to enable, DianaScope Agent will use SSL and send the graphical screen data to
DianaScope server safely.

In case that BMC on the managed server uses a standard LAN port, a message to confirm the setting of
BMC IP address synchronization function is displayed. Input “yes” to set enable, or “no” to set disable.
And then input “Enter” key.

When the function is set to enable, DianaScope Agent service will set the OS IP address for BMC IP
address.

When the installation is completed, the DianaScope Agent service and GUI remote console function are
started and available at any time.

4.45 Confirm whether the setting of DianaScope Agent opens
After the installation is completed, do the following operation to open the setting function of DianaScope
Agent

‘ /usr/DianaScopeSysman/agentconf

You can operate BMC configuration etc in the setting screen.

446 Change LAN port that DianaScope Agent uses
Do the setting only if BMC on the managed server uses an exclusive LAN port.

(1)
(2)
©)

° If the BMC on the managed server uses standard LAN port, you do not need the setting
because DianaScope Agent uses same LAN as BMC.

Open the setting of DianaScope Agent.
Select “Select IP address for Agent”.

Select IP address that DianaScope Agent uses.
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4.5 DianaScope Agent Uninstallation for Linux
Login to Linux as root user, or get authority of root by su command.

To uninstall the software, perform it in following order:
(1) Uninstall the DianaScope Agent

(2) Uninstall the JRE

4.5.1 Uninstall the DianaScope Agent

(1) Move to the directory in which is copied the all files for the installation.

‘ cd /usr/local/bin/dianascope/agent/dianascopeagent-N.NN.NN-x

“N.NN.NN" in the example directory name means the version.

(2) Execute the shell for the uninstallation.

‘ -/ dianascopeagent-N_NN_NN-x.sh

“N.NN.NN" in the example file name means the version.

(3) A message to confirm whether to uninstall BMC configuration function of DianaScope Agent is
displayed. Input “delete” and “Enter” key.

(4) A message to confirm whether to uninstall DianaScope Agent service is displayed. Input “delete” and
“Enter” key.

(5) A message to confirm whether to uninstall GUI remote console function is displayed. Input *“yes” and

“Enter” key.

4.5.2 Uninstall the JRE
The following is an example that the version of the JRE is 5.0 Updatell.

‘ rpm —e jre-1.5.0 11-fcs
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4.6 JRE Update for Linux

Perform it in following order to update JRE software on the managed server which DianaScope Agent has
been installed on:
This example is for updating JRE to ver.5.0 Update1l when you use DianaScope ver.2.00.00 and above.

(1) Stop DianaScope Agent service.

‘/etc/rc-d/init-d/dianascopeagent stop

(2) Update JRE.

‘rpm —Uvh _/jre-1 5 0 _11-1inux-i586-rpm.bin

(3) Start DianaScope Agent service.

‘/etc/rc.d/init.d/dianascopeagent start
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Chapter5 NEC ESMPRO Manager Association Module

5.1 Overview

NEC ESMPRO Manager Association Module is one of DianaScope Manager modules. But it performs as
apart of NEC ESMPRO Manager service. When NEC ESMPRO service receives an alert notification from
the BMC, this module registers the alert in the alert log of the NEC ESMPRO.

However DianaScope Manager installer is installed the module, to install only NEC ESMPRO Manager
Association Module, you should use the exclusive installer.

See 9.2 "Alert form BMC”.

5.2 System Requirements

B Hardware
® Memory
128MB and more

® Availability of hard disk
1MB and more

W Software
® OS

Microsoft Windows 2000 Server/Professional (SP4)
Microsoft Windows XP Professional (SP1 or SP2)
Microsoft Windows Server 2003 Standard Edition/Enterprise Edition (or SP1)
Microsoft Windows Server 2003 R2 Standard Edition/Enterprise Edition
Microsoft Windows Server 2003 Standard /Enterprise x64 Edition
Microsoft Windows Server 2003 R2 Standard /Enterprise x64 Edition
Microsoft Windows Vista Business

® Other Information
The following software must be installed for using DianaScope NEC ESMPRO Manager
Association Module:
NEC ESMPRO Manager 4.11 and above
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5.3 NEC ESMPRO Manager Association Module Installation

Install only NEC ESMPRO Manager Association Module.

Check the followings:

-- Login to Windows as Administrator.

-- If you need NEC ESMPRO Manager Association Module, You install NEC ESMPRO Manager, and then
install DianaScope Manager.

(1) Open the DianaScope install menu. See3.1.2”Start the installation menu”.

(2) Click “NEC ESMPRO Manager Association Module” on the installation menu. . The “Download Files”
dialog box will appear. Click [Open].

(3) The installer will be started. Click [Next].

ESMPRO Manager association module 1.03.00 x|

‘Welcome to the InstallShield Wizard For
ESMPRO Manager azsociation module

The InstallShield Wizard will ingtall ESMPRO Manager
azzociation module on your computer. To continue, click
Mewxt.

< Back

Canicel |

(4) The terms of the end user license agreement for the product will be displayed. Carefully read the terms,
and if you agree to the terms, click [Yes] to begin copying files.

ESMPRO Manager association module 1.03.00 x|

License Agreement
Fleaze read the following license agreement carefully.

Fress the PAGE DOWM key to zee the rest of the agreement,

[i. License -
MELC Corporation [hereinatter refened to as "MEC"] grants you a personal
and non-exclusive license to use the provided software [the 'S oftware"]
only on one machine at any one time, and only in the country where you
acquired the Software. The Software iz in "uze'’ on a machine when it i
lnaded inta temparary memaorny [i.e. BaAk] or installed into permanent memorny
[i.e. hard dizk or other storage device] of that machine. v'ou obtain no
license other than those expressly aranted you under thiz Agreement.

2 Period LI

Do vou accept all the terms of the preceding Licenze Agreement? If pou Print |

select Mo, the zetup will close. To install ESMPRO Manager azsociation
module, you must accept this agreement.

[rvetallSheld

< Back Tes Mo |
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5.4 NEC ESMPRO Manager Association Module Uninstallation

To uninstall the software, perform it in following order:
(1) Uninstall the NEC ESMPRO Manager Association Module
(2) Uninstall the NEC ESMPRO Manager if you want.

To uninstall the software, Open “Add/Remove Programs” of control panel on Windows name and click
[Delete]. Select the software name and click [Delete]. Uninstall it according to the on-screen instructions.
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Chapter6 DianaScope Configuration

6.1 Overview

DianaScope Configuration is a tool that creates a “configuration information file” for configuring the BMC
on the managed server.

To configure the BMC on the managed server by using DianaScope PXE Service, you need a “configuration
information file”.

To configure the BMC on the managed server by using the NEC EXPRESSBUILDER DOS based with
remote console feature, you need a “configuration information FD” containing the *configuration
information file”.

The managed server can also be configured by reading the pre-created “configuration information file”
through the DianaScope Agent.

6.2 System Requirements

B Hardware
® Memory
128MB or more

® Availability of hard disk
3MB or more

® Availability of hard disk
FD drive

B Software
® OS

Microsoft Windows 2000 Server/Professional (SP4)
Microsoft Windows XP Professional (SP1 or SP2)
Microsoft Windows Server 2003 Standard Edition/Enterprise Edition (or SP1)
Microsoft Windows Server 2003 R2 Standard Edition/Enterprise Edition
Microsoft Windows Server 2003 Standard /Enterprise x64 Edition
Microsoft Windows Server 2003 R2 Standard /Enterprise x64 Edition

6.3 DianaScope Configuration Installation

(1) Open the DianaScope Installation menu. See 3.1.2”Start the installation menu”.

(2) Click “DianaScope Configuration” on the installation menu. . The “Download Files” dialog box will
appear. Click [Open].
The installer will be started.

(3) Install the DianaScope Configuration according to the installer’s instructions.

After the installation is completed, you can start the DianaScope Configuration from start menu on Windoes.

6.4 DianaScope Configuration Uninstallation
Close the tool, and then uninstall it.

Open “Add/Remove Programs” of control panel on Windows to uninstall it. Select the software name and
click [Delete]. Uninstall it according to the on-screen instructions.
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Chapter7 Setup for Managed Server (for LAN
connection)

This chapter explains the setup procedure for the DianaScope Manager to manage the BMC and DianaScope
Agent on a managed server remotely via LAN connection.

. If the managed server is ft Server, it has a different way to setup. See “NEC DianaScope
Installation Manual for ft Server”.

7.1 Setup Flow (for LAN connection)

Perform the following setup procedure:

(1) Connects the DianaScope server and the managed server on the same network.
See Chapter2 “System Requirements”.

(2) Configure BMC on the managed server.

(3) Register the managed server on the DianaScope Manager

7.2 Configure BMC on Managed Server (for LAN connection)

Configure BMC of the managed server at first.

e  This section explains about the minimum setting that is necessary for connection the
DianaScope Manger with the managed server. For details of BMC configuration, see
Chapter9 “BMC Configuration Information ”.

There are three methods for configuring the BMC on a managed server for LAN connection.

B Configuration with DianaScope Agent or “System Management” tool of NEC
EXPRESSBUILDER CD-ROM
This document explains the configuration procedure using the DianaScope Agent for Windows.

CHECK
e  There are other BMC configuration tools, but do not use the following tools for setup with
DianaScope.

-- NEC MWA Agent
-- "System management” started from EXPRESSBUILDER that does not contain
DianaScope.
B Configuration with DianaScope PXE Service.
On DHCP server, you can set the configuration of the BMC with DianaScope PXE Service

e  DianaScope PXE Service can be installed only on Windows.
. If the managed server has been installed ft Remote Management Card, DianaScope PXE
Service cannot configure the BMC.

62



NEC DianaScope Installation Manual

B Configuration with NEC EXPRESSBUILDER DOS based with remote console feature.
NEC EXPRESSBUILDER DOS based with remote console feature is to configure the BMC on the
managed server when a keyboard is not connected.

e  Configuration with NEC EXPRESSBUILDER DOS based with remote console feature can
be available only from the NEC EXPRESSBUILDER that contains DianaScope.

e  See the user’s guide provided with the managed server about NEC EXPRESSBUILDER
DOS based with remote console feature.
If there is the description about NEC EXPRESSBUILDER DOS based with remote console
feature, the feature is available.

7.2.1 Configuration with DianaScope Agent (for LAN connection)
This document explains the configuration procedure using the DianaScope Agent for Windows.
The operation for DianaScope Agent Ver.2.00.00 and above is explained.

(1) After booting Windows on the managed server, click Windows [start] and start the BMC configuration
function of DianaScope Agent.

(2) The main dialog box will be appeared.
Click [Set Configuration]. When a confirmation message is displayed, click [OK].

The following screen shows example for the managed server that the BMC uses standard LAN port.

x
— Confizuration Confinmation of &lert
Set Confimuration e |
Read File | Write File
Select IF address for Agent

Set GUI remote console

BIWIC IP address Synchronization

Swyatem Infornation
BLIC Firmware Version 00.53
SDER Wersion 00.03a

BIOS Wersion 6.0.2H12

WHC Version 333

63



NEC DianaScope Installation Manual

(3) “BMC Configuration” dialog box will be display. Click “Common” tab page.

Be sure to set the below item. The other items can be used with the default values.
-- "Computer Name”

Enter a unique name for each managed server.
-- “Authentication Key”

The following screen shows example.

BMC Configuration x|

Common | LAN | LAN2 | WiaN/Direct | Pager |

— Management Infarmation

Model M arme : l:.::.;:.::-::-::-::-:

Comment 1 : I

Comment 2 : I

— BMC Common

Computer M ame :

emote Control {¢ Enable (" Dizable

Femate Control {* Enable " Dizable

Authentication el

[k Direct]:
; Redirection % Enable ¢ Dizable

Community Marme : Ipub"c [LéM):

Redirection (¢ Enable " Dizable

[tk ADirect]:
Alert: ¥ Enahle " Dizable Remate Control ¥ Enable (" Disable
Alert Process : Al * Ore (LANZ)
Alert Lewvel ILeveI4[N0n-recoverble, Critic:al, Mon-critical, 0K ) ﬂ .&IerlDrderl

Ok I Cancel | Apply |
TIPS:

. If a managed server is compatible with SOL and “Enable” is selected for the item
“Redirection (LAN),” the following items necessary for the remote console via the LAN
will be changed automatically.

”Common” tab page — “Redirection (WAN/Direct)”: Enable
“WAN/Direct” page — “Flow Control”: RTS/CTS
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(4) Select “LANL1" tab page for LAN port 1 of the BMC.
Set the below items. The other items can be used with the default values.

-- ”Obtain an IP Address automatically (DHCP)”
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set enable and registered, the BMC set the value obtained from DHCP server on “IP
Address”, “Subnet Mask” and “Default Gateway”.
You can set enable on the item only if the BMC supports this capability.
-- ”IP Address”
Case that BMC on the managed server uses an exclusive LAN port (Management LAN port); enter
the IP address for the exclusive LAN port.
Case that BMC on the managed server uses a standard LAN port; be sure to make the setting
identical to the setting on the operating system of the managed server.
-- "Subnet Mask”
Enter the subnet mask for the IP address.
-- "Default Gateway”
Enter the default gateway if the managed server connects to DianaScope Server via any gateway
-- ”Alert Receiver / Management PC IP Address” — “Primary”.
Enter the IP address of DianaScope server.

The following screen shows example.

BMC Configuration x|

Commaon  LANT | WM /Direct I

—Alert
Alert Receiver / Management PC IP Address

|1E|2.158.14.19? >

|255.255.255.D Secondary : —r ——
I / ™ Tertiam: I

/
/ —Alert Fety

Alert Rety Count I3 _Ij times
Ailert Timeout : IE _I: s

— Server

Obtain an IP Address
automaticall(DHCE,

Enable © Disal

|1EI2.188.14.'|4'|

IP Address :

Subnet Mask

Default Gateway :

Default Value | ok I Cancel

e  When you enter “Management PC IP Address”, the same IP address is displayed for “Alert
Receiver/Management PC (1)”.

e The “LANZ2” tab is displayed only when the managed server’s BMC supports
communication via LAN2. To communicate with the DianaScope Manager via LANZ2,
make the setting on the “LAN2” tab as same as “LAN1” tab.
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(5) If you set “Default Gateway”, please connect the managed server via LAN port used by BMC and the

gateway to network.
If you set “Alert Receiver / Management PC IP Address” on same network with the managed server,

please connect the managed server via LAN port used by BMC and the alert receiver/management PC to
network.

(6) Click [Register].

The configuration information will be set in the BMC. The MAC addresses of the gateway and the alert
receivers will be also set in the BMC.
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7.2.2 Configuration with DianaScope PXE Service (for LAN connection)

Set configuration information for the BMC on the managed server by using the DianaScope PXE Service.
The DianaScope PXE Service accepts network- boot requests only from the server to be managed by the
DHCP server.

e  DianaScope PXE Service can be installed only on Windows.
. If the managed server has been installed ft Remote Management Card, DianaScope PXE
Service cannot configure the BMC.

There are two methods.
B Configuring the IP address assigned by the DHCP.
B Configuring the IP address specified in the computer information list.

7.2.2.1 Notes of Configuration with DianaScope PXE Service
This section explains particular notes of Configuration with DianaScope PXE Service.

-- If the managed server has been installed ft Remote Management Card, DianaScope PXE Service cannot
configure the BMC.

-- When you configure the IP address assigned by the DHCP, DianaScope PXE Service configures the BMC
to obtain the IP address by the DHCP if the managed server has been installed the BMC that uses an
exclusive LAN port (Management LAN Port).

Since the DianaScope PXE Service does not configure the IP address, the IP address is not shown in
Computer Information list of the DianaScope PXE Service.

-- DianaScope PXE Service Ver.1.02.00 and above supports the configuration for EXPRESSSCOPE Engine.
DianaScope PXE Service Ver.1.03.00 and above supports the configuration for Advanced Remote
Management Card.

-- If the managed server has been installed Advanced Remote Management Card, the BMC may not
immediately obtain the IP address after DianaScope PXE Service configures the BMC to obtain the IP
address by the DHCP. Please turn the managed server AC-OFF and AC-ON because the BMC try to obtain
the IP address whenever the managed server is turned AC-ON.

-- If the DHCP server does not respond within the fixed period of time, The BMC will stop trying to obtain
the IP address. Then DianaScope cannot search the managed server with the function "Auto Registration".
In this case, please turn the managed server AC-OFF and AC-ON. See 7.2.2.5 Procedure to retry
configuration with DianaScope PXE Service for retry.

-- If the managed server has been installed the BMC that uses standard port, the managed server needs to be
made network-boot via LANL. Set the priority to LAN1 to become higher than LAN2 with BIOS Setup
Utility.

-- While the DianaScope PXE Service is active, do not network-boot a managed server that has been
configured by a method other than using the DianaScope PXE Service. Otherwise, the configuration is
performed with the DianaScope PXE Service, resulting in the change of the original configuration
information. In this case, the server may not be managed through the DianaScope Manager.

(1) Before starting the DianaScope PXE Service, stop other PXE services and software having the
PXE service function in the network. If you use other PXE services and software having the PXE
service function, stop the DianaScope PXE service and then start them.

This procedure is necessary to start the service that you want to use.
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<How to stop/start NEC DeploymentManager that has PXE server function. >

Click “Run” from [start] of Windows. Enter the command as following example. It shows case that the
installed directory of NEC DeploymentManager is “C:¥Program Files¥NEC¥DeploymentManager”.
Stop: ”C:¥Program Files¥NEC¥DeploymentManager¥svcctrl” —stop

Start: ”C:¥Program Files¥NEC¥DeploymentManager¥svcctrl” —start

<How to stop/start Remote Install service>

Stop:

Stop 3 services. Click [run] from [start] on Windows. Execute following each command:
’net stop BINLSVC”

“net stop TFTPD”

’net stop Groveler”

Start:
(1) Click “control Panel” — “asministrative tool” — ”Active Directory user and computer” from [start]
on Windows.
(2) Find “Remote Install” server computer in the “Active Directory user and computer” snap in
(3) Click the server computer and them click “Property”.
(4) Click [Check server] on the “Remote install” tab.
(5) Follow the instruction of the wizard.

-- About that the end of the network-boot procedure of DianaScope PXE Service.
Do not operate the destination server until network-boot procedure of DianaScope PXE Service completes.
When you have some operation before that, the DianaScope PXE Service cannot be stopped from the
DianaScope.
See7.2.2.4”How to confirm the status of the network-boot procedure by DianaScope PXE Service”.

(2) While the DianaScope PXE Service is executing the network-boot procedure, the operations

below cannot execute. Please wait until network boot procedure ends.
-- Stop the DianaScope PXE Service.
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7.2.2.2 Configuring the IP address assigned by the DHCP
Perform the following procedure with DianaScope Manager Ver.1.04.00 and above and DianaScope PXE
Service Ver.1.03.00 and above:

(1) See 7.2.3.1”Create a configuration information file” to create a configuration information file.

IMPORTANT:

e  To use the configuration information file for DianaScope PXE Service, there are some
different from the description of 7.2.3.1”Create a configuration information file”. These
items will not be set to the managed server.

-- If the managed server integrates EXPRESSSCOPE Engine:
- “Common” tab page
“Computer Name”
- “LANL1” tab page
“Obtain an IP Address automatically (DHCP)”
“IP Address”
“Subnet Mask”
“Default Gateway”
-- If the managed server is installed Advanced Remote Management Card:
- “Common” tab page
“Computer Name”
- “LANL1” tab page
“Obtain an IP Address automatically (DHCP)”
“IP Address”
“Subnet Mask”
-- If the managed server is installed other BMC:
- “Common” tab page
“Computer Name”
- “LANL1” tab page
“Obtain an IP Address automatically (DHCP)”
“IP Address”
- “LANZ2” tab page
All items
e  The configuration file name and path name are not required specified names.

(2) To start DianaScope PXE Service, click “Linkage Service” from the “Header menu” on the DianaScope.
Click [Start] on the “DianaScope PXE Service” screen.
The DianaScope PXE Service will start and be ready to accept network-boot requests.
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©)

(4)

(®)

To register the configuration information file, open the “Configuration Information” screen of “Linkage
Service” on the DianaScope. Specify the path name of the configuration information file, and click
[Register].

 ansm o - Mcrssalt et haploces alnix
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e You can also register the configuration information file on the DianaScope PXE Service by
using DianaScope PXE Service Management tool. To use the tool, start “DianaScope PXE
Service Management” of the "DianaScope PXE Service” from start menu of Windows on
the DianaScope server.

Change the boot device priority so that the highest priority will be given to network-boot devices, using
the managed server’s BIOS Setup Utility.

° If the managed server is Blade Server, the network-boot is initially set with the highest
priority.
If you set “Default Gateway” at creating the configuration information file, please connect the managed
server via LAN port used by BMC and the gateway to network.
If you set “Alert Receiver / Management PC IP Address” on same network with the managed server at
creating the configuration information file, please connect the managed server via LAN port used by
BMC and the alert receiver/management PC to network.
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(6)

(7)

(8)

Reboot the managed server.
The DianaScope PXE Service accepts a network-boot request from the managed server, sets the
following configuration items, and then reboots the server.

-- “IP Address™:
The IP address assigned by the DHCP server is set.
-- “Computer Name”:
The managed server’s MAC address is registered with “PXE” prefixed.

e  Other configuration items are set with values of the configuration information file. The
MAC addresses of the gateway and the alert receivers will be also set in the BMC.
After the managed server has been network-booted, reboot again and change the boot priority back to
original using the BIOS Setup Utility.
See7.2.2.4”How to confirm the status of the network-boot procedure by DianaScope PXE Service”.

Click DianaScope “Linkage Service” to display the “DianaScope PXE Service” screen, and stop the
DianaScope PXE Service.
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7.2.2.3 Configuring the IP address specified in Computer Information List File
Perform the following procedure with DianaScope Manager Ver.1.04.00 or above and DianaScope PXE
Service Ver.1.03.00 or above:

(1) See 7.2.3.1”Create a configuration information file” to create a configuration information file.

IMPORTANT:

e  To use the configuration information file for DianaScope PXE Service, there are some
different from the description of 7.2.3.1”Create a configuration information file” These
items will not be set to the managed server.

- “Common” tab page
“Computer Name”

- “LANL1” tab page
“Obtain an IP Address automatically (DHCP)”
“IP Address”

- “LANZ2” tab page
All items

e  The configuration file name and path name are not required specified names.

(2) To start DianaScope PXE Service, click “Linkage Service” from the “header menu” on the DianaScope.
Click [Start] on the “DianaScope PXE Service” screen.
The DianaScope PXE Service will start and be ready to accept network-boot requests.

(3) To register the configuration information file, open the “Configuration Information” screen of “Linkage
Service” on the DianaScope. Specify the path name of the configuration information file, and click
[register].
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e You can also register the configuration information file on the DianaScope PXE Service by
using DianaScope PXE Service Management tool. To use the tool, start “DianaScope PXE
Service Management” of the "DianaScope PXE Service” from start menu of Windows on
the DianaScope server.
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(4) Register the computer information.

There are two methods to register computer information.
(4)-(a) Register computer information directly.
(4)-(b) Register a computer information list file that includes plural computer information records.

When a lot of computer information records are added, (4)-b is recommended.

e  You can also register the computer information on the DianaScope PXE Service by using
DianaScope PXE Service Management tool. To use the tool, start “DianaScope PXE
Service Management” of the "DianaScope PXE Service” from start menu of Windows on
the DianaScope server.

(4)-(a) Register computer information directly.

(4)-(@)-(i) Click “Linkage Service” from the “header menu” on the DianaScope. Click [Add
Computer Information] on the “Computer Information List” screen.
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(4)-(a)-(ii) The information should be input on “Individual addition” screen.
Enter the MAC address of the server that you want to request network-booting.
Enter the computer name and IP address that will be set in BMC configuration by
DianaScope PXE Service.
Check that “Status” indicates “Not Processed”, and then click [Add].
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(4)-(a)-(iii) [Apply] will be displayed on the “Computer Information List” screen. Click [Apply].

(4)-(b) Register a computer information list file that includes plural computer information records.
(4)-(b)-(i) Create computer information list file.

The computer information list file has the CSV format. Specify one record of information on each line.
The file name extension should be *“.csv”.

The 1-record format is as follows:
“MAC-Address,Computer-Name,IP-Address”
You should write only one record per line. You cannot input any other characters on the line.

-- MAC Address
Specify the MAC address of the managed server on which configuration information is to be set.

-- Computer Name
Enter a comma “,” as a delimiter between the MAC address and computer name. Following the comma,
specify the computer name to be set for the managed server.

(5) IP Address

Enter a comma “,” as a delimiter between the computer name and IP address. Following the
comma, specify the IP address to be set for the managed server’s BMC.
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Example of computer information list file is shown below.
111111111111 ,Server1,192.168.14.1
222222222222 ,Server2,192.168.14.2
333333333333,Server3,192.168.14.3
444444444444 ,Serverd,192.168.14 .4

(5)-(a)-(i) Click “Linkage Service” from the “header menu” on the DianaScope. Click [Add
Computer Information] on the “Computer Information List” screen.
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(5)-(a)-(ii) Specify the path name of the computer information list file on “Bundle addition” screen.

Click [Add].
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(5)-(a)-(iii)  [Apply] will be displayed on the “Computer Information List” screen. Click [Apply].

(6) Change the boot device priority so that the highest priority will be given to network-boot devices, using
the managed server’s BIOS Setup Utility.

. If the managed server is Blade Server, the network-boot is initially set with the highest
priority.
(7) If you set “Default Gateway” at creating the configuration information file, please connect the managed
server via LAN port used by BMC and the gateway to network.
If you set “Alert Receiver / Management PC IP Address” on same network with the managed server at
creating the configuration information file, please connect the managed server via LAN port used by
BMC and the alert receiver/management PC to network.

(8) Reboot the managed server.
The DianaScope PXE Service accepts a network-boot request from the managed server, confirms the
managed server’s MAC address, configures the IP address and computer name that have been specified
in the computer information, and then reboots the server.

-- IP Address
Specify the IP address specified on computer information .
-- Computer Name
Specify the computer name specified on computer information .

e  Other configuration items are set with default values. For details, see Chapter9 “BMC
Configuration Information ”. The MAC addresses of the gateway and the alert receivers
will be also set in the BMC.

(9) After the managed server has been network-booted, reboot again and change the boot priority back to
original using the BIOS Setup Utility.
See7.2.2.4”How to confirm the status of the network-boot procedure by DianaScope PXE Service”.

(10) Click DianaScope “Linkage Service” to display the “DianaScope PXE Service” screen, and stop the
DianaScope PXE Service.
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7.2.2.4 How to confirm the status of the network-boot procedure by DianaScope
PXE Service
You can confirm the status of the network-boot procedure by DianaScope PXE Service with the order below.

(1) Click “Linkage Service” from the “header menu” on the DianaScope. Click [Refresh] on the “Computer
Information List” screen.
The latest status of the network-boot procedure for each destination server will be shown.
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e  You can also confirm the status on the computer information by using DianaScope PXE
Service Management tool. To use the tool, start “DianaScope PXE Service Management” of
the ”DianaScope PXE Service” from start menu of Windows on the DianaScope server.

(2) If “Status” column of the table has “Completed”, the network-boot procedure of the destination server
has completed.
See the list below for “Status”.

Status Meaning

Not Processed DianaScope PXE Service does not execute the network-boot procedure
yet.

Completed DianaScope PXE Service finished the network-boot procedure.

(DianaScope PXE Service will not set BMC configuration for this computer
even if network-boot is requested again. See 7.2.2.5Procedure to retry
configuration with DianaScope PXE Service for retry.)

Failed DianaScope PXE Service failed to execute the network-boot procedure.
(See 7.2.2.5Procedure to retry configuration with DianaScope PXE Service
for retry.)

Processing DianaScope PXE Service is executing the network-boot procedure.

(It is maximum 10 minutes after the last network-boot request from the
destination server.)

Unnecessary to process DianaScope PXE Service does not execute network-boot procedure for
this computer.

(Change “Status” to this status when the computer has no BMC or when
you do not want to execute the network-boot for the computer.)
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7.2.2.5 Procedure to retry configuration with DianaScope PXE Service

After setting the configuration for the managed server, DianaScope PXE Service records the managed server
on the computer information. When the managed server has been recorded status “Completed” on the
computer information, the DianaScope server does not set the configuration even though the managed server
requires network-boot.

If “Auto Registration” function of DianaScope cannot find the managed server configured with the
DianaScope PXE service, Edit the computer information of the managed server and then retry configuration.

The order is below.

(1) Click “Linkage Service” from the “header menu” on the DianaScope. Click MAC address of the
managed server that cannot be found “Auto Registration” function of DianaScope.
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(2) Change “Status” to “Not Processed” and click [Update].
(3) Click [Apply] on the “Computer Information List” screen.

(4) Retry the configuration with DianaScope PXE Service.

e  You can also change the status on the computer information by using DianaScope PXE
Service Management tool. To use the tool, start “DianaScope PXE Service Management” of
the "DianaScope PXE Service” from start menu of Windows on the DianaScope server.

78



NEC DianaScope Installation Manual

7.2.3 Configuration with NEC EXPRESSBUILDER DOS based with remote
console feature (for LAN connection)

NEC EXPRESSBUILDER DOS based with remote console feature can configure the BMC on the managed
server with the configuration information FD containing the configuration information.

e  Configuration with NEC EXPRESSBUILDER DOS based with remote console feature can
be available only from the NEC EXPRESSBUILDER that contains DianaScope.
e  See the user’s guide provided with the managed server about NEC EXPRESSBUILDER
DOS based with remote console feature.
If there is the description about NEC EXPRESSBUILDER DOS based with remote console
feature, the feature is available.
Perform the following procedure:
(1) Create a configuration information file
(2) Run NEC EXPRESSBUILDER DOS based with remote console feature

7.2.3.1 Create a configuration information file

(1) Start the DianaScope configuration installed on any PC to create the configuration information file.

£z Dianascope Configuration x|

- Configuration

New | Change |

Read from FD
ot

(2) Click [New]. The confirming message will be displayed. Click [OK].
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(3) The “BMC Configuration” dialog box will appear.
Click “Common” tab page.

Be sure to set the below item. The other items can be used with the default values.

-- ”Computer Name”
Enter a unique name for each managed server

-- “Authentication Key”

-- Set “Remote Control (LAN)”, “Remote Control (WAN/Direct)”, “Redirection (LAN)” and
“Redirection (WAN/Direct)” to enable

The following screen shows example.
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(4) Select “LAN” tab page for LAN port 1 of the BMC.
Set the below items. The other items can be used with the default values.

-- ”Obtain an IP Address automatically (DHCP)”
Determine whether to dynamically obtain an IP address from a DHCP server.
If the item is set enable and registered, the BMC set the value obtained from DHCP server on “IP
Address”, “Subnet Mask” and “Default Gateway”.
You can set enable on the item only if the BMC supports this capability.
-- ”IP Address”
Case that BMC on the managed server uses an exclusive LAN port (Management LAN port); enter
the IP address for the exclusive LAN port.
Case that BMC on the managed server uses a standard LAN port: be sure to make the setting
identical to the setting on the operating system of the managed server.
-- "Subnet Mask”
Enter the subnet mask for the IP address.
-- "Default Gateway”
Enter the default gateway if the managed server connects to DianaScope server via any gateway,
-- ”"Management PC IP Address” — “Primary”
Enter the IP address of DianaScope server.

The following screen shows example.

BMC Configuration |

Common  LAM |LAN2 I WﬁNa’DirectI Pager I

" Enatle f%

|192.1EB.14.141

Subnet Maszk |255.255.255.D
Default Gateway : /! I Tertiary : I

Alert Rety

Alert Rety Count I3 _% times
Ailert Timeout : IE 5‘ seEarEk

— Server

Obtain an [P Address
autarmatically[DHCP)

IP Address :

e To communicate with the DianaScope Manager via LAN2, make the setting on the
“LAN2” tab as same as “LAN” tab. If the BMC of the managed server does not support
communication via LAN2, the values of “LAN2” tab page have no effect with the managed
server.

e  The managed server installed the BMC that uses an exclusive LAN port (Management
LAN port) supports the function of ”Obtain an IP Address automatically (DHCP)”.
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(5) Insert a formatted floppy disk into the FD drive, and click [OK]. A dialog box will appear for specifying
a location where the configuration information is to be saved.

(6) Specify the floppy disk’s root directory as the location.
Enter “CSL_LESS.CFG” for the file name, and click [OK].

The configuration information file will be saved on the floppy disk. This floppy disk is called a
“configuration information FD”.
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7.2.3.2 Run NEC EXPRESSBUILDER DOS based with remote console feature

(1) If you set “Default Gateway” at creating the configuration information file, please connect the managed

()

server via LAN port used by BMC and the gateway to network.
If you set “Alert Receiver / Management PC IP Address” on same network with the managed server at
creating the configuration information file, please connect the managed server via LAN port used by
BMC and the alert receiver/management PC to network.

Configure the BMC of the managed server with the configuration information.
Insert the NEC EXPRESSBUILDER CD-ROM into the CD-ROM drive and the “configuration
information FD” into the FD drive on the managed server. And then turn on the server.
After NEC EXPRESSBUILDER DOS based with remote console feature is started and the
configuration information is loaded from the FD into the managed server. The MAC addresses of the
gateway and the alert receivers will be also set in the BMC. And then the managed server will be

If the setting in the configuration information file is already configured, the managed server
will be not rebooted.
When the console-less function for LAN connection is used, the BIOS settings are changed
as follows:

Serial Port Address:  On Board COM B (only for the managed server supporting SOL)

Baud Rate: 19.2kbps (only for the managed server supporting SOL)

Flow Control : RTS/CTS for the managed server supporting SOL

No Flow for the managed server not supporting SOL

Terminal Type (Console Type) : PC-ANSI (only for the managed server supporting SOL)
To check whether that the managed server supports SOL, see "NEC DianaScope Managed
Servers Summary”
The managed server is opened the main menu of the NEC EXPRESSBUILDER after
executing the feature.
After registering the managed server on th DianaScope and confirm the remote console for
the managed server, remove the NEC EXPRESSBUILDER from the CD-ROM drive if you
need.
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7.3 Register a managed server on DianaScope Manager (for
LAN connection)

To register the managed server on the DianaScope Manager, login to the DianaScope Manager and perform
in the following order:

(1) Add the group to which the managed server belongs.

(2) Register a managed server.

7.3.2 Add Group which the managed server belongs

(1) Click “Add Group” on the “Group List” screen.
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(2) Enter the group name, and click [Add].

The following screen shows an example.
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The added group will be displayed on the “Groups List” screen.
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7.3.3 Register the Managed Server (for LAN connection)
Use either of the two methods to register the managed server.

B Manual Registration

This method requires the operator to directly enter the managed server’s information such as the IP
address of the BMC and to perform “Check Connection”.

B Auto Registration
This method automatically searches the network for managed servers that are not registered yet on the
DianaScope Manager, and registers the managed servers. This method is available only when LAN
connection is used.

7.3.3.1 Manual Registration
(1) Click the managed server’s “Group name” on the “Group List”.

(2) Click the “Add Server” on the “Server List” of the group.
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(3) Click "Manual Registration” tab. Input the following items:

-- “Server Name”
Enter the managed server name on the DianaScope.

-- "Authentication Key”
Enter the authentication key that is set on the BMC configuration of the managed server.

-- ”IP address 1”
Enter the IP address and subnet mask you have set in the managed server’s BMC configuration
information.

-- “IP address 2”
To use both LAN1 and LAN2 for communication with the BMC on the managed server, enter
another IP address and subnet mask for “IP Address 2.”

The following screen shows an example.
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(4) Click [Add].

TIPS:
e A managed server cannot be controlled remotely by only registering it. Perform a “Check
Connection”.

(5) Click [Check Connection] on “Connection Setting”

=00 x|
| e B e Faverkes Tk Hee | &
| agess i) eern ’ o1 = e

INELC  creowened by inovacion

Cevwp | Chews s .
o List = BETTIES
0 o st
& ks Server Suatus m
L Eebe. ] Sesve. ]
[Eo—m— [ra—
Cemmandti
Cherp Hemes
Cenner fina Sriting
Ceanecisa TYps LAM
A stiees Koy [
Check Cermeetion Ursemgieted
LAN Conmretinn Seoting
Curmest [P Address 192 162,14 149
Fatver Erakle
LAN] Commertinn Sriting
IF Adderss 19214814147
Bubeet Mask 22932830
LAND Conmerrisn Sriming
IF Addesss [l
bt Mark 000
WAN Commertian Seiting
Fhoxs Homber
Ei Chisck Connitlion

DianaScope Manager will execute “Check Connection” and collect the server information for the

management.

When the “Check Connection” is completed, the DianaScope Manager can control the managed server.
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7.3.3.2 Auto Registration
(1) Click the managed server’s “Group name” on the “Group List”.
(2) Click the “Add Server” on the “Server List” of the group.
(3) Select “Search Mode” on the “Auto Registration” screen.
With “Network Address Search”, enter the network address and network mask.
With “IP Address Range Search”, enter the “start address” and “end address” of the IP address range.

After that, click [Search].

The search for the managed servers will start.
The following screen is an example display with “Network Address Search” selected.
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(4) The IP addresses of the found managed servers’ BMCs will be listed. Select the managed server to be
registered. Click [Register].

The following screen is shown an example.
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(5) Enter “Authentication Key” for the managed server and click [OK].
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The DianaScope Manager will execute “Check Connection”.
When the “Check Connection” is completed, the DianaScope Manager can control the managed server.

e  When the managed server is registered by auto registration, the “Server Name” of the
managed server is set to the computer name that has been set on BMC configuration for the
managed server. (If the same server name has been registered, some number is added to the
server name.)

You can change the server name on “Server Properties” — “Connection Setting”.

90



NEC DianaScope Installation Manual

Chapter8 Setup for the Managed Server (for modem /
direct connection)

This chapter explains the setup procedure for the DianaScope Manager to manage the BMC and DianaScope
Agent on a managed server remotely via modem / direct connection.
Case of direct connection is explained on the center.

8.1 Setup Flow (for modem/direct connection)
Perform the following setup procedure:

(1) Connects the DianaScope server and the managed server on the same on the network.
See Chapter2 “System Requirements”.
With direct connection, connect the DianaScope server and the managed server directly with RS-232C
cross cable. The serial port of the DianaScope server DianaScope is specified on the “Environment
Setting” screen of the DianaScope.

(2) Configure the BMC on the managed server.

(3) Register the managed server on the DianaScope Manager.
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8.2 Configure BMC on Managed Server (for modem/direct

connection)
Configure BMC of the managed server at first.

e  This section explains about the minimum setting that is necessary for connection the
DianaScope Manger with the managed server. For details of BMC configuration, see
Chapter9 “BMC Configuration Information ”.

There are three methods for configuring the BMC on a managed server for modem / direct connection.

B Configuration with DianaScope Agent or “System Management” tool of NEC
EXPRESSBUILDER CD-ROM
This document explains the configuration procedure using the DianaScope Agent for Windows.

CHECK
e  There are other BMC configuration tools, but do not use the following tools for setup with
DianaScope.

-- NEC MWA Agent
-- ”System management” started from EXPRESSBUILDER that does not contain

DianaScope.
B Configuration with NEC EXPRESSBUILDER DOS based with remote console feature.
NEC EXPRESSBUILDER DOS based with remote console feature is to configure the BMC on the
managed server when a keyboard is not connected. This method cannot use for modem connection.

e  Configuration with NEC EXPRESSBUILDER DOS based with remote console feature can
be available only from the NEC EXPRESSBUILDER that contains DianaScope.

e  See the user’s guide provided with the managed server about NEC EXPRESSBUILDER
DOS based with remote console feature.
If there is the description about NEC EXPRESSBUILDER DOS based with remote console
feature, the feature is available.
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8.2.1 Configuration with DianaScope Agent (for modem/direct connection)
This document explains the configuration procedure using the DianaScope Agent for Windows.

(1)

()

©)

(4)

()

After booting Windows on the managed server, click Windows [start] and start the BMC configuration
function of DianaScope Agent.

The main dialog box will be appeared.
Click [New]. When a confirmation message is displayed, click [OK].

“BMC Configuration” dialog box will be display. Confirm “Common”
Click “Common” tab page.

Be sure to set the below item. The other items can be used with the default values.
-- “Computer Name”

Enter a unique name for each managed server.
-- “Authentication Key”

Select “WAN/Direct” tab page for LAN port 1 of the BMC.
Be sure to set the below items. The other items can be used with the default values.

-- “Serial Port Mode”

Select “Direct” for direct connection.

Select “WAN (modem)” for modem connection.
-- "Flow Control”

Select "RTS/CTS”

Click [Register].
The configuration information will be set in the BMC.
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8.2.2 Configuration with NEC EXPRESSBUILDER DOS based with remote
console feature (for modem/direct connection)

NEC EXPRESSBUILDER DOS based with remote console feature can configure the BMC on the managed
server with the configuration information FD containing the configuration information. This section explains
for direct connection.

e  Configuration with NEC EXPRESSBUILDER DOS based with remote console feature can
be available only from the NEC EXPRESSBUILDER that contains DianaScope.
e  See the user’s guide provided with the managed server about NEC EXPRESSBUILDER
DOS based with remote console feature.
If there is the description about NEC EXPRESSBUILDER DOS based with remote console
feature, the feature is available.
Perform the following procedure:
(1) Creates a configuration information file

(2) Run NEC EXPRESSBUILDER DOS based with remote console feature

8.2.2.1 Creates a configuration information file
(1) Start the DianaScope configuration installed on any PC to create the configuration information file.
(2) Click [New]. The confirming message will be displayed. Click [OK].

(3) The “BMC Configuration” dialog box will appear.
Click “Common” tab page.

Be sure to set the below item. The other items can be used with the default values.
-- ”Computer Name”
Enter a unique name for each managed server.
-- “Authentication Key”
-- Set “Remote Control (WAN/Direct)” and “Redirection (WAN/Direct)” to enable.

(4) Select “WAN/Direct” tab page.

Be sure to set the below items. The other items can be used with the default values.
-- “Serial Port Mode”

Select “Direct” for direct connection.

Select “WAN (modem)” for modem connection.
-- "Flow Control”

Select "RTS/CTS”

(5) Insert a formatted floppy disk into the FD drive, and click [OK]. A dialog box will appear for specifying
a location where the configuration information is to be saved.

(6) Specify the floppy disk’s root directory as the location.
Enter “CSL_LESS.CFG” for the file name, and click [OK].

The configuration information file will be saved on the floppy disk. This floppy disk is called a
“configuration information FD”.
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8.2.2.2 Run NEC EXPRESSBUILDER DOS based with remote console feature

(1) Configure the BMC of the managed server with the configuration information.
Insert the NEC EXPRESSBUILDER CD-ROM into the CD-ROM drive and the “configuration
information FD” into the FD drive on the managed server. And then turn on the server.

After NEC EXPRESSBUILDER DOS based with remote console feature is started and the
configuration information is loaded from the FD into the managed server, the managed server will be
rebooted.

. If the setting in the configuration information file is already configured, the managed server
will be not rebooted.
e  When the console-less function for direct connection is used, the BIOS settings are
changed as follows:
Serial Port Address:  On Board COM B
Baud Rate: 19.2kbps
Flow Control: RTS/CTS for the managed server supporting SOL
No Flow for the managed server not supporting SOL
Terminal Type (Console Type) : PC-ANSI
To check whether that the managed server supports SOL, see "NEC DianaScope Managed
Servers Summary”
e  The managed server is still opened the main menu of the NEC EXPRESSBUILDER after
executing the feature.
After registering the managed server on th DianaScope and confirm the remote console for
the managed server, remove the NEC EXPRESSBUILDER from the CD-ROM drive if you
need.
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8.3 Register the managed server on DianaScope Manager (for
modem/direct connection)

Register the managed server on the DianaScope Manager, login to the DianaScope Manager and perform the
“Check Connection”.

Login to the DianaScope Manager and perform in the following order :

(1) Add the group to which the managed server belongs.

(2) Register a managed server.

8.3.1 Add Group which the managed server belongs
See 7.3.2.

8.3.2 Register the Managed Server (for modem/direct connection)
(1) Click the managed server’s “Group name” on the “Group List”.

(2) Click the “Add Server” on the “Server List” of the group.

(3) Click "Manual Registration” tab.

(4) Input the following items:

-- “Server Name”
Enter the managed server name on the DianaScope.
-- ”Authentication Key”

Enter the authentication key to be set on the BMC configuration of the managed server.
-- “Connection Type”
Select “Direct” for direct connection. Select “WAN (modem)” for modem connection.

e A managed server cannot be controlled remotely by only registering it. Perform a “Check
Connection”.

(6) Click [Connect] on “Connection Setting”.
(7) Click [Check Connection].

DianaScope Manager will communicate with the BMC of the managed server to check the connection.
The DianaScope Manager will also collect the server information for the management.

When the “Check Connection” is completed, the DianaScope Manager can control the managed server.

e  After the operation for the managed server is finished, click [Disconnect] on the
“Connection Setting”.
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Chapter9 BMC Configuration Information Items

9.1 BMC Configuration Items

This chapter explains all the BMC configuration information items.
Items that are not mandatory can be used with the default values.

The following screens are example displays for creating new configuration information with DianaScope

Agent.
CHECK
e |If the managed server is ft Server, it has a different BMC configuration items. See “NEC
DianaScope Installation Manual for ft Server”.
(1) Common
x
Common | LAN | LAN2 | wiaN/Direct | Pager |
r— Management [nfarmation
todel Mame : l;.::.;;.::.;;.::.;;.:
Comrment 1 : I
Carnrment 2 : I
— BMC Camman
Computer Mame : Ihosﬂ ﬁ;lmle Cantral % Enable " Disable
L Remote Cortrol " Enable ¢ Disable
Authentication Key : |========== [widM/Direct):
_ Redirection & Enable " Disable
Carnrrurity M arme : Ipuh"c [LAN);
Redirection & Enable " Disable
i ADhirect):
Alert; * Enable " Disable Remate Cantral @ Enable ¢ Disable
Alert Process : Al * One (LANZ)
Bilert Level: ILeveI4[N0n-recoverble, Critical, Morecritizal, 0K ] j METtUTdETl
ok I Cancel | e[ |
Item Description Default Value
Management Management information setting on the managed server side
Information | ]
Model Name Displays the model name of the managed server. (The model | —

name included in the FRU information is displayed. It may be
different from the official product name.)

Comments 1, 2 Set comments. Comments can be freely entered. Blank
(The comments cannot be viewed remotely.)
BMC Common BMC-common setting
Computer Name | Enter any name for managing the server on DianaScope. The | host1
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remote console function via WAN/Direct connection cannot be

Item Description Default Value
! Authentication Set the authentication key for connection with the BMC. guest
\Key ol
i Community Set the community name of the SNMP trap to be sent by the | public
Name ________|BMC.™ ]
' Alert *2 Determine whether to enable/disable the sending of alerts. Enable
; When “Disable” is selected, alerts are not to be sent to any alert
5 receivers. When “Enable” is selected, they are sent depending
on the alert process, alert level, and whether each alert receiver
eooo.__.___|lsenabled/disabled. | ]
i Alert Process *3 | Select either “All Alert Receivers” or “One Alert Receiver”. One Alert
; When “All Alert Receivers” is selected, alerts are sent to all alert | Receiver
! receiver media in the following order. (1) via LAN (2) via Modem
5 (3) pager.
5 When “One Alert Receiver” is selected, alerts are not to be sent
to the lower priority receiver medium than the alert receiver to
(I I which the alert is sent successfully. . | |
i Alert Level Set a level for determining whether to send alerts, depending on | Level 4
; the importance of events which have occurred on the managed
T | server.*2 ]
! Remote Control Determine whether to enable/disable remote control via LAN1. | Enable
i (LAN1) When “Disable” is selected, connection via LAN1 from
tooooee—oooo______| DianaScope cannotbemade. .| |
i Remote Control Determine whether to enable/disable remote control via LAN2. | Enable
i (LAN2) When “Disable” is selected, connection via LAN2 from
DianaScope cannot be made. This item is displayed only when
the managed server supports communication with DianaScope
S | viaLAN2. ]
i Remote Control Determine whether to enable/disable remote control via | Enable
+ (WAN/Direct) WAN/Direct connection. When “Disable” is selected, WAN/Direct
R | connection from DianaScope cannotbe made. . | |
' Redirection Determine whether to enable/disable a remote console via LAN | Enable
(LAN) by BIOS. When “Disable” is selected, the remote console
r _____________________ function via LAN cannotbeused. . .| |
i Redirection Determine whether to enable/disable a remote console via | Enable
+ (WAN/Direct) WAN/Direct connection by BIOS. When “Disable” is selected, the

used.

*1: When you change Community Name, please set up the community name so that the alert receiver can
receive it via LAN.
*2: See 9.2 “Alert form BMC”.

*3: The alert levels are as follows:

Alert Level

Importance of Alert Event

Unrecoverable

Unrecoverable, Error

Unrecoverable, Error, Warning

Unrecoverable, Error, Warning, Recoverable

Unrecoverable, Error, Warning, Recoverable, Notice

OO | WIN |-

Unrecoverable, Error, Warning, Recoverable, Notice, Monitoring
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IMPORTANT:

e  When you use the serial port 2 of the managed server to connect device such as UPS,
please disable the following three items. In this case, it becomes impossible to use a remote
console via LAN when the managed server supports SOL.

-- “Remote Control (WAN/Direct)”

-- "Redirection (LAN)”

-- "Redirection (WAN/Direct)”

Please refer to "NEC DianaScope Managed Servers Summary” to confirm the managed
server supports SOL.

° If the managed server supports SOL, the following items are changed automatically when
you register the configuration information with “Redirection (LAN)” enabled.
-- ”"Redirection (WAN/Direct)” item in “Common” tab : Enable
-- "Flow control” item in “WAN/Direct” tab : RTS/CTS
(2) Alert Order
Priorities are displayed when the managed server’s BMC supports communication via LAN2.
Click [Alert Order] on the “Common” tab page.

x|
Alert Order |
~LANT/LANZ
O LaN2
—LAN Jalert Receiver
AN " Alert Receiver
— &lert Order
1: [LaM1 Priman]
21 [LAMNT Secandary]
3 [LAM1 Tertian]
4 [LANZ Primary]
5 [LaM2 Secondary]
B [LAMZ Tertiary]
Ok | Cancel Spply
Item Description Default Value
: LAN1/LAN2 Determine whether to give priority to alerts via LAN1 or | LAN1
R N LANZ. ol
: LAN/Alert Receiver Determine whether to give priority to alerts via the same | LAN

LAN or to assign priorities to the alert receivers. When
priority is given to LAN, alerts are sent to all alert receivers
via the same LAN, and then alerts via the other LAN are
sent. When priorities are assigned to the alert receivers,
alerts are sent to them in priority descending order via
LAN1 and LAN2 by turns.
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(3) LAN1/LAN2

“LAN2” tab page is displayed when the managed server supports communication with DianaScope via
LAN2.

IMPORTANT:
e Do not change the default values of “LAN1” and “LAN2” when you do not use LAN
connection.

BMC Configuration

Common  LAN1T WﬁNa’DirectI
—Server —Alert

Obtain an IP Addiess ¢ Enable @ Disable || —&lert Receiver / Management PC 1P Address
automaticall[DHCF):

IP Address : [ ™ Primary : |
Subnet Maszk : |255.255.255.D I™ Secandary: I
Default Gateway : I [~ Tertiary : I

—Alert Retry

Alert Rety Count I3 _% times
Ailert Timeout : IE 5‘ seEarEk

ak. Cancel
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Item Description Default Value
Server Setting for network to be used with the managed
_______________________________ Server. e
 Obtain an IP Address | Determine whether to dynamically obtain an IP | BladeServer:

: automatically(DHCP) address from a DHCP server. If the item is set | Enable

enable and registered, the BMC set the value | Other server:
obtained from DHCP server on “IP Address”, | Disable
“Subnet Mask” and “Default Gateway”.

You can set enable on the item only if the BMC
supports this capability.

(IPAddress | Set the IP address of the managed server's BMC. | 0.0.0.0 or Blank
| SubnetMask | Set the subnet mask of the managed server. | 255.255.2556.0
Default Gateway Set the IP address of the managed server’s default | Blank
gateway.

When you set the gateway for this item, please
connect the managed server via LAN port used by
BMC and the gateway to network before register the
configuration to BMC.

Alert Receiver / Setting of the DianaScope server that manages the

Management PC server, or alert receiver that receives alerts from
_BMC. |
+ Alert (Check Box) Determine whether to enable/disable the sending of | Disable
S A alertstothe alertreceiver. |

' IP Address Set the IP address of the DianaScope server or the | 0.0.0.0
: alert receiver.

Please set the |IP address of DianaScope server for
Primary Alert Receiver / Management PC

When you set alert receiver / management PC on
same network with the managed server for this item,
please connect the managed server via LAN port
used by BMC and the alert receiver / management
PC to network before register the configuration to

i BMC.

Alert Retry Setting for alert retry
| Alert Retry Count | Set the number of times an alertretried. |- S
i Alert Timeout Set a timeout period (seconds) for an alert. 6

e  The managed server included the BMC that uses an exclusive LAN port (Management
LAN port) supports the function of ”Obtain an IP Address automatically (DHCP)”.

e If the managed server has been installed Advanced Remote Management Card or ft Remote
Management Card, the BMC may not immediately obtain the IP address after the BMC is
configured to obtain the IP address by the DHCP. Please turn the managed server AC-OFF
and AC-ON because the BMC try to obtain the IP address whenever the managed server is
turned AC-ON.
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(4) WAN/Direct

BMC Configuration

Commnnl LaM1 I LaM2  WAN/Direct | Pager I

— Senal Part [COMZ]

Alert Setting |

Initial Command ;

Maode : DirectCross Cable]
Baud Rate : |19_2Kbps LI
Flows Control ; iNDne LI
— Modem
Dial Mode [Puise =

i.&TE'I Q01480 28C150=0

Default Value |

Hung-up Command ; ATH
DTR Hung-up { Emable  ( Dizable
Ezcape Code |
Default alue | ok I Cancel

Item Description Default Value

Serial Port Setting for the COM port to be used with the
_________________________________ managedserver ol
! Mode *1 Select “WAN (Modem)” for WAN connection, and | Direct
i________________________________“Qi_rga_qt_"_f_qr_gi_i[@gt_qqr_wp_qggip_r]._ _____________________________________________
+BaudRate™1 | Selectabaudrate. |- 19.2Kbps |
i Flow Control *1 Select a flow control method. None
For a server conforming to IPMI Ver.1.5 or Ver.2.0,
be sure to select “RTS/CTS.”

Modem Setting for the modem to be used with the
_________________________________ managedserver ol
i Dial Mode Enter “Pulse” for a “pulse” circuit, and “Tone” for a | Pulse
| Mone”gircuit.
! Initialization Command Set the initialization command to use the modem. ATE1Q0V1X4&D
e ...|28C1S0=0 |
+ Hang-up Command | : Set the command to disconnecttheline. | ATH
i DTR Hang-up Determine  whether to enable/disable line | Enable
\ . |disconnection intime with the DTRsignal. | |
Escape Command Set the command to change the communication | +

mode from “online mode” to “offline mode.”

*1 Items that match the BIOS settings
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(5) WAN (setting for alerts)

This dialog box is displayed when you click “Alert setting” button in “WAN/Direct” tab of the DianaScope

Agent.
alert x|
WaN |
-PFF Server —Alert IP Address
L Primary | I
I~ Phone: I
Secondary I
User D ; |guest Ii
Pt Ixxxxx Tertiary ;
Domain; I ~Dial Retry
S i Dial Retry cont I3 _:| times
™ Phone: | Dial Interval : BI = seconds
Usger 1D ; Iguest
—Alert Retny
Pazaward : = -
I Alert Retry Count |3 _j:,‘ times
Domain ;
et I Alert Timaout |E _I: S
(5] I Cancel | Sl
Item Description Default Value
PPP Server n Setting for the alert receiver to which PPP connection is

made from the managed server’s BMC

Setting range: 3-30 seconds

Alert (Check Box) ________| Determine whether to enable/disable the sending of alerts. | Disable |
! Phone Set the phone number of the alert receiver to which PPP | Blank
S | connectionismade. |
tUserD | Set the user ID for PPP connection. | guest |
{Password | Set the password for PPP connection. | guest |
! Domain Set the domain name for PPP connection. Blank
i Set this item when it is necessary for setting on the PPP
i server side.

Alert IP Address Set the IP address of the alert receiver management PC. 0.0.0.0

DialRetry __________________| Setting for dial-up retry when alerts are sentvia WAN |
: Dial Retry Count Set the number of times dial-up retried. 3
S Settingrange:0-7 |
! Dial Retry Interval Set intervals (seconds) at which dial-up is retried. 60
| Setting range: 60-240 seconds

AlertRetry | Setting for alert retry when alerts are sentvia WAN |
i Alert Retry Count Set the number of times an alert retried. 3
U A Settingrange: O-7 |

Alert Timeout Set a timeout period (seconds) for an alert. 6
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(6) Pager
x|

Commen | LANT | L&N2 | WiaN/Diect Pager |

- Alert Receiver Fhone Mumber [Fager]

I Primary-: |

[ Secondary : |

Pager Meszzage

Guide Meszage Waiting Time ; 20 _| zecondsz

Default alue ok I Cancel

;

Item Description Default Value
Alert Receiver n Setting for the alert receiver to which PPP
connection is made from the managed server’s
_________________________________ BMC
! Alert (Check Box) Determine whether to enable/disable the sending | Disable
. |ofaerts.
: Phone No. Set the phone number of the pager. Blank
Message Setting for the message to be sent from the
_________________________________ managed server's BMCtothepager |
i Pager Message Set the message to be sent from the managed | Blank
\ _________|serversBMCtothepager |
i Guide Message Wait Time | Set the wait time until the message is sent after | 20
dialing the pager center’s phone number.
Setting range: 0-30 seconds

e  The items of the Dial-up Retry and the Alert Retry in the “WAN (Alert setting)” are also
applied to the “Pager”.

e  The managed server that integrates EXPRESSSCPE Engine does not support the alert to
pagers.
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9.2 Alert form BMC

In the case that the item “Alert” on BMC Configuration is enabled, BMC will alert directly to the specified
alert receiver when the event which is in specified alert level.

If NEC ESMPRO Manager and DianaScope Manager (or ESMPRO Manager Association Module) are
installed on the alert receiver, the alert from BMC is registered on ESMPRO AlertManager.

Sending the alert from BMC depends on exist of ESMPRO Agent.

(1) When ESESMPRO Agent has been installed on the managed server.
If OS does not run on the managed server, BMC send the alert when the specified event happens.
After OS runs and ESMPRO Agent starts, BMC does not send the alert even if the event happens,
because ESMPRO Agent sends the alert.

(2) When ESMPRO Agent has not been installed on the managed server.
BMC sends the alert whenever the specified event happens.
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Chapterl0 EM Card and Chassis Management

10.1 Overview
The DianaScope has following functions by communication with the EM card in a blade enclosure,

B Information Collection
DianaScope collects the status and the information of the blade enclosure as follows.
-- Blade / EM Card / Switch Module List
If the slot state of CPU blade, EM card or switch module is changed, DianaScope collects current
slot state.
-- Chassis Information
DianaScope collects the Blade enclosure name, the name and ID of the rack in which the blade
enclosure is installed.
-- EM Card / Switch Module Status
DianaScope obtains the STATUS Lamp of the EM card and the switch module.

B Server Monitoring
DianaScope always monitors the slot state in the blade enclosure and the STATUS Lamp of the EM card
and the Switch Module. When some slot state change or failure occurs, DianaScope notifies the operator.

B CPU Blade Auto Setting
When DianaScope detects new CPU blade installed in the blade enclosure, the DianaScope configures
BMC on the CPU blade (managed server) through the EM card to control the managed server remotely.
DianaScope also registers the managed server for its own, and execute the “Check Connection”.

10.2 System Requirements
DianaScope Manager can manage the following EM card.

B Hardware
EM card that is indicates “DianaScope Managed Servers Summary”.

® Communication Medium
TCP/IP network

o  DianaScope Agent cannot be installed on EM card.
e  DianaScope does not need a server license for an EM card. However, please notice that the
server license is necessary temporally until success of the “Check Connection”.
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10.3 Setup for EM Card

e  DianaScope does not need a server license for an EM card. However, please notice that the
server license is necessary temporally until success of the “Check Connection”. Register
the EM card on the DianaScope at first, and then register the other managed server.

10.3.1 Setup Flow
Perform the following setup procedure:

(1) Connects the DianaScope server and the EM card.
(2) Setup EM card for communication with DianaScope.

(3) Register the EM card on DianaScope Manager.

10.3.2 Setup EM Card for communication with DianaScope
Setup the EM Card as follows. See Users Guide that attached to EM Card for detail.

(1) Set the Fixed IP address of the EM Card.

(2) Setup EM Card with setdsl command for communication with DianaScope.

10.3.3 Register EM Card on DianaScope Manager
You can register the EM card with similar way of registering the ordinary managed server.
Login to the DianaScope Manager and perform in the following order :

(1) Add the group to which the EM card belongs temporary.

(2) Register the EM card.

10.3.3.1 Add Group

e  DianaScope needs the group when EM card is registered. DianaScope distinguishes the EM
card from ordinary managed server by “Check Connection”, and then deletes the EM card
from the group.

(1) Click the “Group name” on the “Group List”.

(2) Click the “Add Server” on the “Server List” of the group.
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10.3.3.2 Register EM Card
Use either of the two methods to register EM card.

B Manual Registration
This method requires the operator to directly enter the EM card’s information such as the IP address and
to perform “Check Connection”.

B Auto Registration
This method automatically searches the network for managed servers and EM card that are not registered
yet on the DianaScope Manager, and registers them.

e DianaScope distinguishes the EM card from ordinary managed server by “Check
Connection”.

e After “Check Connection” of the EM card is completed, Information of the blade enclosure
(chassis) is displayed on the “Chassis List” on the DianaScope.

e  The chassis name on the DianaScope is set to the first 8 characters of the blade enclosure
name. If the same name is already registered, some number is added to the name.
You can change the chassis name on “Chassis Properties” — ”Information”.

(1) Manual Registration
(1)-(a) Click the any group name on the “Group List”
(1)-(b) Click the “Add Server” on the “Server List” of the group.
(1)-(c) Click "Manual Registration” tab. Input the following items:

-- “Server Name”

Enter the EM card name on the DianaScope.
-- “Authentication Key”

Enter the “user password for linking with NEC DianaScope” that is set on the EM card.
-- “IP address 1”

Enter the Fixed IP address and subnet mask of the EM card.

(1)-(d) Click [Add].
(1)-(e) Click [Check Connection] on “Connection Setting”.
DianaScope Manager will execute “Check Connection” and collect the information for the

management. When the “Check Connection” is completed, the DianaScope Manager can control
the EM card.

(2) Auto Registration
(2)-(a) Click the any group name on the “Group List”
(2)-(b) Click the “Add Server” on the “Server List” of the group.
(2)-(c) Select “Search Mode” on the “Auto Registration” screen.
With “Network Address Search”, enter the network address and network mask.
With “IP Address Range Search”, enter the “start address” and “end address” of the IP address

range.
After that, click [Search]. The search for the managed servers will start.
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(2)-(d) The IP addresses of the found managed servers’ BMCs and EM cards will be listed. Select the IP
address to be registered.
Click [Register].

(2)-(e) Enter “Authentication Key” for the managed server and click [OK].
The DianaScope Manager will execute “Check Connection”.
When the “Check Connection” is completed, the DianaScope Manager can control the EM card.

TIPS:

e  When the EM card is registered by auto registration, the EM card name is set to “host” +
number. You can change the EM card name on “EM Card Properties” — *“Connection
Setting”.

10.4 Operation of EM card

You can open the screen to check the STATUS lamp and to turn UID lamp on as follows.
(1) Click “Chassis” from the tree view.

(2) Click the chassis name on the “Chassis List”.

(3) Click “EM Card List”.

(4) Click the EM card name.

10.5 CPU Blade Auto Registration

DianaScope monitors blade slot state of the blade enclosure in which the EM card is installed. If DianaScope
detects new CPU blade installed on the chassis, DianaScope configures BMC on the CPU blade (managed
server) through the EM card. To control the managed server, DianaScope also register the managed server
and executes “Check Connection”.

You should set the item for the BMC configuration and server registration on the DianaScope on the “Chassis
Properties” — “CPU Blade Auto Setting”.

See the online help of the DianaScope for the details of the items.
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Chapterll Precautions for Use

11.1 About DianaScope Manager

11.1.1 About installation
-- If you install the DianaScope Manager on Windows Server 2003, please do not delete user account
“Administrator” from “Impersonate a client after authentication” of “Local Security Policy”.

-- DianaScope Manager (Windows) Installer cannot upgrade from DianaScope Manager Ver.1.00.01.
Uninstall DianaScope Manager Ver.1.00.01, and then install new version.
Note: All the registered information will be deleted as the result of the uninstalling.

-- DianaScope Manager (Windows & Linux) Installer cannot downgrade to the older version. If you want to
use the older version, uninstall the current version and then install new version.
Note: All the registered information will be deleted as the result of the uninstalling.

-- DianaScope Manager (Windows) Installer may indicate a message that requests some disk if you upgrade
the DianaScope Manager with the installer on CD-ROM after installing with the installer on HDD. In this
case, copy the installer on the HDD and then upgrade.

-- You should logout from DianaScope before the DianaScope Manager is upgraded. After the DianaScope is
upgraded during login, some error may be displayed on any web browser. When the error is displayed, you
should close web browser that is login to the DianaScope, and restart the Tomcat.

11.1.2 Windows Firewall

If Windows firewall is enabled on the DianaScope server, web client cannot communicate to DianaScope
Manager.

Please perform following settings:

(1) Open “Windows firewall” from *“control panel” of Windows.

(2) Select “Add Port” on “Exceptions” tab page.

(3) Enter following setting:
Name: arbitrary name
Port number: 8080 (You can change the port number for Tomcat.)
TCP/UDP: TCP

See 11.3.2”Windows Firewall” for NEC ESMPRO Manager Association Module.

11.1.3 About restarting service
When you stop DianaScope Manager service and re-start it, please also re-start service of Tomcat.

11.1.4 About use of two or more DianaScope Manager

A single managed server can be controlled remotely by up to three DianaScope servers. Follow these notes

on the remote control:

-- Use only one DianaScope Manager to set/execute the scheduled running function and remote batch
function.

-- While one DianaScope Manager is using the remote console function of a managed server, the other
DianaScope Managers cannot use the managed server’s remote console function.

-- More than one DianaScope Manager cannot collect IPMI information from the same managed server
concurrently.

-- Do not use more than one DianaScope PXE Service. Start the DianaScope PXE Service on only one of
DianaScope servers on the same network.

-- Use one DianaScope Manager for managing an EM card. Use one DianaScope Manager for all EM cards
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and CPU blades on one blade enclosure.

11.1.5 About Power Control

11.1.5.1 Power OFF, Power Cycle, Reset, and Dump

Since power control is provided by hardware regardless of the state of the managed server’s operating system,
the system may be damaged. Be careful of operation under power control.

11.1.5.2 Power OFF, Power Cycle, Reset with the BIOS Setup Utility Active
Do not control the power supply while the BIOS Setup Utility is active on the managed server. Otherwise,
the alert setting of BMC configuration will be disabled.

11.1.6 About IPMI Information Collection

While a managed server is tuned OFF, some records of management controller information and FRU (Field
Replaceable Unit) information cannot be read in. Error messages about records which could not be read in
are shown in the details display area.

The current status of some sensors cannot be read in either while the managed server is turned OFF.

11.1.7 About Remote Console

11.1.7.1 Restriction on Concurrent Connection to the Remote Console

When a single DianaScope Manager is operating the remote console of a managed server, another Manager
cannot execute the remote console function for the managed server. A managed server can transmit
redirection data to only a single DianaScope Manager.

11.1.7.2 About Remote Console before OS boot or during DOS program running
If a graphic screen is displayed on a managed server, data cannot be displayed correctly on the CUI remote
console. The CUI remote console screen is displayed only when the managed server displays a text screen.

If the DOS program running on a managed server displays Japanese words, follow these notes:

-- On the BIOS Setup Utility screen of the managed server, select “Server” — “Console Redirection” and
change Terminal Type” to “PC-ANSI” in advance. (If a managed server of which BIOS Setup does not
include the item Terminal Type, Terminal Type is already set to PC-ANSI, so the managed server can be
used as it is.)

-- Boot the DOS in English mode (with no Japanese-language driver). At this time, the screen contents cannot

be displayed correctly on the managed server, but Japanese words are displayed correctly on the CUI
remote console of the DianaScope Manager.

11.1.7.3 About Remote Console after starting Linux

Notes in the case of using the remote console after starting Linux on the managed server by the redirection

function of Linux are shown below.

-- While the CUI remote console is accessed via WAN/Direct connection, unintentionally keyed data may
appear on the managed server when the DianaScope Manager issues a command to the BMC.

-- The Home key and End key are not enabled when you operate Linux with the CUI remote console
function.

-- If the managed server is rebooted after DianaScope displays CUI remote console for the managed server
that runs Linux, you may not input following keys on remote console:
F5-F12, Arrows, Insert, Delete, Home, End, Page Up, and Page Down.
Close the remote console window and re-open it.

11.1.7.4 In Case of Interruption to Remote Console

After the BMC on a managed server establishes communication via WAN/Direct connection, communication
with the DianaScope Agent may ends up with a timeout or the remote console may not be updated any more.
This is because priority is given to communication with the BMC.

To restart the remote console, use the [Restart Redirection] button on the DianaScope Manager.
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11.1.7.5 About the display of a special character
The CUI remote console screen is not displayed correctly in the following cases:
-- Terminal Type
If Terminal Type is not set to PC-ANSI on the BIOS Setup Utility screen of a managed server, Japanese
words on the POST or DOS screen cannot be displayed correctly on the CUI remote console.
-- Special character
Ruled lines , arrows correctly and en-size left arrows cannot be displayed.
-- User definition font
User definition font cannot be displayed.

11.1.7.6 In Case of Display of lllegally Keyed Data on the Remote Console
Unintentionally keyed data may appear on a managed server in the following conditions when the
DianaScope Manager issues a command to the BMC:

- WAN/Direct connection

- The SAC screen at Windows boot or the CUI remote console under Linux is accessed.

11.1.7.7 In Case of Key-in Failure on the Remote Console

During DOS boot or access to the FD or CD-ROM drive immediately after the managed server’s power
switch is turned ON, data cannot be keyed in from the remote console or the keyed data display may be
delayed.

11.1.7.8 About RAID EzAssist Configuration Utility
Please refer to 11.4.3.1”SOL".

11.1.7.9 About power off during GUI remote console

If the managed server is forced a power off by using a power button, reset or pushing DUMP switch during
GUI remote console, the GUI remote console will not be updated. Please reopen the remote console window
in this case.

11.1.8 About Remote FD

-- In comparison with the FD drive on a managed server, operation of the remote drive may take much more
time.

-- Provide the DOS boot FD that is to be used with the remote drive.

-- Do not install EMM386.EXE when you are to execute the DOS program using the remote drive. Doing so
may cause the managed server to stall.

11.1.9 About CPU blade auto registration

-- When “Check Connection” of “CPU blade auto registration” was failed.
Retry of “CPU Blade auto registration” is not necessary. You can execute “Check Connection” on “Server
Properties” — “Connection Setting”. If a specified IP address is set from a CPU blade to another CPU blade
during “CPU blade auto registration” process (ex. when you replace CPU blade and execute “CPU blade
auto registration”), DianaScope may not be able to connect the CPU blade because old information
remains in the ARP table on the DianaScope server. Wait for a few minutes and try the “Check
Connection”.

11.1.10Detect of CPU blade / switch module Insertion / remove

When the DianaScope server has two or more Network Interface Cards, The detection of the events that some
CPU blades or some switch modules are inserted and/or removed on the Blade Enclosure might be delayed.
DianaScope ver.1.10.00 will improve the issue. Please download the latest version of the DianaScope from
the URL.

http://www.nec.co.jp/express
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11.1.11About the coexistence of DianaScope Manager with DianaScope
Agent on the same server

If the managed server is installed Advanced Remote Management Card or EXPRESSSCOPE Engine (the
BMC uses exclusive LAN port (management LAN port)), DianaScope can manage the server itself installed.
Notice that you cannot use the GUI Remote Console function,

It the managed server is installed BMC that uses the standard LAN port, DianaScope Manager cannot
manage the server itself installed. It is possible only to install DianaScope Manager and DianaScope Agent
on the same server. But the communication with BMC on the server is prevented by local loopback function
of OS and the BMC cannot receive any packets from the DianaScope Manager.

11.1.12Windows Vista
11.1.12.1FDD utility
When OS of DianaScope server is Windows Vista, you cannot use FDD utility on the DianaScope.

11.1.12.2DianaScope command line interface

When user account control is enabled on Windows Vista, you must permit to access the folder to execute

DianaScope command line interface as follows.

(1) Open explorer on Windows, and click “manager” folder which is under the DianaScope installation
folder.

(2) Permit to access the folder with indication of the dialog box.

When allowing to access the folder, standard users can also use the DianaScope command line interface.
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11.2 About DianaScope PXE Service

11.2.1 About installation

-- DianaScope PXE Service Installer cannot upgrade from DianaScope PXE Service under Ver.1.01.01.
Uninstall the older version, and then install new version.
Note: All the registered information will be deleted as the result of the uninstalling.

-- DianaScope PXE Service Installer cannot downgrade to the older version. If you want to use the older
version, uninstall the current version and then install older version.
Note: All the registered information will be deleted as the result of the uninstalling.

11.2.2 About Configuration
See 7.2.2.1”Notes of Configuration with DianaScope PXE Service”.

11.2.3 Windows Firewall

If Windows firewall is enabled on the DianaScope server,, web client may not be able to communicate to
DianaScope Manager.

Please perform following settings:

(1) Open “Windows firewall” from “control panel” of Windows.
(2) Select “Add Port” on “Exceptions” tab page.
(3) Enter following setting:

Name: arbitrary name

Port number: 67

TCP/UDP: UDP

Name: arbitrary name

Port number: 69

TCP/UDP: UDP

Name: arbitrary name

Port number: 4011

TCP/UDP: UDP

Name: arbitrary name

Port number: 31200
TCP/UDP: UDP
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11.3 About NEC ESMPRO Manager Association Module

11.3.1 About installation

-- If you install the NEC ESMPRO Manager Association Module on Windows Server 2003, please do not
delete user account “Administrator” from “Impersonate a client after authentication” of “Local Security
Policy”.

-- NEC ESMPRO Manager Association Module Installer cannot upgrade from NEC ESMPRO Manager
Association Module Ver.1.00. Uninstall the older version, and then install new version. Note: All the
registered information will be deleted as the result of the uninstalling.

(1) NEC ESMPRO Manager Association Module Installer cannot downgrade to the older version. If
you want to use the older version, uninstall the current version and then install older version. Note:
All the registered information will be deleted as the result of the uninstalling.

11.3.2 Windows Firewall

If Windows firewall is enabled on the PC installed the NEC ESMPRO Manager Association Module, the
alert from BMC cannot be received.

Please perform following settings:

(1) Open “Windows firewall” from “control panel” of Windows.

(2) Select “Add Port” on “Exceptions” tab page.
(3) Enter following setting:
Name: arbitrary name

Port number: 162
TCP/UDP: UDP
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11.4 About managed server

11.4.1 About DianaScope Agent installation

-- DianaScope Agent Installer (Linux) under Ver.2.00.00 cannot upgrade from the older version. Uninstall the
older version, and then install the new version.
Note: All the registered information except BMC configuration will be deleted as the result of the
uninstalling.

-- DianaScope Agent Installer (Windows & Linux) cannot downgrade to the older version. If you want to use
the older version, uninstall the current version and then install older version.
Note: All the registered information will be deleted as the result of the uninstalling.

-- DianaScope Agent Ver.1.09.12 needs ncurses package on Red Hat Enterprise Linux AS 3.0 (IntelEM64T),
Red Hat Enterprise Linux ES 4 (IntelEM64T) and Red Hat Enterprise Linux AS 4 (IntelEM64T). Execute
the following command to confirm whether the package is installed.

rpm —qal | grep ncurses | grep /usr/lib/
You can use “Package Management Tool” to add the package. (“Package Management Tool” is opened
from main menu — “System Settings” — “Add/Remove Applications”) Please Enable the check box
[Compatibility Arch Support] on the “Package Management Tool” and click [Update].

-- DianaScope Agent (Windows) Installer may indicate a message that requests some disk if you upgrade the
DianaScope Agent with the installer on CD-ROM after installing with the installer on HDD. In this case,
copy the installer on the HDD and then upgrade.

11.4.2 Windows Firewall
If Windows firewall is enabled on the managed server, DianaScope Agent may not work correctly.
Please perform following settings:

(1) Open “Windows firewall” from “control panel” of Windows.
(2) Select “Add Port” on “Exceptions” tab page.
(3) Enter following setting:

Name: arbitrary name
Port number:  Port number that you need to add.
If DianaScope Manager cannot communicate with DianaScope Agent:
47120 - 47129
If the remote console does not display the Windows screen of the managed server:
The setting of GUI remote console function is enabled: 47130
The setting of GUI remote console function is disabled: 5900
TCP/UDP: TCP

See 11.4.3.5” About Windows Server 2003 x64 Edition” for remote console function.

11.4.3 About Remote Console

11.4.3.1 SOL

The SOL (Serial over LAN) system implements a CUI remote console via LAN by the following method: the
BMC gets redirection data that has been output to the serial port 2 by System BIOS or console-less OS and
transmits the data via the LAN. If the remote console has been set in the BMC configuration information, the
serial port 2 (COM2) cannot be used for connecting another device such as UPS because the BMC occupies
the serial port 2.

Please refer to "NEC DianaScope Managed Servers Summary” to confirm the managed server supports SOL.
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The remote console of Linux or SAC (Special Administration Console) of Windows Server 2003 can be used
when the managed server support SOL. However, there are the following notes:
-- Use of serial port 2 is restricted. See 2.4.2”Notes on Managed Servers and Network Devices”.

There are the following notes in the managed server which does not support SOL:
-- Do not attempt to boot Windows or Linux on the managed server when you use Remote Control function
with utility boot mode via LAN connection. Booting of Windows or Linux may result in a failure.

-- To operate RAID EzAssist for a SOL-incompatible managed server from the CUI remote console via LAN,
set the item “Console Redirection” to “Disable” on the BIOS Setup Utility screen, reboot the system, and
then boot the RAID EzAssist Configuration Utility.

(1) The remote console by the redirection function of Linux and the remote console of SAC
(Special Administration Console) of Windows Server 2003 cannot be used via LAN.

11.4.3.2 About video adapter

When the managed server does not use the driver corresponding to the video adapter, the remote console of
DianaScope may not display the Windows screen.

If the remote console does not display the Windows screen of the managed server, please confirm a setting
shown below at the managed server side.

(1) The driver corresponding to the video adapter is set in properties for Display of Windows.

11.4.3.3 Power Control with the BIOS Setup Utility Active
Do not control the power supply while the BIOS Setup Utility is active on the managed server. Otherwise,
the alert setting of BMC configuration will be disabled.

11.4.3.4 CUI Remote Console of DOS

(1) To execute the CUI remote console function of the DOS screen, select “Server” -> “Console
Redirection” and change “ACPI Redirection” to “Disable” on the BIOS Setup Utility screen of the
managed server.

11.4.3.5 About Windows Server 2003 x64 Edition

If OS of managed server is Windows Server 2003 x64 Edition, the remote console of DianaScope may not

display the Windows screen correctly. Please perform following settings:

(1) To open the properties dialog box of VNC, click “Start” -> “All Programs” -> “VNC” ->
“Administrative Tools” -> “Slow Default Settings”.

(2) Change following settings in “Update Handling”:
- Uncheck “Poll Console Windows Only”.
- Check “Poll Window Under Cursor”.

(3) Click [OK].

11.4.3.6 CUI Remote Console after Windows Boot
-- The remote console via LAN cannot be used for SAC if the managed server does not support SOL.

-- To execute the CUI remote console function of the SAC screen after Windows boot, select “Server” ->
“Console Redirection” and change “ACPI Redirection” to “Enable” on the BIOS Setup Utility screen of
the managed server.

When “ACPI Redirection” is set to “Enable” on the BIOS Setup Utility screen, the CUI remote console
function cannot be executed after POST.

11.4.3.7 CUI Remote Console under Linux
-- The remote console by the redirection function of Linux cannot be used via LAN if the managed server
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does not support SOL.

-- To execute the CUI remote console function of the Linux redirection, select “Server” -> “Console
Redirection” and change “ACPI Redirection” to “Disable” on the BIOS Setup Utility screen of the
managed server.

(1) Make a setting like the following example in the setting file (/etc/inittab) on Linux:
S0:2345:respawn:/shin/agetty —h —L 19200 ttyS1 vt100

(Explanation of the example setting)

agetty is to be used in the following conditions:

* Hardware control (RTS/CTS) is enabled. (This setting is an example. Determine whether to
enable/disable it, conforming to the configuration information setting on the managed server.)

* A directly connected local line not requiring carrier detection is assumed.

* Baud rate 19200 bps (This setting is an example. Set the baud rate conforming to the BMC
configuration information setting on the managed server.)

* Seriall port 2 of the managed server is used.

* The terminal type is vt100.

-- Even if connection with a managed server is of any type (LAN, WAN, or Direct), Linux on the managed
server recognizes that operation through the remote console of the DianaScope Manager is connection via
the serial port. The initial setting on Linux does not permit any super-user (root) to log in via the serial port.
To log in as a super-user, disable the security function for the serial port 2. Be very careful of operation in
this case.

To disable the security function for the serial port 2, add “ttyS1” to the /etc/security file.

(2) To display the editor or menu screen on the CUI remote console, set the OS terminal screen to
the 80-column, 24-line size.

11.4.3.8 In case of Change of the authentication key

If you do not use DianaScope Agent ver.2.00.00 and above, please execute either way below when you
change the authentication key of the configuration information,

-- Reboot the managed server.

-- Restart the VNC service on the managed server.

11.4.4 About BMC Configuration

11.4.4.1 About BMC Configuration tool

Among the BMC configuration information tools there are some tools which cannot be used to setup

DianaScope.

-- NEC MWA Agent cannot be used.

-- If the DianaScope is not stored in the EXPRESSBUILDER CD-ROM, “A setup of a system management”
stored in the CD-ROM cannot be used.

-- The Console-less function of the EXPRESSBUILDER can be used only when DianaScope is stored in the
same EXPRESSBUILDER CD-ROM.

11.4.4.2 In Case of Exchange of DianaScope Server

If a DianaScope server as an alert receiver has been exchanged, register the managed server’s BMC
configuration information again even when the IP address of the DianaScope server remains unchanged.
Otherwise, the BMC may fail to recognize the alert receiver.

11.4.4.3 About BMC IP address synchronization of DianaScope Agent

If BMC on the managed server uses a standard LAN port, DianaScope Agent has the function that corrects
the IP address of the BMC automatically to the IP address set on the operating system when the operating
system is started. In the case below, it is possible that competition or repetition of IP address occurs.
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-- When your DHCP environment is possible to set a different IP address to the managed server every
booting the operating system, the DHCP server expects that the IP address is released after the operating
system of the managed server is shut downed. But BMC continues to use the IP address because the BMC
IP address synchronization function set the IP address to the BMC. If the DHCP server reuses the IP
address, competition of IP address will occur.

-- When the managed server has cluster system, the BMC IP address synchronization of the DianaScope
Agent set the logical IP address for the cluster system to BMC. It is possible to let occur the repetition of
the IP address.

Cause of these problems is that BMC has shared the standard LAN port of the managed server. These
problems do not occur for Advanced Remote Management Card because the BMC on the card uses an
exclusive LAN port (Management LAN port).

If the IP address for the BMC is different from the IP address for the operating system, you can avoid these
problems. Refer to the following operation for Windows:

(1) Please update the DianaScope Agent on the managed server to ver.2.00.00 and above.

(2) Click [synchronization] on the main dialog box of the DianaScope Agent to disable the BMC IP address
synchronization function.
When DianaScope Manager is ver.1.03.00 and above, you can change it by remote control.

(3) Set the different IP address for the BMC from the IP address of the operation system.

(4) Add a static entry to the ARP table of the DianaScope server or of the gateway server that resolves the
IP address used by BMC to the MAC address.

When the DianaScope server and the managed server are in the same network, add a static entry to the
ARP table of the DianaScope server.

When the DianaScope server is in the different network from and the managed server, add a static entry
to the ARP table of the gateway server for the managed server.

The example is shown below. (IP address 157.55.85.212, MAC address 00-aa-00-62-c6-09)

‘ arp —s 157.55.85.212 00-aa-00-62-c6-09

11.4.4.4 About the function “Obtain an IP Address automatically (DHCP)
The managed server included the BMC that uses an exclusive LAN port (Management LAN port) supports
the function “Obtain an IP Address automatically (DHCP)”.

(1) Following version of DianaScope modules supports the setting of the function.

Managed server DianaScope

The managed server that DianaScope Manager Ver.1.07.01 and above

integrates EXPRESSSCOPE Engine. | DianaScope PXE Service Ver.1.02.00 and above
DianaScope Agent Ver.2.03.05 and above
DianaScope Configuration Ver.1.02 and above

The managed server installed | DianaScope Manager Ver.1.11.00 and above

Advanced Remote Management | DianaScope PXE Service Ver.1.03.00 and above *1

Card or ft Remote Management | DianaScope Agent Ver.2.06.00 and above

Card. DianaScope Configuration Ver.1.02 and above

*1 Not Support the managed server installed ft Remote Management Card.
When you use the module that does not support the setting of the function “Obtain an IP Address

automatically (DHCP)” for the managed server that supports the function, please note followings:
-- If DianaScope Agent does not support the setting of the function, the DianaScope Agent always set
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“disable” for the function when it registers the BMC configuration. The DianaScope Agent also set
“disable” when it writes the BMC configuration information file.

-- If DianaScope Configuration does not support the setting of the function, the DianaScope Configuration
always set “disable” for the function when it writes the BMC configuration information file.

-- If “System Management” tool on EXPRESSBUILDER does not support the setting of the function, the
tool always set “disable” for the function when it registers the BMC configuration. The tool also set
“disable” when it writes the BMC configuration information file.

-- If remote console feature of NEC EXPRESSBUILDER does not support the setting of the function, the
tool always set “disable” for the function when it registers the BMC configuration.

-- If DianaScope Manager does not support the setting of the function, the DianaScope Manager cannot set
disable for the function nor change IP address when DianaScope Agent support the setting of the function
and the function has been set enable.

(2) If the managed server has been installed Advanced Remote Management Card or ft Remote
Management Card, the BMC may not immediately obtain the IP address after DianaScope PXE
Service configures the BMC to obtain the IP address by the DHCP. Please turn the managed
server AC-OFF and then AC-ON because the BMC try to obtain the IP address whenever the
managed server is turned AC-ON.

11.4.5 About shutdown OS
When the screen of a managed server is rocked (for example, by screen saver with password), DianaScope
Agent cannot shutdown OS of the managed server.

11.4.6 About shutdown OS during DC-OFF state by scheduled running

When “Agent Setting” — “Shut down OS after DC-ON during Scheduled Running Halt” on DianaScope
Manager is enabled, the DianaScope Agent shutdowns OS if the managed server is powered up during the
down period (DC OFF state time by scheduled running).

Only if the managed server is powered up from DianaScope Manager, DianaScope Agent does not shutdown
OS. However, in case that any error is occurred during booting, DianaScope Agent may shutdown OS even
though power up by DianaScope Manager.

11.4.7 About the Port that BMC uses

In case that Linux on the managed server uses port 623, DianaScope Manager cannot communicate with the
BMC that uses standard LAN port.

Please perform following settings:

(1) Add following entries in services files (/etc/services) to reserve port 623.

asf-rmcp 623/tcp ASF Remote Management and Control Protocol
asf-rmcp 623/udp ASF Remote Management and Control Protocol

(2) Reboot the OS.

11.4.8 About the management of ft Server
See “NEC DianaScope Installation Manual for ft Server”.
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11.5 About Web client

11.5.1 About the operation from two or more browsers
DianaScope cannot be operated using two or more browser windows by one Web client. When you use the
browser which has tabbed browsing, the DianaScope cannot be operated using two or more tab.

11.5.2 About downloading configuration information file

When you try to download the file from “Configuration Information File” of “Linkage Service” on
DianaScope, Internet Explorer may block the download. Internet Explorer will also display the message on
the information bar.

In this case, you can download the file with following settings:

(1) Click information bar on Internet Explorer.

(2) Click “Download File”.

(3) Please read the information carefully, and select [save].

11.5.3 About the login to EXPRESSSCOPE Engine

11.5.3.1 About Java Plug-in

To login to EXPRESSSCOPE Engine through DianaScope, Java plug-in of the web browser should be
version 1.4.2_12 and above. If JRE plug-in version is 1.4.2_11 and below, the web browser may stall.

11.5.3.2 About Microsoft Internet Explorer

If OS of DianaScope server is as follows, the “login to EXPRESSSCOPE Engine” screen might not be
displayed.

-- Microsoft Windows Server 2003 Standard Edition/Enterprise Edition (SP1)

-- Microsoft Windows Server 2003 R2 Standard Edition/Enterprise Edition

-- Microsoft Windows Server 2003 Standard /Enterprise x64 Edition

-- Microsoft Windows Server 2003 R2 Standard /Enterprise x64 Edition

In this case, add URL of the EXPRESSSCOPE Engine to “Add this Web site to the zone”.
(1) Select “Internet Options™ on “Tools” menu of Internet Explorer.

(2) Click the Security tab.

(3) Click “Local Internet” zone, and then click [Sites].

(4) Enter the URL of the EXPRESSSCOPE Engine on “add this Web site to the zone”.
For example: If the EXPRESSSCOPE Engine has IP address 192.168.0.100, the URL is
“http://192.168.0.100".

(5) Click “Local Internet” zone, and then click [Sites].
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11.6 Others

11.6.1 About Use with NEC MWA

11.6.1.1 Installation into the Same DianaScope Server
Do not install NEC MWA and DianaScope Manager on a same server.
Do not install NEC MWA Agent and DianaScope Agent on a same server.
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Appendix A. How to setup for the managed server that
does not has local console

Even if a managed server does not have local consoles like a keyborad, You can operate BIOS setup and
DOS tools of the managed server using DianaScope. Here procedure of the minimum in order to use the
remote control for the managed server is shown.

1. Install DianaScope Manager and set the Environment.

2. Configure BMC on a managed server.

3. Register a managed server on DianaScope Manager.

4. Open the remote console.

1. Install DianaScope Manager and set the Environment.

(1) Install DianaScope Manager on a management PC.
Order of the installation is JRE, Tomcat and DianaScope Manager.
Refer to DianaScope Manager Installation for Windows.
Refer to DianaScope Manager Installation for Linux.

(2) Confirm that you can login to the DianaScope Manager.
Refer to Login.

(3) Register a DianaScope server license.
Refer to Register the Server License.

e DianaScope Additional Server License(1) may be attached to the product that does not
have local consoles. Check the attachment.

(4) When you use LAN connection, connect the DianaScope server and the managed server on the network.
Refer to Requirements for Connection between the DianaScope Server and Managed Server.

(5) When you use direct connection, connect a serial port of the DianaScope server to serial port 2 of the
managed server using RS232-C cross cable. Then, set the serial port of the DianaScope server on OS.
Refer to Requirements for Connection between the DianaScope Server and Managed Server for details.

(6) Install DianaScope Configuration on any PC.
Refer to DianaScope Configuration Installation.
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2. Configure BMC on a managed server.

(1) Configure BMC of the managed server.
When you use LAN connection, refer to Configuration with NEC EXPRESSBUILDER DOS based with
remote console feature (for LAN connection).
When you use direct connection, refer to Configuration with NEC EXPRESSBUILDER DOS based with
remote console feature (for modem/direct connection).

3. Register a managed server on DianaScope Manager.

(1) After login to DianaScope, register Add a new group that the managed server belongs.
Refer to Add Group which the managed server belongs.

(2) Register the managed server.
For LAN connection, refer to Auto Registration.
For direct connection, refer to Register the Managed Server (for modem/direct connection).

4. Open the remote console.
(1) Select the managed server on DianaScope and click remote console tab to open the remote console.

(2) Select the managed server on DianaScope and click remote control tab.
Reboot the managed server using some remote control command.
When the managed server is booted using NEC EXPRESSBUILDER CD-ROM, the main menu of NEC
EXPRESSBUILDER will be displayed on the remote console of DianaScope.

. If you use DOS based tool on the managed server, execute a remote control command with
checking the check box of “Utility Boot” on remote control tab.

. If the anything is not displayed on the remote console:
For LAN connection input ESC+{ key on the remote console.
For direct connection, click [Resume Redirection] and then input ESC+{ key on the remote
console.

e  After the operation to the managed server is finished, click [disconnect] on “Connection
setting” to disconnect for direct connection.
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Appendix B. How to setup for using DianaScope Agent
on the managed server that is set LAN teaming

Please setup DianaScope with the procedure below.
The operation for DianaScope Agent Ver.2.00.00 and above is explained.

How to setup is depended on the type of the managed server which the DianaScope Agent has been installed
on.

- On the managed server that BMC uses standard LAN port.

- On the managed server that BMC uses an exclusive LAN port (Management LAN port).
Please see the appropriate explanation.

B.1 On the managed server that BMC uses standard LAN port

See 2.4.2”Notes on Managed Servers and Network Devices” about the setting of LAN Teaming that is
available for DianaScope.

If OS on the managed server is Linux, how to setup the DianaScope is not depended on LAN teaming. If OS
on the managed server is Windows, please setup the DianaScope with the procedure below.

1. Invalidate BMC IP address synchronization function of the DianaScope Agent.
2. Set BMC configuration by using the DianaScope Agent.

3 Select IP address for DianaScope Agent.

4. Register the managed server on the DianaScope Manager.

1. Invalidate BMC IP address synchronization function of the DianaScope Agent.
(1) Click “DianaScope Agent” — “DianaScope Agent” from the start menu on Windows.
(2) Click [synchronization] on the dialog box of the DianaScope Agent.

(3) Set the BMC IP address synchronization to disable..

2. Set BMC configuration by using the DianaScope Agent.

(1) See 7.2.1"Configuration with DianaScope Agent (for LAN connection)” and set BMC
configuration information.

Note the followings:

- Set LAN1 IP address to same value of the teaming-set IP address.

- Even if the configuration of LAN2 for the BMC on the managed server is available, do not set
LAN2 in

the BMC configuration information. (If LAN2 IP address for BMC is already set, change it to
“0.0.0.0".)

e  Even if the BMC configuration has been already set, confirm the LAN1 IP address and
register it again after invalidating BMC IP address synchronization function.

3 Select IP address for DianaScope Agent.

(1) Select [Select IP address for Agent] on the DianaScope Agent.
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(2) Enter the teaming address for LAN1.

4. Register the managed server on the DianaScope Manager.

(2) See 7.3"Register a managed server on DianaScope Manager (for LAN connection)” and
register the managed server.

e  Confirm the IP address of the managed server even if the “Check Connection” for the
managed server has been completed. If the IP address is different from the teaming-set IP
address that is set in the procedure “2. Set BMC configuration through the DianaScope
Agent”, edit it and perform “Check Connection” again.

B.2 On the managed server that BMC uses an exclusive LAN port
(Management LAN port)

Please setup the DianaScope with the procedure below. This procedure does not depend on OS of the
managed server.

1. Set BMC configuration by using the DianaScope Agent.
2. Set IP address that DianaScope Agent uses on the DianaScope Agent.
3. Register the managed server on the DianaScope Manager.
1. Set BMC configuration by using the DianaScope Agent.
(1) See 7.2.1"Configuration with DianaScope Agent (for LAN connection)” and set BMC configuration
information.
2. Set IP address that DianaScope Agent uses on the DianaScope Agent.
(1) Cancel the setting of the LAN teaming temporarily.
(2) Set the IP address that is used for Teaming on any LAN.

(3) Select the IP address on [Set Agent IP address] of DianaScope Agent.

(4) Set LAN teaming again.

3. Register the managed server on the DianaScope Manager.

(3) See 7.3"Register a managed server on DianaScope Manager (for LAN connection)” and
register the managed server.

. If the “Check Connection” for the managed server has been completed, perform “Check
Connection” again after performing “2. Set IP address that DianaScope Agent uses on the
DianaScope Agent”.
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