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Contenu & Sommaire:

Ce CSB décrit les étapes du raccordement d'un client NovaScale (9000 - Hélios, 7000, ...) au centre de

support Bull pour sa maintenance sécurisée via Internet.

Matériel et informations nécessaires
Enregistrement du client
Personnalisation du TrustWay CRX.
Pré-configuration du routeur NAT.
Personnalisation du routeur NAT.
Personnalisation du routeur ADSL
Installation sur le réseau.
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"BULL S.A. Confidentiel"
Ce document et les informations qu'il contient sont confidentiels et appartiennent a
BULL S.A.. lls sont communiqués uniquement au personnel du Groupe BULL dans
le seul but de lui permettre d'exercer ses activités.
Ce document, les informations qu'il contient et toute copie qui pourrait en étre faite
seront conservés de fagon trés confidentielle : aucune copie, méme partielle, ne
pourra en étre faite sans I'accord du responsable hiérarchique; aucune
communication ou distribution ne pourra étre faite de tout ou partie de ce
document (a) aux personnes qui ne font pas partie du Groupe BULL ou (b) a des
employés du Groupe BULL qui n'ont pas nécessairement & en connaitre. Ce
document (et toutes copies) devra étre restitué au supérieur hiérarchique soit sur
demande soit dés que sa conservation ne sera plus justifiée par les besoins du
service.
Toute dérogation aux dispositions ci-dessus ne pourra étre accordée que par le
Directeur Général concerné.

"BULL Confidential & Proprietary"

This document and the information contained herein are confidential to and the
property of BULL S.A. and made available only to BULL Group employees for the
sole purpose of conducting BULL S.A. business.

This document, any copy there of and the information contained herein shall be
maintained in strictest confidence : shall not be copied in whole or in part except
as authorized by employees's manager; and shall not be disclosed or distributed
(a))to persons who are not BULL Group employees, or (b) to BULL Group
employees for whom such information is not necessary in connection with their
assigned responsabilities. Upon request, or when the employee in possession of
this document no longer as need for the document for the authorized purpose. This
document and any copies thereof shall be returned to the employee's manager.
There shall be not exceptions to the terms and conditions set forth herein except
as authorized in writing by the responsable BULL S.A. General Manager.
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1. Matérial & informations nécessaires :
Matéridl :

Ce matériel est issu de lacommande, sauf les cordons Ethernet et le PC qui peuvent étre fournis par le client
e 1TrustWay CRX.
e 1routeur NAT (3Com 3CR860-95).
e 1 Modem ADSL (3Com 3wdr101a-75)
» PCavec émulation Hyper terminal & browser (utilisé seulement pendant la phase de paramétrage).
e Cordon RJ11-DB9F (ref 76680283-001) fourni avec CRX.

Céble Ethernet (1 cordon fourni avec le routeur).

Parametres de configuration Hyper terminal :

* Vitesse: 115200 hits/sec.

+ Data: 8 hits
e Paité: sans
e Stop:1hit

Contréle de flux : Aucun

2. Enregistrement du client :

2.1. La« Demande d’ Enregistrement » (voir figure) est aremplir aprés consultation de I’ administrateur client :
e Leclient aurasouscrit au préalable un abonnement ADSL auprés d’'un FAL.
e LeFE compléteralafiche de demande de renseignements qu'il retournera al’ administrateur du Bicc

2.2. Cettefiche est aenvoyer al’administrateur BICC ;
e Mr Patrick Beilvert
e Tel:(33)16993 9421
e Fax:(33)16993 9440
e Mail : Patrick.beilvert@bull.net, copie Srv.gcos8-support@Bull.net

2.3. L’administrateur BICC répond en envoyant une fiche « Configuration Client Hélios» regroupant les €l éments de
configuration des divers boitiers. Ces é éments seront utilisés dans | es étapes suivantes pour programmer le CRX et le
routeur NAT et I’ ADSL

ORIGINATOR'S ADDRESS : BULL - 43, RUE JEAN JAURES - BP 68 78340 LES CLAYES SOUS BOIS - France
TEL : +33 013080 70 00
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FE on site

The FE on site sends a
register request by
filling the request form
found at page 4/46 in
the CSB document

CSB . .
Documentation This Crart is syppesd
/ todowyau the nesded
ifamretiantoke

When the setting
form is received the
FE can start
configurations
settings for the

= —— N TCRX

NAT ROUTEUR

ADSL ROUTEUR

edharga bewen e
and yas nastonske

thirgs working praperly.

By using the
data that have
been provided
by the FE on site
the Biic
administrator
creates anew
sitein the TDM
administrative
system

The Biic administrator fillsa ~—~
setting form and send it to the
site. The data found in this

form will allow the FE to
configurate the TCRX and the

Nat router Administrator

Materiel (Adsl Router + TCRX + Nat Router) + documentation livres sur site.
Le FE sur site envoie une fiche de renseignements vers le Bicc

L’ administrateur du Bicc créée un nouveau site RMS

L’ administrateur du Bicc renvoie vers e site une fiche de configuration

A |’ aide de cette fiche le FE sur site configure les éléments de laRM S

1
2.
3.
4,
5.

ORIGINATOR'S ADDRESS : BULL - 43, RUE JEAN JAURES - BP 68 78340 LES CLAYES SOUS BOIS - France
TEL : +33 013080 70 00



[ ] .| CSB: Guide d’installation du raccordement sécurisé pour la
B ; ! {IL maintenance NovaScale

DOSSIER
CsB

2007-002 REV

PAGE
4/78

"BULL S.A. Confidentiel"

L e schéma de principe pour la configuration est décrit ci-dessous :

"BULL S.A. Confidential & Proprietary"

Vers
Internet
Routeur
PCs admin client. ADSL @
[ |
I
192.168.1.1
192.168.1.IDC
® - TCRX ®
Reseau Client . 10.0.IDC.1
CITTTPEPTLIE aaanan, Réseau Support (privé)
gRouteur Client : 10.0.1DC.2

138.128.128.5

Routeur NAT

®

138.128.129.254 I Réseau Hélios

Shéma de principe

ORIGINATOR'S ADDRESS : BULL - 43, RUE JEAN JAURES - BP 68 78340 LES CLAYES SOUS BOIS - France

TEL : +33 013080 70 00
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Les informations a renvoyer par le technicien du site (Field Engineer) sur site vers |’administrateur du
Bicc:

Demande d’Enreqistrement :

Nom du client :

Coordonnées de I'administrateur client :
Nom :
Tel
Mai | ;

Connexion ADSL :
@P ADSL (publique) : @
| SP Nane :

Contract Type :

TCRX :
Serial n° : XAN-
@

NAT_3Com:
N° série:

Réseau client :
@PC/ sub-net Adm n client

Note : Le client doit souscrire auprés d' un FAI un contrat ADS.
avec adresse |P Fixe

ORIGINATOR'S ADDRESS : BULL - 43, RUE JEAN JAURES - BP 68 78340 LES CLAYES SOUS BOIS - France
TEL : +33 013080 70 00
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Configuration Hélios :

Informations client :

Identification :

Nom :
Adresse :

Nom de l'administrateur :
Téléphone :
Mail :

Réseau_Admin :
@IP_réseau
Masque :

Réseau_privé_support :

@IP_réseau
Masque :
Gateway :

Réseau_privé_Hélios :

Modem_AD

@IP_réseau
Masque :
Gateway :

SL:
@IP_publique :
@IP_privée:

CRX_Hélios :

NAT_3Com

Routeur clie

N° serie :
Identification :
@IP_Chiffré :
@IP_Clair :

N° serie :
Identification :
@IP_ISP :
@IP_LAN :

Route(s) statique(s) :

nt (optionnel) :
@IP_A:
@IP_B:

2

Bul | _Massy

rue Galvani Massy

J. F. Auger
223. 9397
j f.auger @ul | . net

129.185.192. 0/ 19
255.255.224.0

10.0. 2.0/ 24
255.255.255.0

10.0.2.1 \

138. 128. 128. 0/ 23
255.255.254. 0
138.128.129. 254

217.128. 38. 219
192.168.1.1

XAN- CRX- 00030

75628- 113(3190114/7 2
192.168.1.3

>3

10.0.2.1

L5MW4NBDAS5E2
3Com

10.0.2.2 e—- 5

138.128.129. 254
129.185.192. 0/ 19

138.128.128.5

(de 10.0.3.0
a 10. 0. 3. 254)

6

e

vi a

138.128.128.5

Note : Fiche renvoyée, completement renseignée, par |’administrateur Bull-BICC au client.

ORIGINATOR'S ADDRESS :
TEL : +33 013080 70 00

BULL - 43, RUE JEAN JAURES - BP 68 78340 LES CLAYES SOUS BOIS - France




[ ] . CSB: Guide d’installation du raccordement sécurisé pour la DOSSIER 2007-002 REV
B ! l L maintenance NovaScale CSB

PAGE
7/78

"BULL S.A. Confidentiel" "BULL S.A. Confidential & Proprietary"

Exemple de configuration type de laRMS sécurisée sur site :

192.168.1.0/24 10.0.2.0/23 138.128.128.0 /23
IP@ publique \ Al
Fixe
1 2 1 2 / \
- | TCRX SP PAP HELIOS
MODEM NAT
ADSL 3cot
ROUTER
T RMA LAN
10.0.35.0/23
NAT
3COM
ROUTER CUSTOMER LAN
CUSTOMER SITE

Les différents réseaux :

e ADSL public (I'adresse IP du modem sur le réseau ADSL doit étre fixe)

e Réseau privé crypté 192.168.1.0/24 (ncauds : routeur ADSL, TCRX)

e Réseau privéclair 10.0.n.0/23 (n différent pour chaque site)

¢ Réseau RMA 138.128.128.0/23 (noauds SP, Pap, etc..)

e Réseau client (ici exemple donné pour 10.0.35.0/23 (ncauds consoles NCC)

Les éléments a configurer sont :

¢ Leboitier TCRX

e Le/lesnat routers (un seul routeur si pas d'interconnexion RMA / Intranet client)
e Lerouteur ADSL

ORIGINATOR'S ADDRESS : BULL - 43, RUE JEAN JAURES - BP 68 78340 LES CLAYES SOUS BOIS - France
TEL : +33 013080 70 00
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3. Personnalisation du TrustWay CRX :

¢ Vialecordon RJ11-DB9F, connecter le port Com1 du PC ala prise Console du TCRX.
e Ouvrir une connexion Hyper terminal

« Vialestouches « Tab » puis « enter » sélecter la fonction « Networks »

(note : ce méme environnement permet aussi de lancer les tests de diagnostique).

“g CRX-adm - HyperTerminal
Fichier Edition Affichage Appel Transfert 7
D|=| 53] s
=
TCRX SN - T9897-001F450010
TCRX Status - Operationnel
o TCRX menu ---------- +
| |
| Choice Network to configure |
I TCP/IP or Diagnostic to start |
| the diagnostic tests |
| |
IEEEEEEEEEEE + e S + |
I | Network | | Diagnostic | I
| +-=-==-===-- + Fommm e + |
| |
| |
L T LT T +
{Tab> between elements | {Space> selects
00:01:25 connecté [vT100 [1152008N-1 [D&fl [Maj [Num [Captwer  [Echo »

ORIGINATOR'S ADDRESS : BULL - 43, RUE JEAN JAURES - BP 68 78340 LES CLAYES SOUS BOIS - France
TEL : +33 013080 70 00
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»  Entrer lesinformations de la fiche de configuration comme montrée dans I’image ci-dessous. Pour réaliser cette

opération, vous devez avoir recu votre fiche de configuration renvoyée par I’ administrateur Bull BICC.
Remarquez que le paramétre IDC est propre a chague site.
e L’adressedu TDM est constante et vaut 129.185.218.11. Il est toujours accessible vial’ interface B

e Lefait de sélecter et valider « Save » va provoquer la prise en compte des informations par le TCRX et son

reboot.
* Attendrelafin de ce reboot et débrancher le PC.

+--D§ ---------------- Configure TCPAIP -—-------mmmmmmmmmom -
|

| Please enter the IP addresses in dotted-decimal notation.
|

| ¢ ] TDH on A interface

| () TDH on B interface

|

| Admin IP address: 192.163.1.2____’— 2
| Admin IP Hetmask: 255, 255, 2585.8__

| TDM IP address : 129.185.218.11___

| Admin gateway : P L e N

| FrontEnd IPSEC Address: -

|

| === + e +

| | Sawve | | Cancel |

| === + L ] +

|

|

|

I e e i T T e e ]
<Tah> hetween elements | <{5nare?* selernts

ORIGINATOR'S ADDRESS : BULL - 43, RUE JEAN JAURES - BP 68 78340 LES CLAYES SOUS BOIS - France
TEL : +33 013080 70 00
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4. Pré-configuration du routeur Nat

Affecter au PC I’ adresse 192.168.1.2 masque 255.255.255.0.
Brancher le cordon Ethernet entre e PC et un des 4 ports LAN du routeur.
Avec Microsoft Internet Explorer, ouvrir une connexion http://192.168.1.1

43 3Com - OfficeConnect Secure Router - Microsoft Intemet Explorer

Fichier  Edition  Affichage  Faworz  Dutils 2 |

® Lo A Q H 9@ I B 9 9w o &
Précédente Svamte Améter Actualizer  Démarage | Rechercher  Fawaris Media Historique Courrier Inprimer Edition Aide i-Mav
Adiesse I@ hittp:/192.168.1.1 Adefaulthtm j 0K | Lienz ¥
OfficeConnect® Secure Router r
System Password I (default: admin)
cone |

MNote: The password is case sensitive, Click here if you can't remember the password, o

|@ Terming l_l_’_ -_E,'E Intranet local

Le mot de passe par défaut est admin.

ORIGINATOR'S ADDRESS : BULL - 43, RUE JEAN JAURES - BP 68 78340 LES CLAYES SOUS BOIS - France
TEL : +33 013080 70 00
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3 Setup Wizard - Microzoft Internet Explorer

The Setup Wizard will help yvou guickly configure your Secure Router so that
¥OUu can access your Internet connection. Once completed, you can use the
Weh Management Interface for more configuration options, Please see the
User Guide for further details.

To complete the Internet settings, you will need to have all of the information
provided to you by your ISP available, If you do not have any of the
information that the Setup Wizard reguests, please contact your ISP,

ORIGINATOR'S ADDRESS : BULL - 43, RUE JEAN JAURES - BP 68 78340 LES CLAYES SOUS BOIS - France
TEL : +33 0130807000
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¥ Setup Wizard - Microzoft Internet Explorer

Change Administration Password

"BULL S.A. Confidential & Proprietary"

To ensure the security of your Secure Router, it is recommended that you
choose a new password - this should be a mix of letters and numbers, and not

gasily guessed by others,

To leave the password unchanged, leave the fields blank and click Mext

Old Password

Mew Password

Confirm Password

[extr ||| cancer |

Laisser les champs vides, le mot de passe par défaut ne doit pas étre modifié (il pourral’ étre ultérieurement

par I'administrateur BICC).

ORIGINATOR'S ADDRESS : BULL - 43, RUE JEAN JAURES - BP 68 78340 LES CLAYES SOUS BOIS - France
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=¥ Setup Wizard - Microzoft Internet Explorer

Time Zone

Please select your time zone from the list below and whether your location uses
daylight saving time.

"BULL S.A. Confidential & Proprietary"

| (GMT +01:00) Paris

¥ Enahble Daylight savings

ORIGINATOR'S ADDRESS : BULL - 43, RUE JEAN JAURES - BP 68 78340 LES CLAYES SOUS BOIS - France

TEL : +33 013080 70 00




(% CSB: Guide d'installation du raccordement sécurisé pour la | DOSSIER 2007-002 REV
BUIL maintenance NovaScale CcsB

PAGE
14/78

"BULL S.A. Confidentiel" "BULL S.A. Confidential & Proprietary"

=3 Setup Wizard - Microsoft Internet Explorer

Auto-Configuration Summary

The Setup Wizard has been unable to detect any settings from your Internet
Connection. If you would like Auto-Configuration to attempt to detect the
Internet settings again, click on the fetry butkon,

Check that your CablefDSL modem is powered on and connected to the
Secure Router, If it is, you should configure the Secure Router manually.

[ wotry | <<pack [ maxt>> | canon |

ORIGINATOR'S ADDRESS : BULL - 43, RUE JEAN JAURES - BP 68 78340 LES CLAYES SOUS BOIS - France
TEL : +33 0130807000
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a Setup Wizard - Microsoft Internet Explorer

"BULL S.A. Confidential & Proprietary"

Internet Settings - Internet Addressing Mode

Some ISP's (particularly those offering DSL) require PPPoOE ar PPTP to allow
you to connect to their netwaork. If the installation instructions that
accompany your rmodem ask you to setup a dialup connection using a PPTP
YPHM tunnel then select the PPTP option.

If your ISP does not require PPPoE or PPTR, they may supply your Internet
Configuration dynarmically, or you may have to manually configure your
Secure Router with a static address,

FPlease select the mode that applies to your ISP from the list below (If
unsure, please contact your ISP

% ISP has provided a static IP address

" ISP provides configuration dynamically (via DHCP)
" PPPGE is required

" PPTP is required (some DSL users in Europe)

<<Back |Hext:-} | Cancel |

ORIGINATOR'S ADDRESS : BULL - 43, RUE JEAN JAURES - BP 68 78340 LES CLAYES SOUS BOIS - France
TEL : +33 013080 70 00
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Définition del’interface « ISP » :

=
Internet Settings - Static IP Mode

Please enter your settings, as provided by your ISP, below,

1P Address [0z2 O
Subnet Mask |255.255.254.0
Internet (ISP) Gateway Address |1 0021
Primary DMS Address l1IZI.IZI.2.1 -6
Secondary DMS Address I L\} (optional)

<=<Back | HNexts2> Cancel I

Ed

Ces adresses | P sont définies dans votre fiche de configuration :

e |PAddress = paramétre 5 @IP_ISP
* Gateway & DNS =>parameétre 6
e Subnet mask : fixe (255.255.255.0)

ORIGINATOR'S ADDRESS : BULL - 43, RUE JEAN JAURES - BP 68 78340 LES CLAYES SOUS BOIS - France
TEL : +33 013080 70 00
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Définition del’interface « LAN » :

LAN Settings - LAN IP Address

"BULL S.A. Confidential & Proprietary"

The fields below show a suggested LAM IP address and subnet mask for your

Secure Router, If these values are not suitable, please change them, and

then click Mext to continue,

1P EBERes 138128129254

Subnet Mask |255 255 254.0

Cette adresses | P (138.128.129.254) et son masque (255.255.254.0) sont fixes et correspondent au Gateway

dans e plan d’' adressage Hélios.

ORIGINATOR'S ADDRESS : BULL - 43, RUE JEAN JAURES - BP 68 78340 LES CLAYES SOUS BOIS - France
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Lerouteur n’est pas utilisé comme serveur DHCP.

a Setup Wizard - Microzoft Internet Explorer

The Secure Router can act as a DHCP Server, to provide IP addresses to the

FCs on your LaM, This option should only be enabled if there are no other
DHCP servers on your LAM,

% Do not enable the DHCP server
" Enable the DHCP server with the following settings:

The fields below have been pre-filled with a recommended IP Poaol
range for your network,

IP Pool Start Address I
IP Pool End Address I

<=Back | Nexts=> Cancel

LAN Settings - DHCP Server Setup

ORIGINATOR'S ADDRESS : BULL - 43, RUE JEAN JAURES - BP 68 78340 LES CLAYES SOUS BOIS - France
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Ce tableau récapitule les informations entrées. En cas d erreur, faire « Back » pour revenir les corriger.

« Finish » les valide définitivement

Arish button, these settings will be applied:

L&aM IP Address 133.128.129.254
L& Subnet Mask 255.255.254.0
DHCP Server Disabled
Internet Addressing Mode Static

Internet IP Address 10.0.2.2
Internet Subnet Mask 255.255.254.0
ISP Gateway &ddress 10.0.2.1

DHS Address 1 10.0.2.1

DMS Address 2

the settings.

Timezone (GMT +00:00) London, Edinburgh

Mote that no settings are saved until you click on the Arish button - to go
back and make any changes, click Back. To exit without saving the changes,
click Cancel, When you click Anish, the Secure Router will reboot to update all

Configuration Summary

You have now completed the OfficeConnect Secure Router Setup Wizard, &
summary of your chosen configuration is shown below, YWhen you click on the

Print I {{Backl Fil[\i;.-;h | Cancel I
r‘\‘}

C

k2
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=

Wizard Completed

Congratulations! Your settings have been saved, and you have finished the
Setup Wizard, The Router is now rebooting and applying your settings. Click
here to access the Secure Router once it has rebooted

As you have chosen to turn off the Router's DHCP Server, you will need to
update the network settings of the PCs on your LAN, using the following

values:

& valid IP address in the range 138,128,128, 2 t0 138,128,129,255
Subnet Mask 255.255.254.0

Default Gateway 138.128.129.254

Frimary DMS Address 1358.,128.129.254

Alternatively, if you have a DHCP server elsewhere on your LAM, it should be
configured with the above settings.

% Close I

L a phase de pré-configuration est terminée.

ORIGINATOR'S ADDRESS :
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5. Personnalisation du routeur Nat :

»  Affecter au PC |’ adresse 138.128.128.4 masque 255.255.254.0.
e Avec Microsoft Internet Explorer, ouvrir une connexion http://138.128.129.254

2 3Com - OfficeConnect Secure Router - Microsolt Internet Explorer

FEichier  Edition  Affichage  Favoriz  DOutils 2 |

= = 3
O A QA M @ @ - . &
Précédente Survatte: Arréter Actualizer Démarage | Rechercher  Favoris Média Histarique Courrier Irnprimer E dition Aide i-Hav
Adresse I@ http:##192.168.100. 254 /default. hirm j Ok | Liens **

OfficeConnect® Secure Router

Enter System Password
System Password I (default:admin)

Log in | Cancel |

Mote: The password is case sensitive, Click here if you can't remember the password,

|@ Terming l_l_ ’_ -_E;E Intranet local

Se connecter (password par défaut).

ORIGINATOR'S ADDRESS : BULL - 43, RUE JEAN JAURES - BP 68 78340 LES CLAYES SOUS BOIS - France
TEL : +33 013080 70 00
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Sélecter I'onglet « Advanced Networking » > « NAT »

"BULL S.A. Confidential & Proprietary"

Welcome

MNetwork Settings

b Advanced Networking

Firewall

Content Filtering

VPN Fool Size !248

System Tools

Status and Logs
Support/Feedback

Status : Ready

First IP Address in LAN Pool 1138.128.128.5

Cancel

L’ adresse du pool ISP est de laforme 10.0.IDC.6 ou IDC est défini dans vatre fiche de configuration (paramétre

IDC).

Les autres informations (138.128.128.6 et 248) sont fixes et correspondent au plan d' adressage Hélios.

Valider par « Apply ».

ATTENTION :

Cette opération provoque une sauvegarde de la configuration qui dure « un certain temps »...

Souvent la page écran reste figée et il faut cliquer sur un autre onglet pour continuer.

ORIGINATOR'S ADDRESS : BULL - 43, RUE JEAN JAURES - BP 68 78340 LES CLAYES SOUS BOIS - France
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Sélecter I’onglet « Firewall » 2> « Advanced »

2 3Com - DfficeConnect Secure Router - Microsoft Internet Explorer

Fichier  Edition  Affichage  Faworis  Dutils 2 ‘
. ="
= 2 A Gl @ o8 | By g L
Précédents Sunvante: Aréter Actuslizer  Démarage  Recheicher  Favoris Média Historique Courrier Imprirner Edition Aids i-MNav
Agresse [&] hitp: //152.168.100.254 /cgibin/admin?page=x =] ok ‘ Liens |

-

¢:=A\Wll OfficeConnect” Secure Router B
3C0M

Wwelcome -
Netwaork Settings Advanced Settings Help

: ¥ allow PING from the Internet
Advanced Networking

3 ¥  Disable SPI Firewall Apply
» Firewall

Content Filtering Mote: Ticking the checkboxes will reduce security e
¥PN

| Virtual Servers | PC Privileges " Special Applications . Advanced

System Tools

Status and Logs

SupportfFeedback

LOG OUT

Status : Ready

[ [ [ Emmmsocd

Cocher « disable SPI firewall » coche aussi automatiquement le « Allow ping »
Valider par « Apply »

Attendez lafin de la sauvegarde de la config et cliquer sur « LOG OUT »

L a phase de personnalisation est terminée.

ORIGINATOR'S ADDRESS : BULL - 43, RUE JEAN JAURES - BP 68 78340 LES CLAYES SOUS BOIS - France
TEL : +33 013080 70 00
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6. Routeur ADSL :

e Pour lerouteur ADSL seules les fenétres modifiées et différentes des valeurs par défaut seront affichées

Modifier les paramétres TCP/IP de la carte réseau du Laptop utilisé pour configurer le routeur ADSL 3Com. Lui
attribuer une adresse IP 192.168.1.2 avec un masque de réseau a 255.255.255.0
A I’aide d'un cable RJ45 droit relier lasortie de carte réseau de votre Laptop al’ un des 4 ports Lan du routeur ADSL.
Dans le champ URL de votre browser taper : http://192.168.1.1

Taper : admin

EDMozilla Firefox ~=lal x|
99 Fichier Edition Affichage  Aller & Marque-pages Outils 2 .ﬂ a :‘ﬁ ﬁ ':»} @ ‘:::‘ ‘

! httpeff192.168. 1.1/

Enter System Password

Systern Password ==

Log in Cancel |

Note: The password is case sensitive, Click here if you can't remember the password.

(default:admin)

&

@lpémarrer||| 1] & 5] @  ||[@mozila Firefon (SRS 1510

Terming

Ne rien modifier ace niveau, les valeurs par défaut adresse IP & masque de réseau sont conservees.
Mettre off the DHCP server dans |e paragraphe « DHCP Server Parameters »

ORIGINATOR'S ADDRESS : BULL - 43, RUE JEAN JAURES - BP 68 78340 LES CLAYES SOUS BOIS - France
TEL : +33 013080 70 00
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3Com - OfficeConnect ADSL Wireless 11g Firewall Router - Mozilla Firefox . = e

Fichier  Edition  Affichage Aller &  Marque-pages  ©Outils 7

<:ZI - I_Il - %l I3 Tf/ﬂ |,_, htkp:fi192,168.1, 1fmain_frame_adminl,stm LI @ oK ||_C|,

-@j Fr /€ converter uv‘ Latribune [5) Le Monde France o) BEC Mews 3 Démarrage (@) Wanadoo B BullSentry Welcome | ) Météo 3 BOLS

OfficeConnect’apsL wireless 11g Firewall Router

|»

Unit Configuration

LAN Configuration
IP Address I1 92 .I188 B .IW

wireless Settings Subnet Mask less . |ese L Jess Lo Help

Internet Settings

Firewall apoly_|
DHCP server Con & Of

Qos

cancel B
Advanced ﬂ

System Tools

Status and Logs
Support/Feedback

_LoG ouT |

Status : Ready

| Terming @ ! Erreur de connexion
g Démarrer! i & o & G b2 ] @ 3com - OfficeConn... [} D{Documentation|D. .. | &, Connexions réseau | !_.;ﬁ% LIS SN G M 1605

Menu Wireless Settings
LeWI FI est désactivé. Ne pas dérouler les écrans des sous menus.

ORIGINATOR'S ADDRESS : BULL - 43, RUE JEAN JAURES - BP 68 78340 LES CLAYES SOUS BOIS - France
TEL : +33 013080 70 00
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Com - OfficeConnect ADSL Wireless 11g Firewall Router - Mozilla Firefox = !E‘ Ill

Fichier  Edition  Affichage Aller 4 Margue-pages  Outils 7

<:ZI - I_: - @ X ] 7‘7;[ |,_, http: /1192, 168.1, 1fmain_frame_adminl,stm LI @ ok ||_C|,

-@j Fr/€ corvverter u.‘ Latrbune 2 Le Monde France 5 BBC MNews ’ Démarrage (W) Wanadoo ] EullSentry Welcome | Météag (2 BOLS

(_a?()m OfficeConnect'apsL wireless 11q Firewall Router

3C0M

Welcome

|»

Configuration

wireless Networking

LAN Settings ™ Enable wireless MNetworking
» Wireless Setting Q

Internet Settings Apply |

Firewall

Qos Cancel |

Advanced

Help

System Tools

Status and Logs
Support/Feedback

LoG ouT |

Status : Ready

| Terming @ ! Erreur de connexion
& Démarrer’ i = O« @ 2 ] @ 3com - OfficeConn... [} Di{Documentation|D. .. | &, Connexions réseau | !Jﬁ% LIS C P 150

ORIGINATOR'S ADDRESS : BULL - 43, RUE JEAN JAURES - BP 68 78340 LES CLAYES SOUS BOIS - France
TEL : +33 013080 70 00
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Menu Internet Settings

"BULL S.A. Confidential & Proprietary"

Cliquer ensuite sur paragraphe settings. Suivant les opérateurs d' acces ainternet (FAI) sélectionner PPP (PPP over
ethernet) ou PPPOA (PPP over Atm) Un tableau joint en annexe dresse les valeurs arespecter pour I’ Internet

Settings. L’ exempleici représente la sélection afairesi le FAI est FT.

Cliquer ensuite sur « Next »

Fichier  Edition  Affichage  Aller &

=181

Marque-pages

Ontils

?

¥
<II 5 I_Il v %l A T*/D |.__, http: {192, 168.,1, 1fmain_frame_adminl,stm

=l @« |G

-j?j Fre converter g Latrbune B Le Monde France ) BEC Mews 8% Démarrage [0 Wanadoo BullSentry Welcome | ) Météo 2 BOLS

:~4\}
3com

Welcome
LAN Settings
Wireless Settings

Firewall
Qos
Advanced

System Tools

Status and Logs

Support/Feedback

LOG OUT

I Terming

ATM PVC

[Description [vp

puCl

PCa

PWC3

PWCe

PWCS

PWCE

PWCT

PCE

Status : Ready

Li*Démarreri i =) & G

1/vC1| Encapsulation

8/as

WC MUK

PPPOA

Eﬂit

Edit
Edit
Edit
Edit
Edit

Edit

Jddda

Edit

2 ] @ 3Com - OfficeConn... |} D:{DocumentationtD. .. | e_, Connexions réseau

OfficeConnect’apsL wireless 11g Firewall Router

Help I

|»

@ | Erreur de connexion

| 3L IERENAC ST o0

ORIGINATOR'S ADDRESS :
TEL : +33 013080 70 00
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L’ exemple choisi représente les réglages internet pour |’ opérateur Orange. Si |’ opérateur est autre il faudra
respecter ses propres parameétres. Voir tableau en annexe pour les autres opérateurs.

Renseigner « User name » et « password » . Vous trouverez ces éléments dans |e contrat signé avec le FAI.
Cliquer sur « Apply » quand la fenétre est remplie.

3Com - OfficeConnect ADSL Wireless 11qg Firewall Router - Mozilla Firefox 3] x|

Fichier ~ Edition  Affichage Aller & Marque-pages  Outils 2

<;I| - |_: - @ | -: T‘?D |.7. http: 192, 1681, 1fmain_frame_adminl,stm Ll @ ok ||_C|,

-@j FrJ€ corvverter u,‘ La tribune L..' Le Monde France (5} BBEC News ’ Démarrage (W) Wanadoo B Bullsentry Welcome | ) Météa (2 BOLS

(‘:}_7 ( ) ATM PYC [ 5

3 C 0 m Edit PVC1
T Protocol | FFPoA vI iy
LAN Settings IP assigned by ISP |Yes 'l T I
Wireless Settings LS WF—
» Internet Settings Subnet Mask ID-U-U 0 CLceII
Firewall Username If‘ti,."uwdepc [% i
QoS Password i“““*”*—‘
Advanced Confirm Password W—

System Tools Connect Type IAlways Connected Ll
Idle Time {(Minute) |2D

Status and Logs MTU W

SupportfFeedback IPCP subnet O
IPCP Subnet Populate I

DOHCP Server

WRINCI |a_/i35_ Auto Search
Encapsulation lm

QoS Class mgfi—:]

PCR/SCR/MES | ET; T i

Status : Ready
| Terming @ | Erreur de connexion
& Démarreri i = O« @ 2 ] @ 3com - OfficeConn... [} Di{Documentation|D. .. | &, Connexions réseau | “_;_‘Iﬁ% LIS G P 150

ORIGINATOR'S ADDRESS : BULL - 43, RUE JEAN JAURES - BP 68 78340 LES CLAYES SOUS BOIS - France
TEL : +33 013080 70 00
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Pour FT (orange) pas de DNS a préciser. Cocher « Automatic from ISP »

3Com - OfficeConnect ADSL Wireless 11g Firewall Router - Mozilla Firefox = !E‘ Ill

Fichier  Edition  Affichage Aller 4 Margue-pages  Outils 7

<:ZI - I_: - @ X ] 7‘7;[ |,_, http: /1192, 168.1, 1fmain_frame_adminl,stm LI @ ok ||_C|,

-@j Fr/€ corvverter u.‘ Latrbune 2 Le Monde France 5 BBC MNews ’ Démarrage (W) Wanadoo ] EullSentry Welcome | Météag (2 BOLS

(_a?()m OfficeConnect'apsL wireless 11q Firewall Router

N
welcome DNS Settings

LAMN Settings Automatic from ISP v

|»

: _ Help
Wireless Settings

b Internet Settings Apply |

Firewall

Qos Cancel |

Advanced

System Tools

Status and Logs
Support/Feedback

LoG ouT |

Status : Ready
| http:/f192.168.1.1/setup_dns.stm @’, ! Erreur de connexion

& Démarrer’ i = O« @ 2 ] @ 3com - OfficeConn... [} Di{Documentation|D. .. | &, Connexions réseau | !Jﬁ% LIS G P 150

ORIGINATOR'S ADDRESS : BULL - 43, RUE JEAN JAURES - BP 68 78340 LES CLAYES SOUS BOIS - France
TEL : +33 013080 70 00
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A renseigner en fonction du FAI. Pour FT orange, laisser tel quel.

)3com - OfficeConnect ADSL Wireless 11g Firewall Router - Mozilla Firefox =8|

Fichier  Edition  Affichage Aller 4 Margue-pages  Outils 7

<:ZI - I_: - @ X ] T‘Oh |,_, http: /1192, 168.1, 1fmain_frame_adminl,stm LI @ ok ||_C|,
-@j Fr/€ corvverter u.‘ Latrbune 2 Le Monde France 5 BBC MNews ’ Démarrage (W) Wanadoo ] EullSentry Welcome | Météag (2 BOLS
/ = ® _ - Tl
@ ( W OfficeConnect’apsL wireless 11g Firewall Router
Clone %nc Address
Welcome Hostname and Clone MAC Address
LAN Settings Host Mame i
Help

Wireless Settings
Internet Settings
Firewall

QoS

Advanced

System Tools

Status and Logs
Support/Feedback

LoG ouT |

| Terrming

d::Démarreri i = @ i @

Clone Computer's MAC Address Clone
Set to Default MAC Address Reset MAC

Status : Ready

WaN MAC Address a0 [on - foo - Jon -on-[an

2 ] @ 3com - OfficeConn... [} Di{Documentation|D. .. | &, Connexions réseau

Apply |
Cancel |

@/ i Erreur de connexion

| 3. IR ENE G ST 160

ORIGINATOR'S ADDRESS :

TEL : +33 013080 70 00

BULL - 43, RUE JEAN JAURES - BP 68 78340 LES CLAYES SOUS BOIS - France
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Définir le Firewall Level comme: LOW
om - OfficeConnect ADSL Wireless 11g Firewall Router - Mozilla Firefox . = e

<‘,Z| o I_i:' - @ i_f T*?ﬂ |._, http://192,168.1. 1jmain_frame_adminl.stm

Joo

x |IGL

-@j Fr /€ converter L,‘ La tribune L:.' Le Monde France L:v' BBC News P Démarrage (W) Wanadoo BullSentry Welcome | ) Météa (2 BOLS

=4\}
3com

Welcome
LAN Settings
Wireless Settings

Internet Settings

Advanced

System Tools

Status and Logs
Support/Feedback

LOG oUT |

| Terming

.'.i-#Démarreri | & (G

SPI

Status

Your E-mail Address :

SMTP Server Address :

User name :

Password :

: Ready

Loy hd

e
I
I

OfficeConnect’apsL wireless 11g Firewall Router

Protection Level

% Firewall level

Alert by e-mail

2 ] I@ 3Com - OfficeConn... .23 D:iDocumentationtD. .. | e_‘ Connexions réseau

Help
Apply |
Cancel I

() | Erreur de connexion

SR LOEMBAMC S 1w

ORIGINATOR'S ADDRESS :

TEL : +33 013080 70 00
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On définit une DMZ. Tout ce qui va étre recu en provenance d' Internet est systématiquement redirigé versle TCRX.
Seules les trames encryptées Trustway pourront traverser le TCRX.
L' adresse du TCRX est définie dans lafiche de configuration. (paramétre 2).

3Com - OfficeConnect ADSL Wireless 11g Firewall Router - Mozilla Firefox = !E‘ Ill

Fichier  Edition  Affichage Aller 4  Margue-pages  ©Outils 7

<:ZI v I_'Lj- v %’ =:! @ |._. http:ff192,168.1. 1fmain_frame_admini.stm Ll @ ok ||§|,

-@j Fr/€ corvverter L,‘ La tribune L:.' Le Monde France L:.' EBC Mews ’ Démarrage (W) Wanadoo EullSentry Welcome | Météa (2 BOLS

@()m OfficeConnect apsL wireless 11q Firewall Router

3C0M

5 0. DMEZ
Welcome t%

LAN Settings 1-to-1 NAT Help
Wireless Settings ¥ Enable 1-to-1 NAT

¥ Appl
Internet Settings PpRIY

5 IP Address of ¥irtual DMZ Host
b Firewall

Gus - Public IP Address Client PC IP Address M

Advanced 1 |217.128.38.219 102.168.1.|7
System Tools 2 iU -IU .i[l .i[l 192.168.1./0
- : : 192.168.1,0 2

Status and Logs 400 Jo Jo o 192.168.10
Support/Feedback 5 ID 'ID 'ID 'ID 192.165.1./0

s o Jo Jo o 192.168.10
= b o oo 192.168.1J0
g o Jo Jo o 192.168.10

Status : Ready

| Terming ,@ | Erreur de connexion
i Démarreri | & o & G b2 I @ 3com - OfficeConn... [} D{Documentation|D. .. | &, Connexions réseau | @ L FTIEAEA L G B 1607

ORIGINATOR'S ADDRESS : BULL - 43, RUE JEAN JAURES - BP 68 78340 LES CLAYES SOUS BOIS - France
TEL : +33 013080 70 00
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Invalider I’ administration adistance du routeur ADSL.

om - OfficeConnect ADSL Wireless 11g Firewall Router - Mozilla Firefox = |

Fichier Edition  Affichage  Aller &  Marque-pages  Outils 7

<::I - I_Il - @ X YOD |,_, htkp:fi192,168.1, 1/main_frame_adminl,stm LI @I OK ||_C|,

-@j Fr/& converker ;.;v‘ Latribune Ly Le Monde France ) BBC News ’ Démarrage (W) Wanadoo B BullSentry Welcome | ) Météo (2 BOLS

0. =

Disable MAT

3 C |‘ ]‘ I r Enable IPSEC MAT-T Pass-through apply |

- Cancel |
Unl\rersakplug and Play
Welcome i Endble Universal Plug & Play

LAN Settings
Wireless Settings WAN Ping Blocking
Internet Settings O Block ICMP Ping
Firewall
ks MSS Clamping
~ Enable MSS Clamping
System Tools
Remote Administration
Stat d L
i A0 & Disable Remote administration
Support/Feedback
G Enable administration from a single Internet Host
Host IP Address: IU .|D .ID .|D
@ Enable administration from a whole Subnet Internet Host
Host Metwork Address: ID : |D ; ID : ID
Subnet Mask: ID .ID ‘ID .ID
6] Enable administration from any Internet Host,

Status : Ready
| Terming @ | Erreur de connesxion
& Démarreri | & O f @ 2 I@ 3Com - OfficeConn... [} D:\DacumentationiD... | &, Connexions réseau | !_._‘,ﬁ% LIS G P 1503

ORIGINATOR'S ADDRESS : BULL - 43, RUE JEAN JAURES - BP 68 78340 LES CLAYES SOUS BOIS - France
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Régler ladate, I heure et |e time zone

om - OfficeConnect ADSL Wireless 11g Firewall Router - Mozilla Firefox = |

Fichier Edition  Affichage  Aller &  Marque-pages  Outils 7

<:Z| - |_Il - @ ‘:5 @ |,_, http: /192, 168.1, 1fmain_frame_adminl.stm Ll @ ok ||_C|,

-@j Frj€ converter Iu" La tribune L..' Le Monde France L.’;.'-.v' BBC News # Démarrage (W) Wanadoo B BullSentry Welcome | ) Métén (3 BOLS

|»

({b([ OfficeConnect apsL wireless 11g Firewall Router

Time Zone
Welcome Time and Time Zone Help

LAN Settings Current time: CQctober 23, 2006 4:06:50 PM
Wireless Settings Ap_plvl
Base Date |October Li |18 j . I2DDB
Internet Settings
T Base Time (5 =l:/0 =|:Jo =] [P =] Cancel |
QoS Using Time Server (NTP) W Enable
izl Set Time Zone l(GMT+D1:DD)BrusseIS, Copenhagen, Faris, ¥ilhius L’
System Tools i
Synchronization Interval |6 (1-72 hours)
Time Server [130143.17 8- Europe ~][izn143178
Status and Logs . :
Daylight Savings ¥ Enable

Support/Feedback

_LOG ouT

Status : Ready

| Terming ) | Erreur de connexion

& Démarreri | & ] O f @ 2] ]I@,SEom—DfﬁceEonn... |3 D:\DacumentationiD. . | &, Connexions réseau | oy o IR S A B G 3 P 1510

ORIGINATOR'S ADDRESS : BULL - 43, RUE JEAN JAURES - BP 68 78340 LES CLAYES SOUS BOIS - France
TEL : +33 013080 70 00
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Ecrans de status and logs

Com - OfficeConnect ADSL Wireless 11g Firewall Router - Mozilla Firefox = !E‘ Ill

Fichier  Edition  Affichage Aller 4  Margue-pages  ©Outils 7

<:Z| ot I_: v @ ! -: I‘?ﬂ |,_, http: /1192, 168.1, 1fmain_frame_adminl,stm Ll @ ok ||_€|,

-@j Fr/€ corvverter u,‘ Latrbune 52 Le Monde France 5k BBC MNews ’ Démarrage (W) Wanadoo ] EullSentry Welcome | Météag (2 BOLS

ey o -

3COM [
General Information Help

3C number JCRWDR101A-75
WEIc.ome. CErWSE SR 1900100%%54&) (Apr 21 2006
LAN Settings .
; . Boot loader version 0.70.1
Wireless Settings Wireless version [P
Internet Settings ADSL modem version 05.00.03.0048
Firewall Hardware version 01
QoS Serial number YAVDT 71067400
Advanced
Firewall Low Level %
Universal Plug & Play Disabled
Discard ping from the Mo
Support/Feedback litermet
Wak Connection Type PPPO&
Status COMMECTED
Internet IP address 217.128.38.219
Subnet Mask 255.255.255.255 Disconnect
ISP Gateway Address 193.253.160.3
Primary DMNS £80.10.246.130
Secondary DMS 20.10.246.3
WA MAC Address 00-18-6E-06-74-01 =

Status : Ready
| Terming @ | Erreur de connexion
&/ Démarrer, i & 2 o & G b2 ] @ 3com - OfficeConn... [} D{Documentation|D. .. | &, Connexions réseau | “_;ﬁ% LIS G MW w10

ORIGINATOR'S ADDRESS : BULL - 43, RUE JEAN JAURES - BP 68 78340 LES CLAYES SOUS BOIS - France
TEL : +33 013080 70 00
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Com - OfficeConnect ADSL Wireless 11g Firewall Router - Mozilla Firefox = !E‘ Ill
Fichier  Edition  Affichage Aller 4 Margue-pages  Outils 7
<::I - I_: - @ 1 T‘r/;[ |,_, http: /1192, 168.1, 1fmain_frame_adminl,stm _'_I @ ok “_C‘,
-@j Fr/€ converter Gy Labribune 50 Le Monde France s BBC Mews ’ Démarrage (W) Wanadoo ] EullSentry Welcome | Météag (2 BOLS
=]

@0,

LAN IP address 192.168.1.1
3C0 I I LaM Subnet Mask 255.255.255.0
DHCP Server Disabled
DHCP Range 192.168.1.2 - 192.168.1.254
welcome LAM MAC Address 00-18-6E-06-74-00
LAN Settings
Wireless Settings wWireless Settings
Internet Settings Wireless Networlfmg D?sabled
: Wireless Encryption Disabled
Firewall Channel 11
QoS 551D 3Com
Advanced WLAN MAC Address LA,

System Tools

Hardware Status

Status and Logs Rott Spegd DUD'EK
LAM Port #1 Mo Link Mo Link

Support/Feedback LAN Port #2 10 Half Duplex
LAN Port #3 Mo Link Mo Link
LaM Port #4 Mo Link Mo Link

LoG ouT |

Status : Ready

i http:/i192.168.1.1/skatus skm

d::Démarreri i = (GR

bl | @ 3com - OfficeConn... [} Di{Documentation|D. .. | &, Connexions réseau

| @’, i Erreur de connexion

FRIEM2NE ST w0
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7. Installation sur le réseau

Pour information, les protocoles | P utilisés entre le CRX hélios et le BICC, sont décrits ci apres:

Regl es de filtrage

CLIENT sens Cnx Flux BULL

TCRX <== SNMP trap (UDP p162) TDM (129.185.218. 11)
<== Syslog (UDP p514) TDM-Backup (129.182. 20. 55)
<== TFTP connexion (UDP p69)
==> SNMP (UDP p161)
==> TFTP data
<==> ICMP (echo)

TCRX <==> IPSEC-ESP (protocole 50) TCRX (129. 185. 218. 12)
<==> ICMP (tout type)

e Brancher le petit cable éthernet entre le port « cable DSL » du routeur NAT et le port « Clair » du TCRX.

e Brancher le port LAN du modem ADSL sur le port « Chiffré» du TCRX.
*  Brancher le LAN Hélios sur un des 4 ports « LAN » du routeur NAT.
e Téléphoner au BICC pour les essais.

ORIGINATOR'S ADDRESS : BULL - 43, RUE JEAN JAURES - BP 68 78340 LES CLAYES SOUS BOIS - France
TEL : +33 013080 70 00




[ CSB: Guide d’installation du raccordement sécurisé pour la
BUIL maintenance NovaScale

DOSSIER
CSB

2007-002 REV

PAGE
1 38/78

"BULL S.A. Confidentiel"

Annexe 1
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Tableau Indicatif pour le setting des Parameétres Internet pour les opérateurs francais. Vérifier les indications données

dans le contract ADSL

Cegetel ADSL Max
8 Mb

Cegetel non
dégroupé 512
IP/ADSL et
dégroupé

Club-Internet

Free dégroupé
1024/256 (mini)

Free non dégroupé
512/128 & 1024/128

Free non dégroupé
ADSL Max

Tiscali.fr 128k

Tiscali.fr 512k

Télé2

Wanadoo

n9uf tel9com 512 &
dégroupé 1024

France

France

France

France

France

France

France

France

France

France

France

35 (23)

35 (23)

35 (23)

36 (24)

35 (23)

35 (23)
35 (23)

35 (23)

35 (23)

35 (23)

35 (23)

6 - RFC2364 PPPoA
VCmux

6 - RFC2364 PPPOA
VCmux

6 - RFC2364 PPPoA
VCmux

4 - RFC1483/2684
Routed IP (IPoA)
VCmux

6 - RFC2364 PPPoA
VCmux

6 - RFC2364 PPPoA
VCmux

5 - RFC2364 PPPoA
LLC

6 - RFC2364 PPPoA
VCmux

6 - RFC2364 PPPoA
VCmux

6 - RFC2364 PPPoA
VCmux

6 - RFC2364 PPPoA
VCmux

pppoa

pppoa

pppoa

dhclient / dhcped
/ static

pppoa

pppoa
pppoa

pppoa

pppoa

pppoa

pppoa

212.94.174.85
212.94.174.86

212.94.174.85
212.94.174.86

194.117.200.10
194.117.200.15

213.228.0.68 212.27.32.176
212.27.32.177 212.27.39.2
212.27.39.1

213.228.0.23 212.27.32.176

213.228.0.23 212.27.32.176
213.36.80.1 213.36.80.2

213.36.80.1 213.36.80.2

212.151.136.242
130.244.127.162
212.151.136.246

80.10.246.2 80.10.246.129

212.30.93.108
212.203.124.146
(62.62.156.12 62.62.156.13)

ORIGINATOR'S ADDRESS :

TEL : +33 013080 70 00

BULL - 43, RUE JEAN JAURES - BP 68 78340 LES CLAYES SOUS BOIS - France




CSB: Guide d’installation du raccordement sécurisé pour la

) .
B' !]IL maintenance NovaScale

DOSSIER
CsB

2007-002

REV

PAGE
39/78

"BULL S.A. Confidentiel"

"BULL S.A. Confidential & Proprietary"

Fin du document
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Hardware and information required.
Customer registration.

Personalizing of the TrustWay CRX box.
Pre-configuring the NAT router.
Personalizing the NAT router.
Personalizing ADSL router.
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1. Hardware and information required:

(S

This material comes with your order except Ethernet cordons and the PC which are provided by the customer.

1 TrustWay CRX box.

1 NAT router (3Com 3CR860-95).

1 Modem ADSL (3Com 3wdr101a-75)

PC with HyperTerminal & browser (used only during the configuration step ).
1 cordon RJ11-DB9 (ref 76680283-001) comes with the CRX.

Ethernet cable (comes with the router).

Hyper Terminal settings.

2.1. The«

Bauds rate: 115200 b/sec.
Data: 8 bits

Parity : none

Stop : 1 bit

Flow control: none.
Terminal emulation : VT100

2. Customer registration:

Registration Request» form (see figure) isfilled with information provided by the customer network

administrator:

The customer has aready subscribed ADSL link from his FAI provider.
The Field Engineer feed the registration request form and send it back to BICC administrator

2.2. Thisrequest form isto be sent to the BICC administrator:

2.3.TheB
summarizi

Mr Patrick BEILVERT

Tel : (33)1 6993 9421

Fax : (33)1 6993 9440

Mail : patrick.beilvert @Bull.net copy to Srv.gcos8-support@Bull.net

| CC administrator acknowledges the request by sending back a « Helios Customer Configuration » form
ng all the configuration parameters of the boxes. This information will be used later in theinitialization

steps of the CRX, NAT router and the ADSL modem.
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N\

S On site delivery

FE on site

The FE on site sends a
register request by
filling the request form
found at page 4/46 in
the CSB document
CUSTOMER SITE

—

HELIOS |
CsB RMA Lan : ;
Documentation I‘ < I This Chart is Suppcsd
J ¢ toshowyau the nesded
irfanstiontoke

edag bevwen e
ad yau snastonake

thirgs wakirg prapatly.

configurations
= settings for the
Wy N
,,,—. TCRX

When the setting
form is received the
FE can start

[l —1

- NAT ROUTEUR
ADSL ROUTEUR

By using the
data that have
been provided
by the FE on site
the Biic
administrator
creates a new
sitein the TDM
administrative
system

®

The Biic administrator fillsa ~—~
setting form and send it to the
site. The data found in this

form will allow the FE to
configurate the TCRX and the

Nat router Administrator

Note : Flow Chart de I’ échange d'informations entre le Ste et le Bicc

Hardware (Adsl Router + TCRX + Nat Router) + documentation delivered on site.
Field engineer on site sends the registration request form to the BICC

The BICC administrator create a new

BICC administrator sends back to the site a configuration form.

With the configuration form the FE on site configure the high speed RMS
components.

agrMwbdPRE
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The following schemais used for configuration.

"BULL S.A. Confidential & Proprietary"

To
Internet
Routeur
PCs admin client. ADSL ®
(=]
LR R
192.168.1.1
192.168.1.1DC
@ . TCRX ®
Reseau Client 10.0.1DC.1
poaana: ereana, Réseau Support (privé)
gRouteur Client : 10.0.1DC.2
138.128.128.5 E Routeur NAT @
- 138.128.129.254 Réseau Hélios
Réseau (138.128.128.0/23)
SP Hélios

Principle schema
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Demande d’Enreqistrement :

"BULL S.A. Confidential & Proprietary"

Customer name :

Customer administrator address :
Nom :
Tel :
Mai | :

ADSL Connexion:
@P ADSL (public)
| SP Nane :

Contract Type :

TCRX:
Serial n° : XAN

NAT_3Com:
N° série:

Customer Network :
@°C/ sub-net Adm n client

Note : The customer to subscribe fromits FAI provider ADSL link with fix IP address
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Configuration Hélios :

Informations client :

Identification : 2 | DC=2
Nom : Bul | _Massy

Adresse : rue Galvani Massy

Nom de l'administrateur : J. F. Auger

Téléphone : 223.9397

Mail : j f.auger @ul | . net

Réseau_Admin :

@IP_réseau 129. 185.192. 0/ 19
255. 255. 224. 0 - 4

Masque :

Réseau_privé_support :

@IP_réseau 10.0.2.0/ 24 (de 10.0.3.0

Masque : 255.255.255.0 a 10.0. 3. 254)

Gateway : 10.0.2.1 \

6

Réseau_privé_Hélios :

@IP_réseau 138. 128. 128. 0/ 23

Masque : 255.255.254. 0

Gateway : 138.128.129. 254
Modem_ADSL : 1

@IP_publique : 217.128.38. 219 /

@IP_privée: 192.168.1.1
CRX_Hélios :

N° serie : XAN- CRX- 00030

Identification : 75628- 113(3190114/' 2

@IP_Chiffré : 192.168.1.3

@IP_Clair : 10.0.2.1 —

3

NAT_3Com :

N° serie : L5MVANBDAS5E2

Identification : 3Com

@IP_ISP: 10.0.2.2 eo—- 5

@IP_LAN : 138. 128. 129. 254

Route(s) statique(s) : 129. 185. 192. 0/ 19 via 138.128.128.5

Routeur client (optionnel) :
@IP_A: 138.128.128.5

@IP_B:

Note : Form sent back by Bull-BICC administrator.
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Configuration example of secured high speed RM S on customer site::

"BULL S.A. Confidential & Proprietary"

192.168.1.0/24 10.0.2.0/23 138.128.128.0 /23
IP@ publique \ Al
Fixe
1 2 1 2 f \
- | TCRX SP PAP HELIOS
MODEM NAT
ADSL 3com
ROUTER
I RMA LAN
10.0.35.0/23
NAT
3COM
ROUTER CUSTOMER LAN

CUSTOMER SITE

Different networks :

e ADSL public (Adsl modem ip address must be fix )

e Private ciphered network 192.168.1.0/24 (nodes : router ADSL, TCRX)

¢ Private enciphered network 10.0.n.0/23 (n different for each site)

*  RMA network 138.128.128.0/23 (Nodes SP, Pap, €tc..)

¢ Customer network (in this example for 10.0.35.0/23 (Nodes consoles NCC)

System configured:

¢ TCRX box

« Nat routers (only one router if thereis no inter connection with the customer Intranet)
¢« ADSL modem

ORIGINATOR'S ADDRESS : BULL - 43, RUE JEAN JAURES - BP 68 78340 LES CLAYES SOUS BOIS - France
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3. Personalizing of the TrustWay CRX box:

¢ ViaRJ11-DB9F cable, connect the Com1 port of the PC to TCRX console.
¢ Open Hyper terminal connexion

¢ Viathetouch pad « Tab » then «enter » select « Networks »

note: the same environment allows to run diagnostics tests

#g CR¥-adm - HyperTerminal
Fichier Edition Affichage Appel Transfert 7
D|=| (3] @[S
5
TCRX SN - T9897-001F450010
TCRX Status - Operationnel
to--mmmmm - TCRX menu ---------- +
| |
| Choice Network to configure |
| TCP/IP or Diagnostic to start |
| the diagnostic tests |
| |
| #========-= + e I e e e + |
I | Network | | Diagnostic | |
| #========-= + e I e e e + |
| |
| |
L e L +
{Tab> between elements | {Space> selects
00:01:25 connecté [vT100 [1152008N-1  [D&fil  [Maj [Mum [Captuwer  [Echo w

ORIGINATOR'S ADDRESS : BULL - 43, RUE JEAN JAURES - BP 68 78340 LES CLAYES SOUS BOIS - France
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e Enter theinformation as shown bellow

 TDM addressisaconstant and equal to 129.185.218.11. it is always accessible vial’interface B

e Select « Save ». Thiswill validate the TCRX configuration set and reboot the system.
+--D§ ---------------- Configure TCP/IP ----------mommmmmmo - +
| |
| Please enter the IP addresses in dotted-decimal notation. |
| |
| ¢ | TDM on 4 interface I
| (*) TDH on B interface |
| |
| Admin IP address: 192.163.1.2___3— 2 |
| Admin IP Hetmask: 255.2585.2505.8_ |
| TDM IP address : 129.185.218.11 |
| Admin gateway : TA2 TEE Ve T o v |
| FrontEnd IPSEC Address: - |
| |
| === + e + |
| | Sawve | | Cancel | |
| mmmm=- + L ] + |
| |
| |
| |
B e == +
<Tah> hetween plements | <{Snare> seplernts

¢ Wait for the reboot ends before to disconnect the PC.
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4. Pre-configuring the NAT router

Configure the PC with address 192.168.1.2 and mask 255.255.255.0.
Connect Ethernet cable between the PC and one of the 4 LAN ports of the router.
With Microsoft Internet Explorer, open the connexion http://192.168.1.1

) 3Com - DfficeConnect Secure Router - Microsoft Internet Explorer

Fichier  Edition  Affichage  Favorz  Dutils 7 |

- =
) 2 m 9 9 B g9 w3
Précédente SivAtE Améter Actualizer  Démarage | Rechercher  Fawvaris tédia Historique: Courrier Iprimer E dition Aide i-Maw
Adiesse I@ hittp:A4192.168.1.1 Adefault htm j @DK | Liens *
N

OfficeConnect® Secure Router

Enter System Password
System Password I (default: admin)

canc

MNote: The password is case sensitive, Click here if you can't remember the password,

|@ Terming l_l_ ’_ -_E;E Intranet local

The default password is admin.
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=3 Setup Wizard - Microsoft Internet Explorer

The Setup Wizard will help you quickly configure your Secure Router so that
YO can access your Internet connection. Once completed, you can use the
Web Management Interface for more configuration options, Please see the
User Guide for further details.

To complete the Internet settings, you will need to have all of the information
provided to you by your ISP available, If you do not have any of the
information that the Setup Wizard requests, please contact your ISP,
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¥ Setup Wizard - Microsoft Internet Explorer

Change Administration Password

To ensure the security of your Secure Router, it is recommended that you
choose a new password - this should be a mix of letters and numbers, and not
easily guessed by others,

To leave the password unchanged, leave the fields blank and dlick Mex?

Old Password

Mew Password

Confirm Password

Let the fields empty, the default password will not be modified (it can be modified later by the BICC
administrator).
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¥ Setup Wizard - Microsoft Internet Explorer

Time Zone

Please select yvour time zone from the list below and whether your location uses
daylight saving time,

"BULL S.A. Confidential & Proprietary"

| (GMT +01:00) Paris

WV Enable Daylight savings
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¥ Setup Wizard - Microsoft Internet Explorer

Auto-Configuration Summary

The Setup Wizard has been unable to detect any settings from your Internet
Connection. If you would like Auto-Configuration to attermpt to detect the
Internet settings again, click on the fetry button,

Check that your Cable/DSL modem is powered on and connected to the
Secure Router, If it is, you should configure the Secure Router manually,

etry | <<pack [ next>> || cancer |
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a Setup Wizard - Microsoft Internet Explorer

Internet Settings - Internet Addressing Mode

Some ISP's (particularly those offering DSL) require PPPoOE ar PPTP to allow
you to connect to their netwaork. If the installation instructions that
accompany your rmodem ask you to setup a dialup connection using a PPTP
YPHM tunnel then select the PPTP option.

If your ISP does not require PPPoE or PPTR, they may supply your Internet
Configuration dynarmically, or you may have to manually configure your
Secure Router with a static address,

FPlease select the mode that applies to your ISP from the list below (If
unsure, please contact your ISP

% ISP has provided a static IP address

" ISP provides configuration dynamically (via DHCP)
" PPPGE is required

" PPTP is required (some DSL users in Europe)

<<Back |Hext:-} | Cancel |
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« ISP » interface definition :

=
Internet Settings - Static IP Mode

Please enter your settings, as provided by your ISP, below,

1P Address [0z2 - S
Subnet Mask |255.255.254.0
Internet (ISP) Gateway Address |1 0021
Primary DMS Address l1IZI.IZI.2.1 6
Secondary DMS Address I L\} (optional)

<=<Back | HNexts2> Cancel I

These IP addresses | P are in your configuration form :
* IPAddress= parameter 5 @IP_ISP
e Gateway & DNS = parameter 6
*  Subnet mask = fixe (255.255.254.0)
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« LAN » interface definition:

LAMN Settings - LAN IP Address

The fields below show a suggested LaM IP address and subnet rmask for your
Secure Router, If these values are not suitable, please change them, and
then click Mext to continue,

P EBRes 138128128254

Subnet Mask |255.255.254.0

The |P address(138.128.129.254) and the mask (255.255.254.0) are constant. It isthe Gateway in the Helios
addressing plan.
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The router is not used as a DHCP server.

; Setup Wizard - Microsoft Internet Explorer

LAN Settings - DHCP Server Setup

The Secure Router can act as a DHCP Server, to provide IP addresses to the
PC= on your LAM, This option should only be enabled if there are no other
OHCP servers an your LAk,

& Do not enable the DHCP server
" Enable the DHCP server with the following settings:

The fields below have been preilled with a recommended IP Pool
range for your netwaork,

IP Pool Start Address |
IP Pool End Address |

<=zBack |Hext}} | Cancel |

TR
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The following table summarize the input parameters. In the case of errors, use « Back » to correct.

« Finish » validate the current input parameters.

"BULL S.A. Confidential & Proprietary"

Arish button, these settings will be applied:

LAN IP Address 138.128,129.254

L& Subnet Mask 255.255.254.0
DHCP Server Disabled
Internet Addressing Mode Static
Internet IP Address 10.0.2.2
Internet Subnet Mask 255.255.254.0
ISP Gateway &ddress 10.0.2.1

DHS Address 1 10.0.2.1

DMS Address 2

the settings.

Timezone (GMT +00:00) London, Edinburgh

Mote that no settings are saved until you click on the Arish button - to go
back and make any changes, click Back. To exit without saving the changes,
click Cancel, When you click Anish, the Secure Router will reboot to update all

Configuration Summary

You have now completed the OfficeConnect Secure Router Setup Wizard, &
summary of your chosen configuration is shown below, YWhen you click on the

Print I {{Backl Fil[\i;.-;h | Cancel I
r‘\‘}

C

k2
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=

Wizard Completed

Congratulations! Your settings have been saved, and you have finished the
Setup Wizard, The Router is now rebooting and applying your settings. Click
here to access the Secure Router once it has rebooted

As you have chosen to turn off the Router's DHCP Server, you will need to
update the network settings of the PCs on your LAN, using the following

values:

& valid IP address in the range 138,128,128, 2 t0 138,128,129,255
Subnet Mask 255.255.254.0

Default Gateway 138.128.129.254

Frimary DMS Address 1358.,128.129.254

Alternatively, if you have a DHCP server elsewhere on your LAM, it should be
configured with the above settings.

% Close I

The pre-configuring phase is finished.
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5. Personalizing the NAT router

«  Configure the PC with the address 138.128.128.4 & mask 255.255.254.0.
e With Microsoft Internet Explorer, open a connexion http://138.128.129.254

Connect (with default password).

onnect Secure Houter icrosoft Internet Explorer

Fichier  Edition  Affichage  Favoriz  Outilz 7 |

3 =
e 2 la @ @ @ B o5 w3
Précédente SvamtE Améter Actualizer  Démarage | Rechercher  Fawvaris Media Historique: Courrier Inprimer Edition Aide i-Mav
Adresse I@ http:##192.168.100. 254 /default. hirn j @ 0K | Liens *

.

OfficeConnect® Secure Router

Enter System Password
System Password I (default: admin)

Log in | Cancel |

Mate: The passwaord is case sensitive. Click here if you can't remember the password.

|§1 Terming ’_’_ ’_ -_E:'E Intranet local

Select « Advanced Networking » > « NAT »

ORIGINATOR'S ADDRESS : BULL - 43, RUE JEAN JAURES - BP 68 78340 LES CLAYES SOUS BOIS - France
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Welcome

MNetwork Settings

b Advanced Networking

Firewall

Content Filtering

System Tools
Status and Logs
Support/Feedback

Status : Ready

First IP Address in LAN Pool 1138.128.128.5

VPN Fool Size !248

Cancel

The pool ISP address is the format 10.0.IDC.6 where IDC is defined in your configuration (parameter IDC).
The other input (138.128.128.6 et 504) are constant parameters and represent Helios addressin plan.

Validate wit « Apply ».

ATTENTION:
This operation save the configuration and take some delay.

Sometimes the page the page is frozen, in this case, click on another menu to continue.
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Select « Firewall » > « Advanced »

2 3Com - DfficeConnect Secure Router - Microsoft Internet Explorer

Fichier  Ediion  Affichage Favors  Outls 2 ‘

. ="
= 2 Gl @ o8 | By g L
Précédents Sunvante: Aréter Actuslizer  Démarage  Recheicher  Favoris Média Historique Courrier Imprirner Edition Aids i-MNav
Agresse [&] hitp: //152.168.100.254 /cgibin/admin?page=x =] ok ‘ Liens |

¢:=A\Wll OfficeConnect” Secure Router B
3C0M

Wwelcome -
Netwaork Settings Advanced Settings Help

: ¥ allow PING from the Internet
Advanced Networking

3 ¥  Disable SPI Firewall Apply
» Firewall

Content Filtering Mote: Ticking the checkboxes will reduce security e
¥PN

| Virtual Servers | PC Privileges " Special Applications . Advanced

System Tools

Status and Logs
SupportfFeedback

LOG OUT

Status : Ready

[ [ [ Emmmsocd

Select « disable SPI firewall » and « Allow ping » is automatically set on.
Validate with « Apply »

Wait for the config saving and click on « LOG OUT »

The personalization phase is finished.
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6. Personalizing ADSL router:

e Forthe ADSL router (ADSL modem), only the modified pages will be shown.

Modify the TCP/IP parameters of the Laptop used for configuring the 3Com ADSL router. Use the | P address
192.168.1.2 and network mask 255.255.255.0
With RJ5 cable (direct), connect the Laptop to one of the 4 Lan ports of ADSL modem.
With your browser connect to the router by using the URL : http://192.168.1.1
Taper : admin

2 Mozilla Firefox il _lol x|
eyl . : 3 ; gy N e L
o Fichier Edition  Affichage Aller & Marque-pages Outils 2 s # -"; ‘j :’j lx'; [CL <.

http:/f192.168.1.1/

Enter System Password

System Password *“““““’1 (default:admin)

Log in i Cancel |

Note: The password is case sensitive, Click here if you can't remember the passwaord.

&

iﬁDémarrer”_l G- @ |j|@Mozilla Firefox (R BT 150

Terming

No modify anything. Use the default values (address & mask)
Set off the DHCP server in the « DHCP Server Parameters » section.

ORIGINATOR'S ADDRESS : BULL - 43, RUE JEAN JAURES - BP 68 78340 LES CLAYES SOUS BOIS - France
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om - OfficeConnect ADSL Wireless 11g Firewall Router - Mozilla Firefox . = e

Fichier  Edition  Affichage Aller &  Marque-pages  ©Outils 7

<:ZI - I_Il - %l I3 Tf/h |,_, htkp:fi192,168.1, 1fmain_frame_adminl,stm LI @ oK ||_C|,
-@j Fr /€ converter uv‘ Latribune [5) Le Monde France o) BEC Mews 3 Démarrage (@) Wanadoo B BullSentry Welcome | ) Météo 3 BOLS
/ = ® s - ]
\’fb(l“ OfficeConnect’apsL wireless 11g Firewall Router
Unit Configuration
Welcome
IP Address I1 92 .I188 ) .IW
Wireless Settings Subnet Mask fess . |e55  f2s5 Lo Help

Internet Settings
Firewall

QoS

Advanced

System Tools

Status and Logs

Support/Feedback

_LoG ouT |

| Terming

.'.i:Démarrer’ i [é @ ( @

DHCP server Con & Of

Status : Ready

b2 ] @ 3Com - OfficeConn... |2} D:{DocumentationiD. .. | e___ Connexions réseau

DHCP Server Parameters &pply |

Cancel |

@ | Erreur de connexion

| 3L AERENA G ST o0

ORIGINATOR'S ADDRESS :
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Menu Wireless Settings
Set off WI FI parameters. Don't forget to scroll the menu.

3Com - OfficeConnect ADSL Wireless 11g Firewall Router - Mozilla Firefox . = e

Fichier  Edition  Affichage Aller &  Marque-pages  ©Outils 7

<:ZI - I_Il - %l I3 Tf/ﬂ |,_, htkp:fi192,168.1, 1fmain_frame_adminl,stm LI @ oK ||_C|,

-@j Fr /€ converter uv‘ Latribune [5) Le Monde France o) BEC Mews 3 Démarrage (@) Wanadoo B BullSentry Welcome | ) Météo 3 BOLS

|»

(‘_’39([ OfficeConnect’apsL wireless 119 Firewall Router

3C0M

Welcome

Configuration

wWireless Networking
LAN Settings ™ Enable Wireless Netwarking
Internet Settings A
pply |

Firewall

QoS Cancel |

Advanced

Help

System Tools

Status and Logs
Support/Feedback

_LoG ouT |

Status : Ready

| Terming @ ! Erreur de connexion
@& Démarrer! i & 3 o & G 2 ]I@ 3Com - OfficeConn... -} D:iDocumentationiD. . | &, Connexions réseau | ‘J‘ﬁ% LA C M w0
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Internet Settings Menu

Click on settings section. According to the operators for Internet (FAI) select PPP (PPP over ethernet) or PPPOA
(PPP over Atm). Refer to the appendix at the end, there are values to respect for this “settings’.
The example bellow isfor France Telecom (orange) as FAI.

Click then on « Next »

=18

Fichier  Edition  Affichage  Aller &  Marque-pages  Outils

<I| - |_: p @ 1 T‘F/ﬂ |.__, http: /192, 168.1,1fmain_frame_adminl,stm Li @ ok “_C‘,

-'@j Fri€ converter o Latrbune B Le Monde France ) BBC Mews 8% Démarrage (W) wanadoo BullSentry Welcome | Métég 2 BOLS

OfficeConnect’absL wireless 11g Firewall Router

ATM PYC ¢ 5 ne =

LAN Settings PC1 835 T MUK PPPOA Edit
Wirel ttings disl
IFBIESS HE
g PYC2 - Edit

PUC3 - i
rewall ! Edit

QoS PCe - = oot Edit

Advanced PYCS afe S 2 Edit

System Tools
4 PYCH e Edit

PVCT -f- G e Edit

Status and Logs
Support/Feedback

Jdddddad

PVCE /- = o5 Edit

Status : Ready
i Terring @ ! Erreur de connexion

& Démarreri i =) (G 2 ] & 3com - OfficeConn... 5} Di{DocumentationiD. .. | &, Connexions réseau | !J‘ﬁ% ORGP 150
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The example shows parameters used for Orange. If other FAI, please use the suitable input
Givethe «User name » and « password » . These inputs are on the ADSL subscription contract.
Click on « Apply » on the feed page.

3Com - OfficeConnect ADSL Wireless 11g Firewall Router - Mozilla Firefox = !E‘ Ill

Fichier  Edition  Affichage Aller 4  Margue-pages  ©Outils 7

<:Z| ot I_: v |%1 ::: IO;\[ |,_, http: /1192, 168.1, 1fmain_frame_adminl,stm Ll @ ok ||_€|,

-@j Fr/€ corvverter “,,‘ La tribune L_.' Le Monde France . BBC News ’ Démarrage (W) Wanadoo ] BullSentry Welcome | Météa (2 BOLS

@ ( )m ATM PYC [ s

3 C 0 m Edit PVC1
welcome RrRkoel | FPPoA vI Help
LAN Settings IP assigned by ISP m T I
Wireless Settings LS ID-D-DD

» Internet Settings Subnet Mask [oooo Cancel |

Firewall Username Iﬂi,-"uwdepc [% L

QoS Password i*““‘“"“

Advanced Confirm Password

System Tools Connect Type IAlways Connected ;l

Idle Time (Minute)
Status and Logs MTU 49z

N

[PCP Subnet Populate

DHCP Server

VPINCI lﬁ_fi%_ Auto Search
Encapsulation lm

QoS Class mglgi_;]

PCR/SCR/MES faoo0  Aa000 10

Support/Feedback IPCF subnet (=
-

Status : Ready
| Terming @ | Erreur de connexion
i Démarrer! | & 2 o & G b2 I @ 3com - OfficeConn... [} D{Documentation|D. .. | &, Connexions réseau | @ L FTIEESA L G B 1608
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For FT (orange) noDNS to define. Validate « Automatic from ISP »

3Com - OfficeConnect ADSL Wireless 11g Firewall Router - Mozilla Firefox = !E‘ Ill

Fichier  Edition  Affichage Aller 4 Margue-pages  Outils 7

<:ZI - I_: - @ X ] 7‘7;[ |,_, http: /1192, 168.1, 1fmain_frame_adminl,stm LI @ ok ||_C|,

-@j Fr/€ corvverter u.‘ Latrbune 2 Le Monde France 5 BBC MNews ’ Démarrage (W) Wanadoo ] EullSentry Welcome | Météag (2 BOLS

(_a?()m OfficeConnect'apsL wireless 11q Firewall Router

N
welcome DNS Settings

LAMN Settings Automatic from ISP v

|»

: _ Help
Wireless Settings

b Internet Settings Apply |

Firewall

Qos Cancel |

Advanced

System Tools

Status and Logs
Support/Feedback

LoG ouT |

Status : Ready
| http:/f192.168.1.1/setup_dns.stm @’, ! Erreur de connexion

& Démarrer’ i = O« @ 2 ] @ 3com - OfficeConn... [} Di{Documentation|D. .. | &, Connexions réseau | !Jﬁ% LIS G P 150
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To be define according to the FAI. For FT (Orange), no change.

3Com - OfficeConnect ADSL Wireless 11g Firewall Router - Mozilla Firefox = !E‘ Ill

Fichier  Edition  Affichage Aller 4 Margue-pages  Outils 7

<:ZI - I_: - @ X ] T‘Oh |,_, http: /1192, 168.1, 1fmain_frame_adminl,stm LI @ ok ||_C|,

-@j Fr/€ corvverter u.‘ Latrbune 2 Le Monde France 5 BBC MNews ’ Démarrage (W) Wanadoo ] EullSentry Welcome | Météag (2 BOLS

@(L OfficeConnect'apsL wireless 11q Firewall Router

3C0m Clone %ﬂc Address

welcome Hostname and Clone MAC Address
LAN Settings Host Mame i

; : Help
Wireless Settings WAN MAC Address IDD —IDD -|oD - IDD - !DD —iDD
» Internet Settings Clone Computer's MAC Address clone Apply |
Firewall
Set to Default MAC Address Reset MAC
- Cancel |

QoS

Advanced

System Tools

Status and Logs
Support/Feedback

LoG ouT |

Status : Ready
| Terming @ | Erreur de connexion
& Démarreri i = O« @ 2 ] @ 3com - OfficeConn... [} Di{Documentation|D. .. | &, Connexions réseau | !Jﬁ% LIS G P 150
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Definethe Firewall Level as: LOW
om - OfficeConnect ADSL Wireless 11g Firewall Router - Mozilla Firefox . = e

<‘,Z| o I_i:' - @ i_f T*?ﬂ |._, http://192,168.1. 1jmain_frame_adminl.stm

=l ® o |[CL

-@j Fr /€ converter L,‘ La tribune L:.' Le Monde France L:v' BBC News P Démarrage (W) Wanadoo BullSentry Welcome | ) Météa (2 BOLS

=4\}
3com

Welcome
LAN Settings
Wireless Settings

Internet Settings

Advanced

System Tools

Status and Logs
Support/Feedback

LOG oUT |

| Terming

.'.i-#Démarreri | & (G

SPI

Status

Your E-mail Address :

SMTP Server Address :

User name :

Password :

: Ready

Loy hd

e
I
I

OfficeConnect’apsL wireless 11g Firewall Router

Alert by e-mail

2 ] I@ 3Com - OfficeConn... .23 D:iDocumentationtD. .. | e_‘ Connexions réseau

Protection Level Help

% Firewall level

Apply |
Cancel I

() | Erreur de connexion

SR LOEMBAMC S 1w

ORIGINATOR'S ADDRESS :

TEL : +33 013080 70 00

BULL - 43, RUE JEAN JAURES - BP 68 78340 LES CLAYES SOUS BOIS - France




[ L CSB: NovaScale secured maintenance installation guide DOSSIER 2007-002 |REV PAGE
E)U“ csB 1 71/78

"BULL S.A. Confidentiel" "BULL S.A. Confidential & Proprietary"

A DMZ isdefined. All Internet traffic is systematically redirected to TCRX. Only TrustWay ciphered frames can pass
trough the TCRX.

- DOfficeConnect ADSL Wireless 11g Firewall Router - Mozilla Firefox = !E‘ Ill

Fichier  Edition  Affichage Aller 4  Margue-pages  ©Outils 7

<:ZI B - %’ =:! @ |._. http:ff192,168.1. 1fmain_frame_admini.stm Ll @ ok ||§|,

-@j Fr/€ corvverter L,‘ La tribune L:.' Le Monde France L:.' EBC Mews ’ Démarrage (W) Wanadoo EullSentry Welcome | Météa (2 BOLS

OfficeConnect’apsL wireless 119 Firewall Router

R
Welcome t%

LAN Settings 1-to-1 NAT Help
Wireless Settings ¥ Enable 1-to-1 NAT

¥ Appl
Internet Settings PpRIY

5 IP Address of ¥irtual DMZ Host
b Firewall

Gus - Public IP Address Client PC IP Address M

S 1 |217.128.38.219 19216817
System Tools 2 iU 'ID 'iD 'iU 192.168.1.'0_\ 2
e 2 o |0 Jo Jo 192.168.1J0
Status and Logs 400 Jo Jo o 192.168.1[0 |
Support/Feedback s o {0 Jo Jo 192.168.1J0
s o Jo Jo o 192.168.1[0 |
7 o |0 Jo Jo 192,168,100
g o Jo Jo o 192.168.1[0

Status : Ready

| Terming ,@ | Erreur de connexion
&/ Démarrer, | & o & G b2 I @ 3com - OfficeConn... [} D{Documentation|D. .. | &, Connexions réseau | @ L FTIEAEA L G B 1607
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Invalidate the remote administration of the ADSL router.

om - OfficeConnect ADSL Wireless 11g Firewall Router - Mozilla Firefox = |

Fichier Edition  Affichage  Aller &  Marque-pages  Outils 7

t e
<::I - I—." - @ LA Y‘/h |,_, htkp:fi192,168.1, 1/main_frame_adminl,stm LI @I OK ||_C|,
-@j Fr/& converker ;.;v‘ Latribune Ly Le Monde France ) BBC News ’ Démarrage (W) Wanadoo B BullSentry Welcome | ) Météo (2 BOLS

@(L Help u

| Disable MAT

3 C |‘ ]‘ I r Enable IPSEC NAT-T Pass-through apply |

Cancel
Uni\rersa'kPIug and Play 4'
| Endble Universal Plug & Play

Welcome
LAN Settings
Wireless Settings WAN Ping Blocking
Internet Settings O Block ICMP Ping
Firewall 1
Bl MS8 Clamping
~ Enable MSS Clamping
System Tools
Remote Administration
Stat d L . - .
e @ Disable Remote Administration
Support/Feedback
& Enable administration from a single Internet Host
Host IP Address: ID .|D i ID .|D
& Enable administration fram a whole Subnet Internet Host
Host Metwork Address: ID ] |D i ID ] ID
Subnet Mask: ID . iD | ID . ID
[ @ Enable administration from any Internet Host,

Status : Ready
| Terming @ | Erreur de connesxion
@& Démarrer! i & o & G 2 ] I@ 3Com - OfficeConn... -} D:iDocumentationiD. . | &, Connexions réseau | ‘_._‘,ﬁ% LA C M w0
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Set the date, time and time zone

om - OfficeConnect ADSL Wireless 11g Firewall Router - Mozilla Firefox = |

Fichier Edition  Affichage  Aller &  Marque-pages  Outils 7

<:Z| - |_Il - @ ‘:5 @ |,_, http: /192, 168.1, 1fmain_frame_adminl.stm Ll @ ok ||_C|,

-@j Frj€ converter Iu" La tribune L..' Le Monde France L.’;.'-.v' BBC News # Démarrage (W) Wanadoo B BullSentry Welcome | ) Métén (3 BOLS

({b([ OfficeConnect apsL wireless 11g Firewall Router

Time Zone
Welcome Time and Time Zone Help

|»

LAN Settings Current time: CQctober 23, 2006 4:06:50 PM
Wireless Settings Ap_plvl
Base Date |October Li |18 j . I2DDB
Internet Settings
T Base Time (5 =l:/0 =|:Jo =] [P =] Cancel |
QoS Using Time Server (NTP) W Enable
izl Set Time Zone l(GMT+D1:DD)BrusseIS, Copenhagen, Faris, ¥ilhius L’
System Tools i
Synchronization Interval |6 (1-72 hours)
Time Server [130143.17 8- Europe ~][izn143178
Status and Logs . :
Daylight Savings ¥ Enable

Support/Feedback

_LOG ouT

Status : Ready
| Terming @ | Erreur de connesxion
& Démarreri | & ] O f @ 2] ]I@,SEom—DfﬁceEonn... |3 D:\DacumentationiD. . | &, Connexions réseau | oy o IR S A B G 3 P 1510
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Status and logs pages :

Com - OfficeConnect ADSL Wireless 11g Firewall Router - Mozilla Firefox = !E‘ Ill

Fichier  Edition  Affichage Aller 4  Margue-pages  ©Outils 7

<:Z| ot I_: v @ ! -: I‘?ﬂ |,_, http: /1192, 168.1, 1fmain_frame_adminl,stm Ll @ ok ||_€|,

-@j Fr/€ corvverter u,‘ Latrbune 52 Le Monde France 5k BBC MNews ’ Démarrage (W) Wanadoo ] EullSentry Welcome | Météag (2 BOLS

ey o -

3COM [
General Information Help

3C number JCRWDR101A-75
WEIc.ome. CErWSE SR 1900100%%54&) (Apr 21 2006
LAN Settings .
; . Boot loader version 0.70.1
Wireless Settings Wireless version [P
Internet Settings ADSL modem version 05.00.03.0048
Firewall Hardware version 01
QoS Serial number YAVDT 71067400
Advanced
Firewall Low Level %
Universal Plug & Play Disabled
Discard ping from the Mo
Support/Feedback litermet
Wak Connection Type PPPO&
Status COMMECTED
Internet IP address 217.128.38.219
Subnet Mask 255.255.255.255 Disconnect
ISP Gateway Address 193.253.160.3
Primary DMNS £80.10.246.130
Secondary DMS 20.10.246.3
WA MAC Address 00-18-6E-06-74-01 =

Status : Ready
| Terming @ | Erreur de connexion
&/ Démarrer, i & 2 o & G b2 ] @ 3com - OfficeConn... [} D{Documentation|D. .. | &, Connexions réseau | “_;ﬁ% LIS G MW w10
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Com - OfficeConnect ADSL Wireless 11g Firewall Router - Mozilla Firefox = !E‘ Ill
Fichier  Edition  Affichage Aller 4 Margue-pages  Outils 7
<::I - I_: - @ 1 T‘r/;[ |,_, http: /1192, 168.1, 1fmain_frame_adminl,stm _'_I @ ok “_C‘,
-@j Fr/€ converter Gy Labribune 50 Le Monde France s BBC Mews ’ Démarrage (W) Wanadoo ] EullSentry Welcome | Météag (2 BOLS
=]

@0,

LAN IP address 192.168.1.1
3C0 I I LaM Subnet Mask 255.255.255.0
DHCP Server Disabled
DHCP Range 192.168.1.2 - 192.168.1.254
welcome LAM MAC Address 00-18-6E-06-74-00
LAN Settings
Wireless Settings wWireless Settings
Internet Settings Wireless Networlfmg D?sabled
: Wireless Encryption Disabled
Firewall Channel 11
QoS 551D 3Com
Advanced WLAN MAC Address LA,

System Tools

Hardware Status

Status and Logs Rott Spegd DUD'EK
LAM Port #1 Mo Link Mo Link

Support/Feedback LAN Port #2 10 Half Duplex
LAN Port #3 Mo Link Mo Link
LaM Port #4 Mo Link Mo Link

LoG ouT |

Status : Ready

i http:/i192.168.1.1/skatus skm

d::Démarreri i = (GR

bl | @ 3com - OfficeConn... [} Di{Documentation|D. .. | &, Connexions réseau

| @’, i Erreur de connexion

FRIEM2NE ST w0
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7. Plugging on the network :

For information, I1P protocols used between the TrustWay box (TCRX) and the BICC, are described below:

Filtering Rul es:

CLIENT sens Cnx Flux BULL

TCRX <== SNMP trap (UDP p162) TDM (129.185. 218. 11)
<== Syslog (UDP p514) TDM-Backup (129.182.20. 55)
<== TFTP connexion (UDP p69)
==> SNMP (UDP p161)
==> TFTP data
<==> ICMP (echo)

TCRX <==> IPSEC-ESP (protocole 50) TCRX (129.185.218. 12)
<==> ICMP (tout type)

e Usethe Ethernet cable an connect the port « c@ble DSL » of the NAT router to the TCRX port « Clair ».

e Connect the LAN port of ADSL modem to the TCRX port « Chiffré ».
¢ Connect the RMA LAN Heliosto one of the4 LAN portsof NAT router.
e Cdl the BICC for tests.
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Indication table for « Setting » Internet parameters for French operators. Please check the indications given on the

ADSL subscription contract.

Please check the indications for your country operators sets.

Cegetel ADSL Max

8 Mb France
Cegetel non

dégroupé 512

IP/ADSL et

dégroupé France
Club-Internet France
Free dégroupé

1024/256 (mini) France

Free non dégroupé
512/128 & 1024/128 | France

Free non dégroupé

ADSL Max France
Tiscali.fr 128k France
Tiscali.fr 512k France
Télé2 France
Wanadoo France
n9uf tel9com 512 &

dégroupé 1024 France

35 (23)

35 (23)

35 (23)

36 (24)

35 (23)

35 (23)
35 (23)

35 (23)

35 (23)

35 (23)

35 (23)

6 - RFC2364 PPPoA
VCmux

6 - RFC2364 PPPoA
VCmux

6 - RFC2364 PPPOA
VCmux

4 - RFC1483/2684
Routed IP (IPoA)
VCmux

6 - RFC2364 PPPOA
VCmux

6 - RFC2364 PPPoA
VCmux

5 - RFC2364 PPPoA
LLC

6 - RFC2364 PPPOA
VCmux

6 - RFC2364 PPPoA
VCmux

6 - RFC2364 PPPoA
VCmux

6 - RFC2364 PPPoA
VCmux

pppoa

pppoa

pppoa

dhclient / dhcped
/ static

pppoa

pppoa

pppoa

pppoa

pppoa

pppoa

pppoa

212.94.174.85
212.94.174.86

212.94.174.85
212.94.174.86

194.117.200.10
194.117.200.15

213.228.0.68 212.27.32.176
212.27.32.177 212.27.39.2
212.27.39.1

213.228.0.23 212.27.32.176

213.228.0.23 212.27.32.176

213.36.80.1 213.36.80.2

213.36.80.1 213.36.80.2

212.151.136.242
130.244.127.162
212.151.136.246

80.10.246.2 80.10.246.129

212.30.93.108
212.203.124.146
(62.62.156.12 62.62.156.13)
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End of document
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