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Chapter 1. Overview

This document defines the integration and configuration processes of the DiskSafe
agent on the server to protect in addition to the data restoration process.

Continuous access to critical data is crucial for most companies. They cannot afford to
lose access to this data, even temporarily, due to system down time for example.

StoreWay DPA DiskSafe is a software application which is designed to answer this
critical requirement. DiskSafe is directly integrated into the MMC (Microsoft
Management Console).

On each system where the agent is installed, DiskSafe ensures reliable data protection
and enables rapid access to information in the event of a system stoppage or disk
failure.

DiskSafe protects servers, workstations, and laptops running on Windows systems in block
mode, by copying, over the network, their local disks or partitions to a remote mirror disk
which is hosted on the StoreWay DPA, which acts as a (SAN-IP) iSCSI storage server.

_'|4_|

Continuous backup M
of modified blocks |

@ DiskSafe
[+ ﬁfg Protected Storage
= [._;.. Snapshots
=-{&) Disks
E Disk 0 Partition
] [i— Groups

[-Q; Events

Once the first synchronization is performed, DiskSafe enables you to either:

> Simultaneously synchronize (real time, continuous data protection mode) data
written to the local disk and the mirror disk on the StoreWay DPA by only
transferring modified blocks to the StoreWay DPA (via an IP network).

> Periodically synchronize data written to the local disk and the mirror disk on the
StoreWay DPA by only transferring modified blocks to the StoreWay DPA (via an
IP network).

To guarantee access to data, DiskSafe offers to take Snapshots (or Time Marks). This
enables you to manage versioning, associated with the chosen synchronization mode:
periodical or continuous.

These Snapshots can be mounted simply and rapidly on the server hosting the
application, in order to retrieve files or folders on this disk or partition.

Associated with a Snapshot application agent, DiskSafe coherently protects professional
applications such as Exchange, Lotus Notes, and data files in their entirety.

For more information on these modules, see the StoreWay DPA Compatibility Guide.
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DiskSafe performs the following functions:

« Enables ASM storage space on the StoreWay DPA (this space is defined during
the initialization phase) which allows you to store the Snapshot of one or more
disks or partitions (depending on your license details).

e Programmed or continuous disk or partition backup on Windows.

 Complete system restoration of a disk, partition or file data (see also
DPA_DRWINDOWS_V2_ 6_EN.pdf documentation) from the last or latest
available snapshots.

WARNING: You cannot use DiskSafe with your MS Exchange and Lotus Notes
applications without previously installing specific Exchange and Lotus
notes Agents to use with DiskSafe. (Please refer to the
documentation concerning the applications in question).
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DiskSafe prerequisites

Supported client agents:

> Microsoft Windows 2000 Professional, Server or Advanced Server (SP4).

> Microsoft Windows Server 2003 Standard Edition or Enterprise Edition with
Service Pack 1.

> Microsoft Windows XP Home Edition and Professional (SP2 or later).
> Microsoft Windows Vista

Our agent uses the iSCSI protocol. Version 2.05 (or later) of Microsoft's iSCSI initiator
is required. You can download this program from Microsoft's web site (except if you
are running a Microsoft Vista environment).

http://www.microsoft.com/windowsserversystem/storage/technologies/iscsi/default.mspx/

Required disk space
> 20 MB of free disk space.

NOTE: The DiskSafe agent requires the installation of the Intelligent Management
Agent (IMA), which is automatically installed if it is not present on the
machine. IMA requires 5.8 MB of additional disk space.
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Before you install

> Check that your system is supported (see above).

> Check that your ASM storage space has been created on the StoreWay DPA during
initialisation and that this space is sufficient.

> Ensure your internet-connection functions to download the Microsoft iSCSI
initiator if it is not already installed on the Windows system.

> Log on as an Administrator (required to install DiskSafe).

> If you have to go through a Firewall, open TCP 11762 ports for DiskSafe and 3260
for the initiator on the Firewall, to ensure communication between the system and
the StoreWay DPA.

NOTE:  You must reboot Windows after installing the StoreWay DPA DiskSafe agent.
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Chapter 2. Installing the agent

See:

"Prerequisites to installing the DiskSafe agent” page 12
"Installing the agent” page 13
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Prerequisites to installing the DiskSafe agent

Before installing and configuring a StoreWay DPA DiskSafe agent, you need to have:
> DiskSafe License(s).

> Microsoft iSCSI software initiator installation kit (except if you are running a
Microsoft Vista environment).

> The CD-ROM StoreWay® DPA Initial Setup (Windows), Agents (Windows,
Linux, Netware, MAC OS), Graphical User Interface Setup, ASM &
Disaster Recovery Agents Windows) Version X.X.XXX.

> Plan a Windows system restart.
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Installing the agent

1 Install Microsoft iSCSI (except if you are running a Microsoft Vista
environment):

http://www.microsoft.com/windowsserversystem/storage/technologies/iscsi/default.mspx/

Software Update Installation Wizard

Microsoft iSCSI Initiator Installation

Microzoft ISCS| Initiator will be installed

— Installation Options

F Yintual Part Driver

¥ Solftware Initistor
[T Microsoft MPID Multipathing Support for iSCSI

< Précédent Suivant > Annler

* Follow the wizard indications.
2 Installing the DiskSafe agent.

e Insert the StoreWay® DPA Initial Setup (Windows), Agents
(Windows, Linux, Netware, MAC 0OS), Graphical User Interface Setup,
ASM & Disaster Recovery Agents Windows) CD-ROM into the Windows
server you wish to protect. A web page opens.
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Availab

le ASM Installers

Platform — — Product
— - E'“-H
> 2 Windows I\h BE;gS;E;ang}‘S“m DiskSafe agent _,f’;
> # Windows Fi|E‘51.-'_S;;r'; gwanshnt;:;r;__
> ﬁ Windows Exchange 20002003 Snapshot agent
> H Windows Lotus Notes Snapshot agent
> H  Windows  FileSafe agent

Click DiskSafe agent or Upgrade an Existing DiskSafe agent and follow
the installation wizard.

The default destination folder is: C:\Program Files\DiskSafe.

3 Entering the license key.

Enter your permanent license number at this point or alternatively use the 30-
day evaluation license key which is as follows(DiskSafe version >3.5):

29DJKEJO6KTUATOVR4F8CBWF5
Click Add.

When the license is validated, you can click OK. The DiskSafe window opens.

%1 DiskSafe - [DiskSafelProtected Storaga\Disks] BEx
B& Fichier  Action  Affichage  Fendre 2 ;IQIJ
¢ = @ £

i) Disksafe Primary Capadty | Mode | current Acti

+|& Snapshots

[0; Events

£ ] 1l

4 Activating a DiskSafe licence without a network connection

When you have entered your product licence key for DiskSafe, you need to
activate this licence. If the Windows server is unable to connect to the
DiskSafe licences activation server, you need to follow the offline activation
procedure. To do this, see "Managing DiskSafe licenses" page 48.
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Request for the transmission of hardware information

It is recommended to send this information, to be able to update the hardware
compatibility lists if required. To send this information, click Yes in the following
window.

e Click Finish to exit the DiskSafe installation wizard.

e Restart the system after installation.
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Chapter 3. Protecting disks or partitions

See:

"Overview" page 17

"Quick start: Protecting a partition” page 18

"Displaying disk protection" page 25

"Protecting several partitions: overview" page 26
"Disk protection groups: overview and configuration" page 28
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Overview

With DiskSafe you can protect a complete disk or simply a partition by specifying on
which StoreWay DPA the disk will be duplicated. You also specify the synchronisation
mode, which can be either continuous or periodical, with an occasional Snapshot
(Time Mark) to guarantee the versioning.

Individual partition protection allows greater flexibility (granularity) for restoration.
However, complete disk protection provides better level of data integrity.

For dynamic disks, you need to protect the whole disk and not just the partition.

If your system integrates an EISA partition or any other hidden partition, you must
protect the whole disk.

If Windows was not installed on the first partition of the first disk, and that you need
to remotely reinitialize the system, you need to fully protect the disk (Disk 0). This is
because Windows can be installed on another partition, but certain boot files are only
stored on the first partition of the first disk.
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Quick start: Protecting a partition

1 Start DiskSafe: use one of these two methods:

e Either run from Windows: Start/Programs/DiskSafe.

e Or select the workstation icon: Right-click then select Manage.
Select Protected Storage then Disks.

Right-click Disk and select Protect to start the wizard.

Start the Disk Protection Wizard.

Click Next.

Select the disk or the system partition to protect.

a b~ W DN

Pratect Disk

Primary Storage Selection
Sekect the dsk or patition to be protecled. “'ou can either protect a disk inits
entirety, of indrwidual partitions on the disk separately.

Eligble primary storage:
Storage Capacity  Chuster Support
«>Disk 0 1726Go |
¥ Disk 0 Partition 1 - system [C:\) 633Go
& Disk 0 Partition 2 - dala [F:\] 104 Go
w Disk 2 68.3Go
W Dizk 2 Partition 1 B65.3Go

I Details... I Refresh

Cancel |

6 Select system partition (disk) to protect, for example, the line Disk O Partition 1-
system (C :\).

7  Click Next.
Storage space creation on the StoreWay DPA (ASM Space).

WARNING: For each partition for which you wish to create a dedicated storage space,
you need to ensure you have an ASM space configured on the StoreWay
DPA PLUS 20%. For example, if the total of your partitions to protect is
equal to 150 GB, you need to plan for an ASM space when activating the
StoreWay DPA of 180 GB. See the Quick Start Guide for more details.
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Mirror Storage Selection

Select a disk or patition to be the mirror. If possible, use a disk that supports

advanced features

Selected pamary storage:  Disk 0 Partition 1 - [C:A)

Eligible minor disks:
Storage Capacity Advanced Features
* o eligible mirtor disk found. | NewDisk... | [ Refresh |

<. Back

[E] _omo |

8 Click New Disk to create the storage space on the Appliance.

Declaring the StoreWay DPA.

m

Serves:

P Address

| SMHm

Press F5 to tefiesh the ket

Sierves chatacterishcs

Servertype: |

E05: [ i updae s i d
Fibee Charret | Enabls Advancsd
\p The server [ testabe | is compatile wih IMA

Diskszes | M8

Fitre Chanwiel

Protocol: SES

9 Click Add Server to add the StoreWay DPA to the list.
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e Make sure you enter the StoreWay DPA name correctly.
e Enter the user name and administrator password for the appliance.
e Ensure that the iSCSI checkbox is selected.

10 Click OK.

11 Click OK to allocate storage space on the StoreWay DPA.

Allocating reserved disk space on the StoreWay DPA.

The mirror is created as shown in the following screen:

Protect Disk

X

Mirror Storage Selection

Select a dek or patition tobe the mirror. |f possible, use a dik that supports -
advanced features

Sdected pimary storage:  Disk 0 Partition 1 - system [C:4)

Eligible minor disks: [] Allowe mirror disks with existing partitions
Elarage Capacity | Advanced Featunes
Disk i E83Ge Yes ;

| NewDisk... | | Refresh ]

Cancel

Option:

> Allow mirror disks with existing partition: This option is used in cases where you
have stopped protecting a disk or a partition and you want to protect them again
by using the disk images already created on the StoreWay DPA on the ASM space.

12 Click Next.
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Configuring the type, frequency and synchronization parameter

Protoct Dick @

Mirror Mode and Inkial Syachronization Dptions
Select the minor mode and specify when to start initial mirror synchronization, <

() Continuous mode

Imitial spnchronization
(*) Startimmediately
() Starton a

Copy only sectors used by file system
|| Optimize data copy

13 Select Periodic Mode and select Start immediately with the appropriate
options.

Options:

> Copy only sectors used by the file system: If your disk is File System
formatted, leave this checkbox selected. Only the sectors used by the file system
will be copied to the StoreWay DPA. If you are protecting a database or any other
application which uses raw disk space (not file system), clear this option. If you
clear this option, all disk sectors will be copied to the StoreWay DPA. To optimize
processing performances, this option is selected by default.

> Optimise data copy: If this option is selected, DiskSafe scans the local disk and
its StoreWay DPA mirror for 4KB blocks then copies these blocks to the StoreWay
DPA. For low bandwidth environments, this can minimize the network impact in
the event of a second synchronization. If this option is cleared, DiskSafe copies all
data from the local disk to the StoreWay DPA mirror.
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14 Click Next. Schedule a daily mirror synchronization by entering the date and time
of your choice.

Protect Disk

Perniodic Mode Sync Schedule
Specify how often to synchronize the mirror with the protected disk o partition.

Synchronize data:
@Evey 1 (2] dayigat | 157 (2]

(O Every hour(s) minute(s)
Starting from the specified initial synchronizalion

Cllge iv]

[(VEAutomatically take a snapshot alter each mimor synchroneation

Cancel

> In Periodic Mode, you must select Automatically take a Snapshot after each
mirror synchronization to ensure consistency and enable you to return to a
prior version in the event of disk or data corruption. Click Next.

Advanced options:

> This screen activates advanced options (optimization, bandwidth). Default
parameters are used for standard configurations.
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Protect Disk

Advanced Synchronization Dptions

Specify advanced sunchronization options here, [ vou do not know what to telect, -
leave the default settings and click Next.

[v] Dptimize data copy during synchronizations

[ Limit 140 throughput generated [KB /)

[]IF periodic synchronization Fails, retry for:

Suspend |/0 when miror disk throughput detetiorates

Acceptable thioughput (KB/s} 10240 &

Deterioration threshold to suspend 1/0: 1% 3

Irterval to by resuming 1/0: Every | 1 min v
Cancel

Options :

> QOptimise data copy during synchronization: If you select this option,

DiskSafe scans for changes to the 4 KB blocks and copies them to the StoreWay
DPA mirror. If you do not select this option, DiskSafe synchronizes 64 KB blocks.

Limit 1/0 throughput generated (KB/s): This option enables you to limit the
speed at which data is written to the StoreWay DPA. If this option is selected,

enter the acceptable throughput in KB/s in the adjacent field. If the throughput
generated by DiskSafe exceeds this maximum, the mirroring will be temporarily
suspended.

If periodic synchronisation fails, retry for: If the periodic mode is activated
(as opposed to the continuous mode), you can specify the retry time (between
now and the next synchronisation) when DiskSafe will attempt to synchronize the
disk in the event of failure at the first attempt.

Suspend 1/0 when mirror disk throughput deteriorates: This option allows

you to ensure continuous throughput even in the event of flow failure. This option
is particularly useful in continuous mode. If the option is selected, specify the 1/0:
the maximum acceptable thoughput in KB/s, the deterioration threshold to
suspend the 1/0 and the interval to try resuming 1/0 (only in periodic mode).

15 Click Next.
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Configuring the number of Snapshots to keep.

e This screen allows you to limit the number of Snapshots to be kept on the
StoreWay DPA.

-

’Pmtect Disk

Advanced Snapshot Oplions
Specify advanced snapshat options here. If pou do not know what to select, leave
the default zettings and click MNext,

[l Limit the number of snapshots tokeep. When this amourt is reached, a new

T ake temporary snapshot before each spnchrongation to recover mirfor in case of
fallure. The temporary snapshotis automatically deleted after successtul
synchroruzation

[ Jinvoke snapshot agents every scheduled snapshot(s)

Cancel I

> Limit the number of Sn hots: You can limit the number of available
Snapshots: from 1 to 32 Snapshots on line on the StoreWay DPA. Adjust this value
to keep a realistic and sufficient amount of your disk Snapshots.

Options:

> Invoke Snapshot agent Select this option if you have already installed or wish
to install a Snapshot agent to guarantee database or file system consistency (see
the StoreWay DPA compatibility guide). When you select this option, DiskSafe
calls the Snapshot agent to guarantee the consistency of protected data.

16 Configure the number of Snapshots to keep and click Next.
Completing the Disk Protection Wizard.
17 Click Finish to close the wizard.

NOTE: If you selected Start Immediately in the Protect Disk window, Initial
Synchronization section, the system protection starts immediately.

Setting a restoration security.

NOTE: In the event of a complete disk system backup (use of the recovery CD-
ROM), it is important to configure the recovery password which will be used
for complete system restorations after a crash.

18 In the main DiskSafe window, right-click on DiskSafe and select Recovery CD/
Set Password.

19 Select the StoreWay DPA, enter the password and click Set password. Close the
window.
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Displaying disk protection

> Click Protected Storage then Disks to display existing system protections.

T Ele  Action View Window Help

[3 Disksafe

Tm DiskSafe - [DiskSafe'\Protected Storage'Disks]

aEEEENE

&-{ Protected Storage [ e
S 6,00GB  Continuous
= [ Groups
#{& snapshots

[a_ Events

Value:

>

vV V V

V

Primary: Local disk or partition name.
Capacity: Local disk or partition size.
Mode: Programmed synchronization type: Periodic or Continuous.

Current activity: Description of current activity, for example, “Continuously

mirroring, waiting for initial Sync”.
Status : The status of the disk partition.
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Protecting several partitions: overview

To protect several partitions, you must repeat the procedure for other eligible
partitions.

1 Select a disk or partition to protect.

Protect Disk E |
Primary Storage Selection
Select the disk ar paitibon to be protected. “rou can ether protect & disk inite -
entirety, or individual parttions on the disk separately,
Eligible primany shorage:
| Storage | Capacily| Cluster Support |
# Dizk [0
# Dizsk 0 Parbbion 2 - DATA [E:) BB A GR
o Disk 2 A5G
" Digk. 2 Partition 1 - [G:4) 305GH
w* Disk 3 WN5GE
& Dizk. 3 Partition 1 - [H:\] A5G
w*Dizk 5 15.0GB
w Digk. 5 Partition 1 15.0 GB
Refresh
cBack | Net> |  Cancel |

2 Click New Disk to allocate the mirror on the StoreWay DPA .

NOTE:  This window indicates if local partitions or local disks can be used as mirrors
for the disk selection in action 1. This mode is not supported by StoreWay
DPA, only synchronized partitions or disks on the StoreWay DPA are valid.
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Choice of StoreWay DPA or the creation of a new StoreWay DPA on which
the disks or partitions will be synchronised.

= Allocate Disk E!

~ Servers

Server Name IP Address

.] certifl 17216.10.124
2 Ibsupport 17216115
B ceiv7 17216.10.121

Press F5 to refresh the list Remove Server Add Server...

~ Server characteristics
Server type:  IPStor Server 5.00 [build 985)
ISCSI: Enabled Update Advanced...
Fibre Channel: Disabled Enable Advanced..

] ) The seiver [ certifl ]is compatible with IMA.

Cancel

> Allocating storage space on the StoreWay DPA.
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Disk protection groups: overview and configuration

To protect two or more disks or partitions, you can put them into a group.

Create groups which link different disks or partitions together for synchronizations to
take place at the same time.

EXAMPLE: If a database uses different disks or partitions for data, logs and control
files, organize a protection for each disk or partition and put them into the
same group for the Snapshot to be performed at exactly the same time.

1 Creating a group

e Select Protected Storage then Group. Right-click and select Create.
2 Group creation wizard start up.

e Click Next.

3 Specifying a group name and choosing the synchronisation mode.

Create Group E
Group Mirmor Mode ;
Speciy grioup name and select the mirmor mode. -
Group name: |Lotug [1-64 chatacters, letters and numbers only]
' Continuous mode
% Periodic mode
¢ Back MNewt » Cancel

 Select Periodic mode, then click Next.

4 Planning synchronisations using Snapshots.
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Create Group

Periodic Mode Sync Schedule
Specifiy how often ta synchonize the mirmor with the pratected disk or partition. .
Synchronize data:

* Every |1 _Ij day(s] at |Et:35 —
" Ewvery |1 _':i haoufs] II.I _|:| minutefs)

stating [[50172007 <] &[5 =

I" | Exclude | G000 j ta I 8:00

v Automatically take a snapshot after each miror synchionizatiors

< Back Mext » Cancel

e Configure a programmed Snapshot by activating the option Automatically
take a Snapshot after each mirror synchronisation to ensure consistency
and be able to roll back to a prior version if the disk or data are corrupted.

e Click Next.
5 Retry option if synchronization fails.

Create Group Eﬂ

Advanced Synchronization Options
Specify advanced sunchronization options here. |f vou do not know what to select, ;

leave the default settings and click Mext.

¥ If periadic synchronization fails, retry for: |Llnlimiteu:| j

1 min
10 mins
30 mins
1 b

5 hrsg
10 hrs

1 day

10 daE$

< Back MNext » Cancel

Chapter 3. Protecting disks or partitions 29



« You can programme a retry period in the event of a synchronization failure.
e Click Next.
6 Configuring the number of Snapshots to keep.

e This screen allows you to limit the number of Snapshots kept on the StoreWay
DPA (maximum number: 32).

e Synchronization with the “open base” agent.

Create Group E3

Advanced Snapshot Options

Specify advanced znapshot optionz here, IF you do not know what to zelect, leave
the default settings and click Mext,

I iLimit the number of snapshots to keep. When this amount is reached, a new
znapzhot will cause the oldest snapshot to be deleted:

=

[¥ Take temporary shapshot before each synchronization ta recover miror in case of
failure. The temporary snapshot is automatically deleted after successful
gynchronization

I¥ Invoke snapshat agents every |1 _|::] zcheduled znapzhot(s)

< Back Mext > Cancel

e Click Next.
7  End of wizard summary.
e Click Finish.
8 Adding a partition or disk to the newly-created group.
e At the end of the wizard, DiskSafe offers to add members into the new group.
e Click Yes.
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Add Group Member E3

Select one or more protected disk to add to the group. A disk cannot
join the group if it is currently initializing, analyzing data, taking
snapshot, restoning, rolling back, or owned by cluster partner.

The current activity of a disk will become the same as the activity of

the group it joins,
Protected disks:
Storage | Current Activity
: Disk I:[_ Ffartith;rn 'l_ : [E:'\.] R "L.-_*.-"-_ai_tir!g anr _I*-_IE'-'i' g
0 Partition 3 - (D:\) Waiting for Next S
Refresh Disk Activities OK I Cancel

e Select the disks or partitions to add and click OK.

9 Displaying the group in the DiskSafe Group tree structure.
e Group details:

T DiskSafe - [DiskSafe'\Protected Storage',Groups'Lotus]

) Ble  Action Wiew Window Help
e~ |06 FHE @

B osicae Primar c tode [ Current activity [status
= [ Protected Storage & Disk 0 Partition 1 - (C:) 15,068 Periodic (4,37 ME delta) Waiting For Neat Syne: 1/20 8t 8:35 AM Hormal
6 Disk 0 Partition 3 - (D:)) 30,568 Periodic Waiting For Next Sync: 1/20 at B:35 AM Hormal

=) Disks
(&) Disk 0 Pastition 1 - {C:A} [Lotus]
(] Disk 0 Partition 3 - (0:\) [Lotus]
=1 &) Groups
&) Lotus
g Events (1478)

Take an immediate Snapshot: Select the group, right-click then select
Advanced/Take Snapshot.

NOTE: This request will synchronise all disks or partitions associated with the
group at the same time.

10 Displaying the Snapshots performed in the Snapshot/Group menu.

.'n DiskSafe - [DiskSafe’Snapshots' Groups'Lotus]

|3 Distsafe | Snapshot | Date [ Time |

=1 [ Protected Storage =1 119(2007  &:38:32 AM
o Disks =2 1/19{2007 S:40:05 AM
£ g Groups
& Lotus
= [[& snapshots
E-{&) Disks
[l&) Disk 0 Partition 1 - {C:\) [Lotus]
[l&] Disk 0 Partition 3 - {D:\) [Lotus]
= [a Groups
F: Lotus
[ Events (1478)
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NOTE: You cannot mount a “Group” Snapshot.
11 Displaying «mountable» Snapshots in the Snapshot menu:

e Click on each disk to display the most recent Snapshots taken of the disk.

NOTE: The different group Snapshots are labelled in the Group column with the
name of the group they belong to. These different Snapshots can be
mounted.

NOTE: A mounted partition is accessible from the Windows Explorer interface.
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Chapter 4. Restoration — Retrieving protected
data

See:
"Snapshot: an overview" page 34

"Mounting a Snapshot" page 35
"Using the Disk Manager to mount a Snapshot" page 37

'‘Retrieving data by copy and paste" page 38
"Restoring a disk or a partition" page 40

"Reactivating disk or partition protection" page 42
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Snapshot: an overview

The Snapshot is a precise image of the mirror. Given that the mounted Snapshot is a
standard base disk view of the mirror plus saved modified data in the Snapshot
section, no extra disk space is required.

WARNING: A mounted Snapshot is not a production disk. Any change to this mounted
Snapshot will be immediately lost as soon as the Snapshot is dismounted.

WARNING: The partition is temporarily mapped during the restoration phases. Therefore
it is not recommended to mount it automatically at server or workstation start
up.

A mounted Snapshot enables missing or damaged data to be restored (directories,

files,..) without causing production downtime simply by copying and pasting or drag

and drop. Up to 32 Snapshots can be kept on the StoreWay DPA. Once this number is
reached, the oldest Snapshot will be overwritten to free space for the latest.

Retention periods therefore depend on how you configure Snapshot frequencies.
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Mounting a Snapshot

1 In DiskSafe, open the Snapshots/Disks menu and select the partition to mount.
In the right-hand part of the DiskSafe window, select the Snapshot to mount and
right-click to select Mount Snapshot.

i DiskSafe - [DiskSafe\Snapshots'\Disks'Disk 0 Partition 1 - (C:4)]
£y Ele Action Yiew Window Heb
e - m| X & 2
5 Disksafe Srapshat | Date | Time | Mounked | Group
=1 [ Protected Storage w1 1j23/2007  4:52:56 PM
Lé g'sks w2 1/24/2007  4:52:02 PM
roups w3 1j25/2007 4:51:52 PM
o [' fna;sf‘:;t'; 1§29/ 2007
=l L Mount Snapshot
IS DskoPartion1-(C:) | ™=~ 1iz92007
[[&) Offline Disk
E..'.. Eroups
[ Events (359)

If you see Yes in the Mounted column, it means that a Snapshot is mounted and

operational using a Windows Explorer.

Snapshat | Date | Time | Mounted | Group |
w | 1f23/2007 4:52:58 FM

L 1242007 4:52:02 PM

=3 1425/2007 4:51:52 PM

=S4 1/29/2007 4:52:39PM  Yes

w5 12942007 5:01:25 FM

2 In a Windows Explorer, display the mounted snapshot as follows:

Before mounting, three disks are visible.

Eile E_dt Yiew Favorkes Tools

% My Computer

& <o Local Disk (C:)
# “ee Local Disk (D:)
& e Local Disk (E:)
# & CD Drive (F:)
& [ control Panel

# & My Network Places
= Recycle Bin

Devices with Removable Storage

v Floppy (A7) |
2 CD Drive (F:)

3-Inch Floppy Disk
CD Drive

Qbsck -+ ) - 7 | D ssarch [ Folders | & 3 X 9 | [D-
Address I ’_‘I My Computer
Folders % | [ Name [ Type | Total Size | Free Space | Comments
[ Desktop Hard Disk Drives
) My Document:
: ‘}J x . “asLocal Disk (C:) Local Disk 6,00 GB 2,05G8
e <e*Local Disk (D1} Local Disk 30,5 GB 11,9 GB

® 3 3% Floppy (A1)

e Local Disk (E:) Local Disk 77,968 77,268

After mounting, a fourth disk is available.
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File Edt Wiew Favorkes Took Help
QBack - 3 - T | S search [ Folders | x | m-
fgdress | 4 My Computer
Folders X | | aeree [ Type I Total Sze | Free Space|
[} Deskrap Hard Disk Drives
B (L) My Document:
: J]J : co:n:_‘m ers “w*Local Disk (C:) Local Disk 6,00 GB 2,05 GB|
# U4 5% Floppy (A1) “e* Local Disk (D:) Local Disk 30,5 GB 11,9 GB|
# <o Local Disk () S Local Disk (E:) Local Disk 77,968 77,28
# “e Local Disk (D:) “eiLocal Disk (G2) | Local Disk £,00GB 2,05 GB|
s k(E:
: l'. 'EE:;&: [(FE,)] Devices with Removable Storage
B 2 :
B s Local Dick () H3% Floppy () 3%-Inch Flopgy Disk
: \tj ML-: :c‘;:::'k’:': €D Drive (F:) D Drive
= a5
2 Recycle Bin

e The C:\ disk mirror is mounted and this disk's data is accessible.

NOTE: If the partition is not mounted in the Explorer or via the Windows
workstation:

If the first available connection letter after the local disks is mapped to a
shared network partition you will need to open the system’s Disk Manager
and modify the letter associated with the mounted Snapshot for it to
become accessible (see below).

EXAMPLE: If the system is mapped to C:\, the CD-ROM to D:\ and a shared network
partition to E:\ and you mount a Snapshot, the letter E:\ will always be
attached to the shared network partition and cannot see the Snapshot. It
is also internally mounted on the E:\ partition because this is the first
available letter after the local partitions.

You need to open the Disk Manager to modify the letter associated with
the mounted Snapshot E: to F: for example. This means the Snapshot will
be accessible via the Windows Explorer on F:\.

WARNING: If the oldest Snapshot is mounted and a new Snapshot is planned or
requested, the second Snapshot cannot be performed until the previous
snapshot has been dismounted.
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Using the Disk Manager to mount a Snapshot

The mirror partition must be mounted and mapped automatically on the first available
letter and be considered as a local disk. In the case where the partition is not
automatically mapped, you need to use the Disk Manager.

[ 3 computer Management =]
= o fon vew dindow teb | =l
crnae BxesaE
[B] Conpurer Management (Local) vokme | Layot | Type | Fie System | Stabus [ Capacey | Free Space | % Free | Fensk Tokeance | Overhasd |
=1 i System Took =2 Partkion Bask NTF5 Healthy WNO®B 17,236 R N o%
L4 Event Viewer =1<i] Partition Basic NTFS Heslthy (System] 15,0168 4T1GE NH Mo [
E5-gg] Shaned Folders i (o) Pathion Bask NTFS Healthry WSO ITHEE %% M %
Ep-E Local Usars and Groups SIOATA(E) Partiion Basic NTFS Faslthy SI97TCH EASIEE W% Mo o
Parfoemance Logs and Alrts
BB, Dervics Manager
5 storage
) @ Pemovable Storsge
Disk Defrsgrnecier
Cusk Management
1 [ Services and Apphcatiors Enisk 0 E -
Lo (c:) DATA (E) (D2)
114,48 GB 15,01 GB NTFS 68,57 GBNTFS 30,50 GB NTFS
Oriire Healttny (System) || Hesalthry Heathry
Soisk 1 1
15,01 GB
o 15,01 GB
Not Indiskred. | |Unalocated
ik 4
Basc u]
30,50 68 30,50 GB NTFS
Crire
Skoromo | -
<l J )| W Unakicued £ [ MR

Select the partition and assign a partition letter.

Add Drive Letter or Path .?J.El

Add & e dive letter of path for 31235 ME NTFS Primaiy par....
(% Assign the following drive letter: IE 'I
" Mount in the following empty NTFS folder:

| Erows=s I
0K | Concel |

Local mounting the mirror partition.

File Edt Wew Favorites Took  Help
G_M w3 = ¥ | search [T Folders | [l B € W'| =
Advess <= G
Epee X | | Name - [ size | Type
._E;} Drarshitiop ) iretall Lotue Fils Feldar
& () My Documents (JLotus Fie Folder
£ W My Compier | Folder Fde Fbder
® K 344 Flopoy (A2) T File Foldes
) e Local Disk (C2) S otus001.6H5 450220 KE GHSFile
1 <e Local Disk (D:) T otus. gho 2007 14848 GHO Fie
< DATA (E) B oradi0].GH5 1 263024 KB GHS Fils
® ik CD Drive (F:) = orade.GHO 2097 146 0B GHO Fle
B ocal Disk. (G | = system.GHO | ZB0S79KB  GMO Fie
B (2 irestal Lobus
B 2 Lotus
i) Mew Folder
I NT
& e USE DISE (H:)
= [ Control Panel
% My Network Places
&l Recyds Bn
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Retrieving data by copy and paste

EXAMPLE: Loss of two folders on the C: partition (EXMERGEDATA and New
Folder).

1 Mount the Snapshot. (See the previous chapter.)
2 Retrieving data.
e On C:\ (Local Disk): These two folders are not visible (they have been lost).

e On G (Local Disk mirror): Snapshot mounted from the StoreWay DPA. These
two folders are visible.

Ble Edt Wiew Favortes Tools Help
OM-J‘?,M'RA&3|-; 3 X 9| E-
Address |-r ci
Fakders % | [ mame = I e [ Type | Date Modfied [ Atrbutes
[} Deshop | | CaDocuments and Settings Fiba Folder 04/10/2006 12:05
% () My Documants i inetpub File Folder 19/07[2006 13:08
= W My Computer C)Program Fies File Fokder 03/01/2007 08:43
B . 3% Ploppy (A1) RECYCLER File Foider 04/10/2006 12:20
R () Ciresto File Folder 05/01/2007 15:51
[ () Documents and Settings Syshem Yolume Information Fibs Foldar 18012007 17:03
B £ Inetpub Chtest Fila Folder 19/01 /2007 10:16
@ £ Program Fies Catmp Fiba Folder 17/01/2007 14:37
) RECYCLER I WINDOWS Fila Foldar 180172007 17:05
B £ resto Chwmpub Fibs Folder 19/07/2006 10:20
) System Vokme Information = Reposiory Local. g KB $MIFie 03j012007 09:15 HA
B B et .:SMPCW JEB  $MIFie 03/01/2007 08:52 HA
) g o AUTOEXEC.BAT OKB ‘Windoves Batch File 1907 /2006 10:20 HS&
H £ WINDOWS = boot,ini 1KB  Configurstion Settings  19/07/2006 10:12 HS4
By = CHEWIE.PST T424KB PST Fle 07122006 12:17 A
B <o Local Disk (D7) S} CONFIG.5YS OKB  System file 19/07/2006 10:20 H54
8 %o Local Disk (E:) (] Exchange Server Setup Progr... I060KB  Teuek Document 17/10/2006 10:40 A
. CD Dvive (F2) |2} IMA_SETUP.LOG 1EB  Text Document 03/01/2007 03:43 A
B <o Local Diek (G2) 10,575 OKB  System file 19/07/2006 10:20 RHSA
P ancl Sattings [ rssetup.log 1KB  Text Document 04122006 12:31 A
( =) EXMERGEDATA = MSDOS.5Y5 OKB  Systen fie 15/07/2006 10:20  RHSA
e - ~INTDETECT.COM ATEE  Application 030472003 13:00 RHSA
T i tewrolED = ntlde 271KB  System file 03042003 13:00  RHSA
Ty Progan Fles = pagefie.sys L474S60KB  System file 180172007 17:03 HSA
) RECYCLER
B ) resto
() System Yolume Information
H ) test
5 tmp
B £ WINDOWS
B ) wmpub
& B Control Panel
# & Hy Network Places
# Recyde Bin

e Select the data to restore on G: (mirror disk on the StoreWay DPA),
EXMERGEDATA and New Folder in our example, then copy and paste them
from G:\ to C:\ or any other place where you might want to exploit this data.
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fle Edt View Fgvortes Jook (elp
Qback v 3 - T | P search | Folders | (% 3 X 9| (-
Address |< G
Folders % | [ Hame - | Size | Type | Date Modfied | Ateributes
(@ Desitop ; File Folder 04/10/2006 12:05
B () My Doauments E File Folder 05/12/2006 17:37
B W My Computer File Folder 19/07/2006 13:08
@ 3 34 Floppy (A:) Tew Folder File Folder Z2f11/2006 17:24
& < Local Disk (C2) SProgram Files Fils Folder 03/01/2007 08:43 R
& < Local Disk (02) RECYCLER File Folder 04/10/2006 12:20 HS
& <e» Local Disk (E1) Ciresto File Folder 05/012007 15:51
® 2 €0 Orive () System Volume Information File Folder 29J01/2007 17:10 HS
= < Local Disk (61) Citest Fils Foldar 19/01/2007 10:16
@ £ Documents and Settings Citmp File Folder 17/01/2007 14:37
) EXMERGEDATA I WINDOWS File Folder 18/01/2007 17:05
B & netpub Ciwnpub Fille Folder 19/07/2006 10:20
) New Folder =1 Repository Local $mi IKE  $MIFile 03/01/2007 09:15 HA
@ £ Program Fles = Sauv PC.4mi 3KB $MI File 03j01/2007 08:52 HA
) RECYCLER T AUTOEMEC. BAT OKB Windows Batch Fle  19/07/2006 10:20 HSA
@ B resto  “boat.ini KB Configuration Settings  15/07/2006 10:12 HSA
= cHewne.psT 7424KB  PST File 07/12/2006 12:47 A
= CONFIG.5YS OKB  System file 19/07/2006 10:20 HsA
C| Exchange Server Setup Progr... J060KE Text Document 17/10f2006 10:40 A
[] ma_sETUP.LOG LKB  Text Document 03012007 08:43 A
) =10.5%5 OKEB  System fie 19J07/2006 10:20 RHSA
& [3 Control Panel [2] 155etup.log KB Text Document 04/12/2006 12:31 A
S My Network isces = MSDOS.5YS OKB  System file 19/07/2006 10:20 RH54
| Recycle Bin ZINTOETECT.COM 47KB  Application 03/04/2003 13:00 RH54
= rldr 2TLEB  System fle 03/04/2003 13:00 RHSA
= pagefie.sys 1474560 KB System fle 18/01/2007 17:03 HA

e Once this data is copied from G:\ to C:\ in our example, the data is
immediately available on the C:\ partition:
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Restoring a disk or a partition

Using the DiskSafe application, you can restore a remote mirror (StoreWay DPA) of a
protected disk to the primary disk or to a different disk. You can also restore a system
disk to another disk.

The only data restoration limits are when the system does not function correctly
(when the disk or operating system are down). In this event, you will not be able to
restore a system disk system to the original primary disk or restore Snapshots. In
addition, you cannot restore a disk or partition as long as no other DiskSafe operation
is in progress (synchronization, data analysis, Snapshot, ...).

1 Select the disk to restore.

< In DiskSafe, select Protected Storage then Disks or Groups (if the disk or
partition you want to restore is plart of a group).

2  Start the restoration.
Right-click the disk or partition you want to restore and click Restore.
Select and restore the data.

Restore

Select the target dizk bo restore vour data to. Restore to a new kanget
disk will not affect the cument primarny-maror relabionship. Maote that a
syztem parhiion cannok be restored o,

{* Restore to the onginal primary disk.
" Festore to & new target disk.

T aiget Disk | Capacity |
& Disk 0 Partition 2 - DATA [E:\) 68,9 GB

Restore | Cancel I

Select the target disk to restore pour data to. Restore to a new target
sk will not affect the current pomary-mamor relabonship. Mobe that a
syztem partition cannot be restored bo.

" Restore to the onginal pimary disk.

T arget Dizk Capacity |
@ Disk 0 Partition 2 - DATA [E:\] 68.9 GB

Festane | Cancel I
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* Restore data according to these instructions:

Restoration target Instructions

The primary disk Click Restore, option Restore to the original primary disk.

Note: You can choose this option only if the selected disk or partition is
not the system disk.

A new disk Click Restore, option Restore a new target disk.
Note: You can choose this option only if the size of the target disk
or partition is equal/greater than a StoreWay DPA mirror partition.
Note that only inactive partitions can be chosen as targets.

If you restore a system disk, the system you are restoring data to
must be identical to the original system. For example, if the
original system had a specific type of network connector, the
system you want to restore on must have exactly the same type
of connector. If not, restored files will not function correctly.

e Click Restore: all StoreWay DPA mirror data is restored to the chosen place.

NOTE: If the partitions are on the same disk as the partition you are restoring, the
protection is stopped (and must be restarted at a later date). If partitions
belong to a group, the protection for all the group will be stopped.

The lollowing partition[s] are on the same disk as the
target partition. Their protection will be stopped in order to
perfarm the operation. If any of the partitions belong to a
group, the entire group will be stopped.

Disk O P atition 1 - O e
Disk O Partition 3 - [D:Y)

Do you still want to continue?

Yes Mo I

NOTE:  You can stop the restoration at any point. If you do so, the target disk or
partition remains incoherent and unusable. You must repeat the restoration.

5 Completing the restoration.

 When the DiskSafe information window appears indicating that the restoration
is complete, close this window.

e Restart the system.
NOTE: You cannot access a disk or partition before the system reboot.

WARNING: Dynamic partitions configured on several disks are not supported for
restoration. Only Disaster Recovery is possible from the Recovery CD.

NOTE: If Windows does not automatically allocate a letter to your restored disk
or partition, use the Disk Manager to allocate one. If you restore a
dynamic disk, use the Disk Manager to activate each disk.

* Run DiskSafe to reactivate component protection for each disk or partition you
have just restored.
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Reactivating disk or partition protection

1 Select the disk to restore on DiskSafe. Select Protected Storage then Disks or
Groups (if the disk or partition you want to restore is part of a group).

2 In the right-hand pane, right-click on the disk, partition or group for which you
want to reactivate the protection. Click Resume.

If the disk or partition uses continuous mode, the synchronization will occur
immediately. If the Periodic Mode is programmed, the synchronization will occur
at the next programmed synchronization.
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Chapter 5. Logs and reports

"DiskSafe Events" page 44

"Personalizing events" page 45
"Viewing event details" page 46

"Taking an X-ray file" page 47
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DiskSafe Events

These events are visible in the program DiskSafe/Events.

Logs contain all the information collected by DiskSafe, such as the logs produced by
the system, when the protection was performed for a disk or a partition, when
synchronisation analysis takes place etc.

This information comes from the Windows system and application logs Event Viewer.

NOTE:  If the Windows log files are full, recent DiskSafe events will not be
consultable. Use the procedure adapted to your Windows operating system
to purge the logs.

You can define a range to view events for a specific period or target an event severity
to consult. For example, you can limit event viewing to specific dates or types of
events.

You can also run searches on words or phrases which are specific to a field
description.

If a problem arises during the synchronization or any other DiskSafe operation, these
events explain the problems encountered.
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Personalizing events

1 In DiskSafe, select Events, then right-click Events, and select Set Filter.

Events Filter X

Time Range

Categony [+] &pplication User

Type: [#]Infoemnation  [+] Waining [#] Etroe
Dwresr Sarvics Drigks

Diivver Groups
Descrphion search:

| ok ]| ceca |

2 Specify a date range:

From

To

From and To

You can filter to only view one “Category”, “Type” or “Owner”.

You can specify a word or phrase in the Description search field.

Options
Application
User

Information

Warning

Error

Service

Driver

Disks

Description
= Events started by DiskSafe such as programmed Snapshots.
> Events started manually by the user such as data analysis.

> Events resulting from a successful operation such as a successful
synchronization.

= Events which are not necessarily significant but which may indicate
problems such as a programmed synchronization which did not
occur because the StoreWay DPA (mirror) was unavailable.

> Events which show major problems, such as the synchronization
failure due to an unexpected problem.

> Events associated with the DiskSafe service such as a service
starting or stopping.

> Events generated by the DiskSafe “kernel drive” such as a driver
change or disk detection.

> Events linked to protected disks activities such as the protection
or synchronisation set up.
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Viewing event details

View details of a specific event:
1 Select DiskSafe/Events.

e In the right-hand part of the window, select an event, right-click on this event
and select Properties.

Event Properties

Date: 12/8/2006
Time: 2335 PM|
Event Type: Infirrmation
Ewvent Categony Llzes
Descrption:

Disk 01 overal space occupied by partition(s) i 381 47 MB. Dverall Tpace
occupied by file spstem iz 35188 MB,

2 Click OK to close the dialog box
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Taking an X-ray file

In some case, you may need technical assistance from our hotline for the DiskSafe
agent. To provide us with the all the necessary information and to help you solve any
issues as quickly as possible, the hotline team will ask you to generate an agent log
file (X-ray = troubleshooting file).

1 Right-click DiskSafe and run Take X-Ray
2 Save the file to disk to be able to send it to the hotline team.
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Chapter 6. Managing DiskSafe licenses

See:

"Entering product keys" page 49
"Retrieve the activation file" page 51
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Entering product keys

If the Windows server does not manage to connect to the ASM license activation
server, follow this procedure.

You have received your Product Keys. The keys concern ASM modules and need to be
registered in the SAN Disk Manager on your Windows server.

> To access the SAN Disk Manager, you can:
e Select start/Programs/SAN Disk Manager.

In the SAN Disk Manager, click on Licences : the licences which are already
activated are listed on the right and No is displayed in the Activated column.

* Right click in the right-hand zone and select Add license.

CJ computer Management 0 =10 x|

=) File Action View Window Help =18 x|

& - | B I

g Computer Management (Local) | Product Name | License Type I Qualifier | Activated | Key

=i Spetan: T°°§5 (Elbisksafe Standard DataCen... No PCL
&g Event Viewer felDisksafe Express Standard DataCen... No PCL

(- g Shared Folders
= Performance Logs and Alerts
= Device Manager

Add License...
= Storage =
[+ &3 Removable Storage Refresh
S Disk Defragmenter Export List. ..
Disk Management
[+ ¢33 DiskSafe Yiew ¢
= SAN Disk Manager Arrange Icons >
&-{ Disks Line up Icons
{4 storage Servers
[+-{[7 Host Applications Help
[+ Events
5] Licenses

G @ Services and Applications

« [2]]«] | i

Add License | |

> Enter the key for the product you wish to add.

V

Repeat this operation for each product to add.

> At the end of the operation, if you have purchased DiskSafe, Exchange Snapshot
and Message Recovery for Exchange modules, you will have a list similar to this:
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E Computer Management
=) File Action View Window Help

=10l x|

| =18

e« | B0 BB @

IE Computer Management (Local)
= ﬁ System Tools
- ({]] Event Viewer
(- g Shared Folders
-4 Performance Logs and Alerts
Device Manager
= S Storage
[+ &) Removable Storage
i Disk Defragmenter
Disk Management
[#<5} DiskSafe
=< SAN Disk Manager
#-{ Disks
L@ storage Servers
# - Host Applications

(. Events
I Licenses
&8 Services and Applications

< [ ]

Product Name
%DiskSaFe
%DiskSaFe Express
ESn&pshot Agent for Microso...
EM&ssage Recovery for Micro...

| License Type | Qualfier

[ Activated | key

Standard Data Cen...
Standard Data Cen...
Standard Data Cen...
Standard Data Cen...

No
No
No
No

PCL
PCL
D64
VK
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Retrieve the activation file

For each product key you need to retrieve the activation file.
1 In the SAN Disk Manager, open the list of licences.
2 Click on one of the products and select Offline activation.

E Computer Management B ;J.l:l.lﬁ

=) Fle Action View Window Help JSETES|
= | OE FBE @

=) Computer Management (Local) | Product Name [ License Type | Qualifier | Activated | Key Cc.
= m System Tools EDiskSaFe Standard Data Cen... VYes PCLTZ:|

Fi' L] Event Viewer & Disksafe Express Standard Data Cen... Yes
-] Shared Folders 5 Snapshot Agcqm Data Cen...

+ g Performance Logs and Alerts E‘JMessage Rect Bk Cars. ..
Device Manager
El @ Storage
[+ &3 Removable Storage
» Disk Defragmenter
Disk Management
#-B DiskSafe
= SAN Disk Manager
# [ Disks

f J Storage Servers
[#)-{[7 Host Applications
2 Events

E Licenses
@) (84 Services and Applications

< I3 | K0 | I |
[Offline Activation | |

3 In the next window, click on the Export license file button, save the activation
file to your disk. Select a new name for each activation file you export.

x

—Step 1
Export your license key code to a separate file and send this file to
Activate Keycode@falconstor.com
Curent key code: | A AR
Type: Standard
Class: Data Center

[T, e Lcense oftine S

.
~Step2———————————— .l) The license file has been exported successFully.
Qmeyoufr;ceiveasign
signature file" to activate T
i OK i
Import signature-me T

_ Do |
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4 Send all your activation files to http://support.bull.com/ols/online/keys
Receiving licence files from Bull

> The Bull Support team will send you your licence files.

> Receive these files and save them to your Windows server disk.
Import your licence files in the SAN Disk Manager.

1 In the SAN Disk Manager, open the list of licences.

2  Click on one of the products and select Offline activation.

3 In the next window, click on the Import license file button, save the activation
file to your disk. Select the licence file for each corresponding product on your
disk.

Your licence has been imported and you product is now activated.

Activate License Offline Eq
i ') The key codes [ IENGEG_cINGEEEEE | - been activated successfully,

Thank you For using our software.

4 Check the state of your product activation in the SAN Disk Manager in the
Activated column.
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protection groups (disks)
configure 27

R

reports 42
rerequisites 9
restoration
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restore
disk 39
partition 39
retrieve
data with copy and paste 37

S

Snapshot
mount 34
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overview 33
Snapshot agent
invoke 23
Snapshots
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