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Chapter 1. Product overview

This document defines the integration and configuration process of the StoreWay DPA
DiskSafe Disaster Recovery agent on the Windows server which is to be protected. It
also explains how to restore the Windows system disk in the event of a system failure.

A DiskSafe Disaster Recovery agent is installed on the Windows server to protect. This
agent enables the hot backup in programmed or continuous mode of the Windows
system on the disk and, in the event of a major incident, to restore this disk.

The term Disaster Recovery implies the reconstruction of a system using a system
image (snapshot) which is stored elsewhere.

If the hardware is different from the original, the return to a prior system state is not
guaranteed. As such, it is important to qualify and validate beforehand, to ensure
smooth recovery on the replacement hardware.

The agent handles the following:

> Availability of storage space on the StoreWay DPA to store the disk system
snapshot.

> Backup, programmed or continuous, of the Windows workstations disk system.

> Recovery of an entire system using the Disaster Recovery CD and a shapshot
(from among the latest available temporal snapshot).

Windows systems supported by DiskSafe

Microsoft Windows 2000 Professional, Server ou Advanced Server avec SP4.
Microsoft Windows Server 2003.
Microsoft Windows XP Home Edition and Professional (SP2 or later).

Microsoft Windows Vista

Disk space required

> 20 MB of free disk space.

NOTE: The DiskSafe agent requires the installation of the Intelligent
Management Agent (IMA), which is automatically installed if it is not
present on the machine. IMA requires 5.8 MB of extra disk space.

Before starting

Ensure that the system is supported (see above list).

Ensure that ASM storage space has been created on the StoreWay DPA and that
its size is sufficient. For more information on the StoreWay DPA initialisation,
consult the Quick Start guide.

3 Log on as an administrator (obligatory for DiskSafe installation).

4 If you need to bypass a Firewall, open ports TCP 11762 and 3260 on the Firewall,
to ensure the communication between the system and the StoreWay DPA.

NOTE: Make sure you are able to reboot your system after installing the
StoreWay DPA DiskSafe Disaster Recovery agent.

NOTE: For more information on other uses of the DiskSafe module, refer to
DISKSAFE documentation.
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Chapter 2. Installation and configuration of the
agents

See:
"Installation prerequisites” page 9

"Installing the agent"” page 10
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Installation prerequisites

To install and configure the StoreWay DPA DiskSafe Disaster Recovery agent for
Windows, you need to have the following elements:

> DiskSafe Disaster Recovery Licence(s) — one for each Windows machine to
protect.

> A Microsoft iSCSI software initiator installation kit or access to internet from the
Windows machine to protect. (Not necessary on Windows Vista).

> A StoreWay® DPA Initial Setup (Windows), Agents (Windows, Linux,
Netware, MAC OS), Graphical User Interface Setup, ASM & Disaster
Recovery Agents Windows) Version X.X. XXX CD-ROM.

WARNING: To finalize the Disaster Recovery agent installation, you will need to
restart the machine.
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Installing the agent

1

6
-

Install the Microsoft iSCSI initiator (Not necessary on Windows Vista).

Download the Microsoft iSCSI initiator software from this address and begin the
installation.

http://www.microsoft.com/windowsserversystem/storage/technologies/iscsi/
default.mspx/

Install the DiskSafe Disaster Recovery agent

Insert the StoreWay® DPA Initial Setup (Windows), Agents (Windows,
Linux, Netware, MAC 0OS), Graphical User Interface Setup, ASM &
Disaster Recovery Agents Windows) Version X.X. XXX CD-ROM on the
Windows server you wish to protect. The following web page opens.

NOTE: If the web page does not open, start the installation from the CD.
Click DiskSafe Agent or Upgrade existing DiskSafe agent and follow the wizard.
Hardware information transmission request.

It is recommended to send this hardware information to be able to handle future
hardware compatibilities. To share this information, click Yes.

Click Finish to finish the DiskSafe set up.
Restart the machine after set up.

Entering the license

1

2

In Windows, start DiskSafe (Start/All Programs...) and enter your license
number.

Enter your DiskSafe Disaster Recovery license number then click Add. When the
license is validated, click OK. The DiskSafe window opens.

Disk Protection

A W N P

In the left-hand part of the DiskSafe window, select Protected Storage/Disks:
Right-click Disk and select Protect to start the wizard.
Click Next to start the Disk protection wizard.

Choose the disk or drive to protect.
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Primary Storage Selection
Sekct the dsk or parition to be protecled. 'ou can either protect a disk inits
entirety, or individual partitions on the dsk separately,

Eligble primary storage:

__St_mane: Capacity  Cluster Support
Disk 0 R ~
Disk 0 Partition 1 - system [C:\) £8.3Go
& Disk 0 Partition 2 - dala (F:\) 104Go
w” Disk 2 68.3Go
@ Disk 2 Patition 1 68,3Go

[ Detals.. || Refresh |

cpeck [TRes ] cancel |

In this example, here «Disk O Drive 1- system

5 Choose the drive (disk) to protect.
(C:\) ».
6 Click Next.
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Creating the disk mirror

1 Click New Disk to create the storage space on the appliance.

o
Mirror S5torage Selection
Sekect a disk or partifion to be the mirror. If possble, use a disk that supports
advanced features.
Selected prmary storage:  Disk 0 Partilion 1 - [C:4)
Eligble mirrcr disks: [JAllow miror disks with existing partions
Storage Capacity AdvancedFeatures
'Nnelgl:bml’rmcﬂclmnd. I New Disk... Refresh ]
¢ Back ext > Cancel
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Declaring the StoreWay DPA

1

Click Add Server to add the StoreWay DPA to the list.

'S Allocate Disk

Servers

Server Name IP Address

Presz F5 torefresh the list

Hemowve Server

Server characlenshics

Server type:

FiweChannet |  Enzble
i ) The server [ testabd1 ] is compatible with IMA.

iSCS; ' pelats dvanced

Disk size: 70007 ME
Protocal: 551 Eiwe Charnal
"2 add Server =]

Server infoimation
Server name;  testabdl

[]'windows Domain Authenlication

Diomain Mame: .
Uszer name: | admin
Passward: o

Protacols

[ox J[ Cowe |

2 Make sure you enter the StoreWay DPA Server name correctly.

3 Enter the User name and the Password of the appliance administrator.

NOTE: Make sure the iSCSI check box is ticked.
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4 Click OK.
5 Click OK to allocate your StoreWay DPA storage space.

Allocation of reserved disk space on the StoreWay DPA

> The created disk mirror is displayed:

Mirror Storage Selection
Select a disk or partiion to be the miror, I possble, use a disk that supparts
advanced features.

Selected primary storage:  Disk 0 Partilion 1 - system [C:\)
Eligble mimor disks: [ Allows minor disks with existing partiions
Starage | Capacity  Advanced Features

[ NewDisk... | | Refresh |

< Back Em l:arml

> Click Next to configure the type, the frequency and synchronization parameters.
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Configuring the type, frequency and synchronization parameters
1 Select Periodic mode with immediate restart to create a first Snapshot. Click Next.

Protect Disk

Mirror Mode and Initial Synchronization Options .
Select the mirgr mode and specify when o start initial miror synchronization,

Initial synchronization

(¥) Start immediatel;

(O Starton [ 3/04/2006 | at [
[¥] Copy anly sectars used by file spslem
[_] Optimize data copy

2 Configure a daily Snapshot synchronization by entering the time of your choice.

‘Protect Disk ﬁ
Periodic Mode Sync Schedule
Specify how often to synchronize the mirror with the protected disk or partition, .
Svnchionize data:
OEver 1 (2] dafsdat | 157 [2]
OEvey |1  hourfs) 0| minute(s)

Starbing from the specilied initial sunchronization

Exclude (1] I

[“]Butomatically take a snapshot after each mimor synchionizatiornt

|X
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3 In Periodic mode, always check Automatically take a snapshot after each
mirror synchronisation to ensure consistency.

4 Click Next.

Advanced Synchronization Options

‘Pratect Disk

Advanced Senchionization Dptions
Specify advanced synchronization options here. If wou do not know what to select,
leave the default settings and click Nexst.

[v]Optimize data copy during synchronizations:
[ Limit 170 throughput generated [KB/s):

[C]1f periodic synchronization fails, retry for:

Suspend |/0 when miror disk throughput deteiiorates

Acceptable throughput (KB/s) 10240 -
Deterioration threshold to suspend 1/0: 1% 3

Interval o by resurming |/0: Every 1mi;'| N E‘

> This screen enables you to define advanced parameters (optimisation,
bandwidth...). We recommend you keep default parameters for a standard
configuration. For more information, consult the DiskSafe documentation.

> Click Next.
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Configuring the number of Snapshots to keep

Advanced Snapshot Options
Specify advanced snapshat option: here. If you donot know what to select, leave
the default settings and chick Next.

[ Limit the number of snapshots to keep. When the amourt is reached, a new
iznapshot will cause the oldest snapshot to be deeted:

[¥] T ake temporary snapshot before each synchroneation to recover mirror in case of
failure, The termporam snapzhot iz automatically deleted after successhul
synchronization

[ JInvoke snapshot agents every scheduled snapshot(s)

> You can limit the number of Snapshots kept on the StoreWay DPA. For more
information, consult the documentation Disksafe.

> Click Next.
Completing the Disk Protection Wizard

> Click Finish to end the Disk Protection Wizard.

NOTE: If you selected Start Immediately in the Protect Disk window (Initial
Synchronization), the System Protection begins immediately.
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Setting the Recovery Password

Set the Recovery Password to be used in the event of a complete system recovery
after a crash.

1 In the main DiskSafe window, right-click on DiskSafe and select RecoveryCD/
Set Password.

Set Recovery Password .

Select a server to set its credential information wused when invoking the
Recovery CD option to recover your disks from that server. You can
continue to set password for each of your registered servers,

Please remember the credentials. You can reset them at any time.

Registered servers:
Server IP Address
/] testabd1 1721656

Usemame (host name}.  HALEBOPP

Paszsword for recoven”. | essssssssssssss

[12-1E characters]

Confirrn password: sssssssssssssses

[ Set Password I [ Close ]

2 Select the StoreWay DPA, enter your password and click Set Password.
3 Click Close.

18 Disaster Recovery Module Windows Version 2.6 - Installation and User’s Guide



Chapter 3. System Recovery

Prerequisites

To retrieve a system, you need the following:

> The Boot CD-ROM StoreWay DPA Disaster Recovery CD for Windows
systems.

> The Recovery Password set during the DiskSafe agent configuration.

NOTE: If you have forgotten your password, you can reinitialize from the
StoreWay DPA administration interface.

See:

"Perform a system recovery" page 20

"Reinitialize the recovery password" page 24
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Perform a system recovery

1 Start the system from the Recovery CD.

The Recovery GO 15 mrtialzing.
[his may take a minute or so. Please wart...

2 Follow the recovery wizard instructions.

CD (v1.0.
Installed Hardware
PCnet Fast 79C971 (r

01

W v3 (reuv 01)

Diagnostic Hode l l Load Driver I l fext)

e This wizard automatically detects the server hardware configuration and
guides you through the driver loading process.

e If a driver does not load automatically, you can load one from this window.

NOTE: The Recovery CD uses a Linux Operating System (RedHat), you therefore
need to load a relevant Linux driver.
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Example of a driver load:

- Load Dri

> Hode

es | 172.16.10.140 | 255.255.0.0

l [ Config

1

afe — Config Server

Client Name

Domain Name

Chapter 3. System Recovery 21



2  Enter the system name to recover in the Client Name field.

The StoreWay DPA name or IP address in the Recovery Server field.
3 Enter the recovery password in the Recovery Password field.

Click Next.

NOTE: If you have forgotten your password, you can reinitialize from the
StoreWay DPA administration interface. See the paragraph « Reinitialize
the recovery password password » in the section: "System Recovery"
page 19.

Select the image to recover.

Choose the snapshot you want to recover. This list proposes available snapshots
and the base disk (equivalent to the latest snapshot if the post-snapshot
synchronisation option was selected during the agent installation).

By default, the Roll back the remote disk option is not selected. This option
enables you to recover a prior disk snapshot and to delete all subsequent Snapshots.

The Enable microscan option enables DiskSafe to analyse the differences between
two disks to minimize the impact on the network and only recover the blocks which
differ from the chosen snapshot and the current production disk system.

Select the destination disk

Recovery CD (V1

Uendor Froduct Type Location SizelH)

SCS

will be
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Vendor Froduct Type Location Size(H)

Uhuware Virtual SCS1 0-0-0-0 048

Please select a partition:

Part StartOffset(M) Size(H) Type fActive
Partl (] 1498 HPFS/NTFS Ho

Vendor Product Type Location SizeiM)

are, UHware Uirtual 5 3CSI 0-0-0-0 2048]

[ 1 Skip failed sectors

> If you restore a drive, you must select an existing drive or allow DiskSafe to drive
the disk by selecting Clear all drives and create new.

NOTE: If you select Clear all drives and create new, all existing drives on

your disk will be deleted and all data lost.

> Confirm and wait for the disk recovery to complete.

Reboot and reactivate the Disaster Recovery backup

1 Remove the « StoreWay DPA Disaster Recovery for Windows - Boot CD »
CD from the drive and restart the system logging on as administrator.

2  Start DiskSafe and remove the DiskSafe protection associated with your system

drive.
3 Reboot the machine.

Reactivate the protection and perform the first synchronisation by activating the

Optimize data copy option.
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Reinitialize the recovery password

If you have forgotten your password, you can reinitialize from the StoreWay DPA
administration interface.

1
2
3

Log on to StoreWay DPA as an administrator.
Open the operations/Storage/Virtual Disks menu.

Select the workstation Snapshot you want to reinitialize the password for by
clicking the associated checkbox.

Click the Init Password button in the bottom right of the screen to delete the
Recovery password associated with this Snapshot.
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Chapter 4. Externalize Disaster Recovery
Snapshots to tape

Disaster Recovery Snapshots saved on the StoreWay DPA DiskSafe Disaster Recovery
module can be backed up to tape, to create restorable security copies in the event of
a major incident and in the framework of a Disaster Recovery Plan (DRP).

See:
"Backup to tape" page 26

"Retrieving a Disaster recovery Snapshot from tape" page 28
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Backup to tape

1 Install the DiskSafe Disaster Recovery agent on the machine to be protected and
configure the disk system protection. See "Installation and configuration of the
agents" page 8 for more details about how to do this.

2 Wait for the first synchronization to complete.
Create the system in the StoreWay DPA.

4 Declare the server in the list of known StoreWay DPA systems. See the Quick
Start guide for more information on how to do this.

5 Create a Disaster Recovery application associated with the system.

Application: Edit
Description ®
Name: |dr_tesdsk2
Type: Disaster Recovery
Linked to: my_system
Status: Active v | @
Comments:
Backup L]
Data to bacl
Tupe Data path Remove from list
All data O
Add:
Directories " browse

Create and configure an Application Disaster Recovery profile type.

1 Click the Create new backup profile icon ( Ey ).

New backup profile
L]
Piafile type : c System @'Appllr.llmn
Profile qualifier : C‘ Standard @Diua‘;(-:l Recowery Application
L
Hamne : DR_proﬁleI
Priovity : High b
Comments :

2 Click create.

3 Make this profile available for an application.
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Disaster Recovery Application backup profile
[ ]
Name ¢ DR_profile
Priority 2 High w |
Comments :
1ETY Backup
) Data to backup L
T we | Data | Removofromuist |
Adkd:
Directories
[ ]
Before backup = |
After backup : ) |
) Profile avallable for ]
Activated | Name |  Type | Stalus |
di _tesdsk2 Disacter Recovery @)

Click update.

4 Click launch, start a manual (or scheduled) backup for the Disaster Recovery
application.

Notes

> Only full backups can be performed.

> Only the latest available Snapshot is taken into account (you cannot back up a
prior Snapshot).
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Retrieving a Disaster recovery Snapshot from tape

Retrieving a Disaster Recovery Snapshot from tape is typically only necessary when
the StoreWay DPA is down or has been reinitialized and we need to restore a Windows
system Snapshot which is no longer on the StoreWay DPA, for example in the case of
a Disaster Recovery Plan (DRP).

NOTE: Following the recovery or StoreWay DPA reinitialization, it is
recommended to create a new protection system and restart a new
synchronization between the agent and the StoreWay DPA.

1 Start the recovery of a Disaster Recovery application.

Proceed as with a standard recovery (Note: no DRP mode on the model with tape
library). Select the Snapshot to retrieve by using the browser in the same way as
for standard file recovery.

2 Click restore and validate the cart by clicking restore.

If the «<Recovery to primary disk» option is selected, simply disconnect the
virtual disk at the iSCSI initiator level on the relevant Windows machine to avoid
this disk being overwritten.

If the option is cleared and if this virtual primary disk is still present, the recovery
cannot start.

3 Disconnecting the virtual disk from the primary system

Because it is not possible to rename the Disaster Recovery Snapshot, you may
need to disconnect the virtual Snapshot on the machine before moving on to the
next step.

Disconnecting the virtual disk is performed at the iSCSI initiator level on the
relevant Windows machine.

4 Starting the Snapshot recovery to disk by clicking restore.
Snapshot retrieval from tape starts.
Wait for the recovery to end.
Reactivate the protection on the DiskSafe agent of the Windows machine.

Check the DiskSafe agent configuration on the Windows machine to ensure the
disk system protection is still active.
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Chapter 5. Appendix

1 You can use an HBA iSCSI to connect to the remote disk on the StoreWay DPA.
This card also allows remote start up for immediate return to activity.

DiskSafe does not support USB storage.

When you protect dynamic Windows disks and you wish to remove this protection,
you need to deallocate the associated iSCSI disk(s) from the system disk.
Windows does not permit the use of the primary disk and simultaneous replication
in the case of dynamic disks.

If you want to protect dynamic disks, protect the entire disk.

5 After the license evaluation period expire, you must remove this license and
replace it with the full license.

6 To use the agent on a system behind a firewall, open the ports 11762 and 3260 on
the firewall.
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30 Disaster Recovery Module Windows Version 2.6 - Installation and User’'s Guide



Index

A

allocate
reserved disk space 14

B

backup
manual 27
to tape 26

C

configure
network card 21
Snapshots to keep 17
synchronization parameters 15
create
Disaster Recovery application 26
disk mirror 12

D

declare
StoreWay DPA 13

destination disk
select 22

Disaster Recovery
externalize to tape 25
profile type 26

Disaster Recovery Agent
overview 7

Disaster Recovery application
create 26

Disaster Recovery snapshot
retrieve 28

disk mirror
create 12

disk protection 10

DiskSafe agent
installation 7

E

enable microscan
option 22

install

iSCSI 9
installation

prerequisites 9
iSCSI

install 9

L

license
enter 10

M

manual backup 27
Microsoft iSCSI
install 9

N

network card
configure 21

P

Periodic mode 15
prerequisites

installation 9
profile

Disaster Recovery 26

R

Recovery Password
reinitialize 24
set 18
retrieve
Disaster Recovery shapshot 28

S

select

destination disk 22
Snapshots

configure number to keep 17
StoreWay DPA

allocate reserved disk space 14

Index 31



declare 13
synchronization options
advanced 16
synchronization parameters
configure 15
system recovery 19

W

Windows
supported platforms 7

32  Disaster Recovery Module Windows Version 2.6 - Installation and User’s Guide



Technical publication remarks form

‘Title: ‘ Disaster Recovery Module Windows Version 2.6. Installation and User’s Guide

|Reference: | DPA_DRWINDOWS V2 6 EN | ‘Date: | 3/17/08

ERRORS IN PUBLICATION

SUGGESTIONS FOR IMPROVEMENT TO PUBLICATION

Your comments will be promptly investigated by qualified technical personnel and action
will be taken as required.

If you require a written reply, please include your complete mailing address below.
NAME: DATE:

COMPANY:

ADRESS:

Please give this technical publication remarks form to your BULL representative or mail to:

Bull - Documentation D®Pt,
1 Rue de Provence

BP 208

38432 ECHIROLLES CEDEX
FRANCE

info@frec.bull.fr




Technical publication ordering form

To order additional publications, please fill in a copy of this form and send it via mail to:

BULL CEDOC

357 AVENUE PATTON Telephone: +33 (0) 2 41 73 72 66
B.P.20845 FAX: +33 (0) 24173 70 66
49008 ANGERS CEDEX 01 E-Mail: srv.Duplicopy@bull.net
FRANCE

Reference: Designation: Qty

SR I

e 2]

SR I

e 2]

SR I

e 2]

SR I

e 2]

[ _ _ ] The latest revision will be provided if no revision number is given.

NAME: DATE:
COMPANY:

ADRESS:

TELEPHONE: FAX:
E-MAIL:

For Bull Subsidiaries:
Identification:

For Bull Affiliated Customers:
Customer Code:

For Bull Internal Customers:
Budgetary Section:

For Others: Please ask your Bull representative.



BULL CEDOC

357 AVENUE PATTON

B.P.20845

49008 ANGERS CEDEX 01
FRANCE

REFERENCE
DPA_DRWINDOWS_V2_6_EN






	Disaster Recovery Module Windows Version 2.6
	Table of Contents
	Chapter 1. Product overview
	Chapter 2. Installation and configuration of the agents
	Installation prerequisites
	Installing the agent
	Setting the Recovery Password


	Chapter 3. System Recovery
	Perform a system recovery
	Reinitialize the recovery password

	Chapter 4. Externalize Disaster Recovery Snapshots to tape
	Backup to tape
	Retrieving a Disaster recovery Snapshot from tape

	Chapter 5. Appendix
	Index


